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1. Introduction 

1.1. general context 

eduGAIN is the European interfederation that connects national research and education 

identity federations, enabling secure cross-border authentication and authorisation for 

students, researchers and staff. 

It is coordinated by GÉANT and follows a federated model in which each National 

Research and Education Network (NREN) operates its own national federation acting 

as both the technical and policy authority. 

eduGAIN interconnects over 70 federations and 8 000 institutions, serving about 20 

million users, and forms the backbone for academic authentication infrastructures such 

as eduROAM, eduTEAMS, and European research infrastructures. 

1.2. purpose of this document 

This document analyses eduGAIN’s architecture, governance, trust and data models, and 

assesses how its federated structure distributes sovereignty and responsibilities among 

users, institutions, NRENs and the eduGAIN coordination layer. 

It also highlights how the model compares with the new European identity and credential 

frameworks emerging from eIDAS 2, EUDI wallet, and EBSI. 

1.3. methodology 

Sources include official technical and policy documentation 

from GÉANT, REFEDS, OASIS, RedIRIS, SURF, DFN, and RENATER, combined 

with a real cross-border example (URV → Utrecht) and analysis of GDPR compliance 

(CoCo v2, MRPS, Sirtfi, RAF). 

 

2. General architecture of the federated ecosystem 

2.1. concept of federation 

eduGAIN operates as a federation of federations. Each NREN validates and signs 

metadata for its national members (IdPs and SPs). eduGAIN aggregates all national 

metadata, re-signs it, and republishes it for global consumption. Trust is entirely 

metadata-based and hierarchical. 

 



2.2. hierarchical structure and actors 
Table 1 eduGAIN hierarchical structure and actors 

layer actor responsibility trust anchor 

European eduGAIN / GÉANT aggregates and signs metadata, 
defines policies 

eduGAIN signing 
certificate 

National NREN (e.g. RedIRIS, 
SURFconext) 

validates institutional metadata, 
signs national aggregates 

federation signing 
certificate 

Institutional universities / 
research centres 

operate IdPs and SPs, manage 
authentication and attributes 

IdP/SP certificate 
embedded in 
metadata 

 

2.3. federated architecture 
Figure 1 eduGAIN architechture 

 

 

2.4. interpretation 

eduGAIN functions as the European trust root, NRENs as national trust anchors, and 

institutions as operational authorities. 

Validation relies on verifying metadata signatures, not X.509 path validation. 



 

2.5. certificate lifecycle 
Table 2 eduGAIN certificate lifecycle 

level typical validity propagation impact 

institution ≈ 1 year affects one IdP/SP 

NREN 1–2 years affects all national entities 
eduGAIN 2–3 years affects all federations 

 

2.6. operational implications 

No real-time revocation or suspension exists; corrective action is manual metadata 

removal and republication. 

The model prioritises stability and predictability over agility. 

 

3. Data models and semantic governance 

3.1. overview 

eduGAIN’s data model is a layered composition of interoperable XML schemas and 

metadata profiles defined by: 

• OASIS → SAML 2.0 core schemas, 

• GÉANT → eduGAIN metadata profile, 

• REFEDS → entity categories, attribute semantics, assurance levels, 

• NRENs → national MRPS policies. 

 

3.2. schema types and maintainers 
Table 3 eduGAIN schema types and maintainers 

schema description authority 

SAML 2.0 Metadata 
Schema 

XML structure for IdPs, SPs, endpoints, 
certificates 

OASIS 

eduGAIN Metadata 
Profile 

constrains SAML elements, signatures, 
expiry 

GÉANT 

REFEDS Entity 
Categories 

define semantics (R&S, CoCo, Sirtfi) REFEDS 

eduPerson / schac attribute definitions for higher education REFEDS / Internet2 

MRPS metadata registration practices REFEDS template / 
NRENs 



 

3.3. repositories 
Table 4 eduGAIN schema repositories 

level repository URL 

GÉANT / 
eduGAIN 

technical 
profiles, 
validators 

https://github.com/GEANT/eduGAIN-technical-profiles  

REFEDS categories, 
attributes, 
MRPS 

https://github.com/REFEDS 

OASIS SAML 2.0 
schemas 

https://docs.oasis-open.org/security/saml/v2.0/  

NREN 
examples 

national 
metadata 

RedIRIS https://www.rediris.es/sir/metadata/ · 
SURF https://metadata.surfconext.nl/ · 
DFN https://www.aai.dfn.de/metadata/ · RENATER https://services-
federation.renater.fr/metadata/ 

 

3.4. governance of schema changes 

1. proposal (any federation); 

2. discussion (eduGAIN TC / REFEDS WG); 

3. drafting (policy / schema); 

4. approval (eduGAIN Steering Group); 

5. publication (GitHub versioning). 

National federations adapt and enforce changes locally. 

 

3.5. tools and validation 

pyFF · mdq-server · Shibboleth Metadata Aggregator · eduGAIN Metadata Validator 

(https://technical.edugain.org/validator) 

 

3.6. synthesis 
Table 5 eduGAIN schemes and data models synthesis 

element governance level repository 
SAML schemas OASIS international 

eduPerson / schac REFEDS public 

entity categories REFEDS public 

metadata profile GÉANT / eduGAIN official GitHub 

MRPS NREN federation websites 

https://github.com/GEANT/eduGAIN-technical-profiles
https://github.com/REFEDS
https://docs.oasis-open.org/security/saml/v2.0/
https://www.rediris.es/sir/metadata/
https://metadata.surfconext.nl/
https://www.aai.dfn.de/metadata/
https://services-federation.renater.fr/metadata/
https://services-federation.renater.fr/metadata/
https://technical.edugain.org/validator


3.7. implicit schema conformance and lack of automated validation 

Most participants assume that assertions and attributes adhere to approved schemas and 

profiles, yet there is no automated, runtime validation of either syntax or semantics 

during assertion exchange. 

The federation validates metadata files at publication time, not the assertions issued at 

login time. 

• what is validated automatically. federation aggregators validate that metadata 

xml is well-formed, signed, within validity, and includes mandatory elements. 

some implementations run static checks against saml metadata schemas and local 

mrps rules. 

• what is not validated automatically. there is no real-time validation of saml 

assertions against xml schemas. there is no semantic validation that attribute 

values conform to refeds or eduperson formats beyond what an sp chooses to 

enforce locally. there is no federated service that checks the correctness of 

attribute semantics at issuance time. 

• operational implication. interoperability relies on correct idp configuration and 

software defaults. an assertion that is perfectly signed but carries a malformed 

attribute will typically pass signature checks but may fail downstream mapping or 

authorisation rules. 

• governance implication. compliance is “by declaration”: entities commit to use 

agreed schemas and release policies when joining the federation. enforcement is 

procedural via mrps, coco and sirtfi rather than technical at runtime. 

Validation coverage by layer 

Table 6 Validation coverage by layer 

layer automatic xml validation semantic validation real-time check 
federation 
metadata 

yes (structure, signature, 
expiry) 

limited (presence of 
required fields) 

periodic refresh 
only 

idp assertion 
payload 

no no none 

sp attribute 
processing 

local, implementation-
specific 

local, optional mapping 
checks 

at sp discretion 

This distinction clarifies why eduGAIN achieves reliable transport and signature integrity 

while providing limited guarantees on the semantic correctness of the exchanged attribute 

content. 

 



4. Issuance and verification flows: URV → Utrecht 

4.1. Actors and components 

URV side 

• user · browser 

• IdP URV (Shibboleth IdP) 

• LDAP/AD & academic databases 

• MFA / second-factor 

• attribute consent module 

• NTP synchronisation 

Spanish federation 

• RedIRIS / SIR (federation operator) 

• metadata registry & validator 

• national aggregator (signed XML) 

• exporter to eduGAIN 

Interfederation 

• eduGAIN metadata aggregate & MDQ service 

Dutch federation 

• SURF / SURFconext (operator) 

• eduGAIN import & redistribution 

• discovery service 

Service (Utrecht) 

• SP Utrecht (SAML-protected) 

• ACS endpoint, logout URL 

• signing / encryption keys 

• attribute policy & local authorisation 

Policies 

• OASIS SAML 2.0 bindings / protocol 

• REFEDS R&S, CoCo v2, RAF, Sirtfi 

• MRPS (NREN) 

 



4.2. trust preconditions 

1. URV registers its IdP in SIR → validated and signed. 

2. SIR exports URV IdP metadata to eduGAIN. 

3. eduGAIN aggregates and publishes. 

4. SURFconext imports eduGAIN aggregate. 

5. Utrecht SP metadata becomes trusted by URV through the same chain. 

 

4.3. typical attributes requested 

eduPersonPrincipalName, eduPersonScopedAffiliation, mail, displayName, eduP

ersonEntitlement, schacHomeOrganization. 

 

4.4. authentication journey 

1. initial access → user opens Utrecht service. 

2. discovery → selects “URV”. 

3. AuthnRequest → SP sends signed request (HTTP-Redirect). 

4. authentication → URV IdP verifies request and authenticates user (MFA if 

required). 

5. attribute resolution → IdP queries sources, applies filter, shows consent. 

6. assertion issuance → signed Response + Assertion with Conditions, 

AuthnStatement, AttributeStatement; HTTP-POST to ACS. 

7. assertion consumption → SP verifies signature (SIR → eduGAIN → SURF), 

checks audience/time, maps attributes, creates session. 

8. access granted. 

9. SSO reuse. 

10. logout (optional SLO). 

 



4.5. sequence diagram 
Figure 2 eduGAIN authenticatin sequence diagram 

 



4.6. responsibilities per layer 
Table 7 eduGAIN responsibilities per layer 

layer responsible function 

Institutional URV IdP / LDAP / MFA authenticate & issue assertion 

National (ES) RedIRIS / SIR validate & export metadata 

Interfederation GÉANT / eduGAIN aggregate & sign metadata 
National (NL) SURF / SURFconext import eduGAIN aggregate 

Service Utrecht SP request authn & validate assertion 

 

4.7. security & good practices 

metadata expiry monitoring · NTP sync · attribute minimisation · dual cert rollover · 

Sirtfi contacts · logging (AuthnRequestID, NameID, timestamps). 

4.8. schema conformance in practice 

During the urv → utrecht flow the sp validates signatures, audiences and temporal 

conditions. it does not validate the assertion xml against schemas, nor the attribute values 

against refeds profiles in a federated, automated way. any semantic checks occur locally 

within utrecht’s sp logic. this reinforces the distinction between transport integrity and 

content semantics described in section 3.7. 

 

5. Trust model and use of certificates 

5.1. the principle of metadata-based trust 

eduGAIN does not rely on continuous PKI validation. 

Trust is metadata-based: each IdP/SP publishes signed metadata containing its public 

certificate; this is validated by the NREN, aggregated by eduGAIN, and consumed by all 

federations. 

 

Thus, cross-border validation occurs without bilateral agreements (but under close 

agreement model) 

 

5.2. structure of the trust chain 
Table 8 structure of the trust chain 

trust level signer object signed propagation 



Level 1 – 
eduGAIN 

GÉANT (eduGAIN metadata 
signing certificate) 

global 
aggregate 

to NRENs 

Level 2 – 
NREN 

federation operator (e.g. RedIRIS, 
SURF) 

national 
aggregate 

up to eduGAIN / down to 
institutions 

Level 3 – 
Institution 

IdP/SP administrator SAML 
assertions 

to SPs 

root of trust = GÉANT signature on eduGAIN aggregate. 

 

5.3. role of certificates per layer 
Table 9 Role of certificates per layer 

layer certificate role used for verification 
method 

rotation 

eduGAIN (GÉANT) metadata 
signing 

signing global 
aggregate 

digest & 
fingerprint 

2–3 yrs 

NREN (RedIRIS/SURF) federation 
signing 

signing national 
aggregate 

validated by 
eduGAIN 

1–2 yrs 

Institution 
(URV/Utrecht) 

entity 
certificate 

signing SAML 
assertions 

via metadata 
chain 

~1 yr 

Operational (IAM 
internal) 

authn 
certificates 

securing local 
connections 

internal PKI variable 

 

5.4. certificate lifecycle and rotation 

5.4.1. metadata validity → validUntil ≈ 14 days. expired = trust suspension. 

5.4.2. rotation process 

1. IdP/SP → new key + metadata update → propagated via SIR → eduGAIN (24–48 

h). 

2. NREN → new federation key → eduGAIN notified → aggregate updated. 

3. eduGAIN → rare (2–3 yrs) → coordinated global update. 

5.4.3. service continuity → lack of revocation requires synchronised rotation to avoid 

outages. 

 

5.5. metadata validation and security controls 
Table 10 Metadata validation and security controls 

control description enforced by validation 

type 

coverage 

scope 

Signature every metadata file must be IdP / SP automated metadata 



verification digitally signed; consuming 

entities must verify the 

signature before acceptance 

software XML 

Validity 

period 

the validUntil attribute 

defines expiry; metadata 

must be refreshed before 

that time 

Federation / 

NREN 

automated metadata 

XML 

HTTPS 

integrity 

all metadata endpoints must 

use TLS with recognised 

ciphers and current 

certificates 

Federation / 

NREN 

automated transport 

channel 

Key length 

and 

algorithm 

minimum RSA 2048 bits or 

ECDSA equivalent, 

according to MRPS policy 

Federation 

policy 

static 

policy 

signing keys 

Certificate 

publication 

public keys must be 

embedded directly in 

metadata, not fetched from 

external sources 

Federation 

policy 

automated metadata 

content 

Schema 

validation 

for metadata 

metadata XML must 

conform to the official 

SAML 2.0 metadata 

schema; malformed files 

are rejected by aggregators 

Federation 

aggregator 

automated 

(structural) 

metadata 

XML 

Assertion 

schema 

validation 

not supported at federation 

level; SAML assertions are 

assumed to conform but are 

not validated at runtime 

none 

(federation) 

– optional at 

SP 

none 

(runtime) 

assertion 

payload 

Semantic 

validation of 

attributes 

not enforced technically; 

attribute values are 

expected to follow 

REFEDS and eduPerson 

profiles; compliance by 

declaration 

IdP 

configuration 

/ MRPS 

procedural attribute 

semantics 

Policy 

conformance 

(CoCo, 

Sirtfi, 

MRPS) 

compliance assessed at 

registration and through 

periodic self-declaration; no 

runtime enforcement 

Federation / 

NREN 

procedural organisational 

governance 

No CRL / OCSP; integrity ensured by periodic re-signing. 

These controls apply to metadata artefacts. they do not provide automated validation 

of assertion payloads at runtime. there is no crl or ocsp, and there is also no federation-

wide service that validates assertion schemas or attribute semantics during login. this 

separation is a deliberate design choice that prioritises stability of trust transport.  



 

5.6. certificate rotation impacts 
Table 11 Certificate rotation impacts 

rotation 
type 

affected scope operational impact mitigation 

IdP/SP local + cross-border 
services 

temporary inaccessibility until 
refresh 

dual cert overlap 

NREN all national entities short outage risk coordinated 
overlap 

eduGAIN global federation global trust break if 
unsynchronised 

dual signing 
period 

 

5.7. verification flow for trust establishment 

when a service provider validates an assertion, the verification process follows a clear 

and hierarchical sequence: 

1. the SP verifies the signature of the SAML assertion using the certificate 

contained in the IdP’s metadata. 

2. it checks that the IdP’s metadata is signed by the national federation (for 

instance, RedIRIS or SURFconext). 

3. it verifies that the federation certificate itself belongs to the eduGAIN 

aggregate signed by GÉANT. 

this means that operational trust travels downward through metadata signing, but 

verification conceptually travels upward — from the assertion back to the eduGAIN root 

of trust. 

Figure 3 Verification flow for trust establishment 

 

5.8. distinction between metadata trust and PKI 

it is essential to differentiate between the two paradigms: 

Table 12 Distinction between metadata trust and PKI 

trust mechanism verification revocation management 



model 
classical 
PKI 

hierarchical CAs (root → 
intermediate → end-entity) 

certificate path 
validation 

CRL / OCSP automated 

eduGAIN 
model 

signed metadata with 
embedded certificates 

XML signature 
validation 

manual 
removal / 
expiry 

procedural 

eduGAIN’s approach avoids real-time checks, simplifying operation but removing 

immediate responses to compromise. 

 

5.9. security and compliance implications 

• no dynamic revocation: once published, a certificate remains trusted until 

metadata expires. 

• slow refresh cycles (daily or weekly) can delay propagation of security updates. 

• policy enforcement is achieved through MRPS, CoCo and Sirtfi, not 

cryptographic constraints. 

• incident handling (e.g. key compromise) requires manual withdrawal and 

republishing. 

• auditing depends on federation-level logs, not on cryptographic proofs. 

 

5.10. advantages and drawbacks of the metadata-based model 
Table 13 advantages and drawbacks of the metadata-based model 

aspect advantage limitation 

simplicity no OCSP, no CA complexity lacks real-time status 
predictability deterministic trust propagation propagation delays 

scalability single aggregate for thousands of 
entities 

large files, slow updates 

interoperability cross-border access dependency on hierarchical 
refresh 

governance clear accountability procedural enforcement only 

 

5.11. overall synthesis 

eduGAIN’s trust and certificate model provides predictable, hierarchical interoperability 

suitable for academic environments. 

it ensures authenticity and integrity through signed metadata instead of live PKI 

validation. 

however, the absence of suspension or real-time revocation mechanisms introduces 

structural rigidity, impacting resilience and responsiveness — particularly relevant 



under eIDAS2, where status management and revocation listsare mandatory for 

qualified electronic attestations. 

 

6. Management of state, revocation and suspension 

eduGAIN does not provide native technical mechanisms for revocation or suspension. 

trust relationships are inferred exclusively from signed metadata validity and renewal. 

Table 14 management of state, revocation and suspension 

state / 

property 

managed 

by 

mechanism propagatio

n 

validatio

n 

frequenc

y 

remarks 

Metadata 

validity 

Federatio

n / NREN 

validUntil attribut

e and scheduled re-

signing 

Upward to 

eduGAIN 

aggregate 

12–24 

hours 

automatic 

refresh; 

failure 

causes trust 

suspension 

Entity 

revocation 

Federatio

n / NREN 

removal of entity 

from aggregate 

XML 

Propagated 

via next 

aggregate 

24–48 

hours 

manual 

process; no 

real-time 

CRL/OCSP 

Certificate 

rotation 

IdP / SP / 

NREN 

dual-key 

publication during 

transition 

Downward 

via 

metadata 

1–2 years avoids 

temporary 

trust loss 

Federation 

suspension 

eduGAIN 

Steering 

Group 

temporary exclusion 

from global 

aggregate 

Global as 

decided 

by SG 

used for 

policy non-

compliance 

Key 

compromise 

incident 

Entity + 

NREN 

emergency 

withdrawal and 

metadata republish 

Immediate 

manual 

propagation 

ad hoc handled 

procedurall

y under 

Sirtfi 

Attribute 

release 

policy 

update 

IdP local policy revision 

and republication of 

metadata 

National 

and global 

aggregates 

weekly / 

manual 

no runtime 

notification 

to SPs 

Schema 

conformanc

e status 

none 

(formal 

body 

absent) 

compliance by 

declaration under 

MRPS and 

REFEDS profiles 

not 

propagated 

not 

applicabl

e 

no 

automatic 

schema or 

semantic 

validation 

Operational 

suspension 

NREN 

operator 

disable entity in 

registry or withdraw 

Upward to 

eduGAIN 

within 48 

hours 

temporary 

measure 



(IdP / SP) signature aggregate pending 

resolution 

Audit and 

reporting 

Federatio

n / 

eduGAIN 

annual self-audit 

and peer review 

Federation 

reports to 

eduGAIN 

SG 

yearly procedural 

verification 

only 

eduGAIN and its federations manage state and validity through periodic metadata 

refresh, not through dynamic revocation lists. schema conformance and attribute 

semantics remain outside any automated status mechanism. 

In the event of a key compromise, the affected entity must contact its NREN, which 

removes the metadata from the next signed publication. No automated revocation list or 

status endpoint exists. 

This absence of dynamic state management is acceptable within eduGAIN’s academic 

scope but would not satisfy eIDAS2 Annex VI requirements for real-time credential 

status verification. 

 

7. Data protection responsibilities and gdpr compliance 

7.1. overview 

eduGAIN operates as a metadata exchange infrastructure and does not process personal 

data directly. 

Data exchange occurs between institutional IdPs and SPs, under their respective legal 

bases. 

Each actor’s GDPR qualification depends on its role within the authentication 

transaction. 

 

7.2. roles and responsibilities 
Table 15 eduGAIN GDPR roles and resposibilities 

actor GDPR role main responsibility 

User 
(student/researcher/staff) 

data subject exercises rights through home 
institution 

Institution (URV, Utrecht) data controller authenticates and releases 
attributes 

NREN Federation (RedIRIS, 
SURF) 

processor / operator validates metadata, enforces MRPS, 
handles incident response 

eduGAIN / GÉANT coordinator (no aggregates metadata, publishes 



processing of personal 
data) 

signed XML 

REFEDS / GÉANT policy 
bodies 

policy coordinators maintain CoCo, MRPS and 
assurance frameworks 

 

7.3. data minimisation and purpose limitation 

eduGAIN enforces minimisation through entity categories such as Research & 

Scholarship (R&S), which define minimal attribute bundles. 

IdPs are expected to release only necessary attributes matching the declared purpose of 

the SP. 

CoCo v2 (Code of Conduct for Service Providers) provides a standard legal basis under 

GDPR article 46 for cross-border data exchange within the academic sector. 

 

7.4. consent and transparency 

SAML 2.0 does not natively transmit consent; most IdPs show an informational screen, 

but it does not generate a legally binding record. 

therefore, user consent is procedural, not cryptographically proven, and users cannot 

verify which SPs consumed their attributes. 

this contrasts with verifiable credential ecosystems, where consent and selective 

disclosure are cryptographically enforced. 

 

7.5. incident response and accountability 

incident coordination is governed by Sirtfi (Security Incident Response Trust 

Framework for Federated Identity). 

each federation must maintain: 

• a security contact, 

• an incident response procedure, 

• a commitment to timely information exchange. 

audit and accountability rely on these organisational processes, not on blockchain or 

immutable proofs. 

 

7.6. assessment 
Table 16 data protection responsibilities and gdpr compliance - assessment 

dimension eduGAIN model impact 



lawful basis institutional (legitimate interest / contract) compliant 
user consent procedural only limited transparency 

data minimisation enforced by entity categories good practice 

right to erasure indirect, through IdP weak visibility 

cross-border transfer standardised under CoCo v2 compliant 
accountability evidence organisational non-cryptographic 

 

7.7. relation with eIDAS2 and EUDI principles 

eIDAS2 introduces the Electronic Attestation of Attributes (EAA) and the EUDI 

wallet, both requiring: 

• dynamic status verification, 

• selective disclosure, 

• holder-controlled consent, 

• auditable cryptographic proofs. 

eduGAIN lacks these mechanisms. Its governance is institution-centric, not user-centric, 

and relies on procedural compliance rather than cryptographic guarantees. This makes it 

suitable for federated access to academic services but not for attribute-based cross-sector 

interoperability envisioned in the Digital Decade and Once Only Technical System 

(OOTS) frameworks. 

 

7.8. Synthesis 

eduGAIN ensures GDPR compliance through controlled federation practices and 

standardised attribute release, yet: 

• offers no technical means for consent or user control, 

• depends on federation-level auditing, 

• and lacks real-time data governance mechanisms. 

its strength lies in institutional trust and legal alignment, not in user 

sovereignty or cryptographic assurance. 

these characteristics define eduGAIN as a stable but traditional federated identity 

ecosystem, aligned with the early digital single market vision but increasingly divergent 

from the decentralised, user-controlled model underpinning eIDAS2, EUDI wallet, 

and European Digital Identity Framework initiatives. 

7.9. Implications for accountability and audit 

The absence of automated runtime validation means that evidence of correct schema use 

depends on institutional configuration, logs and procedural audits rather than system-



level proofs. from a gdpr perspective, this places the burden on controllers to demonstrate 

appropriate measures for accuracy and minimisation, while the federation provides 

transport-level assurances only. incident handling remains procedural under sirtfi and 

mrps, not technical through schema-level enforcement. this should be read together with 

sections 3.7 and 5.5.  

 

8. Sovereignty in the federated ecosystem 

8.1. introduction 

in eduGAIN, sovereignty refers to the level of control and autonomy exercised by each 

actor over identities, data and trust relationships. 

the model is institutional and hierarchical: it distributes power among universities, 

national federations and the eduGAIN coordination, while excluding user-level control. 

it guarantees stability, compliance and institutional autonomy, yet it lacks self-

determination for the individual. 

 

8.2. levels of sovereignty 
Table 17 Levels of sovereignity 

layer actor sovereignty 
type 

description 

1. user student, researcher, 
staff 

none 
(delegated) 

has no say over authentication, 
attribute release or policy 

2. 
institutional 

university or 
research centre 

operational 
sovereignty 

manages identity infrastructure, 
defines attribute release and access 
rules 

3. national NREN federation 
(e.g. RedIRIS, SURF) 

regulatory 
sovereignty 

validates entities, enforces MRPS and 
CoCo, manages national metadata 

4. 
supranational 

eduGAIN (GÉANT) coordinated 
sovereignty 

harmonises technical and policy 
frameworks but lacks legal authority 

 

8.3. sovereignty and metadata control 

control of metadata equals control of trust: 

• institutions publish and maintain metadata for their IdPs and SPs, 

• NRENs validate and sign the national aggregate, 

• eduGAIN aggregates all federations into a single global file. 

since users cannot modify metadata, sovereignty is fully delegated upwards. 



 

8.4. delegated sovereignty flow 
Figure 4 Delegated sovereignty flow 

 

control ascends through the federation hierarchy, while accountability descends. 

 

8.5. synthesis 
Table 18 Sovereignity - synthesis 

aspect supported explanation 

user sovereignty ❌ users cannot control their identity data 
institutional 
sovereignty 

✅ institutions operate IdPs and SPs autonomously 

national sovereignty ✅ NRENs govern the federation and manage trust 

supranational 
sovereignty 

⚙️ 
coordinated 

eduGAIN defines standards but lacks enforcement 
power 

eduGAIN therefore achieves institutional autonomy and national subsidiarity at the 

expense of individual control. 

 



9. Degree of centralisation 

9.1. principle 

the eduGAIN–NREN–IdP architecture is federated but not decentralised. 

no single global controller exists, yet each layer acts as an aggregation hub for the one 

below. 

in practice: 

• IdPs generate and sign assertions (local control), 

• NRENs validate and publish aggregates (national control), 

• eduGAIN re-aggregates and coordinates globally (supranational control). 

the result is a multi-level, semi-centralised hierarchy. 

 

9.2. centralisation of eduGAIN (GÉANT) 
Table 19 Centralisation of eduGAIN (GÉANT) 

function centralised by effect 
global aggregate publication GÉANT single signed XML for all 

federations 

infrastructure (validators, 
endpoints) 

GÉANT servers single distribution source 

profile definition eduGAIN Steering 
Group 

procedural and semantic 
uniformity 

inclusion/exclusion decisions Steering Group defines perimeter of trust 

signing certificate GÉANT global trust anchor 

level of centralisation: 

• technical: 🔵 very high 

• normative: 🔵 high 

• operational: 🟡 moderate 

• personal data: ⚪ none 

impact: 

if the global aggregate or signing key fails, cross-border interoperability ceases. 

 

9.3. centralisation of NREN federations (e.g. RedIRIS) 
Table 20 centralisation of NREN federations (e.g. RedIRIS) 

function description effect 
entity registration IdPs/SPs must register via the NREN gatekeeper role 



metadata signing one federation certificate national trust anchor 
export to eduGAIN decides which entities are visible control over international 

scope 

MRPS & policy defines rules and security 
requirements 

national uniformity 

Sirtfi coordination manages incidents centrally controlled incident response 

technical 
infrastructure 

operated by the NREN technical dependency 

level of centralisation: 

• technical: 🔵 high 

• normative: 🔵 high 

• operational: 🟡 moderate 

• data: ⚪ low 

impact: 

NRENs are national centres of control. 

if the federation fails, all domestic IdPs lose international access. 

 

9.4. centralisation of institutions (e.g. URV IdP) 
Table 21 Centralisation of institutions (e.g. URV IdP) 

function description degree 

local authentication manages own LDAP/AD decentralised 

assertion issuance signs assertions locally decentralised 

user management internal to institution decentralised 
MFA policies institution-defined decentralised 

compliance (MRPS, CoCo) governed by NREN externally centralised 

level of centralisation: 

• technical: 🟡 low 

• normative: 🔵 high (externally imposed) 

• operational: 🔵 local autonomy 

• data: 🔵 fully local 

impact: 

operationally autonomous but dependent on the NREN for visibility and compliance. 

 

9.5. comparative centralisation table 
Table 22 Comparative centralisation table 



level technical normative operational data control dependency 
eduGAIN (GÉANT) 🔵 very 

high 
🔵 very 
high 

🟡 
moderate 

⚪ none all NRENs 

NREN (RedIRIS) 🔵 high 🔵 high 🟡 medium ⚪ low eduGAIN 

Institution (URV) 🟡 low 🔵 external 🔵 local 🔵 full NREN 
User ⚪ none ⚪ none ⚪ none ⚪ none institution 

🔵 = centralised 🟡 = partial ⚪ = decentralised 

 

9.6. pyramid of centralisation 
Figure 5 Pyramid of centralisation 

 

 

Power concentration increases upward: eduGAIN centralises most of the technical and 

normative control, NRENs manage national enforcement, institutions hold operational 

control, and users have none. 

 

9.7. nature of the model: federated, not distributed 

eduGAIN is federated, not decentralised: 



• aggregation is vertical, not peer-to-peer, 

• trust depends on signature chains, not on verifiable registries, 

• there is no cross-validation between IdPs, 

• revocation is manual, not distributed. 

it resembles a multi-tier PKI without revocation or status services. 

 

9.8. operational impact of centralisation 
Table 23 Operational impact of centralisation 

area impact 

security stronger governance but less resilience 

interoperability uniform but inflexible 

governance central coordination limits innovation 

resilience dependency on upper tiers introduces single points of failure 

policy evolution slower consensus process 
user transparency minimal visibility due to hierarchical structure 

 

10. Comparative analysis with decentralised identity models 

10.1. structural comparison 
Table 24 Structural comparison 

dimension eduGAIN (federated) decentralised / eIDAS2 (verifiable credentials) 

architecture hierarchical distributed peer-to-peer 

trust anchor signed metadata verifiable registries (DID-based) 

validation static (metadata) dynamic (signature & status check) 
revocation manual removal real-time via status list 

consent procedural cryptographically explicit 

governance top-down rulebook-based distributed 

resilience dependent on hubs decentralised 
user sovereignty none full 

interoperability intra-academic cross-sectoral 

 

10.2. interoperability and alignment 

eduGAIN enables federation interoperability within academia but lacks mechanisms for: 

• selective disclosure, 

• attribute-level status verification, 

• cross-sector data reuse. 



future convergence will require mapping SAML-based attributes to W3C Verifiable 

Credentials and European Learning Model (ELM) schemas, enabling discovery and 

verification through OOTS and EUDI wallet mechanisms. 

 

10.3. synthesis of divergence 
Table 25 Synthesis of divergence 

area eduGAIN eIDAS2 / EUDI 
data model XML / SAML JSON-LD / VC 

revocation not supported mandatory status list 

consent non-binding cryptographically proven 

governance institutional user-centric 
accountability procedural verifiable 

use case access control credential portability 

eduGAIN thus represents the institutional trust era, while EUDI marks the citizen-

centric trust era. 

 

11. conclusions 

eduGAIN remains a pillar of European academic identity federation. Its architecture 

successfully ensures cross-border access and institutional autonomy, but it is 

structurally centralised and user-passive. 

11.1. strengths 

• stable, interoperable infrastructure across Europe, 

• well-defined governance and attribute semantics, 

• harmonised technical standards and procedures, 

• alignment with subsidiarity and national autonomy principles. 

11.2. weaknesses 

• absence of real-time revocation and suspension, 

• no user sovereignty or consent traceability, 

• manual metadata propagation, 

• hierarchical bottlenecks limiting agility. 

11.3. outlook 

The European digital identity landscape (eIDAS2, EUDI wallet, QEAA, Annex VI) 

demands: 



• decentralised trust with verifiable registries, 

• selective disclosure and cryptographic consent, 

• dynamic status verification, 

• interoperability with sectoral ecosystems (education, research, professional 

qualifications). 

To remain relevant, eduGAIN should evolve towards a hybrid model: 

1. integrate metadata-based trust with verifiable data registries, 

2. allow EUDI-compatible credential exchange, 

3. support machine-readable MRPS and rulebooks, 

4. preserve institutional governance while enabling citizen-level control. 

such evolution would position eduGAIN not as a legacy system, but as a trusted 

educational node within the broader European Digital Identity framework. 
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