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Abstract: This document presents a comprehensive counter-analysis of the paper "Trust
and the EUDI Wallet in the context of eduGAIN: A compelling case for OpenlD Federation in
European education", which advocates for OpenlD Federation and eduGAIN as the
preferred model for integrating the European Digital Identity (EUDI) Wallet within the
research and education sector. While the original paper highlights eduGAIN's maturity, this
analysis demonstrates that many of its claims regarding the limitations of the European
Blockchain Services Infrastructure (EBSI) are imprecise, incomplete, or based on outdated
perceptions. We argue that EBSI, in its current design and operational maturity, not only
addresses the emerging needs for verifiable credentials and digital sovereignty but also
offers significant advantages in terms of privacy, resilience, cross-sector interoperability, and
legal recognition under the eIDAS 2 framework. This paper details how EBSI aligns more
closely with the principles of a user-centric and privacy-preserving digital identity that the
EUDI Wallet aims to embody.
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1. Executive Summary: The EUDI Wallet and the End of Default Delegated
Authentication

This paper presents a counter-analysis to the assertion that OpenlD Federation and
eduGAIN are the preferred model for integrating the European Digital Identity (EUDI) Wallet.
While acknowledging eduGAIN's maturity, this analysis argues that such a view overlooks a
fundamental paradigm shift introduced by eIDAS 2 and the EUDI Wallet: the profound
transformation, and in many core identity transactions, the outright break, from the
traditional delegated authentication model. We will demonstrate that the European
Blockchain Services Infrastructure (EBSI) is inherently aligned with this new, user-centric,
and privacy-preserving model of digital identity, offering significant advantages over
traditional federated approaches in terms of privacy, resilience, cross-sector interoperability,
and legal recognition under the elDAS 2 framework.

Key takeaway for high-level visualisation: e|IDAS 2 and the EUDI Wallet move verification
away from the Identity Provider (IdP), place control and verifiable evidence directly in the
user’'s Wallet, and make credentials portable and verifiable independently of the issuer, thus
breaking the delegated authentication model for regulated credentials.

2. Introduction: The Imperative of Robust Digital Trust and the Shifting Landscape of
Digital Identity in Europe

Cross-border digitalisation in the education and research sector demands a robust and
adaptable trust infrastructure. The European Digital Identity (EUDI) Wallet marks a milestone



in Europe's ambition for a secure, interoperable, and user-centric digital identity (European
Commission, 2021). The paper "Trust and the EUDI Wallet in the context of eduGAIN"
proposes eduGAIN and OpenlID Federation as the ideal solution, emphasising their maturity
and sectoral governance. However, this counter-analysis contends that such an approach is
based on a limited understanding of EBSI's capabilities and evolution, and crucially, an
underappreciation of how elDAS 2 fundamentally redefines the digital identity landscape.
This document will deconstruct key arguments from the original paper, providing
clarifications based on EBSI's operational reality and design, and highlighting its superior
advantages for the next generation of European digital credentials, specifically in light of the
paradigm shift from delegated authentication to user-centric verifiable credentials.

3. Understanding the Paradigm Shift: From Delegated Authentication to User-Centric
Verifiable Credentials

To fully grasp the impact of the EUDI Wallet, it is essential to first understand the traditional
delegated authentication model and then contrast it with the new approach championed by
elDAS 2.

3.1. The Traditional Delegated Authentication Model

In essence, delegated authentication is a model where the verification of a user’s identity is
handled by an external, trusted party—an Identity Provider (IdP)—rather than the service
itself. In this classic paradigm:

Authentication happens at a central IdP.

The user authenticates with their home institution or IdP. The IdP validates the
credentials in real-time and issues assertions (usually tokens or attributes like SAML or
OpenlID Connect) to the Service Provider (SP).

e The SP delegates the responsibility for verifying credentials and identity to the IdP,
trusting the IdP and the federation agreements behind it.

The user's credentials never pass through the SP.

This is precisely how federations like eduGAIN and national NREN-operated identity
federations operate today, providing institutional identities for access to research and
education services (GEANT, 2025; OpenID Foundation, 2025). It is crucial to note that
these identities are distinct from the national elD (electronic identity) that is regulated
under elDAS and typically provided by national elD authorities.

This model implies a "phone home" pattern, where the IdP is actively involved in real-
time validation every time the user presents evidence.

3.2. eIDAS 2 and the EUDI Wallet: A Fundamental Transformation

The elDAS 2 Regulation and the EUDI Wallet introduce a significantly different model
that fundamentally breaks, or at least radically transforms, the traditional delegated
authentication model (European Commission, 2021).

The EUDI Wallet creates a new paradigm where:
e |dentity attributes and qualified credentials are no longer presented via real-time
authentication against an IdP.



The user holds verifiable credentials (VCs) in their Wallet.

When needed, they present these credentials directly to the verifier.

The verifier can validate them offline, using the cryptographic signature on the
credential itself and the published trust anchor and issuance policy (e.g., in EBSI).

This fundamentally changes the process:

The user no longer delegates authentication to the IdP for every transaction.
Verification is performed on the credential itself, not on an active session established
with the IdP.

3.3. Why this is a "Break," Not Just an Evolution

This shift is considered a break because it removes:

The need for the IdP to be involved in real-time validation every time the user presents
evidence.

The reliance on federation agreements or trust frameworks that pre-date the Wallet.
The "phone home" pattern, which can compromise user privacy.

And instead enables:

Offline, self-contained verification.

Full portability of credentials across borders and systems.

User sovereignty over when and how credentials are presented.

4. The EUDI Wallet's Design: Why a Proxy Model is Non-Compliant

The EUDI Wallet is designed as an active trust agent, not merely a proxy relaying
authentication requests. If the EUDI Wallet were implemented merely as a proxy that
simply relays authentication requests to the issuer or IdP in real time, this would conflict
with both the spirit and several specific requirements of eIDAS 2 (European
Commission, 2021).

This conflict arises because:

The EUDI Wallet is an active trust agent: Article 6a of elIDAS 2 defines the Wallet as
enabling secure storage and presentation of credentials without the issuer's
involvement, ensuring user control. A proxy model contradicts this by keeping the issuer
operationally involved and limiting user control. [article 5a of regulation (eu) 2024/1183
states wallets enable users to “store... share and present, under the sole control of the
user” person identification data and related attestations to relying parties, and that
“users shall have full control of the use of and of the data.” it also forbids attestation
providers or any other party from tracking or linking transactions after issuance.]
Privacy and unlinkability requirements: Recital 29 explicitly states that the Wallet
must allow users to prove identity and attributes without systematically informing the
issuer each time and without creating linkable records of usage. A proxy model
reintroduces the "phone home" pattern and central logging, failing to meet GDPR and
elDAS 2 privacy safeguards. [recital 32 requires wallet providers to ensure
“unobservability” by not collecting data beyond what’s necessary for wallet services and
“not having insight into the transactions of the users,” while article 5a(16)(a) bars



attestation providers or any other party, after issuance, from obtaining data that enables
tracking or linking of transactions across relying parties. this proxy model recreates
central telemetry and fails both provisions]

Offline verification capability: The Architecture Reference Framework (ARF) for the
EUDI Wallet includes mandatory offline verification of credentials. A proxy model makes
verification dependent on IdP availability, explicitly incompatible with ARF requirements.
User sovereignty: A proxy model maintains the delegated authentication paradigm
rather than empowering the user to hold credentials securely and present them
selectively, undermining elDAS 2's core policy objectives of self-sovereignty and
portability.

In essence, a proxy design would not be considered a compliant EUDI Wallet.

5. EBSI's Role in the New Paradigm: Fully Aligned with eIDAS 2 and EUDI Wallet

EBSI, with its capability to enable disintermediated, "status proxy"-free verification, fully
complies with eIDAS 2 requirements and is, in fact, a significant advantage (European
Blockchain Services Infrastructure, 2024).

5.1. EBSI Enables Disintermediated Verification

EBSI provides public, machine-readable trust anchors, credential schemas, policies,
and revocation/suspension lists published in the ledger (European Blockchain Services
Infrastructure, 2024). This means a relying party can:

Validate the credential offline using cryptographic proofs.

Check the trust chain without the issuer being involved in the transaction.

This directly aligns with the eIDAS 2 and EUDI Wallet requirements for
disintermediation, offline verifiability, and no operational dependency on a proxy.

5.2. No "Phone Home" Dependency

Because EBSI credentials are cryptographically signed, anchored in the ledger, and
designed for offline validation, there is no need for the verifier to "phone home" to the
issuer or any central proxy to confirm authenticity. This directly satisfies the unlinkability
and privacy mandates under elDAS 2.

5.3. Clear Alignment with eIDAS 2 Objectives

EBSI's design is fully aligned with eIDAS 2 objectives, which require the Wallet to
enable independent presentation of credentials, verification without systematic issuer
involvement, and user control. EBSI provides evidence independently of the issuer,
allows the user to hold and present credentials without delegation, and ensures
credentials remain valid over time thanks to ledger-based anchors. [recital 29 frames
the wallet objective as a fully mobile, secure, user-friendly solution, while article 5a(4)(a)
makes clear users can “store... share and present” under their sole control.]



5.4. Advantages Compared to Traditional Federations

Traditional federated models like eduGAIN and national NREN-operated federations
depend on real-time IdP queries, cannot provide offline verifiability, and reintroduce
central points of dependency and tracking (GEANT, 2025). In contrast, EBSI's
architecture enables cross-border, cross-sector portability, reduces legal and
operational complexity, and protects user privacy and autonomy. This represents not
just compliance, but a strategic advantage in terms of resilience, legal certainty, and
user trust.

6. Arguments in Favour of eduGAIN and Clarifications on EBSI in the New
Context

The original paper "Trust and the EUDI Wallet in the context of eduGAIN" posits several
advantages of eduGAIN which, upon closer analysis within the EUDI Wallet's new
paradigm, are either not exclusive or are surpassed by EBSI.

6.1. Maturity and Large-Scale Adoption

While eduGAIN and the national NREN-operated federations are mature for academic
Single Sign-On (SSO), their focus is almost exclusively on access to research
resources and does not extend to issuing verifiable credentials with legal value that
adhere to elDAS standards (GEANT, 2025). Approximately 30% of European
universities, particularly smaller institutions, remain outside the eduGAIN ecosystem.
EBSI, in contrast, has been purpose-built to address the requirements of legally
recognised credentials under elDAS 2 and is usable across multiple sectors (European
Commission, 2021). It has extensive operational experience with verifiable credentials
through pilots like the European Student Card and DC4EU, proving its readiness for the
Wallet ecosystem and its capability for cross-border issuance and verification. Unlike
eduGAIN's federated SSO scalability, EBSI is scalable for the storage, verification, and
issuance of Verifiable Credentials, enabling millions of credentials with direct, non-
centralised verification.

6.2. Distributed Governance and Academic Autonomy

The characterisation of EBSI as purely "state-controlled" is inaccurate and overly
simplistic. EBSI has been designed with active participation from academic institutions,
and National Research and Education Networks (NRENSs) host EBSI nodes. EBSI's
governance does not entail central approval of each credential. Instead, each issuing
institution in EBSI can define its own credential schemas, issuance policies, and roots
of trust, transparently published in the public ledger. This strengthens institutional
autonomy and provides unparalleled transparency and cross-border verifiability that
eduGAIN and national federations, focused on institutional identity, lack for eIDAS-



compliant credentials. Furthermore, EBSI provides a shared trust framework recognised
under elDAS 2, granting credentials automatic evidentiary value across Europe without
dependence on bespoke agreements (European Commission, 2021).

6.3. Risks of Centralisation and Single Points of Failure

The assertion that centralised models like EBSI can become bottlenecks or single
points of failure overlooks its fundamentally distributed and decentralised design. EBSI
has no single central node; information (trust anchors, policies, revocation records) is
automatically replicated across a peer-to-peer network operated by multiple Member
States and participating entities, ensuring significantly higher technical resilience than a
centralised metadata aggregate (European Blockchain Services Infrastructure, 2024).
Crucially, Verifiable Credentials issued via EBSI contain cryptographic proofs that can
be validated offline, eliminating constant operational dependence on Identity Providers
(IdPs), which are potential single points of failure in eduGAIN or national federation
architectures.

6.4. Adaptability to Different Levels of Assurance (LoA)

The claim that eduGAIN is more adaptable to low LoA use cases, allowing
"permissionless innovation", while EBSI is too rigid and only suited for high-assurance
credentials, is a fundamental misunderstanding of EBSI's capabilities. EBSI not only
supports all LoA levels but also provides superior flexibility and transparency. EBSI
explicitly allows issuers to declare the assurance level of each credential, from low to
high. This LoA is machine-readable metadata that informs the verifier, eliminating
ambiguity often present in eduGAIN attributes. While identities provided by NRENs and
used within academic federations are suitable for many low-LoA scenarios in research
and education, they are generally not elDAS-compliant national elDs. The elDAS 2
Regulation introduces "Distributed Ledger based Trust Services" (trustee ledgers),
granting them mandatory validity across all Member States, provisioning pan-European
legal interoperability for high LoA cases (European Commission, 2021). Projects like
DC4EU have demonstrated EBSI's viability across diverse scenarios, including non-
elDAS (low assurance), TSP, PSB, and QEAA (high assurance), invalidating the notion
that it is exclusively for high legal validity diplomas.

6.5. Interoperability and Scalability

While OpenID Connect is widely adopted, eduGAIN's interoperability is confined to its
academic ecosystem and lacks operational experience with legally valuable verifiable
credentials (GEANT, 2025). EBSI uses OpenlID Connect, OIDC4VCI, and W3C
Verifiable Credentials. It is designed to be interoperable across sectors (education,
employment, public administration, health) and borders, allowing any verifier, even
outside a federation, to confirm authenticity (OpenID Foundation, 2025). The definitive
profile for OpenlD Federation in the EUDI Wallet context is still in early phases and not
yet standardised within the eIDAS framework or ETSI. In contrast, EBSI has utilised
OpenID Connect authorisation flow profiles proven for over 6 years for VC issuance and
presentation. Moreover, all relevant European standards (eIDAS 2, ETSI, EUDI Wallet



Architecture Reference Framework) integrate EBSI as an official infrastructure under
the Connecting Europe Facility programme, guaranteeing cross-border legal recognition
of credentials (European Commission, 2021).

6.6. Capacity for Innovation ("Permissionless Innovation")

The argument that eduGAIN allows "permissionless innovation" without requiring prior
approval unlike "state-controlled" models like EBSI, misrepresents EBSI's innovation
ecosystem. EBSI is designed to foster sovereign innovation and interoperability. It
provides active testing environments, pre-production environments, Early Adopters
Programmes, and pan-European pilots like DC4EU, which facilitate experimentation
with new credential types and flows. It provides open APIls, comprehensive
documentation, and wallet development kits. Any registered entity in EBSI can declare
its credential schema and issue credentials without prior approval from a central body.
The ledger merely registers trust anchors and issuance evidence, without controlling or
limiting innovation in educational processes. EBSI enables universities to experiment
with new ways of issuing and revoking credentials, incorporating attributes into micro-
credentials and interoperable badges, which can be recognised by employers and
public administrations, expanding the scope of innovation beyond the academic
federation. European standardisation through EBSI does not hinder innovation; rather, it
makes it interoperable and legally recognised across Europe, reducing the cost of
innovation and preventing "technological islands".

6.7. Operational Experience and Governance

While eduGAIN and its constituent national federations boast over a decade of
operational experience at scale with SSO, they lack operational experience in the wallet
paradigm and with legally valuable verifiable credentials as defined by elIDAS. EBSI has
been operational for 6 years, with multiple releases and evolutions (European
Blockchain Services Infrastructure, 2024). It has been proven in production
environments like the European Student Card and DC4EU for issuing and managing
verifiable credentials, including integration with wallets. EBSI operates under the
European Blockchain Partnership (EBSI Governance Framework), approved by 27
Member States and the European Commission. This model includes nodes operated by
Member States and European entities, with a higher level of legal obligation than the
voluntary agreements of academic federations. Every operation in EBSI is immutable
and auditable in the ledger. Anyone can independently verify credential issuances, trust
anchors, and status lists, which contrasts with eduGAIN, where auditability by non-
federated third parties is more limited.

6.8. Compatibility with the EUDI Wallet

This is one of the most significant misconceptions in the original paper, demonstrating a
fundamental misunderstanding of the EUDI Wallet's architecture and regulation
(European Commission, 2021). The EUDI Wallet Architecture Reference Framework
(ARF) clearly states that OpenlD Connect is used for initial authentication, while
OIDC4VCI and W3C Verifiable Credentials are the intended mechanisms for credential



issuance, presentation, and validation. EBSI is explicitly mentioned as a supporting
infrastructure for credential schema registration, trust anchor publication, and
decentralised validation. EBSI's design is inherently user-centric and privacy-
preserving, with credentials stored in the holder's wallet for offline presentation. The
issuer never knows when or where a credential is used, as validation occurs locally via
cryptographic proofs anchored in the public ledger. This "no phone home" capability is
essential for data minimisation (Art. 5 GDPR). In contrast, eduGAIN and national
federations rely on real-time queries to the IdP, creating usage logs and compromising
privacy (GEANT, 2025). The EUDI Wallet is not a passive proxy but an active trust
agent with legal responsibilities under eIDAS 2 (European Commission, 2021). It
validates received credentials and controls selective disclosure, shifting the verification
point away from the issuer. EBSI manages credential lifecycles through ledger-based
status lists (revocation and suspension) that are decentralised, public, and accessible
without querying the issuer, allowing verifiers to confirm validity without revealing the
holder's identity. eduGAIN lacks the concept of a portable credential and its lifecycle
management is limited to account activity.

6.9. The Redistribution of Trust as a Strength

The argument that blockchain-based systems, by redistributing trust, introduce new
forms of opacity and dependence, is incorrect; while trust is indeed redistributed, in
EBSI this redistribution makes it auditable and transparent, transforming it into a
structural strength (Becker & Bodd, 2021). Trust in EBSI is embodied in technical and
legal evidence that anyone can verify: public trust anchors, machine-readable credential
schemas, verifiable cryptographic signatures, and hashes anchored in the immutable
ledger proving credential integrity. EBSI nodes are operated by a combination of
Member States, public bodies, NRENs, and potentially universities. The list of nodes is
public and auditable, the software is open source and subject to European audits, and
records are transparent and immutable. This clarifies who operates what and with what
responsibilities. The redistribution of trust in EBSI reduces dependence on single points
of failure (e.g., a central IdP) and makes the network more resilient by distributing
validation power. Furthermore, it extends trust beyond a sectoral domain, allowing any
entity to verify a credential without joining a federation. The eIDAS 2 Regulation
mandates that attributes and credentials must be verifiable outside the issuer's
federation (European Commission, 2021). This is only feasible with a model where trust
is portable and universally verifiable, not exclusively internal. EBSI is the pan-European
mechanism created precisely to support this cross-border verification.

7. Synthesised Comparison: eduGAIN vs. EBSI in the EUDI Wallet Context —
Highlighting the Paradigm Shift

The following table summarises the fundamental differences, highlighting how EBSI
complements and, in many respects, surpasses eduGAIN's capabilities for the next
generation of European digital credentials, particularly in light of the shift away from
default delegated authentication:



Dimension

eduGAIN & National
NREN Federations

EBSI

Scope of Identity

Institutional identities
for academic SSO only

Legally recognised
(eIDAS) and non-eIDAS
verifiable credentials

Validation Paradigm

"Phone Home" (real-
time IdP validation
required)

Offline verification with
cryptographic proofs

Privacy

Usage logs created

Privacy-preserving, no
presentation logs ("no
phone home")

User Control

Real-time IdP validation
required

Credentials stored in the
Wallet, offline
verification

Assurance Levels

Primarily suited for low
to medium LoA
institutional access

Transparent, verifiable
LoA declaration (all
levels, including high
elDAS LoA)

Interoperability

Limited to federated
members and specific
R&E services

Universal, standards-
based interoperability
(W3C, OIDC4VClI)
across sectors

Legal Recognition

Informal agreements
and institutional
policies; not eIDAS-
compliant for identity

elDAS 2-recognised
trust service for
regulated credentials

Innovation Constrained by Independent credential
federation policies; definition and
focuses on SSO flows innovation; fosters VC

ecosystem

Resilience Central metadata Distributed ledger,
aggregation offline validation; no
(eduGAIN); national central point of failure
federations distribute
local control

Governance Sectoral consortium of European regulation

NRENSs, voluntary
agreements

(eIDAS 2) + EC
mandate with Member




State and NREN node
operators

Operational Maturity In federated SSO for In verifiable credentials
institutional identity and wallets for legally
recognised and general
attributes

8. Conclusion: Towards a Comprehensive and Citizen-Centric Vision for Digital
Identity in Europe

The original paper, in advocating for eduGAIN and OpenlID Federation for the EUDI Wallet,
offers valuable insights into the trajectory of federated identities within the academic sector.
However, its analysis falls short by failing to fully acknowledge the evolution and intrinsic
capabilities of EBSI, and crucially, by not recognising the fundamental paradigm shift
introduced by eIDAS 2 and the EUDI Wallet away from the default delegated
authentication model. Furthermore, it overlooks the critical distinction that while NRENs
and eduGAIN effectively manage institutional identities for academic services, they do not
provide eIDAS-regulated national elD as a core function.

This counter-analysis has demonstrated that claims regarding EBSI's limitations, particularly
concerning its "state-centric" governance, flexibility for different assurance levels,
interoperability, and compatibility with the EUDI Wallet's vision, are inaccurate or based on
outdated interpretations. EBSI not only aligns with principles of academic autonomy and
transparency but enhances them by offering a public, auditable, and decentralised trust
framework. Its design for issuing and verifying verifiable credentials, granular LoA
management, offline operational capability, and legal recognition under eIDAS 2 make it an
essential and complementary infrastructure for the EUDI Wallet.

The most reasonable and strategic vision for Europe is a synergistic combination: eduGAIN
can continue to serve as a valuable federated authentication infrastructure for traditional
academic SSO use cases, managing institutional identities (GEANT, 2025), while EBSI
provides the backbone for the issuance and verification of verifiable credentials with legal
value and cross-border recognition, including those derived from national elD (European
Blockchain Services Infrastructure, 2024; European Commission, 2021). This approach not
only leverages the strengths of both infrastructures but also ensures that the EUDI Wallet
becomes a truly user-centric, robust, interoperable, and legally binding tool, laying the
foundations for genuine digital sovereignty in Europe.
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