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EXECUTIVE SUMMARY

This deliverable, D5.6 — Feedback and Refinement Report, documents the outcomes of Task T5.5
of the DC4EU project, which focuses on integrating experimental support for the European
Blockchain Services Infrastructure (EBSI) into the Reference Implementation (RI) of the European
Digital Identity (EUDI) Wallet. The integration aims to enable EBSI-compliant credential issuance,
storage, presentation, and verification workflows, thereby enhancing the interoperability, trust,
and technical alignment of the EUDI Wallet with the broader European digital identity ecosystem.

The work builds upon the initial analysis and tooling evaluation conducted in D5.4, reporting on
the results of going from conceptual planning to the implementation of an experimental but
working prototype. The primary goal was to integrate EBSI capabilities across the RI
components—Issuer, Wallet, and Verifier—while adhering to W3C Verifiable Credentials and
Decentralized Identifiers standards, as well as EBSI-specific requirements such as DID methods,
credential schemas, trust registries, and revocation mechanisms.

Despite initial architectural ambitions for full native integration, the effort encountered several
technical and tooling limitations—particularly in relation to SDK maturity, cross-language
compatibility, and component extensibility. As a result, a more pragmatic architecture was
adopted. This centered on a modular, microservice-based EBSI-Agent, which encapsulates EBSI-
specific logic and is consumed via REST APIs by the Rl Issuer and Verifier. In this approach, the Rl
Wallet, meanwhile, plays a passive role, securely storing and presenting credentials without
engaging in active validation.

The deliverable provides a comprehensive account of the original integration plan, encountered
challenges, revised architecture, technical implementation, and operational setup. It also outlines
how real-world DIDs were onboarded to the EBSI Pilot Registry and used to demonstrate
functional, standards-compliant credential flows. The result is a fully operational prototype that
meets the core objectives of Task T5.5 and serves as a foundation for future enhancements,
including deeper wallet integration and broader trust framework interoperability.
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CHAPTER 1 INTRODUCTION

The objective of T5.5 in WP5 of the DC4EU project, is to Integrate support for the European
Blockchain Services Infrastructure (EBSI) into the Reference Implementation of the European
Digital Identity Wallet (EUDI Wallet). The task focusses on implementing EBSI-compliant
mechanisms to enhance interoperability, security, and verifiability of credentials issued and
verified using the EUDI reference wallet.

The integration of the European Blockchain Services Infrastructure (EBSI) into the EUDI Wallet
Reference Implementation (RI) forms a critical step toward realizing the goals of the European
Digital Identity (EUDI) framework. As part of the DC4EU project, and specifically within the scope
of Task T5.5, this deliverable documents the efforts undertaken to prototype this integration in
the context of the use cases tested under the DC4EU piloting activities. It builds directly on the
foundational analysis and recommendations laid out in the preceding D5.4 Tooling Evaluation
Report, which identified candidate tools, libraries, and SDKs suitable for enabling EBSI-compliant
Verifiable Credentials (VCs) and Decentralized Identifiers (DIDs) across the RI components.

The primary objective of task 5.5 was not only to evaluate potential tools, but also to realize an
experimental but practical, technically sound prototype capable of demonstrating end-to-end
credential issuance, storage, presentation, and verification workflows aligned with EBSI
specifications. In this context, the term "EBSI-compliant" refers to adherence to both the W3C
Verifiable Credentials Data Model and EBSI-specific constraints such as DID methods, credential
formats, trust anchors, schema alignment, and revocation mechanisms. Ultimately, this task aims
to help pave the way toward a future in which the EUDI Wallet can support not just general-
purpose digital identity use cases, but also regulated, trusted, and interoperable credentials
underpinned by blockchain-based infrastructure such as EBSI.

To understand the scope and implementation trajectory of this task, we first provide a structured
account of the task objectives, the solution as it was originally envisioned, the tools selected for
its realization, the challenges encountered during development, and finally the adapted solution
that was implemented to meet real-world constraints.

4.1 Task Objectives

Task T5.5 focused on adapting and extending the existing codebase of the EUDI Wallet Reference
Implementation to support credential workflows over the EBSI Trust Registry. This involves work
on all three principal actors in the credential ecosystem: the issuer, the holder (wallet), and the
verifier. In practical terms, this means enhancing the Rl Issuer so that it is capable of issuing
credentials that are both semantically and structurally valid in the context of EBSI. The Rl Wallet
must be able to request and receive such credentials, organize them internally, and prepare them
for secure, privacy-preserving sharing in the form of Verifiable Presentations. Finally, the RI



Verifier should be able to consume these presentations and apply the relevant EBSI trust
framework policies to validate their authenticity and integrity.

These goals are aligned with the vision of the European Digital Identity Wallet as an interoperable,
standards-based, and user-centric infrastructure for digital credentials across the European
Union. In terms of implementation, the experimental solution must enable full end-to-end
credential flows that comply not only with the generic W3C VC and DID standards, but also with
EBSI-specific extensions, such as the did:ebsi method, credential schema constraints, and
integration with the EBSI Trust Registry and credential revocation lists.

As a technical precursor to this work, Deliverable D5.4 provided a comprehensive evaluation of
the tooling landscape available for achieving such functionality. The findings from that evaluation
served as the basis for the technical architecture and implementation plan initially adopted at the
beginning of Task T5.5.
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Figure 1: Desired functionality



CHAPTER 2 OVERVIEW OF THE ORIGINAL ARCHITECTURAL PLAN

2.1 Original Architectural Plan

The original architectural plan for integrating EBSI capabilities into the RI components was
grounded in the evaluations and recommendations made in Deliverable D5.4. At the time, the
approach appeared robust, modular, and technically sound. It was expected that each of the main
components—issuer, wallet, and verifier—could incorporate dedicated libraries or SDKs that
would implement the necessary EBSI functionality directly within the component’s native
environment, preserving its architecture and leveraging its existing security and trust features.

For the RI Issuer, implemented in Python using Flask, direct integration of EBSI tooling was
considered impractical due to the absence of a mature EBSI-compatible SDK in the Python
ecosystem. To address this, the architecture included the introduction of an auxiliary service—
referred to as the EBSI-Agent—that would act as an intermediary between the issuer and the
EBSI infrastructure. This service, built in Node.js and based on the EBSI Hub Libraries, was
intended to encapsulate DID resolution, VC issuance, and policy enforcement logic, and expose it
through a REST interface. The issuer would invoke this APl when needed, maintaining control of
cryptographic material while outsourcing EBSI-specific logic to the agent.

In parallel, the RI Wallet, being a Kotlin-based Android application, was expected to support
tighter integration through native SDKs. The Walt.id Android SDK was identified as a promising
candidate for this role. With declared support for W3C Verifiable Credentials, EBSI DID methods,
and secure key management through the Android Keystore, it was thought that the SDK could be
embedded into the wallet as a plugin or library. The wallet could then natively manage DIDs, store
credentials securely, construct Verifiable Presentations, and present them to verifiers in a privacy-
preserving, EBSI-compliant format.

As for the Rl Verifier, it shared architectural characteristics with the wallet and was expected to
be extended in a similar manner. Integration through either a Kotlin-native plugin or a backend
microservice using the same EBSI Hub Libraries was considered plausible. The verifier’s role would
be to validate received presentations, resolve issuer DIDs via EBSI mechanisms, and ensure
conformity with credential schemas and revocation policies.
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Figure 2: Originally aspired architecture

At the time of planning, this model was seen as desirable due to its emphasis on native
integration, architectural cleanliness, and clear separation of responsibilities. It sought to allow
each component to fully participate in the EBSI credential lifecycle, without introducing additional
external dependencies beyond the trust anchors and network services already defined by the
EBSI infrastructure.

2.2 Available Tooling

The technical approach envisioned for this integration relied heavily on the availability of mature,
well-documented, and standards-compliant tooling capable of supporting EBSI workflows. Two
main toolkits were identified as viable candidates for this purpose: the EBSI Hub Libraries and the
Walt.id Android SDK. Both were selected after a structured evaluation process conducted during
Task 5.4, based on their feature sets, maturity, language compatibility, and alignment with EBSI
requirements.

The EBSI Hub Libraries, developed and maintained within the EBSI ecosystem, are a suite of
modular TypeScript packages designed to help developers implement decentralized identity flows
consistent with EBSI and W3C standards. These libraries provide functionality for the creation and



resolution of DIDs—particularly the did:ebsi and did:key methods—as well as for issuing and
verifying Verifiable Credentials in both JSON-LD and JWT formats. They also support credential
revocation, expiration validation, selective disclosure, and other privacy-preserving mechanisms.
Their modularity, TypeScript base, and strong focus on EBSI compatibility made them particularly
well-suited for backend components such as the Rl Issuer, provided they could be accessed via a
runtime like Node.js.

The Walt.id SDK, on the other hand, was considered a strong candidate for Android-based
environments. As a Kotlin-native SDK, it offers tools for DID management, credential issuance and
storage, and Verifiable Presentation construction. The SDK leverages the Android Keystore system
to store cryptographic keys securely on-device, offering a level of security appropriate for
production use. Furthermore, Walt.id’s broader ecosystem includes other identity tools that
promised interoperability and ease of integration, assuming proper configuration.

While both tools demonstrated strong potential for their respective use cases, their actual
suitability was subject to integration constraints and architecture-specific limitations that only
became fully apparent during the implementation phase. At the point of selection, however, they
were believed to offer the right combination of capabilities, flexibility, and alignment with both
W3C and EBSI requirements.



CHAPTER 3 REPORTING ON FACED DIFFICULTIES

As implementation proceeded, several challenges were encountered that disrupted the feasibility
of the initial plan. These difficulties fell broadly into two categories: issues with the external
tooling itself and structural limitations within the Rl components.

The Walt.id Android SDK, while feature-rich on paper, turned out to be difficult to integrate into
the Rl Wallet in practice. There was a noticeable lack of documentation targeted at developers
working in Android Studio environments. The steps required to configure DID resolution against
the EBSI Pilot Network, in particular, were not documented at all, leaving significant ambiguity
around how to make the SDK compliant with EBSI’s resolution infrastructure. Even when
integrated, the SDK sometimes produced Verifiable Presentations that failed to validate correctly
against EBSI’s official verification services—most notably because required JWT fields like exp
were omitted, or because credential claims were encoded in formats not fully supported by the
verifier stack.

At the same time, the architecture of the Rl Wallet imposed further integration barriers. Although
clean and modular in design, the wallet did not include plugin interfaces or extensibility points
for credential lifecycle logic. The components responsible for cryptographic operations and
presentation construction were tightly coupled with the wallet's core logic, making it difficult to
substitute or augment these processes with external SDKs. Secure access to the private key
material—managed through Android’s Keystore system—was deeply embedded in the codebase
and not exposed through public APIs, complicating any attempt to redirect signing operations
through the Walt.id SDK.

The RI Verifier faced similar limitations. Like the wallet, it was not originally designed to
accommodate external DID resolution modules or alternative trust policy enforcement logic.
Incorporating EBSI validation workflows would have required substantial refactoring, a process
that was determined to be too costly given the project timelines.

Together, these obstacles led to a reevaluation of the implementation strategy, resulting in a shift
toward a more pragmatic and less invasive solution.



CHAPTER 4 REALIZED SOLUTION

As development progressed and integration challenges became clearer, the implementation team
reconsidered the feasibility of the original plan. While the tooling chosen remained theoretically
well-aligned with EBSI standards, the effort required to embed it natively into the Rl Wallet and
Verifier turned out to be considerably more demanding than expected. Key issues included SDK
documentation gaps, incompatibilities with wallet architecture, and the absence of well-defined
extension points within the Rl codebases. These factors ultimately necessitated a more pragmatic
implementation path.

The adapted solution centered on retaining full EBSI compliance at the issuance and verification
layers, while simplifying the wallet’s role to act more as a transport medium than as an active
participant in credential validation or trust policy enforcement. In this arrangement, the Rl Wallet
continues to receive and present credentials but does so without directly validating or
transforming their EBSI-specific contents. Instead, it functions as a secure conduit for moving the
credential from the issuer to the verifier.

The Rl Issuer was extended via the EBSI-Agent, a Node.js-based microservice built around the
EBSI Hub Libraries. This service handles the full credential lifecycle: from DID resolution and
credential template creation, to cryptographic signing and format packaging. It exposes its
capabilities over a REST APl and is deployed alongside the Python-based Rl Issuer, which interacts
with it as a client. Secure access to the issuer’s private key is preserved through shared PKI
configuration between the issuer and agent.

The RI Wallet, while not modified to include EBSI-native logic, continues to perform its core
function of storing and organizing credentials. When an EBSI credential is received from the issuer,
the wallet wraps it into a Verifiable Presentation using its existing presentation flow. The
credential remains opaque to the wallet logic itself—no parsing, resolution, or field-level
validation is performed internally. This minimizes the need for changes to the wallet’s structure
while still allowing it to participate in EBSI credential flows.

The RI Verifier, conversely, assumes the full responsibility of validating EBSI credentials.
Depending on deployment needs, this may involve directly integrating the EBSI Hub Libraries into
the verifier logic or introducing a verification agent similar to the issuer’s EBSI-Agent. The verifier
handles resolution of DIDs against the EBSI registry, performs signature validation, checks
credential structure and claims against defined schemas, and enforces trust policies as required
by EBSI specifications.

Although this solution departs from the original goal of full native integration within each
component, it still meets the essential interoperability and compliance requirements for an end-
to-end EBSI credential flow. It enables a working demonstration of issuance, storage, and
verification using real EBSI infrastructure, while avoiding extensive refactoring or architectural



disruption. Furthermore, it lays the groundwork for more sophisticated integrations in future
iterations, particularly if RI components evolve to support plugin mechanisms or if tooling such
as the Walt.id SDK matures in line with project needs.

Technical Description

This section provides a high-level explanation of the architectural and operational aspects of the
implemented solution. It expands on the outcome described in 2 Overview of Original
Architectural Plan by explaining how the EBSI capabilities were integrated across the Rl ecosystem
in practice. In appendix A at the end of this document, a practical guidance for setting up the
implemented components is given.

4.1 Operational Prerequisites

This subsection outlines the preparatory steps necessary to support the EBSI integration,
including digital identity configuration, onboarding to the EBSI registry, and support
infrastructure.

4.1.1 Identity Setup

In order to execute and demonstrate a functional EBSI-compliant credential flow involving
issuance, holding, and verification of Verifiable Credentials (VCs), the development team needed
to establish a complete trust environment using real, resolvable Decentralized Identifiers (DIDs)
within the EBSI ecosystem. This environment had to be consistent with EBSI’s requirements for
credential trust chains, cryptographic integrity, and public registry anchoring. As such, the team
undertook a thorough onboarding process, in coordination with the EBSI helpdesk, to create and
register the identities required for the three key roles in the credential lifecycle (Issuer, Holder,
and Verifier).

These identities were established in the context of the EBSI Pilot Trust Registry, which is used for
pre-production testing and demonstration of decentralized identity components under real
conditions. The registry enables third parties, such as public authorities, private entities, and
infrastructure providers, to anchor their public keys in the form of DIDs and make them
discoverable and verifiable using EBSI’s resolution mechanisms. In this context, GRNET registered
and maintained control of all three DIDs used in the demo environment.

The setup of these DIDs required several rounds of coordination with the EBSI technical support
team. The process followed was based on the guidance and tooling provided by EBSI via the EBSI
CLI onboarding guide and the Trusted Issuer registration process. Through this process, GRNET
obtained full control over the corresponding private keys for each DID, stored in the JWK (JSON
Web Key) format. These keys were later used to sign Verifiable Credentials (in the case of the
Issuer) and Verifiable Presentations (in the case of the Holder), ensuring that all cryptographic
operations in the demo scenario were both standards-compliant and verifiable through the EBSI
Trust Framework.



The DID setup has significant implications for the functional correctness and credibility of the
demonstration. First, the Issuer DID was successfully registered and subsequently added to the
EBSI Trust Registry as a Trusted Issuer (Tl). This classification means that any credentials issued
under this DID can be resolved and validated through EBSI’s infrastructure and are considered
trustworthy within the registry. As a result, credentials generated by the Rl Issuer during the
prototype run are treated as cryptographically verifiable and institutionally anchored, which is
essential for any real-world scenario that aims to mirror the intended operational use of the EUDI
Wallet.

Second, the Holder DID was established to represent the identity of the Rl Wallet in the demo
scenario. While this DID is not categorized as a Trusted Issuer, it plays a critical role during the
presentation phase. When a Verifiable Presentation is created by the Rl Wallet and submitted to
a verifier, the cryptographic signature applied to the presentation references the Holder’s DID.
During verification, this DID is resolved through the EBSI infrastructure, and the corresponding
public key—anchored in the registry—is fetched and used to validate the authenticity of the
presentation. Thus, the DID of the Holder plays an integral role in establishing trust at the time of
credential usage, even though it is not part of the issuer trust framework.

Finally, the Verifier DID serves as the audience identifier within the Verifiable Presentation
process. While its function is more passive, its presence in the credential flow ensures
conformance with the EBSI model for verifiable interactions, in which audience claims are tied to
legitimate, resolvable DIDs. Having a registered Verifier DID in the trust registry ensures that the
verification process can be anchored back to an EBSI-recognized participant.

The public details of the three registered DIDs used for the development and demo environment
are as follows:

e |[ssuer

did:ebsi:zwLFeK372v5tLIbU6U5xPoX

kid: Imvb8kK8r_VuOFKVjyoirL5DC_7hVoTfl7wfxpkSUQ

e Holder

did:ebsi:z23wc4CgC8oMXfDggCSz4C6B

kid: Ik41fYkT9imHIKH-cCqpX_qf6FZiP5RT48uuPfILU9Y

e \Verifier (audience)
did:ebsi:z24acuDqgwY9qHjzEQ1r6YvF

kid: 0jQcL804FqHARBeiHzuok5sWChT1rfaqg9P0rjC2Z2ZU

Each of these DIDs was onboarded into the EBSI Pilot registry, and the associated cryptographic
material is under the exclusive control of GRNET. This allows the Rl components—Issuer, Wallet,



and Verifier—to function in a fully credentialed and trust-compliant manner throughout the
course of the experimental EBSI integration prototype.

While the operational steps to achieve this setup (such as generating DID documents, interacting
with EBSI CLI tools, and completing multi-step registration procedures) are not covered in depth
in this section, they are well documented in the EBSI onboarding guides referenced above. For
the purposes of this report, it suffices to affirm that the identity layer required for testing and
demonstration was successfully established, meets all EBSI Pilot requirements, and provides the
cryptographic foundation for the flows described in Section 6.1.

4.1.2 Supporting Servers Setup

To enable the development and demonstration of the EBSI integration prototype, three servers
are provisioned to host the key components involved in the credential lifecycle: the Issuer, the
Verifier, and the EBSI-Agent microservice. These servers form the operational foundation of the
system and allow for full end-to-end flows involving credential issuance, storage, presentation,
and verification using real infrastructure and resolvable EBSI DIDs.

All servers are deployed within the GRNET-managed cloud infrastructure (“okeanos”) and are
accessible over HTTPS. They are configured to interoperate reliably, supporting secure
communication, credential exchange, and interactions with the EBSI Trust Registry.

The following endpoints are used:

e Issuer, https://snf-74864.0k-kno.grnetcloud.net:8000: This server hosts the Flask-based
issuer web application. It initiates credential issuance and delegates EBSI-specific
operations such as DID resolution and credential signing to the EBSI-Agent. Detailed setup
information is provided in Issuer Setup.

e Verifier, https://snf-898225.vm.okeanos.grnet.gr: This server runs the verifier web
interface. It receives Verifiable Presentations from the wallet and validates them by
resolving DIDs and checking credential compliance with EBSI policies. Setup steps are
outlined in Section 6.3.

e EBSI-Agent, https://snf-36159.0k-kno.grnetcloud.net/ebsi-agent: This microservice
exposes a REST API that wraps the EBSI Hub Libraries. It provides credential issuance, DID
resolution, and signature generation capabilities. The issuer and, optionally, the verifier
interact with this service. Implementation details are given in Section 5.2.1.

Security configurations, including HTTPS termination, access control policies, and CORS
allowances, were applied in accordance with best practices and to ensure interoperability with
mobile applications such as the Rl Wallet. The infrastructure proved reliable and sufficiently
performant to support all use cases demonstrated in the Demo Flow, including live issuance,
transport, and verification of EBSI-compliant credentials.



4.2 Implemented Components

This subsection provides focused technical summaries of each component developed or extended
to support the EBSI credential flow, referencing the design outlined in 2 Realized Solution. The
entry point to the developed components can be found in [1].

4.2.1 The EBSI-Agent Service

To enable the integration of EBSI capabilities into the EUDI Wallet Reference Implementation (RI)
environment—comprising the Issuer, Wallet, and Verifier components—a dedicated
microservice, referred to as the EBSI-Agent, was developed. This service plays a pivotal role in
bridging the gap between the Rl components and the EBSI Hub Libraries, which are written in
TypeScript and designed for execution in a Node.js environment. Since the Rl components are
implemented in Python (Issuer), Kotlin (Wallet and Verifier), it was not feasible to consume the
EBSI libraries directly within any of the Rl runtimes. Embedding or invoking JavaScript execution
within Kotlin (as used by the Wallet and Verifier) was determined to be technically impractical.

Moreover, the original plan, which envisioned using the Walt.id SDK within the Android Wallet to
achieve native EBSI compliance, proved unworkable during the implementation phase due to
integration complexity, inadequate documentation, and SDK limitations (as discussed in 3
Reporting on Faced Difficulties). Consequently, the development team opted to rely exclusively
on the EBSI Hub Libraries for all core EBSI operations. In order to make these libraries accessible
from components written in other languages, the EBSI-Agent was introduced as a language-
agnostic interface that exposes the functionality of the Hub Libraries via a RESTful API.

The EBSI-Agent is a stateless Node.js web service that encapsulates the full EBSI credential
lifecycle, including support for Decentralized Identifier (DID) operations, Verifiable Credential (VC)
and Verifiable Presentation (VP) issuance, and token verification. Each operation provided by the
Hub Libraries is mapped to a corresponding HTTP endpoint, enabling secure and decoupled
interaction between the agent and its clients—namely, the Issuer, the Verifier, and potentially
other identity components.

The EBSI-Agent is deployed as an independent server component and is reachable at the
following public endpoint: https://snf-36159.0k-kno.grnetcloud.net/ebsi-agent

It operates entirely over HTTPS and adheres to JSON-based request and response conventions,
consistent with REST design principles.

4.2.1.1 Design and Integration Rationale

The EBSI-Agent was designed with two primary goals in mind: (1) to isolate EBSI-specific logic
from the core Rl components, and (2) to enable cross-language compatibility without the need
to reimplement identity libraries in Python or Kotlin. The use of a REST interface ensures that the
agent can be consumed by any client capable of making HTTP requests and handling JSON data,
which applies to all Rl components regardless of their underlying technology stacks.
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This approach also contributes to modularity and testability. By running the agent as a separate
service, development teams can test EBSI operations independently, isolate errors, and reuse the
agent across multiple Rl instances or demos. The microservice design aligns with modern
architectural patterns and opens the possibility of scaling or replacing components
independently.

While the EBSI-Agent was initially built to serve the Issuer, its functionality is general-purpose and
can be leveraged by any component requiring credential or identity operations compliant with
the EBSI Trust Framework.

4.2.1.2 Functional Overview
The EBSI-Agent exposes a suite of HTTP endpoints, each corresponding to a discrete identity or
credential function. These can be categorized into six operational areas:

1 Service Information

The agent exposes basic metadata about its availability and configuration via a service info
endpoint. This is useful for health checks and integration diagnostics.

2 Key and DID Lifecycle Management

The agent supports the creation of cryptographic key pairs (JWK format) using supported
algorithms such as RSA and secp256k1. These keys can then be used to generate DIDs using either
the did:key or did:ebsi method. DID creation requires a public JWK and a specified method. The
resulting DID can be used as an issuer, holder, or audience identifier in subsequent flows. The
agent also exposes a DID resolution endpoint that retrieves the DID document for any EBSI-
compatible DID, which is essential for signature verification and trust evaluation.

3 \Verifiable Credential Issuance

The VC issuance endpoint allows a client to issue a new Verifiable Credential by supplying the
necessary elements: the issuer DID and key, the subject DID, and a set of credential claims. The
agent constructs a JWT-based VC, signs it using the provided JWK (usually RSA or EC key), and
returns the token. This token is fully compliant with EBSI issuance policies and can be validated
through the EBSI trust framework. The issuance logic respects EBSI-specific constraints, such as
schema inclusion, expiration timestamp, and embedded proof metadata.

4 Verifiable Credential Verification

The agent offers an endpoint to verify the authenticity and structural validity of a VC token. The
client submits the token (typically received from an external party), and the agent performs the
following checks: JWT signature validation, DID resolution of the issuer, consistency of claim
structure, and proof format compliance. A successful response includes the parsed VC document;
any failures are returned as structured error messages with diagnostic metadata.

5 \Verifiable Presentation Issuance



The issuance of VPs involves wrapping one or more existing Verifiable Credentials into a signed
JWT that asserts possession by a holder DID. The client must supply the signer’s JWK, the holder
DID, the audience DID, and the list of credentials to be presented. The agent constructs and
returns a signed VP token in accordance with EBSI and W3C standards, suitable for submission to
a verifier.

6 Verifiable Presentation Verification

As with VCs, the agent provides a dedicated endpoint to verify the validity of VPs. The submitted
token is evaluated by resolving the holder DID, checking audience alignment, and validating the
embedded credentials. The agent ensures that the presentation structure matches the expected
schema and that all cryptographic proofs are intact and resolvable.

All operations adhere to clear and deterministic response formats. Errors are consistently
reported using HTTP status codes (e.g., 400 for invalid requests) along with a structured JSON
error body, including a message and a diagnostic name for debugging.

4.2.1.3 Deployment and Usage

The EBSI-Agent is deployed as a self-contained Node.js service and operates independently of the
RI codebases. It is invoked by the Issuer during credential issuance flows (see Issuer Setup), and
may also be used by the Verifier for validation purposes (see Verifier Setup). While the Wallet
does not directly interact with the EBSI-Agent in the current architecture, future evolutions may
include such integration should deeper EBSI support be embedded into the wallet component.

The REST APl is consumed by clients through standard HTTP requests with JSON payloads. All
credential and key material handled by the agent is provided explicitly in the request body,
allowing the agent to remain stateless and reusable across sessions and contexts.

In summary, the EBSI-Agent enables reliable and compliant access to EBSI functionality from non-
JavaScript environments, without compromising the cryptographic or trust guarantees of the EBSI
ecosystem. Its presence is essential to the architecture adopted for this prototype, and it provides
a flexible, language-agnostic integration point that can scale or evolve alongside future iterations
of the Rl stack.

4.2.2 The Rl Issuer Extension

As part of the EBSI integration effort, the Reference Implementation (RI) Issuer component has
been extended to support the issuance of Verifiable Credentials (VCs) that conform to the EBSI
trust and technical frameworks. Given that the Rl Issuer is implemented in Python (using the Flask
framework), and that the EBSI-compliant credential operations are only available through the
TypeScript-based EBSI Hub Libraries, a direct integration was not technically feasible. To bridge
this gap, the Issuer was modified to interact with the separately deployed EBSI-Agent (see The
EBSI-Agent Service), which exposes the relevant credential lifecycle functionality over a RESTful
interface.

The extension focuses on two key responsibilities within the issuance workflow:



1 Delegation to the EBSI-Agent

The issuance logic of the Rl Issuer has been adapted to delegate the actual construction and
signing of the Verifiable Credential to the EBSI-Agent. Upon initiation of a credential issuance flow
(e.g., following a request from the Wallet), the Issuer collects the necessary inputs:

e the DID of the subject (i.e., the Holder),
e the claims to be embedded in the credential, and
e theissuer's private key material (stored locally in JWK format).

Instead of constructing the VC directly, the Issuer packages this data into a JSON payload and
submits it via HTTP POST to the /issue-vc endpoint of the EBSI-Agent. The agent, in turn, uses the
EBSI Hub Libraries to generate a fully compliant JWT-based Verifiable Credential, signs it using the
provided JWK, and returns the credential token to the Issuer.

This approach ensures that the credential is constructed in full accordance with EBSI standards—
respecting schema definitions, expiration formats, issuer metadata requirements, and
cryptographic signature rules—without requiring the Issuer to reimplement any of the underlying
libraries. Furthermore, this design maintains a clean separation of concerns, allowing EBSI logic
to evolve independently of the Rl codebase.

2 CBOR Wrapping for Compatibility with the Rl Wallet

After receiving the credential token from the EBSI-Agent, the Issuer proceeds to package it for
transmission to the Rl Wallet. The RI architecture defines a strict data structure for credential
delivery, which relies on CBOR (Concise Binary Object Representation) encoding for message
payloads. This format is used for compact and deterministic transport of credential data between
the issuer and wallet applications, particularly in constrained environments or over Bluetooth
Low Energy (BLE).

To maintain compatibility with the Rl Wallet’s credential intake process, the received JWT token
is inserted into a pre-existing CBOR payload structure that mimics the standard delivery format.
This step does not alter the credential itself; rather, it ensures that the wallet recognizes the
payload and can extract and store the embedded VC using its existing message parsing logic.

The wrapping logic reuses established Rl data schemas and identifiers to preserve compatibility
across the protocol layers, minimizing the need for additional changes in the wallet. The token
remains opaque to the wallet, which—under the current architectural compromise (see Attained
Solution)—acts purely as a transport mechanism and does not interpret, resolve, or verify the
credential contents.

4.2.2.1 Summary

The extension of the Rl Issuer thus enables issuance of EBSI-compliant Verifiable Credentials
through a hybrid approach: delegating standards-sensitive operations to an external agent, while
maintaining alignment with existing Rl transport and interface protocols. This solution avoids



invasive refactoring of the issuer codebase, leverages a stable and reusable microservice (EBSI-
Agent), and preserves full compatibility with downstream Rl components. It also enables the
credential to be verified end-to-end against the EBSI Trust Registry, as demonstrated in the Demo
Flow and validated by the Verifier.

The Issuer setup and deployment instructions, including the JWK handling, endpoint
configuration, and EBSI-Agent integration, are provided in detail in Issuer Setup.

4.2.3 The RI Wallet Plugin

The Rl Wallet, as implemented within the European Digital Identity (EUDI) reference framework,
serves as the primary holder component responsible for receiving, storing, and presenting
Verifiable Credentials (VCs). In the context of the EBSI integration prototype, the Wallet
component was extended to support EBSI-related verification flows while preserving its existing
architecture and maintaining compatibility with standard document issuance formats such as ISO
mdoc and mDL. Given the technical constraints and architectural principles of the RI ecosystem,
these extensions were implemented in a modular, non-invasive manner, leveraging external
services for trust-critical operations.

4.2.3.1 Architectural Context and Design Constraints

The Rl Wallet is written in Kotlin and adopts a modular design centered around the document-
manager library. This library abstracts the full lifecycle of credential-related operations in the
wallet, including document creation, update, storage, retrieval, and deletion. Any extension of
credential logic—such as support for EBSI-related validation—must respect this abstraction layer
to preserve encapsulation and avoid architectural divergence from the upstream reference
model.

Direct integration of EBSI logic within the wallet codebase was deemed impractical for two
primary reasons. First, the EBSI Hub Libraries, which implement the official credential and DID
processing logic, are written in TypeScript and designed to run within a Node.js runtime.
Integrating them directly within a Kotlin-based Android application is not technically feasible
without introducing a significant dependency and runtime translation layer. Second, the wallet is
expected to maintain a clear separation of trust anchors and credential-specific behaviors, in line
with both mdoc extensibility goals and the EUDI reference architecture.

To address these constraints, the wallet delegates all EBSI-specific credential operations—
particularly verification and trust evaluation—to an external microservice: the EBSI-Agent. This
service wraps the EBSI Hub Libraries and exposes a REST API for credential issuance and validation
(see The EBSI-Agent Service). By deferring trust-related operations to this service, the wallet
maintains a lightweight footprint, avoids redundant implementation of validation logic, and
preserves its native Kotlin-based architecture.

4.2.3.2 Credential Processing Workflow
When a credential is received by the wallet, either via direct issuance from an issuer (see The RI
Issuer Extension) or as part of an external import, it is first passed through the standard Rl



document-manager lifecycle. This includes validation of structure, encoding, and CBOR-based
wrapping formats. If the document contains a recognizable EBSI Verifiable Credential—typically
embedded as a JWT inside the payload—the wallet conditionally invokes EBSI-specific processing
steps.

The EBSI verification logic is implemented as an opt-in extension block, meaning it executes only
if the credential contains metadata or structure indicating EBSI compliance. This conditional
branching ensures that the wallet continues to function for non-EBSI documents (e.g., ISO mdoc)
without disruption, and without incurring unnecessary processing overhead. The structure of the
credential is examined to locate a VC token. If found, the wallet extracts the JWT and proceeds
with verification.

4.2.3.3 Remote Verification via EBSI-Agent

Once an EBSI credential is identified, the wallet initiates a verification call to the EBSI-Agent’s
/verify-vc endpoint. This is performed using an HTTP POST request with the JWT token included
in the request body. The request is executed asynchronously via a suspend function, adhering to
Kotlin coroutine principles. To ensure compatibility with synchronous code paths (such as legacy
APIs or Ul components), a utility bridge is implemented to allow blocking execution where
needed.

The verification operation is stateless and does not require persistent session context. The EBSI-
Agent, upon receiving the token, performs full validation using the EBSI Hub Libraries. This
includes:

e Signature verification against the issuer's DID (resolved via EBSI registry),
e Schema and payload consistency checks,

e Evaluation of credential expiration and status, and

e \Verification of the issuer’s trust status within the EBSI Trust Registry.

Upon successful verification, the EBSI-Agent returns a structured response containing the
normalized credential content, issuer metadata, and any validated claims. In the case of
verification failure, a structured error is returned with diagnostic details.

4.2.3.4 Credential Enrichment and Storage

The wallet parses the response from the EBSI-Agent and updates the internal credential
representation accordingly. This enrichment step involves populating the wallet’s data models—
most notably, its CBOR-based namespaces—with verified metadata such as:

e Credential type and issuer DID,
e Trust source and registry status,
e Parsed and normalized claim values.

The wallet continues to use its existing storage model, preserving the credential in its encrypted
internal database along with any associated metadata. No changes are made to the underlying



data store structure or document indexing logic. This integration approach ensures that EBSI-
compliant credentials can be stored, retrieved, and presented using the same mechanisms that
already exist in the Rl Wallet.

This enrichment also enables the wallet to later present the VC to an external Verifier component
(see The RI Verifier Plugin), using the CBOR-based transport wrapper defined in the RI
architecture. At the point of presentation, the wallet does not perform real-time verification but
transmits the credential as received, relying on prior enrichment and on the Verifier’s own EBSI
validation logic for final trust evaluation.

4.2.3.5 Summary

The Rl Wallet Plugin achieves EBSI interoperability without introducing disruptive architectural
changes or violating the separation of concerns within the EUDI reference model. By offloading
trust evaluation to an external, standards-compliant service, and integrating credential
enrichment into the standard document lifecycle, the wallet supports end-to-end verification
against the EBSI Trust Registry while maintaining its ability to handle non-EBSI credentials in a
uniform and efficient manner.

This modular design enables future extensions, including potential support for additional
credential formats or trust frameworks, and demonstrates a viable path for integrating EBSI
functionality within constrained or heterogeneous application environment.

4.2.4 The Rl Verifier Plugin

To support validation of EBSI-compliant Verifiable Presentations (VPs) within the Reference
Implementation (RI) stack, the Verifier backend was extended to integrate with the EBSI-Agent
and accommodate the additional semantics and trust framework imposed by the EBSI
infrastructure. This integration was necessary because the existing verifier logic was not designed
to handle EBSI-specific credential structures, metadata, or DID resolution policies. The extension
ensures that EBSI credentials—received from the Rl Wallet during a standard presentation flow—
can be verified in a manner consistent with the expectations of the EBSI Pilot Trust Registry.

The design and implementation of the verifier extension focus on two core enhancements. These
enhancements preserve the original verifier flow while appending EBSI-specific logic as a final
trust assurance step, performed only after all other internal validations (e.g., payload structure,
audience matching, timestamp validation) have succeeded.

4.2.4.1 Extraction of EBSI Credential Metadata

During a credential presentation initiated by the Rl Wallet, the credential is transmitted to the
verifier in the form of a CBOR-encoded payload. As noted in Attained Solution, the wallet is not
responsible for interpreting or verifying the credential contents; instead, it functions as a
transport mechanism, wrapping the VC token issued by the Issuer inside a pre-defined CBOR
object that adheres to Rl specifications.



To retrieve the embedded EBSI Verifiable Credential, the Verifier backend is modified to parse the
CBOR structure, identify the appropriate data field containing the JWT token, and extract it for
further processing. This parsing step is implemented in a way that minimally impacts existing
verifier logic, respecting the original CBOR schema and only extending the decoder to retrieve
additional EBSI-relevant content where applicable.

In addition to the token itself, any associated metadata—such as the holder DID, audience DID,
and the key identifier (kid)—is also extracted. This information is required by the EBSI-Agent for
correct verification of the token’s cryptographic integrity and trust anchor resolution.

4.2.4.2 EBSI-Agent Invocation for Final Verification

Once the EBSI-relevant data is extracted from the presentation payload, the Verifier performs a
final validation step by delegating trust validation to the EBSI-Agent, a stateless Node.js
microservice described in Subsection 5.2.1. This component encapsulates the EBSI Hub Libraries,
which implement full support for EBSI credential and DID processing, including resolution against
the EBSI Trust Registry.

The Verifier sends an HTTP POST request to the /verify-vp or /verify-vc endpoint of the EBSI-
Agent, depending on whether the token in question is a Verifiable Credential or a Verifiable
Presentation. The payload of this request includes:

e the JWT token as received from the wallet,
e the expected audience DID, and
e any supplementary fields required to interpret the credential in the context of EBSI.

The EBSI-Agent then performs the full validation flow: resolving the issuer DID against the trust
registry, checking cryptographic signatures, validating credential structure and claims, and
verifying audience binding. If the verification is successful, the agent responds with a normalized
credential or presentation document, confirming the trustworthiness of the received token. If
verification fails, the agent returns a structured error response, including a diagnostic name and
message, which the Verifier uses to generate a corresponding error status in its response to the
requesting party.

This delegated validation approach offers several advantages:

e Separation of concerns: EBSI-specific logic remains isolated from the Verifier’s core
processing pipeline.

e Cross-language compatibility: The Verifier, written in Kotlin, is not burdened with
integrating JavaScript or TypeScript-based libraries directly.

e Interoperability and scalability: The EBSI-Agent can be reused across components and
scaled independently as needed.



4.2.4.3 Summary

The Verifier plugin extension thus introduces a non-invasive yet robust enhancement to the RI
Verifier, enabling it to validate EBSI-compliant credentials using a delegated trust architecture. By
parsing the CBOR transport format and offloading trust evaluation to the EBSI-Agent, the Verifier
achieves full compatibility with EBSI flows while preserving architectural integrity and alignment
with the broader Rl stack.

Detailed instructions for setting up and configuring the Verifier, including integration points with
the EBSI-Agent and credential payload decoding, are provided in Verifier Setup.



CHAPTER 5 PROPOSALS FOR THE RI TO BE ABLE TO SUPPORT EBSI

This chapter outlines a preliminary set of proposed modifications to the Reference Wallet
implementation aimed at facilitating the integration of EBSI technologies within the trust
framework.

To enable native EBSI integration in the OIDC4CV/VP flows of the EUDI Wallet Reference
Implementation, the following developments are recommended:

1. Define a plugin interface in the wallet core to allow modular registration of alternative DID
resolvers, credential handlers, and trust-service clients. This ensures architectural
extensibility while enabling EBSI-specific logic to integrate cleanly.

2. Implement a native Kotlin or multiplatform library for did:ebsi, supporting local issuance,
verification, revocation checking, and DID resolution. This avoids reliance on external
services and allows full control over EBSI credential processing

3. Integrate an EBSI-compliant DID resolver capable of fetching DID documents, public keys,
schema definitions, and revocation data directly from the EBSI network, supporting both
Pilot and Production environments.

4. Extend the OIDC4CV/VP flows to construct and process credentials in JWT and JSON-LD
formats, ensuring compatibility with EBSI-issued credentials and alignment with its
signature and credential metadata requirements.

5. Embed selective disclosure mechanisms aligned with EBSI credential profiles, enabling the
holder to share only the required claims. The wallet Ul should provide structured user
consent and granular claim selection.

6. Incorporate status verification through EBSI revocation registries, ensuring up-to-date
evaluation of credential validity during both presentation and internal processing.

7. Automate DID registration, key generation, and onboarding to the EBSI Trust Registry via
direct integration with official EBSI CLI tools or APIs, enabling dynamic management of
issuer and holder identities.

8. Extend the wallet interface to display EBSI-specific attributes such as issuer trust levels,
schema details, and credential status, and to handle user decisions in compliance with
trust and privacy requirements.



CHAPTER 6 CONCLUSIONS AND FUTURE WORK

The integration of EBSI-compliant Verifiable Credential (VC) flows into the Reference
Implementation (RI) ecosystem demonstrates the feasibility of aligning existing digital identity
components with the trust and interoperability expectations set by the European Blockchain
Services Infrastructure (EBSI). By combining the Rl stack with the EBSI Hub Libraries—exposed via
a dedicated EBSI-Agent microservice—we were able to design and implement a pragmatic end-
to-end flow encompassing issuance, wallet storage, and credential verification.

While the overall architecture remained intact and minimally invasive modifications were applied
to the RI Issuer, Wallet, and Verifier components, the integration effort required a number of
practical compromises. In particular, the decision to handle EBSI functionality externally via
RESTful delegation (rather than direct SDK integration) reflects current limitations in the
compatibility between EBSI tooling and Rl technology stacks. Nevertheless, the result provides a
working demonstration of credential issuance and verification within a trusted framework backed
by real DIDs registered in the EBSI Pilot Trust Registry.

The EBSI-Agent, acting as a bridge between the EBSI libraries and the Rl components, proved to
be a critical enabler. However, its use introduces architectural dependencies that may need to be
revisited in future iterations—especially as native support for EBSI features matures within wallet
SDKs or as cross-platform libraries emerge. Moreover, the prototype currently assumes a
controlled environment where the DID onboarding and key provisioning steps are managed
manually. Scaling to a broader deployment context would likely require automation, improved
onboarding tooling, and potentially new interfaces for policy-driven credential governance.

Future work may focus on several directions. First, deepening the integration of EBSI logic within
the Rl Wallet—possibly through embedded support for EBSI DID resolution or trust evaluation—
would reduce reliance on external services. Second, broader testing of credential exchange across
heterogeneous wallets and verifiers, including those not based on the Rl codebase, would provide
stronger validation of interoperability assumptions. Lastly, aligning the prototype with evolving
EUDI Wallet specifications, such as multi-credential storage, selective disclosure, and revocation
status checks, may help inform the roadmap for standardized support of EBSI credentials within
the EU digital identity ecosystem.

While the current implementation meets the immediate requirements of the demonstration
scenario, its longer-term applicability will depend on the pace of convergence between EBSI
capabilities and EUDI infrastructure standards. The presented architecture offers one plausible
approach toward that convergence, and may serve as a useful reference point for future
experimentation and specification development.
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APPENDIX A: INSTRUCTIONS AND USAGE

This appendix chapter provides practical guidance for setting up the implemented components,
references the services and integration layers described in Section 5.2 and assumes operational
readiness as outlined in Section 5.1.

Issuer Setup
By default, the issuer component binds to the local IP address:

./setup-issuer.sh

To specify a custom IP:
./setup-issuer.sh 83.212.72.114
To also set a hostname:

./setup-issuer.sh 83.212.72.114 snf-895798.vm.okeanos.grnet.gr
During setup, the following files are installed:

e /etc/eudiw/pid-issuer/cert/
e /etc/eudiw/pid-issuer/cert/
e /etc/eudiw/pid-issuer/privKey/

These paths must be reflected in the FormEU section of config_countries.py. Specifically, update
pid mdoc cert, pid mdoc privkey, and pid mdoc privkey passwd
accordingly.

To start the Issuer, run:

./run-issuer.sh

Verifier Setup

The Verifier component consists of a Kotlin-based backend and a web-based user interface. Both
are deployed behind a reverse proxy (haproxy) for HTTPS termination. The setup has been
validated on Ubuntu Linux. The backend and Ul are hosted in the following repositories:

e Verifier Ul: https://github.com/dc4eu/eudi-ebsi-verifier-ui
e \Verifier Backend: https://github.com/dc4eu/eudi-ebsi-verifier-backend
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Both components must be configured to operate under a shared hostname and served through
a common proxy layer.

Verifier Ul Configuration
In the Verifier Ul repository (eudi-ebsi-verifier-ui), the following changes must be made:
In package.json, modify the start script:

npm run config && ng serve --host 0.0.0.0 --public-host snf-
895798 .vm.okeanos.grnet.gr —--proxy-config src/proxy.conf.json

In src/environments/environment.development.ts, set the API URL:

apiUrl: 'https://snf-895798.vm.okeanos.grnet.gr’

In src/proxy.conf.json, update the " /ui™ and "/wallet" targets to:
"https://snf-895798.vm.okeanos.grnet.gr", with secure: true
Install dependencies:

npm install

Verifier Backend Configuration

In the Verifier Backend repository (eudi-ebsi-verifier-backend), obtain a suitable haproxy
configuration file from:

https://github.com/dc4eu/eudi-ebsi-verifier-ui/blob/okeanos/okeanos/haproxy.cfg
Install required packages:

sudo apt-get update
sudo apt-get install openjdk-21-jdk-headless gradle haproxy

Generate a self-signed TLS certificate:

openssl ecparam -out ec private key.pem -name prime256vl -genkey

openssl req -new -key ec private key.pem -x509 -nodes -days 365
-subj "/CN=snf-895798.vm.okeanos.grnet.gr" -out grnet cert.pem
cat grnet cert.pem ec private key.pem >> grnet cert key.pem

Copy the certificate and haproxy configuration into place:



sudo cp grnet cert key.pem /etc/ssl/certs/
sudo cp haproxy.cfg /etc/haproxy/
sudo service haproxy restart

Insrc/main/resources/application.properties, set:

verifier.publicUrl=https://snf-895798.vm.okeanos.grnet.gr

Execution

To start the backend:

./gradlew bootRun

To run the UI:

npm start

The Verifier will then be operational under the configured domain and ready to process credential
presentations in conjunction with the Wallet and EBSI-Agent.

Wallet Setup

Prerequisites

Development requires Android Studio (latest stable version recommended) and an Android
device or emulator supporting API level 26 or higher. The device or emulator must include Google
Play Services.

Dependency Publishing

The wallet depends on two libraries that must be built and published to the local Maven
repository. First, publish the document manager library:

./gradlew publishToMavenLocal

Then publish the wallet core library:

./gradlew publishToMavenLocal

These steps ensure that the main wallet project can resolve its dependencies locally.



Project Import and Configuration

Open the wallet application project in Android Studio and allow it to index and synchronize. After
project sync, select a build variant. Use Build > Select Build Variant to choose devDebug, which is
suitable for most development and testing purposes.

Device Setup

The application can run on a physical Android device or an emulator. For physical devices, enable
developer mode and USB debugging. For emulators, create a virtual device with an APl 26+
system image that includes Google APIs.

Local Development Workflow

During development, changes to the document manager or wallet core libraries require re-
publication:

./gradlew publishToMavenLocal

After publishing, re-sync the main wallet project to incorporate the changes.

Configuration of Local Services

To integrate with locally hosted Issuer, Verifier, or EBSI-Agent services, modify the file located at:
core-
logic/src/dev/java/eu/europa/ec/corelogic/config/ConfigWalletCor
eImpl.kt

Set the following constants accordingly:

e VCI_ISSUER_URL
e OPENID4VP_VERIFIER_API_URI

This enables the wallet to communicate with local backend components rather than remote
endpoints.

APK Build and Installation

The application APK can be built using the Android Studio interface or command line tools. The
output is located at:

app/build/outputs/apk/<variant>/

To install the APK on a connected device:



adb install app/build/outputs/apk/<variant>/app-<variant>.apk
Uninstallation of previous versions may be required:

adb uninstall <package name>
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