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EXECUTIVE SUMMARY

This document contains information about the DC4EU Milestone 38 which is the prototype delivery of
D5.5, focusing onintegrating experimental support for the European Blockchain Services Infrastructure
(EBSI) into the Reference Implementation (RI) of the European Digital Identity (EUDI) Wallet. The
milestone focuses on extending the European Digital Identity (EUDI) Wallet Reference Implementation
with experimental integration of the European Blockchain Services Infrastructure (EBSI).

The prototype demonstrates end-to-end workflows for credential issuance, storage, presentation, and
verification, achieving enhanced interoperability and technical alighment between the EUDI Wallet
and the broader European digital identity ecosystem.

The implementation is provided as open-source software across several GitHub repositories, covering
issuer, wallet, document management, and verifier components. This deliverable complements the
released codebase with an architectural overview and workflow description, while further analysis and
refinements will be detailed in Deliverable D5.6 — Feedback and Refinement Report.
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CHAPTER 1 IMPLEMENTED SOLUTION

This document provides an overview of the DC4AEU WP5 Milestone 38 prototype delivery. The primary
verification of this milestone is based on the open-source code and related documentation made
available via GitHub [1]. This document serves as complementary material to the GitHub content,
offering a high-level description of the architecture and workflow of the implemented solution. A more
detailed explanation of the solution is provided in Deliverable D5.6 — Feedback and Refinement
Report.

Deliverable D5.5 is a code/demo deliverable consisting of open-source software, accessible through a
set of GitHub repositories. The main repository [1] (https://qgithub.com/dc4eu/eudi-ebsi-
educational-pilot) serves as a central reference point, linking to the various components developed
as part of this milestone. These components extend the original EUDI Wallet Reference
Implementation to incorporate experimental support for EBSI, enabling compliant workflows for

credential issuance, storage, presentation, and verification. The result is improved interoperability,
enhanced trust, and closer technical alignment between the EUDI Wallet and the broader European
digital identity ecosystem.

The full solution is distributed across the following repositories:

e https://github.com/dc4eu/eudi-ebsi-issuer

e https://github.com/dcdeu/eubi-ebsi-wallet-app

e https://github.com/dcdeu/eubi-ebsi-wallet-core

e https://github.com/dcdeu/eudi-ebsi-document-manager
e https://github.com/dc4eu/eudi-ebsi-verifier-backend

e https://github.com/dc4eu/eudi-ebsi-verifier-ui

e https://github.com/dc4eu/eudi-ebsi-agent
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CHAPTER 2 EXAMPLE FLOW

1. Once logged in, the user picks preferred document Verifiable Educational ID:

<_

Add document from list

Choose a digital document from the list below
to add to your wallet.

Pseudonym Deferred &=
Reservation =r
Tax Number e
Verifiable AlliancelD =r
Verifiable Educational ID “F

FIGURE 1 - THE USER SELECTS THE TYPE OF CREDENTIAL TO BE ISSUED — IN THIS CASE, A VERIFIABLE EDUCATIONAL ID..
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2. The user types the form fields:

{)} @ kno.grnetcloud.net:8000 (2)

Test Provider Form

This data is only used for issuing credentials for testing
purposes.

1234

test-identifier

test-affiliation

Optional Elements

schacPersonalUniqueCode

schacPersonalUniquelD

schacHomeOrganization

Doe

displayName

FIGURE 2 - FORM INTERFACE WHERE THE USER PROVIDES THE REQUIRED INFORMATION FOR CREDENTIAL ISSUANCE.
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3. The user confirms the data:

Verifiable Educational ID

id

1234

identifier

test-identifier

eduPersonScopedAffiliation

test-affiliation

family_name

Doe

estimated_issuance_date

2025-07-23

estimated_expiry_date

2025-10-21

issuing_country

FC

issuing_authority

Test QEAA issuer

FIGURE 3 - USER REVIEW AND CONFIRMATION OF THE ENTERED DATA PRIOR TO CREDENTIAL ISSUANCE.
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4. The user inspects the credential in the wallet app (i.e., the document has been locally stored
in the wallet):

EU Digital Identity

Wallet

You have successfully added the
following to your wallet

- EU Digtal identay

Wallet

Digital Credentials Issuer

Verifiable Educational ID
View details

eduPersonScopedAffiliation
test-affiliation

family_name
Doe

id

=

FIGURE 4 - THE NEWLY ISSUED VERIFIABLE CREDENTIAL DISPLAYED WITHIN THE USER’S WALLET APPLICATION.
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5. The VC token is parsed by the wallet application and displayed along with the extracted data:

- EU Digtal identay
4

Wallet

Digital Credentials Issuer

Verifiable Educational ID
View details

eduPersonScopedAffiliation
test-affiliation

id
1234

identifier
test-identifier

vc_token

eyJhbGciOiJFUzITNksiLCJraWQiOiJ
kaWQ6ZWJzaTp6d0OxGZUszNzJ2NX
RMSmJVNIUTeFBVWCNsbXZiOGtLO
HJfVnUwRktWanlvaXJMNURDXzdoV
m9UZkk3d2Z4cGtTVVFZIiwidHIwljoi
SIdUIn0.eyJpYXQiOJESANTM4MDATM

=

FIGURE 5 - THE WALLET PARSES AND PRESENTS THE VERIFIABLE CREDENTIAL, SHOWING ITS STRUCTURE AND CLAIMS.
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EU| EUDI Wallet ~ ¢ v0.8.0-SNAPSHOT ~ [ Small Phone API 34 ~ &5 app v

Project - Device Manager
Logcat Logcat Android Emulator - Small_Phone_API_34:5...

[ Small Phone API 34 (emulator-5554) v V- vcToken value Ce 1 test-attiliation

2025-07-29 18:05:18.206 6494-6587 EBSI eu.europa.ec.euidi.grnet.ebsi.dev family_name
Doe
D

id
1234

identifier

test-identifier

ve_token
eyJhbGciOiJFUzI1NksiLCJraWQiOiJ
kaWQ6ZWJzaTpbd0xGZUszNzJ2NX

RMSmMJVNIU1eFBYWCNsbXZiOGtLO
HJfVnUwRktWanlvaXJMNURDXzdoV
moUZkk3d2Z4cGtTVVFZIiwidHIwljoi
SldUIn0.eyJpYXQiOJE3NTMAMDETM
TesImV4cCloMTkxMTU2NzkxNywia
nRpljoidXJuOnV1aWQéYzQyYjY2MT
EtYTJIMCO0ZmZmLWFmNDMtYTU1
M2Y5SMDMONDE1liwic3ViljoiZGlkOm
Vic2k6ejlzd2M0Q2dDOGINWGZEZ2
dDU300QzZCliwiaXNzljoiZGlkOmVic
2k6endMRmVLMzeydVOTEpiVTZVN
XhQb1giLCJuYmYiOJE3NTM4MDE1

S e

®

& @

Close

o)

LI

FIGURE 6 - EXCERPT OF THE ENCODED VC TOKEN REPRESENTING THE ISSUED CREDENTIAL, READY FOR VALIDATION.

The received VC token that is displayed in the example screen above is:

eyJhbGciOiJFUzI1INksiLCJIJraWQiOiJkaWQ6ZWJIzaTp6d0xGZ2UszNzJ2NXRMSm
JVN1U1leFBVWCNsbXZi1i0GtLOHJfVnUwRktWanlvaXJMNURDXzdoVm9UZkk3d274
CGtTVVFZIiwidH1wIjoiS1dUIn0.eyJpYXQi0OJE3NTMAMDEIMTcsImV4cCIoOMT
kxMTU2NzkxNywianRpIjoidXJuOnvV1aWQ6YzQyYjY2MTELYTJIiMCO0ZmZmLWEm
NDMtYTUIM2Y5MDMONDE1TIiwic3ViIjoiZGlkOmVic2k6e]jIzd2M0Q2dDOGIONWG
ZEZ2dDU300QzZ2CIiwiaXNzIjoiZGlkOmVic2k6endMRMVLMzcydjVOTEpiVTZV
NXhQblgiLCJuYmYiOjE3NTM4AMDEIMTcsInZjIjp7IkBjb250Z2Xnh0IjpbImh0dH
Bz0i8vd3d3LnczLm9yZ2y8yMDEAL2NyZWRIbnNnRpYWxzL3Y¥xTI10sImlkIjoidXJu
OnV1aWQoYzQyYJY2MTELYTJIiMCOO0ZmZmLWEMNDMtYTUIM2YS5SMDMONDE1 TiwidH
1IwZSIoWyJIJWZXJpZmlhYmx1Q03J1Z2GVudGlhbCIsI1Z1cmlmaWFibGVBAHR1c3Rh
dGlvbiJdLCJIpc3N1ZXTi0iJkaWQ6zWJIzaTp6d0xGZ2UszNzJ2NXRMSmMJIVN1UleF
BvWCIsImlzc3VhbmNIRGFOZSI6I)IwM]jULtMDctM]1l1UMTUGMDUGOMTCcUODAIWiTS
Imlzc3V1ZCI6IjIwMjUtMDctM]j1lUMTUGMDUGMTCcuODAIWiIsInZhbGlkRnJdvbS
I6TI7IwMjUtMDctM]1UMTUOGMDUGMTCcUODAIWiIsInZhbGlkVW50aWwiOiIyMDM1
LTA3LTI5VDE10jAl0JE3LjgwNVoiLCJIleHBpcmF0aWOuRGFOZSI6TIjIwMzAtMD
ctMj1UMTU6MDUGMTcuODAIWiIsImNyZWR1bnRpYWxTAWIGZWNOIjp7ImlkIjol
ZG1kOmVic2k6e]jIzd2M0Q2dDOGONWGZEZ2dDU300QzZ2CTIiwiZXUuZXVyb3BhLm
VILmV1ZGkuZWR1Y2F0aWouYWxfaWQuMSI6eyJpZCI6IjEyMzQiLCIJpZGVudGlm
aWVyIjoidGVzdClpZGVudGlmaWVyIiwiZWR1UGVyc29uU2NvcGVkQWZmaWxpYX
Rpb24i0iJ0ZXNOLWFmZml saWF0aWouIliwiZmFtaWx5X25hbWUi01iJEb2UifX0s
InNyZWR1IbnRpYWxTY2h1bWEiOnsiaWQiOiJodHRwczovL2FwaSlwaWxvdC51Yn
NpILmV1IL3RydXNOZWQtc2NoZWlhcylyZWdpc3RyeS92My9zY2h1bWFzL3pEcFdH
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VUJ1lbmlxWHplcnNrenk5TnNrNnZxM1I4dGhoOVZTZWIScWd1b31NRCIsInR5¢cG
Ui0iJGdWxsSnNvb1INjaGVtYVZhbGlkYXRvcjIwMIEL1I{fX19.MmhQjgbO0CRIabpg
1IeBBQivAKFCtiS6JTR9onPTJUIFf1bJYVPAgGNGXWy PDKAenVBY90ostdFQQONtr
AQ0d7zfyYw
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Note: To inspect the credential content, you can for example paste the above token into an online EBSI
verifier (e.g., https://hub.ebsi.eu/tools/vc-validator). You can below see the EBSI-registered issuer

DID along with the holder.

[ vc validator | EBSI hub x  +

&« c @ hub.ebsi.eu/tools/ve-validator

a & +« A 0O &

VC validator

Validate a verifiable Credential (V| or a Verifiable Presentation (¥P] using aur libraries.

Format

| JNTVC ~
Environment

| Pilot ~
Input

Paste a JWT o click here to importa valid example

eyJhbGaiOilFUzI INKsILCJraWQiOiJkaWQB 2w Iza TpBdOxGZ UszNz

JZNXRMSmJVNIU1eF BYWCNsbXZIOGILOHIVnUwRkiWanivaXJM

NURDXzdoVm9UZkk3d224cGITVVFZlwidHIwlioiSIdUIn0 ey JpYXQi
idXJuO

OJE3NTM4MDE! 16MThx! ¥

nW1aWQEYzQyYjYZMTEIYTJIMCO0ZmZmLWF mNDMtY TU1MZY5M
DMONDE: joi Q2dDOGINWGZEZ2d
DU300QzZC| MzeydiVOTEpVT

ZVNXnQb1giLCJuYmYiOESNTMAMDE 1MTcsInZjljp7IkBjb250ZXh0 )
pbImh0dHBZOIBvd3d3LnczLmdy2yByMDEALZNyZWRIbnRpYWxzL3.
¥xli0slmlkljoidXJuOn\a\WOBY 20y YjY2MTEtY TSIMC00ZmZmL Wi m
NDMtYTU1M2YSMDMONDE 1 liwidHIWZ S I6Wy JWZXJpZmihYmxIQ3JI
bGVBdt JALCJpc3N1ZXli
OiJkaWQBEZW.IzaTpBd0xGZUszNzIZNXRMSmIVNIL eF BUCIsimi
263VhbmNIRGFOZSI81]whUIMDCHV UM TUSMDUSMTcuODATWils|
mizeIVIZCIB jwhjUIMDethIIMTUBMDUSMTcUODAIWilsinZhbGlk
Rrvb 16w UMD CtMIUMTUBMDUG M TeUODATWilsinZhbGIKVWY
50aWwiQilyMDM1LTASLTISVDE 10jA10E3LjgwNVoil CieHBpcmFO
al M| UMTUBMDUBMTcuODA 1WilsimNy
ZWRIBNRpYWxTdW JgZWNO jp7Imkljo
DOGSNWGZEZ2dDUI000ZZCIWIZXULZXVyb3BhLMVILMY 1ZGKUZ
WR1Y2F0alW3uYWxfaWQuMS ey pZCI6 | EyMzQiLCJpZGVudGIm
1 ZWR1UGyc28uL2NveGVk
al pb24i0iJ0ZXNOLY iwiZmFtaW

' VALID INPUT

The input is @ valid JWT VC.

{
@context™: [
“https:/ fwew.u3,org/2018/credent ials/v1"

urn:uuid: c42b6611-a2b0-af f-afd3-a553f2034415",

“verifiableCredential”,
“VerifiableAttestation”

:ebsi: 2wl FeK372v5tLIbUGUSXPOX"

{
23wcdCgCBOMX DggC5z4ChB" ,

educational_id.1

est-identifier”,
f “test-affiliation”,

—pilot.ebsi.eu/trusted-schenas—
y/U3/ schenas /20 pWGLBEANGX2U Fs K ryaNs KEvG ZRELhh

“type': “"FulllsonSchemaValidator2e21"

FIGURE 7 - INSPECTION OF THE CREDENTIAL CONTENT
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6. The user starts the presentation (Figure 8) and selects attestation attributes of their choice

(Figure 9).

A it Debs

Define your presentation request

Follow the steps to specify what will be requested from the wallet to present.

o ... select attestation(s)

Person Identification Data (PID) v
Mobile Driving Licence (MDL) v
Photo ID v
Age Over 18 v
Verifiable Educational ID A

- attributes by —* — format —*

Specific attributes ¥ mso_mdoc v
AlliancelD v
MyAcademiclD v

FIGURE 8 — VERIFIER FRONTEND DURING FIRST PRESENTATION STEP

The DC4EU project is Co-funded by the European Union’s Digital
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Verifiable Educational ID

Select attributes of the attestation to be included in the request 4 selected

[[] Display name

Person Affiliation

a

Assurance

Primary affiliation

Principal name

O
a
O

Scoped Affiliation

<]

Family name

1D

<]

Identifier

Mail address

1 0 0O

FIGURE 9 — SELECTION OF ATTESTATION ATTRIBUTES
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7. After scanning the QR code, the user should receive a data sharing request (Figure 10) and
then click “Share”:

EU Digital Identity

Wallet

The following transaction requires your
permission and authentication.

DATA SHARING REQUEST

£ snf-898225. vm.okeanos.grnet.gr

requests the following

Verifiable Educational ID

h ) A
View details
Educational ID
1234
Family Name
Doe
List of all roles (student, staff, etc.) D
Not available

vc_token

eyJhbGciOiJFUzIT1NksiLCJraW

FIGURE 10 — DATA SHARING REQUEST SCREEN
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