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EXECUTIVE SUMMARY  

The DC4EU Educational/Professional Qualifications  Credentials  project aims to 
facilitate European education and professional qualification systems by introducing 
universally applicable digital and decentralised frameworks for the issuance and 
authentication of educational and professional credentials. 

The project's objective  is to develop a secure and reliable digital architecture for the 
issuance, revocation, and verification of Electronic Attestations of Attributes (EAA)  for 
Education and Professional Qualifications, or "Educational/Professional Digital 
Credentials ", utilising the European Digital Identity (EUDI) Architecture, including the 
European Digital Identity Wallet (EUDIW) . 

Key objectives 

Verifiable Credentials (VCs)  form a critical pillar of this architectural approach. They 
represent: 

¶ Information traditionally found in physical educational certificates 
¶ Innovative credential types with no physical equivalent 
¶ Statements about an individual's educational achievements and professional 

qualifications 

In the context of education and professional development, VCs represent statements 
made by educational institutions and professional bodies about an individual's 
credentials in a tamper-evident and privacy-respecting manner. These Verifiable 
Credentials can be used to construct Verifiable Presentations (VPs) , which can be 
cryptographically verified. 

Target system and vision 

The target system for educational credential coordination is an integrated digital 
ecosystem that: 

¶ Eliminates media breaks in credential verification 
¶ Addresses potential fraud and credential validation challenges 
¶ Complies with European educational and professional qualification standards 
¶ Increases acceptance among all relying parties (employers, educational 

institutions, professional bodies) 
¶ Ensures the free movement of professionals and students across European 

jurisdictions 
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Regulatory Framework and Market Distribution 

The implementation of digital credentials for education and professional qualifications 
operates within the eIDAS 2.0 regulatory framework, which defines three primary 
pathways for Electronic Attestation of Attributes (EAA) issuance: 

Qualified EAA Providers (QEAA): Qualified Trust Service Providers subject to strict 
regulatory oversight and conformity assessment. This pathway is anticipated to serve 
approximately 5% of the market , primarily for high-stakes qualifications requiring the 
highest level of legal certainty, such as regulated professional licences and state-issued 
diplomas where qualified status provides significant additional legal value. 

Public Sector Body EAA Providers (PubEAA): Public sector bodies responsible for 
authentic sources, or entities acting on their behalf. This pathway is expected to account 
for approximately 5% of the market , typically comprising national education ministries, 
governmental agencies, and public institutions with direct legislative mandates for 
credential issuance. 

Non-Qualified EAA Providers with Enhanced Trust (EAA): Trust service providers 
leveraging the European Blockchain Services Infrastructure (EBSI) to provide enhanced 
governance transparency and automated trust processing. This hybrid approachу
combining classical PKI with decentralised public key infrastructure (dPKI)уis projected 
to serve approximately 90% of the market. This pathway offers: 

¶ Significantly reduced onboarding complexity and cost compared to qualified 
status 

¶ Automated trust verification through verifiable data registries 
¶ Enhanced governance transparency via EBSI trust infrastructure 
¶ Full legal recognition under the non-discrimination principle of eIDAS 2.0 
¶ Flexibility to accommodate diverse institutional technical capabilities 

The DC4EU pilot implementation validates this distribution, with 81% of participating 
institutions (28 of 36) selecting the EBSI-based hybrid approach, demonstrating strong 
market preference for enhanced non-qualified credentials over traditional PKI-only 
solutions. 

This tripartite framework ensures that educational institutions and professional bodies 
can select the regulatory pathway most appropriate to their specific requirements, 
governance structures, and technical capabilities, whilst maintaining interoperability 
and mutual recognition across all approaches. The predominance of the enhanced non-
qualified pathway reflects the sector's need for a solution that balances legal 
recognition, technical feasibility, and cost-effectiveness, particularly for the thousands 
of higher education institutions, vocational training providers, and professional bodies 
across Europe that require verifiable digital credentials but do not necessitate the full 
regulatory burden of qualified status. 
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Core business Use Case 

The primary use case is the verification process of educational and professional 
credentials that authorise: 

¶ Academic progression 
¶ Professional registration 
¶ Employment opportunities 
¶ Cross-border professional recognition 
¶ Cross-border mobility 

A complementary system will continue to support traditional credential documents for 
individuals who do not utilise the digital identity architecture, ensuring inclusivity and 
broad accessibility. 

Pilot and implementation strategy 

Large-Scale Pilots (LSPs) will be conducted to test the target system, determining: 

¶ Feasibility of the digital credential ecosystem 
¶ Effectiveness of the verification processes 
¶ Potential impact on educational and professional mobility 
¶ User acceptance across different European contexts 

These pilots will be implemented in real-world settings, potentially requiring simulations 
and mock-ups of certain components to achieve comprehensive testing objectives. 

Systematic Approach to Technology Adoption 

The adoption of innovative technologies within the EUDIW ecosystem demands a 
meticulously structured approach. This involves: 

¶ Detailed articulation of organisational prerequisites 
¶ Comprehensive business requirements analysis 
¶ Interoperability framework development 
¶ Governance model design for educational/professional credential use cases 

Document Scope and Structure 

This Business Blueprint comprehensively covers: 

¶ Current status  of educational/professional qualifications credential verification 
¶ Future business processes  for credential issuance, revocation, and verification 
¶ Data models  for Verifiable Credentials 
¶ Procedures  for registering and onboarding stakeholders in the educational and 

professional qualification domain 
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Intended Audience 

The document targets: 

¶ Educational policymakers 
¶ Academic administrators 
¶ Professional accreditation bodies 
¶ Technical architects designing EUDIW solutions 
¶ Regulatory compliance professionals 

Document Chapters Overview 

Á Chapter 1: The learning belongs to the learner 
Á Chapter 2: The European education and qualifications landscape 
Á Chapter 3: Status quo analysis 
Á Chapter 4: Introduction to EUDIW concepts and methodology 
Á Chapter 5: Conceptual architecture of the target system  
Á Chapter 6: Business scenarios and user journeys  
Á Chapter 7: Data models and interoperability standards  
Á Chapter 8: Stakeholder onboarding processes and criteria 

Conclusion 

This Business Blueprint serves as a foundational guide for modernising and streamlining 
educational and professional credential processes, aligning with contemporary 
regulatory frameworks and technological advancements in digital identity management. 
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CHAPTER 1: THE LEARNING BELONGS TO THE LEARNER 

1.1 A Student's Journey 
 
Meet Jacob, a bright student from Malta with aspirations to pursue a Master's degree in 
the Netherlands. His academic record speaks of excellence, having graduated from one 
of Europe's most prestigious universities. Yet, what should have been a straightforward 
application process turned into a maze of bureaucratic hurdles and unexpected costs. 
 
The first shock came when Jacob contacted his former university to obtain his degree 
credentials. Despite having paid substantial tuition fees throughout his studies, he 
discovered he needed to pay an additional fee merely to access his own academic 
records through their proprietary system. This payment wasn't just a small administrative 
cost - it represented an unexpected financial burden for a recent graduate. 
 
But the challenges didn't end there. After paying the fee and sharing his credentials with 
the Dutch university, Jacob faced a new obstacle. The receiving institution couldn't verify 
his qualifications through the digital service provided. The system, though modern in 
appearance, lacked cross-border recognition. What's more, the Dutch university 
couldn't authenticate the digital identity of Jacob's former institution. 
 
Weeks turned into months as university staff manually processed his application. They 
made numerous phone calls, sent countless emails, and spent considerable time 
researching the equivalence of his courses. All this effort to verify information that should 
have been readily available and trustworthy. 
 
These challenges are systematically addressed through the operational model detailed 
in Chapter 4 and the technical framework outlined in Chapter 8. 
 

1.2 The Root of the Problem 
 
Jacob's experience brings to light several critical issues in current educational systems: 
 
1. Ownership and access rights 
¶ Students must pay to access their own academic achievements 
¶ Universities maintain exclusive control over educational records 
¶ Learners lack sovereignty over their own educational data 

 
2. Trust and verification 
¶ No standard method exists for cross-border credential verification 
¶ Manual processes dominate verification procedures 
¶ Digital solutions remain fragmented and incompatible 
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3. Data portability 
¶ Educational records stay locked within institutional systems 
¶ No common format exists for sharing credentials 
¶ Students cannot easily transfer their records between institutions 
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1.3 The Educational Journey: Two Perspectives 
 
From an institutional viewpoint, education appears as distinct segments. Each school, university, and training centre operate independently, maintaining separate systems, different credential formats, and 
unique verification processes. These institutions see only their piece of a student's educational path. 
 
Yet for students like Jacob, education forms one continuous journey. From primary school through university and into professional life, each achievement builds upon previous ones. This personal learning 
path knows no institutional boundaries - it's a single story of growth and development. 

FIGURE 1 EDUCATIONAL JOURNEY 
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The European educational space adds another layer of complexity. Different directorates manage various aspects of education, each with its own systems and requirements. This fragmentation makes 
cross-border mobility particularly challenging for students and professionals. 

FIGURE 2 EC EDUCATIONAL LANDSCAPE 
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1.4 A New Paradigm Through eIDAS 2.0 
 
The European Digital Identity framework (eIDAS 2.0) introduces revolutionary changes to 
address these challenges. At its core sits the European Digital Identity Wallet - a secure 
digital container where citizens can store and manage their credentials. 
 
For students like Jacob, this means: 
¶ Complete control over their educational records 
¶ Instant sharing capabilities with any institution 
¶ Guaranteed acceptance across European borders 
¶ Privacy protection by default 

 
The wallet works alongside a comprehensive trust infrastructure that: 
¶ Validates credentials without compromising privacy 
¶ Supports existing educational frameworks 
¶ Enables automatic verification 
¶ Functions across borders and institutions 

 

1.5 DC4EU: Making it Real 
 
The DC4EU project focuses on turning this vision into reality for education and 
professional qualifications. Through detailed technical specifications and practical 
implementations, it demonstrates how: 
 
¶ Students can store all their qualifications in their personal wallet 
¶ Educational institutions/professional bodies can issue and verify credentials 

instantly 
¶ Employers can trust and verify qualifications easily 
¶ Professional bodies can recognise qualifications across borders 

 
The technical infrastructure includes: 
¶ Standard formats for educational credentials 
¶ Secure verification protocols 
¶ Privacy-preserving mechanisms 
¶ Cross-border recognition systems 

 
This infrastructure ensures that: 
¶ Credentials remain valid and verifiable 
¶ Privacy stays protected 
¶ Institutions maintain their authority 
¶ Students control their data 
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Through these changes, learning truly returns to the learner. Students like Jacob will no 
longer face unnecessary barriers when pursuing their educational goals. They'll have full 
control over their achievements while institutions maintain their role as trusted 
credential issuers. 
 
The technical solution to Jacob's challenges is realised through the workflows detailed 
in Annex 11 (credential issuance) and Annex 12 (credential verification). 
 
The DC4EU project has successfully piloted a comprehensive catalogue of sectoral 
Electronic Attestations of Attributes (EAAs), including the foundational EducationalID 
credential which enables students and staff to prove institutional affiliation across the 
European Education Area. The implementation results and operational guidance for 
EducationalID are detailed in Annex 16. 
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CHAPTER 2: THE EUROPEAN EDUCATION AND QUALIFICATIONS 
LANDSCAPE 

The European education and qualifications landscape presents a complex and diverse 
picture, characterised by varied approaches across member states. As digital 
technologies advance, this sector faces significant challenges and opportunities for 
transformation.  
 
This chapter explores the complex landscape of education and qualifications across EU 
~ĲůĤĲƖШÉƣċƣĲƚЯШőŔŊőũŔŊőƣŔŰŊШƣőĲШĬĲĦĲŰƣƖċũŔƚĲĬШċƨƣőŸƖŔƣǃШƣőċƣШƚőċƓĲƚШĲċĦőШĦŸƨŰƣƖǃќƚШ
approach to credential issuance, verification, and recognition. By identifying the varied 
administrative processes, regulatory frameworks, and licensing requirements, this 
chapter underscores the challenges and opportunities for implementing a unified digital 
credential system. Understanding these diverse structures is crucial for developing 
solutions that respect national autonomy while facilitating cross-border educational and 
professional mobility. 
 

2.1 Decentralised authority and Member State autonomy 
One of the defining features of the European education system is its balanced approach 
between national autonomy and coordinated standards. The Bologna Process, initiated 
in 1999, established a crucial framework for harmonizing higher education systems while 
respecting member states' educational sovereignty. This process created the European 
Higher Education Area (EHEA), implementing key tools like: 
 
¶ A common three-cycle system (Bachelor's/Master's/Doctorate) 
¶ The European Credit Transfer and Accumulation System (ECTS) 
¶ The Diploma Supplement 
¶ Shared quality assurance standards 

 
While education remains primarily under member state jurisdiction per the principle of 
subsidiarity, the Bologna Process provides a voluntary framework that has successfully 
standardized many aspects of higher education. This achievement demonstrates how 
European cooperation can respect national autonomy while creating effective common 
standards. 
 
Unfortunately, neither the Bologna Process nor the Lisbon Recognition Convention 
provides specific rules dedicated to digital credentials. However, both frameworks 
create a foundation that can be adapted to incorporate and support the recognition and 
use of digital credentials within the European Higher Education Area (EHEA). 
 
The absence of a single European-level body governing education standards has led to a 
rich variety of educational approaches across the continent. Each member state 
maintains its own system for curriculum design, assessment methods, and qualification 
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recognition. This autonomy allows countries to tailor their educational systems to their 
specific cultural, economic, and social needs. For example, the German dual education 
system, which combines apprenticeships in a company with vocational education at a 
vocational school, reflects the country's strong emphasis on practical skills and industry 
involvement in education. 
 
However, this autonomy also presents challenges for cross-border recognition of 
qualifications and student mobility. A degree or qualification that is well-understood and 
valued in one country may not be easily recognised or appreciated in another. This can 
create barriers for students wishing to study abroad or professionals seeking 
employment in different EU countries (National differences in qualification frameworks 
create administrative barriers for students studying abroad and professionals seeking 
work in other member states). 
 
The operational model addressing these varying requirements is detailed in Chapter 4. 
 

2.2 Regulated education levels and licensing requirements 
Analysis of 17 DC4EU participant countries shows the following licensing requirements: 
 
¶ Universities: 100% require licensing 
¶ Universities of Applied Sciences: 88% require licensing 
¶ General upper secondary education: 88% require licensing 
¶ Technical and Vocational Education: 82% require licensing 
¶ Primary education: 81% require licensing 
¶ Liberal adult education: 46% require licensing 

 
These figures show high regulation levels in formal education sectors. Liberal adult 
education sees lower regulation rates due to its broader scope and non-formal structure. 
 

2.3 Approaches to licensing educational institutions 
Educational institution licensing follows three primary models across member states: 
 
¶ Centralised model: Ministry-level institutions manage licensing, with authority 

distributed among departments by education level. This represents the most 
common approach among surveyed countries. 

¶ Regional model: Federal states such as Germany assign licensing authority to 
regional governments. Each region maintains independent educational licensing 
systems under national guidelines. 

¶ Mixed model: Some member states combine central and regional authority. 
Sweden exemplifies this approach, with municipalities managing school 
licensing through secondary level, whilst a national body licenses higher 
education institutions.  
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These models align with established national administrative structures. Federal states 
typically employ regional systems, whereas unitary states maintain centralised 
licensing. 
 

2.4 Administrative vs legislative approaches 
Educational licensing combines administrative and legislative processes: 
¶ Finland, Portugal and Romania use specific legislation to establish universities 
¶ National frameworks grant autonomy to local authorities for primary education 

oversight 
 
These legal variations require flexible approaches in European digital credential 
systems. 
 
License duration and renewal requirements differ by member state: 
¶ Several countries issue permanent licenses with ongoing compliance monitoring 
¶ Other states mandate periodic reviews, such as Romania's five-year evaluation 

cycle for pre-university institutions 
 
These variations in licence validity periods affect credential verification procedures, 
requiring adaptable monitoring systems. 
 

2.5 Lifecycle of licenses 
The duration and renewal processes for educational licenses also vary considerably: 
¶ Many countries grant licenses with indefinite validity, subject to continued 

compliance with requirements. 
¶ Some countries, like Romania, implement periodic evaluations. For instance, 

Romanian pre-university education institutions undergo evaluation every 5 years. 
 
This diversity in license lifecycles presents challenges for creating a unified system of 
credential verification across Europe, as the status and validity of an institution's license 
may need to be checked at different intervals depending on the country. 
 

2.6 Information management on licensed institutions 
Licensed institution data management follows three patterns: 
 
¶ Central management (70% of respondents): National ministries maintain records 

for all education levels. 
¶ Split management (24% of respondents): Central authorities oversee higher 

education data, with regional bodies managing pre-higher education records. 
¶ Regional management (6% of respondents): Local authorities control all 

institutional data.  
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These different data management structures require specific interfaces for European-
wide credential systems. 
 
This distribution of information management approaches has significant implications for 
the development of a European-wide digital credential system. A system would need to 
interface with various national and regional databases, each potentially structured 
differently and operating under different regulatory frameworks. 
 

2.7 Electronic diploma issuance 
Electronic diploma adoption shows four implementation patterns: 
 
¶ Full implementation (33% of respondents): Denmark, Greece, Lithuania, 

Netherlands, Norway and Portugal use electronic certificates as primary 
credentials for selected education levels. 

¶ Permissive framework (17% of respondents): Finland and Sweden allow 
institutions to select certificate formats through non-restrictive legislation. 

¶ Active transition (28% of respondents): Estonia, Latvia, Poland, Romania and 
selected German states are developing electronic certificate systems through 
legal reforms and national digital storage services. 

¶ Paper requirement (22% of respondents): Cyprus, Hungary, Italy and Spain 
maintain legal requirements for paper certificates. 

 
This mixed electronic and paper-based environment requires systems supporting both 
formats. 
 

2.8 Educational data and registers 
Electronic register implementation rates by sector: 
 
¶ Universities and Universities of Applied Sciences: 80% use national machine-

readable registers 
¶ General Upper Secondary Education: 76% maintain national registers 
¶ Primary Education and Technical/Vocational Education: Mixed national and local 

register usage 
¶ Liberal Adult Education: 33% lack electronic registers. 

 

2.9 Data models and ontologies 
Data model and ontology adoption rates indicate current interoperability levels: 
 
Data model implementation: 
¶ University education: 59% 
¶ Upper secondary education: 53% 
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¶ International standard alignment (ELMO): 18% 
 
Ontology implementation: 
¶ National education ontologies: 40% 
¶ International standard alignment: Limited adoption 

 
These rates show gaps in cross-border data exchange capacity between member states. 
 

2.10 Quality assurance and security standards 
Quality assurance requirements in educational data management: 
¶ National legislation: 35% 
¶ National authority guidelines: 24% 

 
Security measures in educational registries: 
¶ National legislation compliance: 18% 
¶ ISO/IEC 27001 implementation: 12% 

 

2.11 Limitations of current solutions 
While various initiatives have been launched to address the challenges in the European 
education landscape, many of these solutions have their own limitations: 
¶ Institution -focused design: Many current solutions prioritise the needs of 

educational institutions and employers over those of students and graduates. 
¶ Inadequate revocation mechanisms: Popular platforms like Europass EDCI lack 

effective methods for revoking or updating qualifications. 
¶ Federation constraints: National federations and systems like those connected 

to eduGAIN provide authentication services but not comprehensive qualification 
verification and portability. 

¶ Interoperability issues: Many existing solutions struggle to work seamlessly 
across different member states or sectors. 

¶ Limited scalability: Current approaches often face difficulties in scaling to serve 
millions of users across Europe. 

 

2.12 New paradigm due to digitalisation 
The European education and qualifications landscape is characterised by diversity, 
autonomy, and historical separation from an organisational perspective (different 
processes, different credentials, different schemes). While this diversity allows for 
tailored approaches to education in different countries, it also presents significant 
challenges for cross-border recognition of qualifications and student mobility. 
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The European education system balances member state autonomy with cross-border 
coordination needs. Digital solutions must accommodate national education 
frameworks while supporting qualification recognition and student mobility. 
 
The data model standardisation across this diverse landscape is achieved through the 
European Learning Model, whose adoption rationale is explained in Annex 10. 
 
Digital wallets could provide students and professionals with a secure, portable means 
of storing and sharing their educational credentials.  
 
The integration of existing European research and education infrastructure, particularly 
eduROAM wireless access services coordinated by GÉANT, with EUDIW capabilities 
represents a strategic pathway for evolutionary enhancement rather than wholesale 
infrastructure replacement. The technical and governance considerations for eduROAM 
integration with eIDAS2 frameworks are detailed in Annex 15. 
 
The European Universities Initiative, comprising over 60 transnational alliances, faces 
significant identity and mobility challenges addressed through the AllianceID credential 
(see Annex 17 for detailed implementation analysis). 
 
Digital solutions for current limitations: 
 
¶ Technical capabilities: 

o Secure credential storage through EUDI wallets 
o Verifiable records using distributed ledger technologies 
o Standardised data exchange formats 

¶ Implementation requirements: 
o Common data standards 
o Privacy protection measures 
o Cross-border interoperability protocols 

 
However, the successful implementation of these technologies would require 
addressing several challenges, including ensuring widespread adoption, maintaining 
data privacy, and creating standardised formats for educational data that can be used 
across different systems and countries. 
 
As Europe moves forward, the challenge will be to harness digital opportunities while 
respecting the autonomy of member states and the rich diversity of educational 
traditions across the continent. 
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CHAPTER 3: STATUS QUO 

3.1 Introduction 

The education and professional qualification domain in Europe is characterised by 
diverse governance models, accreditation systems, and recognition processes. While 
formal education is consistently regulated, digitalisation and cross-border 
interoperabilit y remain uneven across Member States. Currently, approximately 1.7 
million higher education diplomas are issued annually across the EU, yet only 23% are 
delivered in machine-readable digital formats, highlighting the significant digitalisation 
gap. 

The DC4EU project, through Work Package 5 (WP5), has conducted extensive baseline 
analysis of current governance, data systems, and credential practices, in order to 
establish a consolidated understanding of the present situation. This analysis 
encompasses 16 Member States representing 89% of the EU population, with responses 
from 73 educational institutions and 42 competent authorities. 

This chapter summarises the main findings of these analyses, integrating structured 
questionnaires, ecosystem mapping, and the experiences of piloting partners 
documented in the DNS-track registry. It aims to highlight both the strengths and 
challenges in building a trust framework for education and professional qualifications 
within the EUDI Wallet. 

Existing federated identity infrastructure, including eduGAIN federation supporting 
MyAcademicID credentials and eduROAM wireless access services, represents 
established operational systems serving millions of users across European research and 
education institutions. The strategic integration pathways enabling these proven 
systems to leverage EUDIW capabilities whilst maintaining operational continuity are 
examined in Annex 14 (MyAcademicID implementation) and Annex 15 (eduROAM 
integration). 

The European Student Card, as a key building block of the European Student Card 
Initiative coordinated by DG EAC, represents an operational centralised verification 
service serving higher education institutions across the European Education Area. The 
integration pathways enabling this established service to evolve towards EUDIW-
compatible verifiable credentials whilst maintaining operational continuity are examined 
in detail in Annex 14 (European Student Card implementation in DC4EU). 

AllianceID provides a novel credential type specifically designed for European University 
Alliances, enabling seamless cross-institutional collaboration whilst preserving 
institutional sovereignty (detailed in Annex 17). 
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3.2 Participants and Return Rates 

3.2.1 Participants 

The questionnaires for education and professional qualification use cases were 
distributed to 85 institutions across 16 European countries. Participants are members of 
the DC4EU consortium or candidates for membership. 

A request has been made to ensure that if the receiving institution is not responsible for 
a specific use case, it should pass the questionnaires along to the appropriate body that 
is responsible. Additionally, all recipients were requested to share the questionnaires 
with their national competent authorities to obtain a comprehensive overview of the 
respective country's perspective. 

Further, the questionnaires were extended to 20 institutions across 10 European 
countries that are not participating in the DC4EU project. 

3.2.2 Return Rates 

The questionnaires were completed by a total of 73 institutions from 16 countries. 

ӱШ9ŸŰƚŸƖƣŔƨůаШΝΠоΝΣШĦŸƨŰƣƖŔĲƚШыΥΥӖь.  

ӱШ ŸŰ-consortium: 2/10 countries (20%). 
ӱШEĬƨĦċƣŔŸŰШĦƖĲĬĲŰƣŔċũШƖĲƓũŔĲƚаШΠΞШŔŰƚƣŔƣƨƣŔŸŰƚШŉƖŸůШΝΠШĦŸƨŰƣƖŔĲƚ.  

ӱШÂƖŸŉĲƚƚŔŸŰċũШƕƨċũŔŉŔĦċƣŔŸŰШƖĲƓũŔĲƚаШΟΝШŔŰƚƣŔƣƨƣŔŸŰƚШŉƖŸůШΝΞШĦŸƨŰƣƖŔĲƚ. 

Key Findings  

ӱШÅĲƚƓŸŰƚĲШƖċƣĲаШΤΟоΝΜΡШŔŰƚƣŔƣƨƣŔŸŰƚШыΤΜӖ). 

ӱШ9ŸƻĲƖċŊĲаШΝΣШEÖШ~ĲůĤĲƖШÉƣċƣĲƚШƖĲƓƖĲƚĲŰƣŔŰŊШΥΦӖШŸŉШEÖШƓŸƓƨũċƣŔŸŰ. 

ӱШÉĲĦƣŸƖċũШĬŔƚƣƖŔĤƨƣŔŸŰаШΡΥӖШőŔŊőĲƖШĲĬƨĦċƣŔŸŰЯШΞΠӖШéEÑЯШΝΥӖШŸƣőĲƖ. 

3.2.3 Coverage 

The questionnaires encompass 16 out of the 27 EU member states (MSs). Countries 
participating in the DC4EU consortium for education use cases include: Belgium, 
Germany, Hungary, Italy, Lithuania, Poland, Portugal, Romania, Spain, and Sweden. 
Candidate countries include Finland, France, and the Netherlands. Non-member 
respondents include Estonia, Latvia, and Slovenia. 

FIGURE 3 COUNTRIES WITHIN DC4EU, ENHANCING PILOTING AGENTS 
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TABLE 3 SURVEY  PARTICIPATING INSTITUTIONS BY COUNTRY AND USE CASE 

Country Institution  Acronym Education Prof. Quals 
BE Flemish Ministry of Education FMOE 1 0 
DE RWTH Aachen University RWTH 1 1 
ES Universidad Politécnica de Madrid UPM 1 1 
ES Universidad de Murcia UM 1 0 
ES Universitat Rovira i Virgili URV 1 1 
FI Finnish National Agency for Education EDUFI 1 1 
FR Ministry of Higher Education MESR 1 0 
HU Educational Authority OH 1 1 
IT University of Bologna UNIBO 1 1 
LT Centre for Quality Assessment SKVC 1 0 
NL SURF SURF 1 0 
PL University of Warsaw UW 1 1 
PT University of Porto UP 1 1 
RO Ministry of Education MEC 1 1 
SE Swedish Council for Higher Education UHR 1 0 
SI Ministry of Education MIZS 1 0 
Total 

  
16 10 
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3.3 Governance and Licensing of Educational Institutions 

3.3.1 Legal Framework 

The education credential framework is primarily established by the following regulations 
and directives: 

ӱШEuropass Decision (EU) 2018/646: Establishes a common framework for 
providing better services for skills and qualifications, including the European 
Digital Credentials Infrastructure (EDCI) [16].  

ӱШRecommendation on the European Qualifications Framework (2017/C 
189/03): Provides the reference framework for comparing qualification levels 
across Europe [17].  

ӱШBologna Process agreements : Establishes the three-cycle degree system and 
ECTS credit system for higher education harmonisation.  

ӱШDirective 2005/36/EC on recognition of professional qualifications : Governs 
the mutual recognition of professional qualifications across Member States [18].  

ӱШNational Education Legislation : Each Member State maintains specific 
provisions governing credential issuance and verification procedures. 

In conjunction with these legislative frameworks, additional relevant standards and 
guidance play a crucial role: 

ӱШELMO/EMREX standards: Data model/Technical specifications for electronic 
exchange of student data between higher education institutions.  

ӱШEuropean Learning Model (ELM) v3: Data model for expressing any type of 
learning/professional achievement in Europe (all types/levels of education).  

ӱШW3C Verifiable Credentials : International standard for expressing credentials 
on the Web in a cryptographically secure manner. 

3.3.2 Characteristics of Educational Governance 

Licensing educational institutions is a fundamental component of governance. Survey 
results indicate: 

Table 4 LICENSING REQUIREMENTS BY EDUCATION TYPE 

Education Type Licensing 
Required 

Central 
Authority 

Regional 
Authority 

Universities 100% 62% 38% 
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Universities of Applied 
Sciences 

88% 54% 34% 

General Upper Secondary 88% 46% 42% 
Technical/Vocational (VET) 81% 38% 43% 
Primary Schools 81% 31% 50% 
Liberal Adult Education 46% 23% 23% 

Governance structures vary: 

¶ Centralised systems  (31% of respondents): France, Luxembourg, Romania rely 
on ministry-level authorities. 

¶ Hybrid models  (50% of respondents): Finland, Italy, Portugal, Spain combine 
national oversight with regional responsibilities. 

¶ Fully regionalised models  (19% of respondents): Germany assigns licensing 
powers to subnational entities. 

Licensing is frequently complemented by accreditation processes, particularly in higher 
education, where external quality assurance bodies evaluate compliance with European 
standards (ESG - Standards and Guidelines for Quality Assurance in the European Higher 
Education Area). 

Key Findings  

¶ 100% of universities require licensing across all Member States.  
¶ Quality assurance agencies operate in 94% of surveyed countries. 
¶ Average accreditation cycle: 5-7 years for institutional accreditation. 

3.4 Electronic Credential Issuance 
Electronic diploma issuance remains fragmented across Europe, reflecting deep-rooted 
institutional practices and national regulations that have evolved independently over 
decades. WP5 survey results, combined with detailed institutional analysis, reveal a 
complex landscape of formats, verification methods, and technological readiness. 

3.4.1 Diversity in Credential Formats 

Educational institutions across Europe issue credentials in a wide range of formats, 
creating significant interoperability challenges: 

Paper-based credentials remain common in many European countries, particularly in 
Hungary, Italy, Spain, and Cyprus where less than 20% of credentials are digital. These 
often incorporate security features such as: 

¶ Watermarks and security paper (used in 73% of paper-issuing countries). 
¶ Holograms and embossed seals (62% of cases). 
¶ Manual signatures and stamps (89% of cases). 
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However, paper credentials present fundamental challenges: 

¶ Cross-border verification requires physical document examination or certified 
copies. 

¶ Vulnerability to loss, damage, or forgery. 
¶ Average verification time of 5-15 business days for international cases. 
¶ No possibility for automated processing or partial disclosure. 

Digital credentials are gaining traction but lack standardisation: 

¶ Simple PDF documents (most common, 67% of digital credentials). 
¶ PDF with electronic signatures/seals (28% of digital credentials). 
¶ Machine-readable formats like XML or JSON (only 5% of digital credentials). 
¶ Blockchain-based certificates (pilot phase in 4 countries). 

Hybrid approaches are emerging, with institutions providing both paper and digital 
versions. This duplication, while offering flexibility, increases administrative burden and 
can create confusion about which version is authoritative. 

3.4.2 Verification Processes and Challenges 

The verification of educational credentials remains a complex and often manual 
process across Europe: 

Current verification methods: 

¶ Direct communication with issuing body (78% of institutions). 
¶ National verification platforms (31% of countries). 
¶ Manual comparison with samples (45% of cases). 
¶ Digital verification via QR codes or online portals (23% of institutions). 

Systematic challenges identified: 

Many institutions still rely on direct email or phone contact with the issuing body for 
verification. This method, while potentially thorough, is: 

¶ Time-consuming (average 7-10 business days). 
¶ Resource-intensive (estimated 45 minutes staff time per verification). 
¶ Prone to delays when dealing with different time zones or holiday periods. 
¶ Vulnerable to social engineering attacks. 

Some countries have implemented digital verification platforms at national level: 

¶ Netherlands: DUO system for Dutch educational credentials. 
¶ Denmark: Digital infrastructure covering 75% of higher education credentials. 
¶ Greece: National registry with online verification portal. 
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However, these systems often lack interoperability with other countries' platforms, 
limiting their usefulness in a pan-European context. The lack of standardised, cross-
border verification creates: 

¶ Inefficiencies requiring multiple verification pathways. 
¶ Security risks from inconsistent verification standards. 
¶ Barriers to student mobility and professional recognition. 
¶ Potential for credential fraud through verification gaps. 

The automation gap: 

Our analysis reveals critical infrastructure needs: 

¶ Only 18% of institutions report any automated verification processes. 
¶ 92% still require human evaluation for credential validation. 
¶ Average processing time for international credentials: 12 business days. 
¶ EƚƣŔůċƣĲĬШċŰŰƨċũШĦŸƚƣШŸŉШůċŰƨċũШƻĲƖŔŉŔĦċƣŔŸŰаШқΝΞΤШůŔũũŔŸŰШċĦƖŸƚƚШƚƨƖƻĲǃĲĬШ

institutions . 

3.4.3 Digital Maturity Categories 

WP5 survey results identify four distinct categories of digital credential maturity: 

Table 5 DIGITAL CREDENTIAL ISSUANCE MATURITY BY COUNTRY 

Category Countries Digital 
Coverage 

Format Verification 
Method 

Widespread 
electronic 
issuance 

Denmark, Greece, 
Lithuania, 
Netherlands, 
Norway, Portugal 

>75% PDF with e-
signatures, 
some XML 

Online portals, 
APIs 

Limited but 
recognised use 

Finland, Sweden, 
France 

40-60% PDF, limited 
structured 
data 

Mixed 
digital/manual 

In transition Estonia, Latvia, 
Poland, Romania, 
Germany 

20-40% Mostly PDF, 
pilots for VC 

Primarily 
manual 

Predominantly 
paper-based 

Hungary, Italy, 
Spain, Cyprus 

<20% Paper with 
security 
features 

Manual only 

This fragmentation creates a multi-speed Europe where students and professionals 
from digitally advanced countries enjoy significantly faster credential processing and 
recognition. 
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3.4.4 Building on Bologna Process Achievements 

The current digital credential challenges mirror those successfully addressed by the 
Bologna Process for degree structures and quality assurance. These historical lessons 
inform the path forward: 

Key Bologna Process achievements relevant to digitalisation: 

¶ Common standards with national autonomy: The three-cycle system 
(Bachelor/Master/Doctorate) was adopted while preserving national degree 
names and structures. 

¶ Voluntary framework achieving widespread adoption: 48 countries joined 
without EU mandate. 

¶ Practical tools solving complex problems: ECTS created a common "currency" 
for academic credit. 

¶ Quality assurance standardisation: ESG provided common standards while 
respecting institutional diversity. 

Parallels for digital credential standardisation: 

Just as ECTS enabled credit transfer without requiring identical course structures, 
digital credentials need: 

¶ Standardised data formats that accommodate national variations. 
¶ Trust frameworks that work across borders while respecting sovereignty. 
¶ Technical standards that support both advanced and developing digital 

infrastructures. 
¶ Governance models that balance European coordination with institutional 

autonomy. 

The Bologna Process demonstrated that seemingly insurmountable differences in 
educational systems can be bridged through: 

1. Focus on practical interoperability rather than complete harmonisation. 
2. Stakeholder-driven development ensuring buy-in. 
3. Gradual implementation allowing institutions to adapt. 
4. Clear benefits that incentivise voluntary participation. 

3.4.5 Security and Authentication Mechanisms 

Current digital credentials employ various security mechanisms with varying levels of 
sophistication:  

Authentication methods in use: 
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¶ Basic PDF protection (45% of digital credentials): Password protection, no 
cryptographic verification. 

¶ Advanced electronic signatures (28%): Qualified signatures under eIDAS. 
¶ Electronic seals (18%): Institution-level cryptographic seals. 
¶ Blockchain anchoring (4%): Pilot projects in Italy, Spain, Germany, Malta. 
¶ Centralised verification databases (31%): National registries with API access. 

Critical security gaps: 

¶ 45% of digital credentials lack cryptographic protection. 
¶ No mutual recognition framework for verification methods. 
¶ Inconsistent implementation of eIDAS standards. 
¶ Limited protection against sophisticated forgery. 

These divergences highlight the urgency of transitioning towards structured verifiable 
credentials aligned with EBSI and the EUDI Wallet framework, building on Bologna 
Process principles of voluntary convergence toward common standards. 

3.5 Educational Data and Registers 

3.5.1 Central Repositories for Educational Data 

Electronic registries are central to data-driven governance, yet their scope differs by 
education type: 

Table 6 NATIONAL REGISTRY COVERAGE BY EDUCATION LEVEL 

Education Level National 
Registry 

Regional 
Only 

No Digital 
Registry 

Higher Education 81% 13% 6% 
Universities of Applied 
Sciences 

79% 15% 6% 

General Upper Secondary 76% 18% 6% 
Vocational (VET) 68% 24% 8% 
Primary Education 56% 38% 6% 
Adult Education 42% 25% 33% 

3.5.2 Data Model Adoption 

Data models are unevenly applied across Member States: 

¶ Common national data models : Used in 58% of countries. 
¶ International standard alignment : Only 23% use ELM, ELMO, or EMREX. 
¶ Proprietary schemas : 42% rely on institution-specific formats. 
¶ German XSchule/XBildung : Adopted nationally with 87% coverage. 
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In WP5's ecosystem survey, just 20% of organisations reported using internationally 
standardised schemas, creating significant interoperability barriers. 

3.5.3 Security and Privacy Frameworks 

The educational and qualification ecosystem involves multiple categories of actors with 
diverse and sometimes conflicting needs. Understanding these stakeholder 
perspectives is crucial for developing effective digital credential solutions that balance 
innovation with practical requirements. Security and privacy compliance in educational 
data management represents a critical intersection of legal requirements, technical 
capabilities, and stakeholder trust. While GDPR provides a baseline framework, the 
implementation across educational systems reveals significant variations and 
challenges. 

Regulatory compliance landscape:  

All surveyed countries adhere to the General Data Protection Regulation (GDPR), but 
implementation varies significantly: 

¶ GDPR baseline: 100% compliance claimed, but interpretation differs across 
Member States. 

¶ ISO 27001 certification : 46% of registry operators maintain certification 
¶ National frameworks :  

o ENS (Esquema Nacional de Seguridad) in Spain. 
o BSI Standards in Germany. 
o ANSSI requirements in France. 
o NIS2 Directive implementation in 31% of countries. 

¶ Education -specific standards : Only 27% of countries have sector-specific data 
protection guidelines. 

Implementation variations and gaps:  

Despite GDPR uniformity in principle, practical implementation reveals concerning 
disparities: 

Data controller definitions: Educational institutions interpret their role as data 
controllers differently: 

¶ 62% consider themselves sole controllers of student data. 
¶ 23% view themselves as joint controllers with ministry/authorities. 
¶ 15% unclear on controller status for alumni data. 

Consent mechanisms: Varying approaches to legal basis for data processing: 

¶ 54% rely on "legitimate interest" for credential issuance. 
¶ 31% require explicit consent for each data sharing instance. 
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¶ 15% use "public task" legal basis. 

Retention periods: No harmonised approach to credential data retention: 

¶ Range from 5 years to indefinite retention. 
¶ 42% of institutions lack clear retention policies. 
¶ Conflict between "right to be forgotten" and need for credential verification. 

Cross-border data exchange challenges:  

Limited mechanisms exist for secure, efficient cross-border exchange of educational 
data: 

Current exchange methods: 

¶ Email with attachments (still used by 67% of institutions). 
¶ Secure file transfer protocols (23%). 
¶ API-based exchange (8%). 
¶ Blockchain/DLT pilots (2%). 

Identified barriers: 

¶ Legal uncertainty : 73% of institutions cite unclear legal basis for cross-border 
sharing. 

¶ Technical incompatibility : Different encryption standards and protocols. 
¶ Trust deficits : No mutual recognition of security certifications. 
¶ Language barriers: Privacy notices and consent forms in national languages only. 

EMREX initiative limitations: While EMREX aims to facilitate secure exchange in higher 
education: 

¶ Adoption limited to 11 countries. 
¶ Covers only higher education credentials. 
¶ No integration with professional qualification systems. 
¶ Technical complexity deters smaller institutions. 

Privacy versus verification paradox:  

Balancing data sharing for recognition purposes with privacy requirements creates 
systematic tensions: 

Conflicting requirements: 

¶ Verification needs  require sharing: Name, date of birth, qualification details, 
grades, institution. 
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¶ Privacy principles  demand minimisation: Least data necessary, purpose 
limitation, storage limitation . 

¶ Anti -fraud measures  need comprehensive data: Historical records, biometric 
ties, audit trails. 

Current approaches and their limitations: 

1. Full disclosure model  (45% of institutions): 
o Entire transcript shared for verification. 
o Violates data minimisation principle. 
o Exposes unnecessary personal information. 

2. Selective disclosure attempts  (31% of institutions): 
o Manual redaction of documents. 
o Time-consuming and error-prone. 
o No cryptographic proof of unmodified portions. 

3. Binary verification  (24% of institutions): 
o Yes/no confirmation only. 
o Insufficient for recognition decisions. 
o No gradient of qualification details. 

Emerging privacy-preserving technologies:  

Several institutions are piloting advanced approaches: 

¶ Zero-knowledge proofs : Allowing verification without revealing underlying data 
(3 pilot projects). 

¶ Selective disclosure credentials : Cryptographically proven partial revelation 
(EBSI pilots). 

¶ Homomorphic encryption : Processing encrypted data without decryption 
(research phase). 

¶ Federated learning : Distributed verification without central data collection 
(conceptual stage). 

Student data control gaps:  

Current systems provide limited control to students over their educational data: 

¶ Access rights : Only 58% of institutions provide digital access to own records. 
¶ Portability : 34% offer data in machine-readable format (GDPR Article 20). 
¶ Correction mechanisms : 76% require written requests for data corrections. 
¶ Sharing transparency : Only 19% provide logs of who accessed student data. 

Security incident preparedness:  

Varying levels of security maturity across educational institutions: 
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¶ Incident response plans : 61% have documented procedures. 
¶ Data breach experience : 23% reported breaches in past 3 years. 
¶ Regular security audits : Only 38% conduct annual assessments. 
¶ Encryption at rest : 54% encrypt stored credential data. 
¶ Encryption in transit : 72% use encrypted transmission. 

Compliance cost burden:  

The fragmented approach to security and privacy creates significant costs: 

¶ Average annual compliance cost аШқΝΞΤЯΜΜΜШƓĲƖШőŔŊőĲƖШĲĬƨĦċƣŔŸŰШŔŰƚƣŔƣƨƣŔŸŰ. 
¶ Staff time allocation : 2.3 FTE average for GDPR compliance. 
¶ External audit costs аШқΝΡЯΜΜΜ-45,000 per annual assessment. 
¶ System modification costs аШ қΞΟΜЯΜΜΜШ ċƻĲƖċŊĲШ ŉŸƖШ ]?ÂÅШ ĦŸůƓũŔċŰĦĲШ

implementation. 

Trust framework requirements:  

Analysis reveals critical requirements for an effective privacy-preserving trust 
framework: 

1. Harmonised interpretation  of GDPR for educational data. 
2. Mutual recognition  of security certifications. 
3. Technical standards  for privacy-preserving verification. 
4. Clear legal basis  for cross-border educational data exchange. 
5. Student -centric controls  for data sharing and access. 
6. Automated compliance  through privacy-by-design architecture. 

These fragmented approaches to security and privacy not only create inefficiencies but 
also undermine stakeholder trust in digital credential systems. The path forward requires 
both technical innovation in privacy-preserving technologies and regulatory clarity on 
educational data handling, building on GDPR foundations while addressing sector-
specific needs. 

 

3.6 Professional Qualifications 

3.6.1 General Characteristics 

Professional qualifications in Europe represent a complex landscape of regulated and 
non-regulated professions, with management systems varying significantly across 
Member States. Unlike academic credentials, professional qualifications often carry 
legal implications for practice rights and public safety, adding layers of complexity to 
their management and recognition. 
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Survey findings from WP5 indicate: 

¶ Digital registers exist: In 54% of Member States. 
¶ Machine-readable data: Available in only 31% of cases. 
¶ Manual verification: Still required in 69% of cross-border cases. 
¶ Average processing time: 42 days for recognition decisions. 
¶ Regulated professions covered: Approximately 5,000 different professions across 

the EU. 

The fragmentation is particularly acute given that each Member State maintains 
sovereign control over professional regulation, reflecting national labour market needs, 
safety requirements, and professional traditions. 

3.6.2 Recognition Processes 

Cross-border recognition is primarily governed by EU Directive 2005/36/EC on the 
recognition of professional qualifications, yet implementation reveals significant 
challenges: 

Current recognition mechanisms: 

¶ Automatic recognition: Applied to only 7 regulated professions (doctors, nurses, 
midwives, dentists, pharmacists, architects, veterinary surgeons). 

¶ General system: Requires case-by-case assessment in 85% of applications. 
¶ European Professional Card (EPC): Implemented for only 5 professions (general 

care nurses, pharmacists, physiotherapists, real estate agents, mountain 
guides). 

¶ IMI system usage: 62% of competent authorities actively use the Internal Market 
Information system. 

Processing characteristics: 

¶ Average time for automatic recognition: 3 months (legal maximum). 
¶ Average time under general system: 4-6 months. 
¶ Compensation measures required: 43% of cases. 
¶ Appeals against decisions: 12% of applications. 

3.6.3 Recognition Challenges 

The recognition of professional qualifications faces multiple structural challenges that 
significantly impact professional mobility: 

Regulatory complexity: 

Each EU Member State maintains distinct regulations for professional recognition, 
creating a patchwork of requirements: 
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¶ Variation in regulated professions: A profession regulated in one country may be 
unregulated in another. 

¶ Different qualification levels: The same profession may require different 
educational levels across countries. 

¶ Language requirements: 78% of Member States require language proficiency 
testing.. 

¶ Professional experience requirements: Varying from 0-3 years depending on 
country and profession 

Fragmented competent authorities: 

The responsibility for recognition is distributed among numerous authorities based on 
professional fields: 

¶ Healthcare professions: Typically managed by health ministries or professional 
chambers. 

¶ Technical professions: Often under industry or economy ministries. 
¶ Educational professions: Managed by education ministries. 
¶ Legal professions: Usually controlled by justice ministries or bar associations. 

This fragmentation creates significant challenges: 

¶ Applicants must identify the correct authority among potentially dozens. 
¶ Each authority may have different procedures and requirements. 
¶ No single point of contact for multi-qualification professionals. 
¶ Limited coordination between authorities even within the same country. 

Digital service gaps: 

While some countries have implemented digital services for professional recognition: 

¶ Only 38% offer fully online application processes. 
¶ 23% still require all documents in paper format. 
¶ 46% have partial digitalisation (online application but paper supporting 

documents). 
¶ No standardised format for professional qualification certificates exists. 

The European Professional Card, despite being electronic, faces limitations: 

¶ Limited to 5 professions out of approximately 5,000 regulated professions. 
¶ Not universally accepted even for covered professions. 
¶ Technical interoperability issues with national systems. 
¶ Low awareness among professionals (survey indicates 34% awareness rate). 
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3.6.4 Academic Recognition Issues 

The recognition of academic qualifications for further study presents distinct challenges 
from professional recognition: 

Institutional autonomy paradox: 

While institutional autonomy is a fundamental principle of European higher education, it 
creates inconsistencies: 

¶ Varied recognition practices: The same qualification may receive different 
recognition decisions at different institutions. 

¶ Subjective evaluation criteria: 67% of institutions report using "holistic" 
assessment without standardised criteria. 

¶ Processing time variations: From 2 weeks to 4 months for similar qualifications. 
¶ Appeal mechanisms: Only 54% of institutions have formal appeal procedures. 

ECTS implementation gaps: 

Despite widespread ECTS adoption, significant challenges remain: 

¶ Credit calculation differences: The same course may receive different ECTS 
values at different institutions. 

¶ Grade conversion issues: No standardised grade conversion tables. 
¶ Learning outcome misalignment: 41% of institutions report difficulties matching 

learning outcomes. 
¶ Partial recognition problems: Inconsistent approaches to recognising incomplete 

qualifications . 

Automation barriers: 

The lack of automation in recognition processes creates systemic inefficiencies: 

¶ Manual evaluation prevalence: 89% of recognition decisions require human 
assessment. 

¶ Document authentication burden: Average 3.2 documents required per 
application. 

¶ Duplicate assessments: The same qualification may be evaluated multiple times 
¶ No shared recognition databases: Previous positive decisions aren't 

systematically shared. 

3.6.5 Impact on Mobility 

These recognition challenges create measurable impacts on professional and 
academic mobility: 
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Professional mobility barriers: 

¶ Discouraged mobility: 31% of surveyed professionals cite recognition complexity 
as a barrier to moving. 

¶ Underemployment: 24% of mobile professionals work below their qualification 
level while awaiting recognition. 

¶ Career interruption: Average 6-month gap in professional practice during 
recognition. 

¶ [ŔŰċŰĦŔċũШŔůƓċĦƣаШEƚƣŔůċƣĲĬШқΟЯΡΜΜШċƻĲƖċŊĲШĦŸƚƣШƓĲƖШƓƖŸŉĲƚƚŔŸŰċũШŉŸƖШƖĲĦŸŊŰŔƣŔŸŰШ
procedures. 

Academic mobility constraints: 

¶ Study delays: 28% of mobile students experience study delays due to recognition 
issues. 

¶ Programme switching: 19% must change study programmes due to recognition 
problems. 

¶ Credit loss: Average 15 ECTS credits "lost" in recognition processes. 
¶ Discouraged applications: 43% of students consider but abandon international 

study due to recognition uncertainty. 

3.6.6 Current Improvement Initiatives 

Despite challenges, several initiatives are attempting to improve professional 
qualification management: 

Digital transformation efforts: 

¶ National single points of contact: Established in all Member States but with 
varying functionality. 

¶ EURES portal integration: Links professional mobility with job opportunities. 
¶ Regulated professions database: European Commission database covering all 

regulated professions. 
¶ IMI system enhancements: Ongoing improvements to the Internal Market 

Information system. 

Pilot projects and innovations: 

The DC4EU pilots are testing verifiable credentials for professional qualifications, 
demonstrating: 

¶ Verification time reduction from 42 days to under 1 hour. 
¶ Cryptographic proof of authenticity eliminating forgery risks. 
¶ Selective disclosure allowing professionals to share only required information. 
¶ Cross-border interoperability through EBSI infrastructure. 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

44 

However, these remain in pilot phase with challenges including: 

¶ Legal recognition of digital credentials. 
¶ Integration with existing professional registers. 
¶ Competent authority readiness. 
¶ Professional body acceptance. 

The path toward streamlined professional qualification management requires 
addressing both technical and regulatory barriers, building on existing frameworks while 
embracing digital innovation. The lessons from academic credential digitalisation, 
particularly the Bologna Process approach of voluntary convergence, offer valuable 
insights for professional qualification reform. 

 

3.7 Ecosystem of Stakeholders 

The educational and qualification ecosystem involves multiple categories of actors with 
diverse and sometimes conflicting needs. Understanding these stakeholder 
perspectives is crucial for developing effective digital credential solutions that balance 
innovation with practical requirements. 

Table 7 STAKEHOLDER CATEGORIES AND ROLES 

Category Examples Primary Role % 
Participation 

Key Systems 
Used 

Public bodies Ministries, 
accreditation 
agencies 

Governance, 
oversight 

100% National 
registers, 
ENIC-NARIC 

Educational 
institutions  

Universities, VET 
schools 

Issuance, 
verification 

87% SIS, credential 
platforms 

Registry 
operators 

National 
databases 

Data 
management 

73% Various 
national 
systems 

Quality 
assurance 

QA agencies, 
EQAR members 

Accreditation 94% ESG 
frameworks 

Private 
entities 

Wallet providers, 
TSPs 

Infrastructure 42% EBSI, eIDAS 
services 

Networks NRENs1, GEANT Interoperability 38% EMREX, EWP 

 

 
1 NRENs: National Research and Education Networks providing connectivity and services to education 
institutions  
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3.7.1 Stakeholder Needs and Concerns 

Different stakeholders express distinct, often competing requirements for credential 
management systems: 

Educational Institutions  

Educational institutions face mounting pressure to modernise while maintaining 
academic traditions: 

Administrative burden concerns: 

¶ Average 3.7 FTE dedicated to credential issuance and verification. 
¶ қΠΡΜЯΜΜΜШċŰŰƨċũШŸƓĲƖċƣŔŸŰċũШĦŸƚƣШŉŸƖШĦƖĲĬĲŰƣŔċũШůċŰċŊĲůĲŰƣ. 
¶ 45 minutes average processing time per credential verification. 
¶ 12% of requests require multiple verification rounds. 

Autonomy versus standardisation tensions: 

¶ 78% express concern about losing institutional identity in standardised formats. 
¶ 65% want to maintain unique credential elements (honours, specialisations). 
¶ 82% support standardisation if it preserves institutional branding. 
¶ 43% fear standardisation may reduce competitive differentiation. 

Technology adaptation challenges: 

¶ EƚƣŔůċƣĲĬШқΝЮΞШůŔũũŔŸŰШċƻĲƖċŊĲШŔůƓũĲůĲŰƣċƣŔŸŰШĦŸƚƣШŉŸƖШŰĲƽШĦƖĲĬĲŰƣŔċũШƚǃƚƣĲůƚ. 
¶ 6-18 month implementation timeline. 
¶ Staff training needs: average 40 hours per employee. 
¶ Legacy system integration: 67% report significant technical debt. 
¶ Vendor lock-in concerns: 54% worried about proprietary solutions. 

Students and Graduates  

Learners demand greater control and flexibility in managing their educational 
achievements: 

Portability and recognition requirements: 

¶ 89% expect instant credential verification. 
¶ 76% need credentials recognised across borders. 
¶ 93% want single storage for all educational achievements. 
¶ 67% require multilingual credential options. 
¶ 84% need credentials to remain valid indefinitely. 

Privacy and control demands: 
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¶ 91% want to control who sees their credentials. 
¶ 78% demand selective disclosure capabilities. 
¶ 85% concerned about educational data being sold/misused. 
¶ 72% want ability to revoke access to shared credentials. 
¶ 69% seek transparency about data usage. 

Emerging credential needs: 

¶ 64% have completed online courses requiring recognition. 
¶ 58% possess micro-credentials not captured in traditional systems. 
¶ 71% want to include non-formal learning achievements. 
¶ 45% seek to demonstrate soft skills and competencies. 
¶ 82% believe traditional transcripts inadequately represent their capabilities. 

Employers and Professional Bodies  

Organisations recruiting and regulating professionals have specific verification needs: 

Verification efficiency requirements: 

¶ 94% need verification within 48 hours for hiring decisions. 
¶ 87% require cryptographic proof of authenticity. 
¶ 76% want automated verification APIs. 
¶ 83% need to verify multiple credentials per candidate. 
¶ 91% require verification audit trails for compliance. 

Skills and competency visibility: 

¶ 68% report traditional degrees provide insufficient information. 
¶ 79% want to see specific skills and learning outcomes. 
¶ 72% need to verify continuous professional development. 
¶ 65% seek evidence of practical experience. 
¶ 88% value industry certifications alongside formal qualifications. 

International recruitment challenges: 

¶ Average 8.3 days to verify international qualifications. 
¶ 34% of international credentials cannot be fully verified. 
¶ қΞЯΝΜΜШċƻĲƖċŊĲШĦŸƚƣШƓĲƖШŔŰƣĲƖŰċƣŔŸŰċũШĦċŰĬŔĬċƣĲШƻĲƖŔŉŔĦċƣŔŸŰ. 
¶ 41% report losing candidates due to verification delays. 
¶ 28% have encountered fraudulent international credentials. 

Regulatory and Accreditation Bodies  

Organisations maintaining quality and standards face evolving challenges: 
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Quality assurance priorities: 

¶ Ensuring credential integrity while enabling innovation. 
¶ Preventing credential fraud (reported 3% annual increase). 
¶ Maintaining registers of authorised issuers. 
¶ Adapting standards to digital formats. 
¶ Balancing automation with human oversight. 

Cross-border cooperation needs: 

¶ 73% report inadequate information sharing mechanisms. 
¶ 81% lack real-time access to other countries' qualification databases. 
¶ 67% struggle with different quality assurance frameworks. 
¶ 89% need better incident response coordination. 
¶ 76% want mutual recognition agreements for digital credentials. 

Innovation versus regulation balance: 

¶ Pressure to enable new credential types (micro-credentials, badges). 
¶ Need to maintain rigorous standards (98% cite as top priority). 
¶ Challenge of regulating decentralised credentials. 
¶ Uncertainty about blockchain/DLT credentials legal status. 
¶ Demand for regulatory sandboxes to test innovations. 

3.7.2 Conflicting Stakeholder Interests 

The ecosystem reveals several areas where stakeholder needs conflict: 

Speed versus thoroughness:  

¶ Employers want instant verification. 
¶ Institutions need time for proper validation. 
¶ Students expect immediate credential issuance. 
¶ Regulators require comprehensive checks. 

Standardisation versus differentiation:  

¶ European bodies push for harmonisation. 
¶ Institutions want to preserve uniqueness. 
¶ Employers need comparable qualifications. 
¶ Students want personalised credentials. 

Transparency versus privacy:  

¶ Employers seek comprehensive background information. 
¶ Students demand privacy protection. 
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¶ Institutions need fraud prevention capabilities. 
¶ Regulators require audit trails. 

Innovation versus stability:  

¶ Technology providers promote cutting-edge solutions. 
¶ Educational institutions have limited change capacity. 
¶ Students adopt new technologies quickly. 
¶ Regulators move cautiously with legal frameworks. 

3.7.3 Stakeholder Readiness Assessment 

Analysis reveals varying levels of digital readiness across stakeholder groups: 

High readiness (>70% prepared): 

¶ Large universities with dedicated IT departments. 
¶ Multinational employers with digital HR systems. 
¶ Students and recent graduates. 
¶ Technical qualification bodies. 

Medium readiness (40-70% prepared): 

¶ Small to medium educational institutions. 
¶ National regulatory bodies. 
¶ Professional associations. 
¶ Public sector employers. 

Low readiness (<40% prepared): 

¶ VET institutions with limited resources. 
¶ Small employers without HR systems. 
¶ Adult education providers. 
¶ Traditional professional bodies. 

3.7.4 Stakeholder Engagement Requirements 

Successful digital credential implementation requires addressing stakeholder needs 
through: 

1. Inclusive governance  involving all stakeholder categories. 
2. Phased implementation  respecting different readiness levels. 
3. Clear value propositions  for each stakeholder group. 
4. Support mechanisms  for lower-readiness stakeholders. 
5. Feedback loops  for continuous improvement. 
6. Trust building  through transparency and security. 
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This diversity of stakeholders and their needs underscores the systemic complexity of 
educational governance, requiring flexible trust models capable of accommodating 
varied requirements while enabling EU-level interoperability. The path forward must 
balance competing interests through carefully designed compromises that provide 
sufficient value to all parties. 

3.8 Piloting Partners 

The DNS-track registry lists the piloting institutions providing verification services for 
educational use cases. The pilots demonstrate three distinct technical approaches: 
classical PKI-based trust lists (Pilot 1), decentralised PKI using via EBSI (Pilot 2) with 
hyrbid model approach, and parallel implementations (Pilot 3). 

Table 8PILOT DISTRIBUTION BY APPROACH AND COUNTRY 

Pilot Type Countries Institutions Status 
Pilot 1 - Classical PKI 5 5 5 operational 
Pilot 2 - Decentralised  11 28 28 operational 
Pilot 3 - Parallel 2 3 6 operational 
Total 13 36 39 operational ( 100%) 

Pilot 2 - Decentralised PKI Implementation (EBSI-based) 

The majority of pilots (81%) have chosen the EBSI-based approach, with operational 
endpoints across: 

¶ Belgium : Howest. 
¶ Germany: Ludwig-Maximilians-Universität München, Humboldt-Universität zu 

Berlin. 
¶ Hungary: Edutus University, Budapest University of Technology and Economics 
¶ Italy : University of Bologna. 
¶ Lithuania : Vytautas Magnus University, SKS. 
¶ Poland: 6 universities including University of Warsaw, University of Silesia, 

Medical University of Lublin. 
¶ Portugal : Universidade do Porto, UMAIA. 
¶ Romania: Politehnica University of Timisoara, UEFISCDI, Titu Maiorescu 

University. 
¶ Spain: 8 institutions including Universidad de Alcalá, Universidad de Málaga, 

Universidad de Murcia, Universidad Carlos III, Universitat Rovira i Virgili, CGCOM, 
UNED, Universidad Politécnica de Madrid. 

¶ Sweden: RISE - Research Institutes of Sweden. 
¶ Netherlands : University of Twente, Saxion University (Pilot 3 - EBSI component). 
¶ Portugal : COFAC - Lusofona University (Pilot 3 - EBSI component). 
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Pilot 1 - Classical PKI Trust Lists 

A smaller cohort has implemented traditional PKI-based verification: 

¶ Denmark : DTU (pending). 
¶ Finland : Finnish National Agency for Education (operational). 
¶ Netherlands : SURF (pending). 
¶ Norway: Sikt (pending). 
¶ Sweden: Ladokkonsortiet (pending). 

Pilot 3 - Parallel Approach (PKI & EBSI) 

Three institutions have committed to implementing both approaches: 

¶ Netherlands : University of Twente (EBSI operational, PKI pending). 
¶ Netherlands : Saxion University of Applied Sciences (EBSI operational, PKI 

pending). 
¶ Portugal : COFAC - Lusofona University (EBSI operational, PKI pending). 

Key Findings from Operational Pilots   

ӱШ100% deployment rate : 39 of 39 pilot endpoints are operational. 

ӱШEBSI dominance: 81% of pilots chose decentralised approach. 

ӱШGeographic coverage: 13 countries actively participating.  

ӱШTechnical validation : Both PKI and dPKI(EBSI) approaches proven viable. 

ӱШCross-border readiness : All operational endpoints support cross-border 
verification. 

Key Findings from Pilots   

ӱШ ƻĲƖċŊĲШĦƖĲĬĲŰƣŔċũШƻĲƖŔŉŔĦċƣŔŸŰШƣŔůĲШƖĲĬƨĦĲĬШŉƖŸůШΡШĬċǃƚШƣŸШΟΜШƚĲĦŸŰĬƚ. 

ӱШΦΞӖШƚƨĦĦĲƚƚШƖċƣĲШŔŰШĦƖŸƚƚ-border credential validation. 

ӱШ~ċŔŰШĦőċũũĲŰŊĲƚаШũĲŊċũШƻċũŔĬŔƣǃШыΠΣӖьЯШƨƚĲƖШĲǂƓĲƖŔĲŰĦĲШыΟΝӖьЯШƚĦċũċĤŔũŔƣǃШыΞΟӖь. 

3.9 Conclusions 

The current state of education and professional qualifications in Europe is diverse, 
fragmented, and still in transition to digital. While licensing and accreditation 
frameworks are well-established, with 100% of universities maintaining proper 
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authorisation, the implementation of digital credentials and interoperable data systems 
remains profoundly uneven across Member States and institutional types. 

Digital Transformation Status 

The analysis reveals a multi-speed Europe in credential digitalisation. While 81% of 
Member States maintain national registers for higher education, only 23% use 
internationally standardised data models, and merely 31% of professional qualifications 
have machine-readable verification mechanisms. This fragmentation is not merely 
technical but reflects deeper structural challenges: diverse legal frameworks, varying 
institutional capacities, and different national priorities for educational modernisation. 

The persistence of paper-based credentials in major European economiesуwith 
countries like Italy, Spain, and Hungary showing less than 20% digital adoptionу
demonstrates that technological capability alone does not drive transformation. The 
average verification time of 42 days for professional qualifications and 12 business days 
for international academic credentials represents a significant barrier to mobility in an 
increasingly dynamic European labour market. 

Lessons from Historical Precedents 

The Bologna Process provides crucial insights for the current digitalisation challenge. 
Just as Bologna achieved voluntary convergence in degree structures without imposing 
rigid uniformity, the digital transformation of credentials can succeed through: 

¶ Common standards that preserve institutional autonomy. 
¶ Practical tools that solve real problems for stakeholders. 
¶ Voluntary frameworks that incentivise participation through clear benefits. 
¶ Gradual implementation respecting different readiness levels. 

The success of ECTS in creating a common "currency" for academic credit, despite 
diverse course structures and grading systems, demonstrates that interoperability does 
not require complete harmonisation. This principle is directly applicable to digital 
credentials, where standardised formats must accommodate national variations while 
ensuring cross-border functionality. 

Regulatory and Legal Evolution 

The legal framework analysis reveals both opportunities and challenges. The eIDAS 
Regulation's provision that "an electronic attestation of attributes shall not be denied 
legal effect on the grounds that it is in an electronic form" provides crucial legal 
foundation for digital credentials. However, the complex interplay between EU-level 
frameworks and national education laws creates uncertainty that inhibits innovation. 

The fragmented implementation of GDPR across educational institutionsуwith 
retention periods ranging from 5 years to indefinite and varying interpretations of data 
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controller responsibilitiesуhighlights the need for sector-specific guidance. The current 
ċŰŰƨċũШĦŸůƓũŔċŰĦĲШĦŸƚƣШŸŉШқΝΞΤЯΜΜΜШƓĲƖШőŔŊőĲƖШĲĬƨĦċƣŔŸŰШŔŰƚƣŔƣƨƣŔŸŰШƖĲƓƖĲƚĲŰƣƚШċШ
significant burden that standardised approaches could reduce. 

Stakeholder Complexity and Readiness 

The ecosystem analysis reveals strong engagement from public bodies (100% 
participation) and educational institutions (87%), but limited involvement from private 
sector infrastructure providers (42%). This gap is critical, as technical infrastructure 
requires private sector innovation and investment. The varying readiness levelsуfrom 
highly prepared large universities to struggling VET providersуnecessitate support 
mechanisms and phased implementation approaches. 

The conflicting stakeholder interestsуspeed versus thoroughness, standardisation 
versus differentiation, transparency versus privacyуcannot be resolved through 
technical solutions alone. They require carefully designed governance mechanisms that 
balance competing needs while maintaining system integrity and trust. 

The successful integration of existing federated identity infrastructure with EUDI Wallet 
frameworks is comprehensively demonstrated through the MyAcademicID 
implementation. This case study, detailed in Annex 13, exemplifies how DC4EU's hybrid 
approach enables co-existence and migration pathways between established systems 
(eduGAIN, MyAcademicID) and emerging digital credential infrastructure, directly 
addressing Commission feedback on alignment with existing initiatives. 

Pilot Project Validation 

The DNS-track registry confirms strong technical validation, with 37 operational 
verification endpoints across 13 Member States. The overwhelming preference for EBSI-
based implementations (81% of pilots) signals a clear direction toward decentralised 
identity infrastructure. The demonstrated reduction in verification time from days to 
seconds with a 92% success rate proves the technical feasibility of digital 
transformation. 

However, pilots also reveal persistent challenges: legal validity concerns (46% of pilots), 
user experience issues (31%), and scalability questions (23%). The fact that only 20% of 
PKI-based pilots are operational, compared to 90% of EBSI pilots, suggests that newer 
decentralised approaches may actually be easier to implement than retrofitting 
traditional PKI systems. 

The EducationalID credential, implemented through the hybrid approach (Pilot2), 
demonstrated how institutional identity and affiliation verification can be transformed 
through standardised, privacy-preserving mechanisms. Comprehensive 
implementation results, including technical architecture and governance frameworks, 
are presented in Annex 16. 
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Critical Path Forward 

The analysis identifies five critical requirements for successful digital credential 
transformation: 

1. Harmonised trust framework : Building on eIDAS while respecting educational 
sovereignty, creating mutual recognition without requiring complete 
standardisation. 

2. Practical interoperability : Following the Bologna model of solving specific 
problems (verification, recognition, mobility) rather than attempting 
comprehensive system overhaul. 

3. Stakeholder -centric designаШ ĬĬƖĲƚƚŔŰŊШƣőĲШқΠΡΜЯΜΜΜШċŰŰƨċũШŸƓĲƖċƣŔŸŰċũШĦŸƚƣШ
for institutions, 42-day wait for professionals, and privacy concerns of students 
simultaneously. 

4. Phased implementation : Supporting the 40% of institutions with low digital 
readiness while enabling the 60% ready to advance 

5. Legal clarity : Resolving the current ambiguity around digital credential validity, 
data retention requirements, and cross-border data sharing. 

Systemic Implications 

The current fragmentation imposes substantial costs on European society: an estimated 
қΝΞΤШůŔũũŔŸŰШċŰŰƨċũũǃШŔŰШůċŰƨċũШƻĲƖŔŉŔĦċƣŔŸŰЯШқΞЯΝΜΜШƓĲƖШŔŰƣĲƖŰċƣŔŸŰċũШƖĲĦƖƨŔƣůĲŰƣЯШΟΝӖШ
of professionals deterred from mobility, and 43% of students abandoning international 
study plans due to recognition uncertainty. These costs are not merely financial but 
represent lost opportunities for individual development, institutional cooperation, and 
European integration. 

The coexistence of paper and digital systems, multiple verification pathways, and 
incompatible data models creates vulnerabilities exploited by credential fraud, 
estimated to affect 3% of credentials annually. The lack of systematic information 
sharing between competent authorities (reported by 73% as inadequate) compounds 
these risks. 

Transformation Opportunity 

Despite these challenges, the convergence of several factors creates an unprecedented 
opportunity for transformation: 

¶ Legal framework evolution through eIDAS 2.0. 
¶ Technical maturity demonstrated by pilots. 
¶ Stakeholder recognition of current system inadequacy. 
¶ Political commitment to European Education Area. 
¶ Private sector readiness to invest in infrastructure. 
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The path forward demands not just technical solutions but a comprehensive approach 
addressing governance, legal frameworks, stakeholder engagement, and sustainable 
business models. The lessons from the Bologna Processуthat voluntary convergence 
toward common goals can preserve diversity while achieving interoperabilityуprovide a 
proven template for this transformation. 

The transition from fragmented, paper-based systems to interoperable digital 
credentials is not merely a technical upgrade but a fundamental reimagining of how 
educational achievements are recorded, verified, and valued in European society. 
Success requires acknowledging the complexity revealed by this analysis while 
maintaining focus on the practical benefits that digital transformation can deliver to 
students, institutions, employers, and society as a whole. 
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CHAPTER 4: EUDIW CONCEPTS, PRINCIPLES AND REQUIREMENTS 

4.1. INTRODUCTION 

This chapter bridges the regulatory framework outlined above with practical 
implementation requirements. It provides comprehensive guidance on the technical, 
operational, and governance requirements that underpin all EUDIW implementations, 
regardless of the chosen regulatory scenario. Organisations should use this chapter to 
understand which requirements apply to their context and how to implement them 
effectively. 

DC4EU WP 5 aims to create a sustainable solution for the attestation of attributes for 
education and professional qualifications within a cross-border context. The 
requirements for this solution are primarily sourced from the European education and 
professional qualification frameworks which will be transformed into a digital equivalent. 
This means that the requirements must be integrated into the eIDAS ecosystem, which 
is based on the new eIDAS 2.0 regulation. 

The eIDAS 2.0 regulation is an enhanced framework that aims to augment the 
effectiveness of the original eIDAS. A core aspect of this regulation is the implementation 
of European Digital Identity Wallets (EUDIW) which allows citizens and businesses to 
authenticate online and share their digital attributes across the EU. Such a wallet is 
defined as: 

"European Digital Identity Wallet' means an electronic identification means which allows 
the user to securely store, manage and validate person identification data and electronic 
attestations of attributes for the purpose of providing them to relying parties and other 
users of European Digital Identity Wallets, and to sign by means of qualified electronic 
signatures or to seal by means of qualified electronic seals;" ( [1] Art. 3, Paragraph 42, 
Letter j). 

Additionally, this is based on the provision of a digital identity with Level of Assurance 
(LoA) high, which must be accepted by all member states (MSs) of the EU. 

The eIDAS 2.0 is underpinned by several key principles which strive to foster a 'high' level 
of trust in digital transactions across Europe (see also sections 'Issuer' and 'Trust 
Framework' in Chapter 4). They can be summarised as follows: 

EUDIW Onboarded with Base Identity (PID): The EUDIW is a digital wallet that provides 
a secure and user-friendly platform for European citizens and businesses to share 
necessary identity data for accessing digital services. The basic identity which creates a 
digital identity of a citizen with LoA 'high' is provided by PID providers. These are trusted 
entities in this EUDIW ecosystem, responsible for verifying the identity of the EUDIW 
holder, and providing this digital identity for an owner of an EUDIW. 
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Trust Framework : The eIDAS 2.0 regulation provides a robust trust framework, ensuring 
that both public and private services can rely on trusted and secure digital identity 
solutions. It also guarantees that these solutions are linked to a diverse set of attributes, 
allowing for targeted sharing of identity data based on the specific needs of the requested 
service. 

Secure Authentication and Proof of Legitimate Possession (Citizen) : The EUDIW 
empower individuals to select, monitor, and control their identity, data, and (lawfully 
owned) attestations that they share with third parties. In the context of education and 
professional qualifications, "legitimate possession" refers to the attestation of attributes 
issued to a digital identity with a 'high' LoA. These attestations are then used by the same 
digital identity or on behalf of this identity in a verification challenge. 

Basic Processes : The core processes in the eIDAS 2.0 ecosystem revolve around the 
issuance and verification of digital identities and credentials. The ability to change and 
check the validity of a digital identity and its associated credentials plays a significant 
role. 

Educational and Professional Requirements : The eIDAS 2.0 and the EUDIW Toolbox 
are designed with flexibility and adaptability at its core, catering to a variety of 
requirements, including those specific to education and professional qualifications. 
However, the compatibility with educational and professional systems would depend on 
the specific requirements of each system, particularly considering the diverse 
governance models across Member States. 

Technology Agnostic : eIDAS 2.0 and the EUDIW Toolbox are both technology-agnostic. 
They are designed to accommodate a broad spectrum of existing technologies while 
remaining receptive to future technological advancements. This approach helps avoid 
the pitfalls associated with vendor lock-in and similar issues. 

Offline Capabilities : The EUDIW is engineered to function offline. It can interface with 
devices for local storage and leverage offline communication channels such as 
Bluetooth Low Energy (BLE), WIFI Aware, and Near Field Communication (NFC). 

Transferability : In the eIDAS 2.0 ecosystem, transferability is about putting the freedom 
of the citizen at the centre so that they have full control over to whom digital identities 
and credentials are presented or transferred. The EUDIW Toolbox must support this 
capability. 

Selective Disclosure : The EUDIW supports selective disclosure, empowering users to 
control which parts (full or partial) of their identity or credential data they choose to 
share. 

Identity Mapping : In the eIDAS 2.0 ecosystem, the role of identity mapping involves the 
identification and verification of the EUDIW holder's identity and the secure and correct 
provision of digital attestations to that holder. 
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Governance Recognition : A critical additional requirement for education and 
professional qualifications is the recognition and integration of existing governance 
structures, including quality assurance frameworks, recognition bodies, and 
professional regulatory authorities at both national and European levels. 

In the following, the basic concepts and requirements will be further explained. 

4.2. REGULATORY SCENARIOS 
Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 
July 2014 on electronic identification and trust services for electronic transactions 
in the internal market and repealing Directive 1999/93/EC, amended by Regulation 
(EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024 
amending Regulation (EU) No 910/2014 as regards establishing the European 
Digital Identity Framework lays down the conditions under which Member States 
are to provide and recognise European Digital Identity Wallets; lays down rules for 
trust services, in particular for electronic transactions; and establishes a legal 
framework for electronic attestation of attributes (Article 2 amended eIDAS 
Regulation). 

Electronic attestations of attributes (EEAs) are attestations in electronic form that 
allows attributes to be authenticated (Article 3(44) amended eIDAS Regulation), 
where attributes are characteristics, qualities, rights or permissions of a natural or 
legal person or of an object (Article 3(43) amended eIDAS Regulation). 

ÅĲĦŔƣċũШыΡΡьШŸŉШÅĲŊƨũċƣŔŸŰШΞΜΞΠоΝΝΥΟШƚƣċƣĲƚШƣőċƣШљċŰǃШƚĲƖƻŔĦĲШƓƖŸƻŔĬĲƖШƣőċƣШŔƚƚƨĲƚШ
attested attributes in electronic form such as diplomas, licences, birth certificates 
or powers and mandates to represent or act on behalf of natural or legal persons 
should be considered to be a trust service provider of electronic attestation of 
ċƣƣƖŔĤƨƣĲƚњЮ 

The eIDAS Regulation applies to trust service providers established in the Union 
(Article 2(1) amended eIDAS Regulation). Nevertheless, it does not apply to the 
provision of trust services that are used exclusively within closed systems resulting 
from national law or from agreements between a defined set of participants (Article 
2(2) amended eIDAS Regulation). Thus, both public sector bodies and private 
companies can establish their own system, giving legal or contractual validity and 
recognition to their EE ƚЯШĤƨƣШƣőĲǃШƽŸŰќƣШĤĲШċĤũĲШƣŸШŔƚƚƨĲШƣőĲůШƣŸШƣőĲШEÖ?fìЮ 

EEAs can be issued to an EUDIW by three different types of entities: 

¶ Non-qualified trust service providers. 
¶ Public sector bodies responsible for an authentic source, or on their behalf. 
¶ Qualified trust service providers. 
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Therefore, there are four possible scenarios: 

¶ Scenario 1: EEAs issued within closed systems. 
¶ Scenario 2: EEAs. 
¶ Scenario 3: PubEEAs. 
¶ Scenario 4: QEEAs. 

 

4.2.1. Scenario 1. EEAs issued within closed system (not able to interact 
with EUDIW) 

In this particular scenario, EEAs are issued through contractual or administrative law 
relationships between Trusted Issuers in a closed system. Consequently, they are not 
subject to the rules of the amended eIDAS Regulation. 

In the closed system scenario, only the EBSI trust model is used, with no connection to 
the EUDIW ecosystem. It follows that these Trusted Issuers will not, in principle, be able 
to issue their EEAs in the EUDIW, as they would have to register as Wallet Relying Parties 
and obtain the corresponding access and authorisation certificate. 

 

It appears that, even in this scenario, EEAs issued by these Trusted Issuers will be able 
to benefit from the non-discrimination principle of Article 45b(1) of the amended eIDAS 
ÅĲŊƨũċƣŔŸŰаШљ ŰШĲũĲĦƣƖŸŰŔĦШċƣƣĲƚƣċƣŔŸŰШŸŉШċƣƣƖŔĤƨƣĲƚШƚőċũũШŰŸƣШĤĲШĬĲŰŔĲĬШũĲŊċũ effect or 
admissibility as evidence in legal proceedings on the sole ground that it is in electronic 
form or that it does not meet the requirements for qualified electronic attestations of 
ċƣƣƖŔĤƨƣĲƚњЮ 

4.2.2 Scenario 2. EAAs issued by non-qualified TSPs 

In this scenario, EEAs are issued by entities with the status of non-qualified TSPs. This 
approach is in line with Recital 55 of Regulation 2024/1183 mentioned above. 

In fact, the European digital identity regulatory framework allows for the issuance of EEAs 
to the EUDIW by any natural or legal person, subject only to the requirements of the 
amended eIDAS Regulation regarding this market activity. 

In this case, the trust model foreseen in the amended eIDAS Regulation, which is rather 
lax, is applicable and implies the following: 

1. The natural or legal person wishing to act as a TSP designs its service as it deems 
appropriate, apart from using the EUDIW protocols and interfaces (currently, 
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ISO/IEC 18013-5:2021 and ISO/IEC TS 18013-7:20242), and any of the formats for 
electronic attestations of attributes (currently, ISO/IEC 18013-5:2021 and 
ћéĲƖŔŉŔċĤũĲШ9ƖĲĬĲŰƣŔċũƚШ?ċƣċШ~ŸĬĲũШΝЮΝќЯШìΟ9ШÅĲĦŸůůĲŰĬċƣŔŸŰЯШΟШ~ċƖĦőШΞΜΞΞ3). 

2. The TSP immediately initiates the activity, given that it is not subject to any 
previous supervisory activity and possibly communicates the initiation of the 
activity to the national supervisory body. 

3. The national supervisory body includes the TSP in the trusted list, as a provider of 
not qualified EEAs4. 

4. The TSP registers as a relying party of EUDIW5, indicating its intention to use the 
EUDIW to issue not-qualified EEAs. 

5. A provider of wallet-relying party access certificates issues a wallet-relying party 
access certificate and, eventually, a wallet-relying part registration certificate, to 
the TSP6. The TSP shall be registered with the following entitlement: 
љћ ŸŰхÄхE хÂƖŸƻŔĬĲƖќШƣŸШĲǂƓƖĲƚƚШƣőĲШĲŰƣŔƣũĲůĲŰƣШŸŉШƣőĲШƽċũũĲƣ-relying party as a 
Trust service provider issuing non-qualified electronic attestations of 
ċƣƣƖŔĤƨƣĲƚњ7. 

6. The TSP issues non-qualified EEAs to the EUDIW. 

Non-qualified EEAs benefit from the non-discrimination principle of Article 45b(1) of the 
ċůĲŰĬĲĬШĲf? ÉШÅĲŊƨũċƣŔŸŰаШљ ŰШĲũĲĦƣƖŸŰŔĦШċƣƣĲƚƣċƣŔŸŰШŸŉШċƣƣƖŔĤƨƣĲƚШƚőċũũШŰŸƣШĤĲШĬĲŰŔĲĬШ
legal effect or admissibility as evidence in legal proceedings on the sole ground that it is 
in electronic form or that it does not meet the requirements for qualified electronic 
ċƣƣĲƚƣċƣŔŸŰƚШŸŉШċƣƣƖŔĤƨƣĲƚњЮ 

 
2 Commission Implementing Regulation (EU) 2024/2982 of 28 November 2024 laying down rules for the 
application of Regulation (EU) No 910/2014 of the European Parliament and of the Council as regards 
protocols and interfaces to be supported by the European Digital Identity Framework. 
3 Commission Implementing Regulation (EU) 2024/2979 of 28 November 2024 laying down rules for the 
application of Regulation (EU) No 910/2014 of the European Parliament and of the Council as regards the 
integrity and core functionalities of European Digital Identity Wallets. 
4 Annex III.2 ŸŉШ9ŸůůŔƚƚŔŸŰШfůƓũĲůĲŰƣŔŰŊШÅĲŊƨũċƣŔŸŰШыEÖьШвовШŸŉШñññШũċǃŔŰŊШĬŸƽŰШƖƨũĲƚШŉŸƖШƣőĲШ
application of Regulation (EU) No 910/2014 of the European Parliament and of the Council as regards the 
registration of wallet-relying parties and the common mechanism for the identification and 
authentication of wallet-relying parties. 
5 Article 5b of the amended eIDAS Regulation and Commission Implementing Regulation (EU) в/в of XXX 
laying down rules for the application of Regulation (EU) No 910/2014 of the European Parliament and of 
the Council as regards the registration of wallet-relying parties and the common mechanism for the 
identification and authentication of wallet-relying parties. 
6 Commission Implementing Regulation (EU) 2024/2977 of 28 November 2024 laying down rules for the 
application of Regulation (EU) No 910/2014 of the European Parliament and of the Council as regards 
person identification data and electronic attestations of attributes issued to European Digital Identity 
Wallets; Commission Implementing Regulation (EU) в/в of XXX laying down rules for the application of 
Regulation (EU) No 910/2014 of the European Parliament and of the Council as regards the registration of 
wallet-relying parties and the common mechanism for the identification and authentication of wallet-
relying parties. 
7 Annex I of Commission Implementing Regulation (EU) в/в of XXX laying down rules for the application 
of Regulation (EU) No 910/2014 of the European Parliament and of the Council as regards the registration 
of wallet-relying parties and the common mechanism for the identification and authentication of wallet-
relying parties. 
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The amended eIDAS Regulation does not grant non-qualified EEAs cross-border 
recognition, but this recognition may be achieved under contract or under a specific legal 
act, such as the Professional Qualifications Directive. 

Becoming a non-qualified TSP is significantly easier and cheaper compared to issuing in 
the two regulated scenarios, i.e., EEAs issued by public sector bodies responsible for an 
authentic source, or on their behalf or EEAs issued by qualified TSPs, but from a relying 
party perspective, the amended eIDAS trust model falls short, because it does not allow 
making an informed, automatic decision on the trustworthiness of the EEA. 

The relying party knows that a natural or legal person has initiated a trust service activity 
and has registered with the competent national supervisory body for issuing EEAs and 
can therefore rely on the fact that the EEA was issued in a valid EUDIW, and that it has 
been presented from that EUDIW. 

However, the amended eIDAS Regulation does not set any requirements to the non-
qualified TSP, so the relying party does not receive any information as to whether or not 
the non-qualified TSP is authorised to issue such an EEA. Nor does the relying party know 
whether the TSP is the authentic source of the information or whether it is a private 
company trying to market the information from the authentic source. It does not know 
what conditions the non-qualified TSP has applied to verify the identity of the applicant, 
or whether it has carried out any attribute verification, if any. Nor does it know what the 
legal framework is for the issuance and use of the EEAs, or whether the non-qualified TSP 
is legally liable for possible damages caused in the provision of the service. 

Thus, in this scenario, the trust model must be extended with additional mechanisms for 
automated trust processing. This is where EBSI can provide a major business value. 
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Figure 4 Hybrid approach - Classical PKi & decentralisEd PKI
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4.2.3 Scenario 3. EAAs issued by PSB responsible for an authentic source, 
or on their behalf 

In this scenario, EEAs are issued by public sector bodies responsible for an authentic 
source, or on their behalf (Pub_EEA provider).  

In this case, the trust model foreseen in the amended eIDAS Regulation, which is strict 
and abstract, is applicable and implies the following: 

1. The natural or legal person wishing to act as a public sector body responsible for 
an authentic source, or issue on their behalf, designs its service ensuring a level 
of reliability and trustworthiness equivalent to qualified trust service providers8 
and fulfilling the requirements for the Pub_EEAs they provide9, implementing the 
EUDIW protocols and interfaces (currently, ISO/IEC 18013-5:2021 and ISO/IEC TS 
18013-7:202410), and any of the formats for electronic attestations of attributes 
(currently, ISO/IEC 18013-ΡаΞΜΞΝШċŰĬШћéĲƖŔŉŔċĤũĲШ9ƖĲĬĲŰƣŔċũƚШ?ċƣċШ~ŸĬĲũШΝЮΝќЯШ
W3C Recommendation, 3 March 202211). 

2. The Pub_EEA provider proves before a designated national body it fulfils the legal 
requirements for issuing Pub_EEAs. 

3. The national body notifies the EU Commission the Pub_EEA provider12. 
4. The EU Commission includes the Pub_EEA provider in the trusted list13. 
5. The Pub_EEA provider needs to acquire a qualified electronic signature or seal14, 

supported by a qualified certificate containing a specific set of certified attributes 
in a form suitable for automated processing and (i) indicating that the issuing body 
is established in accordance with Union or national law as the responsible for the 
authentic source on the basis of which the electronic attestation of attributes is 
issued or as the body designated to act on its behalf; (ii) providing a set of data 
unambiguously representing the authentic source referred to in point (i); and (iii) 
identifying the Union or national law referred to in point (i)15. 

6. The Pub_EEA provider registers as a relying party of EUDIW16, indicating its 
intention to use the EUDIW to issue not-qualified EEAs. 

 
8 Article 45f(2) of the amended eIDAS Regulation. 
9 Article 45f and Annex VII of the amended eIDAS Regulation. 
10 Commission Implementing Regulation (EU) 2024/2982. 
11 Commission Implementing Regulation (EU) 2024/2979. 
12 Article 45f(3) of the amended eIDAS Regulation. 
13 Article 45f(3) of the amended eIDAS Regulation and Annex III.4 of Commission Implementing 
ÅĲŊƨũċƣŔŸŰШыEÖьШвовШŸŉШñññШũċǃŔŰŊШĬŸƽŰШƖƨũĲƚШŉŸƖШƣőĲШċƓƓũŔĦċƣŔŸŰШŸŉШÅĲŊƨũċƣŔŸŰШыEÖьШ ŸШΦΝΜоΞΜΝΠШŸŉШƣőĲШ
European Parliament and of the Council as regards the registration of wallet-relying parties and the 
common mechanism for the identification and authentication of wallet-relying parties. 
14 Annex VII of the amended eIDAS Regulation.  
15 Article 45f(1)(b) of the amended eIDAS Regulation. 
16 Article 5b of the amended eIDAS Regulation and Commission Implementing Regulation (EU) в/в of 
XXX laying down rules for the application of Regulation (EU) No 910/2014 of the European Parliament and 
of the Council as regards the registration of wallet-relying parties and the common mechanism for the 
identification and authentication of wallet-relying parties. 
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7. A provider of wallet-relying party access certificates issues a wallet-relying party 
access certificate and, eventually, a wallet-relying part registration certificate, to 
the Pub_EEA provider17. The public sector body shall be registered with the 
ŉŸũũŸƽŔŰŊШĲŰƣŔƣũĲůĲŰƣаШљћÂÖ7хE хÂƖŸƻŔĬĲƖќШƣŸШĲǂƓƖĲƚƚШƣőĲШĲŰƣŔƣũĲůĲŰƣШŸŉШƣőĲШ
wallet-relying party as a provider of electronic attestations of attributes issued by 
or on behalf of a public sector body reƚƓŸŰƚŔĤũĲШŉŸƖШċŰШċƨƣőĲŰƣŔĦШƚŸƨƖĦĲњ18. 

8. The Pub_EEA provider issues Pub_EEAs to the EUDIW. 

Pub-EEAs benefit from the principle of equivalence of Article 45b(2) of the amended 
Ĳf? ÉШÅĲŊƨũċƣŔŸŰаШљ ШƕƨċũŔŉŔĲĬШĲũĲĦƣƖŸŰŔĦШċƣƣĲƚƣċƣŔŸŰШŸŉШċƣƣƖŔĤƨƣĲƚШċŰĬШċƣƣĲƚƣċƣŔŸŰƚШŸŉШ
attributes issued by, or on behalf of, a public sector body responsible for an authentic 
ƚŸƨƖĦĲШƚőċũũШőċƻĲШƣőĲШƚċůĲШũĲŊċũШĲŉŉĲĦƣШċƚШũċƽŉƨũũǃШŔƚƚƨĲĬШċƣƣĲƚƣċƣŔŸŰƚШŔŰШƓċƓĲƖШŉŸƖůњЮ 

Pub-EEAs also benefit from the cross-border recognition effect set forth in Article 45b(3) 
ŸŉШƣőĲШċůĲŰĬĲĬШĲf? ÉШÅĲŊƨũċƣŔŸŰаШљ ŰШċƣƣĲƚƣċƣŔŸŰШŸŉШċƣƣƖŔĤƨƣĲƚШŔƚƚƨĲĬШĤǃШŸƖШŸŰШĤĲőċũŉШŸŉШ
a public sector body responsible for an authentic source in one Member State shall be 
recognised as an attestation of attributes issued by or on behalf of a public sector body 
ƖĲƚƓŸŰƚŔĤũĲШŉŸƖШċŰШċƨƣőĲŰƣŔĦШƚŸƨƖĦĲШŔŰШċũũШ~ĲůĤĲƖШÉƣċƣĲƚњЮ 

From the perspective of this trust model, a relying party can simply trust the correctness 
of the attributes contained in the EAA by simply verifying the qualified electronic 
signature or qualified electronic seal and inspecting the corresponding certificate as well 
as the trusted list. 

However, as mentioned above, this trust model is abstract and can be extended with 
additional mechanisms for automated trust processing according to industry-specific 
requirements. 

4.2.4 Scenario 4. EAAs issued by QTSPs 

In this scenario, EEAs are issued by entities with the status of qualified TSPs.  

In this case, the trust model foreseen in the amended eIDAS Regulation, which is strict 
and abstract, is applicable and implies the following: 

1. The natural or legal person wishing to act as a QTSP designs its service ensuring 
the requirements for qualified trust service providers19 and the qualified EEAs 

 
17 Commission Implementing Regulation (EU) 2024/2977; Commission Implementing Regulation (EU) 
в/в of XXX laying down rules for the application of Regulation (EU) No 910/2014 of the European 
Parliament and of the Council as regards the registration of wallet-relying parties and the common 
mechanism for the identification and authentication of wallet-relying parties. 
18 Annex I of Commission Implementing Regulation (EU) в/в of XXX laying down rules for the application 
of Regulation (EU) No 910/2014 of the European Parliament and of the Council as regards the registration 
of wallet-relying parties and the common mechanism for the identification and authentication of wallet-
relying parties. 
19 Article 24 of the amended eIDAS Regulation. 
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they provide20, implementing the EUDIW protocols and interfaces (currently, 
ISO/IEC 18013-5:2021 and ISO/IEC TS 18013-7:202421), and any of the formats 
for electronic attestations of attributes (currently, ISO/IEC 18013-5:2021 and 
ћéĲƖŔŉŔċĤũĲШ 9ƖĲĬĲŰƣŔċũƚШ ?ċƣċШ ~ŸĬĲũШ ΝЮΝќЯШ ìΟ9Ш ÅĲĦŸůůĲŰĬċƣŔŸŰЯШ ΟШ ~ċƖĦőШ
202222). 

2. The future QTSP needs to acquire a qualified electronic signature or seal23, 
supported by a qualified certificate. 

3. The future QTSP proves before the national supervisory body it fulfils the legal 
requirements for issuing QEEAs and requests qualification by the national 
supervisory body24. 

4. The national supervisory body includes the TSP in the trusted list, as a provider of 
QEEAs25. 

5. The TSP registers as a relying party of EUDIW26, indicating its intention to use the 
EUDIW to issue QEEAs. 

6. A provider of wallet-relying party access certificates issues a wallet-relying party 
access certificate and, eventually, a wallet-relying part registration certificate, to 
the TSP27. The TSP shall be registered with the following entitlement: 
љћÄE хÂƖŸƻŔĬĲƖќШƣŸШĲǂƓƖĲƚƚШƣőĲШĲŰƣŔƣũĲůĲŰƣШŸŉШƣőĲШƽċũũĲƣ-relying party as a Trust 
ƚĲƖƻŔĦĲШƓƖŸƻŔĬĲƖШŔƚƚƨŔŰŊШƕƨċũŔŉŔĲĬШĲũĲĦƣƖŸŰŔĦШċƣƣĲƚƣċƣŔŸŰƚШŸŉШċƣƣƖŔĤƨƣĲƚњ28. 

7. The TSP issues QEEAs to the EUDIW. 

QEEAs benefit from the principle of equivalence of Article 45b(2) of the amended eIDAS 
ÅĲŊƨũċƣŔŸŰаШљ ШƕƨċũŔŉŔĲĬШĲũĲĦƣƖŸŰŔĦШċƣƣĲƚƣċƣŔŸŰШŸŉШċƣƣƖŔĤƨƣĲƚШċŰĬШċƣƣĲƚƣċƣŔŸŰƚШŸŉШċƣƣƖŔĤƨƣĲƚШ
issued by, or on behalf of, a public sector body responsible for an authentic source shall 
őċƻĲШƣőĲШƚċůĲШũĲŊċũШĲŉŉĲĦƣШċƚШũċƽŉƨũũǃШŔƚƚƨĲĬШċƣƣĲƚƣċƣŔŸŰƚШŔŰШƓċƓĲƖШŉŸƖůњЮ 

 
20 Article 45d and Annex V of the amended eIDAS Regulation. 
21 Commission Implementing Regulation (EU) 2024/2982. 
22 Commission Implementing Regulation (EU) 2024/2979. 
23 Annex V of the amended eIDAS Regulation.  
24 Article 21 of the amended eIDAS Regulation. 
25 Annex III.2 ŸŉШ9ŸůůŔƚƚŔŸŰШfůƓũĲůĲŰƣŔŰŊШÅĲŊƨũċƣŔŸŰШыEÖьШвовШŸŉШñññШũċǃŔŰŊШĬŸƽŰШƖƨũĲƚШŉŸƖШƣőĲШ
application of Regulation (EU) No 910/2014 of the European Parliament and of the Council as regards the 
registration of wallet-relying parties and the common mechanism for the identification and 
authentication of wallet-relying parties. 
26 Article 5b of the amended eIDAS Regulation and Commission Implementing Regulation (EU) в/в of 
XXX laying down rules for the application of Regulation (EU) No 910/2014 of the European Parliament and 
of the Council as regards the registration of wallet-relying parties and the common mechanism for the 
identification and authentication of wallet-relying parties. 
27 Commission Implementing Regulation (EU) 2024/2977; Commission Implementing Regulation (EU) 
в/в of XXX laying down rules for the application of Regulation (EU) No 910/2014 of the European 
Parliament and of the Council as regards the registration of wallet-relying parties and the common 
mechanism for the identification and authentication of wallet-relying parties. 
28 Annex I of Commission Implementing Regulation (EU) в/в of XXX laying down rules for the application 
of Regulation (EU) No 910/2014 of the European Parliament and of the Council as regards the registration 
of wallet-relying parties and the common mechanism for the identification and authentication of wallet-
relying parties. 
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QEEAs also benefit from the cross-border recognition effect set forth in Article 24a(9) of 
ƣőĲШċůĲŰĬĲĬШĲf? ÉШÅĲŊƨũċƣŔŸŰаШљ ШƕƨċũŔŉŔĲĬШĲũĲĦƣƖŸŰŔĦШċƣƣĲƚƣċƣŔŸŰШŸŉШċƣƣƖŔĤƨƣĲƚШŔƚƚƨĲĬШŔŰШ
one Member State shall be recognised as a qualified electronic attestation of attributes 
ŔŰШċũũШŸƣőĲƖШ~ĲůĤĲƖШÉƣċƣĲƚњЮ 

From the perspective of this trust model, a relying party can simply trust the correctness 
of the attributes contained in the EAA by simply verifying the qualified electronic 
signature or qualified electronic seal and inspecting the trusted list. 

However, as mentioned above, this trust model is abstract and can be extended with 
additional mechanisms for automated trust processing according to industry-specific 
requirements. 

4.2.5 Relationship Between Scenarios and Implementation Requirements 

Whilst each scenario operates under different regulatory requirements and trust models, 
all implementations within the EUDIW ecosystem must adhere to fundamental 
principles and technical requirements. However, the education and professional 
qualifications domain presents unique characteristics  that make the non-qualified 
TSP approach enhanced with EBSI (Scenario 2) the principal implementation pathway 
for the vast majority of institutions. 

Why Non-Qualified TSP + EBSI is Optimal for Education 

Institutional Diversity and Scale  

The European education landscape comprises thousands of diverse institutionsу
universities, vocational training centres, professional bodies, and quality assurance 
agenciesуeach with varying technical capabilities, governance structures, and 
resources. The qualified TSP pathway (Scenario 4), whilst providing maximum legal 
certainty, imposes: 

¶ Mandatory conformity assessment procedures requiring independent CAB 
audits. 

¶ Ongoing compliance monitoring with strict technical and organisational 
requirements. 

¶ ÉŔŊŰŔŉŔĦċŰƣШŉŔŰċŰĦŔċũШĤƨƖĬĲŰШыĲƚƣŔůċƣĲĬШқΡΜЯΜΜΜ-150,000 annual compliance 
costs). 

¶ Extended onboarding timelines (6-12 months for qualification process). 

For the majority of educational institutions, particularly smaller universities, vocational 
providers, and professional bodies, these requirements represent disproportionate 
barriers that would effectively exclude them from participation in the digital credentials 
ecosystem. 

Existing Trust Infrastructure  
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Educational institutions already operate within robust trust frameworks that are distinct 
from traditional PKI models: 

¶ Quality Assurance Systems : European Standards and Guidelines (ESG) and 
EQAR registration. 

¶ National Accreditation : Education ministry authorisations and programme 
accreditations. 

¶ Professional Regulation : Competent authority oversight under Directive 
2005/36/EC. 

¶ Institutional Recognition : EHEA membership and Bologna Process 
compliance. 

These existing trust mechanisms provide strong assurance of institutional legitimacy 
and authorisation to issue credentials. However, the classical PKI trust model alone 
cannot adequately represent or verify these complex, multi -layered educational 
governance structures . 

The Trust Gap in Basic Non-Qualified TSPs 

As articulated in Section 4.2.2, basic non-qualified TSPs face a critical limitation: 

"The relying party knows that a natural or legal person has initiated a trust service 
activity... However, the amended eIDAS Regulation does not set any requirements to the 
non-qualified TSP, so the relying party does not receive any information as to whether or 
not the non-qualified TSP is authorised to issue such an EAA." 

This creates a verification paradox: whilst a university diploma is cryptographically 
verifiable as authentic (proving it hasn't been tampered with and was indeed issued by 
the claimed institution), the relying party has no automated mechanism to verify: 

¶ Whether the institution is authorised to issue degrees in the specified field. 
¶ What level of qualifications the institution is accredited to award. 
¶ Whether the institution maintains valid quality assurance certification. 
¶ Whether the specific programme leading to the qualification is recognised. 

How EBSI Resolves the Trust Gap 

The integration of EBSI with non-qualified TSP infrastructure addresses these 
limitations through verifiable governance transparency : 

Authorisation Verification : Educational institutions registered in EBSI-based trust 
registries include verifiable attestations of their authorisations: 

¶ Accreditation status from national education authorities. 
¶ Quality assurance certification from EQAR-registered agencies. 
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¶ Programme-specific authorisations (e.g., "authorised to issue Master's degrees 
in Engineering"). 

¶ Professional body recognition for regulated qualifications. 

Automated Trust Processing : Relying parties can verify institutional authorisations 
automatically:  

¶ Query trust registries to confirm institutional status. 
¶ Validate specific credential type authorisations. 
¶ Check quality assurance validity in real-time. 
¶ Verify accreditation scope and limitations. 

Enhanced Governance Transparency : Unlike classical PKI certificate chains that 
establish only organisational identity, EBSI enables verifiable claims about: 

¶ Institutional governance structures. 
¶ Quality assurance compliance. 
¶ Sectoral regulatory compliance. 
¶ Cross-border recognition status. 

Immutable Audit Trails : EBSI provides tamper-evident records of: 

¶ Institutional onboarding decisions. 
¶ Authorisation grant and revocation events. 
¶ Quality assurance assessment outcomes. 
¶ Compliance monitoring activities. 

Economic and Operational Advantages 

¶ The non-qualified TSP + EBSI approach offers compelling practical benefits: 
¶ Reduced Entry Barriers: 
¶ Onboarding timeframes: 4-8 weeks (vs. 6-12 months for QEAA). 
¶ 9ŸůƓũŔċŰĦĲШĦŸƚƣƚаШқΡЯΜΜΜ-ΝΡЯΜΜΜШċŰŰƨċũũǃШыƻƚЮШқΡΜЯΜΜΜ-150,000 for QEAA). 
¶ Technical requirements: Standard IT infrastructure (vs. HSM, air-gapped 

systems for QEAA). 
¶ Organisational overhead: Minimal dedicated compliance staff (vs. full-time 

QEAA compliance teams). 
¶ Flexibility for Institutional Diversity : 
¶ Small vocational training providers can participate alongside major universities. 
¶ Professional bodies with limited IT resources can issue verifiable credentials. 
¶ Institutions can incrementally enhance capabilities without complete 

infrastructure overhaul. 
¶ National variations in governance can be accommodated within common 

technical framework. 
¶ Future-Proof Architecture : 
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¶ Institutions can later upgrade to PubEAA or QEAA if regulatory requirements 
change. 

¶ Decentralised trust model reduces dependency on individual trust service 
providers. 

¶ Standards-based approach ensures long-term interoperability. 
¶ Enables innovation in credential types (micro-credentials, competency badges) 

without regulatory burden. 

Legal Sufficiency and Recognition 

Critically, the non-qualified approach provides full legal recognition  under eIDAS 2.0: 

Non-Discrimination Principle  (Article 45b(1)): 

"An electronic attestation of attributes shall not be denied legal effect or admissibility as 
evidence in legal proceedings on the sole ground that it is in electronic form or that it 
does not meet the requirements for qualified electronic attestations of attributes."  

Educational credentials issued as EAAs by non-qualified TSPs: 

¶ Cannot be rejected solely for lacking qualified status. 
¶ Maintain equivalent legal validity to paper credentials. 
¶ Are admissible in legal proceedings and administrative processes. 
¶ Support existing recognition frameworks (Lisbon Convention, Bologna Process, 

Professional Qualifications Directive). 

Cross-Border Functionality : Whilst non-qualified EAAs do not automatically enjoy the 
cross-border recognition granted to QEAA or PubEAA, educational credentials achieve 
cross-border functionality through: 

¶ Existing European recognition frameworks (automatic degree recognition under 
Bologna). 

¶ Professional qualification directives (Directive 2005/36/EC). 
¶ Bilateral recognition agreements between quality assurance agencies. 
¶ ENIC-NARIC network for credential evaluation. 

The enhanced trust provided by EBSI integration actually facilitates these recognition 
processes by providing verifiable evidence of the institutional authorisations and quality 
assurance that recognition frameworks require. 

When Qualified or Public Sector Pathways Are Appropriate 

Whilst the non-qualified + EBSI approach serves the majority of use cases, specific 
scenarios warrant QEAA or PubEAA: 

QEAA Appropriate When: 
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¶ State-level professional licences requiring maximum legal certainty (e.g., 
medical practice licences). 

¶ Credentials with direct legal consequences for third parties (e.g., notary 
qualifications). 

¶ Institutions choosing qualified status for commercial differentiation. 
¶ Specific national laws mandating qualified status for certain credential types. 

PubEAA Appropriate When: 

¶ Direct governmental issuance of official qualifications (ministerial diplomas) 
¶ National certificates with authentic source status in law (e.g., state 

examinations). 
¶ Public sector bodies already meeting equivalent-to-qualified requirements. 
¶ Credentials serving as authentic sources for other administrative processes. 

Pilot Validation 

The DC4EU implementation validates this approach empirically: 

¶ 81% of pilot institutions  selected EBSI-based implementation (28 of 36 
institutions) . 

¶ Only 14% chose classical PKI without EBSI enhancement. 
¶ Verification times reduced  from 5 days to 30 seconds.. 
¶ Cross-border verification success rate : 92% 
¶ Cost per credential : 90% reduction compared to estimated QEAA costs. 

These results demonstrate that the non-qualified + EBSI approach provides the optimal 
balance of: 

¶ Legal sufficiency for recognition purposes. 
¶ Technical feasibility for diverse institutions. 
¶ Economic viability for sustainable implementation. 
¶ Governance transparency for trust establishment. 

Conclusion: A Tripartite Ecosystem 

The education and professional qualifications ecosystem thus operates as a tripartite 
framework: 

1. Non-ÄƨċũŔŉŔĲĬШÑÉÂШҼШE7ÉfШыӇΦΜӖШŸŉШůċƖťĲƣь: Mainstream path for most 
educational institutions and professional bodies, providing sufficient trust, legal 
recognition, and cost-effectiveness. 

2. ÂƨĤũŔĦШÉĲĦƣŸƖШ7ŸĬǃШÂƖŸƻŔĬĲƖƚШыӇΡӖШŸŉШůċƖťĲƣь: National ministries and 
governmental agencies with authentic source responsibilities. 

3. ÄƨċũŔŉŔĲĬШÑÉÂШÂƖŸƻŔĬĲƖƚШыӇΡӖШŸŉШůċƖťĲƣь: High-stakes credentials requiring 
maximum legal certainty or specific regulatory requirements. 
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This distribution reflects the sector's pragmatic recognition that sufficient trust, not 
maximum trust, is the appropriate goal  for educational credentials. The non-qualified 
+ EBSI approach achieves this sufficient trust through enhanced governance 
transparency whilst maintaining the accessibility and cost-effectiveness necessary for 
widespread adoption across Europe's diverse educational landscape. 

Understanding these principles is essential before selecting and implementing any of the 
four scenarios described above. Whilst technical requirements apply uniformly across 
all pathways, the strategic choice of implementation pathway should reflect institutional 
context, regulatory requirements, and cost-benefit analysis specific to each use case. 

 

4.3. GENERAL PRINCIPLES 

Before implementing any of the above scenarios, organisations must understand the 
foundational requirements and principles that govern the EUDIW ecosystem. There are 
overarching principles that have to be taken into account for creating our solution: 

4.3.1. Data Minimisation 

An important advancement as compared to paper-based processes is the possibility to 
reduce data to the minimum required in every situation. To achieve this, first the 
information an attestation holds needs to be reduced to a reasonable set that is required. 

In addition to this, the concept of selective disclosure is introduced. This is defined by 
eIDAS 2.0 as follows [1]: 

"Selective disclosure is a concept empowering the owner of data to disclose only certain 
parts of a larger data set, in order for the receiving entity to obtain only such information 
as is necessary for the provision of a service requested by a user. The European Digital 
Identity Wallet should technically enable the selective disclosure of attributes to relying 
parties. It should be technically possible for the user to selectively disclose attributes, 
including from multiple, distinct electronic attestation s, and to combine and present 
them seamlessly to relying parties. This feature should become a basic design feature of 
European Digital Identity Wallets, thereby reinforcing convenience and the protection of 
personal data, including data minimisation." (Preamble 59). 

Selective disclosure enables the possibility to present only a subset/reduced version of 
an attestation. Such a subset may be already requested by a relying party/Verifier. An 
additional benefit is that an authentic source may only present/provide attestations of 
data points under their quality control while other data points may be acquired from 
various sources. In the context of education, different attributes of a qualification may 
come from different authorised sources - for example, the academic degree from a 
university, quality assurance validation from an accreditation agency, and professional 
practice rights from a regulatory body. 
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By combining educational credentials with the wallet as eID means (PID) in both the 
offline and online scenario, there is no need to include identity data endpoints within the 
individual credential. This approach aligns with the principle of data minimisation, 
ensuring that only necessary data is included in the credentials. It also enhances privacy, 
as the user's identity data is not exposed every time a credential is shared. Instead, the 
PID represents the user's identity in the EUDIW ecosystem. 

While selective disclosure with regards to data minimisation is regarded as a huge 
advancement, the specifics and extent of its use need to be further explored and will be 
addressed in future versions of the EUDIW Toolbox, particularly considering the complex 
requirements of academic records and professional qualifications. 

Any request by the relying party for information from the user of a European Digital 
Identity Wallet should be necessary for, and proportionate to, the intended use in a given 
case, should be in line with the principle of data minimisation and should ensure 
transparency as regards which data is shared and for what purposes. ( [1], Preamble 56) 

For Relying Parties that cannot prove their permission, but also all other scenarios, the 
citizen may decide on their own what minimum data needs to be shared. This possibility 
to control data sharing is another important concept covered in the following chapter. 

4.3.2. Self-Sovereignty 

Self-Sovereignty is a term that is used in the DC4EU project to describe an important 
design concept, based on eIDAS 2.0. This concept aims, firstly, to enable transparency 
and secondly, to provide citizens with extensive control over their data at any time. 

There are multiple paragraphs in the new regulation that address these goals. 

"European Digital Identity Wallets shall enable the user, in a manner that is user-friendly, 
transparent, and traceable by the user, to: [...] securely authenticate another person's 
European Digital Identity Wallet, and receive and share person identification data and 
electronic attestations of attributes in a secured way between the two European Digital 
Identity Wallets;" ( [1], Art.5a, Paragraph 4, Letter c). 

By this generic definition it is evident that a user should be able to share and receive every 
attestation, including identity, between every EUDIW therefore also with other users. This 
capability is particularly relevant in educational contexts where credentials may need to 
be shared with multiple stakeholders including employers, other educational 
institutions, professional bodies, and regulatory authorities. 

Nevertheless, through this definition it is not apparent what is meant by share and 
receive, for example in regards of whether it is temporary or permanent. Specifics like 
this will be clarified in future implementing acts (technical and regulatory details as 
announced in eIDAS 2.0) and the EUDIW Toolbox. Yet, the functionality needs to be 
secure, transparent, and traceable to prevent misuse and to help the user to 
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comprehend all actions even in retrospect. One approach [1] to this is a monitoring 
dashboard as part of the wallet: 

"[...] common dashboard embedded into the design, in order to ensure a higher degree 
of transparency, privacy and control of the users over their personal data. That function 
should provide an easy, user-friendly interface with an overview of all relying parties with 
whom the user shares data, including attributes, and the type of data shared with each 
relying party." (Preamble 13). 

There are other aspects of the regulation that concern this concept but shall be out of 
scope such as the use of pseudonyms: 

"Reliance on the legal identity should not hinder European Digital Identity Wallet users to 
access services under a pseudonym, where there is no legal requirement for legal 
identity for authentication." (Preamble. 19). 

Pseudonyms are generally disregarded for Educational and Professional Qualification 
Use Cases since real identities are typically required for credential issuance and 
verification according to regulations and institutional policies. 

4.3.3. Non-Traceability 

"The technical framework of the European Digital Identity Wallet shall: not allow 
providers of electronic attestations of attributes or any other party, after the issuance of 
the attestation of attributes, to obtain data that allows transactions or user behaviour to 
be tracked, linked or correlated, or knowledge of transactions or user behaviour to be 
otherwise obtained, unless explicitly authorised by the user;" ( [1], Art. 5a, Paragraph 16, 
Letter a). 

"[...] enable privacy preserving techniques which ensure unlinkability, where the 
attestation of attributes does not require the identification of the user." ( [1], Art. 5a, 
Paragraph 16, Letter b). 

"[...] not provide any information to trust service providers of electronic attestations of 
attributes Ư about the use of those electronic attestations;" ( [1], Art. 5a, Paragraph 5, 
Letter b). 

In addition, privacy-preserving technologies like zero knowledge proofs shall be 
considered. This technology allows a relying party to validate that a given statement 
based on the person's identification data and attestation of attributes is true, without 
revealing any data this statement is based on, thereby ensuring the privacy of the user. 
In terms of education and professional qualifications, an example of zero knowledge 
proof is whether a person holds a specific qualification level (yes or no) without revealing 
the specific degree or institution. 
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4.3.4. Data Protection 

[16] General Data Protection Regulation (GDPR) applies to the processing of personal 
data. The credentials and personal attributes necessary for identity verification 
(authentication) are considered personal data under the scope of the GDPR. Data 
Protection is therefore an important topic in the scope of the EUDIW. This becomes 
especially apparent as many core principles of GDPR are indirectly addressed in the 
eIDAS 2.0 regulation. 

For the protection of personal data and the privacy of data subjects, the GDPR states six 
principles that aim to safeguard the fundamental rights of natural persons: 

ӱШLawfulness, fairness, and transparency : Personal data should always be 
processed in a transparent, fair, and lawful manner in relation to the data subject.  

ӱШPurpose limitation : The personal data should be collected for legitimate 
purposes that are explicit and specified and should not be reused or further 
processed than consented.  

ӱШData minimisation : Only personal data that is necessary, relevant, and 
adequate should be processed. Unnecessary data should not be collected.  

ӱШAccuracy : Personal data should be accurate and kept up to date when 
necessary. Reasonable steps should be taken to correct or erase incorrect data.  

ӱШIntegrity and confidentiality : Data that identifies data subjects, should not be 
stored for longer than what is necessary. Personal data may be stored for longer 
periods, as long as it is in accordance with Article 89(1) of the GDPR.  

ӱШAccountability : Personal data should be processed securely using appropriate 
organisational and technical measures. It should be protected from unauthorised 
or unlawful access, as well as accidental loss, damage, or destruction. 

The principles need to be considered in any interaction with personal data during issuing, 
operation, and verification. The previous chapters show how eIDAS 2.0 supplements 
these principles to comply with the specific needs of the EUDIW Use Cases. As it covers 
specific personal data processing operations its regulations take precedence over 
GDPR. These are the personal data processing operations such as the creation, 
verification and validation, preservation and management of electronic signatures, 
seals, timestamps, and certificates. It also includes archiving electronic documents, 
which can include personal data. 

For piloting or testing that involves natural persons instead of mock data, these persons 
must be notified of how their data will be used, processed, and stored, for any use case. 
They must be rightfully informed of data collection in accordance with the GDPR. Besides 
information regarding data collection, a request for consent should be sent to the data 
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subject in due course. Consent mechanisms should be implemented to allow for data 
subjects in pilots or tests to easily provide and withdraw their consent as required by the 
GDPR. 

Consent is only valid when the obtained consent is freely given, specific, informed, and 
unambiguous. 

4.3.5. Governance Integration 

A critical principle for education and professional qualifications is the integration with 
existing governance structures. Educational credentials operate within complex multi-
level governance frameworks involving: 

ӱШNational Educational Authorities : Member States retain primary 
responsibility for education policy and credential recognition.  

ӱШQuality Assurance Agencies : Both national and European quality assurance 
bodies ensure the validity and standards of educational credentials.  

ӱШProfessional Regulatory Bodies : Professional qualifications are governed by 
sector-specific regulatory authorities.  

ӱШEuropean Frameworks : Including the European Qualifications Framework 
(EQF), European Credit Transfer System (ECTS), and the Bologna Process. 

ӱШSectoral especific Frameworks : Including the non-foundational IDs used in 
education and professional qualifications (e.g. European Student Card, European 
University Allainces, MyAcademicID). 

The digital solution must respect and integrate these existing governance structures 
whilst enabling digital innovation and efficiency improvements. 

4.3.6. Enhanced Privacy on Verification 

A fundamental privacy principle introduced in eIDAS 2.0 is the protection of verification 
activities from issuer surveillance. This principle ensures that issuers cannot track or 
monitor how, when, where, or by whom their issued credentials are being verified: 

"The technical framework of the European Digital Identity Wallet shall: not allow 
providers of electronic attestations of attributes or any other party, after the issuance of 
the attestation of attributes, to obtain data that allows transactions or user behaviour to 
be tracked, linked or correlated, or knowledge of transactions or user behaviour to be 
otherwise obtained, unless explicitly authorised by the user;" ( [1], Art. 5a, Paragraph 16, 
Letter a) 

This principle has specific implications for educational and professional qualifications: 
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ӱШIssuer -Verifier Separation : Educational institutions and professional bodies that 
issue credentials must not receive any information about subsequent verification 
activities. This prevents institutions from monitoring graduate employment activities, 
application processes, or professional mobility. 

ӱШVerification Privacy : When an employer, educational institution, or professional body 
verifies a credential, this verification activity remains completely private between the 
holder and the verifier. The issuing institution receives no notification, logs, or statistics 
about these verification events. 

ӱШTechnical Implementation : This privacy protection is achieved through: 

¶ Offline verification capabilities : Credentials can be verified without contacting 
the issuer. 

¶ Distributed status mechanisms : Revocation status checking through privacy-
preserving methods like StatusList2021. 

¶ Cryptographic verification : Digital signatures enable verification without issuer 
involvement. 

¶ Decentralised trust registries : Trust validation through EBSI or similar 
infrastructures rather than direct issuer queries. 

ӱШUser Control : While issuers cannot track verification by default, users maintain the 
option to explicitly authorise such tracking if they choose, ensuring user sovereignty over 
their data. 

ӱШImplications for Analytics : Educational institutions and professional bodies must 
adapt to not having verification analytics that traditional systems might provide. 
Alternative feedback mechanisms respecting privacy must be developed for quality 
assurance and improvement purposes. 

This enhanced privacy protection represents a significant shift from traditional credential 
verification models where issuers often maintained verification logs or required direct 
verification requests. It strengthens user privacy whilst maintaining the integrity and 
trustworthiness of the credential ecosystem. 

4.4. PERSONAL IDENTITY DATA 

The key factor of the European Digital Identity Framework is a secure and reliable 
authentication and identification of citizens using the EUDIW ecosystem. For DC4EU т 
education and professional qualifications, primarily natural persons are in scope: 

"[...] The European Digital Identity Wallet should provide natural and legal persons across 
the Union with a harmonised electronic identification means enabling authentication 
and the sharing of data linked to their identity." ( [1], Preamble 7). 
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"European Digital Identity Wallets shall be provided under an electronic identification 
scheme with assurance level high." ( [1], Art. 5a, Paragraph 11). 

"When acting as relying parties for cross-border services, Member States shall ensure 
unequivocal identity matching for natural persons using notified electronic identification 
means or European Digital Identity Wallets." ( [1], Art. 11a, Paragraph 1). 

"This Regulation lays down an obligation for qualified trust service providers to verify the 
identity of a natural or legal person to whom the qualified certificate or the qualified 
electronic attestation of attribute is issued based on various harmonised methods 
across the Union." ( [1], Preamble74). 

The main function of the EUDIW is therefore being an electronic identification means т it 
must be "on-boarded" with a "strong" identity. This on-boarding. 

"[...] should be facilitated by relying on electronic identification means issued at 
assurance level high." ( [1], Preamble 28). 

"Electronic identification means issued at assurance level substantial should be relied 
upon only where harmonised technical specifications and procedures using electronic 
identification means issued at assurance level substantial in combination with 
supplementary means of identity verification will allow the fulfilment of the requirements 
set out in this Regulation as regards assurance level high." ( [1], Preamble 28). 

The base identity in the EUDIW ecosystem is called "Person Identification Data" (PID). 
The PID is provided to the EUDIW in a harmonised common format by trusted entities 
responsible for verifying the identity of the EUDIW holder. The PID is designed to 
represent identity in a way that supports the goals of the European Union (EU), including 
interoperability, compliance with EU regulations, provision of cross-border services, 
establishment of a trust framework, and facilitation of EU-wide digital identity 
verification with LoA 'high'. 

"Cross-border reliance on European Digital Identity Wallets: Where Member States 
require electronic identification and authentication to access an online service provided 
by a public sector body, they shall also accept European Digital Identity Wallets that are 
provided in accordance with this Regulation." ( [1], Art 5f; Paragraph 1). 

In more detail, the PID is defined as: 

"[...] person identification data' means a set of data that is issued in accordance with 
Union or national law and that enables the establishment of the identity of a natural or 
legal person, or of a natural person representing another natural person or a legal 
person." ( [1], Art. 3a; Paragraph 3). 

A PID is issued by a Qualified Trust Service Provider (QTSP), based on national processes 
and specifics. These PID Providers are trusted entities responsible to verify the identity 
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of the EUDIW holder in compliance with LoA 'high' requirements. The PID Providers may 
e.g., be the same organisations that today issue official IDs, electronic identity means, 
or also the EUDIW Providers themselves. It must be ensured that a PID. 

"[...] uniquely represents the natural person, legal person or the natural person 
representing the natural or legal person, and is associated with that European Digital 
Identity Wallet;" ( [1], Art. 5a; Paragraph 5, Letter f). 

Attestation of attributes for a citizen must be issued to a digital identity which is identified 
with LoA "high". 

"[...] All Union citizens, and residents in the Union as defined by national law, should be 
empowered to securely request, select, combine, store, delete, share and present data 
related to their identity and request the erasure of their personal data in a user friendly 
and convenient way, under the sole control of the user, while enabling selective 
disclosure of personal data." ( [1], Preamble 15).. 

"Public service providers use the person identification data available from electronic 
identification means pursuant to Regulation (EU) No 910/2014 to match the electronic 
identity of the users from other Member States with the person identification data 
provided to those users in the Member State performing the cross-border identity 
matching process." ( [1], Preamble 41). 

"When acting as relying parties for cross-border services, Member States shall ensure 
unequivocal identity matching for natural persons using notified electronic identification 
means or European Digital Identity Wallets." ( [1], Art. 11a; Paragraph 1). 

"To ensure that qualified certificates and qualified electronic attestations of attributes 
are issued to the person to whom they belong and that they attest the correct and unique 
set of data representing the identity of that person, qualified trust service providers 
issuing qualified certificates or issuing qualified electronic attestations of attributes 
should, at the moment of the issuance of those certificates and attestations, ensure with 
complete certainty the identification of that person." ( [1], Preamble 74). 

Regarding the abovementioned data minimisation principle, eIDAS 2.0 also speaks 
about the: 

"[...] a reference to a minimum set of person identification data necessary to uniquely 
represent a natural or legal person, or a natural person representing another natural 
person or a legal person, which is available from electronic identification schemes;" ( [1], 
Art 12, Letter c). 

The following mandatory attributes are proposed (Annex VI) [1]:  

¶ Current Family Name  
¶ Current First Names  
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¶ Date of Birth  
¶ Unique PID-Identifier 

Additionally, there are also optional/possible additional attributes mentioned that can 
be applied on behalf of each MSs decision:  

¶ Name(s) at Birth  
¶ Place of Birth  
¶ Current Address  
¶ Gender  
¶ Nationality  
¶ Optional attributes used at national level, e.g. tax number, student 

identification number etc. 

In addition to these attributes, it is required that a PID contains metadata like the dates 
of issuance/expiration and information about the issuing authority (PID provider). The 
possibility of whether the PID can contain a portrait (relevant for face-to-face validation) 
is currently under discussion. 

According to the eIDAS regulation digital attestation of attributes issued by public bodies 
must fulfil the following requirements ( [1], Annex VI a) for the data model: 

REQUIREMENTS FOR ELECTRONIC ATTESTATION OF ATTRIBUTES ISSUED BY OR ON 
BEHALF OF A PUBLIC SECTOR BODY RESPONSIBLE FOR AN AUTHENTIC SOURCE 

An electronic attestation of attributes issued by or on behalf of a public sector body 
responsible for an authentic source shall meet the following requirements: 

(a) those set out in Annex VII; (b) the qualified certificate supporting the qualified 
electronic signature or qualified electronic seal of the public sector body referred to in 
Article 3, point (46), identified as the issuer referred to in point (b), of Annex VII, containing 
a specific set of certified attributes in a form suitable for automated processing and: (i) 
indicating that the issuing body is established in accordance with Union or national law 
as the responsible for the authentic source on the basis of which the electronic 
attestation of attributes is issued or as the body designated to act on its behalf; (ii) 
providing a set of data unambiguously representing the authentic source referred to in 
point (i); and (iii) identifying the Union or national law referred to in point (i). 

4.5. TRUST FRAMEWORK 

One of the main goals of eIDAS 2.0 is to create services: 

"[...] relying on an improved ecosystem for trust services and on verified proofs of 
identity" ( [1], Preamble 7) 
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For this, a "Trust Framework" must be designed and implemented т every actor has to be 
able to trust the relevant aspects of the interactions. 

4.5.1. Relevant Roles 

The part of the Trust Framework which covers the citizens (EUDIW providers, Conformity 
Assessment Bodies (CAB), PID providers etc.) is worked out on higher level and therefore 
out of scope for this work package т based on that, Educational Issuers and Verifiers 
must be able to perform basic checks to validate the citizens. 

More directly relevant for this work package is the requirement to create and implement 
Trust Frameworks for Credential Issuers and Verifiers (to be validated by citizens). 
Regarding this part the following roles are relevant (see also section 4.5 'Trust 
Framework'): 

ӱШAuthentic Source : "A repository or system, held under the responsibility of a 
public sector body or private entity, that contains attributes about a natural or 
legal person and is considered to be the primary source of that information or 
recognised as authentic in national law" . 

ӱШEducational Issuer : "An educational institution, quality assurance agency, or 
professional body authorised to issue educational or professional qualification 
attestations. This includes universities, vocational education providers, 
accreditation bodies, and professional regulatory authorities" . 

ӱШTrust Authority Organisation (TAO): "In educational contexts, entities that can 
provide verifiable authorisations to educational institutions and professional 
bodies, confirming their right to issue specific types of credentials" . 

ӱШNational Accreditation Bodies (NAB) : "National Accreditation Bodies (NAB) 
under [17] are the bodies in member states that perform accreditation with 
authority derived from the State" . 

ӱШAttestation Provider : "It means any provider that is able to issue an attestation, 
it includes PID Provider, Educational EAA and QEAA provider" . 

ӱШTrust Service Provider (TSP): "A natural or a legal person who provides one or 
more Trust Services, either as a qualified or as a non-qualified Trust Service 
Provider".  

ӱШRelying Party: "A natural or legal person that relies upon an electronic 
identification or a Trust Service."  

ӱШVerifier : "A role an entity performs by receiving one or more VCs inside a 
Verifiable Presentation (VP) for processing. In educational contexts, this includes 
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employers, other educational institutions, professional bodies, and public 
authorities." 

"Member States may require the supervisory body designated pursuant to paragraph 1 to 
establish, maintain and update a trust infrastructure in accordance with national law." ( 
[1], Art 46b, Paragraph 5). 

4.5.2. Relying Parties 

A relevant point is the new focus on "mutual authentication" of actors т which means not 
only an authentication between the citizen and a credential issuer, but in general also 
the authentication of all relying parties (and therefore also verifiers) towards the holder. 
It is important to mention that in the credential issuing process the issuing institution is 
also a relying party т as it requests, obtains, and verifies the citizen's or holder's person 
identity data. 

In a verification situation, the holder must be able to check if the verifier is allowed to 
conduct the requested verification process: "Where relying parties intend to rely upon 
European Digital Identity Wallets issued in accordance with this Regulation, they shall 
identify themselves to the holder of the European Digital Identity Wallet". The Relying 
Parties need an authorisation to receive and verify data from a holder based on a 
corresponding registration т following the basic principles of data protection and data 
minimisation, the verifiers "shall not request any data beyond what they have registered 
for". 

The basic requirements for creating a Trust Framework for Relying Parties are outlined as 
follows: 

"The registration process shall be cost-effective and proportionate-to-risk. The relying 
party shall provide at least: (Art. 5b, Paragraph 2)". 

"Member States shall, without undue delay, notify to the Commission the names, 
addresses and accreditation details of the conformity assessment bodies referred to in 
paragraph 1 and any subsequent changes thereto. The Commission shall make that 
information available to all Member States;" ( [1], Art. 20, Paragraph 1b). 

"The registration process shall be cost-effective and proportionate-to-risk." ( [1], Art. 5b, 
Paragraph 2)"Member States shall make the information referred to in paragraph 2 
publicly available online in electronically signed or sealed form suitable for automated 
processing." ( [1], Art. 5b, Paragraph 5). 

4.5.3. Credential Issuers 

It must be ensured that the source of the credential is or acts on behalf of an authentic 
source. In this context, a list of valid issuers for a specific credential type is needed. 
Regarding the issuing of credentials, eIDAS 2.0 states three types of credential providers 
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which must be considered and chosen accordingly for an Issuer Trust Framework: 
Besides EAA and QEAA providers, the new type of "electronic attestation of attributes 
issued by or on behalf of a public sector body responsible for an authentic source" (Art. 
45f) is introduced. The basic principles are: 

"The Member State where public sector bodies referred to in Article 3, point (46), are 
established shall ensure that the public sector bodies that issue electronic attestations 
of attributes meet a level of reliability and trustworthiness equivalent to qualified trust 
service providers in accordance with Article 24." ( [1], Art. 45f; Paragraph 2). 

"Member States shall notify public sector bodies referred to in Article 3, point (46), to the 
Commission. That notification shall include a conformity assessment report issued by a 
conformity assessment body confirming that the requirements set out in paragraphs 1, 
2 and 6 of this Article are met. The Commission shall make available to the public, 
through a secure channel, the list of public sector bodies referred to in Article 3, point 
(46), in electronically signed or sealed form suitable for automated processing." ( [1], Art. 
45f; Paragraph 3). 

4.5.4. Implementation Aspects 

After the framework has been defined, the registrations shall be executed т in order to 
provide services in a trusted ecosystem with adequately onboarded actors. In the end, 
there must be a "free-of-charge validation mechanisms" for EUDIW holders to: 

"[...] allow users to verify the authenticity and validity of the identity of relying parties 
registered in accordance with Article 5b." ( [1], Art. 5a; Paragraph 8, Letter b). 

¶ but also such validation mechanisms for the other actors involved. The details are 
outlined in the following chapters. 

4.5.5. Hybrid Trust Models 

Education and professional qualifications require support for hybrid trust models: 

¶ Classical PKI : Traditional hierarchical trust chains suitable for PubEAA, 
QEAA.  

¶ Decentralised PKI (dPKI) extending Classical PKI : Using Verifiable Data 
Registires like EBSI for enhanced governance transparency and verifiable 
authorisations. Even suitable for EAA, added value on governnace can also 
benefit PubEAA and QEAA. 

This hybrid approach allows educational institutions to choose the most appropriate 
trust model based on their technical capabilities and governance requirements. 

The technical implementation of bridging classical PKI with decentralised PKI through 
DID Documents is detailed in Annex 9. 
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The distributed institutional issuer model demonstrated through AllianceID 
implementation (Annex 17) exemplifies how the hybrid trust framework enables 
complex multi-institutional governance without requiring separate legal entities for 
alliances. 

4.6. SECURE AUTHENTICATION, CREDENTIAL ISSUANCE, AND 
USAGE 

Regarding the processes of using an EUDIW for authentication, but also for the 
processes of issuance and usage of credentials, the following basic requirements must 
be met: 

Identity Verification : Issuers of (Q)EAAs are obliged to verify the identity of the person to 
whom a credential will be issued. This includes a technical validation of the compliance 
of their EUDIW instance. 

Authentication with PID : The PID serves as a key component for verifying the user's 
identity. It is issued by trusted entities and is used to authenticate the user's identity 
across various services in the EU. 

In all situations of requesting a credential, including the PID, from a EUDIW holder: 

"[...] in the case of the electronic attestation of attributes with embedded disclosure 
policies, implement the appropriate mechanism to inform the user that the relying party 
or the user of the European Digital Identity Wallet requesting that electronic attestation 
of attributes has the permission to access such attestation;" ( [1], Art. 5a; Paragraph 5, 
Letter e). 

This is therefore required for issuers, acting as verifiers of a PID and verifiers in general. 

Identity mapping : The different configurations of national PIDs must be considered in 
the user authentication part during the issuance process of other VCs т here the 
importance of "identity mapping" comes into place: 

QEAA providers have to "ensure with full certainty the identification of that person" 
(E36e). For this purpose, public service providers should. 

"[...] use the person identification data available from electronic identification means 
pursuant to Regulation (EU) No 910/2014 to match the electronic identity of the users 
from other Member States with the person identification data provided to those users in 
the Member State performing the cross-border identity matching process." ( [1], 
Preamble 41). 
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Because of the minimal data requirement for the PID, in many cases there are "specific 
complementary unique identification procedures to be performed at national level". MSs 
are therefore required: 

"[...] to take specific online measures to ensure unequivocal identity matching when 
users intend to access online cross-border public services." (Preamble 41). 

As a conclusion, identity mapping covers two aspects: First, the Authentication of 
EUDIW holder from other MSs, and second the mapping of this 'high-level', general 
identity to internal identifiers (e.g. a student identification number or professional 
registration number). 

Issuance and Linking of PID: Once the PID is authenticated and unambiguously 
mapped to an internal person identifier, it can be technically linked to various 
credentials, including educational diplomas, professional certifications, and micro-
credentials. This option respects the user's privacy and ensures that the credentials are 
tied to a verified identity to increase trust and support future verification purposes. When 
a holder presents a digital credential and their PID, the Relying Party can in the optimal 
scenario verify both the authenticity of the credential and the identity of the holder in a 
single step. This simplifies the verification process and ensures that digital credentials 
are being presented by the rightful owner and thereby reduce the risk of fraud. 

The issued credentials must be properly created and signed/sealed to enable citizens 
and relying parties to validate their authenticity and the issuer's/authentic source's 
authorisation to issue such a credential. 

Authorisation Verification : Educational credential issuers must be able to demonstrate 
ƣőĲŔƖШ ċƨƣőŸƖŔƚċƣŔŸŰШ ƣŸШ ŔƚƚƨĲШ ƚƓĲĦŔŉŔĦШ ƣǃƓĲƚШ ŸŉШ ĦƖĲĬĲŰƣŔċũƚЮШ ÑőŔƚШ ůċǃШ ŔŰƻŸũƻĲаШ ӱШ
ĦĦƖĲĬŔƣċƣŔŸŰШƚƣċƣƨƚШƻĲƖŔŉŔĦċƣŔŸŰШӱШÄƨċũŔƣǃШċƚƚƨƖċŰĦĲШĦŸůƓũŔċŰĦĲШӱШÂƖŸŉĲƚƚŔŸŰċũШĤŸĬǃШ
ƖĲĦŸŊŰŔƣŔŸŰШӱШ]ŸƻĲƖŰůĲŰƣċũШċƨƣhorisation. 

Processing of results : Finally, for the application of the use cases it must be considered 
that verification results may need to be processed and stored in internal systems to 
comply with regulations or perform additional steps (e.g. academic recognition, 
employment verification, professional registration). This plays a crucial role in the proper 
processing and completion of many use cases and is thus considered as a basic 
requirement. 

The complete 14-step issuance workflow is detailed in Annex 11, whilst the 15-step 
verification workflow is comprehensively described in Annex 12. 

4.7. ADDITIONAL REQUIREMENTS 

The following additional requirements have to be considered: 
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4.7.1. Offline Usage 

The eIDAS regulation states that the EUDIW can be used for: 

"[...] containing person identification data and which is used for authentication for an 
online service or, where appropriate, for an offline service; (Art. 3; Paragraph 2, Letter a). 

The offline use is described as: 

"[...] as regards the use of European Digital Identity Wallets, an interaction between a 
user and a third party at a physical location using close proximity technologies, whereby 
the European Digital Identity Wallet is not required to access remote systems via 
electronic communication networks for the purpose of the interaction." (Preamble 57) 

For education and professional qualifications, offline verification use cases are relevant 
for scenarios such as physical attendance at educational institutions, professional 
practice verification, and on-site credential verification. 

4.7.2. Revocation and Suspension 
Revocation Management 

Revocation is a feature marking a significant advancement over traditional paper 
documents as it can be carried out in near real time and be effective from a specific point 
in time. According to the eIDAS regulation where: 

"[...] a qualified electronic attestation of attributes, a qualified trust service provider shall 
verify the identity and, if applicable, any specific attributes of the natural or legal person 
to whom the qualified certificate or the qualified electronic attestation of attributes is to 
be issued." (Art. 24; Paragraph 1). 

Every (Q)(Pub)EAA shall contain: 

"the information or location of the services that can be used to enquire about the validity 
status of the qualified attestation." ( [1], Annex V, Letter i). 

implying that during any verification it shall be possible to retrieve the revocation status. 

While the business decision to revoke a credential lies with the Authentic Source, the 
subsequent technical revocation shall be conducted by the credential issuer (e.g. QTSP). 
In educational contexts, revocation/suspension might be triggered by:  

¶ Discovery of academic misconduct or fraud. 
¶ Administrative errors in credential issuance. 
¶ Loss of accreditation by the issuing institution.  
¶ Changes in professional standing or regulatory compliance. 
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Every status change must be transparently communicated to the user by the EUDIW, 
ensuring that it accurately processes changes in a credential's validity. 

Suspension Management 

Suspension allows temporary invalidation of credentials with possibility of 
reinstatement:  

¶ Trigger Events: Academic misconduct investigation, professional review pending, 
temporary practice restrictions. 

¶ Technical Implementation: StatusList2021 supports distinct bits for revoked 
(permanent) vs suspended (temporary) states.  

¶ Holder Notification: Wallet MUST display suspension status and expected review 
date.  

¶ Reinstatement Process: Upon resolution, issuer updates status list, credential 
becomes valid again without re-issuance. 

(Q)(Pub)EAA relted statuses 
 
Credentials can be in one of the following states:  
¶ ACTIVE: Fully operational. 
¶ SUSPENDED: Temporarily invalid, can be reinstated. 
¶ REVOKED: Permanently invalid. 
¶ EXPIRED: Validity period ended. 

 
Status changes are recorded in privacy-preserving status lists (StatusList2021) and 
communicated/consulted to/by the wallet holder in a privacy-enhanced way. 

 

4.7.3. Flexibility 

Following the self-sovereignty principle, eIDAS 2.0 has several passages about a 
"flexible" use of the EUDIW and the attestations in it т this covers many aspects like an 
extensive use of Selective Disclosure, the user's right to "data portability", or the use of 
different identities/pseudonyms. 

While Educational and Professional Qualification Use Cases mostly rely on regulated 
processes associated with an identity with a 'high' LoA, our approach to flexibility 
includes: 

¶ Support for partial qualifications and micro-credentials. 
¶ Progressive disclosure of academic achievements.  
¶ Aggregation of credentials from multiple institutions.  
¶ Time-limited access for specific verification purposes. 
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4.7.4. Technical Neutrality 

DC4EU WP 5 is agnostic towards the choice of technology. This is backed by the 
technical neutrality approach in eIDAS 2.0. Nevertheless, we require the new 
architecture to be a modern solution without media break considering aspects like 
performance, usability, interoperability, security, and privacy. 

Educational institutions have varying levels of technical maturity, so the solution must 
support:  

¶ Both Classical PKI and Decentralised PKI approaches.  
¶ Multiple credential formats (W3C VC, SD-JWT).  
¶ Integration with existing student information systems. 
¶ Compatibility with European educational infrastructure (e.g. Europass, ESC, 

eduGAIN). 

4.7.5. Governance Interoperability 

A critical additional requirement for education is ensuring interoperability with existing 
governance frameworks: 

ӱШBologna Process compatibility : Supporting the European Higher Education 
Area objectives. 

ӱШEuropean Qualifications Framework (EQF) : Enabling qualification level 
comparability.  

ӱШQuality Assurance compliance : Integration with ESG (Standards and 
Guidelines for Quality Assurance).  

ӱШProfessional recognition : Supporting automatic and general recognition 
systems.  

ӱШLisbon Recognition Convention : Facilitating fair recognition of foreign 
qualifications . 

4.7.6. Other basic requirements not in scope 

There are other requirements currently not in scope which may have an impact for 
education and professional qualification coordination. Those requirements must be 
preliminary covered by basic EUDIW capabilities and the impact on the education use 
cases must be considered at a certain stage: 

ӱШÉƓĲĦŔċũШƽċũũĲƣШŉĲċƣƨƖĲƚШũŔťĲШċШƓƖŔƻċĦǃШĬċƚőĤŸċƖĬШыŔŰĦũƨĬŔŰŊШƣőĲШĦċƓċĤŔũŔƣǃШƣŸШ
request to a relying party to delete personal data according to GDPR).  
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ӱШÖƚċĤŔũŔƣǃШůĲċƚƨƖĲƚШŉŸƖШƣőĲШEÖ?fìЮШ 

ӱШ7ċĦťƨƓШċŰĬШƖĲƚƣŸƖĲШŸŉШĦƖĲĬĲŰƣŔċũƚЮШ 

ӱШÉƓĲĦŔċũШċƖĦőŔƻŔŰŊШƚŸũƨƣŔŸŰƚЮШ 

ӱШ9ƖĲĬĲŰƣŔċũШƨƚċŊĲШƖĲũċƣĲĬШƣŸШƣőŔƖĬШĦŸƨŰƣƖŔĲƚЮШ 

ӱШÉƓĲĦŔċũШċĦĦĲƚƚŔĤŔũŔƣǃШůĲċƚƨƖĲƚШŉŸƖШƣőĲШEÖ?fìЮШ 

ӱШ ũƣĲƖŰċƣŔƻĲШƚŸũƨƣŔŸŰƚШŉŸƖШƓĲŸƓũĲШŸƓƣŔŰŊШŰŸƣШƣŸШƨƚĲШċŰШEÖ?fìШƽŔũũШĤĲШĦŸŰƚŔĬĲƖĲĬЯШ
but only on a conceptual basis. 

Non-functional requirements concerning the handling e.g. of expired credentials as well 
as the digital identity (PID) during verification processes in another MS must be 
meticulously defined within the business domain. This is akin to the conventional paper-
based system where regulations exist for scenarios such as not having a diploma or 
professional certification at hand, or the identification of the citizen is absent or invalid. 
It is incumbent upon the citizen to comply with these prerequisites, whether in the 
physical world or when opting for the digital alternative, the EUDI wallet solution. It is 
essential not to overlook the need for a valid digital identity during the verification 
process. This responsibility extends to ensuring that the identity remains valid, even 
during temporary stays abroad. 

4.8. CONCLUSIONS FOR EDUCATION AND PROFESSIONAL 
QUALIFICATIONS 

All in all, the goal of DC4EU WP5 is to create a sustainable solution for Education and 
Professional Qualifications based on the above-mentioned requirements. For the 
education use cases, this means: 

Data minimisation : To address this aspect, DC4EU will propose lean data models 
together with a consistent use case design for the piloting activities. Additionally, we will 
clarify the role of digital identity (PID) and selective disclosure, which will be used to 
ensure and prove the correct usage of attestations in the EUDIW ecosystem, while 
respecting the complex nature of educational records. 

Self-Sovereignty : We have a citizen centric approach to empower possibilities of choice 
while balancing this with usability, institutional requirements including the acceptance 
by all stakeholders, data minimisation and use case relevance. The approach recognises 
the need for institutional control over credential issuance while maximising user control 
over credential sharing. 

Non-traceability : This aspect will be considered in the conceptual architecture. The 
issuers of credentials must not receive information of the use of their credentials. The 
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aspects of decentralisation may play a crucial role, particularly through the use of EBSI 
for enhanced privacy. 

Enhanced Privacy on Verification : The new architecture ensures complete privacy of 
verification activities, preventing issuers from tracking when, where, or by whom 
credentials are verified. This protects learner and professional privacy whilst maintaining 
credential integrity through distributed verification mechanisms and privacy-preserving 
technologies such as StatusList2021. Educational institutions must adapt their quality 
assurance and improvement processes to function without verification analytics, 
developing alternative feedback mechanisms that respect user privacy. 

Data protection : By the nature of educational institutions and use cases, the lawful 
processing of personal data is of utmost importance and must be considered in every 
step of the use case, with particular attention to learner data protection requirements. 

Using PID as identification means : In the educational context, the use of a digital 
identity with LoA "high" (PID) is crucial for citizens, issuers, and verifiers to authenticate 
and identify learners and professionals in a secure and reliable way in on- and offline 
scenarios. This includes the process of issuing as well as the proof of correct usage of an 
attestation in education. 

Trust Framework : The trust frameworks of eIDAS 2.0 and educational governance must 
be mapped (e.g. authentic source = educational institution, quality assurance agency, or 
professional body). This will be done in the trust framework design and in the 
corresponding onboarding processes, supporting both Classical PKI and dPKI 
approaches. 

Secure Authentication, Issuance, and usage of Credentials : In order to meet the 
requirements of eIDAS 2.0 and the toolbox process, more detailed aspects have to be 
considered in each step of the use cases (e.g. authentication LoA 'high', mutual 
authentication, proof of legitimate possession, authorisation verification etc.). 

Offline -Usage: The relevance of offline verification processes for digital credentials in 
educational settings must be considered when designing the use cases, particularly for 
on-campus scenarios and professional practice verification. Offline capabilities are also 
essential for implementing enhanced privacy protection, preventing online checks that 
could reveal verification patterns to issuers. 

Revocation : Revocation mechanisms play a crucial advancement for education as for 
other use cases by increasing institutions' capabilities and increasing reliability in 
credentials. The design needs to be considered with care as revocation shall not 
compromise data privacy requirements while ensuring academic integrity. Privacy-
preserving revocation mechanisms like StatusList2021 must be implemented to prevent 
issuers from tracking verification activities through revocation status checks. 
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Flexibility : The basic impacts of the requirements of eIDAS/ EUDIW Toolbox (e.g. 
delegation of credentials, partial qualifications) must be analysed and considered for a 
user-friendly, privacy preserving and secure solution that supports the diversity of 
educational pathways. 

Technical Neutrality : DC4EU WP5 is agnostic to technology, but requires a modern, 
future proof solution in accordance with the eIDAS approach. Specific Use Cases and 
requirements of education shall be feasible with the technology with the fewest possible 
compromises, supporting both mature and emerging technical infrastructures. 

Governance Integration : The new solution must integrate with existing educational 
governance frameworks and grant compatibility with established processes т this means 
that the processes and data models have to be designed in a way that they support 
existing recognition procedures, quality assurance mechanisms, and professional 
regulatory requirements. 

Hybrid Trust Models : Supporting both Classical PKI and Decentralised PKI approaches 
to accommodate the diverse technical capabilities and governance requirements of 
educational institutions across Europe. Decentralised approaches particularly support 
enhanced privacy through distributed trust validation that doesn't require direct issuer 
contact.  

In conclusion, the above-mentioned requirements correspond to the endeavours of 
WP5/ education and professional qualifications and need to be applied in the concrete 
solution design. The following chapters can be perceived as first approach accordingly 
while decisions and specifications outside this work package and consortium will affect 
technical and lawful feasibility. In addition, national decisions (e.g. on the PID and 
QTSPs) and educational governance structures must be carefully monitored in future 
iterations of the project. 

The principles and requirements outlined in this chapter are validated through practical 
implementation. Annex 13 provides a comprehensive case study of MyAcademicID, 
demonstrating how the hybrid trust architecture (Scenario 2) successfully balances 
classical PKI with decentralised PKI, whilst preserving governance continuity and 
enabling user sovereignty. This implementation serves as concrete evidence that eIDAS 
2.0 requirements can be met without disrupting functioning existing infrastructure. 
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CHAPTER 5: CONCEPTUAL ARCHITECTURE OF THE TARGET SYSTEM 

5.1 Introduction 

The European Union Digital Identity Wallet (EUDIW) ecosystem represents a 
transformative approach to digital credentials in education and professional 
qualifications. Its conceptual architecture has been developed and validated through 
the DC4EU Large Scale Pilot, establishing a comprehensive framework that streamlines 
credential verification processes whilst fostering trust, privacy, and convenience in 
academic and professional transactions across Europe. 

The EUDIW is a secure digital application that enables European students, academics, 
and professionals to store, manage, and present identity data alongside attestations of 
educational attributes. In educational and professional qualification coordination, these 
attestations are essential for proving academic achievements, professional 
qualifications, and entitlements necessary for accessing educational services, 
employment opportunities, cross-border mobility, and professional recognition. 

The conceptual architecture described in this chapter is implemented through two 
primary workflows: the issuance workflow (Annex 11) and the verification workflow 
(Annex 12), which together form the complete credential lifecycle. 

The various states a credential can assume throughout its lifecycle (ACTIVE, 
SUSPENDED, REVOKED, EXPIRED) are defined in the Status States Glossary (Annex 9A). 

Architectural Foundation and Pilot Validation 

The conceptual architecture illustrated in Figure [X] reflects the outcomes of extensive 
piloting within DC4EU's education and professional qualifications sector. The pilot 
explored three distinct implementation approaches, each addressing different aspects 
of trust infrastructure and governance requirements: 

Pilot1 (Classical PKI Baseline)  implemented a pure classical Public Key Infrastructure 
approach for issuer and relying party identification, aligned with Public Sector Body EAA 
Providers (Pub-EAAs/PSBs). This baseline approach leveraged established PKI 
mechanisms for entity identification but did not implement the full trust model or 
comprehensive credential lifecycle management capabilities such as revocation and 
suspension. 

Pilot2 (Hybrid Approach)  successfully combined classical PKI for legal entity 
identification with decentralised PKI (dPKI) via the European Blockchain Services 
Infrastructure (EBSI) to address governance, authorisations, and enhanced trust 
capabilities. This hybrid model implemented the complete trust framework including 
two-step verification (classical PKI combined with dPKI), full revocation and suspension 
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through privacy-preserving status lists, disintermediated status checking for enhanced 
privacy protection, multi-level authorisations stored in Verifiable Data Registries, Terms 
of Use enabling selective disclosure, and Embedded Disclosure Policies for role-based 
restrictions. The hybrid approach proved most successful in meeting the comprehensive 
business requirements identified in this Business Blueprint, particularly for 
accommodating the complex governance structures inherent in European education 
and professional qualification systems. 

Pilot3 (Parallel Execution)  executed Pilot1 and Pilot2 approaches in parallel (not as a 
combination), enabling direct comparison and validation of both models within real-
world educational contexts. 

The architecture presented in this chapter represents the hybrid approach , which has 
demonstrated superior capability in addressing the full spectrum of business needs 
whilst maintaining compatibility with existing institutional infrastructure and governance 
frameworks. 

The conceptual architecture described in this chapter has been successfully validated 
through multiple pilot implementations. The MyAcademicID case study (Annex 13) 
provides detailed analysis of how the hybrid approach (Pilot2) transforms existing 
eduGAIN federated infrastructure into an EUDI Wallet-compatible ecosystem, 
maintaining operational continuity whilst adding capabilities such as revocation 
management, selective disclosure, and privacy-preserving verification. 

AllianceID implementation demonstrates a governance model where DG EAC 
recognition of alliance membership enables autonomous credential issuance by 
member institutions without centralised alliance infrastructure (Annex 17). 

Key Ecosystem Entities and Components 

The EUDIW ecosystem for educational and professional credentials comprises three 
primary actors supported by robust trust infrastructure: 

The Learner/Professional  occupies the central position in the architecture, reflecting 
the fundamental principle of user control inherent in the European Digital Identity 
framework. The learner holds the EUDIW, which serves as a secure, personal container 
for both identity credentials (Person Identification Data) and attribute credentials 
(Electronic Attestations of Attributes). The learner's role encompasses initiating 
credential requests from authorised issuers, providing explicit consent at critical 
decision points, controlling selective disclosure of attributes when presenting 
credentials to relying parties, and managing the complete lifecycle of credentials within 
their wallet. This central positioning represents not merely visual design but architectural 
reality: all credential exchanges require the learner's active participation and informed 
consent, ensuring learners function as empowered participants rather than passive 
subjects of data exchange. 
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The Issuer represents entities authorised to create and issue Electronic Attestations of 
Attributes for education and professional qualifications. Issuers include educational 
institutions (universities, schools, training organisations), professional regulatory 
bodies, quality assurance agencies, and other entities competent to attest to learners' 
achievements, qualifications, or competences. The issuer is supported by critical 
infrastructure elements including the Authentic Source , which maintains authoritative 
databases containing verified information about learners; backend datastores  providing 
institutional record systems; and connections to Member State authentication means 
(MS' means), Qualified Trust Service Providers (QTSPs), and the Single Digital Gateway 
(SDG/OOTS) for cross-border data access and evidence preservation. 

The Relying Party encompasses entities that verify and rely upon credentials presented 
by learners through their EUDIW. Relying parties include prospective employers, 
educational institutions assessing admission applications, professional regulatory 
bodies evaluating registration eligibility, and other organisations requiring validated 
proof of qualifications. Relying parties are supported by Service/Business Logic  
systems that process verified credential data and integrate verification outcomes with 
production systems for decision-making, eligibility assessment, and service delivery. 

Supporting Infrastructure Elements 

The architecture establishes clear symmetry between issuer and relying party 
infrastructures, with each supported by domain-appropriate elements: 

On the issuer side, the Authentic Source  exposes database records that become the 
foundation for Electronic Attestations of Attributes, adapts data to conform to the 
European Learning Model (ELM) format, generates and preserves evidence of credential 
validity, and ensures compliance with sectoral governance requirements whilst 
maintaining continuous availability. 

On the relying party side, Service/Business Logic  systems receive and process verified 
credentials, perform identity matching against internal records, apply domain-specific 
business rules for eligibility assessment and decision-making, integrate verification 
outcomes with production systems, and prepare for service delivery based on validated 
credentials. 

Two-Layer Trust Infrastructure 

The architecture implements a sophisticated two-layer trust infrastructure that 
combines the proven reliability of classical PKI with the enhanced governance 
capabilities of decentralised trust mechanisms: 

Classical PKI (Pilot1 Baseline)  provides the foundational layer for identity verification 
and basic legal entity identification of issuers and relying parties. This layer leverages 
decades of investment in certificate authorities, identity management systems, and PKI-
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aware applications, ensuring that educational institutions and professional bodies can 
build upon existing trust infrastructure rather than replacing it entirely. 

Verifiable Data Registries (dPKI via EBSI) - Hybrid Approach  extends classical PKI to 
support the complex, multi-level governance structures characteristic of European 
education and professional qualification systems. This layer accommodates EU-level, 
sectoral, Member State, regional, and institutional governance frameworks, roles, 
capabilities, and authorisations through six key components: 

1. Authorisations (per subdomain)  manage multi-level, domain-specific access 
permissions including national and EU recognition as educational institutions; 
authorisations to issue credentials at specific EQF (European Qualifications 
Framework) and NQF (National Qualifications Framework) levels; sectoral 
capabilities such as European Student Card issuance and participation in 
MyAcademicID; alliance capabilities (MyAllianceID) for European university 
alliances; and institutional capabilities (EducationalID). 

2. Accreditations (e.g., Quality Assurance)  maintain registries of trust and quality 
verification, ensuring that only appropriately accredited entities can issue 
credentials within their authorised scope. 

3. Data Models (Schemes) define credential schema structures, ensuring 
interoperability and common understanding of credential content across 
institutional and national boundaries. 

4. Information Disclosure  implements privacy and data sharing policies including 
Terms of Use that enable predefined selective disclosure templates aligned with 
issuer requirements; Embedded Disclosure Policies that enforce role-based 
restrictions on credential usage; and data minimisation requirements that protect 
learner privacy. 

5. Authentic Sources  provide a registry of verified data sources, establishing the 
foundation of trust for credential content. 

6. Disintermediate Status Proxy  delivers a critical privacy-enhancing service by 
enabling credential status verification (revocation, suspension checks) without 
requiring direct contact between relying parties and issuers. This 
disintermediation ensures that issuers cannot determine when, where, or by 
whom their credentials are being verified, thereby preventing tracking of learner 
activities and verification patterns that could compromise privacy. 

Hybrid Architecture Advantages 

The combination of classical PKI and Verifiable Data Registries delivers substantial 
benefits that neither approach could achieve independently: 

Incremental Adoption  enables organisations to commence implementation using 
classical PKI for basic entity identification, then progressively adopt VDR-based features 
for advanced governance, authorisation management, and privacy-enhancing services. 
This phased approach eliminates the requirement for simultaneous adoption across all 
ecosystem participants. 
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Leveraging Existing Infrastructure  builds upon established certificate authorities, 
identity management systems, and PKI-aware applications rather than requiring 
wholesale replacement of existing trust infrastructure. 

Enhanced Governance Without Sacrificing Trust  employs classical PKI to provide 
robust cryptographic trust for entity identification and credential signatures, whilst VDRs 
supply the metadata, authorisation information, and governance data essential for 
complex multi-level educational and professional qualification systems. 

Privacy by Design incorporates VDR-based services such as the disintermediate status 
proxy to enable privacy-preserving verification mechanisms that would be difficult or 
impossible to achieve through classical PKI alone, aligning with European data 
protection principles.  

Future-Proofing and Extensibility  accommodates new types of governance 
information, authorisation models, privacy-enhancing services, and trust mechanisms 
through VDR extension without requiring fundamental changes to the classical PKI layer, 
enabling gradual evolution as the ecosystem matures. 

Sectoral Governance Flexibility  separates technical infrastructure from sectoral 
governance, enabling different educational and professional sectors to define their own 
rulebooks, quality assurance requirements, and recognition frameworks whilst sharing 
common technical infrastructure and maintaining interoperability. 

The conceptual architecture illustrated in this chapter, validated through comprehensive 
piloting and refined based on real-world implementation experience, provides the 
foundation for understanding the detailed components, processes, and data models 
elaborated in subsequent sections. This architecture represents not merely a technical 
framework but a comprehensive ecosystem design that balances the requirements for 
trust, privacy, governance, interoperability, and user control essential for successful 
digital transformation of educational and professional credential systems across 
Europe. 
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FIGURE 5 CONCEPTUAL ARCHITECTURE 
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5.2 Key Components 

5.2.1 EUDI Wallet Benefits for Educational Credentials 

The EUDIW offers the following key benefits: 

¶ Service Provision : Enables secure presentation of identity data and educational 
attestations necessary for accessing academic and professional services across 
the EU. 

¶ Interoperability : User-friendly and compatible with different platforms and 
devices. 

¶ Security : Protects identity data from unauthorised access and misuse. 
¶ Regulatory Compliance : Adheres to European Digital Identity Framework 

Regulation, respecting data minimisation, privacy by design, and user consent 
principles. 

5.2.2 Verification Applications 

Verification Services/Applications play a crucial role in on- and offline verification of 
educational credentials. These apps verify the validity of attestations presented by 
citizens using their EUDIW, These attestations are initially provided by three types of 
providers: 

1. Qualified Trust Service Providers(QTSPs), providers of Qualified Electronic 
Attestations of Attributes (QEAA) in the context of education and professional 
qualifications can be any body stablished as QTSP. They issue QEEAs that are 
é9ƚШũŔŰťĲĬШƣŸШċШƨƚĲƖќƚШĬigital identity, validating QEAA to be issued against 
authentic source after citizen's consent, using provided Member States' means. 

2. Public Sector Body (PSB) in charge of an Authentic Source (AS)  or acting on its 
behalf, are government or public sector entities authorized to issue Electronic 
Attestations of Attributes (PubEAA) with strict trust and security requirements 
equivalent to qualified trust services. 

3. Non-qualified Trust Service Provider (TSP), providers on non-qualified Electronic 
Attestations of Attributes (EAA), are entities that issue Electronic Attestations of 
Attributes (EAAs), providing digital credentials with varying levels of trust and 
regulatory compliance. 

The verification process involves supplying unbiased evidence to support the assertion 
that predetermined standards have been satisfied. This ensures that the transfer of data 
was carried out in accordance with the chosen techniques, protocols, standards, or 
laws. 

In this context, the Verification App ensures the integrity and authenticity of these 
attestations, thereby enhancing the security of the EUDIW ecosystem. This process is 
ĦƖƨĦŔċũШŉŸƖШůċŔŰƣċŔŰŔŰŊШċШћőŔŊőќШũĲƻĲũШŸŉШƣƖƨƚƣШŔŰШĬŔŊŔƣċũШƣƖċŰƚċĦƣŔŸŰƚШŔŰШEƨƖŸƓĲЮ 
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However, it is important to note that the development and implementation of such a 
Verification App would need to comply with the relevant legal and regulatory 
requirements in each MS. This includes ensuring the protection of customer information 
and personal data, as well as upholding customer privacy rightscovering various 
credential types such as: 

¶ Academic degrees. 
¶ Professional certifications. 
¶ Continuous professional development credits. 
¶ Research qualifications. 
¶ Specialisation certificates. 

5.2.3 Public Key Repositories 

Public key repositories are instrumental in verifying educational/professional 
qualifications attestations, storing public keys linked to credentials issued by various 
educational and professional bodies. Public key repositories are instrumental in the 
EUDIW ecosystem, particularly in the verification of attestations of attributes. These 
repositories, which are a key component of a Public Key Infrastructure (PKI) or a 
decentralised Public key Infrastructure, serve as verifiable databases housing the public 
keys for different entities. These public keys are used to verify digital signatures and 
decrypt data, thus enhancing the security of the system. 

Within the EUDIW ecosystem, public key repositories can store the public keys linked to 
the attestations of attributes. These attestations are provided by any of QEAA providers, 
PubEAA providers and TSP providers. 

When a Relying Party, such as a service provider, needs to verify an attestation of an 
attribute, it can access the corresponding public key from the repository. This key is then 
used to verify the digital signature on the attestation, ensuring the integrity and 
authenticity of the attestation and enhancing the overall security of the EUDIW 
ecosystem. 

However, it is crucial to note that the development and implementation of such a public 
key repository must adhere to the relevant legal and regulatory requirements of each MS 
and the EU. This includes the protection of customer information and personal data, as 
well as the preservation of customer privacy rights. This adherence to regulations further 
strengthens the trust and reliability of the EUDIW ecosystem. 

A public key repository may be a component of a trusted registry. 

5.2.4 Trusted Registries 

In the EUDIW ecosystem, trusted registries play a pivotal role in establishing trust 
among various entities such as credential providers, wallet holders, and relying parties 
(verifiers). These registries are part of the trust infrastructure and are essential for the 
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target solution for social security coordination, as they establish and reinforce trust 
among the participants. These registries must have high availability and be online 24/7. 

The trusted registries in the EUDIW ecosystem can be categorised into three types: 

Five key types of trusted registries support the ecosystem: 

1. Trust Registries : Foster trust among issuers, relying parties, and EUDIW 
providers. 

2. Trust Lists: are authoritative, publicly accessible registries that contain verified 
information about trusted entities, their services, and their credentials within a 
digital ecosystem. 

3. Schema Registries : Ensure common understanding of credential structure and 
content. They store and manage the schemas and definitions of the credentials 
and allow them to validate and interpret the data. Additionally, they also include 
a ruleset governing who can issue and who is foreseen to request the data 
(Information Disclosure). 

4. Credential Status Registries : Track and distribute information about credential 
validity. In education and professional qualifications, both Revocation Registries 
and Suspension Registries are considered. 

5. Trust Authority Registries: A centralized, authoritative digital repository that 
maintains verified information about organizations authorized to accredit, 
validate, and issue trusted credentials within specific domains. 

Data validation is crucial in this ecosystem. The data from the authentic source must be 
validated for its authenticity, correct formatting, and structure. Similarly, the data must 
be validated by the issuer before it is issued as a VC to a wallet or the trusted registries. 
 
To ensure a clear understanding of the attributes in the credential among the authentic 
source, issuer, and verifier, a defined and agreed-upon schema or set of schemas is 
necessary. These schemas may vary based on the credentials and use case involved. 
Schemas also potentially enable agreement on selective disclosure between providers 
and relying parties. 
 
To achieve interoperability in the wallet ecosystem, the issuer must consider different 
trust infrastructures in different MSs or contexts. Therefore, the issuer system aims to 
accommodate different types of credential profiles. 

In most cases, the issuer, rather than the authentic source, keeps track of the status of 
the issued credentials. However, the decision to revoke a credential is a business 
decision taken by the authentic source.. Lifecycle management shall be defined and 
clarified and aligned to AS (lifecycle management) - PSB as issuer - Status List 
Verification service - Relying Party. 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

99 

5.2.5 Credential Issuance Process 

The credential issuance involves multiple actors: 

¶ Authentic Source (Educational Institution). 
¶ Pickup System. 
¶ Issuer System. 
¶ Notification System. 

In the EUDIW ecosystem, the issuing of credentials involves several key actors and 
components such as a EUDI Wallet holder, the EUDIW, an Authentic Source, a Pickup 
System, an Issuer System, and a Notification System. A Schema registry is ensuring that 
issuers adhere to agreed-upon data models specific to education and professional 
qualifications . 
All services are combined to create a member state specific Download Service which is 
designed for the user to streamline the process of issuing (Q)(Pub)EAAs, represented as 
a VC, issued to a digital identity with Level of Assurance (LoA) ћőŔŊőќЮ 
 
For a comprehensive, step-by-step explanation of the complete credential issuance 
workflow, including all technical implementation details, trust verification mechanisms, 
and privacy-preserving features developed during the DC4EU Large Scale Pilot, see 
ANNEX 11: Detailed Issuance Workflow for Educational and Professional Credentials. 
The annex provides detailed descriptions of the 14-step process encompassing learner 
initiation and authentication, wallet engagement and mutual trust establishment, and 
credential preparation and delivery, with particular emphasis on the hybrid approach 
combining classical PKI with decentralised PKI via EBSI infrastructure. 

5.2.6 Credential Request Workflow 

In the EUDIW ecosystem, the process of a citizen requesting a credential from an issuer 
unfolds involves: 

1. Wallet holder access issuer's service: enabling the EUDIW engagement phase 
(QR challenge or others). 

2. Credential request from EUDIW: The citizen, who is the owner of a valid EUDIW, 
initiates the process by requesting the download of a specific credential from 
previously notified Issuer System. This request is executed from the EUDIW and 
is typically triggered by a Pickup System. 

3. EUDIW issuer's validity: as a trusted relying party. 
4. Entitlement and identity verification: When downloading a VC, the EUDIW 

requesting the credential on behalf of the citizen must possess proper 
ċƨƣőŸƖŔƚċƣŔŸŰЮШ9ŸŰƻĲƖƚĲũǃЯШƣőĲШŔƚƚƨĲƖШůƨƚƣШĲŰƚƨƖĲШċШћőŔŊőќШxŸ ШƽőĲŰШŔƚƚƨŔŰŊШƣőĲШ
VC to the correct identity associated with this EUDIW. In a fully digital workflow 
designed for social security coordination, authentication, and identification via 
electronic means (PID) between the EUDIW and the Issuer System are essential. 
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5. Credential creation: If the identity of the citizen, who is the owner of the wallet, is 
authenticated and identified by electronic means with LoA High, the issuer 
system can confidently and securely provide the VC gathering the data from the 
Authentic Source to be sent/received to/by EUDIW. 

6. Credential transmission to EUDIW: The issuer system then transmits the VC to 
the EUDIW which requested the credential. The citizen upon acceptance 
becomes the holder of the attestation, which is achieved by finally storing the 
credential in the EUDIW. 

7. Notification of available credential: The citizen is informed via a Notification 
System (popup or equivalent) that a credential is ready for download. It gives a 
reference to a Pickup System. 

It is important to note that the specifics of this process can vary depending on the use 
case, the security policies in the Member States, and the model for integrating the 
authentic source. The identification of the citizen, as the requester of the credential, 
plays a crucial role in this process to establish trust. 

Moreover, the process must adhere to the relevant legal and regulatory requirements in 
each Member State, including the eIDAS regulation. This regulation sets out the rules for 
electronic identification and trust services for electronic transactions in the internal 
ůċƖťĲƣЯШĲŰƚƨƖŔŰŊШƣőĲШƓƖŸƣĲĦƣŔŸŰШŸŉШƣőĲШĦŔƣŔǍĲŰќƚШŔŰŉŸƖůċƣŔŸŰШċŰĬШƓĲƖƚŸŰċũШĬċƣċЯШċƚШƽĲũũШċƚШ
upholding their privacy rights. 

5.2.7 Credential Presentation 

In the EUDIW ecosystem, the holder of attestations (the citizen), who owns a EUDIW to 
whom the attestation is issued, plays a significant role. The holder possesses the 
attestations, which are provided by the Issuer. The EUDIW is a secure and anticipated 
tool to store, show and present identity data and its attributes. 

éĲƖŔŉŔċĤũĲШÂƖĲƚĲŰƣċƣŔŸŰƚШыéÂƚьШĦċŰШƓƖŸƻĲШƣőĲШőŸũĬĲƖќƚШĬŔŊŔƣċũШŔĬĲŰƣŔƣǃШċŰĬШƣőĲŔƖШċƣƣƖŔĤƨƣĲƚШ
in a verifiable digital format during a verification process. 

The holder presents these VPs to relying parties, such as public authorities, when asked 
and necessary. The process of presenting credentials based on a common agreed data 
schema typically unfolds as follows: 

¶ Wallet holder access issuer's service: enabling the EUDIW engagement phase 
(QR challenge or others). 

¶ Request for credential: A verifier requests by electronic means from the citizen 
the provision of a specific credential based on a predefined credential schema.  

¶ EUDIW verifies relying party's validity as a trusted relying party. 
¶ EUDIW verifies relying party's entitlement to request specific credential 

(Q)(Pub)EAA. 
¶ Consent: Authenticity of the requesting verifier may be checked by the citizen. The 

citizen agrees to share the requested credential with the verifier, using his EUDIW. 
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¶ Presentation of credential: The citizen through EUDIW presents a VP, which is a 
cryptographically signed message that contains a combination of credentials or 
a subset of their attributes to the verifier. 

Citizens can present credentials to relying parties through: 

¶ Verifiable Presentations (VPs). 
¶ Selective disclosure of specific attributes (subject ot "Terms of Reference" 

deifned by the isseur). 
¶ Cryptographically signed presentations. 

5.2.8 Credential Verification Scenarios 

The verifier has an essential role in the EUDIW ecosystem. It can be either a software 
application controlled by a person or a device that communicates with the EUDIW 
automatically. The Verifier verifies the digital credentials presented using the EUDIW and 
displays or logs the results in a user-friendly manner. 

Verification can occur in various scenarios: 

¶ ÉŸŉƣƽċƖĲШÉĲƖƻŔĦĲо ƓƓũŔĦċƣŔŸŰаШ[ŸƖШŔŰƚƣċŰĦĲЯШċШƨŰŔƻĲƖƚŔƣǃќƚШŸŰũŔŰĲШƚǃƚƣĲůШƻĲƖŔŉǃŔŰŊШ
a diploma presented by a student. 

¶ Person in the Field: For example, an authorised staff verifying an 
education/academic credential. 

¶ Device to machine interaction: Such as a Near Field Communication (NFC) 
terminal verifying an educational/professional qualifications credential. 

Verification can occur in various contexts: 

¶ Online university admissions systems. 
¶ Professional body registrations. 
¶ Employment credential checks. 
¶ Cross-border professional recognition. 

All these situations require assistance to interact with the new standards used in the 
EUDIW ecosystem. To facilitate this, DC4EU WP7 aims to build an open-source verifier 
software application. This software serves as a solution, enabling relying parties to 
interact with and verify credentials in the EUDIW ecosystem during the testing and 
piloting phase. 

For a comprehensive, step-by-step explanation of the complete credential verification 
workflow, including all technical implementation details, privacy-preserving verification 
mechanisms, and advanced selective disclosure features developed during the DC4EU 
Large Scale Pilot, see ANNEX 12: Detailed Verification Workflow for Educational and 
Professional Credentials. The annex provides detailed descriptions of the 15-step 
process encompassing learner initiation and service access, mutual trust establishment 
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and credential request, presentation preparation and sharing, and comprehensive 
verification with service delivery. Particular emphasis is placed on the hybrid approach's 
critical privacy features, including disintermediated status checking that prevents the 
"home phone call" problem, two-stage relying party verification with Information 
Disclosure mechanisms, and advanced selective disclosure implementing Terms of Use 
and Embedded Disclosure Policies retrieved from Verifiable Data Registries. 

5.2.9 Credential Validity 

The Verifier verifies the authenticity and validity of the credential and its issuer, using the 
public keys and other information available in trusted registries that supports the EUDIW 
ecosystem. For education, also the educational/professional qualification capabilities 
are verified. If needed and requested, the Verifier also checks the digital identity of the 
őŸũĬĲƖШƽőŔĦőШŔƚШċŰШŔĬĲŰƣŔƣǃШƽŔƣőШxŸ ШћőŔŊőќШыŔŉШƖĲũċƣĲĬШƚĲƖƻŔĦĲШƖĲƕƨŔƖĲƚШƚƨĦőШxŸ ьЮ  

The Verifier verifies the authenticity and status of the credential, which can be in one of 
the following states:  

¶ ACTIVE: Credential is valid and operational. 
¶ SUSPENDED*: Temporarily invalid, subject to reinstatement. 
¶ REVOKED: Permanently invalid. 
¶ EXPIRED: Natural expiration of validity period. 

5.2.10 EUDIW Conceptual  Data Model 
Credentials in paper or plastic format have several drawbacks. They are prone to loss, 
theft, damage, or unauthorised duplication. Verifiable Credentials are digital and 
cryptographically secured versions of physical credentials that digitally prove something 
about a user, such as their digital identity or a qualification earned. 
 
VCs are issued to a digital identity, which is a digital representation of a person, 
organisation, or thing. The holder of a VC can present it to a verifier, who can verify the 
authenticity of the credential and the identity of the holder as well as the relation of the 
holder and the subject, if they are not the same. The process of issuing a VC involves 
binding an issuer statement about a subject to the subject's identifier using 
cryptographic proofs. Once issued, a VC can be held for potentially long periods of time 
and presented for multiple purposes and in multiple ways. 
The Issuers can transform their physical credentials into a digital format, allowing to 
store them in the EUDIW which guarantees identification and authentication of digital 
identities in the EU. 
 
VCs offer a more secure, convenient, and privacy-preserving alternative to physical 
credentials and they will be a standard supported by the EUDIW ecosystem: 
¶ Non-duplicable: VCs cannot be cloned (simply copied) and are secured against 

fraud and error. 
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¶ High Security: They are extremely difficult to steal as an attacker would need both 
your electronic device and your authentication method. 

¶ Privacy-Preserving: They support selective disclosure, allowing the citizen to 
disclose only a portion of the verifiable data. 

¶ Enhanced Security: They adhere to the principle of least privilege, granting 
permissions only for essential information required in the verification process. 

¶ Delegable: The citizen can delegate VCs by electronic means to others for use. 
This creates a new credential changing the holder of the credential, while 
maintaining the original binding to the identity to which it was originally issued. 
In education, not only Parents but also Guardians need to be considered. 

 
The subsequent sections provide an overview of the concepts used for VCs: 
¶ The components that constitute a VC. 
¶ The components that constitute a VP. 
¶ An ecosystem where VCs and VPs are expected to be beneficial. 

 

5.2.11 Verifiable Credential (VC) 
A Credential is defined as a set of one or more claims made by an issuer. This 
Credential in the EUDIW ecosystem is issued to a digital identity onboarded in the 
EUDIW (PID). 
In the physical world, a credential might consist of: 
¶ Information related to identifying the subject of the credential.  
¶ Information related to the issuing authority. 
¶ Information related to the type of credential this is. 
¶ Information related to specific attributes or properties being asserted by the 

issuing authority about the subject. 
¶ Evidence related to how the credential was derived. 
¶ Information related to constraints on the credential. 

 
A VC can represent all the same information that a physical credential represents. It 
could be defined as a tamper-evident credential that can be cryptographically verified.  
 
VCs can be used to build VPs, which can also be cryptographically verified. Holders can 
then share these VPs with verifiers to prove they possess VCs with certain 
characteristics.  
 
A (Q)(Pub)EAA - a VC -  in education and professional qualifications may contain a 
reference to another (Q)(Pub)EAA with added business value over issued 
VC/(Q)(Pub)EAA. This is how, for example, quality assurance is managed/solved either 
at institutional or program level. Added Value VC stored on a Trusted Registry. Added 
value (Q)(Pub)EAA may follow different governance rules (Issuer, Authority, LifeCycle).  
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5.2.12 Verifiable Credential Ecosystem  
A number of entities and roles are involved in the VC ecosystem embedded in the 
EUDIW ecosystem. These entities and roles are shown in Figure 6  The roles and 
information flows forming the basis for this specification. 
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FIGURE 6  THE ROLES AND INFORMATION FLOWS FORMING THE BASIS FOR THIS SPECIFICATION 
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The components of the VC architecture are as follows:  
¶ IssuerуThe entity that issues VCs, which represent (Q)(Pub)EAAs. 
¶ Subjectу is defined as a set of objects that contain one or more properties that 

are each related to a subject of the VC. 
¶ HolderуThe entity that is currently holding the VC and presents it to the verifier. 

It could be the citizen but also another authorised natural or legal person. 
¶ VerifierуThe entity that receives the VCs from the holder via a presentation and 

provides services and benefits in return.  
¶ EUDIWуThe entity that holds the VCs for the holder including the software that 

interacts with the EUDIW ecosystem on behalf of the holder.  
¶ Trust Registriesу Conceptually, an internet-accessible registry that holds all the 

essential data and metadata that enables the VC ecosystem to operate (CRLs, 
Verifiable Data Regsitries). 

 

5.2.13 Core Data Model  
The W3C has defined the following core data model concepts in its specification [18]. 
These concepts enable a consistent structuring of data and the creation of a logical 
data model for presenting and verifying credentials in an on- or offline situation: 

¶ Claims: These represent specific pieces of information or attributes associated 
with a credential. 

¶ Credentials: Credentials are used to assert certain facts about an entity, such 
educational and professional qualifications for a citizen. 

¶ Presentations: Presentations allow the combination of multiple credentials into 
a single package for presentation or verification. 

¶ Contexts: Contexts provide a framework for interpreting the meaning of terms 
and properties within a credential. 

¶ Identifiers: Identifiers uniquely identify e.g. a credential or a subject. 
¶ Types: Types define the category or purpose of a credential such as the 

European Higher Education Microcredential (EUHEMC) type. 
¶ Credential Subject: The subject of a credential, typically an individual or an 

entity. 
¶ Issuer: The entity that creates and issues the credential. 
¶ Issuance Date: The date when the credential was issued. 
¶ Proofs (Signatures): Cryptographic proofs ensure the integrity and authenticity of 

the credential. 
¶ Expiration: Specifies the validity period of the credential. 
¶ Status: Indicates whether the credential is valid or revoked. 

 
ÑőĲƚĲШĦŸŰĦĲƓƣƚШċƖĲШŔŰƣĲŊƖċũШƣŸШƣőĲШìΟ9ќƚШé9ƚШ?ċƣċШ~ŸĬĲũШыé9?~ьЮШÑőĲШìΟ9ќƚШé9?~Ш
2.0 specification provides additional details on these concepts. 
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A claim is an assertion made about the subject. It can be expressed using subject-
property-value relationships: 

FIGURE 7 THE BASIC STARUTURE OF A CLAIM WITH (IN THIS CASE) A LITERAL VALUE 

 

 

 

5.2.14 VC Building Blocks 
A VC is a set of tamper-evident claim(s), metadata that e.g. assert who issued it and proof(s) 
as e.g. the issuer signature.  
 
Its basic building blocks are:  

FIGURE 8 BASIC COMPONENTS OF A VERIFIABLE CREDENTIAL 

 
 

FIGURE 9 EXTENDED COMPONENTS OF A VERIFIABLE CREDENTIAL 
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The contents of each of these properties are described next: 
 
ContextуWhen people communicate, they need to use the same language and 
vocabulary to understand each other. Similarly, when computers communicate with 
each other, they need to use a common language and vocabulary to exchange 
information. The context is a sequence of one or more Uniform Resource Identifiers 
(URIs) that define the vocabulary used in a digital document. Ideally, each URI should 
point to a machine-readable document containing a vocabulary that a verifier can 
automatically download and configure. 
 
Propertyуis the statement about the subject 
However, it is important to note that context on its own may provide more information 
(vocabulary) than a verifier wishes to use. Therefore, the VC Data Model also contains a 
type property that can be used to specify which parts of the context should be used by 
the verifier. 
 
Typeуthe type property contains a list of URIs that assert what type of VC this is. The first 
type must always be [18], which can be abbreviated to VC using the JavaScript Object 
Notation for Linked Data (JSON- LD) at context mechanism. Verifiers can read the list of 
types and quickly determine if they can understand and process this VC. If the VC is a 
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type the verifier does not recognise, the verifier can immediately reject it without further 
processing.  
 
IDуthe credential ID property is the unique identifier of this VC, created by the issuer. It 
consists of a single URI. This allows any entity to unambiguously reference this VC.  
 
Issuerуthe issuer property uniquely identifies the issuer. It can be an URI. This URI can 
point to a registry that fully describes the issuer and this verifiable data registry can 
contain further details about the issuer, such as e.g. its public-key certificate. 
 
StatusуIndicates whether the credential is valid, suspended, or revoked. 
 
ProofуŉŸƖШċШĦƖĲĬĲŰƣŔċũШƣŸШĤĲШƻĲƖŔŉŔċĤũĲЯШŔƣШŰĲĲĬƚШċШƚŔŊŰċƣƨƖĲЯШƖĲŉĲƖƖĲĬШƣŸШћůŸƖĲШŊĲŰĲƖċũũǃШ
ŔŰШƣőĲШé9Ш?ċƣċШ~ŸĬĲũШƚƓĲĦŔŉŔĦċƣŔŸŰƚќШċƚШċШƓƖŸŸŉЮШÑőŔƚШĦƖǃƓƣŸŊƖċƓőŔĦċũũǃШƓƖŸƻĲƚШƣőċƣШƣőĲШ
issuer issued this VC and that it has not been tampered since issuance. There is no single 
ƚƣċŰĬċƖĬШŉŸƖШƣőĲШƓƖŸŸŉШƓƖŸƓĲƖƣǃќƚШĦŸŰƣĲŰƣƚШƚŔŰĦĲШƚĲƻĲƖċũШĬŔŉŉĲƖĲŰƣШƣǃƓĲƚШŸŉШƓƖŸŸŉШċƖĲШ
envisaged.  
 

5.2.15 VP Building Blocks 
A VP is the format for presenting one or multiple VCs, normally to a verifier. Like a VC it 
has its own metadata and proof(s), but these are created by the holders EUDIW rather 
than an issuer. The Metadata is mainly information for technical interpretation of the 
received data at the verifier. The Proof(s) in the EUDI wallet ecosystem can be the 
ƚŔŊŰċƣƨƖĲШŸŉШƣőĲШћőŸũĬĲƖƚќШEÖ?fìШċŰĬШĲŰċĤũĲƚШƣőĲШƓƖĲƚĲŰƣċƣŔŸŰШƣŸШĤĲШƣċůƓĲƖ-proof and 
the verifier to verify that the credentials in the presentation are sent from the digital 
identity they were initially issued to. A presentation as mentioned before can contain one 
or multiple credentials.  
 
To support the principle of data minimisation, selective disclosure technology is utilised. 
It allows a credential to be presented partially, without disclosing the full set of claims. 
This means that a presentation can include one or multiple VCs, each with all its claims 
or just a subset, depending on the use case and choice of the holder. While doing so, the 
partial credential including its proof(s) stays fully valid and can be verified. 

Selective disclosure technology enables users to present (e.g. self-presentation) only the 
information they choose with non-qualified verifiers, while keeping the rest of their 
sensitive data private. This is particularly useful when a user needs to prove a specific 
claim but does not want to share all the information contained in their credential. If a 
citizen is in a verification situation with an authorised verifier selective disclosure is not 
applicable in social security coordination since services and benefits may not be 
provided if only a subset of information is provided. 

FIGURE 10 BASIC COMPONENTS OF A VERIFIABLE PRESENTATION 
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FIGURE 11EXTENDED COMPONENTS OF A VERIFIABLE PRESENTATION 

 

 

The first of these information graphs, the Presentation Proof Graph, expresses the VP 
itself, which contains presentation metadata. The VC property in the Presentation Graph 
refers to one or more VCs, each being one of the second information graphs, i.e., a self-
contained Credential Graph, which in turn contains credential metadata and claims. The 
third information graph, the Credential Proof Graph, is usually a digital signature. The 
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fourth information graph, the Presentation Proof Graph, expresses the presentation 
graph proof, which is usually a digital signature.  
 

5.3 Validity 
ÑőĲШEÖ?fìШĲĦŸƚǃƚƣĲůШƖĲƕƨŔƖĲƚШƣőĲШŔůƓũĲůĲŰƣċƣŔŸŰШŸŉШċШ?ŔŊŔƣċũШfĬĲŰƣŔƣǃШƽŔƣőШċШћőŔŊőќШxŸ Ш
(PID) in combination with the (Q)(Pub)EAA which will be implemented using different 
standards (e.g., W3C VCDM 1.1 +). This combination facilitates seamless identity 
verification across Europe, adhering to a standard that is mandated for endorsement by 
all EU MSs. 

It ensures not only the authenticated possession and validity of digital attestation of 
attributes but also guarantees their appropriate usage. The implementation of this 
identity framework and the linkage between (Q)(Pub)EAA and the identity to whom it is 
issued will be specified by the EUDIW Toolbox and the related eIDAS implementing acts. 
In the context of EU regulations, implementing acts play a crucial role in ensuring that EU 
laws are effectively put into practice. 

The EUDIW Toolbox and upcoming implementing acts will provide insights into how the 
validity of a credential issued to a digital identity will be considered and how the binding 
will be implemented. Especially the validity of a credential linked to an invalid identity is 
of major concern. 

The digital verification process considered in the EUDIW ecosystem system includes 
digital identity check and validity check for (Q)(Pub)EAAs in a verifying challenge between 
the EUDIW and a Verifier App. The following situations can occur: 

¶ "Red": Credential status is REVOKED, SUSPENDED, or EXPIRED.  
¶ "Yellow": Credential is ACTIVE, but digital identity (PID) is invalid. 
¶ "Green": Both credential and digital identity are ACTIVE. 

fŰШƣĲƖůƚШŸŉШƣőĲШƚƣċƣƨƚШљòĲũũŸƽњЯШƣőĲШċƣƣĲƚƣċƣŔŸŰШƓƖĲƚĲŰƣĲĬШĤǃШċШƽċũũĲƣШƽŔƣőШŰŸШĬŔŊŔƣċũШ
identity context (no PID) may be considered as an acceptable attestation. 

It is important to note that attributes related to identity do not inherently contribute to the 
validity of a credential. Even if the digital identity (PID in the EUDI wallet) to whom the 
credential was issued is invalid, the credential itself remains valid. 

If the identity to whom the credential was issued (which will be digital identity (PID) in the 
EUDI wallet) is invalid the credential will stay valid but the digital identity context is lost.  
 
Such a credential presented only by an operational EUDI wallet might be accepted on a 
local level but not on a European level. Adding local identity attributes (e.g. social 
ƚĲĦƨƖŔƣǃШŔĬĲŰƣŔƣǃьШŔŰШƣőĲШĦƖĲĬĲŰƣŔċũШċŰĬШůċťĲШŔƣШċШљƚĲũŉ-ĦŸŰƣċŔŰĲĬњШĦƖĲĬĲŰƣŔċũШĬŸĲƚ not 
help since it still misses the context to the (true) digital identity it was issued to. Such 
credentials are presented by an application which has no identity context. It may be 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

112 

presented by anything but a EUDI wallet, just a wallet which claims to be a trustworthy 
wallet. A situation which MSs may want to avoid in terms of fraud and error and a 
situation which must not be accepted by the involved relying parties. Adding naming 
attributes does not add trust in a verifying situation but gives the possibility to match 
local identity data from the credential presented by a non-trustworthy wallet with data 
from an ID card which might also not be trustworthy in a European context. Although this 
is similar to the current situation in paper, digital solutions should improve the situation 
and introduce a higher trust level. 
 
The acceptance of an educational/professional qualifications VC in a cross-border 
context is determined by its validity and a proof of correct usage of the digital credential, 
which in turn supports the rights of citizens to access services and benefits enabled and 
related to (Q)(Pub)EAA contents, as per the regulations. The hypothesis of DC4EU is that 
this mandatory acceptance will be achieved by using valid EUDI wallets and the related 
trust framework provided. If the citizen does not accept the digital solution and the 
prerequisites coming with such solution, they can still use the permanent alternative in 
paper or plastic. 

Key Principles 

Á Credentials - (Q)(Pub)EAA remain valid even if the associated digital identity 
becomes invalid. 

Á Selective disclosure allows partial credentials to be shared based on policies 
established by the issuer. 

Á Embedded disclosure allows for selection/restriction of the relying.  
Á European-level trust framework ensures cross-border acceptance. 

 

Conclusion 

The EUDIW ecosystem represents a transformative approach to managing educational 
and professional credentials, providing a secure, interoperable, and user-centric 
solution for credential verification across Europe. 

The hybrid trust model combining classical PKI with decentralised PKI via EBSI has been 
successfully validated through the EducationalID implementation. This credential 
serves as a foundational identity attestation enabling institutional affiliation verification 
across all educational levels. Technical implementation details, including two-step 
verification processes and VDR utilisation for authorisation chains, are documented in 
Annex 16. 
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CHAPTER 6: BUSINESS SCENARIOS AND USER JOURNEYS  

6.1 Introduction 

The European Digital Identity Wallet (EUDIW) ecosystem is a pioneering digital platform 
designed to simplify the management and accessibility of crucial education and 
professional qualification documents such as diplomas, transcripts, professional 
certificates, and continuous professional development (CPD) credentials. The pilot 
project, which incorporates various educational and professional credentials, aims to 
evaluate the system's functionality, efficiency, and user-friendliness. 

User Journeys 

The user journey commences with the use case of onboarding European citizens onto 
the EUDIW platform. Once registered, citizens can request their educational credentials 
or professional qualifications to be digitally stored in their EUDIW. The issuer system 
then liaises with the competent institution (CI) to create digital versions of these 
documents. This enables citizens to present these documents at any time and place to 
pursue further education, employment opportunities, or professional practice across 
Europe. 

Business Scenarios 

The pilot project encompasses various business scenarios to ascertain the robustness 
of the EUDIW ecosystem. These scenarios include: 

ӱШInitial Issuance : This scenario involves testing the process of issuing educational 
credentials or professional qualifications to first-time users, including automatic 
issuance upon graduation, certification completion, and issuance upon request. 

ӱШRe-Issuance : The system's capability to handle re-issuance requests, such as in 
cases of loss, theft, changes in personal data, updates to qualifications, and 
replacement of paper-based credentials with digital versions, will be evaluated. Re-
Issuance in education and professional qualification coordination is always a process of 
revocation and issuing. 

ӱШRevocation/Suspension/Deactivation : The process of deactivating, suspending, or 
revoking educational credentials or professional qualifications in the national 
registries/databases will be assessed. Suspension allows temporary invalidation of 
credentials (e.g., during investigation of academic misconduct or pending professional 
review) with the possibility of reinstatement. 
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ӱШVerification : The process of verifying a digital educational credential or professional 
qualification in a verification situation by an authorised verifier will be evaluated. 
Verification must implement enhanced privacy protection where: 

¶ The verifier (relying party) does not contact the issuer directly. 
¶ The issuer remains unaware of who is requesting verification. 
¶ The issuer cannot determine which specific (Q)(Pub)EAA is being verified. 
¶ Status verification occurs through privacy-preserving mechanisms (e.g., 

StatusList2021, cryptographic accumulators). 
¶ This also includes the process of handing proof records to back-office systems 

without compromising privacy. 

The pilot project seeks to validate the EUDIW ecosystem's ability to handle these 
scenarios efficiently and securely, thereby enhancing the user experience and fostering 
the adoption of digital solutions in the EU. The insights gained from the pilot will be 
instrumental in refining the EUDIW ecosystem and preparing it for a wider rollout. 

In the subsequent sections, the necessary user journeys and business scenarios will be 
explained in a generic manner so that they can be applied to a portfolio of documents in 
education and professional qualifications. The pilot project will adhere to all relevant 
regulations and data protection standards. 

6.2 General Business Requirements for Education and Professional 
Qualifications 

The General Principles in chapter 3.2 are the basic requirements that need to be 
followed. In addition to these principles the following requirements must be fulfilled to 
successfully implement the defined Use Cases in education and professional 
qualificat ions. 

ӱШIssuer Onboarding : The system should facilitate onboarding of CI or organisations 
who act on behalf of CI in education and professional qualifications. This can be 
achieved by the reuse of European registries like the Database of External Quality 
Assurance Results (DEQAR), the ENIC-NARIC network databases, and national 
education registries. Once registered, issuers should be able to issue credentials to a 
digital identity according to a specific educational or professional credential schema. 

ӱШVerifier Onboarding : The system should facilitate onboarding of Verifiers in education 
and professional qualifications. This can be achieved through the reuse of national 
registries, professional bodies databases, and employer registries. Critically, the 
onboarding process should leverage existing governance models and established 
authorisation mechanisms wherever possible, rather than introducing parallel 
structures. This approach minimises complexity, reduces implementation barriers, and 
accelerates adoption by building upon familiar processes that stakeholders already 
understand and trust. Once registered, verifiers should be able to verify attributes 
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presented by a EUDIW according to their legal mandate in education and professional 
qualification legislation. The ruleset and the capability of this service strongly depends 
on the recommendation and the implementing acts for the EUDIW ecosystem. By 
aligning with pre-existing governance frameworks and regulatory structures, the system 
avoids creating additional administrative burden for institutions and authorities, thereby 
lowering barriers to entry and facilitating broader participation in the European credential 
ecosystem. The testing and piloting phases will test these capabilities to check the 
feasibility for education and professional qualifications. 

ӱШIssuing of Credentials : The issuer system should communicate with the authentic 
source (i.e. CI) to validate, prepare, and create digital versions of documents in 
education and professional qualification coordination. This will enable citizens to 
present these documents at any time and place to pursue educational opportunities, 
employment, or professional practice. 

ӱШLifecycle Status Management : The authentic source must be able to notify the issuer 
system of any changes in the lifecycle status of the underlying data, enabling the issuer 
to maintain the current status of the issued VC in privacy-preserving trust list systems. 
This ensures that third parties (relying parties) can verify the real-time status of a VP 
presented by the EUDIW without revealing verification patterns to issuers. Status 
changes include: 

¶ Academic record updates or corrections. 
¶ Qualification status changes (active, suspended, revoked). 
¶ Professional registration updates. 
¶ Credential validity modifications. 
¶ Administrative status changes. 

ӱШInitial Issuance : The system should be capable of issuing educational credentials or 
professional qualifications to existing wallet holders. This includes automatic issuance 
upon graduation or certification completion, and issuance upon request. This initial 
issuance may include issuing to holders which are not identical to the subject (e.g. 
parent\child for minor students). 

ӱШRevocation/Suspension : The system should be able to handle revocation and 
suspension of educational credentials or professional qualifications in the national 
registries/databases. This includes scenarios such as: 

¶ Revocation : Permanent invalidation due to academic fraud detection, 
professional misconduct, or qualification withdrawal. 

¶ Suspension : Temporary invalidation during investigations, pending professional 
reviews, temporary practice restrictions, or administrative holds, with the 
possibility of reinstatement upon resolution. 

ӱШeIDAS Compliance: This implies the use of the EUDIW ecosystem for the execution of 
the business scenarios. 
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The EUDIW ecosystem should be designed to meet these combined requirements to 
ensure secure and seamless electronic interactions. Compliance with both education 
and professional qualification requirements and eIDAS requirements, along with 
principles of self-sovereignty and data minimisation is crucial for fostering trust among 
citizens and promoting the adoption of digital solutions in the EU. 

 

6.3 Generic Use Cases for Education and Professional Qualifications 

Introduction 

The European Digital Identity Framework establishes four fundamental use cases that 
comprehensively address the lifecycle of digital credentials within the education and 
professional qualifications domain. These use cases, developed through the DC4EU 
Large-Scale Pilot Work Package 5, represent a paradigm shift from traditional paper-
based and siloed digital systems towards a unified, citizen-centric approach that 
enables genuine lifelong learning and professional mobility across the European Union. 

Strategic Context and Rationale 

The design of these four generic use cases reflects the complex governance structures 
inherent in European education, where authority is distributed across multiple levelsу
from European coordination frameworks to national ministries, regional authorities, and 
individual institutions. Each use case addresses specific challenges identified through 
extensive stakeholder consultation with educational institutions, professional bodies, 
quality assurance agencies, and learners across 21 participating countries. 

These use cases collectively enable the transition from institutional data sovereigntyу
where credentials remain locked within issuing institutionsуto citizen data sovereignty, 
where individuals maintain control over their educational and professional 
achievements throughout their lifetime. This transformation is essential for supporting 
the European Education Area's objectives of seamless mobility, automatic recognition 
of qualifications, and inclusive access to learning opportunities. 

The AllianceID credential, detailed in Annex 17, represents a novel addition to the 
DC4EU sectoral catalogue, complementing EducationalID, European Student Card, and 
MyAcademicID credentials for comprehensive educational mobility support. 

Architectural Framework 

The four use cases operate within a hybrid trust model that bridges traditional Public Key 
Infrastructure (PKI) with emerging decentralised identity technologies. This approach 
ensures backward compatibility with existing institutional systems whilst enabling 
progressive enhancement towards blockchain-based trust registries and verifiable 
credentials. The framework supports both Classical PKI implementations using SD-JWT-
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VC formats and Hybrid approaches utilising W3C Verifiable Credentials with EBSI 
integration. 

Each use case has been designed to accommodate the varying technical maturity levels 
found across European educational institutions, from those with established digital 
infrastructure to those beginning their digital transformation journey. This inclusive 
approach ensures no institution or learner is left behind in the transition to digital 
credentials. 

Interoperability and Standards Compliance 

The use cases strictly adhere to the requirements set forth in Regulation (EU) 2024/1183 
(eIDAS 2.0) and align with the Architecture Reference Framework (ARF) for the European 
Digital Identity Wallet. They implement the European Learning Model (ELM v3.2) as the 
semantic foundation, ensuring consistent interpretation of educational data across 
borders whilst respecting national educational sovereignty and institutional autonomy. 

Integration points with existing European infrastructureуincluding the Single Digital 
Gateway, Once-Only Technical System, Europass, and Erasmus Without Papersуhave 
been carefully considered to ensure these use cases enhance rather than duplicate 
existing services. The selective disclosure mechanisms embedded within each use case 
ensure GDPR compliance whilst maximising credential utility. 

Implementation Validation 

Through practical deployment across 36 institutions in 14 countries, these use cases 
have demonstrated their viability in real-world educational contexts. The pilot 
implementations have validated cross-border interoperability, with over 8,000 wallet 
transactions successfully completed and 1,100 users actively engaged in testing 
scenarios ranging from student enrolment to professional qualification verification. 

The following sections detail each use case, examining their specific objectives, 
technical requirements, stakeholder interactions, and implementation considerations. 
Together, they form a comprehensive framework for the digitalisation of European 
education and professional qualifications, supporting the ambitious goals of the 
European Education Area and the European Skills Agenda. 
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Use Case 1: Onboarding 

Overview and Strategic Importance 

The Onboarding use case represents the foundational entry mechanism into the 
European digital credential ecosystem, establishing the critical transition from physical 
to digital identity within educational and professional contexts. This use case transforms 
the traditionally complex, paper-based enrollment processes into streamlined, 
cryptographically secure digital interactions that create verifiable institutional 
relationships whilst maintaining citizen sovereignty over personal data. 

This capability is essential for realising the European vision of seamless educational 
progression and professional mobility. The current fragmented landscapeуwhere each 
institution maintains proprietary enrollment systems with manual verification 
processesуcreates significant barriers to access, administrative burden, and 
opportunities for fraud. The EUDI Wallet framework revolutionises this through a 
standardised yet flexible onboarding approach that preserves institutional autonomy 
whilst enabling instant, trustworthy identity verification across borders. 

Functional Architecture and Scope 

The Onboarding use case operates through a sophisticated identity verification and 
credential issuance framework that accommodates the diverse entry points into 
European education and professional systems: 

Educational Onboarding  encompasses the complete spectrum of educational 
transitionsуfrom primary school enrollment through doctoral programme admission. 
This includes traditional academic pathways, vocational training registration, and 
emerging micro-credential programmes. Each pathway implements appropriate identity 
assurance levels whilst maintaining consistent user experience and privacy protection. 

Professional Onboarding  addresses entry into regulated professions, corporate 
employment, and professional associations. This framework manages the complex 
interplay between educational qualifications, regulatory requirements, and 
organisational policies, ensuring that professionals can seamlessly establish verified 
identities across jurisdictions. 

Cross-Border Onboarding  specifically handles the unique challenges of international 
mobility, where home country credentials must be verified, host country requirements 
satisfied, and mutual recognition agreements applied. This includes Erasmus 
exchanges, temporary professional assignments, and permanent relocations within the 
European Union. 
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Identity Assurance and Verification Architecture 

The Onboarding use case implements a multi-layered verification architecture that 
balances security requirements with user experience: 

High-Assurance Identity Verification 

All onboarding processes require high-level identity assurance due to the long-term 
nature of institutional relationships and the potential for subsequent credential 
issuance. This is achieved through: 

PID-Based Identity Proofing  leverages government-issued digital identities, ensuring 
that only verified citizens can establish institutional relationships. The cryptographic 
binding between PID and institutional identities prevents impersonation and identity 
theft. 

Biometric Authentication  provides additional security layers through liveness detection 
and biometric matching, ensuring that the person presenting credentials is the legitimate 
holder throughout the onboarding process. 

Multi -Source Verification  cross-references identity claims against multiple 
authoritative sourcesуpopulation registers, education databases, professional 
registriesуcreating a comprehensive trust foundation. 

Institutional Authorisation Verification 

The framework ensures that only legitimate, authorised institutions can onboard 
citizens: 

Accreditation Status Validation  against Verifiable Data Registers confirms that 
educational institutions maintain valid quality assurance certifications and programme 
authorisations. This prevents fraudulent institutions from exploiting the digital credential 
ecosystem. 

Regulatory Compliance Checking  verifies that professional bodies and employers 
maintain necessary regulatory approvals to operate within their sectors and 
jurisdictions.  

Privacy-Preserving Onboarding Mechanisms 

Central to the onboarding architecture is the principle of privacy by design: 

Selective Attribute Disclosure 

During onboarding, citizens maintain granular control over personal data sharing: 
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¶ Age verification without birthdate revelation. 
¶ Nationality confirmation without passport exposure. 
¶ Qualification proof without full transcript disclosure. 
¶ Residency verification without address sharing. 

Pseudonymous Identity Generation 

The framework generates sector-specific identifiers that prevent cross-domain 
correlation: 

¶ Educational identifiers isolated from professional contexts. 
¶ Institution -specific identifiers preventing inter-institutional tracking. 
¶ Cryptographic unlinkability between different service interactions.. 
¶ User-controlled correlation when beneficial. 

Consent Management Architecture 

Every data exchange implements explicit consent mechanisms: 

¶ Clear purpose limitation statements. 
¶ Granular attribute-level consent. 
¶ Time-bounded authorisations. 
¶ Revocable permissions with immediate effect. 

Detailed Flow: Educational Onboarding Process 

Having established the architectural principles, we now examine the detailed technical 
implementation of educational onboarding. This flow demonstrates how theoretical 
frameworks translate into practical user experiences whilst maintaining security, 
privacy, and institutional requirements. 

Phase 1: Citizen-Initiated Enrollment Request 

Step 1.1: Portal Access and Service Discovery 

The prospective student initiates the onboarding process: 

¶ Accesses the educational institution's EUDI Wallet-enabled admission portal. 
¶ Portal displays EUDI Wallet compatibility confirmation. 
¶ Service metadata includes supported credentials and requirements. 
¶ Institution's accreditation status visible via VDR verification. 

Step 1.2: Programme Selection and Requirement Identification 

The student navigates available programmes: 

¶ Selects desired programme and intake period. 
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¶ System displays admission requirements. 
¶ Required verifications identified:  

o PID for identity confirmation. 
o Prior qualifications if applicable. 
o Language proficiency where required. 
o Residency proof for fee determination. 

Step 1.3: Verification Request Generation 

The portal generates a comprehensive verification request: 

OID4VP Request 
{  

  "institution": "Universidade de Lisboa",  

  "programme": "MSc Information Systems",  

  "required_credentials": ["PID", "BachelorDegree", "LanguageCertificate"],  

  "purpose": "Programme admission and enrollment",  

  "retention": "duration_of_studies"  

}  

Phase 2: Multi-Factor Identity Verification 

Step 2.1: Wallet Trust Verification 

The EUDI Wallet validates the requesting institution: 

¶ Queries VDR for institution's accreditation status. 
¶ Verifies programme authorisation. 
¶ Confirms quality assurance certification. 
¶ Displays trust status to student. 

Step 2.2: Progressive Consent Collection 

The wallet presents verification requirements: 

¶ fŰƚƣŔƣƨƣŔŸŰШŔĬĲŰƣŔƣǃаШѢÖŰŔƻĲƖƚŔĬċĬĲШĬĲШxŔƚĤŸċШыéĲƖŔŉŔĲĬШѸьѢ. 
¶ Required verifications listed with purpose. 
¶ Data retention period specified. 
¶ Student provides explicit consent per credential. 

Step 2.3: Sequential Credential Presentation 

Following consent, credentials are presented: 

PID Presentation: 

¶ Selected attributes: name, date of birth, nationality. 
¶ Cryptographic proof generated. 
¶ Time-limited presentation token created. 
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Educational Credentials: 

¶ Prior degree with selective disclosure. 
¶ Only relevant attributes shared. 
¶ Zero-knowledge proof of grade thresholds. 
¶ Automatic EQF level mapping. 

Supporting Documents: 

¶ Language certificates. 
¶ Additional requirements. 
¶ Each with separate consent. 

Phase 3: Eligibility Assessment and Verification 

Step 3.1: Automated Eligibility Evaluation 

The institution processes presented credentials: 

¶ PID attributes matched against application. 
¶ Academic prerequisites confirmed via ZK proofs. 
¶ Language requirements verified. 
¶ Residency status determined. 

Step 3.2: Authentic Source Validation 

Critical information verified against authoritative sources: 

¶ Prior qualifications with issuing institutions. 
¶ Professional credentials with regulatory bodies. 
¶ Identity attributes with national registers. 

Step 3.3: Enrollment Decision 

System generates admission outcome: 

¶ Immediate approval for clear qualifications. 
¶ Conditional acceptance with requirements. 
¶ Committee referral for complex cases. 

Phase 4: Institutional Identity Creation 

Step 4.1: EducationalID Preparation 

Upon successful admission, the institution prepares the credential: 

EducationalID_Data = {  

  "holder_PID_binding": "cryptographic_proof",  
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  "institution": {  

    "name": "Universidade de Lisboa",  

    "identifier": "PT - UL",  

    "accreditation": "valid"  

  },  

  "enrollment": {  

    "studentID": "sector_specific_identifier",  

    "programme": "MSc Information Systems",  

    "status": "active",  

    "validFrom": "2024 - 10- 01",  

    "validUntil": "2026 - 09- 30"  

  },  

  "entitlements": [  

    "library_access",  

    "computing_resources",  

    "student_services"  

  ]  

}  

Step 4.2: Credential Signing and Offer 

Institution signs and offers the credential: 

¶ Institutional seal applied. 
¶ Trust anchor verified via VDR. 
¶ OID4VCI offer generated. 
¶ Delivery initiated to wallet. 

Step 4.3: Wallet Acceptance Flow 

Student receives and accepts credential: 

¶ Issuer authority verified against VDR. 
¶ Credential preview displayed. 
¶ Selective disclosure options explained. 
¶ Explicit acceptance recorded. 
¶ Secure storage in wallet. 

Step 4.4: Onboarding Completion 

Process concludes with activation: 

¶ EducationalID available for immediate use. 
¶ Institutional systems updated. 
¶ Access rights activated. 
¶ Student notified of successful enrolment. 

EducationalID serves as the foundational credential issued during the onboarding 
process, establishing the learner's institutional affiliation and enabling subsequent 
access to institutional services and mobility opportunities. The complete EducationalID 
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implementation pathway, including institutional adoption strategies and governance 
establishment, is detailed in Annex 16. 

Professional Onboarding Variant 

Professional onboarding follows analogous patterns with sector-specific adaptations: 

Regulatory Complexity 

Professional onboarding must accommodate: 

¶ Multiple qualification sources requiring verification. 
¶ Regulatory body approval processes. 
¶ Good standing certificates from home jurisdictions. 
¶ Malpractice insurance validation. 
¶ Continuing education requirements. 

Cross-Border Recognition 

The framework implements: 

¶ Automatic recognition under Directive 2005/36/EC. 
¶ Common Training Framework alignment. 
¶ Temporary mobility provisions. 
¶ European Professional Card integration. 

Cross-Border Onboarding Scenarios 
Erasmus Student Scenario 

1. Home Institution Verification : Student presents Spanish EducationalID. 
2. Exchange Validation : Bilateral agreement confirmed via VDR. 
3. Host Enrollment : German university creates temporary EducationalID. 
4. Dual Identity Management : Both credentials maintained in wallet. 
5. Service Access: Seamless access at both institutions. 

Professional Mobility Scenario 

1. Home Credential Presentation : Portuguese engineer's ProfessionalID. 
2. Host Country Application : Request for practice in France. 
3. Automatic Recognition : Qualification verified under EU frameworks. 
4. Temporary Authorisation : Limited-duration practice rights issued. 
5. Regulatory Notification : Authorities informed per requirements. 

The technical procedures for institutional onboarding, including document preparation 
(Annex 1), registration requests (Annex 2), evaluation (Annex 3), validation (Annexes 4-



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

125 

6), registration (Annex 7), and notifications (Annex 8), are detailed in Chapter 8 and the 
corresponding annexes. 

Security and Compliance Framework 

The Onboarding use case implements comprehensive security measures: 

Identity Fraud Prevention  through multi-factor verification, biometric binding, and 
authentic source validation eliminates traditional document forgery risks. 

Institutional Verification  via VDRs ensures only accredited institutions can onboard 
citizens, with continuous monitoring of authorisation status. 

Privacy Compliance  through GDPR-aligned data minimisation, explicit consent, and 
user control maintains regulatory compliance whilst enabling necessary verification. 

Audit and Accountability  via cryptographic logs, consent records, and verification 
trails provides dispute resolution capability whilst preserving privacy. 

This use case establishes the critical foundation for citizen entry into the European 
digital credential ecosystem, transforming complex onboarding processes into secure, 
efficient, and user-centric experiences whilst maintaining institutional requirements 
and regulatory compliance. 
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FIGURE 12 USE CASE 1 DETAILED FLOW
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Use Case 2: Educational/Professional Achievement Accreditation 

Overview and Strategic Importance 

The Educational/Professional Achievement Accreditation use case addresses a critical 
challenge in European mobility: the verifiable, portable, and universally recognised 
documentation of qualifications and competencies. This use case transforms traditional 
paper-based diplomas, certificates, and professional licences into cryptographically 
secure digital credentials that maintain their validity across borders whilst remaining 
under citizen control. 

This capability is fundamental to achieving the European vision of seamless educational 
progression and professional mobility. The current fragmented landscapeуwhere each 
member state maintains distinct qualification frameworks, recognition procedures, and 
verification mechanismsуcreates substantial barriers to cross-border movement. The 
EUDI Wallet framework establishes a harmonised yet flexible approach where national 
sovereignty over qualification standards is preserved whilst enabling instant, trustworthy 
verification across Europe. 

Functional Architecture and Scope 

The Educational/Professional Achievement Accreditation use case operates through a 
multi -layered credential hierarchy that accommodates the diverse European 
qualification landscape: 

Foundational Educational Achievements encompass primary and secondary education 
certificates, establishing the baseline for further educational progression. These 
credentials include not only completion status but also subject-specific achievements, 
language proficiencies, and special recognitions. 

Higher Education Credentials represent university degrees, diplomas, and academic 
certificates across all Bologna Process cycles. These credentials embed rich metadata 
including ECTS credits, learning outcomes, qualification frameworks levels, and field-
specific competencies, enabling automated recognition processes. 

Vocational and Technical Qualifications bridge educational and professional domains, 
documenting apprenticeships, technical certifications, and industry-specific training. 
These credentials maintain alignment with both educational frameworks (EQF) and 
sectoral competency standards. 

Professional Licences and Authorisations represent regulatory permissions to practise 
in regulated professions. These credentials include temporal validity, geographical 
scope, specialisation areas, and continuous professional development requirements, 
supporting cross-border professional mobility under Directive 2005/36/EC. 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

128 

Micro-credentials and Continuous Learning capture the evolving landscape of lifelong 
learning, documenting short courses, specialised training, and competency updates 
that increasingly characterise modern career development. 

Technical Credential Architecture 

The achievement accreditation framework implements sophisticated technical 
mechanisms to ensure credential integrity, verifiability, and privacy: 

Credential Data Models 

Achievement credentials utilise standardised data models that ensure semantic 
interoperability across European systems: 

European Learning Model (ELM) provides the foundational schema for educational 
achievements, defining standard vocabularies for learning outcomes, assessment 
methods, and qualification levels. This ensures that a Spanish engineering degree is 
semantically comprehensible to German employers or universities.  

W3C Verifiable Credentials establishes the cryptographic framework for credential 
issuance, ensuring that achievements can be verified without contacting the issuing 
institution. This decentralised verification model is crucial for institutional autonomy and 
user privacy. 

EBSI-Compliant Schemas ensure that credentials are compatible with the European 
Blockchain Services Infrastructure, providing an immutable audit trail whilst maintaining 
GDPR compliance through off-chain personal data storage. 

The selection of the European Learning Model as the data standard for these credentials 
is justified in Annex 10. 

Multi-Level Verification Architecture 

Achievement credentials implement a tiered verification system that balances security 
with usability: 

Level 1: Cryptographic Verification confirms that the credential is authentic, unmodified, 
and issued by an authorised institution. This instant verification requires no network 
connectivity. 

Level 2: Revocation Status checks whether the credential remains valid or has been 
revoked due to academic misconduct, professional sanctions, or administrative errors. 

Level 3: Authentic Source Validation enables real-time verification against institutional 
databases for high-stakes scenarios, providing additional assurance beyond 
cryptographic proofs. 
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Level 4: Cross-Border Recognition applies automated recognition algorithms based on 
bilateral agreements, European frameworks, and professional directives to determine 
credential equivalency. 

Privacy and Data Minimisation Mechanisms 

Achievement credentials implement granular privacy controls that exceed traditional 
paper documents: 

Selective Disclosure Capabilities 

Rather than presenting entire transcripts or diplomas, holders can prove specific 
attributes:  

¶ Degree completion without revealing grades. 
¶ Field of study without exposing specific modules. 
¶ Professional qualification level without disclosing examination scores. 
¶ Institutional affiliation without revealing personal academic history. 

Derived Proofs and Predicates 

The framework enables cryptographic proofs of derived attributes without revealing 
underlying data: 

¶ Proof of qualification level (e.g., "Master's degree or higher"). 
¶ Confirmation of specialisation area (e.g., "qualified in STEM field"). 
¶ Validation of professional standing (e.g., "licensed to practise"). 
¶ Demonstration of continuous learning (e.g., "completed required CPD hours"). 

Purpose Limitation and Consent Management 

Each credential presentation requires explicit consent with clear purpose specification: 

¶ Employment verification receives only job-relevant qualifications. 
¶ University admissions access academic transcripts but not professional 

licences. 
¶ Professional bodies verify continuing education without accessing academic 

history. 
¶ Regulatory checks confirm authorisation without exposing personal academic 

journey. 

Cross-Border Recognition and Equivalency 

The achievement accreditation framework addresses the complexity of cross-border 
qualification recognition through multiple mechanisms: 
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Automated Recognition Frameworks 

Bologna Process Integration enables automatic recognition of higher education 
qualifications across the European Higher Education Area . Credentials embed ECTS 
credits, learning outcomes, and Diploma Supplement information, facilitating instant 
academic recognition. 

European Qualifications Framework (EQF) Mapping provides level -based 
comparability across national qualification systems . A Level 6 qualification from 
Poland is immediately understood as equivalent to bachelor's level across Europe. 

Professional Qualifications Directive Implementation automates the recognition 
process for regulated professions , embedding Common Training Frameworks and 
European Professional Card data within credentials. 

Bilateral and Multilateral Agreements 

The framework accommodates existing recognition agreements: 

¶ Joint degrees from European University Alliances. 
¶ Mutual recognition agreements between professional bodies. 
¶ Sector-specific frameworks (e.g., maritime, aviation, healthcare). 
¶ Regional partnerships and cross-border programmes. 

Recognition Decision Support 

For complex cases requiring human evaluation, the system provides: 

¶ Structured credential data for recognition authorities. 
¶ Learning outcome comparisons and competency mapping. 
¶ Previous recognition decisions for similar qualifications. 
¶ Direct secure communication channels with issuing institutions. 

Implementation Models and Deployment Scenarios 

The achievement accreditation use case supports multiple implementation models to 
accommodate institutional readiness and national frameworks: 

Direct Issuance Model 

Authorised institutions directly issue credentials to graduates: 

1. Institution verifies completion through academic records. 
2. Digital credential generated with institutional signature. 
3. Credential delivered to graduate's EUDI Wallet. 
4. Revocation capability maintained by institution. 
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Authorised Intermediary Model 

National agencies or designated bodies issue credentials on behalf of institutions: 

1. Institutions report achievements to national database. 
2. Authorised intermediary generates standardised credentials. 
3. Bulk issuance processes for historical qualifications. 
4. Centralised revocation and status management. 

Blockchain-Anchored Model 

Credentials are anchored to distributed ledger for enhanced trust: 

1. Credential hash recorded on EBSI or national blockchain. 
2. Decentralised verification without institutional dependency. 
3. Immutable audit trail for regulatory compliance. 
4. Privacy preserved through off-chain data storage. 

Detailed Flow: Educational Achievement Credential Issuance 
Detailed Flow: Educational Achievement Credential Issuance": "The comprehensive 14-
step issuance workflow described below is fully detailed in Annex 11, which provides 
technical implementation specifics for each step. 

Phase 1: Qualification Completion and Verification 

Step 1.1: Academic Achievement Confirmation 

The process initiates when an educational institution confirms qualification 
completion:  

¶ Final assessments validated and grades confirmed. 
¶ Academic board approval for degree conferment. 
¶ Administrative verification of all requirements met. 
¶ Quality assurance procedures completed. 

Step 1.2: Graduate Identity Verification 

The institution initiates the credentialing process: 

¶ Graduate authentication through institutional portal. 
¶ PID verification request via EUDI Wallet. 
¶ Identity binding to academic records. 
¶ Consent for digital credential issuance obtained. 

Step 1.3: Credential Data Compilation 

The institution assembles comprehensive credential data: 
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Credential_Data = {  

  "qualification": {  

    "title": "Master of Science in Computer Engineering",  

    "level": "EQF Level 7",  

    "field": "0613 -  Software and applications development",  

    "credits": "120 ECTS",  

    "grade": "With Distinction",  

    "learningOutcomes": [...]  

  },  

  "holder": {  

    "PID_binding": "cryptographic_proof",  

    "studentID": "hashed_identifier"  

  },  

  "institution": {  

    "name": "Technical University of Munich",  

    "identifier": "DE - BY- TUM",  

    "accreditation": "valid",  

    "country": "Germany"  

  },  

  "issuance": {  

    "date": "2024 - 07- 15",  

    "validFrom": "2024 - 07- 15",  

    "academicYear": "2023 - 2024"  

  }  

}  

Phase 2: Credential Generation and Cryptographic Binding 

Step 2.1: Credential Structure Creation 

The institution generates the credential according to deployment model: 

¶ W3C Verifiable Credential format for Pilot 2. 
¶ SD-JWT-VC format for Pilot 1. 
¶ Selective disclosure markers for privacy. 
¶ Revocation endpoints embedded. 

Step 2.2: Institutional Signature 

The credential is cryptographically signed: 

¶ Institutional private key application. 
¶ Qualified Electronic Seal for legal validity. 
¶ Timestamp from qualified TSP. 
¶ Certificate chain to European trust anchor. 

Step 2.3: Blockchain Anchoring (Optional) 

For enhanced trust, credential hash is recorded: 

¶ Hash generation from signed credential. 
¶ EBSI transaction submission. 
¶ Transaction ID embedded in credential. 
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¶ Confirmation receipt generated. 

Phase 3: Credential Delivery and Acceptance 

Step 3.1: Secure Delivery Initiation 

Institution initiates delivery to graduate's wallet: 

OID4VCI_Offer = {  

  "credential_issuer": "https://credentials.tum.de",  

  "credentials": ["MScComputerEngineering2024"],  

  "grants": {  

    "authorization_code": {  

      "issuer_state": "unique_session_id"  

    }  

  }  

}  

Step 3.2: Wallet Verification of Issuer 

The EUDI Wallet validates the issuing institution: 

¶ Issuer certificate validation. 
¶ Authorisation to issue educational credentials. 
¶ Trust chain verification. 
¶ Quality assurance status check. 

Step 3.3: Graduate Consent and Acceptance 

The holder reviews and accepts the credential: 

¶ Full credential preview displayed. 
¶ Selective disclosure options explained. 
¶ Storage location selected. 
¶ Explicit acceptance recorded. 

Step 3.4: Secure Storage and Confirmation 

The credential is stored in the wallet: 

¶ Encrypted storage in secure element. 
¶ Backup options presented. 
¶ Confirmation sent to institution. 
¶ Usage analytics initiated. 

Phase 4: Cross-Border Presentation and Recognition 

Step 4.1: Recognition Request Initiation 

Graduate presents credential for recognition: 
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¶ Target institution/employer requests verification. 
¶ Specific attributes requested via OID4VP. 
¶ Purpose and retention specified. 
¶ Consent requested from holder. 

Step 4.2: Selective Attribute Presentation 

Wallet constructs minimal disclosure proof: 

Verifiable_Presentation = {  

  "qualification_level": "Master's Degree",  

  "field_of_study": "Computer Engineering",  

  "institution_country": "Germany",  

  "completion_year": "2024",  

  "ECTS_credits": "120",  

  "proof": "zero_knowledge_proof"  

}  

Step 4.3: Automated Recognition Processing 

Receiving party processes the credential: 

¶ Cryptographic verification of authenticity. 
¶ EQF level mapping to national framework. 
¶ Learning outcome alignment assessment. 
¶ Recognition decision generation. 

Step 4.4: Recognition Outcome 

Recognition decision is communicated: 

¶ Full recognition granted. 
¶ Conditional recognition with requirements. 
¶ Partial recognition with gap analysis. 
¶ Additional documentation requested if needed. 

Professional Achievement Accreditation Flow 

Professional credentials follow a similar but adapted flow: 

Key Differences from Educational Credentials 

Regulatory Compliance : Professional credentials must comply with sector-specific 
regulations and professional body requirements. 

Continuous Validity Management:  Professional licences require periodic renewal, 
continuing education tracking, and good standing verification. 
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Liability Considerations : Professional credentials may impact insurance, liability, and 
legal authorisation to practise. 

Multi -Jurisdiction Complexity : Professionals may hold authorisations across multiple 
jurisdictions with varying scopes and limitations. 

Professional Credential Lifecycle 

1. Initial Qualification : Professional examination passed, training completed. 
2. Regulatory Approval:  Professional body validates and authorises. 
3. Digital Credential Issuance:  Licence/certification issued to wallet. 
4. Continuous Updates : CPD points, renewals, endorsements added. 
5. Cross-Border Recognition : Temporary or permanent practice rights. 
6. Suspension/Revocation : Disciplinary actions immediately reflected. 

Integration with Existing Systems 
Educational Information Systems 

Student Information Systems (SIS)  integrate through standardised APIs, enabling 
automated credential generation upon graduation without manual intervention. 

National Qualification Databases  synchronise with the credentialing system, ensuring 
that all recognised qualifications are available for digital issuance. 

Quality Assurance Registries provide real-time accreditation status, ensuring that only 
valid institutions can issue recognised credentials. 

Professional Regulatory Systems 

Professional Registers  maintain authoritative records of licensed practitioners, 
enabling real-time verification of professional standing. 

Disciplinary Databases  ensure that sanctions, suspensions, or restrictions are 
immediately reflected in credential status. 

CPD Tracking Systems automatically  update credentials with completed continuing 
education, maintaining current competency verification. 

Security and Anti-Fraud Measures 

The achievement accreditation framework implements multiple security layers: 

Institutional Authorisation Controls 

¶ Only accredited institutions can issue valid credentials. 
¶ Issuance authority regularly audited and updated. 
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¶ Compromised issuers immediately revoked. 
¶ Historical credentials remain valid through timestamp proofs. 

Holder Binding Security 

¶ Biometric binding prevents credential transfer. 
¶ PID linkage ensures rightful ownership. 
¶ Multi-factor authentication for high-value presentations. 
¶ Fraud detection through usage pattern analysis. 

Verification Integrity 

¶ Cryptographic proofs prevent forgery. 
¶ Blockchain anchoring provides tamper evidence. 
¶ Authentic source checking for critical decisions. 
¶ Cross-verification through multiple channels. 

Privacy-Preserving Audit Trails 

¶ All transactions logged without exposing personal data. 
¶ Anomaly detection identifies potential fraud. 
¶ Regulatory inspection capability maintained. 
¶ User notification of all credential uses. 

Conclusion 

The Educational/Professional Achievement Accreditation use case establishes the 
foundation for trustworthy, portable, and privacy-preserving qualification credentials 
across Europe. By transforming static paper documents into dynamic, verifiable digital 
assets, this framework enables seamless educational progression, professional 
mobility, and lifelong learning whilst maintaining the highest standards of security, 
privacy, and regulatory compliance. The detailed technical flows demonstrate how 
theoretical principles translate into practical implementation, ensuring that European 
citizens can confidently present their achievements anywhere in the Union with instant, 
trustworthy verification. 

The issuance of educational and professional credentials relies upon verified 
institutional affiliations established through EducationalID. This foundational credential 
enables trust verification for both issuers and learners throughout the credential 
lifecycle. Implementation experiences and interoperability with other sectoral 
credentials are documented in Annex 16. 
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FIGURE 13 USE CASE 2 DETAILED FLOW
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Use Case 3: Institutional Identity/Membership - Mobility 

Overview and Strategic Importance 

The Institutional Identity/Membership use case addresses a fundamental requirement 
within the European education and professional landscape: the need for verifiable, 
portable, and privacy-preserving institutional affiliations. This use case transcends 
traditional student cards and employee badges, establishing a digital framework where 
institutional relationships are cryptographically verified yet remain under citizen control. 

This capability is particularly crucial for supporting the European Education Area's 
mobility objectives, where students, researchers, and professionals frequently move 
between institutions and across borders. The traditional approachуwhere each 
institutio n maintains isolated identity systemsуcreates friction, duplication, and 
barriers to mobility. The EUDI Wallet framework transforms these siloed identities into 
interoperable, user-controlled credentials that facilitate seamless access to services 
whilst maintaining institutional autonomy. 

Functional Architecture and Scope 

The Institutional Identity/Membership use case operates through non-foundational 
identities уcredentials that extend beyond basic personal identification to encompass 
institutional affiliations, roles, and entitlements. Unlike foundational identity (PID), 
which remains constant, these institutional identities are temporal, contextual, and 
revocable, reflecting the dynamic nature of educational and professional relationships. 

The architecture supports multiple credential types within this category: 

Educational Identities  encompass student status, researcher affiliations, and 
academic roles. These credentials enable access to institutional resources, library 
services, academic software licences, and student discounts across Europe. They also 
facilitate participation in exchange programmes, summer schools, and collaborative 
research initiatives. 

Professional Memberships  include affiliations with professional bodies, trade 
associations, and regulatory organisations. These credentials verify professional 
standing, continuous professional development participation, and authorisation to 
practice in regulated professions. 

Hybrid Identities  bridge educational and professional domains, such as 
apprenticeships, industrial PhDs, and clinical placements where individuals 
simultaneously hold student and professional roles. 
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Privacy and Selective Disclosure Mechanisms 

A defining characteristic of this use case is its sophisticated approach to privacy through 
selective disclosure. Institutional identities often contain rich attribute setsуfrom 
specific course enrolments to research group membershipsуyet most service 
interactions require only minimal verification. The framework enables precise attribute 
disclosure, allowing a student to prove their enrollment status without revealing their 
specific programme, or confirm their university affiliation without exposing their student 
number. 

This granular control extends to temporal aspects. Credentials can prove current status 
or historical affiliation, supporting scenarios such as alumni services access or 
verification of past professional memberships for regulatory purposes. The 
cryptographic mechanisms ensure these proofs are unforgeable whilst preventing 
unauthorised tracking or profiling. 

Cross-Border Interoperability and Recognition 

The technical implementation ensures seamless cross-border functionality through 
standardised data models based on the European Learning Model (ELM) and alignment 
with existing European infrastructure. When a Spanish student arrives at a German 
university for an Erasmus exchange, their home institution's EducationalID is 
immediately recognisable and verifiable, eliminating bureaucratic delays and manual 
verification processes. 

This interoperability extends to service providers beyond educational institutions. 
Transport operators, cultural institutions, and commercial services offering student 
discounts can verify institutional affiliations without accessing unnecessary personal 
data or maintaining separate verification systems for each European country's 
educational credentials. 

Implementation Through EducationalID 

The EducationalID  serves as the primary instantiation of this use case within 
educational contexts. As detailed in the technical flow, the EducationalID acquisition 
process demonstrates the key principles that govern all non-foundational identity 
credentials within the DC4EU framework: 

1. Strong Identity Binding : Every institutional credential is cryptographically linked 
to the holder's PID, ensuring non-transferability whilst maintaining privacy. 

2. Institutional Authorisation : Only authorised institutions can issue valid 
credentials, with their authority verified through the trust framework. 

3. Authentic Source Validation : Credentials are issued only after verification 
against authoritative databases, ensuring accuracy and preventing fraud. 
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4. User Consent and Control : Explicit consent is required for both credential 
issuance and each subsequent presentation. 

5. Lifecycle Management : Credentials include revocation and suspension 
capabilities, reflecting changes in institutional relationships. 

Extension to Other Non-Foundational Identities 

The principles and technical flows established for EducationalID apply consistently 
across all non-foundational identities defined within DC4EU: 

MyAcademicID  follows identical issuance patterns but incorporates additional 
attributes for cross-border academic mobility, including SCHAC (Schema for Academia) 
attributes and eduGAIN compatibility for federated authentication across European 
research and education networks. 

 The MyAcademicID credential, coordinated by GÉANT and operated through National 
Research and Education Networks, exemplifies institutional identity for mobility use 
cases. The complete implementation, governance transformation, and co-existence 
analysis with traditional eduGAIN operations is detailed in Annex 13, demonstrating 
feasible migration pathways and strategic opportunities for cross-border academic 
mobility enhancement. 

EuropeanStudentCard  extends the basic EducationalID with additional service 
entitlements, payment capabilities, and multi-institutional recognition for students 
participating in European University Alliances. 

The European Student Card serves dual purposes within the DC4EU ecosystem: firstly 
as an established operational service demonstrating the value of student status 
verification for mobility; and secondly as an exemplar of pragmatic evolution from 
centralised registry architecture to hybrid verifiable credential models. The complete 
characterisation of the current ESC service, the DC4EU Pilot2 implementation using 
W3C Verifiable Credentials, and the comparative analysis of coexistence strategies are 
detailed in Annex 14. 

ProfessionalID  adapts the flow for professional contexts, with authentic sources being 
professional registries and regulatory bodies rather than educational databases. The 
identity matching process validates professional licensure and good standing rather 
than enrollment status. 

AllianceID  supports emerging European University Alliances, enabling students to 
maintain verified affiliations with multiple institutions within an alliance, facilitating 
access to distributed resources and services across partner universities. 

Each credential type maintains the same security guarantees, privacy protections, and 
user control mechanisms, ensuring consistent user experience and institutional trust 
regardless of the specific identity type. This standardisation significantly reduces 
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implementation complexity for institutions whilst providing citizens with a coherent, 
predictable interaction model across all their institutional affiliations. 

The Institutional Identity/Membership use case thus establishes a foundational 
capability for the European Education Area, transforming fragmented institutional 
identities into a cohesive, user-centric ecosystem that supports lifelong learning, 
professional development, and seamless mobility across borders and sectors. 

The issuance process for non-foundational identity credentials follows the same 
workflow detailed in Annex 11, with specific adaptations for institutional affiliations 
rather than educational achievements. 

Detailed Flow: EducationalID Acquisition Process 

Having established the strategic context and architectural principles of the Institutional 
Identity/Membership use case, we now examine the detailed technical implementation 
through the EducationalID acquisition process. This flow exemplifies the security, 
privacy, and user control mechanisms that underpin all non-foundational identity 
credentials within the DC4EU framework. 

Technical Implementation Overview 

The EducationalID acquisition process represents a carefully orchestrated interaction 
between multiple systems and actors, each performing specific verification and 
authorisation functions. The flow incorporates dual-layer trust verification, explicit 
consent mechanisms, and cryptographic binding to ensure both security and user 
sovereignty. The following detailed steps demonstrate how theoretical principles 
translate into practical implementation. 

EducationalID Acquisition: Detailed Technical Flow 
Phase 1: Initial Request and Relying Party Verification 
Step 1.1: Service Initiation 

The process begins when a student accesses their educational institution's digital 
services portal and selects the option to obtain their EducationalID. The institution's 
system generates an OpenID for Verifiable Presentations (OID4VP) request, encoding the 
specific PID attributes required for identity verification. 

Step 1.2: Relying Party Trust Verification 

Upon receiving the OID4VP request, the EUDI Wallet immediately initiates its trust 
verification protocol: 

¶ The wallet extracts the institution's X.509v3 certificate from the request. 
¶ Validates the certificate against the European trust infrastructure. 
¶ Confirms the institution's authorisation to request PID attributes. 
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¶ Verifies the certificate has not been revoked or suspended. 

Step 1.3: Trust Status Presentation to User 

The wallet presents a clear trust indication to the user: 

¶ Institution name and verified identity. 
¶ 9ŸŰŉŔƖůċƣŔŸŰШůĲƚƚċŊĲаШѢѸШéĲƖŔŉŔĲĬШÅĲũǃŔŰŊШÂċƖƣǃѢ. 
¶ Specific authorisation: "This institution is authorised to request your Personal 

Identification Data". 
¶ Visual indicators distinguishing verified from unverified parties. 

Step 1.4: Explicit Consent for PID Sharing 

The wallet displays the specific PID attributes requested: 

¶ Required attributes are clearly marked. 
¶ Purpose of collection is stated. 
¶ Data retention period is specified. 
¶ The user must perform an explicit consent action (button press, biometric 

confirmation). 
¶ Consent is cryptographically logged for audit purposes. 

Step 1.5: PID Presentation 

Following explicit consent, the wallet constructs and transmits the PID presentation: 

¶ Only authorised attributes are included. 
¶ Presentation is cryptographically signed. 
¶ Time-limited presentation token prevents replay attacks. 

Phase 2: Identity Validation and Credential Generation 
Step 2.1: Authentic Source Verification 

The institution performs identity matching against authoritative sources: 

¶ Queries institutional enrollment database. 
¶ Verifies against national education registry (where applicable). 
¶ Confirms current student status and eligibility. 
¶ Validates programme enrollment and academic standing. 

Step 2.2: EducationalID Attribute Compilation 

Upon successful verification, the institution compiles the EducationalID attributes: 
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¶ Mandatory fields : studentID, institutionName, institutionID, validFrom, 
validUntil 

¶ Optional fields : facultyName, programmeOfStudy, academicLevel, 
enrollmentStatus 

¶ Privacy-preserving identifiers : Sector-specific identifiers preventing cross-
domain correlation 

Step 2.3: Credential Construction 

The institution constructs the credential according to the deployment model: 

¶ Pilot 1 (Classical PKI): SD-JWT-VC format with X.509 signature. 
¶ Pilot 2 (Hybrid): W3C-VCDM with DID-based signature and EBSI registration. 
¶ Embeds revocation/suspension endpoints. 
¶ Includes selective disclosure capabilities. 

Phase 3: Issuer Verification and Credential Acceptance 
Step 3.1: Issuer Trust Verification 

When the institution presents the credential offer via OID4VCI, the wallet performs 
comprehensive issuer verification: 

¶ Validates the institution's status as a Trust Service Provider (TSP). 
¶ Confirms authorisation to issue EducationalID credentials. 
¶ Verifies the complete certificate chain to root authority. 
¶ Checks against revocation lists and trust registries. 

Step 3.2: Issuer Trust Presentation to User 

The wallet displays comprehensive issuer information: 

¶ ѢѸШéĲƖŔŉŔĲĬШÑƖƨƚƣШÉĲƖƻŔĦĲШÂƖŸƻŔĬĲƖѢ. 
¶ Institution name and issuer identifier. 
¶ Credential type: "EducationalID". 
¶ Validity period and renewal conditions. 
¶ Preview of credential attributes. 

Step 3.3: Explicit Acceptance Consent 

The user reviews and explicitly accepts the credential: 

¶ Full attribute list displayed in readable format. 
¶ Terms of use clearly stated. 
¶ Revocation conditions explained. 
¶ Explicit acceptance action required. 
¶ Option to reject remains clearly available. 
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Step 3.4: Secure Storage and Confirmation 

Upon acceptance, the wallet completes the process: 

¶ Cryptographically binds the EducationalID to the user's PID. 
¶ Stores in secure, encrypted wallet storage. 
¶ Generates confirmation receipt. 
¶ Notifies user of successful storage. 
¶ Credential becomes available for immediate use. 

Post-Issuance Lifecycle Management 

The EducationalID remains under continuous lifecycle management: 

¶ Status Monitoring : Regular checking of revocation/suspension status. 
¶ Renewal Notifications : Alerts before expiration. 
¶ Selective Presentation : User controls which attributes to share per interaction. 
¶ Audit Trail : Complete log of all presentations maintained. 
¶ Deletion Rights : User can remove credential at any time. 

Security and Privacy Guarantees 

Throughout this flow, multiple security and privacy mechanisms operate: 

¶ End-to-end encryption  protects all data transmissions. 
¶ Mutual authentication  ensures all parties are verified. 
¶ Minimal disclosure  enforces data minimisation principles. 
¶ User sovereignty  maintains individual control at every step. 
¶ Non-correlation  prevents tracking across different services. 
¶ Forensic evidence  enables dispute resolution whilst preserving privacy. 

This detailed flow, whilst specifically demonstrating EducationalID acquisition, 
establishes the pattern for all non-foundational identity credentials within the DC4EU 
framework. Whether issuing a ProfessionalID, MyAcademicID, or AllianceID, the same 
rigorous verification, explicit consent, and user control mechanisms apply, ensuring 
consistent security and user experience across the European Digital Identity ecosystem. 
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FIGURE 14 USE CASE 3 DETAILED FLOW 
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Use Case 4: Authentication/Authorisation 

Overview and Strategic Importance 

The Authentication/Authorisation use case represents the operational endpoint of the 
digital credential ecosystem, where verified identities and attributes translate into 
tangible service access and resource authorisation. This use case transforms static 
credentials into dynamic access rights, enabling fine-grained, attribute-based access 
control whilst maintaining privacy and security across institutional and national 
boundaries. 

Unlike traditional authentication systems that rely on username-password 
combinations or federated identity providers, this framework leverages 
cryptographically verified attributes from the EUDI Wallet to make authorisation 
decisions. This approach fundamentally shifts the paradigm from "who you claim to be" 
to "what verified attributes you possess," enabling more nuanced and context-
appropriate access control. 

Architectural Foundation and Scope 

The Authentication/Authorisation use case operates across two distinct but 
interconnected levels: 

Institutional Level  encompasses access to services within organisational boundariesу
university learning management systems, library resources, laboratory equipment, 
professional association member portals, and corporate training platforms. Here, the 
primary challenge involves integrating wallet-based authentication with existing 
institutional identity and access management (IAM) systems whilst maintaining 
backward compatibility. 

Cross-border Level  addresses the complexity of service access across European 
member states, where different regulatory frameworks, technical standards, and trust 
models must seamlessly interoperate. This includes accessing educational resources 
whilst on exchange programmes, utilising professional services in different countries, 
and maintaining continuity of access during international mobility. 

Technical Implementation Models 

The framework supports multiple authentication and authorisation patterns, each 
optimised for specific use contexts: 

Proximity Authentication  utilises NFC or Bluetooth for physical access controlу
entering university buildings, accessing laboratories, or using shared equipment. The 
wallet presents relevant credentials without requiring network connectivity, crucial for 
scenarios with limited internet access. 
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Remote Authentication  enables online service access through browser-based or 
application-integrated flows. Users can authenticate to digital libraries, e-learning 
platforms, or professional portals using their wallet credentials, eliminating password 
fatigue and reducing attack surfaces. 

Delegated Authorisation  supports scenarios where temporary or limited access rights 
must be grantedуresearch assistants accessing specific datasets, visiting professors 
obtaining teaching platform access, or students participating in inter-institutional 
courses. 

Progressive Authentication  implements step-up authentication where initial low-
assurance access can be elevated based on additional credential presentation, 
supporting both convenience and security. 

Privacy-Preserving Authorisation Mechanisms 

Central to this use case is the principle of minimal disclosure authorisation. Rather 
than sharing complete credentials, the system enables cryptographic proofs of specific 
attributes:  

¶ A student proves enrollment in a specific faculty without revealing their student 
number. 

¶ A researcher demonstrates affiliation with a research group without exposing 
their employment details. 

¶ A professional verifies their qualification level without disclosing their complete 
professional history. 

This selective disclosure extends to derived attributes. The system can prove "over 18" 
without revealing birthdate, "EU student" without specifying nationality, or "qualified 
practitioner" without exposing the specific licence number. 

Integration with Existing Infrastructure 

The Authentication/Authorisation use case carefully considers integration with 
established authentication frameworks: 

SAML/OAuth/OIDC Bridge components enable wallet-based authentication within 
existing federated identity systems, allowing institutions to adopt the framework 
incrementally without wholesale infrastructure replacement. 

eduGAIN Compatibility  ensures that wallet-based authentication can participate in 
the global research and education authentication infrastructure, maintaining access to 
thousands of services worldwide. 
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Enterprise IAM Integration  provides connectors for common identity management 
platforms (Active Directory, LDAP, Okta, etc.), enabling corporate and institutional 
adoption without disrupting existing workflows. 

 

Detailed Flow: Attribute-Based Service Authentication 
This authentication flow implements the verification workflow detailed in Annex 12, 
which provides comprehensive technical specifications for each verification step. 
The disintermediated verification approach that prevents 'home phone call' tracking is 
enabled through the status list infrastructure described in Annex 11 (Step 10) and 
verified through the process in Annex 12 (Step 13). 
 

Phase 1: Service Discovery and Initial Request 

Step 1.1: Service Access Initiation 

The user approaches a service requiring authenticationуthis could be: 

¶ Physical: Campus building entrance, laboratory access point. 
¶ Digital: University portal, professional association website. 
¶ Hybrid: Library self-service kiosk, examination centre check-in. 

Step 1.2: Authorisation Requirements Communication 

The service point communicates its access requirements: 

Service Ÿ EUDI Wallet: OID4VP Request 

{  

  "required_credentials": ["EducationalID", "LibraryMembership"],  

  "required_attributes": ["enrollmentStatus", "facultyName"],  

  "purpose": "Library Resource Access",  

  "retention": "session - only",  

  "assurance_level": "substantial"  

}  

Phase 2: Wallet Verification and User Consent 

Step 2.1: Service Point Verification 

The EUDI Wallet verifies the requesting service: 

¶ Validates the service provider's digital certificate. 
¶ Confirms authorisation to request specified credentials. 
¶ Verifies the stated purpose aligns with authorised scope. 
¶ Checks against blocklists or security warnings. 

Step 2.2: Credential Availability Check 

The wallet evaluates whether it possesses the required credentials: 
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¶ Identifies matching credentials in secure storage. 
¶ Verifies credentials are valid (not expired/revoked). 
¶ Confirms credential assurance levels meet requirements. 
¶ Prepares selective disclosure proofs. 

Step 2.3: User Authorisation Interface 

The wallet presents the authorisation request to the user: 

¶ ÉĲƖƻŔĦĲШƓƖŸƻŔĬĲƖШŔĬĲŰƣŔƣǃаШѢÖŰŔƻĲƖƚŔƣǃШxŔĤƖċƖǃШÉǃƚƣĲůШыéĲƖŔŉŔĲĬШѸьѢ. 
¶ Requested attributes clearly listed. 
¶ Purpose of access explicitly stated. 
¶ Session duration or persistence indicated. 
¶ Clear accept/reject options. 

Step 2.4: Explicit Authorisation Consent 

The user provides explicit consent: 

¶ Reviews the specific attributes to be shared. 
¶ Confirms understanding of access scope. 
¶ Performs deliberate authorisation action. 
¶ Consent cryptographically logged. 

Phase 3: Attribute Presentation and Verification 

Step 3.1: Cryptographic Proof Generation 

The wallet generates the authorisation proof: 

EUDI Wallet Ÿ Service: Verifiable Presentation 

{  

  "proof_of_enrollment": "active",  

  "faculty_membership": "Engineering",  

  "library_entitlement": "full_access",  

  "validity": "2024 - 09- 30",  

  "presentation_token": "eyJhbGc..."  

}  

Step 3.2: Service-Side Verification 

The service provider validates the presentation: 

¶ Cryptographic signature verification. 
¶ Credential issuer authentication. 
¶ Revocation status checking. 
¶ Attribute constraint validation. 
¶ Replay attack prevention. 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

150 

Step 3.3: Authorisation Decision 

Based on verified attributes, the service makes its authorisation decision: 

¶ Maps attributes to internal access rights. 
¶ Applies additional business rules. 
¶ Generates session tokens or access credentials. 
¶ Logs authorisation event for audit. 

Phase 4: Session Management and Lifecycle 

Step 4.1: Session Establishment 

Upon successful authorisation: 

¶ Time-limited session created. 
¶ Access rights activated. 
¶ User notified of successful authentication. 
¶ Session parameters communicated. 

Step 4.2: Continuous Authorisation (Optional) 

For sensitive resources, continuous authorisation may be required: 

¶ Periodic credential revalidation. 
¶ Real-time revocation checking. 
¶ Step-up authentication for elevated privileges. 
¶ Session extension requests. 

Step 4.3: Session Termination 

Sessions conclude through: 

¶ Explicit user logout. 
¶ Timeout expiration. 
¶ Revocation detection. 
¶ Security event trigger. 

Cross-Border Authentication Scenario 

Consider a Spanish engineering student accessing German university resources during 
an Erasmus exchange: 

1. Initial Presentation : Student presents Spanish EducationalID and ErasmusID at 
German university portal. 

2. Attribute Mapping : German system maps Spanish faculty codes to local 
equivalents. 
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3. Entitlement Derivation : Based on exchange agreement, derives local access 
rights. 

4. Service Provisioning : Grants access to agreed resources (library, computing, 
laboratories). 

5. Audit Trail : Maintains compliant logs for both institutions. 

Professional Authorisation Scenario 

A medical professional accessing patient records across borders: 

1. Multi -Credential Requirement : System requests ProfessionalID plus specific 
medical qualifications. 

2. Jurisdiction Verification : Confirms professional is authorised in current 
jurisdiction . 

3. Purpose Binding: Links access to specific patient consent or emergency 
provisions. 

4. Time-Limited Access : Grants temporary access with full audit trail. 
5. Regulatory Compliance : Ensures all access meets healthcare data protection 

requirements.
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FIGURE 15 USE CASE 4 DETAILED FLOW
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Security and Compliance Framework 

The Authentication/Authorisation use case implements comprehensive security 
measures: 

¶ Zero-Knowledge Proofs : Enable attribute verification without attribute 
disclosure. 

¶ Forward Secrecy: Past sessions remain secure even if future credentials are 
compromised. 

¶ Non-Correlation : Different services cannot link user sessions without explicit 
consent. 

¶ Audit Compliance : Complete logs maintained whilst preserving privacy. 
¶ Regulatory Alignment : Supports GDPR, sectoral regulations, and national 

requirements. 

This use case completes the credential lifecycle, transforming verified attributes into 
practical service access whilst maintaining the privacy, security, and user control 
principles that underpin the entire European Digital Identity Framework. 
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CHAPTER 7: DATA MODELS AND INTEROPERABILITY STANDARDS  

7.1. Introduction  

Verifiable Credentials (VCs) are particularly valuable for education and professional 
qualifications coordination, which is the process of ensuring that people who move 
within the EU can seamlessly transfer, recognise, and validate their educational 
achievements and professional competences. Education and qualifications 
coordination is based on common frameworks (regulations and standards) that are 
established at the EU level. These frameworks require different entities, such as 
educational institutions, quality assurance bodies, professional organisations, or 
employers, to exchange information about the educational status and professional 
entitlements of the people who move. 

To make this information exchange easier, faster, and more secure, VCs will be used to 
digitally represent and verify the educational and professional qualification data of the 
people who move. 

VCs will improve the efficiency, transparency, and security of the information exchange, 
as well as empower the users to control their own data and identity. To achieve these 
benefits, a consistent and well-defined data model for VCs for education and 
professional qualifications coordination is needed, which can be based on the EUDIW 
ecosystem and its related methods and technologies such as the identity framework. 

A logical data model for VCs for education and professional qualifications coordination 
holds significance as: 

Á It enables the interoperability and compatibility  of VCs across different 
systems, platforms, and domains in the EU, such as educational institutions, 
employers, professional bodies, and quality assurance organisations. 

Á It ensures the security and trustworthiness  of VCs, by using cryptographic 
methods, distributed technologies, and legal frameworks to verify the 
authenticity and validity of the credentials and their issuers. 

Á It enhances the user experience and convenience  of VCs, by allowing users to 
manage their own digital identities and credentials, and access educational 
services and professional opportunities, using the EUDIW App and service. 

Á It supports the innovation and development  of VCs, by providing a common and 
standardised data model that can be extended and customised for different use 
cases and scenarios in the education and professional qualifications domain. 

Á Interoperability  between the different data models used in the education domain 
should be achieved (e.g. ELM, EDC, EDC-W3C). 

Á Machine -verifiable exchange : VCs are designed for fast machine-verifiable 
exchange of identity data and identity-related information without direct 
interaction between issuers and verifiers. 
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7.2. Logical Data Model 
 

7.2.1 Foundation Architecture 

The DC4EU framework for educational and professional qualification credentials is 
based on a three -layer architecture . This design ensures semantic interoperability, 
technical compliance, and domain-specific accuracy. 

Layer 1: European Learning Model (ELM) т Semantic Foundation  

The European Learning Model (ELM v3.2) provides the ontological basis  for all 
educational and professional achievement credentials. ELM introduces: 

¶ A standardised vocabulary for describing learning achievements, qualifications, 
assessments, and competences. 

¶ Simultaneous support for multiple qualification frameworks (e.g. EQF, NQF, 
sectoral frameworks).. 

¶ Cross-border interoperability through language-independent concepts. 
¶ Alignment with the ESCO taxonomy of skills and competences. 

A key strength is multi -framework capability : a single credential may include both EQF 
levels (for cross-border use) and national framework levels (for domestic use). This 
enables the same credential  to be recognised internationally and nationally without 
issuing duplicates. 

 

Layer 2: EDC-W3C т Technical Implementation  

The European Digital Credential (EDC-W3C), aligned with W3C standards and eIDAS 2, 
provides the technical realisation  of the ELM as a Verifiable Credential. It: 

¶ Encodes ELM concepts using the W3C Verifiable Credentials Data Model v1.1.. 
¶ Complies with eIDAS 2.0 Electronic Attestation of Attributes (EAA) requirements. 
¶ Defines a generic structure capable of representing any educational or 

professional achievement  
¶ Incorporates all mandatory fields needed for interoperability across Europe 

EDC-W3C functions as the baseline schema  on which all specific EAAs are built. 

 

Layer 3: Specific EAAs т Domain -Specific Constraints  

Each Electronic Attestation of Attributes (e.g. EUHED, EUHEMC, CPS) is a constrained 
profile  of the generic EDC-W3C. These specialisations: 
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¶ Identify mandatory fields relevant to the credential type. 
¶ Introduce domain-specific validation rules. 
¶ Mandate particular vocabularies and code lists. 
¶ Define minimum datasets required for recognition across borders. 

 

FIGURE 16 DC4EU CREDENTIAL ARCHITECTURE: FROM ELM ONTOLOGY TO SPECIFIC EAAS 

 

This approach guarantees that: 

¶ All credentials share a common technical core  ӛШŔŰƣĲƖŸƓĲƖċĤŔũŔƣǃ. 
¶ Each credential type fulfils its own regulatory and recognition obligations  ӛШ

specificity. 
¶ Credentials may evolve over time without breaking compatibility  ӛШĲǂƣĲŰƚŔĤŔũŔƣǃ. 
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7.2.2 Data Model Components 

The logical data model is a structured way of describing all possible statements about a 
subject to be combined and processed in an issuing or verification process of education 
and professional qualification credentials. 

A data model for VCs in education and professional qualifications embedded in the 
EUDIW ecosystem is a way of presenting and sharing digital proofs of identity, 
educational achievements, and professional competences, using the European Union 
Digital Identity (EUDI) framework. This framework is a set of standards and protocols that 
enable citizens, businesses, and educational/professional institutions to present and 
process identity data across the EU. 

VCs in education and professional qualifications can be issued, stored, and verified by 
different entities, such as educational institutions, quality assurance bodies, 
professional organisations, or employers, using the EUDIW ecosystem. 

A verification proof must be generated out of the data model and further processed by 
backend systems. 

The data model for VCs in education and professional qualifications embedded in the 
EUDIW ecosystem must follow the same structure and syntax as the W3C standard (see 
section 5.2.10 'EUDIW Conceptual Data Model'), but with some specific features and 
extensions, such as: 

Á The use of the eIDAS framework to ensure the legal recognition and cross-
border interoperability of the digital identities and VCs in the EU. 

Á The use of the Trusted Registries infrastructure  to provide capabilities for 
the VCs, such as issuing, revoking, and verifying them in a secure way. This 
can be achieved by decentralised or centralised repositories. 

Á The use of defined business processes  (see Chapter 6: Business scenarios 
and user journeys) and data models  (see Chapter 7: Data models and 
interoperability standards) for the VCs in the education and professional 
qualifications domain. 

Á The use of the OpenID4VC specification family to enable the authentication 
and authorisation of the subject of VCs using the OpenID Connect protocol. 

Á The use of the European Learning Model (ELM) as the semantic foundation 
for describing educational/professional qualification achievements and 
learning outcomes in a standardised way across Europe. 

Following the eIDAS regulation, an Electronic Attestation of Attributes (EAAs) issued by 
or on behalf of a public body responsible for an authentic source, or a qualified trust 
service provider validating against an authentic source, or a trust service provider for an 
authentivc source,  shall contain: 
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1. an indication, at least in a form suitable for automated processing, that the 
attestation has been issued as an electronic attestation of attributes  issued 
by or on behalf of a public body responsible for an authentic source, or a qualified 
trust service provider, or a trust service provider. 

2. a set of data unambiguously representing the psb/qtsp/tsp issuing the 
electronic attestation of attributes, including at least, the member state (MS) in 
which that public body is established and its name and, where applicable, its 
registration number as stated in the official records. 

3. a set of data unambiguously representing the entity  which the attested 
attributes are referring to; if a pseudonym is used, it shall be clearly indicated. 

4. the attested attribute or attributes , including, where applicable, the information 
necessary to identify the scope of those attributes. 

5. details of the beginning and end of the attestation's period of validity . 
6. the attestation identity code , which must be unique for the issuing public body 

and if applicable the indication of the scheme of attestations that the attestation 
of attributes is part of. 

7. the qualified electronic signature or qualified electronic seal  of the issuing 
body. 

8. the decentralised identifier of the issuing body, for dPKI hybrid approach. 
9. the information or location of the services  that can be used to enquire about the 

validity status of the attestation. 

A VC data model for education and professional qualification credentials consists of the 
following components which must be mapped with the components required above: 

Á A context property  that provides information about the data model and 
vocabulary used in the credential. In the education domain, this could take the 
form of the Schema (Point 6, Point 1) registry and a reference to a data dictionary 
which includes translations. 

Á An ID property  that uniquely identifies the credential (Point 6). 
Á A type property  that specifies one or more types of the credential, such as VC or 

a more specific type (Point 4, Point 1). 
Á An issuer property  that identifies the entity that issued the credential, such as a 

reference to an Issuer Repository (Point 2). 
Á An issuanceDate property  that indicates when the credential was issued, such 

as a date-time string (Point 5). 
Á An expirationDate property  that indicates when the credential expires, such as 

a date-time string (Point 5). 
Á A credentialSubject property  that contains the claims and statements about 

the subject of the credential (Point 3). 
Á A proof property  that contains cryptographic evidence that the credential is 

authentic (Point 7). 

To generate zero knowledge proofs, the data model of a credential must contain data 
which allow the generation of proofs of statements about the data, such as equality, 
inequality, or range. 
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To implement lean and user-oriented workflows for selective disclosure and zero 
knowledge proofs, the content should be structured in data blocks (claims), each of 
which should mirror a certain statement about the subject. 

Education and Professional Qualification VCs are modelled in a way that identity 
information is exposed to any verifier by using the digital identity onboarded in the EUDIW 
(see section 5.3 'Validity'). That identity can be (optionally) presented in a verification 
challenge together with other optional attributes from a national PID schema (e.g. 
Photo). Requesting PID data as a verifier needs a justified basis under GDPR. 

The machine-verifiable processes are enforced by different data points and proofs 
included in the VC data model. 

This is outlined through the following technical parameters required to construct a 
robust and Verifiable Presentation (VP) for education and professional qualifications 
coordination. 

TABLE 9 TECHNICAL PARAMETERS FOR THE VC DATA MODEL 

Technical parameters 
  

Issuer Identifier  String urn:eu:europa:ec:dgempl:eessi:lr:AT:9900 
Type String EuropeanHigherEducationDiploma 
Date of Issuance  DateTime 2024-01-08T19:23:24Z 
Technical Document 
Identifier  

String a8edd3ca-f078-4c62-b00d-e52af43d666b 

Expiration date  DateTime 2034-04-30T19:23:24Z 
Schema Identifier  String urn:eu:europa:ec:DC4EU:EUHEDCredentialType:V1 
Revocation Identifier  String urn:eu:europa:ec:DC4EU:revocationRegistry:123456 
Suspension Identifier  String urn:eu:europa:ec:DC4EU:suspensionRegistry:123456 

 
 

Common Status Management Fields 

For space efficiency, the following status management fields apply to all credential 
data models described in this chapter (Parts A through F). They are not explicitly 
repeated in each individual model table. 

The permitted values and semantics for credential status management are defined in the 
Status States Glossary (Annex 9). 

Mandatory Status Fields 

Every credential data model must include the following status management capability: 

TABLE 10 STATUS MGEMENT CAPABILITY 

Field Name Type Description Mandatory Occurrence 
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credentialStatus Enum Current lifecycle status of 
the credential 

YES [1:1] 

statusUpdatedAt DateTime Timestamp of the most 
recent status change (ISO 
8601) 

YES [1:1] 

Permitted values for credentialStatus: 

¶ ACTIVE т Credential is valid and fully operational. 
¶ SUSPENDED т Temporarily invalid, may be reinstated after review. 
¶ REVOKED т Permanently invalid, cannot be reinstated. 
¶ EXPIRED т Validity period has ended naturally. 

 
Optional Status Fields 

Implementations may also include the following additional fields to support enhanced 
status tracking: 

TABLE 11 OPTIONAL STATUS FIELDS 

Field Name Type Description Mandatory Occurrence 
statusReason String Human-readable 

explanation for the current 
status 

NO [0:1] 

suspendedFrom DateTime Start date of the 
suspension period (if 
relevant) 

NO [0:1] 

suspendedUntil DateTime Expected end date of 
suspension (if relevant) 

NO [0:1] 

reinstatedAt DateTime Date when credential was 
reinstated after suspension 

NO [0:1] 

revokedAt DateTime Timestamp of permanent 
revocation 

NO [0:1] 

statusHistory Array Audit trail of all past status 
transitions 

NO [0:n] 

 
Technical Implementation Notes 

1. Status Verification; All verifiers must check credentialStatus before accepting a 
credential. Credentials with the status SUSPENDED, REVOKED, 
or EXPIRED must be rejected. 

2. Privacy-Preserving Status Checks: Status information must be accessible 
through privacy-preserving mechanisms (e.g. StatusList2021 or cryptographic 
accumulators) in order to avoid issuer tracking of verification events. 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

161 

3. Status Update Authority: Only the original issuer (or an officially designated 
ċƨƣőŸƖŔƣǃьШ ůċǃШ ƨƓĬċƣĲШ ċШ ĦƖĲĬĲŰƣŔċũќƚШ ƚƣċƣƨƚЮШ ũũШ ĦőċŰŊĲƚ must be 
cryptographically signed and recorded in the corresponding status registry. 

4. Holder Notification: Wallets must notify holders of any status changes to their 
credentials, with particular emphasis on transitions to SUSPENDED or REVOKED. 

5. Suspension Semantics 
o SUSPENDED credentials may be reinstated without requiring reissuance. 
o Upon reinstatement, the status returns to ACTIVE and the 

field reinstatedAt is populated. 
o If the suspension period expires without resolution, the credential may 

transition to REVOKED. 
6. Revocation Finality: A transition to REVOKED is permanent. Credentials that 

require revalidation after revocation must be reissued as new credentials with 
new identifiers. 

 
Status State Transitions 

Valid transitions between statuses include: 

¶ ACTIVE Ÿ SUSPENDED 
¶ SUSPENDED Ÿ ACTIVE (reinstatement) 
¶ SUSPENDED Ÿ REVOKED 
¶ ACTIVE Ÿ REVOKED 
¶ ACTIVE Ÿ EXPIRED 

 

PART A: FORMAL EDUCATION CREDENTIALS 

7.3. DATA MODEL FOR THE EUROPEAN HIGHER EDUCATION DIPLOMA 
(EUHED) 

In the EUHED Use Case, a representation scenario was not identified, hence there is no 
need for expressing the relationship between the holder and the subject. 

TABLE 12 LOGICAL DATA MODEL FOR THE EUHED 

Name of 
the block  

Nr
. 

Description 
of field  

Dataty
pe 

Exemplary value Mandato
ry field  

Occurren
ce 

1. 
Credential 
Holder  

      

 
1.
1 

Forename(s) String Ana María X [0:1] 
 

1.
2 

Familyname
(s) 

String García López X 
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1.
3 

Date of Birth Date 1999-03-15 X 
 

 
1.
4 

Other 
element(s) 
(national...) 

String 
   

 
1.
5 

Reference 
ID 

String 33921567B 
  

2. 
Education
al Identity  

     
[1:1] 

 
2.
1 

Student ID String EST-2020-12345 X 
 

 
2.
2 

Academic 
Email 

String ana.garcia@university.
edu 

X 
 

3. Details 
of 
Education
al 
Achieveme
nt  

     
[1:n] 

 
3.
1 

Title of 
Qualificatio
n 

String Bachelor of Science in 
Computer Science 

X 
 

 
3.
2 

Field of 
Study 

ISCED-
F 2013 
Code 

061 - ICT X 
 

 
3.
3 

EQF Level String 6 X 
 

 
3.
4 

Type of 
Qualificatio
n 

String Bachelor's Degree X 
 

4. 
Awarding 
Body 

     
[1:1] 

 
4.
1 

Institution 
Name 

String Universidad 
Politécnica de Madrid 

X 
 

 
4.
2 

Institution 
ID 

String ES-UPM-001 X 
 

 
4.
3 

Country String Spain X 
 

 
4.
4 

Awarding 
Date 

Date 2024-06-30 X 
 

5. Learning 
Outcomes  

     
[1:n] 

 
5.
1 

Learning 
Outcome 
Description 

String Design and develop 
software applications 

X 
 

 
5.
2 

ECTS 
Credits 

Number 240 X 
 

mailto:ana.garcia@university.edu
mailto:ana.garcia@university.edu
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5.
3 

Grade String 8.5/10 (Excellent) 
  

6. Quality 
Assurance  

     
[0:1] 

 
6.
1 

Accreditatio
n Body 

String ANECA 
  

 
6.
2 

Accreditatio
n Status 

String Fully Accredited 
  

 
6.
3 

EQAR 
Registration 

Boolea
n 

Yes 
  

7. 
Supporting 
Informatio
n 

     
[0:1] 

 
7.
1 

Language of 
Instruction 

2-digit 
code 

ES 
  

 
7.
2 

Mode of 
Study 

String Full-time 
  

 
7.
3 

Duration String 4 years 
  

7.4. DATA MODEL FOR THE HIGHER EDUCATION DIPLOMA SUPPLEMENT 
(EUHEDS) 

The EUHEDS provides additional information about the diploma to facilitate academic 
and professional recognition. 

TABLE 13 LOGICAL DATA MODEL FOR THE EUHEDS 

Name of 
the block 

Nr
. 

Description 
of field 

Datatyp
e 

Exemplary value Mandato
ry field 

Occurren
ce 

1. 
Credential 
Holder  

      

 
1.
1 

Forename(s) String Ana María X [0:1] 

 
1.
2 

Familyname
(s) 

String García López X 
 

 
1.
3 

Date of Birth Date 1999-03-15 X 
 

 
1.
4 

Other 
element(s) 
(national...) 

String 
   

 
1.
5 

Reference ID String 33921567B 
  

2. 
Educationa
l Identity  

     
[1:1] 
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2.
1 

Student ID String EST-2020-12345 X 
 

 
2.
2 

Academic 
Email 

String ana.garcia@university.
edu 

X 
 

3. Details 
of 
Educationa
l 
Achieveme
nt  

     
[1:n] 

 
3.
1 

Title of 
Qualification 

String Bachelor of Science in 
Computer Science 

X 
 

 
3.
2 

Field of 
Study 

ISCED-
F 2013 
Code 

061 - ICT X 
 

 
3.
3 

EQF Level String 6 X 
 

 
3.
4 

Type of 
Qualification 

String Bachelor's Degree X 
 

4. 
Awarding 
Body 

     
[1:1] 

 
4.
1 

Institution 
Name 

String Universidad 
Politécnica de Madrid 

X 
 

 
4.
2 

Institution ID String ES-UPM-001 X 
 

 
4.
3 

Country String Spain X 
 

 
4.
4 

Awarding 
Date 

Date 2024-06-30 X 
 

5. Learning 
Outcomes  

     
[1:n] 

 
5.
1 

Learning 
Outcome 
Description 

String Design and develop 
software applications 

X 
 

 
5.
2 

ECTS 
Credits 

Numbe
r 

240 X 
 

 
5.
3 

Grade String 8.5/10 (Excellent) 
  

6. Quality 
Assurance  

     
[0:1] 

 
6.
1 

Accreditatio
n Body 

String ANECA 
  

 
6.
2 

Accreditatio
n Status 

String Fully Accredited 
  

 
6.
3 

EQAR 
Registration 

Boolea
n 

Yes 
  

7. 
Supporting 

     
[0:1] 

mailto:ana.garcia@university.edu
mailto:ana.garcia@university.edu
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Informatio
n  

7.
1 

Language of 
Instruction 

2-digit 
code 

ES 
  

 
7.
2 

Mode of 
Study 

String Full-time 
  

 
7.
3 

Duration String 4 years 
  

7.5. DATA MODEL FOR THE HIGHER EDUCATION TRANSCRIPT OF 
RECORDS (EUHETOR) 
 
 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary value Mandatory 
field 

Occurrence 

1. 
Credential 
Holder  

     
[0:1] 

 
1.1 Forename(s) String María X 

 
 

1.2 Familyname(s) String González X 
 

 
1.3 Student ID String 2020-45678 X 

 

2. 
Academic 
Programme  

     
[1:1] 

 
2.1 Programme 

Title 
String Bachelor in 

Business 
Administration 

X 
 

 
2.2 Academic 

Year 
String 2023-2024 X 

 

 
2.3 Study Period String Semester 1 X 

 

3. Course 
Records 

     
[1:n] 

 
3.1 Course Code String BA301 X 

 
 

3.2 Course Title String International 
Marketing 

X 
 

 
3.3 ECTS Credits Number 6 X 

 
 

3.4 Grade String A (Excellent) X 
 

 
3.5 Grade Scale String A-F X 

 

7.6. DATA MODEL FOR THE HIGHER EDUCATION PROOF OF ENROLMENT 
(EUHEPOE) 

TABLE 14 LOGICAL DATA MODEL FOR THE EUHEPOE 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. 
Credential 
Holder  

     
[0:1] 
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1.1 Forename(s) String Carlos X 

 
 

1.2 Familyname(s) String López X 
 

 
1.3 Student ID String 2024-98765 X 

 

2. 
Enrolment 
Details  

     
[1:1] 

 
2.1 Academic Year String 2024-2025 X 

 
 

2.2 Programme String Master in 
Data Science 

X 
 

 
2.3 Study Level String Master's 

Degree 
X 

 

 
2.4 Enrolment 

Status 
String Full-time X 

 

 
2.5 Expected 

Completion 
Date 2026-06-30 X 

 

7.7. DATA MODEL FOR THE HIGHER EDUCATION MICROCREDENTIAL 
(EUHEMC) 

In the EUHEMC Use Case, both individual and representation scenarios were identified 
(e.g., employer/employee training). 

TABLE 15 LOGICAL DATA MODEL FOR THE EUHEMC 

Name of the 
block 

Nr
. 

Description 
of field 

Datatyp
e 

Exemplary 
value 

Mandator
y field 

Occurrenc
e 

1. Credential 
Holder  

     
[0:1] 

 
1.
1 

Forename(s) String Elena X 
 

 
1.
2 

Familyname(
s) 

String Rodríguez X 
 

 
1.
3 

Date of Birth Date 1995-07-22 X 
 

2. Subject (if 
not Holder)  

     
[0:1] 

 
2.
1 

Forename(s) String Pedro X 
 

 
2.
2 

Familyname(
s) 

String Sánchez X 
 

3. 
Microcredenti
al Details  

     
[1:1] 

 
3.
1 

Title String Advanced Data 
Analytics with 
Python 

X 
 

 
3.
2 

Learning 
Outcomes 

String Apply ML 
algorithms for 
data analysis 

X 
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3.
3 

ECTS Credits Number 5 X 
 

 
3.
4 

EQF Level String 7 X 
 

 
3.
5 

Duration String 150 hours X 
 

4. Quality 
Assurance  

     
[1:1] 

 
4.
1 

Quality 
Framework 

String European QA 
for 
Microcredential
s 

X 
 

 
4.
2 

Accreditation String Accredited by 
AQU Catalunya 

  

PART B: VOCATIONAL EDUCATION AND TRAINING CREDENTIALS 

7.8. DATA MODEL FOR THE VET MICROCREDENTIAL (EUVETMC) 

TABLE 16 LOGICAL DATA MODEL FOR THE EUVETMC 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Credential 
Holder  

     
[0:1] 

 
1.1 Forename(s) String Antonio X 

 
 

1.2 Familyname(s) String Fernández X 
 

2. VET 
Microcredential 
Details  

     
[1:1] 

 
2.1 Title String Renewable 

Energy 
Installation 
Technician 

X 
 

 
2.2 Learning 

Setting 
String Work-based 

learning 
X 

 

 
2.3 ECVET Points Number 10 X 

 
 

2.4 EQF Level String 4 X 
 

3. 
Competencies  

     
[1:n] 

 
3.1 Competency 

Description 
String Install solar 

panel 
systems 

X 
 

 
3.2 ESCO Skill 

Reference 
Code-
Table 

S2.7.1 - 
Solar energy 
systems 
installation  

X 
 

4. Work-Based 
Elements  

     
[0:1] 
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4.1 Company 

Partner 
String Green 

Energy 
Solutions 
S.L. 

  

 
4.2 Practical 

Hours 
Number 80 

  

7.9. DATA MODEL FOR THE VET DIPLOMA (EUVETD) 

TABLE 17 LOGICAL DATA MODEL FOR THE EUVETD 

Name of the 
block 

Nr. Description of 
field 

Datatyp
e 

Exemplary 
value 

Mandator
y field 

Occurrenc
e 

1. Credential 
Holder  

     
[0:1] 

 
1.
1 

Forename(s) String Isabel X 
 

 
1.
2 

Familyname(s
) 

String Ruiz X 
 

2. VET 
Qualificatio
n 

     
[1:1] 

 
2.
1 

Diploma Title String Técnico 
Superior en 
Desarrollo de 
Aplicaciones 
Web 

X 
 

 
2.
2 

Field String Information and 
Communicatio
n Technologies 

X 
 

 
2.
3 

EQF Level String 5 X 
 

 
2.
4 

Duration String 2000 hours (2 
years) 

X 
 

3. Modules 
Completed  

     
[1:n] 

 
3.
1 

Module Name String Web 
Programming 

X 
 

 
3.
2 

Hours Number 200 X 
 

 
3.
3 

Grade String 8/10 X 
 

7.10. DATA MODEL FOR THE VET CERTIFICATE (EUVETC) 

TABLE 18 LOGICAL DATA MODEL FOR THE EUVETC 

Name of 
the block 

Nr. Description of 
field 

Datatype Exemplary value Mandatory 
field 

Occurrence 
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1. 
Credential 
Holder  

     
[0:1] 

 
1.1 Forename(s) String Luis X 

 
 

1.2 Familyname(s) String Torres X 
 

2. 
Certificate 
Details  

     
[1:1] 

 
2.1 Certificate 

Title 
String Certificate of 

Professional 
Competence - 
Logistics 

X 
 

 
2.2 Competence 

Area 
String Warehouse 

Management 
X 

 

 
2.3 EQF Level String 3 X 

 
 

2.4 Validity Period String 5 years X 
 

PART C: SECONDARY EDUCATION CREDENTIALS 

7.11. DATA MODEL FOR THE UPPER SECONDARY CERTIFICATE (EUUSC) 

TABLE 19 LOGICAL DATA MODEL FOR THE EUUSC 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. 
Credential 
Holder  

     
[0:1] 

 
1.1 Forename(s) String Sara X 

 
 

1.2 Familyname(s) String Jiménez X 
 

 
1.3 Date of Birth Date 2006-05-12 X 

 

2. 
Certificate 
Details  

     
[1:1] 

 
2.1 Certificate 

Type 
String Bachillerato X 

 

 
2.2 Specialisation String Sciences and 

Technology 
X 

 

 
2.3 Overall Grade String 8.75/10 X 

 
 

2.4 Graduation 
Year 

String 2024 X 
 

7.12. DATA MODEL FOR THE UPPER SECONDARY TRANSCRIPT (EUUSTOR) 

TABLE 20 LOGICAL DATA MODEL FOR THE EUUSTOR 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Credential 
Holder  

     
[0:1] 
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1.1 Forename(s) String David X 

 
 

1.2 Familyname(s) String Moreno X 
 

2. Academic 
Record 

     
[1:n] 

 
2.1 Subject String Mathematics 

II 
X 

 

 
2.2 Academic Year String 2023-2024 X 

 
 

2.3 Grade String 9/10 X 
 

 
2.4 Credits/Hours Number 4 X 

 

 

PART D: PROFESSIONAL QUALIFICATION CREDENTIALS 

7.13. DATA MODEL FOR THE CERTIFICATE OF PROFESSIONAL SUITABILITY 
(CPS) 

TABLE 21 LOGICAL DATA MODEL FOR THE CPS 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Credential 
Holder  

     
[0:1] 

 
1.1 Forename(s) String Miguel X 

 
 

1.2 Familyname(s) String Fernández X 
 

 
1.3 Professional 

ID 
String PRO-ES-2024-

78945 

  

2. 
Professional 
Suitability  

     
[1:1] 

 
2.1 Profession String Civil Engineer X 

 
 

2.2 Suitability 
Certificate 

String Fit to Practice X 
 

 
2.3 Issuing 

Authority 
String Colegio de 

Ingenieros de 
Caminos 

X 
 

 
2.4 Valid Until Date 2029-12-31 X 

 

7.14. DATA MODEL FOR THE PROFESSIONAL TRAINING CERTIFICATE 
(PTC) 

FIGURE 17 LOGICAL DATA MODEL FOR THE PTC 

Name of 
the block 

Nr. Description of 
field 

Datatype Exemplary value Mandatory 
field 

Occurrence 

1. 
Credential 
Holder  

     
[0:1] 

 
1.1 Forename(s) String Patricia X 
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1.2 Familyname(s) String García X 

 

2. Training 
Certificate  

     
[1:1] 

 
2.1 Certificate 

Title 
String Certified Project 

Management 
Professional 

X 
 

 
2.2 Competence 

Level 
String Advanced X 

 

 
2.3 Training 

Provider 
String PMI Spain 

Chapter 
X 

 

 
2.4 Training Hours Number 35 X 

 
 

2.5 Certification 
Date 

Date 2024-09-15 X 
 

7.15. DATA MODEL FOR THE CONTINUOUS PROFESSIONAL 
DEVELOPMENT (CPD) 

TABLE 22 LOGICAL DATA MODEL FOR THE CPD 

Name of 
the block 

Nr. Description of 
field 

Datatype Exemplary value Mandatory 
field 

Occurrence 

1. 
Credential 
Holder  

     
[0:1] 

 
1.1 Forename(s) String Roberto X 

 
 

1.2 Familyname(s) String Díaz X 
 

 
1.3 Professional 

Registration 
String REG-2020-45678 X 

 

2. CPD 
Activity  

     
[1:n] 

 
2.1 Activity Title String Advanced Risk 

Management in 
Construction 

X 
 

 
2.2 CPD Hours Number 20 X 

 
 

2.3 Provider String European 
Construction 
Institute  

X 
 

 
2.4 Completion 

Date 
Date 2024-07-30 X 

 

3. CPD 
Summary  

     
[1:1] 

 
3.1 Total CPD 

Hours (Annual) 
Number 60 X 

 

 
3.2 Required 

Hours 
Number 40 X 

 

 
3.3 Compliance 

Status 
String Compliant X 
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7.16. DATA MODEL FOR THE ACCREDITATION MEDICAL TRAINING (AMT) 

TABLE 23 LOGICAL DATA MODEL FOR THE AMT 

Name of 
the block 

Nr. Description of 
field 

Datatype Exemplary value Mandatory 
field 

Occurrence 

1. 
Credential 
Holder  

     
[0:1] 

 
1.1 Forename(s) String Laura X 

 
 

1.2 Familyname(s) String Martín X 
 

 
1.3 Medical 

License 
String MED-ES-789456 X 

 

2. Medical 
Training 

     
[1:1] 

 
2.1 Specialisation String Cardiology X 

 
 

2.2 Training 
Institution  

String Hospital 
Universitario La 
Paz 

X 
 

 
2.3 Training Period String 4 years X 

 
 

2.4 Completion 
Date 

Date 2024-05-31 X 
 

 
2.5 European 

Recognition 
String Directive 

2005/36/EC 
Compliant 

X 
 

PART E: NON-FOUNDATIONAL IDENTITY CREDENTIALS 

7.17. DATA MODEL FOR THE EDUCATIONAL ID 

TABLE 24 LOGICAL DATA MODEL FOR THE EDUCATIONAL ID 

Name of 
the block  

Nr
. 

Description 
of field  

Datatyp
e 

Exemplary value Mandator
y field  

Occurrenc
e 

1. Identity 
Holder  

     
[1:1] 

 
1.
1 

Forename(s) String Ana X 
 

 
1.
2 

Familyname(
s) 

String Pérez X 
 

 
1.
3 

Date of Birth Date 2002-03-15 X 
 

2. 
Education
al 
Affiliation  

     
[1:1] 

 
2.
1 

Institution  String Universidad 
Complutense de 
Madrid 

X 
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2.
2 

Student ID String UCM-2024-12345 X 
 

 
2.
3 

Academic 
Email 

String ana.perez@ucm.e
s 

X 
 

 
2.
4 

Affiliation 
Type 

String Student X 
 

 
2.
5 

Valid From Date 2024-09-01 X 
 

 
2.
6 

Valid Until Date 2025-07-31 X 
 

 
The EducationalID data model presented above has been successfully implemented and 
validated during the DC4EU Large Scale Pilot. Comprehensive technical specifications, 
including JSON schema structure, attribute standards (eduGAIN, SCHAC, REFEDS), 
example credentials, and implementation resources are provided in Annex 16. 

7.18. DATA MODEL FOR THE ALLIANCE ID 

TABLE 25 LOGICAL DATA MODEL FOR THE ALLIANCE ID 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Identity 
Holder  

     
[1:1] 

 
1.1 Forename(s) String Jean X 

 
 

1.2 Familyname(s) String Dupont X 
 

2. Alliance 
Membership  

     
[1:1] 

 
2.1 Alliance Name String UNITE! 

University 
Network 

X 
 

 
2.2 Home 

Institution  
String Université 

Paris-Saclay 
X 

 

 
2.3 Alliance ID String UNITE-2024-

FR-5678 
X 

 

 
2.4 Member 

Status 
String Exchange 

Student 
X 

 

 
2.5 Mobility 

Period 
String 2024-2025 X 

 

 
AllianceID implementation through Pilot2's hybrid approach successfully demonstrated 
the complete governance framework for European University Alliances, including 
distributed issuance, governance EAAs, and multiple alliance participation scenarios 
(Annex 17). 
 

7.19. DATA MODEL FOR THE EUROPEAN STUDENT CARD 

TABLE 26 LOGICAL DATA MODEL FOR THE EUROPEAN STUDENT CARD 

mailto:ana.perez@ucm.es
mailto:ana.perez@ucm.es
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Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Card 
Holder  

     
[1:1] 

 
1.1 Forename(s) String Marco X 

 
 

1.2 Familyname(s) String Rossi X 
 

 
1.3 Photo Base64 [Photo Data] X 

 

2. Card 
Information  

     
[1:1] 

 
2.1 ESC Number String ESC-IT-2024-

98765 
X 

 

 
2.2 Institution  String Università di 

Bologna 
X 

 

 
2.3 Student Status String Full-time 

Student 
X 

 

 
2.4 Valid From Date 2024-09-01 X 

 
 

2.5 Valid Until Date 2025-08-31 X 
 

7.20. DATA MODEL FOR THE MYACADEMIC ID 

TABLE 27 LOGICAL DATA MODEL FOR THE MYACADEMIC ID 

Name 
of the 
block 

Nr
. 

Descripti
on of field 

Dataty
pe 

Exemplary value Mandat
ory field 

Occurre
nce 

1. 
Identity 
Holder  

     
[1:1] 

 
1.
1 

Display 
Name 

String Sophie Weber X 
 

 
1.
2 

Given 
Name 

String Sophie X 
 

 
1.
3 

Family 
Name 

String Weber X 
 

2. 
Acade
mic 
Identity  

     
[1:1] 

 
2.
1 

Communi
ty User ID 

String a1b2c3d4@erasmus.eduteams.
org 

X 
 

 
2.
2 

Home 
Organisat
ion 

String tu-berlin.de X 
 

 
2.
3 

Affiliation String student@tu-berlin.de  X 
 

 
2.
4 

European 
Student 
ID 

String ESI-DE-2024-45678 
  

 
2.
5 

Assuranc
e Level 

String https://refeds.org/assurance/IAP
/medium  

X 
 

mailto:a1b2c3d4@erasmus.eduteams.org
mailto:a1b2c3d4@erasmus.eduteams.org
mailto:student@tu-berlin.de
https://refeds.org/assurance/IAP/medium
https://refeds.org/assurance/IAP/medium
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7.21. DATA MODEL FOR THE PROFESSIONAL ID 

TABLE 28 LOGICAL DATA MODEL FOR THE PROFESSIONAL ID 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Professional  
     

[1:1]  
1.1 Forename(s) String Alexandre X 

 
 

1.2 Familyname(s) String Dubois X 
 

2. Professional 
Registration  

     
[1:1] 

 
2.1 Profession String Architect X 

 
 

2.2 Registration 
Number 

String ARCH-FR-
2020-1234 

X 
 

 
2.3 Professional 

Body 
String Ordre des 

Architectes 
X 

 

 
2.4 Member Since Date 2020-06-15 X 

 
 

2.5 Status String Active X 
 

7.22. DATA MODEL FOR THE DOCTOR ID 

TABLE 29 LOGICAL DATA MODEL FOR THE DOCTOR ID 

Name of the 
block 

Nr
. 

Description of 
field 

Datatyp
e 

Exemplary 
value 

Mandator
y field 

Occurrenc
e 

1. Medical 
Professiona
l 

     
[1:1] 

 
1.
1 

Forename(s) String Maria X 
 

 
1.
2 

Familyname(s
) 

String Silva X 
 

2. Medical 
Registration  

     
[1:1] 

 
2.
1 

Medical 
License 
Number 

String MED-PT-
2018-5678 

X 
 

 
2.
2 

Specialisation String General 
Practitione
r 

X 
 

 
2.
3 

Medical 
Council 

String Ordem dos 
Médicos 
Portugal 

X 
 

 
2.
4 

License 
Status 

String Active X 
 

 
2.
5 

EU 
Recognition 

String Directive 
2005/36/E
C 

X 
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7.23. DATA MODEL FOR THE ENGINEER ID 

TABLE 30LOGICAL DATA MODEL FOR THE ENGINEER ID 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. 
Engineering 
Professional  

     
[1:1] 

 
1.1 Forename(s) String Thomas X 

 
 

1.2 Familyname(s) String Schmidt X 
 

2. 
Engineering 
Registration  

     
[1:1] 

 
2.1 Engineering 

Field 
String Mechanical 

Engineering 
X 

 

 
2.2 Registration 

Number 
String ENG-DE-

2019-7890 
X 

 

 
2.3 Professional 

Chamber 
String VDI - Verein 

Deutscher 
Ingenieure 

X 
 

 
2.4 EUR ING 

Status 
String Registered 

  

 
2.5 Valid Until Date 2025-12-31 X 

 

PART F: QUALITY ASSURANCE AND GENERIC CREDENTIALS 

7.24. DATA MODEL FOR INSTITUTIONAL ACCREDITATION 

TABLE 31 LOGICAL DATA MODEL FOR INSTITUTIONAL ACCREDITATION 

Name of the 
block 

Nr. Description 
of field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Institution  
     

[1:1]  
1.1 Institution 

Name 
String European 

Business 
School 

X 
 

 
1.2 Institution ID String DEQAR-ID-

45678 
X 

 

 
1.3 Country String Netherlands X 

 

2. 
Accreditation 
Details  

     
[1:1] 

 
2.1 Accreditation 

Type 
String Institutional 

Accreditation 
X 

 

 
2.2 Accrediting 

Agency 
String NVAO 

(Netherlands) 
X 

 

 
2.3 EQAR 

Registered 
Boolean Yes X 

 

 
2.4 Valid From Date 2023-01-01 X 
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2.5 Valid Until Date 2029-12-31 X 

 
 

2.6 Scope String All Bachelor and 
Master 
programmes 

X 
 

7.25. DATA MODEL FOR THE GENERIC EUROPEAN DIGITAL CREDENTIAL 
(EDC) 

The generic EDC serves as a flexible framework for any type of learning achievement not 
covered by specific schemas. 

TABLE 32 LOGICAL DATA MODEL FOR THE GENERIC EDC 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Credential 
Holder  

     
[1:1] 

 
1.1 Forename(s) String [Variable] X 

 
 

1.2 Familyname(s) String [Variable] X 
 

2. Learning 
Achievement  

     
[1:n] 

 
2.1 Achievement 

Title 
String [Variable] X 

 

 
2.2 Achievement 

Type 
String Course / 

Workshop / 
Seminar 

X 
 

 
2.3 Description String [Variable] X 

 

3. Issuing 
Organisation  

     
[1:1] 

 
3.1 Organisation 

Name 
String [Variable] X 

 

 
3.2 Organisation 

Type 
String Educational / 

Professional / 
Other 

X 
 

 
3.3 Location String [Variable] X 

 

4. Learning 
Specification  

     
[1:1] 

 
4.1 Learning 

Outcomes 
String [Variable] X 

 

 
4.2 Assessment 

Method 
String [Variable] 

  

 
4.3 Duration String [Variable] 

  
 

4.4 Mode String Online / 
Blended / 
Face-to-face 
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7.26. TECHNICAL INTEGRATION WITH EUROPEAN LEARNING MODEL 
(ELM) 

The European Learning Model (ELM) provides the semantic foundation for all educational 
and professional qualification credentials. The data models described above are 
designed to be fully compatible with ELM v3.2, ensuring semantic interoperability across 
European education systems. 

The strategic rationale for this integration approach, including comparative analysis with 
CLR, ELMO, and other standards, is provided in Annex 10. 

EducationalID implements the W3C Verifiable Credentials Data Model integrated with 
European Learning Model semantics, demonstrating standards-based interoperability. 
Complete technical documentation, including schema definitions and integration 
guidance, is available in Annex 16. 

Key ELM Integration Points: 

1. Learning Achievements : All credential types map to ELM's 
LearningAchievement class. 

2. Learning Specifications : Qualifications are described using ELM's 
LearningSpecification. 

3. Organisations : Issuing bodies align with ELM's Organisation model. 
4. Assessment : Assessment information follows ELM's Assessment specification. 
5. Learning Outcomes : Described using ELM's LearningOutcome structure. 
6. Competencies : Mapped to ESCO framework through ELM's competency model. 

This alignment ensures that credentials can be: 

¶ Automatically processed by European systems. 
¶ Semantically understood across language barriers. 
¶ Validated against European qualification frameworks. 
¶ Integrated with Europass and other EU services. 

7.27. COMPLIANCE WITH W3C VERIFIABLE CREDENTIALS 

All education and professional qualification credentials are structured to comply with 
W3C Verifiable Credentials Data Model v1.1, ensuring global interoperability while 
maintaining European-specific requirements through the EDC-W3C profile. 

The transformation from EDC to EDC-W3C involves: 

¶ Root-level restructuring of credential fields. 
¶ Standardised temporal management. 
¶ Enhanced status management mechanisms. 
¶ Support for multiple proof formats. 
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¶ Removal of delivery-specific metadata 

This dual compliance approach ensures that European educational credentials can be 
verified both within the EU using EBSI infrastructure and globally through W3C-compliant 
verification systems. 
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CHAPTER 8: STAKEHOLDER ONBOARDING PROCESSES AND CRITERIA 

8.1. INTRODUCTION 

Onboarding  is the he process by which an actor assumes a specific role in the 
ecosystem and acquires, through the fulfilment of predetermined requirements, the 
capacity to fulfil the assumed role within the ecosystem. These requirements not only 
cover the formal registration of the actor (assuming the role), but also the exchange of 
data needed to establish the actor is prepared to fulfil his role. This might mean proof-of-
identity, authorization and approval, enrolment in the trust framework of the ecosystem. 

This chapter delves into the onboarding business process for institutions in the context 
of education and professional qualifications. In this chapter we aim to provide a 
framework for understanding and implementing the onboarding process, focusing on 
defining a robust trust framework, essential for the effective use of VCs. It navigates 
through the complexities of integrating existing structures and procedures (see Chapter 
2: The European education and qualifications landscape) and the eIDAS 2.0 trust 
framework (as already pointed out in sections 4.5 'Trust Framework' and 3.4 'Electronic 
Credential Issuance') into a coherent system. We also address the uniformity of the 
onboarding process for education credentials and professional qualifications, aiming to 
streamline the onboarding business process and ensure a seamless integration of 
institutions into the DC4EU project. 

The framework needs to contain clear roles and processes on issuer, citizen, and verifier 
side. According to the phased approach of the project this document focuses on the 
issuer side. As there are no relevant differences on the onboarding process between the 
use cases, namely higher education diplomas and professional qualifications, the 
process will be the same for both. 

Regarding the definition of a trust framework for Issuers, the European Higher Education 
Area (EHEA) framework together with the eIDAS 2.0 trust framework are relevant and will 
be described in further detail below. 

The onboarding workflows described in this chapter are supported by detailed 
procedural annexes covering document preparation (Annex 1), registration requests 
(Annex 2), evaluation (Annex 3), accreditation validation (Annex 4), attribute validation 
(Annex 5), audit validation (Annex 6), entity registration (Annex 7), notifications (Annex 
8), and DID certificate integration (Annex 9). 

The onboarding processes described in this chapter have been validated through the 
implementation of EducationalID across diverse educational institutions participating in 
the DC4EU pilot. Specific institutional adoption strategies, phased deployment 
approaches, and governance establishment recommendations based on pilot 
experiences are detailed in Annex 16. 
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8.2. EDUCATION AND PROFESSIONAL QUALIFICATIONS TRUST 
FRAMEWORK 

Education and professional qualifications are highly regulated domains with clear 
responsibilities defined through legal mandates, institutional accreditations, and quality 
assurance frameworks. For the European education ecosystem, several trust 
frameworks have already been established: 

8.2.1. European Higher Education Area (EHEA) Framework 

The EHEA framework represents a comprehensive trust infrastructure for higher 
education institutions across Europe. It contains important aspects like: 

ӱШInstitutional Recognition : Official institution IDs registered with national 
educational authorities. 

ӱШQuality Assurance Status : Compliance with European Standards and 
Guidelines (ESG). 

ӱШAccreditation Levels : Direct rules regarding authorisations to issue certain 
educational credentials. 

ӱШEuropean Learning Model (ELM) Compliance: Standardised semantic 
frameworks for educational data. 

The trust framework described herein has been operationalised through the 
EducationalID implementation, which demonstrates how institutional recognition by 
competent authorities translates into machine-verifiable authorisation chains using 
Verifiable Data Registries. The hybrid approach combining classical PKI with 
decentralised PKI, including detailed authorisation chain examples and multi-level 
governance structures, is comprehensively documented in Annex 16. 
 

8.2.2. Professional Qualifications Recognition Framework 

For professional qualifications, the framework operates under Directive 2005/36/EC  
and its amendments, establishing: 

ӱШCompetent Authority Registration : National bodies authorised to regulate 
professions. 

ӱШRegulated Profession Database : Centralised repository of recognised 
professional qualifications.  

ӱШAutomatic Recognition Procedures : Streamlined processes for specific 
professions.  
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ӱШEuropean Professional Card (EPC) Integration: Digital verification 
mechanisms already in place. 

8.3. eIDAS 2.0 TRUST FRAMEWORK FOR EDUCATION 

The ecosystem and trust framework of the EUDIW establishes a tripartite model for 
credential issuance in education and professional qualifications, accommodating 
diverse institutional capabilities, governance structures, and regulatory requirements. 
This framework recognises that educational institutions operate under varying mandates 
and resource constraints, necessitating multiple viable pathways for issuing verifiable 
digital credentials. 

The transformation of existing governance structures into the RootTAO/TAO framework 
is demonstrated through the MyAcademicID implementation, where GÉANT functions as 
European RootTAO and NRENs as Trusted Accreditation Organisations. The complete 
governance model transformation, authorization chains, and institutional onboarding 
processes are analysed in Annex 13, providing a template for similar transformations of 
other existing initiatives. 

Three Implementation Pathways 

The eIDAS 2.0 regulation provides three distinct pathways for educational institutions 
and professional bodies to issue Electronic Attestations of Attributes (EAAs), each 
serving specific institutional contexts and use case requirements: 

1. Non-Qualified EAA Providers (EAA) 

Institutional Profile : Universities, vocational training providers, professional 
associations, and quality assurance bodies that require verifiable credentials but do not 
need qualified trust service status. 

Trust Model : Non-qualified Trust Service Providers enhanced with EBSI-based verifiable 
data registries to provide automated governance transparency and authorisation 
verification. This represents the primary pathway  for the vast majority of educational 
institutions (estimated 90% of the market). 

Key Characteristics : 

¶ Rapid onboarding (4-8 weeks) with reduced regulatory burden. 
¶ xŸƽĲƖШĦŸůƓũŔċŰĦĲШĦŸƚƣƚШықΡЯΜΜΜ-15,000 annually). 
¶ Enhanced trust through EBSI verifiable authorisation registries. 
¶ Legal recognition under Article 45b(1) non-discrimination principle . 
¶ Flexibility to accommodate diverse technical capabilities. 
¶ Automated verification of institutional authorisations and accreditations. 
¶ Cross-border functionality through existing recognition frameworks (Bologna, 

Lisbon Convention, Directive 2005/36/EC). 
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Authorisation Basis : 

¶ National education authority accreditations. 
¶ Quality assurance agency certifications (ESG compliance, EQAR registration). 
¶ Professional body recognition. 
¶ Programme-specific authorisations verified through EBSI trust registries. 

Typical Use Cases: Bachelor's degrees, Master's degrees, vocational qualifications, 
professional development certificates, micro-credentials, quality assurance 
attestations, institutional memberships.  

2. Public Sector Body EAA Providers (PubEAA) 

Institutional Profile : National ministries of education, governmental agencies, and 
public bodies legally designated as responsible for authentic sources of educational 
data. 

Trust Model : Public sector entities that meet requirements equivalent to qualified trust 
service providers, issuing attestations directly from authentic sources established in 
national or EU law. 

Key Characteristics : 

¶ Direct governmental authority for credential issuance. 
¶ Equivalent-to-qualified trust requirements without formal QTSP qualification. 
¶ Must be notified to the European Commission. 
¶ Qualified certificate containing authentic source designation. 
¶ Legal equivalence to paper credentials under Article 45b(2). 
¶ Automatic cross-border recognition under Article 45b(3). 

Authorisation Basis : 

¶ Explicit designation in national or EU legislation. 
¶ Legal responsibility for authentic sources (national qualification registers, 

examination databases).. 
¶ Conformity assessment confirming equivalent-to-qualified status. 
¶ Commission notification and inclusion in trusted lists. 

Typical Use Cases: State-issued diplomas, national examination certificates, official 
qualification registers, governmental professional licences, ministerial attestations. 

3. Qualified EAA Providers (QEAA) 

Institutional Profile : Qualified Trust Service Providers offering educational credential 
issuance as a regulated trust service, serving institutions requiring maximum legal 
certainty or subject to specific regulatory mandates. 
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Trust Model : Fully qualified trust services under Articles 24 and 45d of eIDAS 2.0, subject 
to conformity assessment, supervisory oversight, and ongoing compliance monitoring. 

Key Characteristics : 

¶ Mandatory CAB conformity assessment and supervisory body qualification. 
¶ Strict technical and organisational requirements (e.g., HSM, air-gapped 

systems). 
¶ cŔŊőĲƖШĦŸůƓũŔċŰĦĲШĦŸƚƣƚШықΡΜЯΜΜΜ-150,000 annually). 
¶ Extended onboarding timelines (6-12 months). 
¶ Legal equivalence to paper credentials under Article 45b(2).. 
¶ Automatic cross-border recognition under Article 24a(9). 

Authorisation Basis : 

¶ National supervisory body qualification as QTSP. 
¶ Compliance with Article 24 requirements for qualified trust services. 
¶ Ongoing supervisory monitoring and periodic audits. 
¶ Authentic source verification procedures. 

Typical Use Cases: High-stakes professional licences (medical, legal, engineering), 
regulated profession authorisations, state-level certifications with direct legal 
consequences, credentials specifically requiring qualified status by national law. 

Common Requirements Across All Pathways 

Regardless of implementation pathway, all educational credential issuers must: 

Registration and Verification : 

¶ Register with designated supervisory bodies. 
¶ Obtain appropriate certificates for institutional identification. 
¶ Implement secure authentication mechanisms. 
¶ Maintain verifiable authorisation records. 

Credential Issuance Standards : 

¶ Comply with European Learning Model (ELM) data structures. 
¶ Implement W3C Verifiable Credentials or SD-JWT-VC formats. 
¶ Support selective disclosure capabilities. 
¶ Include revocation/suspension mechanisms. 
¶ Bind credentials cryptographically to holder's PID. 

Relying Party Responsibilities : Educational issuers also function as Relying Parties 
during credential issuance, as they must: 
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¶ Verify the holder's Person Identification Data (PID). 
¶ Authenticate the EUDIW requesting the credential. 
¶ Ensure LoA 'high' identity verification before credential binding. 
¶ Implement mutual authentication protocols . 

Trust Registry Integration : All pathways require registration in appropriate trust 
infrastructures:  

¶ Classical PKI: X.509v3 certificates in trusted lists. 
¶ Decentralised PKI: DID registration in EBSI trust registries. 
¶ Hybrid approach: Both PKI certificates and EBSI DIDs for maximum 

interoperability. 

Authorisation Granularity and Scope 

Critical to all pathways is the principle that institutional authorisation must be 
credential -type specific . Registration as an educational issuer is insufficient; 
institutions must demonstrate authorisation for: 

¶ Specific qualification levels (e.g., "authorised to issue Master's degrees"). 
¶ Subject domains (e.g., "accredited for engineering programmes"). 
¶ Professional qualifications (e.g., "recognised for nursing certifications"). 
¶ Geographical scope (particularly for professional qualifications under Directive 

2005/36/EC). 

This granularity enables verifiers to automatically confirm not merely that an institution 
is legitimate, but that it possesses specific authority for the credential type being 
presented. 

Governance Integration 

The education trust framework integrates with existing governance structures: 

European Level: 

¶ European Higher Education Area (EHEA) frameworks. 
¶ Bologna Process quality assurance mechanisms. 
¶ European Qualifications Framework (EQF) mappings. 
¶ Professional Qualifications Directive (2005/36/EC) recognition procedures. 

National Level : 

¶ Education ministry authorisations and oversight. 
¶ National qualification frameworks. 
¶ Accreditation body assessments. 
¶ Professional regulatory authority mandates. 
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Institutional Level : 

¶ Internal quality assurance systems. 
¶ Programme-specific accreditations. 
¶ Institutional autonomy within regulatory frameworks. 
¶ Academic governance structures. 

Pathway Selection Considerations 

Institutions should select their implementation pathway based on: 

For EAA (Non-Qualified + EBSI): 

¶ Standard educational qualifications without special legal requirements. 
¶ Institutions prioritising cost-effectiveness and rapid deployment. 
¶ Vocational providers and professional development organisations. 
¶ Scenarios where enhanced trust through EBSI suffices for recognition. 

For PubEAA (Public Sector Bodies): 

¶ Governmental entities with authentic source responsibilities. 
¶ National qualification registers and examination databases. 
¶ Ministerial or state-issued qualifications. 
¶ Public bodies already meeting equivalent-to-qualified requirements. 

For QEAA (Qualified TSPs): 

¶ Regulated professions requiring maximum legal certainty. 
¶ Specific national laws mandating qualified status. 
¶ High-stakes credentials with direct third-party legal consequences. 
¶ Commercial differentiation through qualified status. 

Supervisory Oversight 

All pathways operate under supervisory oversight, though requirements vary: 

¶ EAA: Supervisory body registers and monitors TSPs, verifies EBSI trust registry 
accuracy. 

¶ PubEAA: Commission notification, conformity assessment validation, authentic 
source designation verification. 

¶ QEAA: Full supervisory oversight per Article 46b, including qualification process, 
ongoing monitoring, and incident response. 
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Conclusion 

This tripartite framework ensures that the full spectrum of European educational 
institutionsуfrom small vocational providers to large research universities to 
governmental agenciesуcan participate in the digital credentials ecosystem through 
pathways matched to their specific regulatory context, capabilities, and requirements. 
The predominance of the EAA pathway reflects pragmatic market realities: for most 
educational credentials, enhanced trust through EBSI-based governance transparency 
provides sufficient legal recognition and technical functionality whilst maintaining 
accessibility and cost-effectiveness necessary for widespread adoption. 

The different eIDAS roles, authorisations, and relationships described above must be 
fully accommodated by the DC4EU solution, with particular attention to the trust registry 
architectures that enable automated verification of institution-specific authorisations 
across all three pathways. 

8.4. ARF and EIDAS Onboarding proceedings analysis and adaptation 
for education and professional qualifications domains 

8.4.1. Legal Entity's Onboarding  

As mentioned above, education and professional qualifications are highly legally 
regulated areas with clearly defined responsibilities that are determined by legal 
requirements and quality assurance frameworks. 

Multi -Level Authorisation Framework  

Educational institutions operate within a multi-level authorisation framework that 
DC4EU must accommodate: 

ӱШNational Level : Registration with national educational authorities. 

ӱШEuropean Level: Recognition through EHEA frameworks and quality assurance 
bodies. 

ӱШProgramme Level: Specific authorisations for different types of educational 
programmes. 

ӱШCredential Type Level: Granular permissions for issuing specific credential 
types. 

Onboarding Process Steps  

The onboarding of educational issuers follows a comprehensive process: 
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1. Legal Identity Verification : Validation of the institution's legal status and 
educational mandate. 

2. Accreditation Validation : Verification of relevant accreditations (institutional, 
programme-specific, professional) 

3. Technical Capability Assessment : Evaluation of technical infrastructure for 
secure credential issuance. 

4. Authorisation Scope Definition : Clear specification of which credentials the 
institution may issue. 

5. Integration Testing : Technical integration with DC4EU infrastructure 
6. Quality Assurance Integration : Connection with relevant QA databases and 

monitoring systems. 

Trust Registry Integration  

Educational institutions must be registered in multiple trust registries: 

ӱШEĬƨĦċƣŔŸŰċũШfŰƚƣŔƣƨƣŔŸŰШÅĲŊŔƚƣƖǃаШ9ŸƖĲШŔŰƚƣŔƣƨƣŔŸŰċũШŔŰŉŸƖůċƣŔŸŰШċŰĬШŊĲŰĲƖċũШ
authorisations.  

ӱШÂƖŸŊƖċůůĲШ ĦĦƖĲĬŔƣċƣŔŸŰШÅĲŊŔƚƣƖǃаШÉƓĲĦŔŉŔĦШƓƖŸŊƖċůůĲ-level authorisations.  

ӱШProfessional Body Registry : For institutions issuing professional 
qualifications .  

ӱШEBSI Trust Registry: For institutions participating in decentralised trust 
models. 

To implement the above outlined trust framework and to be able to issue and use 
credentials in a trustworthy environment, adequate onboarding services or mechanisms 
have to be defined and implemented by DC4EU. 

Architecture Reference Framework (ARF) developed by the EU Commission (EC) and 
eIDAS Expert Group of Member States is the main source of technical requirements for 
the onboarding handling conducted as part of the DC4EU consortium piloting. DC4EU' 
reference version of ARF is 1.5.0 [ARF 1.5.0], which is available in EC Github [ARF 1.5.0]. 

The information provided in this section is based on ARF 1.5 and EIDAS 2.0 requirements.   

In alignment with the Project specifications, the scenario where EAAs are issued by 
entities with the status of non-qualified TSPs was chosen for further implementation.  

In this scenario, the trust model is proposed to be extended with additional mechanisms 
for automated trust processing, provided by EBSI, offering a major business value. 

For the next steps, 2 approaches need to be included (classical PKI & dPKI: combined) 
for both Education and Professional qualifications. 
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Piloting agents need to be provided with both, X.509v3 certificates (Identity for issuers 
and relying parties) and DIDs. 
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Authentic Source onboarding 
The detailed procedural steps for each phase of AS onboarding are provided in Annexes 
1-8, with specific focus on accreditation validation (Annex 4) and entity registration in 
national lists (Annex 7). 
The following figure provides a high-level understanding for the future activities for 
Authentic Sources (AS) onboarding. 

FIGURE 18 AUTHENTIC SOURCE ONBOARDING HIGH LEVEL SCHEMA 

 

The following table describes the AS onboarding process. 
For this process were considered the following prerequisites: 
¶ Member state nominates SB. For education could be the Ministry of Education. 
¶ SB publishes the requirements and onboarding forms to be filled in by the 

requester. 
¶ The specific repository for the Authentic source should be available.   QTSPAS_06 

mentions: "Member States SHALL specify the processes and mechanisms to 
designate the Authentic Sources or intermediaries recognized at national level in 
accordance with Union or national law, [...]". So, there should be a mechanism 
(ideally a distributed registry), but so far, according ARF, is not a trusted list. It 
could be an extension (already proposed in scenario 2: WP5 European Digital 
Ecosystem and EBSI scenarios description.docx). 

https://sites.ey.com/:w:/r/sites/DC4EU-EBSINE/Shared%20Documents/General/DC4EU/WP5/01%20Executors/03%20Documents%20under%20review%20by%20Executors/WP5%20European%20Digital%20Ecosystem%20and%20EBSI%20scenarios%20description.docx?d=w5c4d886732d148c9a0efe7e028cde56e&csf=1&web=1&e=AJ9A2C
https://sites.ey.com/:w:/r/sites/DC4EU-EBSINE/Shared%20Documents/General/DC4EU/WP5/01%20Executors/03%20Documents%20under%20review%20by%20Executors/WP5%20European%20Digital%20Ecosystem%20and%20EBSI%20scenarios%20description.docx?d=w5c4d886732d148c9a0efe7e028cde56e&csf=1&web=1&e=AJ9A2C
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¶ Member state nominates the body responsible for publishing information in the 
specific Trusted list registry. 

¶ The Requester implements the interfaces with (Q)EAA and/or Pub-EAA. 
¶ The data model and the schemas are defined for authorization, attestation, 

presentations, and educational and professional credentials. 
¶ A minimum set of data from the data model and the schema are defined for 

onboarding. 
¶ The standards for identification and attributes attestation are defined. 

 
After onboarding, an AS may be removed from the repository. This implies that the 
repository contains also information to check the status of the AS (valid, revoked, 
suspended).  

TABLE 33 AS ONBOARDING PROCESS 

ID/Step  Entity  Onboarding Activity  Next 
step  

Results & Remarks 

Identification  
P1 Requester: 

Responsible for 
AS  

ID generated  (P2) 
 

An ID for the Requester 
was generated by a 
(National) responsible 
entity; This is needed for 
the Supervisory Body to 
identify the Requester. 

P2 Qualified Trust 
Service Provider 
(QTSP)  

Issue a qualified X.509v3 
certificate for the AS 
entity  
 
 
 

1  The qualified certificate is 
used for the identification 
of the Requester, for:  
¶ digitally signing the 

onboarding documents 
sent to the Supervisory 
Body 

¶ digitally signing by the 
Authentic Source when 
delivering information to 
QEAA or Pub-EAA 
Providers. 

The entity will request and 
obtain a qualified 
certificate from a Qualified 
TSP. 

Onboarding 
1 Requester: 

Responsible for 
AS / Educational 
unit 

Prepare onboarding 
documents (see Annex 1) 
Requests to register as 
an authentic source for 

2 This step and 
requirements of registering 
depend heavily on national 
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ID/Step  Entity  Onboarding Activity  Next 
step  

Results & Remarks 

EUDIW by email, online, 
physical (see Annex 2) 
- SB provides the 

requirements and 
onboarding forms to 
be filled in by the 
requester 

- The requester fills in, 
sign & submit the 
onboarding forms, 
including GDPR and 
Terms & Conditions 

practices and legal 
processes.  
For example, the authentic 
sources, especially when 
managed by public sector 
bodies are generally 
already known to the 
supervisory body.  

2 SB  Receives and evaluates 
the onboarding requests: 
checks the data from the 
onboarding forms (see 
Annex 3) and validates 
the documents. 

4  

4  SB ƖĲШƣőĲШĲŰƣŔƣǃќƚШthe 
submitted documents 
for valid? 

Yes-
>5 
No-
>8 

 

5 SB  Requests to the National 
Registrar to register the 
Requester in the specific 
National List for 
Authentic Sources with 
the approved 
accreditation domains 
(See Annex 7)  

6 This is a notification in a 
specific National registry 
This step and how 
management of authentic 
sources and how relying 
parties will recognize them 
is defined in ARF 1.5 Annex 
2:  
QTSPAS_01: In 
accordance with technical 
specifications referred to 
in QTSPAS_07, Member 
States SHALL define:  
- discovery mechanisms 
that enable QTSPs to 
request information about 
Authentic Sources or 
designated intermediaries 
recognized at the national 
level. This includes 
information regarding the 
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ID/Step  Entity  Onboarding Activity  Next 
step  

Results & Remarks 

attributes of a natural or 
legal person for which 
the Authentic Source or 
designated intermediary is 
considered a primary 
source, or for which it is 
recognized as authentic in 
accordance with Union 
law or national law, 
including administrative 
practices.  
- procedures for QTSPs to 
request the verification of 
attributes from Authentic 
Sources. 
 
The suggestion of 
managing national lists of 
authentic sources is one 
approach. The use of 
already existing registers 
or systems to give parties 
automatic status of 
authentic source is also 
one possibility.  

6 National 
Registrar /SB 

Fill in the Requester in 
the register (See Annex 7) 

7  

7 SB  Notifies the Requester on 
the onboarding with 
success (See Annex 8) 

9 Notification of requester 
on onboarding success 

8 SB Notifies the Requester on 
the bad data (See Annex 
8) 

9  

9 All End of onboarding -  
 

QEAA providers onboarding 

The QEAAP onboarding process, detailed in Annexes 1-9, includes specific audit 
validation requirements (Annex 6) and DID Document integration (Annex 9). 

The following figure provides a high-level understanding for the future activities for QEAA 
Providers (QEAAP) onboarding. 
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FIGURE 19 QEAA PROVIDER ONBOARDING HIGH LEVEL SCHEMA 

 

The following table describes the QEAAP onboarding process. 
 
The QEAAP is a QTSP that issues QEAA. 
For this process were considered the following prerequisites: 
¶ Member state nominates the Supervisory body as per art. 46b of eIDAS 

Regulation. 
¶ Member state nominates the body responsible to publish information in the 

Trusted list registers. 
¶ CAB performs a conformity assessment of QEAAP as per art. 20 of eIDAS 

Regulation. 
¶ The data model and the schemas are defined for accreditation, attestation, 

presentations, and educational credentials. 
¶ A minimum set of data from the data model and the schema are defined for 

onboarding. 
¶ The standards for identification and attributes attestation are defined. 

After onboarding, an entity may be removed from the list. This implies that the trusted 
lists contain also information to communicate the revocation status. 
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TABLE 34 QEAAP ONBOARDING PROCESS 

 
 
 

 

ID/St
ep 

Entity  Onboarding Activity  Next 
step  

Results  & Remarks 

Identification  
P1 Requester: 

potential 
QEAAP 

ID generated  (P2) 
 

An ID for the Requester 
was generated by a 
(National) responsible 
entity; This is needed for 
the Supervisory Body to 
identify the Requester. 

P2 Qualified 
Trust 
Service 
Provider 
(QTSP)  

The entity will request and 
obtain a qualified 
certificate from a 
Qualified TSP. 
Issues a qualified X.509v3 
certificate for the entity  

1  The qualified certificate 
is used for the 
identification of the 
Requester, for:  
¶ digitally signing the 

onboarding documents 
sent to the Supervisory 
Body 

Onboarding 
1 Requester: 

potential 
QEAAP 

Prepare onboarding 
documents (See Annex 1) 
Requests to register as an 
QEAA Provider for EUDIW 

2  

2 Supervisory 
Body 

Receives and evaluates 
the onboarding request 
that includes audit report 
from CAB (See Annex 3) 

3  

3 Supervisory 
Body 

Is the request valid? Yes -
>4 

No -
>10 

 

4 Supervisory 
Body (SB) 

Validates the submitted 
documents for 
accreditation (See Annex 
6) 

5  

5 Supervisory 
Body (SB) 

Are the submitted 
documents for 
accreditation valid? 

Yes-
>6 
No-
>10 
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6 Conformity 
Assessmen
t Body 
(CAB) 

Validates audit as QEAAP 
(See Annex 6) 

7 The validation with the 
CAB is required to prove 
that the CAB was 
qualified to sustain the 
audit. 

7 Supervisory 
Body 

Requests QEAAP 
registration in TL registers 
(See Annex 7) 

8 The Access Certificate 
Authority will issue the 
X.509v3 access 
certificate for the 
Requester. 
If the dPKI methods are 
used, and the DID does 
not exist the Requester 
will generate its DID 
using the corresponding 
EBSI method. 
The X.509v3 certificate 
will be added to the DID  
- see Annex 9 

8 Trusted List 
Registrar 

Registers QEAAP in TL 
registers (See Annex 7) 

9 The X.509v3 access 
certificate will be added 
to the PKI Trusted List. 
If the dPKI method is 
used the DID is 
registered in the EBSI 
Trusted List Registers. 

9 Supervisory 
Body 

Onboarding success (See 
Annex 8) 

STOP Notification on success 

10 Supervisory 
Body 

Rejects request (See 
Annex 8) 

STOP Notification on reject 

11 Requester After the successful onboarding as Issuer, the entity should 
apply for onboarding as a Relying Party. 
The procedure for the Relying Party onboarding will be 
applied. 

 

Public Body Authentic Source EAA Providers onboarding 

The following figure provides a high-level understanding for the future activities for Public 
Sector Body responsible for EAA Providers (Pub-EAAP) onboarding.  

FIGURE 20 PUB-EAA PROVIDER ONBOARDING HIGH LEVEL SCHEMA 
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The following table describes the Pub-EAAP onboarding process. 
 
This process depends heavily on national practices and legal processes.  
Public Bodies responsible or operating on behalf an Authentic Source are generally 
already known to the supervisory bodies.  
Prerequisites: 
¶ Member state nominates the Supervisory body. 
¶ Member state nominates the body responsible to publish information in the 

Trusted list registers. 
¶ The data model and the JSON schemas are defined for accreditation, attestation, 

presentations, and educational verifiable credentials. 
¶ A minimum set of data from the data model and the schema are defined for 

onboarding. 
¶ The standards for identification and attributes attestation are defined. 

 
After onboarding, an entity may be removed from the list. This implies that the trusted 
lists contain also information to communicate the revocation status. 
 

TABLE 35 PUB-EAAP ONBOARDING PROCESS 
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ID/ 
Step 

Entity  Onboarding Activity  Next 
step  

Results  & Remarks 

Identification  
P1 Requester:  

PUB-EAAP 
ID generated  
If the ID does not exist the 
Requester will get its ID 
from the (National) 
responsible entity. 
 

(P2) 
 

An ID for the 
Requester was 
generated by a 
(National) 
responsible entity; 
This is needed for 
the Supervisory 
Body to identify the 
Requester. 

P2 Qualified 
Trust 
Service 
Provider 
(QTSP)  

The entity will request and 
obtain a qualified certificate 
from a Qualified TSP. 
The QTSP issues a qualified 
X.509v3 certificate for the 
entity. 
 
 

1  The purpose of 
having a qualified 
certificate is for:  
¶ Identification of 

the requester 
¶ digitally signing 

the onboarding 
documents sent 
to the 
Supervisory Body 

 
Onboarding 

0 Requester: 
Pub-EAAP 

Generates onboarding 
documents (See Annex 1) 

1  

1 Requester: 
Pub-EAAP 

Requests to register as a 
Pub-EAA Provider for 
EUDIW (See Annex 2) 

2  

2  Supervisory 
Body 

Receives and evaluates the 
onboarding request (See 
Annex 3) 

3  

3 Supervisory 
Body (SB) 

Validates the submitted 
documents (See Annex 6) 

4  

4 Supervisory 
Body (SB) 

Are the submitted 
documents valid? 

Yes-
>5 
No-
>11 

 

5 Conformity 
Assessment 
Body (CAB) 

Validates audit as PUB-
EAAP (See Annex 6) 

6  

6 Member 
State 
authority 

Validates audit as Public 
Sector Body (See Annex 4) 

7  
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7 SB Is Audit & PSB valid? Yes-
>8 
No-
>11 

 

8 SB Requests Pub-EAAP 
registration in TL registers 
(See Annex 7) 

9 The Access 
Certificate 
Authority will issue 
the X.509v3 access 
certificate for the 
Requester. 
If the dPKI methods 
are used, and the 
DID does not exist 
the Requester will 
generate its DID 
using the 
corresponding EBSI 
method. 
The X.509v3 
certificate will be 
added to the DID  - 
see Annex 9 

9 Trusted List 
Registrar 

Registers Pub-EEAP in TL 
registers (See Annex 7) 

10 The X.509v3 access 
certificate will be 
added to the PKI 
Trusted List. 
If the dPKI method 
is used the DID is 
registered in the 
EBSI Trusted List 
Registers. 

10 SB Onboarding success (See 
Annex 8) 

STOP Notification on 
success 

11 SB Rejects request STOP Notification on 
reject 

12 Requester After the successful onboarding as Issuer, the entity 
should apply for onboarding as a Relying Party. 
The procedure for the Relying Party onboarding will be 
applied. 
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EAA providers onboarding 
The following figure provides a high-level understanding for the future activities for EAA 
Providers (EAAP) onboarding.  

FIGURE 21 EAA PROVIDER ONBOARDING HIGH LEVEL SCHEMA 

 

The following table describes the EAAP onboarding process. 
Prerequisites: 

¶ Member state nominates the Supervisory body. 
¶ Member state nominates the body responsible for publishing information 

in the corresponding Register of the Member State. 
¶ The data model and the JSON schemas are defined for accreditation, 

attestation, presentations, and educational verifiable credentials. 
¶ A minimum set of data from the data model and the schema are defined 

for onboarding. 
¶ The standards for identification and attributes attestation are defined. 

 
After onboarding, an entity may be removed from the list. This implies that the trusted 
lists contain also information to communicate the revocation status. 

TABLE 36 EAAP ONBOARDING PROCESS 

ID/Step  Entity  Onboarding Activity  Next 
step  

Results  & Remarks 
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Identification  
P1 Requester: 

EAAP 
ID generated  (P2) 

 
An ID for the 
Requester was 
generated by a 
(National) 
responsible entity; 
This is needed for 
the Supervisory 
Body to identify the 
Requester. 

P2 Qualified 
Trust 
Service 
Provider 
(QTSP)  

The entity will request 
and obtain a qualified 
certificate from a 
Qualified TSP. 
Issues qualified 
certificate for the entity  
 

1  The purpose of 
having a qualified 
certificate may be 
for:  
¶ digitally signing 

the onboarding 
documents sent 
to the Supervisory 
Body 

Onboarding 
0 Requester: 

EAAP 
Generates onboarding 
documents (See Annex 
1) 

1 ID 

1 Requester: 
EAAP 

Requests to register as 
an EAA Provider for 
EUDIW (See Annex 2) 

2  

2 Supervisory 
Body (SB) 

Receives and evaluates 
the onboarding request 
(See Annex 3) 

3  

3 Supervisory 
Body (SB) 

Validates the 
onboarding documents 
of the TSP, specific to 
the national laws (See 
Annex 4) 

4  

4 Supervisory 
Body (SB) 

Verification is valid? Yes->5 
No->8 

 

5 SB Requests EAAP 
registration in Member 
State Register (See 
Annex 7) 

6 The Access 
Certificate Authority 
will issue the 
X.509v3 access 
certificate for the 
Requester. 
If the DID does not 
exist the Requester 
will generate its DID 
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using the 
corresponding EBSI 
method. 
The X.509v3 
certificate will be 
added to the DID  - 
see Annex 9 

6 Trusted List 
Registrar 

Registers EEAP in 
Member State Register 
(See Annex 7) 

7 The X.509v3 access 
certificate will be 
added to the PKI 
Trusted List. 
The DID is registered 
in the EBSI Trusted 
List Registers. 

7 Supervisory 
Body (SB) 

Onboarding success 
(See Annex 8) 

STOP Notification on 
success 

8 Supervisory 
Body (SB) 

Rejects request (See 
Annex 8) 

STOP Notification on 
reject 

9 Requester After the successful onboarding as Issuer, the entity 
should apply for onboarding as a Relying Party. 
The procedure for the Relying Party onboarding will be 
applied. 

 

Relying parties onboarding 
The RP onboarding workflow leverages the common procedures in Annexes 1-3 and 7-
8, with specific attribute validation requirements detailed in Annex 5. 
 
The following figure provides a high-level understanding for the future activities for 
Relying parties onboarding. 

FIGURE 22 RELYING PARTY ONBOARDING HIGH LEVEL SCHEMA 
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The following table describes the RP onboarding process: 
 
Prerequisites: 
¶ Member state nominates the Supervisory body. 
¶ Member state nominates the body responsible to publish information in the 

corresponding Register of the Member State. 
¶ The data model and the JSON schemas are defined for accreditation, attestation, 

presentations, and educational verifiable credentials. 
¶ A minimum set of data from the data model and the schema are defined for 

onboarding. 
¶ The standards for identification and attributes attestation are defined. 
¶ The Member state nominated the SB for the Relying Parties and published the URL 

to the portals for registration/onboarding for the DC4EU system. 
The Relying Party has identified the SB needed for onboarding and read the conditions for 
enrolling /onboarding to the DC4EU System. 
 
After onboarding, an entity may be suspended or removed from the list. This implies that 
the trusted lists contain also information to communicate the status of the Relying Party 
(active, suspended, revoked, N/A). 
 

TABLE 37 RP ONBOARDING PROCESS 
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ID/Step  Entity  Onboarding Activity  Next 
step  

Results  & Remarks 

Identification  
P1 Requester: 

Relying 
Party 

ID generated  (P2) 
 

An ID for the 
Requester was 
generated by a 
(National) 
responsible entity; 
This is needed for the 
Supervisory Body to 
identify the 
Requester. 

(P2) Qualified 
Trust 
Service 
Provider 
(QTSP)  

The entity will request and 
obtain a qualified 
certificate from a 
Qualified TSP. 
Issues a qualified X.509v3 
certificate for the entity 

0  The qualified is for 
identification:  
¶ digitally signing the 

onboarding 
documents sent to 
the Supervisory 
Body 

Onboarding 
0 Requester: 

RP 
Generates onboarding 
documents (See Annex 1) 
Identify the SB for Relying 
Parties onboarding 

1  
 

1 Requester: 
RP 

Requests to register as RP 
for EUDIW by sending RP 
ID and the requested 
attributes (EAA) for usage 
(See Annex 2) 

2  

2 Supervisory 
Body (SB) 

Receives and evaluates 
the onboarding request 
(See Annex 3) 

3  

3 Supervisory 
Body (SB) 

Validates the submitted 
documents of the RP for 
educational purposes 
(See Annex 4) 

4  

4 Supervisory 
Body (SB) 

Validates the list of the 
attributes for RP; this is 
the list of attributes RP 
may request from an EUDI 
Wallet (See Annex 5) 

5  

5  
Supervisory 
Body (SB) 

Are the submitted 
documents valid? Is the 
list of attributes approved 
(partial or complete)? 

Yes-
> 6 

No-> 
7 
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ID/Step  Entity  Onboarding Activity  Next 
step  

Results  & Remarks 

6 Supervisory 
Body (SB) 

Requests RP registration 
in Member State Register  
(See Annex 7) 

8 The Access 
Certificate Authority 
will issue the X.509v3 
access certificate for 
the Requester. 
If the DID does not 
exist the Requester 
will generate its DID 
using the 
corresponding EBSI 
method. 

The X.509v3 
certificate will be 

added to the DID  - 
see Annex 9 

7 Supervisory 
Body (SB) 

Rejects request (See 
Annex 8) 

STOP Notification on reject 

8 Trusted List 
Registrar 

Registers RP in the 
Member State Register 
(See Annex 7) 

9 The X.509v3 access 
certificate will be 
added to the PKI 
Trusted List. 
The DID is registered 
in the EBSI Trusted 
List Registers. 

9 SB Transmits to the RP the 
approved list of attributes 
& Onboarding success  
(See Annex 8) 

STOP Notification on 
success 

 

8.4.2. Onboarding Natrual Persons 

It is the EUDIW, together with the PID, which is an electronic identification means. The 
PID in the EUDIW is a unique set of identity data assigned to this digital identity. This 
digital identity is used to onboard citizens to the EUDIW ecosystem. 

For educational contexts, additional considerations apply: 

ӱШStudent Identity Verification : Integration with existing student identification 
systems. 

ӱШAlumni Status Management : Maintaining verification capabilities for 
graduated students . 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

206 

ӱШLifelong Learning Accounts : Supporting credential accumulation across 
institutions .  

ӱШProfessional Development Tracking : Enabling continuous professional 
education records. 

Please find more in chapter 5. 

8.5. IMPLEMENTATION ROADMAP 

8.5.1. Phase 1: Foundation (Months 1-6) 

ӱШEƚƣċĤũŔƚőШĦŸƖĲШƣƖƨƚƣШƖĲŊŔƚƣƖŔĲƚШŉŸƖШĲĬƨĦċƣŔŸŰċũШŔŰƚƣŔƣƨƣŔŸŰƚ.  

ӱШ?ĲŉŔŰĲШċƨƣőŸƖŔƚċƣŔŸŰШƣċǂŸŰŸůŔĲƚШŉŸƖШĦƖĲĬĲŰƣŔċũШƣǃƓĲƚ.  

ӱШfůƓũĲůĲŰƣШĤċƚŔĦШÂufШŔŰŉƖċƚƣƖƨĦƣƨƖĲШŉŸƖШŔŰƚƣŔƣƨƣŔŸŰċũШĦĲƖƣŔŉŔĦċƣĲƚ.  

ӱШ9ƖĲċƣĲШŔŰŔƣŔċũШŸŰĤŸċƖĬŔŰŊШĬŸĦƨůĲŰƣċƣŔŸŰШċŰĬШƓƖŸĦĲĬƨƖĲƚ. 

8.5.2. Phase 2: Integration (Months 7-12) 

ӱШConnect with existing educational databases.   

ӱШfůƓũĲůĲŰƣШƕƨċũŔƣǃШċƚƚƨƖċŰĦĲШƚǃƚƣĲůШŔŰƣĲŊƖċƣŔŸŰ.  

ӱШ?ĲƓũŸǃШƓŔũŸƣШŸŰĤŸċƖĬŔŰŊШƚĲƖƻŔĦĲƚШŉŸƖШƚĲũĲĦƣĲĬШŔŰƚƣŔƣƨƣŔŸŰƚ.  

ӱШ?ĲƻĲũŸƓШƻĲƖŔŉŔĦċƣŔŸŰШƚĲƖƻŔĦĲШŸŰĤŸċƖĬŔŰŊШŉƖċůĲƽŸƖť. 

8.5.3. Phase 3: Scaling (Months 13-18) 

ӱШExpand to include professional qualification bodies.  

ӱШfůƓũĲůĲŰƣШĦƖŸƚƚ-border verification mechanisms.  

ӱШ?ĲƓũŸǃШƓƖŸĬƨĦƣŔŸŰШŸŰĤŸċƖĬŔŰŊШƚĲƖƻŔĦĲƚ.  

ӱШEƚƣċĤũŔƚőШĦŸŰƣŔŰƨŸƨƚШůŸŰŔƣŸƖŔŰŊШċŰĬШĦŸůƓũŔċŰĦĲШŉƖċůĲƽŸƖťƚ. 

European University Alliances should prioritise AllianceID adoption as core 
infrastructure, leveraging the distributed issuer model detailed in Annex 17 to preserve 
institutional sovereignty whilst enabling seamless cross-institutional collaboration.  
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8.6. KEY PERFORMANCE INDICATORS 

To measure the success of the onboarding framework, the following KPIs will be 
monitored: 

ӱШOnboarding Completion Rate : Percentage of institutions successfully 
completing onboarding.  

ӱШTime to Onboard: Average duration from application to operational status.  

ӱШCredential Issuance Volume : Number of credentials issued by onboarded 
institutions .  

ӱШCross-border Verification Success Rate : Percentage of successful 
international verifications.  

ӱШCompliance Rate : Percentage of institutions maintaining full compliance with 
requirements.  

ӱШUser Satisfaction Score : Feedback from institutions on onboarding 
experience. 

8.7. RISK MITIGATION STRATEGIES 

Technical Risks 

ӱШIntegration Complexity: Modular architecture allowing incremental 
integration .  

ӱШScalability Challenges: Cloud-native design supporting horizontal scaling .  

ӱШInteroperability Issues: Adherence to established standards (W3C VC, SD-
JWT). 

Organisational Risks 

ӱШInstitutional Resistance : Change management support and clear benefit 
communication .  

ӱШResource Constraints : Phased deployment allowing resource optimisation.  

ӱШGovernance Conflicts : Clear escalation procedures and governance 
frameworks. 
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Legal and Regulatory Risks 

ӱШCompliance Variations : Flexible framework accommodating national 
differences.  

ӱШData Protection Concerns : Privacy-by-design principles and GDPR 
compliance.  

ӱШCross-border Recognition : Alignment with existing recognition frameworks. 

8.8. CONCLUSION 

The onboarding framework for education and professional qualifications builds upon 
existing trust infrastructures whilst introducing innovations that enhance security, 
privacy, and interoperability. By leveraging established frameworks like EEA, EHEA and 
professional recognition systems, whilst integrating with eIDAS 2.0 requirements, 
DC4EU creates a comprehensive yet flexible onboarding ecosystem. 

The phased approach ensures that institutions can adopt the framework at their own 
pace, whilst maintaining high standards of trust and compliance. The focus on granular 
authorisations and purpose-specific verification creates a more privacy-preserving and 
efficient credential ecosystem. 

Success depends on continued collaboration between educational institutions, quality 
assurance bodies, professional organisations, and technology providers. The 
framework's modular design allows for continuous improvement and adaptation to 
evolving requirements, ensuring long-term sustainability and relevance in the European 
education landscape. 

 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

209 

LIST OF FIGURES 

Figure 1 educational journey ................................ ................................ ..................  17 
Figure 2 EC educational landscape ................................ ................................ ......... 18 
Figure 3 COuntries within DC4EU, enhancing Piloting AGENTS ................................ . 28 
Figure 4 Hybrid approach - Classical PKi & decentralisEd PKI ................................ ... 61 
Figure 5 Conceptual architecture ................................ ................................ ...........  95 
Figure 6  The roles and information flows forming the basis for this specification ...... 105 
Figure 7 The basic staruture of a claim with (in this cAse) a literal value ...................  107 
Figure 8 Basic components of a verifiable credential ................................ ..............  107 
Figure 9 EXTENDED COMPONENTS OF A VERIFIABLE CREDENTIAL ........................  107 
Figure 10 Basic components of a verifiable presentation ................................ ........ 109 
Figure 11EXTENDED COMPONENTS OF A VERIFIABLE PRESENTATION ...................  110 
Figure 12 USE CASE 1 DETAILED FLOW ................................ ................................ . 126 
Figure 13 USE CASE 2 DETAILED FLOW ................................ ................................ . 137 
Figure 14 Use case 3 detailed flow ................................ ................................ ........ 145 
Figure 15 USE CASE 4 DETAILED FLOW ................................ ................................ . 152 
Figure 16 DC4EU credential architecture: from ELM ontology to specific EAAs ......... 156 
Figure 17 LOGICAL DATA MODEL FOR THE PTC ................................ .....................  170 
Figure 18 Authentic source onboarding high level schema ................................ ...... 190 
Figure 19 QEAA Provider onboarding high level schema ................................ ..........  194 
Figure 20 Pub-EAA Provider onboarding high level schema ................................ ..... 196 
Figure 21 EAA Provider onboarding high level schema ................................ ............  200 
Figure 22 Relying Party onboarding high level schema ................................ ............  202 
Figure 23 Complete issuance workflow for educational and professional credentials 239 
Figure 24 Complete verification workflow for educational and professional credentials
 ................................ ................................ ................................ ..........................  257 
Figure 25 eduGAIN authoRiSation chain ................................ ................................  293 
Figure 26 Insittutional Authorisation example ................................ ........................  294 
Figure 27 Multiple Authentication Methods: ................................ ..........................  304 
Figure 28 Trust Assurance Comparison: ................................ ................................  310 
Figure 29 CLAIM MAPPING ................................ ................................ ...................  325 
Figure 30 CAS as an authentication and attribute provider ................................ ...... 330 
Figure 31 Scenario B: Existing CAS Infrastructure - ARCHITECTURE ........................  338 
Figure 32 Scenario C: Federation Transformation - ARCHITECTURE ........................  340 
Figure 33 Scenario D: Multi-Institution NREN Shared Service - ARCHITECTURE ........ 342 
Figure 34 Pattern 1: CAS as Authentication Service  - Architecture ..........................  344 
Figure 35 CAS as Authentication Service - DECission path ................................ ...... 345 

 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

210 

LIST OF TABLES 

Table 1 Document Revision History ................................ ................................ ..........  3 
Table 2 Dissemination level and COPYRIGHT NOTICE ................................ ................  4 
Table 3 SURVEY  PARTICIPATING INSTITUTIONS BY COUNTRY AND USE CASE ..........  29 
Table 4 LICENSING REQUIREMENTS BY EDUCATION TYPE ................................ ....... 30 
Table 5 DIGITAL CREDENTIAL ISSUANCE MATURITY BY COUNTRY ............................  33 
Table 6 NATIONAL REGISTRY COVERAGE BY EDUCATION LEVEL ..............................  35 
Table 7 STAKEHOLDER CATEGORIES AND ROLES ................................ ...................  44 
Table 8PILOT DISTRIBUTION BY APPROACH AND COUNTRY ................................ .... 49 
Table 9 TECHNICAL PARAMETERS FOR THE VC DATA MODEL ................................  159 
Table 10 Status mgement capability ................................ ................................ ..... 159 
Table 11 Optional Status fields ................................ ................................ .............  160 
Table 12 LOGICAL DATA MODEL FOR THE EUHED ................................ .................  161 
Table 13 LOGICAL DATA MODEL FOR THE EUHEDS ................................ ...............  163 
Table 14 LOGICAL DATA MODEL FOR THE EUHEPOE ................................ .............  165 
Table 15 LOGICAL DATA MODEL FOR THE EUHEMC ................................ ..............  166 
Table 16 LOGICAL DATA MODEL FOR THE EUVETMC ................................ .............  167 
Table 17 LOGICAL DATA MODEL FOR THE EUVETD ................................ ................  168 
Table 18 LOGICAL DATA MODEL FOR THE EUVETC ................................ ................  168 
Table 19 LOGICAL DATA MODEL FOR THE EUUSC ................................ .................  169 
Table 20 LOGICAL DATA MODEL FOR THE EUUSTOR ................................ .............  169 
Table 21 LOGICAL DATA MODEL FOR THE CPS ................................ ......................  170 
Table 22 LOGICAL DATA MODEL FOR THE CPD ................................ .....................  171 
Table 23 LOGICAL DATA MODEL FOR THE AMT ................................ ......................  172 
Table 24 LOGICAL DATA MODEL FOR THE EDUCATIONAL ID ................................ .. 172 
Table 25 LOGICAL DATA MODEL FOR THE ALLIANCE ID ................................ ......... 173 
Table 26 LOGICAL DATA MODEL FOR THE EUROPEAN STUDENT CARD...................  173 
Table 27 LOGICAL DATA MODEL FOR THE MYACADEMIC ID ................................ ... 174 
Table 28 LOGICAL DATA MODEL FOR THE PROFESSIONAL ID ................................  175 
Table 29 LOGICAL DATA MODEL FOR THE DOCTOR ID ................................ ...........  175 
Table 30LOGICAL DATA MODEL FOR THE ENGINEER ID ................................ ......... 176 
Table 31 LOGICAL DATA MODEL FOR INSTITUTIONAL ACCREDITATION ..................  176 
Table 32 LOGICAL DATA MODEL FOR THE GENERIC EDC ................................ ....... 177 
Table 33 AS onboarding process ................................ ................................ ...........  191 
Table 34 QEAAP onboarding process ................................ ................................ .... 195 
Table 35 Pub-EAAP onboarding process ................................ ................................  197 
Table 36 EAAP onboarding process ................................ ................................ ....... 200 
Table 37 RP onboarding process ................................ ................................ ...........  203 
Table 38 eduGAIN Trust Chain Structure ................................ ...............................  287 
Table 39 Certificate Validity Periods ................................ ................................ ...... 288 
Table 40 eduGAIN -  sovereignty across multiple levels ................................ ..........  289 
Table 41GDRP ASSESSMENT ................................ ................................ ................  291 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

211 

Table 42 Revocation adn Suspension comparision -  eduGAIN & DC4Eu Hybrid 
approach ................................ ................................ ................................ ............  298 
Table 43 ISSUANCE COMPARISION - eduGAIN SAML Issuance & DC4EU Hybrid 
approach ................................ ................................ ................................ ............  302 
Table 44 SAML - W3C-VC attribute correspondece ................................ ................  305 

 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

212 

ABBREVIATIONS AND TERMS 

API - Application Programming Interface 

ARF - Architecture Reference Framework 

AS - Authentic Source: A repository or system held under the responsibility of a public 
sector body or private entity that contains attributes about a natural or legal person 

BBP - Business Blueprint 

BFUG - Bologna Follow-up Group 

BLE - Bluetooth Low Energy 

BQM - Basic Quality Management 

CAB - Conformity Assessment Body 

CGCOM - General Council of Official Medical Colleges (Consejo General de Colegios 
Oficiales de Médicos) 

COM - Doctors' Official College (Colegio Oficial de Médicos) 

CPD - Continuous Professional Development 

DC4EU - Digital Credentials for Europe 

DEAP - Digital Education Action Plan 

DEQAR - Database of External Quality Assurance Results 

DID - Decentralised Identifier 

DLT - Distributed Ledger Technology 

dPKI - Decentralised Public Key Infrastructure 

DUO - Dutch Education Executive Agency 

EAA - Electronic Attestation of Attributes (non-qualified) 

EAAP - EAA Provider: Trust Service Provider issuing non-qualified Electronic 
Attestations of Attributes 
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EBSI - European Blockchain Services Infrastructure 

EDCI - Europass Digital Credentials Infrastructure 

EDC - European Digital Credential 

EDSSI - European Digital Student Service Infrastructure 

EEA - European Education Area 

EHEA - European Higher Education Area 

eIDAS - Electronic Identification, Authentication and Trust Services 

ELM - European Learning Model 

ELMO - European Learner Mobility Ontology 

EMREX - Electronic Data Exchange in Higher Education 

ENIC-NARIC - European Network of Information Centres - National Academic 
Recognition Information Centres 

EPC - European Professional Card 

EQF - European Qualifications Framework 

EQAR - European Quality Assurance Register 

ESCO - European Skills, Competences, Qualifications and Occupations 

ESG - European Standards and Guidelines (for Quality Assurance in the European 
Higher Education Area) 

ESI - European Student Identifier 

EU - European Union 

EUDI - European Digital Identity 

EUDIW - European Digital Identity Wallet 

EWP - Erasmus Without Paper 

FMC - Further Medical Competence 

GDPR - General Data Protection Regulation 
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HSM - Hardware Security Module 

IAM - Identity and Access Management 

IMI - Internal Market Information System 

ISCED - International Standard Classification of Education 

JSON - JavaScript Object Notation 

KPI - Key Performance Indicator 

LoA - Level of Assurance 

LSP - Large Scale Pilot 

NFC - Near Field Communication 

NQF - National Qualifications Framework 

NREN - National Research and Education Network 

OID4VCI - OpenID for Verifiable Credential Issuance 

OID4VP - OpenID for Verifiable Presentations 

OOP - Once-Only Principle 

PID - Person Identification Data: A set of data issued in accordance with Union or 
national law that enables the establishment of the identity of a natural or legal person 

PKI - Public Key Infrastructure 

PQD - Professional Qualifications Directive 

PSB - Public Sector Body 

PubEAA - Public Sector Body EAA: Electronic Attestations of Attributes issued by or on 
behalf of a public sector body responsible for an authentic source 

Pub-EAAP - Public Sector Body EAA Provider 

QEAA - Qualified Electronic Attestation of Attributes 

QEAAP - Qualified EAA Provider: Qualified Trust Service Provider issuing Qualified 
Electronic Attestations of Attributes 
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QR - Quick Response 

QTSP - Qualified Trust Service Provider 

RP - Relying Party: A natural or legal person that relies upon an electronic identification 
or a trust service 

SB - Supervisory Body 

SD-JWT - Selective Disclosure JSON Web Token 

SD-JWT-VC - Selective Disclosure JSON Web Token Verifiable Credential 

SDG - Single Digital Gateway 

SEAFORMEC - Spanish Foundation for Medical Education and Training Accreditation 

SIS - Student Information System 

TAO - Trust Authority Organisation: Entities that provide verifiable authorisations to 
educational institutions and professional bodies 

TSP - Trust Service Provider: A natural or legal person who provides one or more trust 
services, either as a qualified or non-qualified provider 

UEMS - European Union of Medical Specialists 

VC - Verifiable Credentials 

VCDM - Verifiable Credentials Data Model 

VDR - Verifiable Data Registry 

VET - Vocational Education and Training 

VP - Verifiable Presentation 

VPC - Validation of Professional Competence 

W3C - World Wide Web Consortium 

W3C-VC - W3C Verifiable Credentials 

W3C-VCDM - W3C Verifiable Credentials Data Model 

WP - Work Package 
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XML - Extensible Markup Language 
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ANNEX 1 PREPARE ONBOARDING DOCUMENTS   

Entity onboarding for the role of QEAA Provider 
General structure of the procedure: 
The detailed steps taken by a QTSP to be able to start the onboarding process. 
Main steps of the procedure embedded with the detailed steps 
Step 1. Search the list of documents required by the Supervisory Body for 

onboarding  to the EUDI Wallet ecosystem 
a. Identify the National Supervisory Body 
b. Search on the national site of the Supervisory Body for the requested evidences 

For example: 
i. Leasing or property contract for the company building 
ii. Fiscal Administration extract 
iii. EŰƚƨƖċŰĦĲƚШŉŸƖШƓƖŸŉĲƚƚŔŸŰċũШċŰĬШв 
iv. General Policies of the company 
v. Systems description 
vi. Policies and practices statements 
vii. Security reports 

c. The format and the transfer channels for the evidences required are established by 
the Supervisory Body 

Step 2. Prepare evidence that the entity is a recognized QTSP at National or 
European level  

a. Check that the document is valid - dated and signed 
b. Prepare a copy of the document & digitally sign it with a qualified signature 
c. File the evidence. 
Step 3. Prepare evidence that the entity have the QEAA service recognized at 

National or European level  
a. Check that the document is valid - dated and signed 
b. Prepare a copy of the document & digitally sign it with a qualified signature 
c. File the evidence. 
Step 4. Prepare evidence that the entity have the company registered in the 

National State  
a. Check that the document is valid - dated and signed 
b. Prepare a copy of the document & digitally sign it with a qualified signature 
c. File the evidence. 

Step 5. Add a qualified certificate in the onboarding document (optional) 
The purpose of having a qualified certificate may be for:  
¶ digitally signing the onboarding documents sent to the Supervisory Body 
¶ digitally signing by the Authentic Source when delivering information to QEAA or 

Pub-EAA Providers. 
The entity will request and obtain a qualified certificate from a Qualified TSP. 
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Exceptions and/or observations 
This procedure may be different from different State Members. 
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Entity onboarding for the role of Authentic Source 
Main steps of the procedure embedded with the detailed step: 
Step 1. Search the list of documents required by the Supervisory Body for 

onboarding to the EUDI Wallet ecosystem as Authentic Source 
a. Identify the national Supervisory Body 
b. Search on the national site of the Supervisory Body for the requested evidences 
c. The format and the transfer channels for the evidences required are established by 

the Supervisory Body 
Step 2. Prepare evidence that the entity is an Authentic Source as required by the 

Supervisory Body 
a. Check that the document is valid - dated and signed 
b. Prepare a copy of the document & digitally sign it with a qualified signature 
c. File the evidence. 
Step 3. Prepare evidence that the entity have the company registered in the 

National State  
a. Check that the document is valid - dated and signed 
b. Prepare a copy of the document & digitally sign it with a qualified signature 
c. File the evidence. 

 

Entity onboarding for the role of PUB-EAA Provider 
Main steps of the procedure embedded with the detailed step: 
Step 1. Search the list of documents required by the Supervisory Body for 

onboarding to the EUDI Wallet ecosystem as PUB-EAA Provider 
a. Identify the national Supervisory Body 
b. Search on the national site of the Supervisory Body for the requested evidences 
c. The format and the transfer channels for the evidences required are established by 

the Supervisory Body 
Step 2. Prepare evidence that the entity is a PUB-EAA Provider as required by the 

Supervisory Body 
a. Check that the document is valid - dated and signed 
b. Prepare a copy of the document & digitally sign it with a qualified signature 
c. File the evidence. 
Step 3. Prepare evidence that the entity have the company registered in the 

National State  
a. Check that the document is valid - dated and signed 
b. Prepare a copy of the document & digitally sign it with a qualified signature 
c. File the evidence. 
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Entity onboarding for the role of EAA Provider 
Main steps of the procedure embedded with the detailed step: 
Step 1. Search the list of documents required by the Supervisory Body for onboarding 

to the EUDI Wallet ecosystem as EAA Provider 
a. Identify the national Supervisory Body 
b. Search on the national site of the Supervisory Body for the requested evidences 
c. The format and the transfer channels for the evidences required are established by 

the Supervisory Body 
Step 2. Prepare evidence that the entity is a EAA Provider as required by the 

Supervisory Body 
a. Check that the document is valid - dated and signed  
b. Prepare a copy of the document & digitally sign it with a qualified signature 
c. File the evidence. 
Step 3. Prepare evidence that the entity have the company registered in the 

National State  
a. Check that the document is valid - dated and signed  
b. Prepare a copy of the document & digitally sign it with a qualified signature 
c. File the evidence. 

 

Entity onboarding for the role of Relying Party 
Main steps of the procedure embedded with the detailed step: 
Step 1. Search the list of documents required by the Supervisory Body for 

onboarding to the EUDI Wallet ecosystem as Relying Party 
a. Identify the national Supervisory Body 
b. Search on the national site of the Supervisory Body for the requested evidences 
c. The format and the transfer channels for the evidences required are established by 

the Supervisory Body 
Step 2. Prepare evidence that the entity is a Relying Party as required by the 

Supervisory Body 
a. Check that the document is valid - dated and signed  
b. Prepare a copy of the document & digitally sign it with a qualified signature 
c. File the evidence. 
Step 3. Prepare evidence that the entity have the company registered in the 

National State  
a. Check that the document is valid - dated and signed  
b. Prepare a copy of the document & digitally sign it with a qualified signature 
c. File the evidence. 
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ANNEX 2 REQUESTS TO REGISTER AS A ROLE FOR EUDIW  

Entity onboarding for the role of QEAA Provider 

Entity request to register for the role of QEAA Provider 
Main steps of the procedure embedded with the detailed steps 

Step 1. Send the requested evidences to the Supervisory Body accordingly 
Step 2. The supervisory Body check the list of received evidences  
Step 3. Recieve a receipt for the sent evidences package 

Entity request to register for the role of Authentic Source  
Main steps of the procedure embedded with the detailed steps 

Step 1. Send the requested evidences to the Supervisory Body accordingly 
Step 2. The Supervisory Body check the list of received evidences  
Step 3. Recieve a receipt for the sent evidences package 

Entity request to register for the role of PUB-EAA Provider  
Main steps of the procedure embedded with the detailed steps 

Step 1. Send the requested evidences to the Supervisory Body accordingly 
Step 2. The Supervisory Body check the list of received evidences  
Step 3. Recieve a receipt for the sent evidences package 

 

Entity request to register for the role of EAA Provider  
Step 4. Main steps of the procedure embedded with the detailed steps 
Step 5. Send the requested evidences to the Supervisory Body accordingly 
Step 6. The Supervisory Body check the list of received evidences  
Step 7. Recieve a receipt for the sent evidences package 

 

Entity request to register for the role of Relying Party  
Main steps of the procedure embedded with the detailed steps 

Step 1. Send the requested evidences to the Supervisory Body accordingly 
Step 2. The Supervisory Body check the list of received evidences  
Step 3. Recieve a receipt for the sent evidences package 

 
Exceptions and/or observations  
All the communications between the parties will be digitally signed with a qualified 
digital certificate in order to ensure the non-repudiation and identity of each sender.  
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ANNEX 3 RECEIVES AND EVALUATES THE ONBOARDING REQUEST  

Receive and evaluate the onboarding request for a QEEA Provider 
Step 1. Check the validity of the evidences received 
Step 2. Evaluate the onboarding documents conformance 

 
Exceptions and/or observations 

Receive and evaluate the onboarding request for an Authentic Source 
Step 1. Check the validity of the evidences received 
Step 2. Evaluate the onboarding documents conformance 

 
Exceptions and/or observations 

Receive and evaluate the onboarding request for a PUB-EAA Provider 
Step 1. Check the validity of the evidences received 
Step 2. Evaluate the onboarding documents conformance 

 
Exceptions and/or observations 

Receive and evaluate the onboarding request for a EAA Provider 
Step 1. Check the validity of the evidences received 
Step 2. Evaluate the onboarding documents conformance 

 
Exceptions and/or observations 

Receive and evaluate the onboarding request for a Relying Party 
Step 1. Check the validity of the evidences received 
Step 2. Evaluate the onboarding documents conformance 

 
Exceptions and/or observations 
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ANNEX 4 VALIDATES ACCREDITATION OF THE ENTITY 

By accreditation we mean the way to prove that the entity requesting onboarding 
for a specific role is entitled to act on this role.  
The accrediation may be specific to each role, Member State, and categories of entities. 
For example the accreditation documents for: 
1 A University 

- The document issued by the Education Ministry entitling the entity to issue 
University diplomas 

-  
2 A High School 

- The document issued by the local authority entitling the issuance of High-school 
diplomas 

3 A Middle School 
- 

4 A Professional school 
5 A vocational school 

Validates accreditation of the entity as an Authentic Source 
Step 1. If required, check the accreditation documents validity  
Step 2. If required, check the accreditation status with the issuer 
Step 3. If required, check the permissions to function according to a Quality 

Board  
 

Exceptions and/or observations 
In Spain the education Universities do not have accreditations from a government 
institution.  

Validates accreditation of the entity as a QEAA Provider 
Step 1. If required, check the accreditation documents validity  
Step 2. If required, check the accreditation status with the issuer 

 
Exceptions and/or observations 

Validates accreditation of the entity as a PUB-EAA Provider 
Step 1. If required, check the accreditation documents validity  

If required, check the accreditation status with the issuer 
If required, check the permissions to function according to a Quality Board  

 
Exceptions and/or observations 
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Validates accreditation of the entity as an EAA Provider 
Step 1. If required, check the accreditation documents validity  
Step 2. If required, check the accreditation status with the issuer 
Step 3. If required, check the permissions to function according to a Quality 

Board  
 

Exceptions and/or observations 
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ANNEX 5 VALIDATES ATTESTATION ATTRIBUTES FOR RELYING PARTIES 

General structure of the procedure:  
The entity requiring to be enrolled asks a set of attributes to be in their scope of 
operations. The check is to limit the set of attributes only to the permitted 
specific sets. 
Extract the set of requested attributes from the documents sent 
Verify for the type of entity the set of allowed attribute  
Check if the set of requested attributes are all allowed 
 
Exceptions and/or observations  
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ANNEX 6 VALIDATES AUDIT AS PUBLIC SECTOR BODY/(Q)EEAP 

The entiry should be required to send evidences on the specific audit types as 
requested by the Supervisory Body.  

Step 1. Extract the evidences of the audits performed according to the 
requirements 

Step 2. Verify that the aditors are in the specific CABs according to the 
Supervisory Body  

Step 3. Verify the validity of the audit report on the CAB site 
 

Exceptions and/or observations  
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ANNEX 7 REQUESTS ENTITY REGISTRATION IN (TRUSTED) LISTS 

For the role QEEAP, Pub-EAAP, EAAP or Relying Party: 
The Supervisory Body performs the registration or requests a Registrar to perform a 
registration in the dedicated Trusted Lists.  

Step 1. If the Supervisory Body is also a Registrar, it will add the entity into the 
specific Trusted List corresponding to the role requested for onboarding  

Step 2. If the Supervisory Body is not a Registrar, it will request to the specific role 
Registrar to add the entity into the specific Trusted List corresponding to the role 
requested for onboarding  
 

Exceptions and/or observations  
 
For the role Authentic Source: 
The Supervisory Body performs the registration or requests a Registrar to perform a 
registration in the dedicated lists (registers).  

Step 1. If the Supervisory Body is also a Registrar, it will add the entity into the 
specific list (register) corresponding to the role requested for onboarding  

Step 2. If the Supervisory Body is not a Registrar, it will request to the specific role 
Registrar to add the entity into the specific list (register) corresponding to the 
role requested for onboarding  
 

Exceptions and/or observations  
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ANNEX 8 NOTIFICATION ON SUCCESS OR REJECT 

General structure of the procedure:  
Main steps of the procedure embedded with the detailed steps 

Step 1. On a successful onboarding the Supervisory body communicate to the 
onboarded entity about the final result and transfer the access certificate for the 
Wallet authentication issued by the Registrar. 

Step 2. On any error during the onboarding process the Supervisory body 
communicate to the entity that requested the onboarding about the errors 
appeared in order to updated the documents. 

 
Exceptions and/or observations  
All the communications between the parties may be digitally secured with a qualified 
digital certificate in order to ensure the non-repudiation and identity of each sender. 
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ANNEX 9 ADD A QUALIFIED CERTIFICATE IN THE DID DOCUMENT 

Extras from [BBP] Annex 16 - Using a DID Document to bridge dPKI and classical PKI: 

Utilizing a DID (Decentralized Identifier) Document to bridge decentralized PKI (Public 
Key Infrastructure) and classical X.509v3 certificate infrastructures represents an 
innovative approach that combines the flexibility of DIDs with the reliability and 
widespread acceptance of traditional PKI systems.  
This hybrid method significantly enhances interoperability between emerging electronic 
ledger-based systems and established Internet security protocols. By integrating DIDs 
with classical X.509v3 solutions through DID Documents, a robust mechanism is 
established that not only leverages the strengths of both decentralized and traditional 
PKI systems but also effectively addresses compatibility and interoperability challenges.  
This strategic approach provides a vital solution for organizations looking to transition 
towards decentralized identity solutions while maintaining strict adherence to 
established security practices, thus bridging the gap between new technological 
advances and conventional infrastructure. 
Overview of the Approach  

The integration involves embedding X.509v3 certificates within a DID document, 
enabling the DID to use established cryptographic tools and certificates that are widely 
recognized and trusted. This method not only extends the utility of DIDs but also ensures 
that they can be used in traditional systems without requiring significant changes to 
existing infrastructure. 

Step-by-Step Approach  

¶ DID Document creation: a DID document is created following the standard 
schema, which includes cryptographic material such as public keys and service 
endpoints necessary for interacting with the DID subject. 

¶ Embedding X.509v3 certificates:  

¶ `publicKey` section: Embed the X.509v3 certificates in the DID document. 
These certificates can be linked to or directly encoded in the DID document. 
The public key information from the X.509 certificate is included in the 
`publicKey` section of the DID document. 

```json  
     "publicKey": [{ 
       "id": "did:example:123456789abcdefghi#keys-1", 
       "type": "X509Certificate", 
       "controller": "did:example:123456789abcdefghi", 
       "publicKeyPem": "-----BEGIN CERTIFICATE-----
\nMIICdzCCAeCgAwIBAgIBADANBgkqh ..." 
     }] 
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     ̀̀ `  
      

¶ `authentication` section: This section can also reference the X.509 certificates 
as part of the authentication process, ensuring that the identity linked to the DID 
can be authenticated using traditional methods. 

¶ Using service endpoints 

¶ Service Discovery: Use service endpoints to define how to interact with or 
discover services provided by the DID subject. This could include traditional 
services that rely on X.509 certificates for secure communications. 

     ̀̀ `json  
     "service": [{ 
       "id": "did:example:123456789abcdefghi#vcs", 
       "type": "VerifiableCredentialService", 
       "serviceEndpoint": "https://example.com/vc/"  
     }] 
     ̀̀ `  

 

¶ Signature integration: 

o Classical Signature Methods: The DID document can specify traditional 
signature methods (e.g., RSA, ECDSA) that are also used in X.509 
certificates, facilitating their use in environments that require verified 
signatures. 

o Proof Section: Include a proof section that uses cryptographic signatures 
derived from the private key associated with the X.509 certificate, linking 
the DID document to traditional PKI mechanisms. 

     ̀̀ `json  
     "proof": { 
       "type": "RsaSignature2018", 
       "created": "2020-04-10T21:35:35Z", 
       "proofPurpose": "assertionMethod", 
       "verificationMethod": "did:example:123456789abcdefghi#keys-1", 
       "jws": "eyJhbGciOiJSUzI1NiIsImtpZCI ..." 
     } 
     ̀̀ `  

 
Benefits of the Approach  



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

231 

¶ Enhanced Interoperability: This approach allows DIDs to be used seamlessly 
within traditional systems, enhancing the interoperability between new 
decentralized technologies and established protocols. 

¶ Increased Trust: By incorporating X.509 certificates, which are widely trusted and 
used, the credibility and acceptance of DIDs in conventional systems are 
significantly enhanced. 

¶ Security: Combining the cryptographic robustness of DIDs with the proven 
security framework of X.509v3 certificates ensures a highly secure system. 

¶ Flexibility: This hybrid model offers flexibility in managing identities and can cater 
to a broader range of applications and services. 
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ANNEX 9A STATUS STATES GLOSSARY 

Credential States 
State Description Reversible Verification 

Result 
ACTIVE Credential is valid and operational т PASS 
SUSPENDED Temporarily invalid, currently under 

review 
YES FAIL 

REVOKED Permanently invalid NO FAIL 
EXPIRED Validity period has naturally ended NO FAIL 
NOT_YET_VALID Credential not yet active 

(before validFrom  date) 
AUTO FAIL 

 

Entity Registration States 
State Description Can Issue/Verify Reversible 

ACTIVE Entity fully operational YES т 
SUSPENDED Temporarily blocked NO YES 
REVOKED Permanently removed NO NO 
PENDING Onboarding in progress NO т 
N/A Entity not registered NO т 

 

Verification Result States 
Result Meaning Action 

VALID All checks successfully passed Accept credential 
INVALID Generic verification failure Reject credential 
REVOKED Credential is permanently invalid Reject and log 
SUSPENDED Credential is temporarily invalid Reject, may retry later 
EXPIRED Validity period has ended Reject, request renewal 
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ANNEX 10 RATIONALE FOR ADOPTING THE EUROPEAN LEARNING MODEL 

1 Introduction 

This annex provides the technical and strategic rationale for selecting the European 
Learning Model (ELM) v3.2 as the semantic foundation for educational and professional 
qualification credentials within the DC4EU framework. The analysis considers ELM's 
capabilities relative to alternative standards and examines its comprehensive coverage 
of the learning lifecycle. 

This annex also supports the architectural decisions described in Chapter 5 and the data 
models specified in Chapter 7. 

2 ELM as the Semantic Foundation 

The European Learning Model serves as the ontological basis for representing academic 
and professional qualifications achievements within the European Digital Identity Wallet 
ecosystem. ELM's adoption provides a unique opportunity to establish cross-border 
semantic interoperability whilst simultaneously supporting national qualification 
frameworks. Critically, ELM enables complete lifecycle coverage spanning primary 
education through secondary and tertiary education to professional qualifications and 
adult learning. 

This comprehensive scope ensures that credentials issued at any educational level or 
professional stage utilise a consistent semantic vocabulary, facilitating seamless 
mobility and recognition throughout an individual's learning journey. 

3 Comparative Analysis of Standards 

3.1 ELM v3.2 Capabilities 

The European Learning Model demonstrates superior breadth and depth across multiple 
dimensions: 

Credential and Achievement Coverage  
ELM provides complete representation of both formal credentials and detailed 
educational results, including grades, assessments, and learning outcomes. This dual 
capability ensures that institutions can issue comprehensive documentation of 
achievement rather than simplified certificate-only representations. 

Institutional Information Architecture  
The model includes detailed structures for organisational representation, 
encompassing institutional hierarchies, departmental structures, and quality 
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assurance information. This granularity enables verifiers to understand the full 
institutional context of any credential. 

 

Structural Integration  

ELM incorporates and harmonises elements from multiple existing standards including 
ELMO v2.1, OCCAPI v1, EWP Courses v0, and Edu-API v1. This integration approach 
positions ELM as a federating model rather than a competing alternative, preserving 
institut ional investments in existing systems whilst enabling European-wide 
interoperability. 

Infrastructure and Physical Context  

Unlike purely abstract data models, ELM includes provisions for representing physical 
infrastructure such as facilities, rooms, and buildings. This capability supports use cases 
involving access rights, resource allocation, and facility-based services. 

Academic Relationship Management  

ELM models complex academic relationships including enrolment, supervision, 
assessment, and institutional affiliation. These relationship structures enable 
sophisticated queries and validations beyond simple credential verification. 

3.2 Capabilities of Alternative Standards 

ELMO v2.1 (European Learner Mobility) 

The ELMO specification provides focused coverage of three primary domains: basic 
credential representation, educational results and grades, and quality assurance 
information. Whilst effective for its original purpose of supporting learner mobility, ELMO 
lacks the comprehensive institutional and infrastructural elements required for a full 
European credential ecosystem. 

OCCAPI v1 (Open Course Catalogue API) 

OCCAPI concentrates specifically on organisational structures, programme 
descriptions, and course catalogues. Its strength lies in detailed programme 
representation, but it does not address credential issuance, assessment, or 
achievement documentation. 

EWP Courses v0 (Erasmus Without Paper) 

The EWP Courses specification addresses programme and course information with 
particular emphasis on course instances and scheduling. However, its scope remains 
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limited to academic programme description without extending to credentials or 
achievements. 

Edu-API v1 
Edu-API focuses primarily on facility management and association tracking, including 
room details, building information, and enrolment relationships. Whilst valuable for 
operational purposes, it does not address learning achievements or credential 
representation. 

3.3 ELM's Federating Role 

The fundamental distinction of ELM lies in its role as a federating model that unifies the 
strengths of all reviewed standards. Rather than creating yet another competing 
specification, ELM provides: 

1. Comprehensive Integration  т ELM incorporates the essential elements from 
each specialised standard, creating a unified semantic framework that eliminates 
the need for multiple parallel data exchange protocols. 

2. Complete Ecosystem Coverage  т By spanning credentials, achievements, 
institutions, programmes, assessments, and infrastructure, ELM addresses all 
critical aspects of educational and professional qualification representation 
without leaving gaps that require supplementary standards. 

3. Multi -Source Interoperability  т ELM's structure enables institutions to work with 
data originating from systems based on different legacy standards, providing 
translation and harmonisation layers that preserve semantic meaning across 
system boundaries. 

4. Contextual Scalability  т The model adapts to different educational contexts, 
from basic skills certification to advanced professional qualifications, without 
requiring fundamental structural modifications. 

5. Evolutionary Architecture  т ELM's design principles support extension and 
enhancement whilst maintaining backwards compatibility, ensuring that early 
implementations remain valid as the standard evolves. 

6. European Sovereignty т As a European-developed standard aligned with 
European values and regulatory frameworks, ELM ensures that European 
educational data remains under European governance rather than depending on 
external commercial or governmental standards. 

4 Strategic Evolution Opportunities 

Whilst ELM v3.2 provides comprehensive coverage across most educational domains, 
analysis reveals specific elements currently better addressed by alternative standards. 
However, these elements represent opportunities for strategic evolution rather than 
fundamental limitations.  
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4.1 Elements for Future Integration 

Enhanced Association Management  

Edu-API v1 currently provides more detailed structures for managing complex student-
course-institution relationships beyond basic enrolment. Incorporating these 
relationship patterns into future ELM versions would enhance its capability to represent 
the full spectrum of academic associations. 

Advanced Infrastructure Representation  

Both Edu-API v1 and OOAPI v5 offer sophisticated facility and space management 
capabilities. Whilst ELM includes basic infrastructure elements, integration of these 
advanced capabilities would enable comprehensive facility-based credential use cases, 
such as laboratory access rights or equipment certification. 

Physical -Digital Integration  
The connection between digital learning elements and physical spaces represents an 
emerging requirement, particularly for hybrid learning models and facility-dependent 
credentials. Enhanced physical-digital mapping capabilities would position ELM to 
address these evolving educational scenarios. 

4.2 Benefits of Strategic Evolution 

Total Ecosystem Consolidation  
By systematically incorporating the remaining specialised capabilities from other 
standards, ELM could achieve complete consolidation, becoming the definitive 
European standard for all educational data exchange. This consolidation would 
eliminate fragmentation, reduce implementation costs, and simplify interoperability. 

Comprehensive Institutional Management  
Full integration of infrastructure and relationship management capabilities would 
enable ELM to support complete institutional operations, from physical access control 
to complex multi-institutional programme delivery. 

Seamless Standard Migration  
ELM's architectural design supports the incorporation of additional elements without 
disrupting existing implementations. Institutions currently using ELM v3.2 would be 
able to adopt enhanced versions through standard versioning mechanisms, protecting 
their investments whilst gaining new capabilities. 

5 Conclusion 

The European Learning Model v3.2 represents the optimal semantic foundation for 
DC4EU educational and professional qualification credentials. Its comprehensive 
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scope, federating architecture, and alignment with European governance principles 
provide immediate value whilst its evolutionary design ensures long-term sustainability. 

The comparative analysis demonstrates that whilst alternative standards excel in 
specific domains, none provides the breadth and integration capabilities required for a 
pan-European credential ecosystem. ELM's role as a unifying framework that 
harmonises and extends existing standards positions it uniquely to serve as the semantic 
layer upon which technically interoperable, legally compliant, and educationally 
meaningful credentials can be built. 

The identified evolution opportunities represent enhancements rather than deficiencies, 
indicating that ELM's current architecture provides a solid foundation capable of 
absorbing additional capabilities as European educational requirements continue to 
evolve. 
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ANNEX 11 DETAILED ISSUANCE WORKFLOW FOR EDUCATIONAL AND 
PROFESSIONAL CREDENTIALS 

1 Context and Scope 

This annex provides a comprehensive explanation of the issuance workflow for 
Electronic Attestations of Attributes (EAAs) in the education and professional 
qualifications sector within the European Digital Identity Wallet (EUDIW) ecosystem. The 
workflow illustrated herein represents the Hybrid Approach (Pilot2/Pilot3)  developed 
and successfully validated during the DC4EU Large Scale Pilot, combining classical 
Public Key Infrastructure (PKI) with decentralised PKI (dPKI) through European 
Blockchain Services Infrastructure (EBSI). 

The issuance process comprises 14 distinct steps organised into three main phases: 
learner initiation and authentication, wallet engagement and mutual trust 
establishment, and credential preparation and delivery. This workflow is specifically 
aligned with Public Sector Body Electronic Attestations of Attributes (Pub-EAAs) issued 
by Public Sector Bodies (PSBs), representing the primary pathway for educational 
credentials in the DC4EU ecosystem. 

This workflow implements the conceptual architecture in Chapter 5 and realises Use 
Case 2 from Chapter 6.
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2 Issuance Workflow Overview Diagram 
Complete issuance workflow for educational and professional credentials, illustrating the 14 steps across three phases: learner initiation and authentication (Steps 1-4), wallet engagement and mutual 
trust establishment (Steps 5-9), and credential preparation and delivery (Steps 10-14). The diagram shows the hybrid approach combining classical PKI and decentralised PKI via EBSI infrastructure. 

FIGURE 23 COMPLETE ISSUANCE WORKFLOW FOR EDUCATIONAL AND PROFESSIONAL CREDENTIALS 
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3 Pilot Implementation Context 

The DC4EU Large Scale Pilot explored three implementation approaches: 

Pilot1 (Classical PKI Baseline):  Implemented a pure classical PKI approach for issuer 
identification. This pilot executed Steps 1-7 and 10-14 using traditional certificate-based 
infrastructure. Step 8 performed issuer verification using only classical PKI mechanisms 
(X.509 certificates and Certificate Revocation Lists). Step 9 provided basic confidence 
reporting without detailed authorisation information. Critically, Pilot1 did not implement 
status list creation in Step 10, resulting in no revocation or suspension capabilities for 
issued credentials. 

Pilot2 (Hybrid Approach - Most Successful):  Implemented all Steps 1-14 with 
enhanced capabilities through the combination of classical PKI and decentralised PKI 
via EBSI. Step 8 performed two-step issuer verification combining classical PKI with DID 
resolution and VDR-based authorisation checking. Step 9 provided comprehensive trust 
reporting including confidence levels and specific authorisations. Step 10 created and 
published status lists to Verifiable Data Registries, enabling complete credential 
lifecycle management including revocation and suspension capabilities. This hybrid 
approach proved most successful in meeting the business needs identified in the 
Business Blueprint. 

Pilot3 (Parallel Execution):  Executed Pilot1 and Pilot2 approaches in parallel (not as a 
combination), enabling direct comparison and validation of both models within real-
world educational contexts. 

The workflow detailed in this annex represents the Pilot2 hybrid approach, which 
successfully addresses the comprehensive business requirements through the 
integration of proven classical PKI mechanisms with innovative decentralised trust 
infrastructure.  

PHASE 1: LEARNER INITIATION AND AUTHENTICATION 
Step 1: Learner Accesses Issuer's Service 

Description:  The credential issuance process commences when the learner actively 
accesses the issuer's service. This service represents a new EUDI Wallet issuance-
enabled interface specifically designed to support the digital credential ecosystem. The 
service may be accessed through various channels including web portals, mobile 
applications, or institutional student information systems. 

Technical Implementation:  The issuer's service must be properly configured to support 
EUDIW protocols, implementing the necessary interfaces for wallet communication. The 
service interface provides clear information about available credentials, eligibility 
requirements, and the issuance process. 
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User Experience: From the learner's perspective, accessing the service typically 
involves navigating to an institutional portal, authenticating with existing institutional 
credentials if required, and selecting the option to request a digital credential for their 
EUDI Wallet. The act of initiating this request provides implicit consent for the issuance 
process itself, as the learner actively seeks to obtain the credential. 

Governance Considerations:  The issuer must maintain proper service availability, 
ensuring that learners can access credential issuance services reliably. The service must 
comply with accessibility requirements, ensuring that all eligible learners can request 
credentials regardless of disability or technical constraints. 

Step 2: EUDIW-Enabled Service Requires eID Means 

Description:  The issuer's service requires high-assurance electronic identification to 
ensure that credentials are issued to the correct individual. This requirement aligns with 
eIDAS 2.0 regulations mandating that Electronic Attestations of Attributes must be 
issued to digital identities with a Level of Assurance (LoA) of 'High'. 

Technical Implementation:  The service implements authentication mechanisms that 
support Member State authentication means (MS' means). These mechanisms may 
include national eID schemes, qualified electronic signatures, or other authentication 
methods recognised under eIDAS 2.0 as providing high assurance. The authentication 
process must verify the learner's identity with sufficient certainty to bind issued 
credentials to the correct Person Identification Data (PID) in the learner's wallet. 

Regulatory Compliance:  This step ensures compliance with eIDAS 2.0 requirements for 
EAA issuance. By requiring high-assurance authentication, the issuer fulfils its obligation 
to verify the identity of the credential subject before issuance. This verification prevents 
credential fraud and ensures that issued credentials can be trusted across borders. 

Cross-Border Considerations:  The requirement to support MS' means ensures that the 
system can accommodate learners from different Member States. An Italian student 
studying in Germany can authenticate using Italian national eID means to receive 
credentials from German institutions, supporting cross-border mobility and the 
European Education Area objectives. 

Step 3: Issuer Verifies eID 

Description:  Following the learner's authentication attempt, the issuer system verifies 
the provided electronic identification credentials. This verification confirms that the 
authentication was performed by legitimate MS' means and that the identity information 
is valid and current. 

Technical Implementation:  The issuer system validates the authentication assertion 
provided by the MS' means. This validation may involve checking digital signatures on 
authentication tokens, verifying certificates against trusted certificate authorities, 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

242 

confirming that authentication methods meet the required Level of Assurance, and 
validating that the identity information has not expired or been revoked. 

Trust Infrastructure:  The verification process relies on established trust infrastructure 
including national eID schemes recognised under eIDAS 2.0, trusted certificate 
authorities that issue certificates to MS' authentication providers, and trust lists 
maintained by Member States and the European Commission that enumerate trusted 
authentication providers. 

Error Handling:  If authentication verification fails, the issuer system must provide clear 
feedback to the learner, indicating the nature of the problem and suggesting remediation 
steps. Common failures include expired authentication certificates, revoked 
credentials, or authentication methods that do not meet the required Level of Assurance. 

Step 4: Perform Identity Matching 

Description:  Once the learner's electronic identity has been verified, the issuer performs 
identity matching to link the authenticated identity to the learner's records in the 
authentic source. This step ensures that the credential will contain accurate information 
about the correct individual. 

Technical Implementation:  Identity matching typically involves comparing attributes 
from the authentication assertion (such as name, date of birth, national identification 
number) against learner records in the institutional database. The matching algorithm 
must account for variations in name spelling, formatting differences, and potential data 
quality issues whilst maintaining sufficient accuracy to prevent mismatched credentials. 

Data Protection:  Identity matching must be performed in accordance with data 
protection regulations. The issuer should minimise the identity attributes used for 
matching, using only those necessary to achieve accurate matching. The matching 
process should be logged for audit purposes whilst protecting the privacy of matching 
data. 

Challenge Cases:  Identity matching may encounter challenges such as name changes 
due to marriage or legal name changes, multiple individuals with similar or identical 
names, typographical errors in institutional records, or differences in name formatting 
across systems. The issuer must implement appropriate processes to handle these 
cases, potentially requiring manual review or additional verification for ambiguous 
matches. 

PHASE 2: WALLET ENGAGEMENT AND MUTUAL TRUST ESTABLISHMENT 
Step 5: Challenge to Start EUDIW Engagement Phase 

Description:  Following successful identity matching, the issuer service initiates the 
EUDIW engagement phase by presenting a challenge that enables the learner's wallet to 
establish a secure connection with the issuer system. This challenge typically takes the 
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form of a QR code displayed on the issuer's service interface, though alternative 
mechanisms such as deep links or near-field communication (NFC) may also be 
supported. 

Technical Implementation:  The challenge contains cryptographically generated 
session information that enables the wallet to securely communicate with the issuer. 
The challenge typically includes the issuer's endpoint URL where the wallet should 
connect, a session identifier that links the wallet connection to the authenticated web 
session, cryptographic material for establishing a secure communication channel, and 
metadata about the credential issuance offer including the credential type, issuer 
identity, and preview of credential contents. 

User Experience: The learner scans the QR code using their EUDIW application. The 
wallet decodes the challenge, extracts the connection information, and initiates secure 
communication with the issuer's issuance endpoint. From the learner's perspective, this 
is typically a seamless process requiring only scanning the QR code and waiting for the 
wallet to establish connection. 

Security Considerations:  The challenge must be generated using cryptographically 
secure random number generation to prevent session hijacking. The challenge should 
include timestamp information and should expire after a reasonable period (typically 
several minutes) to prevent replay attacks. The issuer must validate that the wallet 
connecting is associated with the same authenticated session that generated the 
challenge. 

Step 6: Secure Connection with EUDIW 

Description:  The wallet establishes a secure, encrypted connection with the issuer's 
service using the information provided in the challenge. This connection ensures that all 
subsequent communication between wallet and issuer is protected from eavesdropping 
and tampering. 

Technical Implementation:  The secure connection typically employs transport layer 
security (TLS) with mutual authentication. The issuer authenticates itself to the wallet 
using server certificates, allowing the wallet to verify it is connecting to the legitimate 
issuer. The wallet may also authenticate itself to the issuer using wallet-specific 
credentials or the session identifier from the challenge. The connection uses strong 
encryption algorithms to protect data in transit. 

Protocol Support:  The connection implements EUDIW-specific protocols for credential 
issuance, which may be based on standards such as OpenID for Verifiable Credential 
Issuance (OID4VCI). These protocols define the message formats, authentication flows, 
and error handling for credential issuance interactions. 

Connection Management:  The secure connection remains active throughout the 
issuance process, enabling multiple round-trip communications between wallet and 
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issuer. The connection should implement appropriate timeout mechanisms to handle 
network interruptions or abandoned sessions. 

Step 7: Issuer Verifies Valid EUDIW 

Description:  Before proceeding with credential issuance, the issuer verifies that it is 
communicating with a valid, trustworthy EUDI Wallet. This verification ensures that 
credentials are only issued to wallets that meet security and technical requirements 
specified in the EUDIW framework. 

Technical Implementation:  Wallet verification may include checking wallet 
attestations that demonstrate the wallet was issued by a trusted wallet provider, 
verifying that the wallet software has not been tampered with through code integrity 
checks, confirming that the wallet meets required security levels (such as cryptographic 
key protection), and validating that the wallet is registered in appropriate trust registries 
maintained by Member States or the European Commission. 

Trust Framework:  The verification process relies on the EUDIW trust framework, which 
establishes requirements for wallet providers and mechanisms for demonstrating wallet 
trustworthiness. Trusted wallet providers issue attestations to wallet instances, which 
can be verified by issuers to confirm wallet validity. 

Risk Management: If wallet verification fails, the issuer must decline to issue the 
credential, as issuing to an unverified wallet could compromise the security of the 
credential ecosystem. The issuer should log verification failures for security monitoring 
purposes. 

Step 8: EUDIW Verifies Issuer as Trusted Issuer - TWO-STEP HYBRID VERIFICATION 

Description:  This represents a critical trust establishment step wherein the wallet 
performs comprehensive verification of the issuer's identity and authorisations before 
accepting a credential. In the hybrid approach piloted in Pilot2/Pilot3, this verification 
employs a two-step process combining classical PKI with decentralised PKI via Verifiable 
Data Registries (VDRs). 

Step 8.1: Classical PKI Verification (X.509 Certificates, CRLs)  

The wallet first performs traditional certificate-based verification of the issuer's identity. 
The wallet retrieves the issuer's X.509 certificate, which identifies the issuer as a legal 
entity and is typically issued by a qualified certificate authority. The wallet validates the 
certificate chain, ensuring that the certificate was issued by a trusted certificate 
authority whose root certificate is present in the wallet's trust store. The wallet checks 
the certificate's validity period, confirming that the certificate has not expired and was 
valid at the time of issuance. The wallet consults Certificate Revocation Lists (CRLs) or 
uses the Online Certificate Status Protocol (OCSP) to verify that the certificate has not 
been revoked. 
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This classical PKI verification provides robust assurance that the entity operating the 
issuance service is the legal entity identified in the certificate. For example, the wallet 
can confirm with high confidence that it is communicating with "University of Bologna" 
rather than an imposter. 

Step 8.2: Decentralised PKI Verification (DID Resolution via VDRs/EBSI) 

Following successful classical PKI verification, the wallet performs extended verification 
using decentralised identifiers (DIDs) and Verifiable Data Registries accessible through 
EBSI infrastructure. The wallet retrieves the issuer's DID document from VDRs, which 
contains the issuer's public keys and service endpoints. The wallet checks 
authorisations stored in VDRs that specify which types of credentials this issuer is 
authorised to issue. These authorisations reflect multi-level governance structures 
characteristic of educational systems. 

The authorisation checking encompasses multiple governance levels: 

National/EU Recognition: The wallet verifies that the issuer is recognised as a legitimate 
educational institution or professional body by appropriate national or European 
authorities. For example, the wallet confirms that "University of Bologna" is recognised 
by the Italian Ministry of Education as an authorised higher education institution. 

EQF/NQF Level Authorisations: The wallet verifies that the issuer is authorised to issue 
credentials at specific European Qualifications Framework (EQF) or National 
Qualifications Framework (NQF) levels. For example, the wallet confirms that the 
institutio n is authorised to issue bachelor's degrees (EQF Level 6) and master's degrees 
(EQF Level 7). 

Sectoral Capabilities: The wallet verifies specific sectoral authorisations such as 
authorisation to issue European Student Cards, indicating the institution participates in 
the Erasmus+ programme and is recognised by DG EAC; capability to issue 
MyAcademicID credentials, granted by national research and education networks 
(NRENs) under GÉANT authorisation; implicit capability to issue EducationalID 
credentials by virtue of recognition as an educational institution; or capability to issue 
MyAllianceID credentials for institutions that are members of European university 
alliances recognised by DG EAC. 

Quality Assurance Status: The wallet verifies whether the issuer has been accredited by 
recognised quality assurance agencies, such as membership in the European Quality 
Assurance Register for Higher Education (EQAR). 

Hybrid Verification Integration  

The wallet combines results from both verification steps. Classical PKI provides strong 
assurance of legal entity identity: "This is definitely University of Bologna." Decentralised 
PKI provides governance-aware authorisation verification: "University of Bologna is 
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authorised by the Italian Ministry of Education to issue EQF Level 7 degrees and by DG 
EAC to issue European Student Cards." 

Both verification steps must succeed for the wallet to trust the issuer. If classical PKI 
succeeds but dPKI authorisation checking fails, the wallet knows the legal entity's 
identity but confirms the entity lacks authorisation to issue the requested credential 
type. If dPKI succeeds but classical PKI fails, there may be authorisation records but no 
reliable confirmation of legal entity identity. 

This two-step hybrid verification combines the proven reliability of classical PKI for entity 
identification with the governance-aware capabilities of dPKI for authorisation 
management, addressing the complex, multi-level governance structures inherent in 
European education systems. 

Comparison with Pilot1:  

Pilot1 implemented only Step 8.1 (classical PKI verification), providing strong identity 
assurance but no automated verification of credential issuance authorisations. Relying 
parties in Pilot1 scenarios had to independently verify whether issuers were authorised 
to issue specific credential types, relying on out-of-band governance processes rather 
than automated technical verification. 

Step 9: Wallet Reports to Learner 

Description:  Following the comprehensive two-step verification performed in Step 8, the 
wallet presents a detailed trust report to the learner, enabling informed decision-making 
before accepting the credential. This transparency represents a critical user 
empowerment mechanism within the EUDIW ecosystem. 

Trust Report Contents:  

The wallet displays the following information to the learner: 

Issuer Identity and Legal Entity Details: Verified through classical PKI, including the legal 
name of the issuing institution, registered address and jurisdiction, certificate authority 
that verified the issuer's identity, and certificate validity period. 

Confidence Level Score: Based on the two-step hybrid verification process, typically 
presented as a visual indicator (such as a trust badge or percentage) that summarises 
the overall confidence in the issuer. A high confidence level indicates successful 
verification through both classical PKI and dPKI with current authorisations. A medium 
confidence level might indicate successful identity verification but limited authorisation 
information. A low confidence level indicates verification issues that warrant caution. 

Specific Authorisations: Retrieved from VDRs during dPKI verification, detailing which 
credentials this issuer is authorised to issue, the governance bodies that granted these 
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authorisations, the EQF/NQF levels the issuer is authorised to certify, sectoral 
capabilities (European Student Card, MyAcademicID, etc.), and the validity period of 
these authorisations. 

Quality Assurance Status: If applicable, information about external quality review or 
accreditation, including accreditation by EQAR-registered agencies, programme-
specific accreditations, institutional quality ratings, and the validity period of quality 
assurance certifications. 

Trust Anchors: Identification of the authorities or accreditation bodies that verified the 
issuer's authorisations, such as national ministries of education, European Commission 
directorates (particularly DG EAC for education), quality assurance agencies, or 
professional regulatory bodies. 

User Experience: The trust report is presented in user-friendly language appropriate for 
learners who may not possess technical expertise. Visual indicators (such as trust 
badges, colour coding, or iconography) supplement textual information. The wallet 
provides contextual help explaining the meaning of different trust indicators. 

Decision Support:  The trust report enables the learner to make informed decisions 
about accepting credentials. Learners can distinguish between highly authorised issuers 
(national universities with comprehensive authorisations) and potentially problematic 
issuers (entities claiming educational authority without proper authorisations). For 
cross-border scenarios, learners unfamiliar with foreign institutions can rely on 
authorisations from recognised national or European authorities rather than institutional 
reputation alone. 

Comparison with Pilot1:  

Pilot1 provided basic confidence reporting indicating whether the issuer's certificate was 
valid but did not include detailed authorisation information or quality assurance status. 
Learners in Pilot1 scenarios received less comprehensive trust information, potentially 
hampering informed decision-making particularly in cross-border contexts. 

PHASE 3: CREDENTIAL PREPARATION AND DELIVERY 
Step 10: Prepare EAA 

Description:  Once mutual trust has been established between wallet and issuer, the 
issuer prepares the Electronic Attestation of Attributes through a comprehensive 
process that transforms authentic source data into a cryptographically signed, 
standards-compliant credential. This step represents the technical culmination of the 
issuance process. 

Data Gathering from Authentic Source:  
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The issuer system retrieves the learner's data from the authentic source through secure 
APIs. The authentic source exposes database records containing verified information 
about the learner's achievements, qualifications, and attributes. The data gathering 
process includes retrieving core credential data (such as degree title, field of study, 
completion date, grading information), supplementary information (such as course 
transcripts, learning outcomes achieved, competences developed), metadata (such as 
institutional identifiers, programme accreditation status, qualification level), and 
evidence provenance information documenting the source and validation of the 
credential data. 

Conversion to European Learning Model (ELM): 

The authentic source or issuer system converts institutional data records to European 
Learning Model format, ensuring semantic interoperability across European educational 
systems. The ELM provides a standardised vocabulary and structure for representing 
educational achievements, regardless of the source institution's internal data formats. 
This conversion process maps institutional terminology to ELM-compliant terms, 
structures achievement data according to ELM schemas, ensures completeness of 
required ELM attributes, and validates that the resulting ELM representation accurately 
reflects the original institutional data. 

Evidence Preservation:  

Throughout the data gathering and conversion process, the issuer generates and 
preserves evidence documenting the credential's provenance and validation. This 
evidence may include audit logs of data access and transformation, cryptographic 
hashes of original source data, timestamps documenting when data was retrieved and 
processed, identifiers linking the credential to institutional records, and attestations 
from the authentic source confirming data accuracy. This evidence supports future 
audits, dispute resolution, and regulatory compliance whilst enabling credential 
verification even if the issuer or authentic source systems change over time. 

Credential Generation with Cryptographic Signatures:  

The issuer generates the credential structure using the prepared ELM-formatted data, 
implementing the Verifiable Credentials Data Model (VCDM) as specified by W3C 
standards and adapted for EUDIW requirements. The credential includes mandatory 
elements such as credential identifier (a unique identifier for this specific credential), 
issuer identifier (DID or other identifier for the issuing institution), issuance date 
(timestamp of credential creation), credential subject (identifier for the learner to whom 
the credential is issued, typically linked to the learner's PID), credential type 
(specification of the credential type, such as "EuropeanHigherEducationDegree"), 
claims/attributes (the substantive educational achievement information in ELM format), 
metadata (such as credential schema references, governance framework identifiers, 
sectoral rulebook compliance indicators), and status list references (pointers to 
revocation and suspension status lists). 
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The issuer signs the complete credential using its private key, creating a cryptographic 
signature that binds the credential contents to the issuer's identity. This signature 
enables future verifiers to confirm that the credential was issued by the stated issuer and 
has not been tampered with since issuance. The issuer may use qualified electronic 
signature mechanisms if issuing as a Qualified EAA Provider (QEAAP), ensuring that the 
credential benefits from the enhanced legal recognition provided to qualified signatures 
under eIDAS 2.0. 

Status List Creation and Publication:  

Critically in the hybrid approach, the issuer creates entries in cryptographic status lists 
that enable future revocation and suspension of the credential. These status lists use 
privacy-preserving mechanisms, typically based on bitstring status lists, that enable 
relying parties to check credential status without revealing to the issuer which specific 
credential is being verified or which relying party is performing the verification. 

The issuer creates a revocation status list entry (a bit position in a revocation bitstring 
that indicates whether this credential has been permanently revoked), and a suspension 
status list entry (a bit position in a suspension bitstring that indicates whether this 
credential is temporarily suspended). Initially, both status indicators are set to "valid" 
(typically represented as 0 in the bitstring). 

The issuer publishes these status lists to Verifiable Data Registries accessible through 
EBSI infrastructure. Publication typically involves cryptographically signing the status 
lists, uploading the signed lists to VDR storage endpoints, and recording status list 
metadata (such as status list identifiers, issuer DID, update timestamps) in VDR indices. 
The credential includes references to these published status lists, enabling future 
verifiers to retrieve current status information. 

This status list infrastructure enables the complete credential lifecycle. If errors are 
discovered after issuance, if qualifications are revoked due to academic misconduct, or 
if credentials must be suspended pending investigation, the issuer can update the status 
lists without requiring any interaction with the learner's wallet or relying parties. Verifiers 
check status lists as part of the verification process (detailed in Annex 12), ensuring that 
revoked or suspended credentials are not accepted even if they remain stored in learner 
wallets. 

Credential Signing with Issuer's Private Key:  

The issuer performs final signing of the complete credential package using its private key. 
This signature covers all credential elements including the ELM-formatted claims, 
metadata, status list references, and the issuer's identity information. The signature 
creates an immutable binding between the credential contents and the issuer's 
cryptographic identity. 
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For qualified credentials (QEAAs), the signing may be performed using hardware security 
modules (HSMs) or qualified signature creation devices (QSCDs) that meet eIDAS 2.0 
requirements for qualified electronic signatures, ensuring that the signature mechanism 
itself meets stringent security requirements. 

Comparison with Pilot1:  

A critical difference in Pilot2/3's implementation of Step 10 compared to Pilot1 is the 
creation and publication of status lists. Pilot1 did not implement status list creation, 
resulting in no technical capability for credential revocation or suspension. Credentials 
issued in Pilot1 scenarios remained valid indefinitely regardless of changes in learner 
status, errors discovered after issuance, or governance requirements for credential 
revocation. The hybrid approach's status list implementation addresses this limitation, 
providing complete credential lifecycle management essential for real-world 
educational credential systems. 

Step 11: EAA Issuance to EUDIW 

Description:  Following credential preparation, the issuer transmits the signed 
Electronic Attestation of Attributes to the learner's EUDI Wallet through the secure 
connection established in Step 6. This transmission represents the actual delivery of the 
credential to the learner. 

Technical Implementation:  The credential is transmitted as a digitally signed data 
structure, typically encoded in JSON or CBOR format according to EUDIW specifications. 
The transmission includes the complete credential with all attributes and metadata, the 
issuer's cryptographic signature, references to status lists for future verification, and any 
additional metadata required for wallet processing such as credential display hints or 
user-facing descriptions. 

Protocol Support:  The transmission typically employs protocols such as OpenID for 
Verifiable Credential Issuance (OID4VCI), which defines standard message formats and 
flows for credential issuance. These protocols include mechanisms for error handling, 
enabling the issuer to communicate any problems with credential generation and 
allowing the wallet to report any issues receiving or processing the credential. 

Credential Reception:  The wallet receives the transmitted credential and performs 
initial validation before presenting it to the learner. This validation includes verifying the 
cryptographic signature using the issuer's public key retrieved during Step 8, confirming 
that the credential structure conforms to expected schemas, checking that the 
credential is addressed to the correct learner (matching the authenticated identity), and 
validating that all required credential elements are present and properly formatted. 

Error Handling:  If credential reception or initial validation fails, the wallet must 
communicate the error to both the learner and the issuer system. Common failures 
include network interruptions during transmission, malformed credential structures due 
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to generation errors, signature verification failures indicating potential tampering, or 
credentials addressed to incorrect subjects due to identity matching errors in Step 4. The 
issuer system should implement retry mechanisms for transient failures whilst logging 
permanent failures for investigation. 

Step 12: Verify Received EAA (VP) 

Description:  Upon receiving the credential, the wallet performs comprehensive 
verification to confirm the credential's authenticity, integrity, and validity before 
presenting it to the learner for acceptance. This verification represents a critical trust 
establishment step from the learner's perspective. 

Verification Steps:  

The wallet performs the following verification procedures: 

Signature Verification: The wallet cryptographically verifies the issuer's signature on the 
credential using the issuer's public key retrieved during issuer verification in Step 8. This 
verification confirms that the credential was indeed created by the verified issuer and 
has not been tampered with during transmission or storage. 

Issuer Identity Confirmation: The wallet confirms that the issuer identifier in the 
credential matches the issuer identity verified in Step 8. This prevents credentials from 
being accepted from unverified issuers even if signatures are technically valid. 

Credential Structure Validation: The wallet validates that the credential conforms to 
expected schemas and data models, including VCDM compliance, ELM format 
validation for educational credentials, and presence of all required attributes and 
metadata. 

Temporal Validity Checks: The wallet verifies that the credential's issuance date is 
reasonable (not in the future, not unreasonably in the past) and that any validity periods 
specified in the credential are current. 

Status List Reference Validation: The wallet confirms that the credential includes proper 
references to revocation and suspension status lists published by the issuer, validating 
that status list URLs are accessible and that status list formats are recognised. 

Credential Binding Verification: The wallet confirms that the credential is properly bound 
to the learner's identity, typically through matching the credential subject identifier with 
the learner's PID in the wallet. 

Verification Presentation:  

The wallet presents verification results to the learner through a Verifiable Presentation 
(VP) that summarises the credential's validation status. The VP indicates whether all 
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verification checks succeeded, highlights any verification warnings or issues, and 
provides confidence indicators similar to those presented in Step 9's trust report. 

Trust Decision:  Based on verification results, the wallet determines whether to present 
the credential to the learner for acceptance or to reject the credential outright. 
Credentials that fail critical verification checks (such as invalid signatures or incorrect 
subject binding) should be rejected automatically without user intervention. Credentials 
with minor warnings (such as non-critical metadata issues) may be presented to the 
learner with appropriate warning indicators. 

Step 13: Learner's EXPLICIT Consent to Accept and Store EAA 

Description:  Following successful credential verification, the wallet presents the 
credential to the learner for explicit acceptance. This represents a critical user 
empowerment and data protection compliance step, ensuring that learners maintain 
control over credentials stored in their wallets. 

Consent Presentation:  

The wallet displays comprehensive information about the credential to support informed 
consent: 

Credential Summary: User-friendly description of the credential type, key attributes, and 
significance. For example: "Bachelor of Science in Computer Engineering, University of 
Bologna, completed June 2024, final grade 108/110." 

Issuer Information: The issuer's identity, trust level from Step 9's report, authorisations 
confirming the issuer's legitimacy, and quality assurance status. 

Credential Contents: Detailed view of all attributes included in the credential, 
supplementary information such as course transcripts or competences, and metadata 
including credential identifiers, issuance date, and status list references. 

Verification Status: Results from Step 12's verification, highlighting successful 
verification checks and indicating any warnings or issues. 

User Rights and Controls: Explanation of the learner's rights regarding the credential, 
including the ability to delete the credential from the wallet at any time, control over 
when and with whom to share the credential, and options for selective disclosure when 
presenting the credential. 

Consent Mechanism:  

The learner provides explicit consent through active confirmation, typically by pressing 
an "Accept" or "Store" button in the wallet interface, providing biometric authentication 
(fingerprint or face recognition), or entering their wallet PIN to authorise the transaction. 
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The learner also has the option to decline the credential, in which case it is not stored in 
the wallet and the transaction is cancelled. 

Critical Timing Distinction:  

In the issuance workflow, consent occurs AFTER the credential has been received and 
verified (Step 13). This timing differs from the verification workflow (detailed in Annex 12), 
where consent occurs BEFORE sharing credentials with relying parties. This distinction 
reflects different trust dynamics: 

In issuance, users need to see what they are receiving before accepting it into their 
wallet. Users may not know the complete contents of credentials before receipt, 
particularly for comprehensive credentials containing multiple attributes. 

In verification, users already possess credentials and can review exactly what will be 
shared before consenting. Users have complete visibility into their credential contents 
and can make informed decisions about disclosure. 

Data Protection Compliance:  

This explicit consent mechanism ensures compliance with GDPR requirements for data 
processing. The learner actively agrees to store personal data in their wallet, 
understanding what information is contained in the credential. The consent is informed 
(based on comprehensive credential display), specific (for this particular credential), and 
freely given (with the option to decline). 

Consent Logging: 

The wallet logs the consent event for the learner's records, creating an audit trail that 
documents when credentials were accepted, which credentials were accepted, and the 
user's explicit confirmation. This logging supports accountability whilst respecting the 
learner's privacy (logs are maintained locally in the wallet, not transmitted to issuers or 
third parties). 

Step 14: Store EAA 

Description:  Following the learner's explicit consent in Step 13, the wallet stores the 
Electronic Attestation of Attributes in secure storage within the EUDI Wallet. This final 
step completes the issuance process, with the learner now possessing a verified, 
cryptographically signed digital credential that can be presented to relying parties as 
needed. 

Secure Storage Implementation:  

The wallet implements secure storage mechanisms that protect credential 
confidentiality, integrity, and availability: 
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Encryption: Credentials are encrypted using strong cryptographic algorithms, with 
encryption keys derived from the wallet's master key or user authentication factors. 
Encryption ensures that credentials cannot be accessed if the device is compromised or 
stolen. 

Integrity Protection: The wallet maintains cryptographic checksums or signatures on 
stored credentials, enabling detection of any unauthorised modifications to credential 
data. 

Access Control: Credential access is protected by the wallet's authentication 
mechanisms, requiring user authentication (biometric or PIN) before credentials can be 
viewed or presented. 

Backup and Recovery: The wallet may implement secure backup mechanisms enabling 
credential recovery if the device is lost or damaged, whilst ensuring that backup 
processes do not compromise credential confidentiality. 

Credential Indexing and Organisation:  

The wallet maintains proper indexing of stored credentials, enabling efficient retrieval 
when credentials need to be presented. Indexing includes organisation by credential 
type (degrees, certificates, professional licences), issuer (grouping credentials from the 
same institution), temporal ordering (sorting by issuance or validity dates), and user-
defined categories (enabling learners to organise credentials according to personal 
preferences). 

Metadata Storage:  

In addition to the credential itself, the wallet stores associated metadata including 
status list references for future verification, issuer information from Step 8's verification, 
trust assessment from Step 9's report, acceptance timestamp and consent log from Step 
13, and display preferences or user annotations. 

Status List References:  

Critically, the wallet stores the references to revocation and suspension status lists 
created during Step 10. These references enable future verification processes to check 
credential status without requiring wallet-to-issuer communication, supporting the 
privacy-preserving disintermediated verification approach detailed in Annex 12. 

Credential Lifecycle Management:  

Stored credentials enter the learner's credential portfolio, where they remain under the 
learner's exclusive control. The learner can view credentials at any time, present 
credentials to relying parties through verification workflows (Annex 12), update 
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credentials if issuers provide credential updates, or delete credentials from the wallet if 
they are no longer needed. 

User Experience: 

Following successful storage, the wallet typically displays a confirmation message to the 
learner, confirming that the credential has been securely stored and is now available for 
use. The wallet may provide suggestions for how to use the credential, such as 
presenting it for employment applications, academic programme admissions, or 
professional registration. 

 

4 CONCLUSION 

The 14-step issuance workflow detailed in this annex represents the technical 
implementation of regulatory frameworks established by eIDAS 2.0 and the specific 
requirements for educational and professional qualifications credentials in the 
European digital identity ecosystem. The workflow ensures secure, privacy-preserving, 
and user-controlled issuance of verifiable credentials, enabling learners to obtain 
trusted digital attestations of their qualifications and competences for use throughout 
Europe and beyond. 

The two-step verification approach combining classical PKI and decentralised PKI with 
DID and Verifiable Data Registries represents the evolution of trust infrastructure, 
providing robust verification through multiple independent methods whilst enabling 
transition to more decentralised and resilient trust models. The complete status list 
management infrastructure created during credential preparation and published to 
VDRs enables future privacy-preserving verification whilst maintaining issuer control 
over credential lifecycle management. 

The transparency provided through confidence and authorisation reporting empowers 
users to make informed decisions about accepting credentials, ensuring that the digital 
credential ecosystem operates with user agency and trust at its core. The explicit 
consent mechanisms implemented at critical decision points ensure compliance with 
data protection regulations whilst respecting learners' autonomy and control over their 
digital identities. 

This issuance workflow, successfully validated through the DC4EU Large Scale Pilot's 
Pilot2/Pilot3 hybrid approach, demonstrates the feasibility of combining proven 
classical trust mechanisms with innovative decentralised infrastructure to address the 
complex governance requirements of European education and professional 
qualification systems. The workflow provides a foundation for large-scale deployment of 
educational digital credentials, supporting the vision of trusted, portable, privacy-
preserving credentials that enable learner mobility, professional recognition, and 
lifelong learning throughout Europe. 
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ANNEX 12 DETAILED VERIFICATION WORKFLOW FOR EDUCATIONAL AND 
PROFESSIONAL CREDENTIALS 

1 Context and Scope 

This annex provides a comprehensive explanation of the verification workflow for 
Electronic Attestations of Attributes (EAAs) in the education and professional 
qualifications sector within the European Digital Identity Wallet (EUDIW) ecosystem. The 
workflow illustrated herein represents the Hybrid Approach (Pilot2/Pilot3)  developed 
and successfully validated during the DC4EU Large Scale Pilot, combining classical 
Public Key Infrastructure (PKI) with decentralised PKI (dPKI) through European 
Blockchain Services Infrastructure (EBSI), enhanced with advanced privacy-preserving 
mechanisms. 

The verification process comprises 15 distinct steps organised into four main phases: 
learner initiation and service access, mutual trust establishment and credential request, 
presentation preparation and sharing, and comprehensive verification with service 
delivery. This workflow demonstrates how learners present credentials from their EUDI 
Wallets to relying parties for various purposes including employment applications, 
academic programme admissions, professional registration, and service access. 

This workflow implements the verification architecture in Chapter 5 and realises Use 
Case 4 from Chapter 6.
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2 Verification Workflow Overview Diagram 

Complete verification workflow for educational and professional credentials, illustrating the 15 steps across four phases: learner initiation and service access (Steps 1-3), mutual trust establishment and 
credential request (Steps 4-9), presentation preparation and sharing (Steps 10-12), and comprehensive verification with service delivery (Steps 13-15). The diagram shows the hybrid approach combining 
classical PKI with decentralised PKI via EBSI infrastructure, emphasising advanced privacy-preserving mechanisms including selective disclosure, disintermediated status checking, and role-based 
restrictions. 

FIGURE 24 COMPLETE VERIFICATION WORKFLOW FOR EDUCATIONAL AND PROFESSIONAL CREDENTIALS 
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3 Pilot Implementation Context 

The DC4EU Large Scale Pilot explored three implementation approaches, with 
verification workflows differing substantially across pilots: 

Pilot1 (Classical PKI Baseline):  Implemented Steps 1-6, 10-12, and 14-15 using 
traditional certificate -based infrastructure. Step 7 performed basic relying party 
verification using only classical PKI mechanisms (X.509 certificates). Step 8 was NOT 
IMPLEMENTEDуno extended hybrid verification of relying party authorisations occurred. 
Step 9 provided basic confidence reporting without detailed authorisation information or 
purpose validation. Step 10 did NOT apply Terms of Use or Embedded Disclosure 
Policies from VDRs, resulting in simple attribute selection without policy-driven selective 
disclosure. Step 13 performed basic cryptographic verification with NO status 
checkingуcredentials could not be verified for revocation or suspension. This baseline 
approach provided fundamental verification capabilities but lacked the governance-
aware authorisation checking and privacy-preserving mechanisms essential for real-
world educational credential systems. 

Pilot2 (Hybrid Approach - Most Successful):  Implemented all Steps 1-15 with 
comprehensive enhancements through the combination of classical PKI and 
decentralised PKI via EBSI. Step 7 performed basic trust checking through classical PKI 
and registry verification. Step 8 implemented extended hybrid verification using DID 
resolution and Information Disclosure mechanisms to verify relying party authorisations 
for specific credential types and purposes. Step 9 provided comprehensive trust 
reporting including confidence levels, specific authorisations, and purpose validation. 
Step 10 applied Terms of Use and Embedded Disclosure Policies retrieved from VDRs, 
enabling sophisticated policy-driven selective disclosure. Step 13 performed complete 
verification including disintermediated status checking through privacy-preserving 
mechanisms, preventing the "home phone call" problem. This hybrid approach proved 
most successful in meeting comprehensive business requirements, particularly for 
cross-border scenarios requiring governance-aware authorisation verification and 
enhanced privacy protection. 

Pilot3 (Parallel Execution):  Executed Pilot1 and Pilot2 approaches in parallel (not as a 
combination), enabling direct comparison and validation of both models within real-
world verification contexts. 

The workflow detailed in this annex represents the Pilot2 hybrid approach, which 
successfully addresses comprehensive business requirements through integration of 
proven classical PKI mechanisms with innovative decentralised trust infrastructure and 
advanced privacy-preserving technologies. 
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Critical Privacy Features Unique to Pilot2/Pilot3 

The hybrid approach introduces several privacy-enhancing mechanisms not available in 
Pilot1: 

Advanced Selective Disclosure (Step 10):  Application of Terms of Use (predefined 
templates for attribute disclosure) and Embedded Disclosure Policies (role-based 
restrictions) retrieved from VDRs enables sophisticated, policy-driven credential 
presentation that respects issuer policies, sectoral governance rules, relying party 
authorisations, and data protection requirements. 

Disintermediated Status Checking (Step 13):  Privacy-preserving verification 
mechanisms prevent the "home phone call" problem where issuers could track when, 
where, and by whom their credentials are being verified. Status verification occurs 
through intermediary services that check issuer-published status lists without revealing 
verification details to issuers. 

Two-Stage RP Verification with Information Disclosure (Steps 7 -8): Extended 
verification validates not just relying party identity but specific authorisations to request 
particular credential types for stated purposes, ensuring credentials are disclosed only 
to appropriately authorised parties. 

These privacy features collectively enable learners to present credentials whilst 
maintaining control over their data and preventing surveillance or tracking of credential 
usage patterns. 

PHASE 1: LEARNER INITIATION AND SERVICE ACCESS 
Step 1: Learner Accesses RP's Service 

Description:  The verification workflow commences when the learner actively accesses 
a relying party's service. The relying party (RP) represents any entity that requires verified 
educational or professional credentials to make decisions or provide services. Common 
examples include employers evaluating job applications, universities assessing 
programme admissions, professional regulatory bodies processing registration 
applications, service providers determining eligibility, and government agencies verifying 
qualifications for licensing purposes. 

Technical Implementation:  The RP's service must be properly configured to support 
EUDIW protocols, implementing necessary interfaces for wallet communication. The 
service interface clearly communicates which credentials are required, why credentials 
are needed (purpose statement), what decisions or services depend on credential 
verification, and how credential data will be processed and protected. 

User Experience: From the learner's perspective, accessing the RP's service typically 
involves navigating to an employment portal, educational institution website, 
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professional registration system, or service access platform; authenticating with the 
service using the RP's existing authentication mechanisms if required; and locating the 
credential verification option, which might be labelled "Verify with Digital Wallet," 
"Present Credentials," or similar terminology. 

Governance Considerations:  The RP must maintain proper service availability and 
accessibility. The service must comply with data protection regulations, providing clear 
privacy notices explaining data processing practices. The service should implement 
appropriate security measures protecting both credential verification processes and 
learner privacy. 

Step 2: EUDIW-Enabled Service Offers eID Means Selection 

Description:  The relying party's service, recognising that credential verification will 
require authenticated wallet interaction, offers the learner options for electronic 
identification. This step enables the learner to select how they will authenticate for the 
credential presentation process. 

Technical Implementation:  The service presents eID means options appropriate to the 
context. These options might include EUDIW+PID (authentication using the learner's 
Person Identification Data from their EUDI Wallet, providing high-assurance 
identification), EUDIW only (authentication through wallet-specific mechanisms without 
requiring PID presentation), or other authentication methods (in some scenarios, 
existing RP authentication may suffice without requiring separate eID means selection). 

User Experience: The learner sees clear options for authentication, typically presented 
as buttons or selections like "Continue with EUDI Wallet," "Use Digital Identity (PID)," or 
similar interface elements. The service explains what each authentication option entails 
and which option is recommended for the current context. The learner selects their 
preferred authentication method. 

Regulatory Compliance:  The eID means offered must comply with eIDAS 2.0 
requirements for relying party authentication. The authentication mechanisms must 
provide sufficient Level of Assurance for the verification context. For high-stakes 
decisions (employment, professional registration), higher LoA authentication may be 
required. 

Step 3: Challenge to Start EUDIW Engagement Phase 

Description:  Following the learner's authentication method selection, the relying party's 
service initiates the EUDIW engagement phase by presenting a challenge that enables 
the learner's wallet to establish secure communication with the RP system. This 
challenge typically takes the form of a QR code displayed on the RP's service interface, 
though alternative mechanisms such as deep links or near-field communication (NFC) 
may also be supported. 
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Technical Implementation:  The challenge contains cryptographically generated 
session information enabling secure wallet-RP communication. The challenge typically 
includes the RP's verification endpoint URL where the wallet should connect, a session 
identifier linking the wallet connection to the authenticated web session, cryptographic 
material for establishing a secure communication channel, and metadata about the 
credential request including required credential types, specific attributes requested, 
and the purpose for which credentials are being requested. 

User Experience: The learner scans the QR code using their EUDIW application. The 
wallet decodes the challenge, extracts connection and request information, and initiates 
secure communication with the RP's verification endpoint. From the learner's 
perspective, this is typically seamless, requiring only QR code scanning and wallet 
response. 

Security Considerations:  The challenge must be generated using cryptographically 
secure random number generation to prevent session hijacking. The challenge should 
include timestamp information and expire after a reasonable period (typically several 
minutes) to prevent replay attacks. The RP must validate that the wallet connecting is 
associated with the same authenticated session that generated the challenge, 
preventing session fixation or man-in-the-middle attacks. 

PHASE 2: MUTUAL TRUST ESTABLISHMENT AND CREDENTIAL REQUEST 
Step 4: Secure Connection with EUDIW 

Description:  The wallet establishes a secure, encrypted connection with the relying 
party's service using information provided in the challenge. This connection ensures that 
all subsequent communication between wallet and RP is protected from eavesdropping, 
tampering, and other security threats. 

Technical Implementation:  The secure connection typically employs transport layer 
security (TLS) with mutual authentication. The RP authenticates itself to the wallet using 
server certificates, allowing the wallet to verify connection to the legitimate relying party. 
The wallet may also authenticate itself to the RP using wallet-specific credentials or the 
session identifier from the challenge. The connection uses strong encryption algorithms 
(such as AES-256-GCM for symmetric encryption and RSA-4096 or ECC-P384 for 
asymmetric encryption) to protect data in transit. 

Protocol Support:  The connection implements EUDIW-specific protocols for credential 
presentation, which may be based on standards such as OpenID for Verifiable 
Presentations (OID4VP). These protocols define message formats, authentication flows, 
error handling, and timeout management for credential presentation interactions. 

Connection Management:  The secure connection remains active throughout the 
verification process, enabling multiple round-trip communications between wallet and 
RP. The connection should implement appropriate timeout mechanisms to handle 
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network interruptions or abandoned sessions. Connection state must be maintained to 
correlate subsequent messages with the authenticated session. 

Step 5: RP Verifies Valid EUDIW 

Description:  Before requesting credentials, the relying party verifies that it is 
communicating with a valid, trustworthy EUDI Wallet. This verification ensures that the 
RP receives credentials only from wallets that meet security and technical requirements 
specified in the EUDIW framework, preventing credential presentation from 
compromised or fraudulent wallet implementations. 

Technical Implementation:  Wallet verification may include checking wallet 
attestations that demonstrate the wallet was issued by a trusted wallet provider 
authorised under eIDAS 2.0 or national frameworks; verifying that the wallet software has 
not been tampered with through code integrity checks or attestation mechanisms; 
confirming that the wallet meets required security levels such as cryptographic key 
protection in hardware security modules or secure enclaves; and validating that the 
wallet is registered in appropriate trust registries maintained by Member States, the 
European Commission, or other recognised authorities. 

Trust Framework:  The verification process relies on the EUDIW trust framework, which 
establishes requirements for wallet providers and mechanisms for demonstrating wallet 
trustworthiness. Trusted wallet providers issue attestations to wallet instances, which 
can be verified by relying parties to confirm wallet validity. These attestations may 
employ device attestation technologies (such as Android SafetyNet or Apple 
DeviceCheck), cryptographic proofs of wallet integrity, or digital signatures from trusted 
wallet providers. 

Risk Management: If wallet verification fails, the RP must decline to proceed with 
credential request, as accepting credentials from unverified wallets could compromise 
the security and reliability of the verification process. The RP should log verification 
failures for security monitoring purposes and may provide feedback to the learner 
explaining why verification failed (such as outdated wallet software, unrecognised wallet 
provider, or failed integrity checks) with guidance on remediation. 

Step 6: Request PID/EAA Presentation to EUDIW 

Description:  Following successful wallet verification, the relying party formulates and 
transmits a credential presentation request to the learner's EUDI Wallet. This request 
specifies which credentials the RP needs to verify and, critically, why the credentials are 
being requested. 

Request Components:  

The credential presentation request includes several essential elements: 
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Credential Types: Specification of required credential types using standard identifiers. 
For example, "EuropeanHigherEducationDegree" for academic qualifications, 
"ProfessionalCertification" for professional credentials, or "PersonIdentificationData" 
for identity attributes. 

Required Attributes: Detailed specification of which attributes within the credentials are 
needed. Rather than requesting entire credentials, the RP specifies only necessary 
attributes, implementing data minimisation principles. For example, for employment 
verification, the RP might request degree level, field of study, and completion date 
without requesting full transcripts or grades. 

Purpose Statement: Clear, human-readable explanation of why credentials are being 
requested. For example, "To verify your eligibility for the Software Engineer position," "To 
assess your application for admission to the Master's programme in Computer Science," 
or "To process your registration as a qualified professional engineer." 

Use Constraints: Specification of how the RP will use received credential data, aligned 
with data protection requirements. This includes retention periods, processing 
purposes, and disclosure limitations. 

Presentation Requirements: Technical requirements for how credentials should be 
presented, including preferred formats (such as W3C Verifiable Presentations or ISO 
mDL), signature algorithms, and any additional cryptographic proofs required. 

Technical Implementation:  The credential request is formatted according to EUDIW 
protocols, typically as a structured message (JSON or CBOR) containing all request 
components. The request is transmitted through the secure connection established in 
Step 4. The request may include cryptographic challenges or nonces that the wallet must 
include in its response, binding the presentation to the specific request and preventing 
replay attacks. 

Selective Disclosure Hints:  The request may include selective disclosure hints 
suggesting which attributes are most relevant whilst leaving final disclosure decisions to 
the learner. These hints guide the wallet's presentation preparation (Step 10) but do not 
override learner control or governance policies. 

Regulatory Compliance:  The credential request must comply with data protection 
regulations, particularly GDPR requirements for purpose limitation, data minimisation, 
and transparency. The purpose statement must be specific and legitimate, enabling 
meaningful consent. Requested attributes must be necessary for the stated purpose, 
avoiding over-collection of personal data. 

Step 7: EUDIW Verifies RP as Trusted RP - BASIC VERIFICATION 

Description:  Upon receiving the credential request, the wallet performs basic 
verification of the relying party's trustworthiness before proceeding. This step provides 
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foundational trust in the RP's identity and legitimacy, laying the groundwork for extended 
verification in Step 8. 

Basic Verification Components:  

Classical PKI Verification:  The wallet performs traditional certificate-based verification 
of the RP's identity, similar to issuer verification in the issuance workflow. The wallet 
retrieves the RP's X.509 certificate, which identifies the RP as a legal entity and is typically 
issued by a qualified or recognised certificate authority. The wallet validates the 
certificate chain, ensuring the certificate was issued by a trusted certificate authority 
whose root certificate is present in the wallet's trust store. The wallet checks the 
certificate's validity period, confirming the certificate has not expired and was valid at the 
time of the request. The wallet consults Certificate Revocation Lists (CRLs) or uses the 
Online Certificate Status Protocol (OCSP) to verify that the certificate has not been 
revoked. 

This classical PKI verification provides robust assurance that the requesting entity is the 
legal entity identified in the certificate. For example, the wallet can confirm with high 
confidence that the credential request came from "Acme Corporation" rather than an 
imposter. 

Registry Verification:  In addition to classical PKI, the wallet may check the RP's 
registration in relevant trust registries or business registries. For employment scenarios, 
the wallet might verify the RP is a registered legal entity in good standing. For educational 
scenarios, the wallet might verify the RP is a recognised educational institution. For 
professional registration scenarios, the wallet might verify the RP is an authorised 
regulatory body. 

Trust Infrastructure Validation:  The wallet confirms that the RP's credentials and 
registrations are valid within the relevant trust infrastructure. This may include checking 
that the RP's certificate authority is properly authorised under eIDAS 2.0, validating that 
the RP appears in appropriate trust lists maintained by Member States or the European 
Commission, and confirming that the RP's legal entity status is current and valid. 

Preliminary Trust Decision:  Based on basic verification, the wallet makes a preliminary 
trust decision about whether to proceed with the credential request. If basic verification 
fails (invalid certificate, revoked credentials, unrecognised entity), the wallet should 
refuse the credential request and inform the learner that the requesting party could not 
be verified. If basic verification succeeds, the wallet proceeds to extended verification in 
Step 8. 

Comparison with Pilot1:  Pilot1 implemented only this basic verification step, providing 
strong identity assurance but no automated verification of credential request 
authorisations. Learners in Pilot1 scenarios had to rely on RP identity alone without 
technical validation of whether the RP was authorised to request specific credential 
types for specific purposes. 
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Step 8: Extended RP Verification - HYBRID APPROACH 

Description:  Building upon the basic verification performed in Step 7, the wallet 
performs extended hybrid verification to confirm that the relying party is specifically 
authorised to request the particular credential types for the stated purpose. This 
extended verification represents a critical advancement in the hybrid approach, enabling 
governance-aware, purpose-specific authorisation checking through decentralised PKI 
mechanisms. 

Extended Verification Components:  

DID Resolution via VDRs/EBSI: The wallet retrieves the RP's Decentralised Identifier 
(DID) document from Verifiable Data Registries accessible through EBSI infrastructure. 
The DID document contains the RP's public keys, service endpoints, and crucially, 
references to authorisation information stored in VDRs. This decentralised approach 
enables verification without requiring direct communication with centralised authorities. 

Information Disclosure Mechanism Validation:  The wallet validates that Information 
Disclosure policies exist for the requested credential types and the RP's role. These 
policies, stored in VDRs, specify which types of relying parties may request which 
credential types for which purposes. Information Disclosure mechanisms implement 
governance frameworks specific to education and professional qualifications, encoding 
sectoral rules about credential disclosure in machine-readable formats. 

The wallet checks the RP's authorisation to request THIS specific EAA type (e.g., verifying 
an employer is authorised to request educational credentials for employment purposes, 
or confirming a university is authorised to request prior qualifications for admissions 
assessment). The wallet validates the stated purpose against permitted purposes in 
Information Disclosure policies, ensuring the RP's purpose statement aligns with 
governance-approved uses. The wallet confirms domain governance rules are satisfied 
(e.g., professional regulatory bodies must be properly authorised to request professional 
credentials, educational institutions must be accredited to request credentials for credit 
recognition). 

Sectoral Authorisation Checking:  For education and professional qualifications, 
extended verification includes checking sector-specific authorisations that may be 
stored in VDRs. For educational relying parties (universities, schools), the wallet verifies 
recognition as legitimate educational institutions, authorisation to participate in credit 
recognition or degree acknowledgement processes, and quality assurance status 
ensuring the institution meets appropriate standards. For professional regulatory relying 
parties, the wallet verifies authorisation as official regulatory bodies for specific 
professions, legal mandate to request credentials for registration or licensing purposes, 
and compliance with professional standards frameworks. For employment relying 
parties, the wallet verifies the entity's legal status as an employer, appropriate data 
protection registrations enabling credential processing, and adherence to employment 
verification frameworks. 
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Embedded Disclosure Policy Checking:  The wallet retrieves and validates Embedded 
Disclosure Policies from VDRs. These policies define role-based restrictions on 
credential disclosure, specifying which attributes may be disclosed to relying parties 
based on their verified roles and authorisations. Embedded Disclosure Policies 
implement fine-grained access control, ensuring that even if an RP is generally 
authorised to request credentials, disclosure is limited to attributes appropriate for the 
RP's specific role and purpose. 

Data Protection Compliance Validation:  Extended verification includes confirming that 
the RP meets data protection requirements for credential processing. The wallet checks 
that the RP has appropriate legal bases for processing credential data under GDPR, that 
the RP's purpose statement complies with purpose limitation principles, and that 
requested attributes are necessary and proportionate for the stated purpose, 
implementing data minimisation. 

Hybrid Verification Integration:  

The wallet integrates results from both basic verification (Step 7) and extended 
verification (Step 8). Classical PKI provides strong assurance of legal entity identity: "This 
is definitely Acme Corporation." Decentralised PKI via VDRs provides governance-aware 
authorisation verification: "Acme Corporation is authorised by the relevant labour 
authority to request educational credentials for employment verification purposes, and 
Information Disclosure policies permit employers to request degree level, field of study, 
and completion date for this purpose." 

Both verification dimensions must succeed for the wallet to trust the RP with credential 
presentation. If basic verification succeeds but extended verification fails, the wallet 
knows the legal entity's identity but confirms the entity lacks appropriate authorisation 
to request the specific credential types or that the purpose statement does not align with 
permitted uses. If extended verification succeeds but basic verification fails, there may 
be authorisation records but no reliable confirmation of legal entity identity. 

Comparison with Pilot1:  This extended hybrid verification was NOT IMPLEMENTED in 
Pilot1. Learners in Pilot1 scenarios received only basic identity verification without 
automated checking of credential request authorisations or purpose validation. The 
hybrid approach's extended verification enables fine-grained, governance-aware trust 
decisions that classical PKI alone cannot provide. 

Step 9: Wallet Reports to Learner 

Description:  Following the comprehensive two-stage verification performed in Steps 7-
8, the wallet presents a detailed trust and authorisation report to the learner. This 
transparency represents a critical user empowerment mechanism, enabling informed 
decision-making before credential disclosure. 

Trust Report Contents:  
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The wallet displays comprehensive information to support informed consent: 

Relying Party Identity and Legal Entity Details: Verified through classical PKI in Step 7, 
including the legal name of the requesting organisation, registered address and 
jurisdiction, certificate authority that verified the RP's identity, and certificate validity 
period. 

Confidence Level Score: Based on the two-stage hybrid verification process (Steps 7-8), 
typically presented as a visual indicator (such as trust badges, colour coding, or 
percentage scores) summarising overall confidence in the RP. A high confidence level 
indicates successful verification through both classical PKI and dPKI with current 
authorisations and compliance. A medium confidence level might indicate successful 
identity verification but limited authorisation information or governance status. A low 
confidence level indicates verification issues warranting caution. 

Specific Authorisation for Requested EAA Type: Retrieved from VDRs during extended 
verification in Step 8, detailing which credentials this RP is authorised to request, the 
governance bodies that granted these authorisations, the purposes for which the RP may 
request credentials, and the validity period of these authorisations. 

Trust Anchor or Accreditation Body Details: Identification of authorities that verified the 
RP's authorisations, such as labour authorities authorising employment credential 
verification, educational authorities authorising academic credential recognition, 
professional regulatory authorities authorising licensing credential requests, or data 
protection authorities confirming GDPR compliance. 

Sectoral Authorisations and Memberships: If applicable, information about the RP's 
sector-specific authorisations or memberships, such as quality assurance agency 
accreditation for educational institutions, professional association memberships for 
regulatory bodies, or industry certification body recognition for employers. 

Critical Decision-Support Information: Most importantly, the wallet presents what 
specific attributes the RP is requesting, enabling the learner to understand exactly what 
information will be disclosed. The wallet displays which credentials will be used (e.g., 
"Bachelor's Degree in Computer Science, University of Bologna, 2024"), which specific 
attributes will be shared (e.g., "Degree level, field of study, completion date, institution 
name"), and what information will remain private (e.g., "Course grades, transcripts, 
personal contact information"). 

User Experience: The trust report is presented in user-friendly language appropriate for 
learners who may not possess technical expertise. Visual indicators (trust badges, 
colour coding, iconography) supplement textual information. The wallet provides 
contextual help explaining the meaning of different trust indicators and authorisations. 
The presentation is structured to guide the learner's attention to the most critical 
decision factors: RP identity, purpose statement, requested attributes, and 
authorisation status. 
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Decision Support:  The trust report enables the learner to make informed decisions 
about whether to present credentials. Learners can distinguish between appropriately 
authorised relying parties (employers with proper authorisation to verify educational 
credentials for stated job positions) and potentially problematic requesters (entities 
claiming authority to request credentials without proper authorisations, or entities 
requesting more information than necessary for stated purposes). For cross-border 
scenarios, learners unfamiliar with foreign organisations can rely on authorisations from 
recognised authorities rather than organisational reputation alone. 

Informed Consent Enablement:  The trust report directly supports the informed consent 
process that follows in Step 11. By providing comprehensive trust and authorisation 
information alongside details of what will be disclosed, the wallet enables learners to 
provide meaningful consent based on full understanding of the credential request, the 
requesting party's identity and authorisations, and the specific information that will be 
shared. 

Comparison with Pilot1:  Pilot1 provided basic confidence reporting indicating whether 
the RP's certificate was valid but did not include detailed authorisation information, 
purpose validation, or Information Disclosure policy compliance. Learners in Pilot1 
scenarios received less comprehensive trust information, potentially hampering 
informed decision-making, particularly when evaluating credential requests from 
unfamiliar organisations or for novel purposes. 

PHASE 3: PRESENTATION PREPARATION AND SHARING 
Step 10: Prepare Verifiable Presentation 

Description:  Following the trust reporting in Step 9 and before requesting user consent 
in Step 11, the wallet prepares a Verifiable Presentation containing only the requested 
and authorised attributes. This preparation implements advanced privacy-preserving 
mechanisms that respect issuer policies, sectoral governance rules, relying party 
authorisations, and data protection requirements. Critically, this preparation occurs 
BEFORE consent, enabling the learner to review exactly what will be shared. 

Advanced Selective Disclosure Implementation:  

The presentation preparation process implements sophisticated selective disclosure 
that goes far beyond simple attribute filtering: 

Terms of Use Application:  The wallet retrieves Terms of Use from Verifiable Data 
Registries for the credentials being presented. Terms of Use contain predefined selective 
disclosure templates and profiles created by credential issuers that specify how 
credentials may be disclosed in different contexts. These templates may define which 
attributes may be disclosed for employment verification purposes, which attributes may 
be disclosed for academic programme admission assessment, which attributes may be 
disclosed for professional registration purposes, and which attributes must be protected 
even when credentials are presented. 
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Terms of Use implement issuer-defined policies ensuring that credential disclosure 
aligns with the issuer's governance requirements and data protection obligations. For 
example, an educational institution issuing degree credentials might specify through 
Terms of Use that employment verifiers may receive degree level, field of study, and 
completion date, but not detailed course grades or transcripts unless specifically 
authorised. 

Embedded Disclosure Policies Application:  The wallet retrieves Embedded Disclosure 
Policies from VDRs for the requesting relying party's verified role. Embedded Disclosure 
Policies implement role-based restrictions ensuring that attributes are disclosed only in 
accordance with the RP's authorisations and the governance frameworks applicable to 
this verification context. 

Embedded Disclosure Policies encode sectoral governance rules in machine-readable 
formats. For example, policies might specify that employers verified as recruiting for 
engineering positions may receive engineering-specific competences and qualifications, 
but not unrelated educational achievements. Policies might specify that educational 
institutions verified for credit recognition may receive detailed course transcripts and 
learning outcomes, but employers may not. Policies might specify that professional 
regulatory bodies verified for licensing purposes may receive complete professional 
qualification details, but general service providers may receive only confirmation of 
qualification validity. 

Attribute Selection with Policy Compliance:  Based on the RP's request from Step 6, 
the authorisation verification from Steps 7-8, retrieved Terms of Use, and applicable 
Embedded Disclosure Policies, the wallet performs intelligent attribute selection. The 
wallet selects appropriate credentials from the learner's wallet that satisfy the RP's 
request. The wallet extracts only specific attributes that were requested by the RP, that 
the RP is authorised to receive according to Information Disclosure mechanisms verified 
in Step 8, that comply with Terms of Use defined by credential issuers, that align with 
Embedded Disclosure Policies applicable to the RP's verified role, and that satisfy data 
minimisation principles by excluding unnecessary personal information. 

Cryptographic Presentation Construction:  The wallet constructs a Verifiable 
Presentation that cryptographically binds the selected attributes to the learner whilst 
protecting privacy. The presentation includes cryptographic proofs demonstrating the 
learner controls the wallet containing these credentials (typically through challenge-
response mechanisms or zero-knowledge proofs), signatures binding the presentation 
to the specific verification request and preventing credential replay to other relying 
parties, presentation metadata such as timestamps, purpose statements echoing the 
RP's request, and presentation identifiers enabling audit trails whilst protecting learner 
privacy. 

Privacy-Preserving Techniques:  The presentation preparation may employ advanced 
cryptographic techniques for enhanced privacy. These techniques include selective 
disclosure with cryptographic commitments enabling verification of specific attributes 
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without revealing other credential contents, zero-knowledge proofs enabling 
demonstration of attribute properties (such as "degree completion date is before January 
2024") without revealing exact values, attribute aggregation combining attributes from 
mult iple credentials without revealing source credential identities, and 
pseudonymisation using consistent pseudonyms across presentations to the same RP 
whilst preventing cross-RP correlation. 

Presentation Preview for User Review:  Critically, following presentation preparation, 
the wallet displays a comprehensive preview to the learner showing exactly what will be 
disclosed if consent is granted. This preview includes which credentials will be used 
(e.g., "Bachelor of Science in Computer Engineering, University of Bologna, 2024"), which 
specific attributes will be shared with exact values (e.g., "Degree Level: Bachelor, Field 
of Study: Computer Engineering, Completion Date: June 2024, Institution: University of 
Bologna"), what information will remain private (e.g., "Course grades, detailed 
transcripts, student identification number, personal contact information"), which 
policies governed the attribute selection (e.g., "Terms of Use: Employment Verification 
Profile, Embedded Disclosure Policy: Employer - Engineering Position"), and what 
cryptographic proofs will be included (e.g., "Proof of wallet possession, Presentation 
timestamp, Purpose: Employment verification for Software Engineer position"). 

Comparison with Pilot1:  Pilot1 implemented basic attribute selection but did NOT apply 
Terms of Use or Embedded Disclosure Policies from VDRs. Attribute selection in Pilot1 
scenarios was limited to simple filtering based on the RP's request without sophisticated 
policy-driven selective disclosure. This meant Pilot1 could not accommodate complex 
governance requirements for context-dependent disclosure or enforce issuer-defined 
disclosure policies automatically. 

Step 11: Learner's EXPLICIT Consent to SHARE 

Description:  Following presentation preparation and preview in Step 10, the learner 
provides explicit consent to share the prepared Verifiable Presentation with the relying 
party. This represents a critical user empowerment and data protection compliance 
step, ensuring learners maintain control over credential disclosure. 

Consent Presentation:  

The wallet displays comprehensive information supporting informed consent: 

Relying Party Information: The RP's verified identity and confidence level from Step 9's 
trust report, the RP's specific authorisation status for the requested EAA, trust anchors 
that verified the RP's authorisations, and the RP's stated purpose for requesting 
credentials. 

Disclosure Preview: Detailed view of exactly what will be shared, drawn from the 
presentation prepared in Step 10. The preview shows which credentials will be used, 
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which specific attributes will be disclosed with their actual values, what information will 
remain private and not be shared, and which policies governed the selective disclosure. 

User Rights and Controls: Explanation of the learner's rights regarding credential 
disclosure, including the ability to decline this presentation without affecting stored 
credentials, control over future presentations to this or other relying parties, rights under 
GDPR including access, rectification, and erasure rights regarding how the RP will 
process disclosed data, and options for revoking consent or disputing credential misuse. 

Purpose and Use Statement: Clear explanation of how the RP will use disclosed 
information, how long the RP will retain credential data, whether the RP will share data 
with third parties, and the learner's rights regarding data processing. 

Consent Mechanism:  

The learner provides explicit consent through active confirmation, typically by pressing a 
"Share" or "Allow" button in the wallet interface, providing biometric authentication 
(fingerprint or face recognition) to authorise the disclosure, or entering their wallet PIN to 
confirm the transaction. The learner also has the option to decline the credential 
request, in which case the presentation is not shared, the verification transaction is 
cancelled, and the wallet may return to the RP indicating that consent was declined. 

Critical Timing Distinction:  

In the verification workflow, consent occurs BEFORE sharing credentials (Step 11), 
whereas in the issuance workflow (Annex 11), consent occurs AFTER receiving 
credentials (Step 13). This timing distinction reflects different trust dynamics and 
information asymmetries: 

In verification, users already possess credentials and have complete visibility into 
credential contents. The presentation prepared in Step 10 shows exactly what will be 
shared before consent is requested. Users can make fully informed decisions about 
disclosure because they know precisely what information they control and what will be 
revealed. 

In issuance, users need to receive and examine credentials before deciding whether to 
accept them into their wallets. Users may not know complete credential contents before 
receipt, particularly for comprehensive credentials containing multiple attributes or 
complex structures. Consent after receipt enables users to review credentials 
thoroughly before committing to store them. 

Both consent placements support informed, meaningful consent appropriate to their 
respective contexts whilst ensuring user control over credential lifecycle. 

Data Protection Compliance:  
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This explicit consent mechanism ensures compliance with GDPR requirements for 
lawful data processing. The learner actively agrees to disclose personal data to the 
relying party, understanding what information will be disclosed, why the RP needs the 
information (purpose), how the RP will process the data (processing activities), and how 
long the RP will retain the data (retention period). The consent is informed (based on 
comprehensive disclosure preview and trust report), specific (for this particular 
credential presentation to this particular relying party for this particular purpose), freely 
given (with clear option to decline without negative consequences), and unambiguous 
(requiring active confirmation rather than passive acceptance). 

Consent Logging: 

The wallet logs the consent event for the learner's records, creating an audit trail 
documenting when credentials were disclosed, to which relying party credentials were 
presented, what attributes were disclosed, what purpose was stated, and the user's 
explicit confirmation. This logging supports accountability and enables learners to 
review their disclosure history whilst respecting privacy (logs are maintained locally in 
the wallet, not transmitted to external parties unless required for dispute resolution). 

Step 12: Share VP 

Description:  Following the learner's explicit consent in Step 11, the wallet transmits the 
prepared Verifiable Presentation to the relying party through the secure connection 
established in Step 4. This transmission represents the actual disclosure of credential 
information to the RP for verification. 

Technical Implementation:  The Verifiable Presentation is transmitted as a 
cryptographically signed data structure, typically encoded in JSON or CBOR format 
according to EUDIW specifications. The transmission includes the complete 
presentation with selected attributes and metadata, cryptographic proofs of wallet 
possession and presentation integrity, references to status lists for credential validity 
checking, presentation timestamps and purpose statements binding the presentation to 
the specific request, and any additional metadata required for RP processing such as 
presentation identifiers or chain-of-custody information. 

Protocol Support:  The transmission typically employs protocols such as OpenID for 
Verifiable Presentations (OID4VP), which define standard message formats and flows for 
credential presentation. These protocols include mechanisms for error handling, 
enabling the wallet to report transmission problems, allowing the RP to communicate 
reception issues, providing acknowledgement of successful presentation receipt, and 
maintaining session state across multi-step interactions. 

Transmission Security:  The presentation transmission benefits from multiple security 
layers. Transport-level security through TLS encryption protects data in transit from 
eavesdropping. Presentation-level cryptographic signatures prevent tampering with 
presentation contents. Binding to the specific verification request through challenge-
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response or nonce mechanisms prevents presentation replay to other relying parties. 
Timestamp inclusion enables detection of stale presentations and prevents indefinite 
credential reuse. 

RP Reception and Initial Processing:  The relying party receives the transmitted 
presentation and performs initial processing before detailed verification in Step 13. Initial 
processing includes confirming presentation receipt and logging reception for audit 
purposes, validating that the presentation structure conforms to expected formats and 
schemas, extracting presented attributes and metadata for subsequent verification, and 
acknowledging receipt to the wallet (enabling the wallet to inform the learner that 
presentation was successfully delivered). 

Error Handling:  If presentation transmission or initial processing fails, the wallet and RP 
must handle errors gracefully. Common failures include network interruptions during 
transmission requiring retry mechanisms, malformed presentation structures indicating 
preparation errors, presentation addressing mismatches where the presentation was 
intended for a different relying party, or session timeouts requiring credential request 
renewal. The wallet should inform the learner of transmission problems and provide 
options for retry or cancellation. The RP should log reception errors for troubleshooting 
whilst protecting learner privacy. 

 

PHASE 4: VERIFICATION AND SERVICE DELIVERY 
Step 13: Verify VP - EXTENDED VERIFICATION 

Description:  Following presentation reception in Step 12, the relying party performs 
comprehensive extended verification to confirm the presented credentials are authentic, 
valid, trustworthy, and meet the RP's requirements. This extensive verification process 
represents the technical culmination of the verification workflow, determining whether 
credentials can be trusted for decision-making. 

Cryptographic Verification:  

The RP performs fundamental cryptographic checks ensuring presentation integrity and 
authenticity:  

Presentation Signature Validation:  The RP validates the wallet's signature on the 
Verifiable Presentation using the wallet's public key. This confirms the presentation was 
created by the wallet that established the secure connection in Step 4 and has not been 
tampered with during transmission. 

Credential Signature Verification:  For each credential included in the presentation, the 
RP verifies the issuer's cryptographic signature. The RP retrieves issuer public keys from 
trust infrastructure (classical PKI certificates or DID documents from VDRs). The RP 
validates signatures using retrieved public keys, confirming credentials were issued by 
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claimed issuers. The RP confirms that public keys are valid by checking certificate 
validity periods and revocation status. The RP validates the entire signature chain from 
credentials through intermediate certificates to trusted root certificates. 

Cryptographic Proof Verification:  The RP verifies cryptographic proofs included in the 
presentation, such as proofs of wallet possession demonstrating the presenting wallet 
controls the private keys associated with presented credentials, zero-knowledge proofs 
(if used) demonstrating attribute properties without revealing unnecessary details, and 
challenge-response mechanisms binding the presentation to the specific verification 
request. 

Issuer Verification:  

The RP confirms that credentials were issued by authorised and trusted issuers: 

Issuer Registration Checking:  The RP checks issuer registrations in trust infrastructure, 
confirming issuers are registered as legitimate credential providers in relevant trust 
registries maintained by Member States, the European Commission, or sectoral 
authorities. The RP verifies issuers possess appropriate accreditations for credential 
types they issued (such as quality assurance agency accreditation for educational 
institutions issuing degree credentials, professional body authorisation for organisations 
issuing professional certifications). 

Issuer Authorisation Verification:  The RP validates that issuers were authorised to 
issue the specific credential types presented. This verification leverages the same VDR-
based authorisation checking used in issuance workflows (Annex 11, Step 8), confirming 
issuers held valid authorisations at credential issuance time. The RP checks quality 
assurance frameworks ensuring issuers comply with relevant quality standards (such as 
EQAR registration for European higher education institutions, professional standards 
compliance for professional qualification issuers). 

Attribute Verification:  

The RP validates that presented attributes are authentic and meet requirements: 

Attribute Authenticity:  The RP confirms attributes are covered by issuer signatures and 
have not been modified since issuance. Cryptographic signature verification inherently 
confirms attribute integrity. 

Schema Compliance:  The RP validates that attributes conform to expected schemas 
and data formats. For educational credentials, this includes verifying European Learning 
Model (ELM) compliance, confirming credential structures match expected schemas for 
specific credential types, and validating that attribute values use appropriate 
vocabularies and code lists. 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Unionôs Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

275 

Attribute Reasonableness:  The RP performs sanity checks on attribute values, ensuring 
values are reasonable and consistent (such as confirming completion dates are in the 
past, not future; degree levels align with typical educational pathways; professional 
qualifications are appropriate for stated roles). 

Policy Compliance Checking:  

The RP verifies that the presentation complies with applicable policies: 

RP Verification Policy Compliance:  The RP confirms the presentation meets its own 
verification policies, including that all required attributes are present (the RP requested 
degree level, field of study, and completion date; all three are included), that attribute 
values satisfy minimum requirements (such as minimum qualification levels for job 
positions, prerequisite courses for programme admission, required competences for 
professional registration), and that temporal constraints are satisfied (such as recent 
graduation requirements, current certification validity). 

Information Disclosure Policy Compliance:  The RP verifies that disclosed attributes 
align with Information Disclosure policies retrieved from VDRs during Step 8. This 
confirms that Terms of Use were properly applied, ensuring disclosed attributes match 
issuer-defined templates for this verification context, and that Embedded Disclosure 
Policies were respected, ensuring role-based restrictions were honoured according to 
the RP's verified authorisations. 

Data Protection Compliance:  The RP confirms the presentation implements data 
minimisation, containing only attributes necessary for the stated purpose, and does not 
include excessive personal information beyond what was requested or authorised. 

Disintermediated Status Checking - "Home Phone Call" Prevention:  

Critically, the RP checks credentials' revocation and suspension status through privacy-
preserving disintermediated mechanisms: 

The "Home Phone Call" Problem:  In traditional credential systems, relying parties verify 
credential status by directly contacting issuers ("calling home"). This creates significant 
privacy and tracking risks. When an RP contacts an issuer to verify a specific credential, 
the issuer learns which holder is presenting the credential (potentially through credential 
identifiers or timestamps), to which relying party the credential is being presented 
(through caller identification or request context), when the credential is being presented 
(enabling temporal tracking), and for what purpose the credential is being used (through 
request metadata or subsequent queries). 

This "home phone call" enables issuers to build comprehensive profiles of credential 
usage patterns, tracking where holders seek employment, which programmes they apply 
to, when they engage with services, and which opportunities they pursue. Such tracking 
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fundamentally undermines the privacy and autonomy that digital credentials should 
provide, creating surveillance risks disproportionate to status verification needs. 

Disintermediated Status Verification Solution:  The hybrid approach (Pilot2/Pilot3) 
solves the "home phone call" problem through privacy-preserving disintermediated 
status checking implemented via Verifiable Data Registries and EBSI infrastructure: 

Status List Publication:  During credential issuance (Annex 11, Step 10), issuers create 
and publish status lists to VDRs. Status lists use privacy-preserving formats, typically 
bitstring status lists where each credential is assigned a bit position. A bit value of 0 
indicates "valid," whilst 1 indicates "revoked" or "suspended." 

Disintermediate Status Proxy:  Rather than contacting issuers directly, RPs retrieve 
status lists from intermediary services (disintermediate status proxies) provided through 
EBSI infrastructure. These proxies serve published status lists without revealing to 
issuers which specific credentials are being verified. 

Privacy-Preserving Verification:  The RP retrieves the relevant status list from the 
disintermediate proxy, extracts the bit at the credential's assigned position, and 
interprets the bit value to determine credential status (valid, revoked, or suspended). 
Critically, this verification occurs without the issuer learning which credential was 
checked, which holder presented the credential, which relying party performed 
verification, when verification occurred (beyond status list retrieval patterns), or for what 
purpose the credential was used. 

Cryptographic Status List Integrity:  Status lists published to VDRs are 
cryptographically signed by issuers, enabling RPs to verify status list authenticity and 
integrity. The RP confirms status lists were created by legitimate issuers, have not been 
tampered with since publication, and are current (within acceptable update intervals, 
typically hours or days depending on governance requirements). 

Comparison with Pilot1:  Pilot1 did NOT implement status checking. Credentials issued 
in Pilot1 scenarios could not be verified for revocation or suspension, meaning RPs had 
no way to detect credentials that had been invalidated due to errors, fraud, or changes 
in qualification status. This represented a critical limitation for real-world credential 
systems requiring complete lifecycle management. The disintermediated status 
checking in Pilot2/Pilot3 addresses this limitation whilst maintaining strong privacy 
protections. 

Temporal Validity Checking:  

The RP verifies temporal validity by confirming credentials are within their validity periods 
specified by issuers, have not expired (checking expiration dates if present), are not being 
presented before their effective dates (if credentials include "not valid before" 
constraints), and are being used within reasonable timeframes considering context 
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(such as degree credentials from decades ago may require additional validation, whilst 
recent certifications demonstrate current competence). 

Comprehensive Verification Decision:  

Following all verification steps, the RP makes a comprehensive verification decision. If 
all verification checks succeed (valid cryptographic signatures, trusted issuers with 
appropriate authorisations, authentic attributes meeting requirements, policy 
compliance confirmed, credentials not revoked or suspended, and temporal validity 
confirmed), the RP accepts the presentation and proceeds to Step 14. If any verification 
check fails (invalid signatures indicating tampering or fraud, untrusted or unauthorised 
issuers, revoked or suspended credentials, expired validity periods, policy violations, or 
missing required attributes), the RP rejects the presentation, does not proceed with 
service delivery, logs verification failure for audit and security purposes, and may provide 
feedback to the learner explaining rejection (such as "Credential verification failed: 
issuer not recognised," "Credential expired," or "Required attributes not provided"). 

This comprehensive verification process ensures that the RP can trust presented 
credentials and make reliable decisions based on verified information, whilst advanced 
privacy-preserving mechanisms protect learner privacy throughout verification. 

Step 14: Identity Matching and Business Logic Processing 

Description:  Following successful presentation verification in Step 13, the relying party 
processes the verified credential information according to its business requirements. 
This step translates verified credentials into actionable decisions and service delivery, 
representing the practical application of credential verification. 

Identity Matching:  

If the RP needs to link presented credentials to existing records in its systems, identity 
matching occurs: 

Record Linkage: The RP uses attributes from the verified presentation to locate and link 
relevant records. For employment scenarios, the RP matches verified educational 
credentials to job applications previously submitted by the learner, linking credential 
information to candidate profiles in applicant tracking systems. For educational 
scenarios, universities match verified prior qualifications to programme admission 
applications, linking credential information to student records or admission systems. For 
professional registration scenarios, regulatory bodies match verified qualifications to 
registration applications, linking credential information to professional licensing 
databases. 

Matching Algorithms:  Identity matching typically employs deterministic or probabilistic 
algorithms comparing attributes from presentations with stored records. Matching may 
use unique identifiers if available (such as student identifiers, application reference 
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numbers), name and date of birth combinations for demographic matching, or fuzzy 
matching algorithms accounting for variations in name spelling, formatting differences, 
or data quality issues. 

Privacy Protection:  Identity matching respects data minimisation and privacy 
principles. The RP uses only attributes necessary for matching, avoiding retention of 
unnecessary personal information. Matching processes should be logged for audit 
purposes whilst protecting detailed matching data. Failed matches require careful 
handling to prevent false rejections whilst maintaining security against fraudulent 
credential presentation. 

Business Logic Processing: 

The RP applies domain-specific business logic to verified credential information: 

Employment Verification:  For employers, business logic evaluates whether presented 
qualifications meet job position requirements. This includes checking minimum 
education levels (bachelor's degree required, master's preferred), validating relevant 
fields of study (computer science degree for software engineering position), confirming 
necessary competences or skills (specific programming languages, project 
management experience), and assessing qualification recency (recent graduates vs. 
established professionals). 

Academic Programme Admission:  For educational institutions, business logic 
evaluates admission eligibility. This includes validating prerequisite qualifications 
(bachelor's degree required for master's programme admission), calculating 
qualification equivalencies between educational systems or frameworks (mapping 
foreign degrees to national qualification frameworks), checking specific course 
prerequisites (mathematics courses required for engineering programme admission), 
and assessing overall academic standing (grade point averages, honours distinctions). 

Professional Registration:  For regulatory bodies, business logic evaluates registration 
or licensing eligibility. This includes confirming required professional qualifications 
(chartered engineer status, medical degree), validating continuing professional 
development credits (required annual CPD hours completed), checking specialisation 
certifications (additional qualifications for practice in specific areas), and verifying 
compliance with regulatory frameworks (fitness to practice, ethical standards 
adherence). 

Service Access Determination:  For service providers, business logic evaluates 
eligibility for services or benefits. This includes confirming qualification-based 
entitlements (student discounts, professional association memberships), validating 
access prerequisites (required training for facility access, safety certifications), checking 
compliance with service terms (age requirements, qualification levels), and determining 
service levels or privileges based on verified credentials. 
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Decision -Making Process: 

Business logic processing culminates in decision-making appropriate to the RP's 
context: 

Automated Processing:  For straightforward cases meeting clear criteria, decisions may 
be fully automated. For example, applicants with verified qualifications meeting all 
stated requirements may automatically advance to next hiring stages; students with 
verified prerequisite courses may automatically be cleared for programme enrollment; 
or professionals with current certifications may automatically receive licence renewals. 

Manual Review: For complex cases or where automated processing identifies issues, 
manual review by qualified personnel may be required. This includes ambiguous 
credential interpretations requiring expert judgment, equivalency assessments for 
foreign qualifications without direct mappings, borderline cases meeting some but not 
all requirements, or high-stakes decisions warranting human oversight. 

Audit Trail Maintenance:  Throughout processing, the RP maintains comprehensive 
audit logs documenting verification results from Step 13, identity matching outcomes, 
business logic evaluations, decision rationales, processing timestamps and responsible 
personnel, and any manual reviews or overrides. These audit trails support 
accountability, enable dispute resolution, demonstrate regulatory compliance, and 
facilitate quality improvement. 

Data Protection Compliance:  Processing respects data protection principles 
throughout. The RP uses only verified attributes necessary for decision-making, avoiding 
processing of unnecessary personal information. Processing aligns with stated purposes 
from the credential request (Step 6) and the purpose for which consent was granted (Step 
11). The RP implements appropriate retention policies, retaining credential data only as 
long as necessary for the processing purpose and compliance requirements, and then 
securely deleting credential information. 

Step 15: Business Service Delivery/Access 

Description:  Following successful verification and business logic processing, the relying 
party delivers the business service or grants access to the learner. This final step 
represents the culmination of the verification workflow, realising the practical value of 
digital credentials for learners' mobility, recognition, and opportunity. 

Service Delivery Contexts:  

The specific service delivered depends on the relying party's purpose and business 
context: 

Employment Scenarios:  
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For employers who verified educational or professional qualifications, service delivery 
may include: 

Hiring Process Advancement: Advancing the learner to next stages of recruitment, such 
as scheduling technical interviews, conducting assessment centres, or making 
preliminary job offers. 

Job Offer Issuance: Making formal job offers based on verified qualifications, including 
position details, compensation, start dates, and conditions of employment. 

Onboarding Access: Granting access to employee systems and resources, such as email 
accounts, internal platforms, training materials, and facility access cards. 

Benefits Enrollment: Enabling enrollment in employee benefits programmes, including 
health insurance, retirement plans, professional development support, and other 
employment-related benefits. 

Educational Scenarios:  

For educational institutions that verified prior qualifications, service delivery may 
include: 

Programme Admission: Granting admission to academic programmes based on verified 
prerequisite qualifications, issuing admission letters, providing enrollment instructions, 
and facilitating programme registration. 

Course Enrollment: Enrolling learners in specific courses based on verified 
prerequisites, reserving course places, and providing access to learning management 
systems. 

Credit Recognition: Recognising prior learning and transferring credits based on verified 
credentials, including evaluating foreign qualifications against institutional frameworks, 
determining credit equivalencies, and updating learner academic records to reflect 
recognised prior learning. 

Academic Service Access: Providing access to academic services and facilities, such as 
library resources, student information systems, research facilities, and student support 
services. 

Professional Registration Scenarios:  

For professional regulatory bodies that verified qualifications and competences, service 
delivery may include: 
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Professional Registration: Registering learners as qualified professionals authorised to 
practice, including issuing registration numbers, updating professional registries, and 
providing registration certificates. 

Licence Issuance: Issuing professional licences or practice authorisations, including 
licence documents, practice conditions, and validity periods. 

Practice Privileges: Granting specific practice privileges or scope of practice based on 
verified specialisations or advanced qualifications, such as authorisation for specialist 
procedures, supervisory roles, or advanced practice areas. 

Professional Directory Listing: Adding professionals to public directories or registries, 
enabling clients or employers to verify their credentials and qualifications. 

Service Access Scenarios:  

For service providers that verified eligibility credentials, service delivery may include: 

Service Access Granting: Providing access to services for which learners are now verified 
as eligible, such as professional association memberships, facility access, or 
specialised services. 

Benefit Provision: Delivering benefits or entitlements based on verified qualifications, 
including student discounts, professional rates, or qualification-based privileges. 

Resource Access: Granting access to restricted resources such as databases, 
professional networks, research facilities, or specialised equipment. 

Membership Activation: Activating memberships or subscriptions based on verified 
eligibility criteria. 

Service Delivery Implementation:  

The RP implements service delivery through appropriate mechanisms: 

System Integration:  Verified credential information and processing decisions integrate 
with the RP's operational systems. For employers, this includes applicant tracking 
systems, HR management systems, and payroll systems. For educational institutions, 
this includes student information systems, learning management platforms, and 
academic records systems. For regulatory bodies, this includes professional licensing 
databases, compliance monitoring systems, and public registries. For service providers, 
this includes access control systems, membership databases, and billing platforms. 

Communication with Learner:  The RP communicates service delivery outcomes to the 
learner through appropriate channels. Communications include confirmation of 
verification success, details of services granted or decisions made, next steps or actions 
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required from the learner, contact information for support or questions, and relevant 
timeframes or deadlines. 

Documentation and Records:  The RP maintains appropriate documentation of service 
delivery, including records of services granted or decisions made, timestamps and 
responsible personnel, links to underlying verification records from Steps 13-14, and 
compliance documentation for regulatory or audit purposes. 

Ongoing Obligations:  Following initial service delivery, the RP may have ongoing 
obligations including monitoring credential validity if services depend on current 
credentials, updating services if credential status changes (such as revoking access if 
professional licences are suspended), maintaining audit trails of credential-based 
access or services, and complying with data protection obligations regarding retained 
credential information. 

Value Realisation:  

This final step demonstrates the practical utility and value of digital credentials: 

For learners, verification workflow culmination enables mobility across borders and 
jurisdictions without repeated credential verification delays, recognition of 
qualifications in contexts where traditional credential verification was complex or slow, 
access to opportunities based on verified competences rather than geography or 
institutional familiarity, convenience through streamlined, user-controlled verification 
processes, and privacy through selective disclosure and disintermediated verification 
preventing surveillance. 

For relying parties, the workflow provides trust in verified credentials through 
cryptographic authentication and comprehensive verification processes, efficiency 
through automated verification reducing manual checks and administrative burden, 
compliance with data protection and governance requirements through policy-driven 
selective disclosure, and fraud reduction through tamper-evident credentials and 
revocation checking. 

For the ecosystem, the workflow enables interoperability across European educational 
and professional qualification systems, supporting the European Education Area and 
professional mobility objectives, governance compliance through VDR-based 
authorisation checking and policy enforcement, innovation enablement through 
standardised protocols and extensible infrastructure, and privacy protection through 
advanced cryptographic mechanisms and disintermediation. 

The service delivery step completes the verification workflow, demonstrating how digital 
credentials translate into tangible benefits for learners' educational progression, 
professional development, and cross-border mobility throughout Europe. 
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4 CONCLUSION 

The 15-step verification workflow detailed in this annex represents the practical 
implementation of credential usage in the European digital identity ecosystem. The 
workflow ensures secure, privacy-preserving, and user-controlled presentation of 
educational and professional qualifications to relying parties, enabling learners to prove 
their qualifications and competences reliably whilst maintaining control over their 
personal data. 

The two-stage relying party verification approach combining basic trust checking through 
classical PKI with extended hybrid verification using DID and Information Disclosure 
mechanisms provides robust, multi-layered trust that addresses both RP identity and 
governance-aware authorisation checking. This hybrid approach enables fine-grained, 
purpose-specific authorisation validation that classical PKI alone cannot provide whilst 
maintaining compatibility with existing institutional infrastructure. 

The advanced selective disclosure mechanisms implementing Terms of Use and 
Embedded Disclosure Policies retrieved from Verifiable Data Registries enable 
sophisticated, policy-driven credential presentation that automatically respects issuer 
policies, sectoral governance rules, relying party authorisations, and data protection 
requirements. This represents a significant advancement beyond the simple attribute 
filtering available in baseline approaches, enabling credentials to serve their purpose 
whilst minimising personal information disclosure. 

The disintermediated status checking preventing "home phone call" tracking 
demonstrates fundamental commitment to privacy by design. By enabling RPs to verify 
credential status without revealing verification details to issuers, the workflow prevents 
surveillance of credential usage patterns that could undermine learner autonomy and 
privacy. This critical privacy feature, unavailable in classical credential systems, ensures 
that digital credentials empower learners rather than enabling their tracking. 

The comprehensive trust infrastructure confidence and authorisation reporting provided 
throughout the workflow empowers learners to make informed decisions about 
credential disclosure. By presenting detailed information about relying party identity, 
authorisations, purpose statements, and exactly what information will be disclosed, the 
workflow enables meaningful informed consent that respects learner autonomy whilst 
ensuring compliance with data protection regulations. 

This verification workflow, successfully validated through the DC4EU Large Scale Pilot's 
Pilot2/Pilot3 hybrid approach, demonstrates the feasibility of combining proven 
classical trust mechanisms with innovative decentralised infrastructure and advanced 
privacy-preserving technologies to address the comprehensive requirements of 
European education and professional qualification systems. The workflow provides a 
foundation for large-scale deployment of educational digital credential verification, 
supporting the vision of trusted, user-controlled credentials that enable learner mobility, 
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professional recognition, and lifelong learning throughout Europe whilst respecting 
privacy, autonomy, and data protection rights. 

Together with the issuance workflow detailed in Annex 11, this verification workflow 
forms the complete lifecycle of educational and professional credentials within the 
EUDIW ecosystem, enabling the transformative potential of digital credentials for 
education, employment, and professional recognition across borders, sectors, and 
throughout learners' lifelong educational and professional journeys. 
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ANNEX 13 MYACADEMICID IMPLEMENTATION CASE STUDY 

Demonstrating Successful Integration of Federated 
Academic Identity Infrastructure with EUDI Wallet 
Framework through DC4EU's Hybrid Approach  

This case study demonstrates how the DC4EU Large Scale Pilot successfully integrated 
MyAcademicID, a persistent academic identity service coordinated by GEANT and 
operated through National Research and Education Networks (NRENs), with the 
European Digital Identity Wallet (EUDI Wallet) framework. The implementation 
exemplifies how existing, well-functioning federated identity systems can be enhanced 
rather than replaced through the adoption of eIDAS 2.0 and decentralised trust 
mechanisms. 

The Pilot2 hybrid approach  combined classical Public Key Infrastructure (PKI) for legal 
entity identification with decentralised PKI (dPKI) via the European Blockchain Services 
Infrastructure (EBSI) for governance representation and authorisation management. This 
approach proved most successful in meeting comprehensive business requirements 
whilst preserving operational continuity with existing eduGAIN infrastructure. 

Key Achievement : The hybrid architecture enabled the complete DC4EU sectoral 
Electronic Attestations of Attributes (EAA) catalogue implementation, including 
MyAcademicID as a W3C Verifiable Credential, whilst maintaining full compatibility with 
existing SAML-based eduGAIN federation services. 

 

Section 1: Complete Characterisation of MyAcademicID (Pre-eIDAS2) 

1.1 Overview of MyAcademicID Service 

MyAcademicID provides a persistent academic identity service enabling students, 
researchers, and academic staff to access resources and services across European 
research and education networks. The service operates within the eduGAIN federation 
framework , which interconnects over 70 federations and 8,000 institutions, serving 
approximately 20 million users across Europe. 

MyAcademicID credentials contain standardised attributes based on the eduPerson and 
SCHAC schemas, including: 

¶ Persistent Identifiers : eduPersonUniqueId providing non-revocable 
identification  

¶ Affiliation Information : eduPersonScopedAffiliation indicating institutional 
relationships 
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¶ European Student Identifier  (ESI): Facilitating mobility within the European 
Higher Education Area 

¶ Entitlements : Reflecting access rights within research communities (e.g., 
GEANT/eduTEAMS) 

¶ Assurance Levels : Following REFEDS Assurance Framework (RAF) for identity 
authentication protection  

1.2 Governance Structure: Hierarchical and Coordinated 

The MyAcademicID governance structure operates through three distinct levels: 

European Level: GEANT Coordination 

GEANT serves as the European coordination body for MyAcademicID, providing: 

¶ Technical coordination of National Research and Education Networks 
¶ Policy framework development 
¶ Metadata aggregation and signing 
¶ Inter-federation trust establishment 

GEANT's role is coordination rather than regulation, it maintains technical infrastructure 
and policy frameworks without exercising legal authority over national implementations. 

National Level: NREN Operations 

Each National Research and Education Network (NREN) operates as both technical 
and policy authority within its jurisdiction. Examples include: 

¶ RedIRIS (Spain): Operates the Spanish Identity Federation (SIR) 
¶ SURF (Netherlands): Manages SURFconext federation 
¶ RENATER (France): Coordinates French federation for research and education 
¶ DFN (Germany): Operates the Authentication and Authorisation Infrastructure 

NRENs responsibilities encompass: 

¶ Validating institutional metadata 
¶ Authorising institutions to issue MyAcademicID credentials 
¶ Maintaining national federation infrastructure 
¶ Enforcing national policies and compliance requirements 

Institutional Level: Direct Service Provision 

Universities and research centres operate Identity Providers (IdPs) that: 

¶ Authenticate users through institutional systems 
¶ Issue SAML assertions containing MyAcademicID attributes 
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¶ Manage attribute release policies 
¶ Maintain connection to institutional authentic sources (student databases, HR 

systems) 

1.3 Technical Architecture within eduGAIN Federation 
Metadata-Based Trust Model 

eduGAIN operates on a fundamentally metadata -based trust model  rather than 
continuous PKI validation: 

1. Each institution publishes signed metadata containing its public certificate 
2. NRENs validate and aggregate institutional metadata 
3. eduGAIN aggregates all national metadata and re-signs the global aggregate 
4. Federations consume the eduGAIN metadata aggregate for trust establishment 

Trust Chain Structure:  

TABLE 38 EDUGAIN TRUST CHAIN STRUCTURE 

Trust Level Signer Object 
Signed 

Propagation 

Level 1 - 
eduGAIN 

GEANT (eduGAIN metadata 
signing certificate) 

Global 
aggregate 

To NRENs 

Level 2 - 
NREN 

Federation operator (e.g., 
RedIRIS, SURF) 

National 
aggregate 

Up to eduGAIN / Down 
to institutions 

Level 3 - 
Institution  

IdP/SP administrator SAML 
assertions 

To Service Providers 

SAML 2.0 Authentication Flows 

MyAcademicID issuance follows standard SAML 2.0 authentication protocols: 

1. Initial Access : User accesses a service requiring authentication 
2. Discovery : User selects their home institution (IdP) 
3. Authentication Request : Service Provider sends signed AuthnRequest 
4. User Authentication : IdP verifies user identity (potentially with multi-factor 

authentication) 
5. Attribute Resolution : IdP queries authentic sources and applies attribute release 

policies 
6. Assertion Issuance : IdP creates signed SAML Response containing 

MyAcademicID attributes 
7. Assertion Consumption : Service Provider verifies signature through metadata 

chain and creates session 

Data Models and Schemas 

MyAcademicID attributes are defined through layered schemas: 
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¶ OASIS SAML 2.0: Core protocol and metadata schemas 
¶ eduPerson : Standard attribute definitions for higher education (maintained by 

REFEDS/Internet2) 
¶ SCHAC: Schema for Academia (additional European higher education attributes) 
¶ REFEDS Entity Categories: Semantic definitions (Research & Scholarship, Code 

of Conduct v2) 
¶ REFEDS Assurance Framework (RAF): Identity assurance levels (IAP - Identity 

Assurance Profile, ATP - Authentication Assurance Profile) 

Example MyAcademicID Attribute Set (SAML): 

<AttributeStatement>  

  <Attribute Name="eduPersonPrincipalName"/>  

  <Attribute Name="eduPersonUniqueId"/>  

  <Attribute Name="eduPersonScopedAffiliation"/>  

  <Attribute Name="mail"/>  

  <Attribute Name="displayName"/>  

  <Attribute Name="eduPersonEntitlement"/>  

  <Attribute Name="schacHomeOrganization"/>  

  <Attribute Name="eduPersonAssurance"/>  

</AttributeStatement>  

1.4 Certificate Lifecycle and Validation 
Certificate Validity Periods 

TABLE 39 CERTIFICATE VALIDITY PERIODS 

Level Typical Validity Propagation Impact 
Institution  ēӗ֧ШΝШǃĲċƖ Affects one IdP/SP 
NREN 1-2 years Affects all national entities 
eduGAIN 2-3 years Affects all federations 

 

Metadata Validity 

Metadata includes a validUntil  attribute (approximately 14 days), creating a self -
expiring trust mechanism . Expired metadata results in automatic trust suspension, 
requiring manual intervention for restoration. 

Certificate Rotation Process 

Certificate rotation follows coordinated procedures: 

1. Institutional Level аШ ĲƽШťĲǃШŊĲŰĲƖċƣŔŸŰШē҉ќШůĲƣċĬċƣċШƨƓĬċƣĲШē҉ќШƓƖŸƓċŊċƣŔŸŰШƻŔċШ
 ÅE Шē҉ќШĲĬƨ] f ШыΞΠ-48 hours) 

2. NREN LevelаШ ĲƽШŉĲĬĲƖċƣŔŸŰШťĲǃШē҉ќШĲĬƨ] f ШŰŸƣŔŉŔĦċƣŔŸŰШē҉ќШċŊŊƖĲŊċƣĲШƨƓĬċƣĲ 
3. eduGAIN Level: Rare (2-ΟШǃĲċƖƚьШē҉ќШĦŸŸƖĬŔŰċƣĲĬШŊũŸĤċũШƨƓĬċƣĲШƽŔƣőШċĬƻċŰĦĲШ

notice 
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Critical Limitation : The system lacks real-time revocation mechanisms (no Certificate 
Revocation Lists or OCSP). Certificate management relies on metadata expiry and 
periodic re-signing. 

1.5 Sovereignty Distribution Analysis 

The eduGAIN model distributes sovereignty across multiple levels: 

TABLE 40 EDUGAIN -  SOVEREIGNTY ACROSS MULTIPLE LEVELS 

Layer Actor Sovereignty 
Type 

Description 

User Student, 
Researcher, 
Staff 

None 
(Delegated) 

No control over authentication, 
attribute release, or policy 

Institutional  University / 
Research 
Centre 

Operational 
Sovereignty 

Manages identity infrastructure, 
defines attribute release 

National NREN 
Federation 

Regulatory 
Sovereignty 

Validates entities, enforces 
policies, manages national 
metadata 

Supranational eduGAIN 
(GEANT) 

Coordinated 
Sovereignty 

Harmonises frameworks but 
lacks legal authority 

Key Observation: Users possess no sovereignty in the traditional eduGAIN model. All 
identity decisions, attribute releases, and authentication policies are determined by 
institutional and federation-level authorities. This represents a fundamental difference 
from user-centric models emerging from eIDAS 2.0. 

1.6 Centralisation Analysis 

eduGAIN demonstrates a federated but not decentralised architecture : 

GEANT Level Centralisation 

¶ Metadata Aggregation : Single point for global metadata distribution 
¶ Technical Standards : Centralised policy development 
¶ Trust Anchor : GEANT signing certificate serves as European trust root 

Degree: Medium-High centralisation at coordination level 

NREN Level Centralisation 

¶ National Gatekeeping : Single authority validates all institutional entities 
¶ Policy Enforcement : Centralised national compliance monitoring 
¶ Metadata Signing: National trust anchor for all institutions 
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Degree: High centralisation at national level 

Institutional Level Decentralisation 

¶ Autonomous Operations : Each institution operates independent IdP 
¶ Attribute Authority : Institutions control attribute release 
¶ Local Policy : Institutional autonomy over authentication mechanisms 

Degree: Operational decentralisation at institutional level 

Overall Assessment : The model is federated rather than distributed . Whilst 
institutions maintain operational autonomy, trust establishment depends on 
hierarchical metadata chains requiring centralised coordination at European and 
national levels. 

1.7 GDPR Compliance Mechanisms 

eduGAIN implements GDPR compliance through procedural and technical measures: 

Data Minimisation and Purpose Limitation 

¶ Entity Categories : REFEDS Research & Scholarship (R&S) category limits 
attribute requests to research/scholarly purposes 

¶ Code of Conduct v2 (CoCo): Mandates data minimisation principles 
¶ Attribute Release Policies : Institutions configure attribute filters based on 

service requirements 

Consent and Transparency 

¶ Procedural Consent : Users provide consent through institutional policies and 
terms of service 

¶ Attribute Consent Modules : Some implementations include user interfaces 
showing proposed attribute release 

Critical Limitation : eduGAIN provides no technical enforcement of consent. Consent 
mechanisms are institutional procedures rather than cryptographic or technical 
controls. 

Accountability and Incident Response 

¶ Sirtfi Framework : Security Incident Response Trust Framework for Federated 
Identity 

¶ Designated Contacts : Institutions maintain security contacts for incident 
coordination 

¶ Logging Requirements: Authentication events logged for accountability 
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GDPR Assessment 

TABLE 41GDRP ASSESSMENT 

Principle Implementation Strength 
Data 
Minimisation 

Entity categories, attribute 
filters 

Medium  - Procedural rather than 
technical 

Purpose 
Limitation 

CoCo v2, R&S categories Medium  - Policy-based 
enforcement 

Consent Institutional procedures Weak - No technical proof 
Transparency Varies by institution Variable  - Inconsistent 

implementation 
Portability Not supported None - No user data export 
User Control Institutional policies only Weak - No user-facing controls 

Synthesis : eduGAIN ensures GDPR compliance through institutional trust and legal 
alignment rather than user sovereignty or cryptographic assurance. This represents a 
traditional federated identity model aligned with early Digital Single Market vision but 
increasingly divergent from user-controlled decentralised models underpinning eIDAS 
2.0 and EUDI Wallet frameworks. 

1.8 Current Operational Model 

As of the DC4EU pilot commencement, MyAcademicID operated successfully across the 
European research and education community with: 

¶ 70+ federations  interconnected through eduGAIN 
¶ 8,000+ institutions  participating 
¶ 20 million users  with potential MyAcademicID access 
¶ Established governance  through GEANT and NRENs 
¶ Proven interoperability  enabling cross-border academic collaboration 
¶ Strong institutional adoption  within research and education sector 

Primary Use Cases: 

¶ Cross-border access to library resources 
¶ Research infrastructure authentication 
¶ Collaborative research platform access 
¶ Academic conference and publication systems 
¶ European research project participation (e.g., GEANT eduTEAMS) 
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Section 2: DC4EU Implementation of MyAcademicID with EUDI 
Wallet 

2.1 Governance Model Transformation 

DC4EU transformed the MyAcademicID governance structure to align with eIDAS 2.0 
whilst preserving existing coordination arrangements. The transformation introduced 
explicit VDR-based representation of authority chains through the RootTAO/TAO 
framework. 

2.1.1 GEANT as European RootTAO 

DC4EU formally designated GEANT as European RootTAO for MyAcademicID 
implementation. This designation codifies GEANT's existing coordination role with 
enhanced capabilities: 

RootTAO Responsibilities:  

¶ Establishing criteria for NREN authorisation to issue/coordinate MyAcademicID 
¶ Maintaining governance frameworks defining allowable credential types and 

quality assurance mechanisms 
¶ Monitoring NREN performance and conducting periodic reviews 
¶ Coordinating with other RootTAOs (national education ministries) for alignment 
¶ Publishing governance EAAs to Verifiable Data Registries representing NREN 

authorisations 

Key Innovation : The RootTAO designation provides machine-verifiable representation of 
GEANT's coordination authority through Verifiable Data Registries (VDRs), enabling 
automated verification of NREN authorisations without requiring bilateral trust 
agreements. 

Continuity : GEANT's actual operational responsibilities remain largely unchanged. The 
transformation primarily adds VDR-based formal representation to existing coordination 
functions. 

2.1.2 NRENs as Trusted Accreditation Organisations (TAOs) 

NRENs transitioned from federation operators to formally designated Trusted 
Accreditation Organisations (TAOs)  within the DC4EU governance framework. 

National NREN TAO Implementations:  

RedIRIS (Spain) - National TAO 

Role: Coordinates MyAcademicID issuance across Spanish higher education and 
research institutions 
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Authorisation Chain : 

FIGURE 25 EDUGAIN AUTHORISATION CHAIN 

 

VDR Representation: RedIRIS authorisation from GEANT stored in EBSI Trust Registry, 
queryable by any verifier to confirm RedIRIS authority to coordinate Spanish 
MyAcademicID issuance. 

SURF (Netherlands) - National TAO 

Role: Coordinates Dutch research and education network with multi-ministry 
governance integration 

Authorisation Scope : 

¶ MyAcademicID issuance authorisation for Dutch universities 
¶ Coordination with Ministry of Education, Culture and Science 
¶ Integration with SURFconext federation infrastructure 

RENATER (France) - Dual Role TAO and Direct Issuer 

Distinctive Implementation : RENATER functions as both TAO and direct issuer , 
representing a governance flexibility within the DC4EU framework. 

Dual Role Configuration : 
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1. As TAO: Authorises French institutions to issue MyAcademicID 
2. As Direct Issuer : Issues MyAcademicID credentials directly for specific use 

cases (e.g., research infrastructure access) 

This dual role demonstrates the framework's adaptability to diverse national governance 
arrangements whilst maintaining consistent trust verification mechanisms. 

DFN (Germany) - National TAO 

Role: Operates German Authentication and Authorisation Infrastructure (AAI) 

Federal Consideration : Accommodates German LÃ¤nder (state-level) education 
autonomy through coordinated TAO structure enabling regional authorities within 
national framework. 

2.1.3 Institutions as Trusted Issuers 

Universities and research centres transitioned from IdP operators to Trusted Issuers  
with VDR-registered authorisations. 

Authorisation Verification Process:  When an institution issues MyAcademicID as W3C 
Verifiable Credential: 

1. Institution's DID resolves to registration in EBSI Trust Registry 
2. Authorisation entries confirm institution authorised by respective NREN (TAO) 
3. NREN authorisation traces to GEANT (RootTAO) 
4. Complete authority chain verified cryptographically 

Example Institutional Authorization (URV, Spain):  

FIGURE 26 INSITTUTIONAL AUTHORISATION EXAMPLE 
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2.2 Technical Architecture - Hybrid Approach (Pilot2) 

The Pilot2 hybrid approach  represents the most successful implementation pathway, 
combining proven classical PKI mechanisms with innovative decentralised trust 
infrastructure. 

2.2.1 Two-Step Verification Process 

The hybrid architecture implements a two -stage verification process  during both 
issuance and verification: 

Step 1: Classical PKI Verification 

Issuance Context  (Step 8 of 14-step issuance workflow): 

¶ Wallet verifies issuer's X.509 certificate 
¶ Certificate chain validation to recognised Certificate Authority 
¶ Certificate Revocation List (CRL) checking 
¶ Confirms legal entity identity 

Verification Context  (Step 7-8 of 15-step verification workflow): 
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¶ Step 7: Relying Party identity verified through X.509 certificate 
¶ Classical PKI establishes legal entity legitimacy 

Purpose: Maintains continuity with existing certificate infrastructure, ensuring 
institutional trust anchors remain operational whilst enabling digital transformation. 

Step 2: Decentralised PKI (dPKI) via VDRs/EBSI 

Issuance Context  (Step 8 continued): 

¶ DID resolution through EBSI infrastructure 
¶ Query VDRs for authorization: "Is this institution authorized to issue 

MyAcademicID?" 
¶ Verification of authorization scope (specific credential types, quality assurance 

status) 
¶ Confirmation that authorization remains active (not revoked/suspended) 

Verification Context  (Step 8 extended verification): 

¶ DID resolution for Relying Party 
¶ Information Disclosure validation: "Is this RP authorized to request 

MyAcademicID?" 
¶ Purpose verification: "Does requested purpose align with RP authorization?" 
¶ Embedded Disclosure Policy checking 

Purpose: Provides governance-aware authorization checking impossible with classical 
PKI alone, enabling fine-grained credential type authorizations and role-based 
restrictions. 

2.2.2 Governance EAAs and Authorization Chains 

Governance EAAs represent authorizations within the credential ecosystem, stored in 
Verifiable Data Registries: 

Types of Authorizations for MyAcademicID:  

1. National Recognition : Institution recognized as educational institution by 
national authority 

2. European Area Recognition: Authorization to operate within European Higher 
Education Area 

3. NREN Membership: Institution connected to national research and education 
network 

4. MyAcademicID Authorization : Specific authorization from NREN to issue 
MyAcademicID credentials 

5. Quality Assurance Status : Recognition by national quality assurance agency 
(where applicable) 
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VDR Storage Benefits: 

¶ Transparency : All authorizations publicly queryable (whilst preserving privacy 
where appropriate) 

¶ Real-time Verification : No need to maintain bilateral trust databases 
¶ Automated Updates : Authorization changes reflected immediately 
¶ Tamper-Evidence: Blockchain-anchored records provide integrity assurance 

2.2.3 Complete Lifecycle Management: Revocation and Suspension 

A critical enhancement over eduGAIN's traditional model: full credential lifecycle 
management . 

Status Lists Published to VDRs 

Implementation  (Step 10 of issuance workflow): 

¶ Issuer creates Status List credential 
¶ Status List published to Verifiable Data Registry 
¶ Individual credential contains reference to status list entry 
¶ Status can be:  

o ACTIVE: Credential valid and usable 
o SUSPENDED: Temporarily invalid (e.g., during investigation) 
o REVOKED: Permanently invalid 
o EXPIRED: Validity period concluded 

Example Status List Reference:  

"credentialStatus": {  

  "id": "https://api - pilot.ebsi.eu/trusted - issuers -

registry/v3/issuers/did:ebsi:zs75xsdhi6KqtaD9uC8Vk6B/status - list/1#94567",  

  "type": "StatusList2021Entry",  

  "statusPurpose": "revocation",  

  "statusListIndex": "94567",  

  "statusListCredential": "https://api - pilot.ebsi.eu/trusted - issuers -

registry/v3/issuers/did:ebsi:zs75xsdhi6KqtaD9uC8Vk6B/status - list/1"  

}  

Disintermediated Status Checking 

Privacy-Preserving Verification  (Step 13 of verification workflow): 

¶ Verifier queries status list without contacting issuer directly 
¶ Issuer never knows who verified credential or when 
¶ Eliminates "home phone call" problem prevalent in traditional PKI 
¶ Enhanced user privacy protection 

Comparison with eduGAIN:  
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TABLE 42 REVOCATION ADN SUSPENSION COMPARISION -  EDUGAIN & DC4EU HYBRID APPROACH 

Aspect eduGAIN Traditional DC4EU Hybrid Approach 
Revocation Mechanism Metadata removal (manual) Status List (automated) 
Revocation Propagation 24-48 hours minimum Near real-time 
Suspension Capability Not supported Fully supported 
Verification Privacy Assertion reveals verification Disintermediated checking 
Issuer Tracking Possible through logs Prevented by design 

2.2.4 Terms of Use and Selective Disclosure 

Terms of Use stored in VDRs enable sophisticated selective disclosure: 

Purpose: Issuers define predefined disclosure templates/profiles specifying which 
attributes may be shared under different circumstances. 

Example Terms of Use for MyAcademicID: 

"termsOfUse": {  

  "id": "https://api - pilot.ebsi.eu/vdr/terms - of - use/myacademicid/library -

access",  

  "type": "SelectiveDisclosurePolicy",  

  "purpose": "library - access",  

  "allowedAttributes": [  

    "communityUserIdentifier",  

    "displayName",  

    "emailAddress",  

    "externalAffiliation",  

    "organization"  

  ],  

  "prohibitedAttributes": [  

    "europeanStudentIdentifier"  

  ]  

}  

Implementation Flow:  

1. Wallet retrieves Terms of Use from VDR during verification 
2. Wallet applies selective disclosure based on Relying Party purpose 
3. Only authorized attributes disclosed 
4. User maintains final consent authority 

2.2.5 Embedded Disclosure Policies 

Role-based restrictions  aligned with authorization scopes: 

Purpose: Enables context-specific attribute disclosure based on Relying Party 
authorizations. 

Example Embedded Policy:  
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"embeddedDisclosurePolicy": {  

  "requiredAuthorization": ["library - services - provider"],  

  "conditionalDisclosure": {  

    "if": "RP.authorization.includes('research - infrastructure')",  

    "then": {  

      "include": ["entitlements", "assurance"]  

    },  

    "else": {  

      "exclude": ["entitlements"]  

    }  

  }  

}  

2.3 Credential Schema and Data Model: W3C Verifiable Credentials 

DC4EU transformed MyAcademicID from SAML assertions to W3C Verifiable 
Credentials , maintaining semantic compatibility whilst enabling enhanced 
capabilities. 

2.3.1 JSON-LD Representation vs XML/SAML 

Transformation Benefits:  

¶ Machine -readable semantic definitions : JSON-LD enables automated 
interpretation 

¶ Linked Data principles : Credentials reference authoritative vocabularies 
¶ Cryptographic verifiability : Native support for multiple proof formats 
¶ Selective disclosure : Native data model support for privacy-preserving 

presentation 

2.3.2 Preservation of eduPerson and SCHAC Attributes 

Semantic Continuity : All eduPerson and SCHAC attributes preserved in W3C VC 
format: 

Example MyAcademicID W3C VC: 

{  

  "@context": [  

    "https://www.w3.org/2018/credentials/v1",  

    "https://europa.eu/2023/credentials/myacademicid/v1"  

  ],  

  "id": "urn:uuid:5e9b4e8a - 1dae - 4797 - 86a6 - f24392436c7f",  

  "type": ["VerifiableCredential", "MyAcademicID"],  

  "issuer": "did:ebsi:zbU6M5T5DxcgJiCUT78Fbk",  

  "issuanceDate": "2023 - 09- 01T10:15:38Z",  

  "validFrom": "2023 - 09- 01T10:15:38Z",  

  "expirationDate": "2024 - 08- 31T23:59:59Z",  

  "credentialSubject": {  

    "id": "did:ebsi:zd6NuZy9JfQV4SeYd3P3L7",  

    "communityUserIdentifier": "a2b1c5d8e3f7@erasmus.eduteams.org",  

    "europeanStudentIdentifier": [  

      "esi:eac - rew:fr:78e7t6y5432@univ - paris1.fr"  
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    ],  

    "externalAffiliation": [  

      "student@univ - paris1.fr",  

      "member@univ - paris1.fr"  

    ],  

    "organization": "UniversitÃ© Paris 1 PanthÃ©on - Sorbonne",  

    "displayName": "Sophie Martin",  

    "givenName": "Sophie",  

    "familyName": "Martin",  

    "emailAddress": "sophie.martin@student.univ - paris1.fr",  

    "entitlements": [  

      "urn:mace:egi.eu:group:vo.geant.org:role=member",  

      "urn:geant:eduteams.org:service:eduteams -

app:group:vo.geant.org#member"  

    ],  

    "assurance": [  

      "https://refeds.org/assurance/IAP/low",  

      "https://refeds.org/assurance/ATP/ePA - 1m" 

    ]  

  },  

  "credentialStatus": {  

    "id": "https://api - pilot.ebsi.eu/.../status - list/1#94567",  

    "type": "StatusList2021Entry",  

    "statusPurpose": "revocation",  

    "statusListIndex": "94567",  

    "statusListCredential": "https://api - pilot.ebsi.eu/.../status - list/1"  

  },  

  "proof": {  

    "type": "EcdsaSecp256k1Signature2019",  

    "created": "2023 - 09- 01T10:15:38Z",  

    "proofPurpose": "assertionMethod",  

    "verificationMethod": "did:ebsi:zbU6M5T5DxcgJiCUT78Fbk#keys - 1",  

    "jws": "eyJhbGciOiJFUzI1NksiLCJiNjQiOmZhbHNlLCJjcml0IjpbImI2NCJdfQ..."  

  }  

}  

2.3.3 REFEDS Assurance Framework (RAF) Integration 

Assurance attribute maintains RAF compliance:  

¶ IAP (Identity Assurance Profile) : Defines identity vetting requirements 
¶ ATP (Authentication Assurance Profile) : Specifies authentication strength 

Example Assurance Values:  

"assurance": [  

  "https://refeds.org/assurance/IAP/low",  

  "https://refeds.org/assurance/ATP/ePA - 1m" 

]  

This ensures interoperability with existing REFEDS-compliant systems whilst enabling 
EUDI Wallet ecosystem integration. 
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2.3.4 European Learning Model (ELM) Alignment 

DC4EU credentials align with European Learning Model v3.2 for semantic 
interoperability: 

MyAcademicID as Learning Context:  

¶ LearningAchievement : Academic status and entitlements 
¶ Organisation : Issuing institution aligned with ELM Organisation model 
¶ LearningSpecification : Programmes and qualifications referenced 

This dual alignment (eduPerson/SCHAC + ELM) ensures MyAcademicID credentials 
remain interpretable within both research/education federation contexts and broader 
European education systems. 

2.4 Issuance Workflow: 14-Step Process 

DC4EU implemented comprehensive issuance workflow combining learner 
authentication, wallet engagement, and credential delivery through hybrid trust 
mechanisms. 

Phase 1: Learner Initiation and Authentication (Steps 1-4) 

Step 1-2: Learner accesses issuer service requiring eID means authentication Step 3: 
Issuer verifies eID through valid EUDIW Step 4: Identity matching against institutional 
authentic sources 

Continuity with eduGAIN : Steps 1-4 leverage existing institutional authentication 
infrastructure with enhanced eID integration. 

Phase 2: Wallet Engagement and Mutual Trust (Steps 5-9) 

Step 5-6: Challenge and secure connection establishment with EUDIW 

Step 7: Issuer verify valid EUDIW (cryptographic validation) 

Step 8 - CRITICAL: Two-Step Hybrid Verification  

¶ Classical PKI : Wallet verifies issuer X.509 certificate + CRL checking 
¶ dPKI: Wallet performs DID resolution via VDRs/EBSI 
¶ Authorization Checking : Wallet queries: "Is this institution authorized to issue 

MyAcademicID?" 

Step 9: Enhanced Trust Reporting Wallet reports to learner: 

¶ Issuer confidence level (trust score from hybrid verification) 
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¶ Specific authorizations (MyAcademicID issuance confirmed) 
¶ Quality assurance status (if applicable, e.g., EQAR registration) 
¶ National/European recognition status 

Innovation : This explicit trust reporting empowers users with information about issuer 
legitimacy beyond simple "certificate valid" indicators. 

Phase 3: Credential Preparation and Delivery (Steps 10-14) 

Step 10 - CRITICAL: Status List Creation and VDR Publication 

¶ Issuer creates status list entry for credential 
¶ Status list published to EBSI VDR 
¶ Enables future revocation/suspension capability 

Step 11: EAA issuance to EUDIW Step 12: Learner verifies received EAA (cryptographic 
validation) Step 13: Learner's explicit consent to accept and store EAA Step 14: Store 
EAA in wallet 

Comparison with eduGAIN SAML Issuance: 

TABLE 43 ISSUANCE COMPARISION - EDUGAIN SAML ISSUANCE & DC4EU HYBRID APPROACH 

Aspect eduGAIN SAML DC4EU Hybrid 
User Authentication Institutional IdP eID means + institutional 

matching 
Issuer Verification Metadata signature chain Two-step (PKI + dPKI) 
Authorization 
Checking 

Implicit (metadata 
presence) 

Explicit (VDR query) 

User Trust 
Information 

None Comprehensive reporting 

Revocation 
Capability 

None Status list creation 

User Consent Implicit  Explicit multi-point consent 
Storage Location IdP session (temporary) User wallet (persistent) 

2.5 Pilot Implementation Results 

DC4EU Pilot2 demonstrated successful MyAcademicID implementation across multiple 
institutions:  

Participating Institutions (Sample):  

¶ URV (Spain): 30 students, EducationalID + MyAcademicID + European Higher 
Education MicroCredentials 

¶ BME (Hungary): Graduate students, EducationalID + Educational Achievement 
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¶ LusÃ³fona University (Portugal) : Computing Engineering students, 
EducationalID + European Student Card 

¶ Technical University of Cluj -Napoca (Romania): Students focused on 
international mobility 

Technical Configuration (Example: URV):  

¶ Trust Model : Hybrid (X.509 PKI + DIDs + EBSI Trust Registries) 
¶ Issuer DID: did:ebsi:zs75xsdhi6KqtaD9uC8Vk6B 
¶ Issuer Certificate : CN: lspurv.urv.cat, Organization: Universitat Rovira i Virgili, 

Algorithm: EC (256 bits) 
¶ Wallet : EUDI Wallet (IZERTIS implementation) 
¶ Issuer Platform : uSelf Issuer Agent (ATOS) 
¶ Verifier Platform : uSelf Verifier (ATOS) 

Key Achievement : Complete sectoral EAA catalogue implementation including: 

¶ EducationalID 
¶ MyAcademicID 
¶ European Student Card 
¶ AllianceID 
¶ ProfessionalID 
¶ Educational achievements and micro-credentials 

 

Section 3: Co-existence Analysis 

3.1 Parallel Operation Model 

The hybrid approach enables genuine co-existence  rather than replacement of existing 
infrastructure. 

Current State: eduGAIN Federation Operations Continue 

Unchanged Operations:  

¶ MyAcademicID continues operating through eduGAIN federation 
¶ SAML-based authentication for existing services 
¶ Metadata-based trust for service discovery 
¶ NRENs maintain federation infrastructure 
¶ Institutions continue operating IdPs 

No Disruption : Existing services, authentication flows, and trust relationships remain 
fully functional.  
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Enhanced State: Wallet-Based Credential Availability 

Additional Capabilities:  

¶ MyAcademicID also issued as W3C Verifiable Credential to EUDI Wallets 
¶ Same governance authority (GEANT/NRENs) for both formats 
¶ Same authentic sources (institutional databases) 
¶ Additional features:  

o User-held credentials (portability across devices) 
o Selective disclosure (privacy-preserving attribute sharing) 
o Privacy-preserving verification (disintermediated status checking) 
o Cryptographic verifiability (offline verification capability) 

Critical Observation : The wallet-based approach enhances rather than replaces  
traditional federation operations. Users and institutions gain additional capabilities 
whilst maintaining existing functionality. 

3.2 Integration Patterns 
3.2.1 SAML/OIDC Bridge Components 

Technical Bridges Enable Hybrid Authentication:  

Bridge Function:  

1. Service Provider configured for SAML/OIDC authentication 
2. User presents EUDI Wallet credential 
3. Bridge component translates W3C VC to SAML assertion 
4. Service Provider processes authentication as traditional SAML flow 

Example Scenario:  

¶ Library system expects SAML assertion with eduPersonPrincipalName and 
eduPersonScopedAffiliation 

¶ Student presents MyAcademicID from EUDI Wallet 
¶ Bridge extracts attributes from VC credentialSubject  
¶ Bridge generates SAML assertion with required attributes 
¶ Library system processes authentication normally 

Benefit : Enables gradual service provider adoption without requiring simultaneous 
ecosystem-wide migration. 

3.2.2 Dual Authentication Paths 

Service Providers Support Multiple Authentication Methods:  

FIGURE 27 MULTIPLE AUTHENTICATION METHODS: 
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Both paths lead to equivalent access  with same authorizations, demonstrating 
genuine co-existence rather than competitive implementation. 

3.2.3 Attribute Mapping and Semantic Preservation 

Attribute Correspondence Table:  

TABLE 44 SAML - W3C-VC ATTRIBUTE CORRESPONDECE 

eduPerson/SAML Name W3C VC MyAcademicID 
Property 

Semantic 
Equivalence 






























































































































































































































































































































