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Abstract This document specifies the comprehensive Sectorial 

Electronic Attestation of Attributes (EAA) Catalogue for 
education and professional qualifications within the 
DC4EU ecosystem. The catalogue represents the 
authoritative repository of all data models and schemas 
agreed at sectorial level, providing detailed technical 
specifications that translate the conceptual frameworks 
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established in the DC4EU Business Blueprint into concrete 
credential structures deployable by educational 
institutions, professional bodies, quality assurance 
agencies, and other stakeholders across the European 
Education Area and beyond. 
The catalogue encompasses fourteen credential types 
across four educational domains, alongside four quality 
assurance credential types that establish trust chains 
enabling automated verification of issuer authority. Higher 
Education credentials include the European Higher 
Education Diploma, Diploma Supplement, Transcript of 
Records, Proof of Enrolment, and Microcredential. 
Vocational Education and Training credentials comprise 
VET Microcredentials, Diplomas, and Certificates. Upper 
Secondary Education credentials include Certificates and 
Transcripts. Professional Qualifications encompass 
Certificates of Professional Suitability, Professional 
Training Certificates, Continuous Professional 
Development Certificates, and Accreditation of Medical 
Training credentials. Quality Assurance credentials include 
Institutional Accreditation, Programme Accreditation, 
Quality Assurance Agency Credentials, and EQAR 
Registration Credentials. 
Each catalogue entry provides comprehensive 
documentation including credential purpose statements, 
business value articulation, technical schema 
specifications conformant to W3C Verifiable Credentials 
Data Model standards, semantic mappings to the 
European Learning Model ontology, example credentials 
demonstrating both unsigned and signed formats, and 
implementation guidance addressing common 
deployment scenarios. The catalogue has been 
successfully validated through DC4EU Pilot2 
implementation across 28 institutions in 10 European 
countries, demonstrating production viability using a 
hybrid trust model that combines classical Public Key 
Infrastructure with decentralised PKI mechanisms 
anchored in the European Blockchain Services 
Infrastructure. 
This catalogue serves as the definitive technical reference 
for implementing digital credentials that support eIDAS 2.0 
compliance, enhance learner mobility, enable seamless 
credential verification, and facilitate lifelong learning 
across educational, professional, and regulatory contexts 
whilst maintaining the highest standards of privacy 
protection and data minimisation. 
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DISCLAIMER 

The information, documentation and figures available in this deliverable are written by 
the "Digital Credentials For Europe" (DC4EU) project’s consortium under the EU’s Digital 
Europe Programme under Grant Agreement No. 101102611 and do not necessarily 
reflect the views of the European Commission. 

The European Commission is not liable for any use that may be made of the information 
contained herein. 

COPYRIGHT NOTICE 

© 2023-2025 DC4EU 

TABLE 2 DISSEMINATION LEVEL AND COPYRIGHT NOTICE 

Project co-funded by the European Commission in the Digital Europe Programme  
 

Nature of the deliverable: R 

Dissemination Level 

PU Public, fully open, e.g. web x 

CL Classified, information as referred to in Commission Decision 2001/844/EC  

CO Confidential to DC4EU project and Commission Services  

* R: Document, report (excluding the periodic and final reports) 
  DEM: Demonstrator, pilot, prototype, plan designs  
  DEC: Websites, patent filings, press and media actions, videos, etc. 
  OTHER: Software, technical diagram, etc. 
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EXECUTIVE SUMMARY  

Purpose and Scope 

The DC4EU Sectorial EAA Catalogue establishes the complete technical foundation for 
digital credentials in education and professional qualifications across Europe. This 
catalogue addresses critical challenges in the current landscape: fragmented credential 
systems across Member States, limited interoperability between educational 
institutions, privacy concerns with centralised verification mechanisms, and the need 
for trustworthy, verifiable credentials that support both national and cross-border use 
cases whilst complying with eIDAS 2.0 requirements. 

The catalogue provides implementers with concrete, production-ready specifications 
that have been validated through extensive piloting across diverse institutional contexts. 
It ensures consistent credential representation across Europe whilst accommodating 
legitimate institutional, national, and sectoral variations within standardised framework 
boundaries. 

Comprehensive Credential Coverage 

The catalogue specifies four primary credential categories: 

Higher Education Credentials supporting the European Higher Education Area 
objectives include: 

• European Higher Education Diploma (EUHED): Formal degree credentials 
documenting completed qualifications with comprehensive institutional and 
programme information 

• European Higher Education Diploma Supplement (EUHEDS): Standardised 
documentation providing transparent recognition of qualifications across 
borders, aligned with Bologna Process requirements 

• European Higher Education Transcript of Records (EUHETOR): Detailed academic 
performance documentation with ECTS credits facilitating mobility and credit 
transfer 

• European Higher Education Proof of Enrolment (EUHEPOE): Current enrolment 
status credentials for administrative and mobility purposes 

• European Higher Education Microcredential (EUHEMC): Modular learning 
achievements supporting flexible, lifelong learning pathways 

Vocational Education and Training Credentials aligned with European VET policy 
include VET Microcredentials (EUVETMC), VET Diplomas (EUVETD), and VET Certificates 
(EUVETC), facilitating labour market integration and skills recognition across sectors. 

Upper Secondary Education Credentials include Upper Secondary Education 
Certificates (EUUSC) and Transcripts (EUUSTOR), supporting progression to higher 
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education or vocational training with comprehensive documentation of learning 
achievements. 

Professional Qualifications Credentials encompass: 

• Certificate of Professional Suitability (CPS): Professional competency verification 
for regulated professions 

• Professional Training Certificate (PTC): Specialised training documentation 
• Continuous Professional Development Certificate (CPD): Ongoing professional 

learning verification 
• Accreditation of Medical Training (AMT): Medical profession-specific training 

credentials 

Quality Assurance Credentials establish trust chains and enable automated 
verification of issuer authority through Institutional Accreditation Credentials (IAC), 
Programme Accreditation Credentials (PAC), Quality Assurance Agency Credentials 
(QAAC), and EQAR Registration Credentials (ERC). 

Foundational Identity Integration 

The catalogue integrates comprehensively with foundational identity mechanisms 
including Person Identification Data (PID) for high-assurance natural person verification, 
Legal Entity Identification schemas for institutional authentication, and Identity 
Matching protocols establishing reliable cross-border correlation whilst implementing 
privacy-preserving techniques. Three non-foundational identity credentials provide 
essential authentication capabilities: EducationalID (institutional student/staff identity), 
MyAcademicID (GÉANT-coordinated academic identity for research collaboration), and 
European Student Card (student mobility identity aligned with Erasmus+ programmes). 

Technical Architecture and Standards Compliance 

All credentials conform rigorously to the W3C Verifiable Credentials Data Model (VCDM) 
v1.1, ensuring interoperability with European Digital Identity Wallet implementations and 
broader global credential ecosystems. The European Learning Model v3.2 serves as the 
ontological foundation, providing comprehensive semantic coverage and machine-
readable credential semantics essential for automated verification and future AI-
assisted credential evaluation. 

Technical specifications address critical operational requirements including robust 
issuance workflows incorporating identity and attribute verification, information 
disclosure mechanisms implementing selective disclosure templates and zero-
knowledge proofs, verification processes accommodating both online and offline 
scenarios, and enforcement policy agents ensuring privacy principles are embedded in 
wallet implementations through automated policy checking. StatusList2021 adoption 
enables privacy-preserving credential status management preventing surveillance 
whilst maintaining validity checking capabilities. 
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Pilot Validation and Production Readiness 

The catalogue has been extensively validated through three piloting approaches within 
the DC4EU Large Scale Pilot: 

Pilot1 implemented classical Public Key Infrastructure (PKI) based on hierarchical 
certificate authority trust chains, aligning with Public Attestations of Attributes (Pub-
EAAs) issued by Public Sector Bodies. Five institutions across Denmark, Finland, 
Netherlands, Norway, and Sweden validated this approach, demonstrating compatibility 
with established cryptographic patterns and proven operational procedures. 

Pilot2 extended classical PKI with decentralised PKI (dPKI) mechanisms anchored in the 
European Blockchain Services Infrastructure (EBSI), implementing a hybrid architecture 
that addresses business needs identified in the Business Blueprint that cannot be fully 
covered by classical PKI alone. Twenty-eight institutions across Belgium, Germany, 
Hungary, Italy, Lithuania, Poland, Portugal, Romania, Spain, and Sweden participated, 
successfully demonstrating production viability across diverse institutional contexts. 
Critically, Pilot2 utilised Verifiable Data Registries (VDRs) to store issuer authorisations 
and accreditations, Terms of Use with predefined Selective Disclosure templates, 
Embedded Disclosure Policies defining usage restrictions, and provided 
disintermediated verification services eliminating issuer tracking whilst maintaining 
strict GDPR compliance. 

Pilot3 implemented parallel execution of both Pilot1 and Pilot2 infrastructures as 
separate, independent systems, enabling institutions to maintain strategic flexibility and 
technology-agnostic positioning during the eIDAS 2.0 transitional period. 

The hybrid trust model validated in Pilot2 emerged as the most successful architecture 
for addressing comprehensive business requirements, enabling implementation of the 
complete sectorial EAA catalogue with enhanced privacy mechanisms including status 
proxies, selective disclosure capabilities, and cryptographic integrity verification. 

Governance and Authorisation Framework 

The catalogue supports complex governance structures inherent in educational and 
professional qualification sectors. Authorisations stored in VDRs address diverse 
governance requirements including national authority recognition of educational 
institutions, qualification level authorisations aligned with European Qualifications 
Framework (EQF) and National Qualifications Frameworks (NQF), European 
Commission recognition for European Student Card issuance and Erasmus+ 
participation, GÉANT coordination for MyAcademicID issuance through National 
Research and Education Networks, and implicit authorisations for credential types 
based on institutional recognition status. 
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Privacy-Preserving Verification 

The catalogue specification emphasises privacy protection throughout credential 
lifecycles. VDR-based verification services eliminate the problematic 'home phone call' 
pattern where issuers learn about credential presentations, significantly enhancing 
holder privacy. Selective disclosure mechanisms enable presentation of only necessary 
attributes for specific verification contexts, whilst zero-knowledge proofs support 
verification of claims without revealing underlying data. Terms of Use stored in VDRs 
provide predefined disclosure templates enabling European Digital Identity Wallets to 
perform privacy-preserving presentations automatically, reducing cognitive burden on 
holders whilst maintaining strong privacy guarantees. 

Implementation Guidance and Support 

Each credential specification includes comprehensive implementation guidance 
addressing common deployment scenarios, integration patterns with existing 
institutional systems, and best practices derived from extensive piloting experience. 
Implementers receive detailed JSON schemas with required and optional attributes 
clearly specified, semantic mappings facilitating interoperability, example credentials 
demonstrating correct implementation, and technical requirements for cryptographic 
proofs and verification procedures. This comprehensive approach reduces 
implementation ambiguity whilst enabling institutional flexibility within boundaries 
ensuring European-level interoperability. 

European Policy Alignment 

The catalogue directly supports major European policy objectives. Bologna Process 
requirements for degree recognition, ECTS credit transfer, and diploma supplement 
standards are fully addressed through appropriate Higher Education credentials. The 
European Skills Agenda and European Education Area initiatives gain concrete technical 
implementation through comprehensive credential coverage supporting learner mobility 
and cross-border recognition. The catalogue facilitates automatic recognition of 
qualifications pursuant to the Council Recommendation on automatic mutual 
recognition, reducing administrative barriers whilst maintaining academic standards. 
Professional qualification credentials align with Directive 2005/36/EC requirements for 
professional recognition, enabling streamlined cross-border professional mobility. 

Future Extensibility and Evolution 

The catalogue architecture accommodates future evolution whilst maintaining 
backwards compatibility. The modular structure enables addition of new credential 
types without disrupting existing implementations. Semantic interoperability through 
ELM v3.2 positions credentials for integration with emerging technologies including 
artificial intelligence systems for credential evaluation, blockchain-based verification 
mechanisms beyond EBSI, and global credential frameworks extending beyond 
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European contexts. The standards-compliant approach ensures that credentials remain 
viable as the digital identity landscape continues to evolve. 

Strategic Value Proposition 

The DC4EU Sectorial EAA Catalogue delivers substantial value across the educational 
ecosystem: 

For Educational Institutions: Reduced administrative burden through automated 
credential verification, enhanced reputation through cryptographically verifiable 
credentials, compliance with emerging European regulations, interoperability with 
institutional systems, and support for international partnerships and mobility 
programmes. 

For Learners and Professionals: Portable, verifiable credentials under individual 
control, enhanced privacy through selective disclosure, streamlined application and 
verification processes, lifelong credential accumulation across institutions and 
contexts, and cross-border recognition facilitating mobility and professional 
opportunities. 

For Employers and Verifiers: Instant, trustworthy credential verification without manual 
processes, reduced fraud risk through cryptographic integrity, automated compliance 
checking against requirements, privacy-respecting verification preventing unnecessary 
data collection, and interoperability with existing verification systems. 

For Policy Makers and Regulators: Concrete implementation of European digital 
identity strategy, alignment with multiple policy frameworks simultaneously, evidence 
base from extensive piloting for policy refinement, support for quality assurance and 
institutional accountability, and foundation for future educational innovation. 

Conclusion and Next Steps 

The DC4EU Sectorial EAA Catalogue represents a comprehensive, production-ready 
specification for digital credentials in education and professional qualifications. 
Validated through extensive piloting across 28 institutions in 10 European countries, the 
catalogue provides the technical foundation necessary for widespread adoption of 
verifiable digital credentials across the European Education Area and beyond. 
Implementers are encouraged to utilise this catalogue as their authoritative reference, 
confident that the specifications reflect real-world operational requirements, privacy 
protection principles, and regulatory compliance necessities whilst supporting 
European policy objectives for education, skills, and professional mobility. 

Successful implementation of this catalogue will transform educational credential 
management, enabling seamless learner mobility, reducing administrative friction, 
enhancing privacy protection, and positioning European education systems at the 
forefront of global digital credential innovation. The hybrid trust model, comprehensive 
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coverage of educational domains, and rigorous standards compliance ensure that 
credentials issued according to this catalogue will serve learners, institutions, and 
employers effectively throughout the digital transformation of education and 
professional practice. 
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CHAPTER 1 RATIONALE FOR ADOPTING THE EUROPEAN LEARNING MODEL 

1 Introduction 

This annex provides the technical and strategic rationale for selecting the European 
Learning Model (ELM) v3.2 as the semantic foundation for educational and professional 
qualification credentials within the DC4EU framework. The analysis considers ELM's 
capabilities relative to alternative standards and examines its comprehensive coverage 
of the learning lifecycle. 

This annex also supports the architectural decisions described in Chapter 5 and the data 
models specified in Chapter 2. 

2 ELM as the Semantic Foundation 

The European Learning Model serves as the ontological basis for representing academic 
and professional qualifications achievements within the European Digital Identity Wallet 
ecosystem. ELM's adoption provides a unique opportunity to establish cross-border 
semantic interoperability whilst simultaneously supporting national qualification 
frameworks. Critically, ELM enables complete lifecycle coverage spanning primary 
education through secondary and tertiary education to professional qualifications and 
adult learning. 

This comprehensive scope ensures that credentials issued at any educational level or 
professional stage utilise a consistent semantic vocabulary, facilitating seamless 
mobility and recognition throughout an individual's learning journey. 

3 Comparative Analysis of Standards 

3.1 ELM v3.2 Capabilities 

The European Learning Model demonstrates superior breadth and depth across multiple 
dimensions: 

Credential and Achievement Coverage 
ELM provides complete representation of both formal credentials and detailed 
educational results, including grades, assessments, and learning outcomes. This dual 
capability ensures that institutions can issue comprehensive documentation of 
achievement rather than simplified certificate-only representations. 

Institutional Information Architecture 
The model includes detailed structures for organisational representation, encompassing 
institutional hierarchies, departmental structures, and quality assurance information. 
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This granularity enables verifiers to understand the full institutional context of any 
credential. 

 

Structural Integration 

ELM incorporates and harmonises elements from multiple existing standards including 
ELMO v2.1, OCCAPI v1, EWP Courses v0, and Edu-API v1. This integration approach 
positions ELM as a federating model rather than a competing alternative, preserving 
institutional investments in existing systems whilst enabling European-wide 
interoperability. 

Infrastructure and Physical Context 

Unlike purely abstract data models, ELM includes provisions for representing physical 
infrastructure such as facilities, rooms, and buildings. This capability supports use cases 
involving access rights, resource allocation, and facility-based services. 

Academic Relationship Management 

ELM models complex academic relationships including enrolment, supervision, 
assessment, and institutional affiliation. These relationship structures enable 
sophisticated queries and validations beyond simple credential verification. 

3.2 Capabilities of Alternative Standards 

ELMO v2.1 (European Learner Mobility) 

The ELMO specification provides focused coverage of three primary domains: basic 
credential representation, educational results and grades, and quality assurance 
information. Whilst effective for its original purpose of supporting learner mobility, ELMO 
lacks the comprehensive institutional and infrastructural elements required for a full 
European credential ecosystem. 

OCCAPI v1 (Open Course Catalogue API) 

OCCAPI concentrates specifically on organisational structures, programme 
descriptions, and course catalogues. Its strength lies in detailed programme 
representation, but it does not address credential issuance, assessment, or 
achievement documentation. 

EWP Courses v0 (Erasmus Without Paper) 

The EWP Courses specification addresses programme and course information with 
particular emphasis on course instances and scheduling. However, its scope remains 
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limited to academic programme description without extending to credentials or 
achievements. 

Edu-API v1 
Edu-API focuses primarily on facility management and association tracking, including 
room details, building information, and enrolment relationships. Whilst valuable for 
operational purposes, it does not address learning achievements or credential 
representation. 

3.3 ELM's Federating Role 

The fundamental distinction of ELM lies in its role as a federating model that unifies the 
strengths of all reviewed standards. Rather than creating yet another competing 
specification, ELM provides: 

1. Comprehensive Integration – ELM incorporates the essential elements from 
each specialised standard, creating a unified semantic framework that eliminates 
the need for multiple parallel data exchange protocols. 

2. Complete Ecosystem Coverage – By spanning credentials, achievements, 
institutions, programmes, assessments, and infrastructure, ELM addresses all 
critical aspects of educational and professional qualification representation 
without leaving gaps that require supplementary standards. 

3. Multi-Source Interoperability – ELM's structure enables institutions to work with 
data originating from systems based on different legacy standards, providing 
translation and harmonisation layers that preserve semantic meaning across 
system boundaries. 

4. Contextual Scalability – The model adapts to different educational contexts, 
from basic skills certification to advanced professional qualifications, without 
requiring fundamental structural modifications. 

5. Evolutionary Architecture – ELM's design principles support extension and 
enhancement whilst maintaining backwards compatibility, ensuring that early 
implementations remain valid as the standard evolves. 

6. European Sovereignty – As a European-developed standard aligned with 
European values and regulatory frameworks, ELM ensures that European 
educational data remains under European governance rather than depending on 
external commercial or governmental standards. 

4 Strategic Evolution Opportunities 

Whilst ELM v3.2 provides comprehensive coverage across most educational domains, 
analysis reveals specific elements currently better addressed by alternative standards. 
However, these elements represent opportunities for strategic evolution rather than 
fundamental limitations. 
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4.1 Elements for Future Integration 

Enhanced Association Management 

Edu-API v1 currently provides more detailed structures for managing complex student-
course-institution relationships beyond basic enrolment. Incorporating these 
relationship patterns into future ELM versions would enhance its capability to represent 
the full spectrum of academic associations. 

Advanced Infrastructure Representation 

Both Edu-API v1 and OOAPI v5 offer sophisticated facility and space management 
capabilities. Whilst ELM includes basic infrastructure elements, integration of these 
advanced capabilities would enable comprehensive facility-based credential use cases, 
such as laboratory access rights or equipment certification. 

Physical-Digital Integration 
The connection between digital learning elements and physical spaces represents an 
emerging requirement, particularly for hybrid learning models and facility-dependent 
credentials. Enhanced physical-digital mapping capabilities would position ELM to 
address these evolving educational scenarios. 

4.2 Benefits of Strategic Evolution 

Total Ecosystem Consolidation 
By systematically incorporating the remaining specialised capabilities from other 
standards, ELM could achieve complete consolidation, becoming the definitive 
European standard for all educational data exchange. This consolidation would 
eliminate fragmentation, reduce implementation costs, and simplify interoperability. 

Comprehensive Institutional Management 
Full integration of infrastructure and relationship management capabilities would enable 
ELM to support complete institutional operations, from physical access control to 
complex multi-institutional programme delivery. 

Seamless Standard Migration 
ELM's architectural design supports the incorporation of additional elements without 
disrupting existing implementations. Institutions currently using ELM v3.2 would be able 
to adopt enhanced versions through standard versioning mechanisms, protecting their 
investments whilst gaining new capabilities. 

5 Conclusion 

The European Learning Model v3.2 represents the optimal semantic foundation for 
DC4EU educational and professional qualification credentials. Its comprehensive 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Union’s Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

18 

scope, federating architecture, and alignment with European governance principles 
provide immediate value whilst its evolutionary design ensures long-term sustainability. 

The comparative analysis demonstrates that whilst alternative standards excel in 
specific domains, none provides the breadth and integration capabilities required for a 
pan-European credential ecosystem. ELM's role as a unifying framework that 
harmonises and extends existing standards positions it uniquely to serve as the semantic 
layer upon which technically interoperable, legally compliant, and educationally 
meaningful credentials can be built. 

The identified evolution opportunities represent enhancements rather than deficiencies, 
indicating that ELM's current architecture provides a solid foundation capable of 
absorbing additional capabilities as European educational requirements continue to 
evolve. 
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CHAPTER 2: DATA MODELS AND INTEROPERABILITY STANDARDS  

2.1. Introduction 

Verifiable Credentials (VCs) are particularly valuable for education and professional 
qualifications coordination, which is the process of ensuring that people who move 
within the EU can seamlessly transfer, recognise, and validate their educational 
achievements and professional competences. Education and qualifications 
coordination is based on common frameworks (regulations and standards) that are 
established at the EU level. These frameworks require different entities, such as 
educational institutions, quality assurance bodies, professional organisations, or 
employers, to exchange information about the educational status and professional 
entitlements of the people who move. 

To make this information exchange easier, faster, and more secure, VCs will be used to 
digitally represent and verify the educational and professional qualification data of the 
people who move. 

VCs will improve the efficiency, transparency, and security of the information exchange, 
as well as empower the users to control their own data and identity. To achieve these 
benefits, a consistent and well-defined data model for VCs for education and 
professional qualifications coordination is needed, which can be based on the EUDIW 
ecosystem and its related methods and technologies such as the identity framework. 

A logical data model for VCs for education and professional qualifications coordination 
holds significance as: 

▪ It enables the interoperability and compatibility of VCs across different 
systems, platforms, and domains in the EU, such as educational institutions, 
employers, professional bodies, and quality assurance organisations. 

▪ It ensures the security and trustworthiness of VCs, by using cryptographic 
methods, distributed technologies, and legal frameworks to verify the 
authenticity and validity of the credentials and their issuers. 

▪ It enhances the user experience and convenience of VCs, by allowing users to 
manage their own digital identities and credentials, and access educational 
services and professional opportunities, using the EUDIW App and service. 

▪ It supports the innovation and development of VCs, by providing a common and 
standardised data model that can be extended and customised for different use 
cases and scenarios in the education and professional qualifications domain. 

▪ Interoperability between the different data models used in the education domain 
should be achieved (e.g. ELM, EDC, EDC-W3C). 

▪ Machine-verifiable exchange: VCs are designed for fast machine-verifiable 
exchange of identity data and identity-related information without direct 
interaction between issuers and verifiers. 
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2.2. Logical Data Model 
 

2.2.1 Foundation Architecture 

The DC4EU framework for educational and professional qualification credentials is 
based on a three-layer architecture. This design ensures semantic interoperability, 
technical compliance, and domain-specific accuracy. 

Layer 1: European Learning Model (ELM) – Semantic Foundation 

The European Learning Model (ELM v3.2) provides the ontological basis for all 
educational and professional achievement credentials. ELM introduces: 

• A standardised vocabulary for describing learning achievements, qualifications, 
assessments, and competences. 

• Simultaneous support for multiple qualification frameworks (e.g. EQF, NQF, 
sectoral frameworks).. 

• Cross-border interoperability through language-independent concepts. 
• Alignment with the ESCO taxonomy of skills and competences. 

A key strength is multi-framework capability: a single credential may include both EQF 
levels (for cross-border use) and national framework levels (for domestic use). This 
enables the same credential to be recognised internationally and nationally without 
issuing duplicates. 

 

Layer 2: EDC-W3C – Technical Implementation 

The European Digital Credential (EDC-W3C), aligned with W3C standards and eIDAS 2, 
provides the technical realisation of the ELM as a Verifiable Credential. It: 

• Encodes ELM concepts using the W3C Verifiable Credentials Data Model v1.1.. 
• Complies with eIDAS 2.0 Electronic Attestation of Attributes (EAA) requirements. 
• Defines a generic structure capable of representing any educational or 

professional achievement 
• Incorporates all mandatory fields needed for interoperability across Europe 

EDC-W3C functions as the baseline schema on which all specific EAAs are built. 

 

Layer 3: Specific EAAs – Domain-Specific Constraints 

Each Electronic Attestation of Attributes (e.g. EUHED, EUHEMC, CPS) is a constrained 
profile of the generic EDC-W3C. These specialisations: 
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• Identify mandatory fields relevant to the credential type. 
• Introduce domain-specific validation rules. 
• Mandate particular vocabularies and code lists. 
• Define minimum datasets required for recognition across borders. 

 

FIGURE 1 DC4EU CREDENTIAL ARCHITECTURE: FROM ELM ONTOLOGY TO SPECIFIC EAAS 

 

This approach guarantees that: 

• All credentials share a common technical core → interoperability. 
• Each credential type fulfils its own regulatory and recognition obligations → 

specificity. 
• Credentials may evolve over time without breaking compatibility → extensibility. 
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2.2.2 Data Model Components 

The logical data model is a structured way of describing all possible statements about a 
subject to be combined and processed in an issuing or verification process of education 
and professional qualification credentials. 

A data model for VCs in education and professional qualifications embedded in the 
EUDIW ecosystem is a way of presenting and sharing digital proofs of identity, 
educational achievements, and professional competences, using the European Union 
Digital Identity (EUDI) framework. This framework is a set of standards and protocols that 
enable citizens, businesses, and educational/professional institutions to present and 
process identity data across the EU. 

VCs in education and professional qualifications can be issued, stored, and verified by 
different entities, such as educational institutions, quality assurance bodies, 
professional organisations, or employers, using the EUDIW ecosystem. 

A verification proof must be generated out of the data model and further processed by 
backend systems. 

The data model for VCs in education and professional qualifications embedded in the 
EUDIW ecosystem must follow the same structure and syntax as the W3C standard (see 
section 5.2.10 'EUDIW Conceptual Data Model'), but with some specific features and 
extensions, such as: 

▪ The use of the eIDAS framework to ensure the legal recognition and cross-
border interoperability of the digital identities and VCs in the EU. 

▪ The use of the Trusted Registries infrastructure to provide capabilities for 
the VCs, such as issuing, revoking, and verifying them in a secure way. This 
can be achieved by decentralised or centralised repositories. 

▪ The use of defined business processes (see Chapter 6: Business scenarios 
and user journeys) and data models (see Chapter 7: Data models and 
interoperability standards) for the VCs in the education and professional 
qualifications domain. 

▪ The use of the OpenID4VC specification family to enable the authentication 
and authorisation of the subject of VCs using the OpenID Connect protocol. 

▪ The use of the European Learning Model (ELM) as the semantic foundation 
for describing educational/professional qualification achievements and 
learning outcomes in a standardised way across Europe. 

Following the eIDAS regulation, an Electronic Attestation of Attributes (EAAs) issued by 
or on behalf of a public body responsible for an authentic source, or a qualified trust 
service provider validating against an authentic source, or a trust service provider for an 
authentivc source,  shall contain: 
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1. an indication, at least in a form suitable for automated processing, that the 
attestation has been issued as an electronic attestation of attributes issued 
by or on behalf of a public body responsible for an authentic source, or a qualified 
trust service provider, or a trust service provider. 

2. a set of data unambiguously representing the psb/qtsp/tsp issuing the 
electronic attestation of attributes, including at least, the member state (MS) in 
which that public body is established and its name and, where applicable, its 
registration number as stated in the official records. 

3. a set of data unambiguously representing the entity which the attested 
attributes are referring to; if a pseudonym is used, it shall be clearly indicated. 

4. the attested attribute or attributes, including, where applicable, the information 
necessary to identify the scope of those attributes. 

5. details of the beginning and end of the attestation's period of validity. 
6. the attestation identity code, which must be unique for the issuing public body 

and if applicable the indication of the scheme of attestations that the attestation 
of attributes is part of. 

7. the qualified electronic signature or qualified electronic seal of the issuing 
body. 

8. the decentralised identifier of the issuing body, for dPKI hybrid approach. 
9. the information or location of the services that can be used to enquire about the 

validity status of the attestation. 

A VC data model for education and professional qualification credentials consists of the 
following components which must be mapped with the components required above: 

▪ A context property that provides information about the data model and 
vocabulary used in the credential. In the education domain, this could take the 
form of the Schema (Point 6, Point 1) registry and a reference to a data dictionary 
which includes translations. 

▪ An ID property that uniquely identifies the credential (Point 6). 
▪ A type property that specifies one or more types of the credential, such as VC or 

a more specific type (Point 4, Point 1). 
▪ An issuer property that identifies the entity that issued the credential, such as a 

reference to an Issuer Repository (Point 2). 
▪ An issuanceDate property that indicates when the credential was issued, such 

as a date-time string (Point 5). 
▪ An expirationDate property that indicates when the credential expires, such as 

a date-time string (Point 5). 
▪ A credentialSubject property that contains the claims and statements about the 

subject of the credential (Point 3). 
▪ A proof property that contains cryptographic evidence that the credential is 

authentic (Point 7). 

To generate zero knowledge proofs, the data model of a credential must contain data 
which allow the generation of proofs of statements about the data, such as equality, 
inequality, or range. 
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To implement lean and user-oriented workflows for selective disclosure and zero 
knowledge proofs, the content should be structured in data blocks (claims), each of 
which should mirror a certain statement about the subject. 

Education and Professional Qualification VCs are modelled in a way that identity 
information is exposed to any verifier by using the digital identity onboarded in the EUDIW 
(see section 5.3 'Validity'). That identity can be (optionally) presented in a verification 
challenge together with other optional attributes from a national PID schema (e.g. 
Photo). Requesting PID data as a verifier needs a justified basis under GDPR. 

The machine-verifiable processes are enforced by different data points and proofs 
included in the VC data model. 

This is outlined through the following technical parameters required to construct a 
robust and Verifiable Presentation (VP) for education and professional qualifications 
coordination. 

TABLE 3 TECHNICAL PARAMETERS FOR THE VC DATA MODEL 

Technical parameters 
  

Issuer Identifier String urn:eu:europa:ec:dgempl:eessi:lr:AT:9900 
Type String EuropeanHigherEducationDiploma 
Date of Issuance DateTime 2024-01-08T19:23:24Z 
Technical Document 
Identifier 

String a8edd3ca-f078-4c62-b00d-e52af43d666b 

Expiration date DateTime 2034-04-30T19:23:24Z 
Schema Identifier String urn:eu:europa:ec:DC4EU:EUHEDCredentialType:V1 
Revocation Identifier String urn:eu:europa:ec:DC4EU:revocationRegistry:123456 
Suspension Identifier String urn:eu:europa:ec:DC4EU:suspensionRegistry:123456 

 
 

Common Status Management Fields 

For space efficiency, the following status management fields apply to all credential data 
models described in this chapter (Parts A through F). They are not explicitly repeated in 
each individual model table. 

The permitted values and semantics for credential status management are defined in the 
Status States Glossary (Annex 9). 

Mandatory Status Fields 

Every credential data model must include the following status management capability: 

TABLE 4 STATUS MGEMENT CAPABILITY 

Field Name Type Description Mandatory Occurrence 
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credentialStatus Enum Current lifecycle status of 
the credential 

YES [1:1] 

statusUpdatedAt DateTime Timestamp of the most 
recent status change (ISO 
8601) 

YES [1:1] 

Permitted values for credentialStatus: 

• ACTIVE – Credential is valid and fully operational. 
• SUSPENDED – Temporarily invalid, may be reinstated after review. 
• REVOKED – Permanently invalid, cannot be reinstated. 
• EXPIRED – Validity period has ended naturally. 

 
Optional Status Fields 

Implementations may also include the following additional fields to support enhanced 
status tracking: 

TABLE 5 OPTIONAL STATUS FIELDS 

Field Name Type Description Mandatory Occurrence 
statusReason String Human-readable 

explanation for the current 
status 

NO [0:1] 

suspendedFrom DateTime Start date of the suspension 
period (if relevant) 

NO [0:1] 

suspendedUntil DateTime Expected end date of 
suspension (if relevant) 

NO [0:1] 

reinstatedAt DateTime Date when credential was 
reinstated after suspension 

NO [0:1] 

revokedAt DateTime Timestamp of permanent 
revocation 

NO [0:1] 

statusHistory Array Audit trail of all past status 
transitions 

NO [0:n] 

 
Technical Implementation Notes 

1. Status Verification; All verifiers must check credentialStatus before accepting a 
credential. Credentials with the status SUSPENDED, REVOKED, 
or EXPIRED must be rejected. 

2. Privacy-Preserving Status Checks: Status information must be accessible 
through privacy-preserving mechanisms (e.g. StatusList2021 or cryptographic 
accumulators) in order to avoid issuer tracking of verification events. 
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3. Status Update Authority: Only the original issuer (or an officially designated 
authority) may update a credential’s status. All changes must be 
cryptographically signed and recorded in the corresponding status registry. 

4. Holder Notification: Wallets must notify holders of any status changes to their 
credentials, with particular emphasis on transitions to SUSPENDED or REVOKED. 

5. Suspension Semantics 
o SUSPENDED credentials may be reinstated without requiring reissuance. 
o Upon reinstatement, the status returns to ACTIVE and the 

field reinstatedAt is populated. 
o If the suspension period expires without resolution, the credential may 

transition to REVOKED. 
6. Revocation Finality: A transition to REVOKED is permanent. Credentials that 

require revalidation after revocation must be reissued as new credentials with 
new identifiers. 

 
Status State Transitions 

Valid transitions between statuses include: 

• ACTIVE → SUSPENDED 
• SUSPENDED → ACTIVE (reinstatement) 
• SUSPENDED → REVOKED 
• ACTIVE → REVOKED 
• ACTIVE → EXPIRED 

 

PART A: FORMAL EDUCATION CREDENTIALS 

2.3. DATA MODEL FOR THE EUROPEAN HIGHER EDUCATION DIPLOMA 
(EUHED) 

In the EUHED Use Case, a representation scenario was not identified, hence there is no 
need for expressing the relationship between the holder and the subject. 

TABLE 6 LOGICAL DATA MODEL FOR THE EUHED 

Name of 
the block 

Nr
. 

Description 
of field 

Dataty
pe 

Exemplary value Mandato
ry field 

Occurren
ce 

1. 
Credential 
Holder 

      

 
1.
1 

Forename(s) String Ana María X [0:1] 
 

1.
2 

Familyname
(s) 

String García López X 
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1.
3 

Date of Birth Date 1999-03-15 X 
 

 
1.
4 

Other 
element(s) 
(national...) 

String 
   

 
1.
5 

Reference 
ID 

String 33921567B 
  

2. 
Education
al Identity 

     
[1:1] 

 
2.
1 

Student ID String EST-2020-12345 X 
 

 
2.
2 

Academic 
Email 

String ana.garcia@university.
edu 

X 
 

3. Details 
of 
Education
al 
Achieveme
nt 

     
[1:n] 

 
3.
1 

Title of 
Qualificatio
n 

String Bachelor of Science in 
Computer Science 

X 
 

 
3.
2 

Field of 
Study 

ISCED-
F 2013 
Code 

061 - ICT X 
 

 
3.
3 

EQF Level String 6 X 
 

 
3.
4 

Type of 
Qualificatio
n 

String Bachelor's Degree X 
 

4. 
Awarding 
Body 

     
[1:1] 

 
4.
1 

Institution 
Name 

String Universidad 
Politécnica de Madrid 

X 
 

 
4.
2 

Institution 
ID 

String ES-UPM-001 X 
 

 
4.
3 

Country String Spain X 
 

 
4.
4 

Awarding 
Date 

Date 2024-06-30 X 
 

5. Learning 
Outcomes 

     
[1:n] 

 
5.
1 

Learning 
Outcome 
Description 

String Design and develop 
software applications 

X 
 

 
5.
2 

ECTS 
Credits 

Number 240 X 
 

mailto:ana.garcia@university.edu
mailto:ana.garcia@university.edu
mailto:ana.garcia@university.edu
mailto:ana.garcia@university.edu
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5.
3 

Grade String 8.5/10 (Excellent) 
  

6. Quality 
Assurance 

     
[0:1] 

 
6.
1 

Accreditatio
n Body 

String ANECA 
  

 
6.
2 

Accreditatio
n Status 

String Fully Accredited 
  

 
6.
3 

EQAR 
Registration 

Boolea
n 

Yes 
  

2. 
Supporting 
Informatio
n 

     
[0:1] 

 
2.
1 

Language of 
Instruction 

2-digit 
code 

ES 
  

 
2.
2 

Mode of 
Study 

String Full-time 
  

 
2.
3 

Duration String 4 years 
  

2.4. DATA MODEL FOR THE HIGHER EDUCATION DIPLOMA SUPPLEMENT 
(EUHEDS) 

The EUHEDS provides additional information about the diploma to facilitate academic 
and professional recognition. 

TABLE 7 LOGICAL DATA MODEL FOR THE EUHEDS 

Name of 
the block 

Nr
. 

Description 
of field 

Datatyp
e 

Exemplary value Mandato
ry field 

Occurren
ce 

1. 
Credential 
Holder 

      

 
1.
1 

Forename(s) String Ana María X [0:1] 

 
1.
2 

Familyname
(s) 

String García López X 
 

 
1.
3 

Date of Birth Date 1999-03-15 X 
 

 
1.
4 

Other 
element(s) 
(national...) 

String 
   

 
1.
5 

Reference ID String 33921567B 
  

2. 
Educationa
l Identity 

     
[1:1] 
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2.
1 

Student ID String EST-2020-12345 X 
 

 
2.
2 

Academic 
Email 

String ana.garcia@university.
edu 

X 
 

3. Details 
of 
Educationa
l 
Achieveme
nt 

     
[1:n] 

 
3.
1 

Title of 
Qualification 

String Bachelor of Science in 
Computer Science 

X 
 

 
3.
2 

Field of 
Study 

ISCED-
F 2013 
Code 

061 - ICT X 
 

 
3.
3 

EQF Level String 6 X 
 

 
3.
4 

Type of 
Qualification 

String Bachelor's Degree X 
 

4. Awarding 
Body 

     
[1:1] 

 
4.
1 

Institution 
Name 

String Universidad 
Politécnica de Madrid 

X 
 

 
4.
2 

Institution ID String ES-UPM-001 X 
 

 
4.
3 

Country String Spain X 
 

 
4.
4 

Awarding 
Date 

Date 2024-06-30 X 
 

5. Learning 
Outcomes 

     
[1:n] 

 
5.
1 

Learning 
Outcome 
Description 

String Design and develop 
software applications 

X 
 

 
5.
2 

ECTS 
Credits 

Numbe
r 

240 X 
 

 
5.
3 

Grade String 8.5/10 (Excellent) 
  

6. Quality 
Assurance 

     
[0:1] 

 
6.
1 

Accreditatio
n Body 

String ANECA 
  

 
6.
2 

Accreditatio
n Status 

String Fully Accredited 
  

 
6.
3 

EQAR 
Registration 

Boolea
n 

Yes 
  

2. 
Supporting 

     
[0:1] 

mailto:ana.garcia@university.edu
mailto:ana.garcia@university.edu
mailto:ana.garcia@university.edu
mailto:ana.garcia@university.edu
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Informatio
n  

2.
1 

Language of 
Instruction 

2-digit 
code 

ES 
  

 
2.
2 

Mode of 
Study 

String Full-time 
  

 
2.
3 

Duration String 4 years 
  

2.5. DATA MODEL FOR THE HIGHER EDUCATION TRANSCRIPT OF 
RECORDS (EUHETOR) 
 
 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary value Mandatory 
field 

Occurrence 

1. 
Credential 
Holder 

     
[0:1] 

 
1.1 Forename(s) String María X 

 
 

1.2 Familyname(s) String González X 
 

 
1.3 Student ID String 2020-45678 X 

 

2. 
Academic 
Programme 

     
[1:1] 

 
2.1 Programme 

Title 
String Bachelor in 

Business 
Administration 

X 
 

 
2.2 Academic 

Year 
String 2023-2024 X 

 

 
2.3 Study Period String Semester 1 X 

 

3. Course 
Records 

     
[1:n] 

 
3.1 Course Code String BA301 X 

 
 

3.2 Course Title String International 
Marketing 

X 
 

 
3.3 ECTS Credits Number 6 X 

 
 

3.4 Grade String A (Excellent) X 
 

 
3.5 Grade Scale String A-F X 

 

2.6. DATA MODEL FOR THE HIGHER EDUCATION PROOF OF ENROLMENT 
(EUHEPOE) 

TABLE 8 LOGICAL DATA MODEL FOR THE EUHEPOE 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. 
Credential 
Holder 

     
[0:1] 
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1.1 Forename(s) String Carlos X 

 
 

1.2 Familyname(s) String López X 
 

 
1.3 Student ID String 2024-98765 X 

 

2. Enrolment 
Details 

     
[1:1] 

 
2.1 Academic Year String 2024-2025 X 

 
 

2.2 Programme String Master in 
Data Science 

X 
 

 
2.3 Study Level String Master's 

Degree 
X 

 

 
2.4 Enrolment 

Status 
String Full-time X 

 

 
2.5 Expected 

Completion 
Date 2026-06-30 X 

 

2.2. DATA MODEL FOR THE HIGHER EDUCATION MICROCREDENTIAL 
(EUHEMC) 

In the EUHEMC Use Case, both individual and representation scenarios were identified 
(e.g., employer/employee training). 

TABLE 9 LOGICAL DATA MODEL FOR THE EUHEMC 

Name of the 
block 

Nr
. 

Description 
of field 

Datatyp
e 

Exemplary 
value 

Mandator
y field 

Occurrenc
e 

1. Credential 
Holder 

     
[0:1] 

 
1.
1 

Forename(s) String Elena X 
 

 
1.
2 

Familyname(
s) 

String Rodríguez X 
 

 
1.
3 

Date of Birth Date 1995-07-22 X 
 

2. Subject (if 
not Holder) 

     
[0:1] 

 
2.
1 

Forename(s) String Pedro X 
 

 
2.
2 

Familyname(
s) 

String Sánchez X 
 

3. 
Microcredenti
al Details 

     
[1:1] 

 
3.
1 

Title String Advanced Data 
Analytics with 
Python 

X 
 

 
3.
2 

Learning 
Outcomes 

String Apply ML 
algorithms for 
data analysis 

X 
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3.
3 

ECTS Credits Number 5 X 
 

 
3.
4 

EQF Level String 7 X 
 

 
3.
5 

Duration String 150 hours X 
 

4. Quality 
Assurance 

     
[1:1] 

 
4.
1 

Quality 
Framework 

String European QA 
for 
Microcredential
s 

X 
 

 
4.
2 

Accreditation String Accredited by 
AQU Catalunya 

  

PART B: VOCATIONAL EDUCATION AND TRAINING CREDENTIALS 

2.8. DATA MODEL FOR THE VET MICROCREDENTIAL (EUVETMC) 

TABLE 10 LOGICAL DATA MODEL FOR THE EUVETMC 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Credential 
Holder 

     
[0:1] 

 
1.1 Forename(s) String Antonio X 

 
 

1.2 Familyname(s) String Fernández X 
 

2. VET 
Microcredential 
Details 

     
[1:1] 

 
2.1 Title String Renewable 

Energy 
Installation 
Technician 

X 
 

 
2.2 Learning 

Setting 
String Work-based 

learning 
X 

 

 
2.3 ECVET Points Number 10 X 

 
 

2.4 EQF Level String 4 X 
 

3. 
Competencies 

     
[1:n] 

 
3.1 Competency 

Description 
String Install solar 

panel 
systems 

X 
 

 
3.2 ESCO Skill 

Reference 
Code-
Table 

S2.2.1 - 
Solar energy 
systems 
installation 

X 
 

4. Work-Based 
Elements 

     
[0:1] 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Union’s Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

33 

 
4.1 Company 

Partner 
String Green 

Energy 
Solutions 
S.L. 

  

 
4.2 Practical 

Hours 
Number 80 

  

2.9. DATA MODEL FOR THE VET DIPLOMA (EUVETD) 

TABLE 11 LOGICAL DATA MODEL FOR THE EUVETD 

Name of the 
block 

Nr. Description of 
field 

Datatyp
e 

Exemplary 
value 

Mandator
y field 

Occurrenc
e 

1. Credential 
Holder 

     
[0:1] 

 
1.
1 

Forename(s) String Isabel X 
 

 
1.
2 

Familyname(s
) 

String Ruiz X 
 

2. VET 
Qualificatio
n 

     
[1:1] 

 
2.
1 

Diploma Title String Técnico 
Superior en 
Desarrollo de 
Aplicaciones 
Web 

X 
 

 
2.
2 

Field String Information and 
Communicatio
n Technologies 

X 
 

 
2.
3 

EQF Level String 5 X 
 

 
2.
4 

Duration String 2000 hours (2 
years) 

X 
 

3. Modules 
Completed 

     
[1:n] 

 
3.
1 

Module Name String Web 
Programming 

X 
 

 
3.
2 

Hours Number 200 X 
 

 
3.
3 

Grade String 8/10 X 
 

2.10. DATA MODEL FOR THE VET CERTIFICATE (EUVETC) 

TABLE 12 LOGICAL DATA MODEL FOR THE EUVETC 

Name of 
the block 

Nr. Description of 
field 

Datatype Exemplary value Mandatory 
field 

Occurrence 
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1. 
Credential 
Holder 

     
[0:1] 

 
1.1 Forename(s) String Luis X 

 
 

1.2 Familyname(s) String Torres X 
 

2. 
Certificate 
Details 

     
[1:1] 

 
2.1 Certificate 

Title 
String Certificate of 

Professional 
Competence - 
Logistics 

X 
 

 
2.2 Competence 

Area 
String Warehouse 

Management 
X 

 

 
2.3 EQF Level String 3 X 

 
 

2.4 Validity Period String 5 years X 
 

PART C: SECONDARY EDUCATION CREDENTIALS 

2.11. DATA MODEL FOR THE UPPER SECONDARY CERTIFICATE (EUUSC) 

TABLE 13 LOGICAL DATA MODEL FOR THE EUUSC 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. 
Credential 
Holder 

     
[0:1] 

 
1.1 Forename(s) String Sara X 

 
 

1.2 Familyname(s) String Jiménez X 
 

 
1.3 Date of Birth Date 2006-05-12 X 

 

2. 
Certificate 
Details 

     
[1:1] 

 
2.1 Certificate 

Type 
String Bachillerato X 

 

 
2.2 Specialisation String Sciences and 

Technology 
X 

 

 
2.3 Overall Grade String 8.75/10 X 

 
 

2.4 Graduation 
Year 

String 2024 X 
 

2.12. DATA MODEL FOR THE UPPER SECONDARY TRANSCRIPT (EUUSTOR) 

TABLE 14 LOGICAL DATA MODEL FOR THE EUUSTOR 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Credential 
Holder 

     
[0:1] 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Union’s Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

35 

 
1.1 Forename(s) String David X 

 
 

1.2 Familyname(s) String Moreno X 
 

2. Academic 
Record 

     
[1:n] 

 
2.1 Subject String Mathematics 

II 
X 

 

 
2.2 Academic Year String 2023-2024 X 

 
 

2.3 Grade String 9/10 X 
 

 
2.4 Credits/Hours Number 4 X 

 

 

PART D: PROFESSIONAL QUALIFICATION CREDENTIALS 

2.13. DATA MODEL FOR THE CERTIFICATE OF PROFESSIONAL SUITABILITY 
(CPS) 

TABLE 15 LOGICAL DATA MODEL FOR THE CPS 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Credential 
Holder 

     
[0:1] 

 
1.1 Forename(s) String Miguel X 

 
 

1.2 Familyname(s) String Fernández X 
 

 
1.3 Professional 

ID 
String PRO-ES-2024-

78945 

  

2. 
Professional 
Suitability 

     
[1:1] 

 
2.1 Profession String Civil Engineer X 

 
 

2.2 Suitability 
Certificate 

String Fit to Practice X 
 

 
2.3 Issuing 

Authority 
String Colegio de 

Ingenieros de 
Caminos 

X 
 

 
2.4 Valid Until Date 2029-12-31 X 

 

2.14. DATA MODEL FOR THE PROFESSIONAL TRAINING CERTIFICATE (PTC) 

FIGURE 2 LOGICAL DATA MODEL FOR THE PTC 

Name of 
the block 

Nr. Description of 
field 

Datatype Exemplary value Mandatory 
field 

Occurrence 

1. 
Credential 
Holder 

     
[0:1] 

 
1.1 Forename(s) String Patricia X 

 
 

1.2 Familyname(s) String García X 
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2. Training 
Certificate 

     
[1:1] 

 
2.1 Certificate 

Title 
String Certified Project 

Management 
Professional 

X 
 

 
2.2 Competence 

Level 
String Advanced X 

 

 
2.3 Training 

Provider 
String PMI Spain 

Chapter 
X 

 

 
2.4 Training Hours Number 35 X 

 
 

2.5 Certification 
Date 

Date 2024-09-15 X 
 

2.15. DATA MODEL FOR THE CONTINUOUS PROFESSIONAL 
DEVELOPMENT (CPD) 

TABLE 16 LOGICAL DATA MODEL FOR THE CPD 

Name of 
the block 

Nr. Description of 
field 

Datatype Exemplary value Mandatory 
field 

Occurrence 

1. 
Credential 
Holder 

     
[0:1] 

 
1.1 Forename(s) String Roberto X 

 
 

1.2 Familyname(s) String Díaz X 
 

 
1.3 Professional 

Registration 
String REG-2020-45678 X 

 

2. CPD 
Activity 

     
[1:n] 

 
2.1 Activity Title String Advanced Risk 

Management in 
Construction 

X 
 

 
2.2 CPD Hours Number 20 X 

 
 

2.3 Provider String European 
Construction 
Institute 

X 
 

 
2.4 Completion 

Date 
Date 2024-07-30 X 

 

3. CPD 
Summary 

     
[1:1] 

 
3.1 Total CPD 

Hours (Annual) 
Number 60 X 

 

 
3.2 Required 

Hours 
Number 40 X 

 

 
3.3 Compliance 

Status 
String Compliant X 

 

2.16. DATA MODEL FOR THE ACCREDITATION MEDICAL TRAINING (AMT) 

TABLE 17 LOGICAL DATA MODEL FOR THE AMT 
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Name of 
the block 

Nr. Description of 
field 

Datatype Exemplary value Mandatory 
field 

Occurrence 

1. 
Credential 
Holder 

     
[0:1] 

 
1.1 Forename(s) String Laura X 

 
 

1.2 Familyname(s) String Martín X 
 

 
1.3 Medical 

License 
String MED-ES-789456 X 

 

2. Medical 
Training 

     
[1:1] 

 
2.1 Specialisation String Cardiology X 

 
 

2.2 Training 
Institution 

String Hospital 
Universitario La 
Paz 

X 
 

 
2.3 Training Period String 4 years X 

 
 

2.4 Completion 
Date 

Date 2024-05-31 X 
 

 
2.5 European 

Recognition 
String Directive 

2005/36/EC 
Compliant 

X 
 

PART E: NON-FOUNDATIONAL IDENTITY CREDENTIALS 

2.12. DATA MODEL FOR THE EDUCATIONAL ID 

TABLE 18 LOGICAL DATA MODEL FOR THE EDUCATIONAL ID 

Name of 
the block 

Nr
. 

Description 
of field 

Datatyp
e 

Exemplary value Mandator
y field 

Occurrenc
e 

1. Identity 
Holder 

     
[1:1] 

 
1.
1 

Forename(s) String Ana X 
 

 
1.
2 

Familyname(
s) 

String Pérez X 
 

 
1.
3 

Date of Birth Date 2002-03-15 X 
 

2. 
Education
al 
Affiliation 

     
[1:1] 

 
2.
1 

Institution String Universidad 
Complutense de 
Madrid 

X 
 

 
2.
2 

Student ID String UCM-2024-12345 X 
 

 
2.
3 

Academic 
Email 

String ana.perez@ucm.e
s 

X 
 

mailto:ana.perez@ucm.es
mailto:ana.perez@ucm.es
mailto:ana.perez@ucm.es
mailto:ana.perez@ucm.es
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2.
4 

Affiliation 
Type 

String Student X 
 

 
2.
5 

Valid From Date 2024-09-01 X 
 

 
2.
6 

Valid Until Date 2025-07-31 X 
 

 
The EducationalID data model presented above has been successfully implemented and 
validated during the DC4EU Large Scale Pilot. Comprehensive technical specifications, 
including JSON schema structure, attribute standards (eduGAIN, SCHAC, REFEDS), 
example credentials, and implementation resources are provided in Annex 16. 

2.18. DATA MODEL FOR THE ALLIANCE ID 

TABLE 19 LOGICAL DATA MODEL FOR THE ALLIANCE ID 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Identity 
Holder 

     
[1:1] 

 
1.1 Forename(s) String Jean X 

 
 

1.2 Familyname(s) String Dupont X 
 

2. Alliance 
Membership 

     
[1:1] 

 
2.1 Alliance Name String UNITE! 

University 
Network 

X 
 

 
2.2 Home 

Institution 
String Université 

Paris-Saclay 
X 

 

 
2.3 Alliance ID String UNITE-2024-

FR-5678 
X 

 

 
2.4 Member 

Status 
String Exchange 

Student 
X 

 

 
2.5 Mobility Period String 2024-2025 X 

 

 
AllianceID implementation through Pilot2's hybrid approach successfully demonstrated 
the complete governance framework for European University Alliances, including 
distributed issuance, governance EAAs, and multiple alliance participation scenarios 
(Annex 17). 
 

2.19. DATA MODEL FOR THE EUROPEAN STUDENT CARD 

TABLE 20 LOGICAL DATA MODEL FOR THE EUROPEAN STUDENT CARD 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Card 
Holder 

     
[1:1] 
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1.1 Forename(s) String Marco X 

 
 

1.2 Familyname(s) String Rossi X 
 

 
1.3 Photo Base64 [Photo Data] X 

 

2. Card 
Information 

     
[1:1] 

 
2.1 ESC Number String ESC-IT-2024-

98765 
X 

 

 
2.2 Institution String Università di 

Bologna 
X 

 

 
2.3 Student Status String Full-time 

Student 
X 

 

 
2.4 Valid From Date 2024-09-01 X 

 
 

2.5 Valid Until Date 2025-08-31 X 
 

2.20. DATA MODEL FOR THE MYACADEMIC ID 

TABLE 21 LOGICAL DATA MODEL FOR THE MYACADEMIC ID 

Name 
of the 
block 

Nr
. 

Descripti
on of field 

Dataty
pe 

Exemplary value Mandat
ory field 

Occurre
nce 

1. 
Identity 
Holder 

     
[1:1] 

 
1.
1 

Display 
Name 

String Sophie Weber X 
 

 
1.
2 

Given 
Name 

String Sophie X 
 

 
1.
3 

Family 
Name 

String Weber X 
 

2. 
Acade
mic 
Identity 

     
[1:1] 

 
2.
1 

Communi
ty User ID 

String a1b2c3d4@erasmus.eduteams.
org 

X 
 

 
2.
2 

Home 
Organisat
ion 

String tu-berlin.de X 
 

 
2.
3 

Affiliation String student@tu-berlin.de  X 
 

 
2.
4 

European 
Student 
ID 

String ESI-DE-2024-45678 
  

 
2.
5 

Assuranc
e Level 

String https://refeds.org/assurance/IAP
/medium 

X 
 

2.21. DATA MODEL FOR THE PROFESSIONAL ID 

TABLE 22 LOGICAL DATA MODEL FOR THE PROFESSIONAL ID 

mailto:a1b2c3d4@erasmus.eduteams.org
mailto:a1b2c3d4@erasmus.eduteams.org
mailto:student@tu-berlin.de
https://refeds.org/assurance/IAP/medium
https://refeds.org/assurance/IAP/medium
mailto:a1b2c3d4@erasmus.eduteams.org
mailto:a1b2c3d4@erasmus.eduteams.org
mailto:student@tu-berlin.de
https://refeds.org/assurance/IAP/medium
https://refeds.org/assurance/IAP/medium
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Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Professional 
     

[1:1]  
1.1 Forename(s) String Alexandre X 

 
 

1.2 Familyname(s) String Dubois X 
 

2. Professional 
Registration 

     
[1:1] 

 
2.1 Profession String Architect X 

 
 

2.2 Registration 
Number 

String ARCH-FR-
2020-1234 

X 
 

 
2.3 Professional 

Body 
String Ordre des 

Architectes 
X 

 

 
2.4 Member Since Date 2020-06-15 X 

 
 

2.5 Status String Active X 
 

2.22. DATA MODEL FOR THE DOCTOR ID 

TABLE 23 LOGICAL DATA MODEL FOR THE DOCTOR ID 

Name of the 
block 

Nr
. 

Description of 
field 

Datatyp
e 

Exemplary 
value 

Mandator
y field 

Occurrenc
e 

1. Medical 
Professiona
l 

     
[1:1] 

 
1.
1 

Forename(s) String Maria X 
 

 
1.
2 

Familyname(s
) 

String Silva X 
 

2. Medical 
Registration 

     
[1:1] 

 
2.
1 

Medical 
License 
Number 

String MED-PT-
2018-5678 

X 
 

 
2.
2 

Specialisation String General 
Practitione
r 

X 
 

 
2.
3 

Medical 
Council 

String Ordem dos 
Médicos 
Portugal 

X 
 

 
2.
4 

License 
Status 

String Active X 
 

 
2.
5 

EU 
Recognition 

String Directive 
2005/36/E
C 

X 
 

2.23. DATA MODEL FOR THE ENGINEER ID 

TABLE 24LOGICAL DATA MODEL FOR THE ENGINEER ID 
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Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. 
Engineering 
Professional 

     
[1:1] 

 
1.1 Forename(s) String Thomas X 

 
 

1.2 Familyname(s) String Schmidt X 
 

2. 
Engineering 
Registration 

     
[1:1] 

 
2.1 Engineering 

Field 
String Mechanical 

Engineering 
X 

 

 
2.2 Registration 

Number 
String ENG-DE-

2019-7890 
X 

 

 
2.3 Professional 

Chamber 
String VDI - Verein 

Deutscher 
Ingenieure 

X 
 

 
2.4 EUR ING 

Status 
String Registered 

  

 
2.5 Valid Until Date 2025-12-31 X 

 

PART F: QUALITY ASSURANCE AND GENERIC CREDENTIALS 

2.24. DATA MODEL FOR INSTITUTIONAL ACCREDITATION 

TABLE 25 LOGICAL DATA MODEL FOR INSTITUTIONAL ACCREDITATION 

Name of the 
block 

Nr. Description 
of field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Institution 
     

[1:1]  
1.1 Institution 

Name 
String European 

Business 
School 

X 
 

 
1.2 Institution ID String DEQAR-ID-

45678 
X 

 

 
1.3 Country String Netherlands X 

 

2. 
Accreditation 
Details 

     
[1:1] 

 
2.1 Accreditation 

Type 
String Institutional 

Accreditation 
X 

 

 
2.2 Accrediting 

Agency 
String NVAO 

(Netherlands) 
X 

 

 
2.3 EQAR 

Registered 
Boolean Yes X 

 

 
2.4 Valid From Date 2023-01-01 X 

 
 

2.5 Valid Until Date 2029-12-31 X 
 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.1: Business Blueprint (V 3.0)  
 

The DC4EU project is Co-

funded by the European 
Union’s Digital Europe 
Programme under Grant 

Agreement no. 101102611  
© 2023-2025 DC4EU 
 

42 

 
2.6 Scope String All Bachelor and 

Master 
programmes 

X 
 

2.25. DATA MODEL FOR THE GENERIC EUROPEAN DIGITAL CREDENTIAL 
(EDC) 

The generic EDC serves as a flexible framework for any type of learning achievement not 
covered by specific schemas. 

TABLE 26 LOGICAL DATA MODEL FOR THE GENERIC EDC 

Name of the 
block 

Nr. Description of 
field 

Datatype Exemplary 
value 

Mandatory 
field 

Occurrence 

1. Credential 
Holder 

     
[1:1] 

 
1.1 Forename(s) String [Variable] X 

 
 

1.2 Familyname(s) String [Variable] X 
 

2. Learning 
Achievement 

     
[1:n] 

 
2.1 Achievement 

Title 
String [Variable] X 

 

 
2.2 Achievement 

Type 
String Course / 

Workshop / 
Seminar 

X 
 

 
2.3 Description String [Variable] X 

 

3. Issuing 
Organisation 

     
[1:1] 

 
3.1 Organisation 

Name 
String [Variable] X 

 

 
3.2 Organisation 

Type 
String Educational / 

Professional / 
Other 

X 
 

 
3.3 Location String [Variable] X 

 

4. Learning 
Specification 

     
[1:1] 

 
4.1 Learning 

Outcomes 
String [Variable] X 

 

 
4.2 Assessment 

Method 
String [Variable] 

  

 
4.3 Duration String [Variable] 

  
 

4.4 Mode String Online / 
Blended / 
Face-to-face 

  

2.26. TECHNICAL INTEGRATION WITH EUROPEAN LEARNING MODEL (ELM) 

The European Learning Model (ELM) provides the semantic foundation for all educational 
and professional qualification credentials. The data models described above are 
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designed to be fully compatible with ELM v3.2, ensuring semantic interoperability across 
European education systems. 

The strategic rationale for this integration approach, including comparative analysis with 
CLR, ELMO, and other standards, is provided in Annex 10. 

EducationalID implements the W3C Verifiable Credentials Data Model integrated with 
European Learning Model semantics, demonstrating standards-based interoperability. 
Complete technical documentation, including schema definitions and integration 
guidance, is available in Annex 16. 

Key ELM Integration Points: 

1. Learning Achievements: All credential types map to ELM's LearningAchievement 
class. 

2. Learning Specifications: Qualifications are described using ELM's 
LearningSpecification. 

3. Organisations: Issuing bodies align with ELM's Organisation model. 
4. Assessment: Assessment information follows ELM's Assessment specification. 
5. Learning Outcomes: Described using ELM's LearningOutcome structure. 
6. Competencies: Mapped to ESCO framework through ELM's competency model. 

This alignment ensures that credentials can be: 

• Automatically processed by European systems. 
• Semantically understood across language barriers. 
• Validated against European qualification frameworks. 
• Integrated with Europass and other EU services. 

2.22. COMPLIANCE WITH W3C VERIFIABLE CREDENTIALS 

All education and professional qualification credentials are structured to comply with 
W3C Verifiable Credentials Data Model v1.1, ensuring global interoperability while 
maintaining European-specific requirements through the EDC-W3C profile. 

The transformation from EDC to EDC-W3C involves: 

• Root-level restructuring of credential fields. 
• Standardised temporal management. 
• Enhanced status management mechanisms. 
• Support for multiple proof formats. 
• Removal of delivery-specific metadata 

This dual compliance approach ensures that European educational credentials can be 
verified both within the EU using EBSI infrastructure and globally through W3C-compliant 
verification systems. 
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ABBREVIATIONS AND TERMS 

API - Application Programming Interface 

ARF - Architecture Reference Framework 

AS - Authentic Source: A repository or system held under the responsibility of a public 
sector body or private entity that contains attributes about a natural or legal person 

BBP - Business Blueprint 

BFUG - Bologna Follow-up Group 

BLE - Bluetooth Low Energy 

BQM - Basic Quality Management 

CAB - Conformity Assessment Body 

CGCOM - General Council of Official Medical Colleges (Consejo General de Colegios 
Oficiales de Médicos) 

COM - Doctors' Official College (Colegio Oficial de Médicos) 

CPD - Continuous Professional Development 

DC4EU - Digital Credentials for Europe 

DEAP - Digital Education Action Plan 

DEQAR - Database of External Quality Assurance Results 

DID - Decentralised Identifier 

DLT - Distributed Ledger Technology 

dPKI - Decentralised Public Key Infrastructure 

DUO - Dutch Education Executive Agency 

EAA - Electronic Attestation of Attributes (non-qualified) 

EAAP - EAA Provider: Trust Service Provider issuing non-qualified Electronic Attestations 
of Attributes 
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EBSI - European Blockchain Services Infrastructure 

EDCI - Europass Digital Credentials Infrastructure 

EDC - European Digital Credential 

EDSSI - European Digital Student Service Infrastructure 

EEA - European Education Area 

EHEA - European Higher Education Area 

eIDAS - Electronic Identification, Authentication and Trust Services 

ELM - European Learning Model 

ELMO - European Learner Mobility Ontology 

EMREX - Electronic Data Exchange in Higher Education 

ENIC-NARIC - European Network of Information Centres - National Academic 
Recognition Information Centres 

EPC - European Professional Card 

EQF - European Qualifications Framework 

EQAR - European Quality Assurance Register 

ESCO - European Skills, Competences, Qualifications and Occupations 

ESG - European Standards and Guidelines (for Quality Assurance in the European Higher 
Education Area) 

ESI - European Student Identifier 

EU - European Union 

EUDI - European Digital Identity 

EUDIW - European Digital Identity Wallet 

EWP - Erasmus Without Paper 

FMC - Further Medical Competence 

GDPR - General Data Protection Regulation 
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HSM - Hardware Security Module 

IAM - Identity and Access Management 

IMI - Internal Market Information System 

ISCED - International Standard Classification of Education 

JSON - JavaScript Object Notation 

KPI - Key Performance Indicator 

LoA - Level of Assurance 

LSP - Large Scale Pilot 

NFC - Near Field Communication 

NQF - National Qualifications Framework 

NREN - National Research and Education Network 

OID4VCI - OpenID for Verifiable Credential Issuance 

OID4VP - OpenID for Verifiable Presentations 

OOP - Once-Only Principle 

PID - Person Identification Data: A set of data issued in accordance with Union or 
national law that enables the establishment of the identity of a natural or legal person 

PKI - Public Key Infrastructure 

PQD - Professional Qualifications Directive 

PSB - Public Sector Body 

PubEAA - Public Sector Body EAA: Electronic Attestations of Attributes issued by or on 
behalf of a public sector body responsible for an authentic source 

Pub-EAAP - Public Sector Body EAA Provider 

QEAA - Qualified Electronic Attestation of Attributes 

QEAAP - Qualified EAA Provider: Qualified Trust Service Provider issuing Qualified 
Electronic Attestations of Attributes 
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QR - Quick Response 

QTSP - Qualified Trust Service Provider 

RP - Relying Party: A natural or legal person that relies upon an electronic identification 
or a trust service 

SB - Supervisory Body 

SD-JWT - Selective Disclosure JSON Web Token 

SD-JWT-VC - Selective Disclosure JSON Web Token Verifiable Credential 

SDG - Single Digital Gateway 

SEAFORMEC - Spanish Foundation for Medical Education and Training Accreditation 

SIS - Student Information System 

TAO - Trust Authority Organisation: Entities that provide verifiable authorisations to 
educational institutions and professional bodies 

TSP - Trust Service Provider: A natural or legal person who provides one or more trust 
services, either as a qualified or non-qualified provider 

UEMS - European Union of Medical Specialists 

VC - Verifiable Credentials 

VCDM - Verifiable Credentials Data Model 

VDR - Verifiable Data Registry 

VET - Vocational Education and Training 

VP - Verifiable Presentation 

VPC - Validation of Professional Competence 

W3C - World Wide Web Consortium 

W3C-VC - W3C Verifiable Credentials 

W3C-VCDM - W3C Verifiable Credentials Data Model 

WP - Work Package 
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XML - Extensible Markup Language 
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