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Abstract

This document, a key deliverable under WP6 of the DC4EU
project, provides a comprehensive overview of the
deployment, testing, and piloting scenarios conducted to
advance the issuance and authentication of digital credentials
across the European Union in alignment with the revised
elDAS regulation. It details methodologies, outcomes, and best
practices, emphasizing robust project management, user-
centric piloting frameworks, and scalable trust infrastructures.
The document includes embedded reports, offering actionable
insights for stakeholders, including project managers,
policymakers, and technical experts. While focusing on testing
and piloting results, it also highlights recommendations for
scaling digital credential solutions, complementing related
deliverables such as D6.3 The Initiatives Mapping and
Alignment Checklist. This deliverable serves as a foundational
resource for fostering secure, interoperable, and user-friendly
digital credential systems across Europe.

Keywords

DCA4EU, ClI, EAA, EHIC, elD, eIDAS, EUDIW, EUDIW Toolbox,
ID, IR, Issuer, LoA, LSP, PD A1, PID, QR, VC, Verifier, VP

Document Revision History

Version | Date Description of change List of contributors
v1.0 29/07/2025 | First version of the document Gerd Bauer, Katharina Hilmar,
Khaliunaa Damdinbazar, Lars
llsge, Philipp Friedl, Ignacio
Alamillo-Domingo,  Christian
Kaaber
v1.1 30/10/2025 | Update tothe conclusion chapter | i \naa Damdinbazar
based on final review comments,
Integrating embedded
documents

Co-funded by
the European Union

© 2023-2025 DC4EU

The DC4EU project is Co-funded by
the European Union’s Digital Europe
Programme under Grant Agreement
no. 101102611

Page Il




DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | D6.2 DTPSRL [E DC!"EU

DISCLAIMER

The information, documentation and figures available in this deliverable are written by the
"Digital Credentials for Europe" (DC4EU) project’s consortium under the EU’s Digital Europe
Programme under Grant Agreement no. 101102611 and do not necessarily reflect the views
of the European Commission.

The European Commission is not liable for any use that may be made of the information
contained herein.
COPYRIGHT NOTICE

© 2023-2025 DC4EU

Project co-funded by the European Commission in the Digital Europe Programme

Nature of the deliverable: R

Dissemination Level

PU Public, fully open, e.g. web X

CL Classified, information as referred to in Commission Decision 2001/844/EC

CO Confidential to DC4EU project and Commission Services

* R: Document, report (excluding the periodic and final reports)
DEM: Demonstrator, pilot, prototype, plan designs
DEC: Websites, patents filing, press & media actions, videos, etc.

OTHER: Software, technical diagram, efc.

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page llI

© 2023-2025 DC4EU



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | D6.2 DTPSRL [E DC!"EU

CONTENT
D6.2 DEPLOYMENT, TESTING AND PILOTING SCENARIOS RESULTS LIBRARY .......cccccvreamerrnnes I
DISCLAIMER .......ceetiiiicitieissssteesssssr e ssssssesssssssesasssseeeasssnsessasnsesaasnsessasnsenaassnnesnassnnessassnneenassnnennassnnnenans ]|
1 INTRODUCTION .....ooiiiiciieiiccnressssnressssssresssssss e sssssss e ssssss e s sassnsessassnsessassnsessassnsessassnnessassnseenessnnnnnanan 1
1.1 0T oo TR= g o IR To7 o o 1= 1SR 1
1.2 DOCUMENT SEIUCLUIE ...ttt e e e e e e et e e e e e e e et ee e e e e e e e e aannnneeeeaaeeas 1
2 PROJECT MANAGEMENT ......iiiiciteriissmeesisssmsesssssnsesssssssesssssmsesssssmsesssssnnenssssnsesssssnnenssssnnesssssnnenes 3
2.1 Project Management HandbooK ..., 3
2.2 Project Work Plan ..., 3
2.3 ProjeCt Diary ..o, 3
3 PILOTING FRAMEWORK ........eiiiiiiiirirrreessssse s s s smne s s s smse s s s s e s s s smme s s smme e e s smn e s s s smne e e s smnenesssmnenas 4
3.1 Piloting USer JOUINEYS ..o 4
3.2 Onboarding Procedures and Trust Infrastructure.............ccccccooiiiiiiiiii e, 4
3.3 Legal and Technical ArChiteCture ..o e 4
4 TESTING AND PILOTING RESULTS REPORT ...t snsmssrs s s s ssmms e s s s sssmmenes 5
LI 070 1 [0d I 853 [0 ] S SRR 6

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page IV

© 2023-2025 DC4EU



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | Project Diary lﬁ DC!"EU

1 INTRODUCTION

The Digital Credentials for Europe (DC4EU) project aims to revolutionize the issuance and
authentication of digital credentials across the European Union, aligning with the revised elDAS
regulation. This document, a key deliverable under Work Package 6 (WP6), provides a
comprehensive overview of the deployment, testing, and piloting scenarios conducted within the
project framework.

1.1 PURPOSE AND SCOPE

The purpose of this document is to provide a comprehensive overview of the deployment,
testing, and piloting scenarios conducted within the framework of the DC4EU project. It serves
as a key deliverable under WP6, focusing on the results and insights gained from the project's
activities.

This document is intended for a diverse audience, including project stakeholders, policymakers,
technical experts, and other interested parties. It aims to:

[0 Highlight the methodologies and frameworks employed during the piloting and testing
phases.

Present the outcomes, lessons learned, and best practices derived from these activities.
Provide a foundation for understanding the business, technical and procedural aspects of
the DC4EU project.

While this document focuses on the results of testing, and piloting, actionable recommendations
for the deployment and scaling of digital credential solutions across Europe are detailed in
Deliverable D6.3. Readers are encouraged to consult “D6.3 The Initiatives Mapping and
Alignment Checklist” for further guidance on implementing these solutions at scale.

U
U

1.2 DOCUMENT STRUCTURE

This document is organized into several chapters, each focusing on a specific aspect of the
DC4EU project. Embedded within this document are detailed sections and supporting materials
that provide comprehensive insights into the topics discussed. The structure is as follows:

Chapter 2: Project Management

This chapter outlines the methodologies and tools employed for effective project coordination.
It includes the Project Management Handbook, the Project Work Plan, and the Project Diary,
which are embedded within this document to provide detailed guidance on managing the
project's activities.

Chapter 3: Piloting Framework

This chapter delves into the piloting activities, including Piloting User Journeys, Onboarding
Procedures and Trust Infrastructure, and the Architecture for Issuing PUB-EEAs. Each section
is embedded with detailed descriptions and frameworks to guide the piloting and optimization of
the EUDI Wallet ecosystem.
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Chapter 4: Testing and Piloting Results Report

This chapter provides a comprehensive account of the testing and piloting phases. Embedded
within are detailed reports on methodologies, results, and Key Performance Indicators (KPls),
offering a thorough evaluation of the project's outcomes.

By embedding detailed documents and resources within each chapter, this deliverable ensures
that stakeholders have direct access to the information they need to understand and implement
the project's findings effectively. The structure is designed to facilitate easy navigation and
provide a logical flow of information, supporting the diverse needs of its audience.

The DC4EU project is Co-funded by
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2 PROJECT MANAGEMENT

This chapter delves into the methodologies and tools employed for effective project
management within the DC4EU WP86. It introduces key resources that support the coordination
and execution of project activities.

2.1 PROJECT MANAGEMENT HANDBOOK

This section introduces the Project Management Handbook, a comprehensive guide detailing
the processes, roles, and responsibilities essential for the project's success.

B,

g
DC4EU WP6 Project
Management Handbc

2.2 PROJECT WORK PLAN

The Project Work Plan outlines the key activities, milestones, and deliverables of the DC4EU
WP, providing a clear roadmap for its execution. It ensures alignment across WP6, facilitates
coordination among partners, and optimizes resource allocation.
3-
DC4EU WP6
Project_ Work_Plan.xls)

2.3 PROJECT DIARY

The Project Diary provides a structured and detailed account of the DC4EU project's
progression, capturing significant events. It serves as a tool for ensuring transparency and
fostering collaboration among stakeholders. By documenting the project's activities, the diary
supports effective project management and offers a comprehensive reference for tracking
milestones and aligning efforts across the consortium.
3-
DC4EU WP6
Project_Diary.xIsx
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3 PILOTING FRAMEWORK

3.1 PILOTING USER JOURNEYS

This document outlines a series of user journeys designed to guide the piloting and optimization
of the EUDI Wallet ecosystem. These journeys illustrate the interactions and processes users
experience, from onboarding and credential issuance to authentication and verification. Based
on the Architecture and Reference Framework (ARF) version 1.5, the user journeys aim to
identify potential challenges and opportunities for improvement, ensuring a user-friendly and
secure system. By focusing on representative examples, the document provides a practical
foundation for testing and refining the EUDI Wallet during the pilot phase, aligning with the
broader objectives of the DC4EU project.

DC4EU WP6
User_Journeys.docx

3.2 ONBOARDING PROCEDURES AND TRUST INFRASTRUCTURE

This document provides a detailed analysis of the onboarding procedures and trust
infrastructure necessary for integrating issuers and verifiers into the EUDI Wallet ecosystem. It
focuses on the processes for onboarding providers of electronic attestations of attributes (PuB-
EAAs) in Social Security Coordination and the registration of schemas and policies. By aligning
with the revised elDAS Regulation, the document lays the groundwork for a robust trust
framework, emphasizing verifiable credentials and self-sovereign identity systems. It serves as
a blueprint for testing and piloting activities within the DC4EU project, aiming to establish secure
and interoperable trust relationships at both national and European levels.

-

DC4EU WP6
Onboarding_Procedul

3.3 LEGAL AND TECHNICAL ARCHITECTURE

This document explores legal and technical architecture underpinning the issuance and
verification of digital credentials within the eIDAS Trust Framework. It defines the roles and
responsibilities of authentic sources, issuers, and verifiers, while detailing the architectural
components and technical patterns required for secure and interoperable digital public services.
By addressing both direct and delegated credential issuance models, the document ensures
compliance with legal safeguards, data protection, and transparency requirements. It serves as
a foundational guide for implementing robust and trustworthy digital credential systems across

the European Union.

DC4EU WP6
Legal_&_Technical_Ai
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4 TESTING AND PILOTING RESULTS REPORT

This document provides a comprehensive account of the testing and piloting phases conducted
within the DC4EU WP6, focusing on the testing and evaluation of digital credential solutions in
alignment with the EUDI Wallet framework. It outlines the methodologies and strategies
employed to assess the technical, organizational, and business aspects of the implementation,
with a strong emphasis on identifying and addressing challenges to ensure the system's
scalability, reliability, and user-friendliness.

The report is structured to include a phased approach to testing, covering the initiation and
execution of testing activities, and documenting results through Key Performance Indicators
(KPls). It highlights the involvement of stakeholders, the use of comprehensive testing
frameworks, and the continuous improvement processes adopted throughout the project. Each
testing event is meticulously documented, including details of the phase, date, user participation,
and the issuance, verification, and revocation of credentials such as PID, PD A1, and EHIC.

N
=
DC4EU
WP6_Testing_and_Pilc
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5 CONCLUSION

The Digital Credentials for Europe (DC4EU) project represents a significant step forward in the
development and deployment of secure, interoperable, and user-centric digital credential
solutions across the European Union. This document, as a key deliverable under WP6, has
provided a comprehensive overview of the methodologies, frameworks, and outcomes derived
from the project's testing and piloting activities.

By detailing the processes, lessons learned, and best practices, this deliverable serves as a
foundational resource for stakeholders, policymakers, and technical experts. It highlights the
importance of robust project management, user-centric piloting frameworks, and a scalable trust
infrastructure in achieving the project's objectives. Furthermore, the embedded resources and
detailed reports ensure that readers have direct access to actionable insights and technical
guidance.

The results of the testing and piloting activities have been highly successful, with all Key
Performance Indicators (KPIs) being met or exceeded. Key achievements include:

[0 Wallet Users Involved in WP6: The project engaged 990 users, far surpassing the initial
goal of 250 users.

[0 Social Security Domain-Related Institutions from Different Countries Interfacing the
Wallet: A total of 16 institutions from 13 countries successfully interfaced the wallet,
exceeding the target of 10 institutions.

[0 Social Security Domain-Related Institutions Issuing PUB EAAs: Similarly, 16
institutions from 13 countries issued PUB EAAs, surpassing the goal of 10 institutions.

[0 Wallet Transactions for the Social Security Domain: The project recorded 6,097
transactions, significantly exceeding the target of 1,500 transactions.

[ Institutions or Companies Verifying Digital Credentials: Seven institutions from three
countries verified digital credentials, exceeding the goal of six institutions.

In total, 16 institutions from 13 countries successfully interfaced the wallet in their pre-production
systems and issued credentials directly to the wwWallet. Among these, six institutions from six
countries implemented their on-premise solutions, while ten institutions utilized the playground
solution. Additionally, four institutions implemented both solutions for testing purposes. The
following table summarizes the institutions involved, their respective countries, and the
implementation approaches adopted:

Institution Country Implementation

1 Dachverband der Sozialversicherungstrager (DVSV) AT on-premise +
playground

2 SMALS BE on-premise

3 Deutsche Rentenversicherung Bund (DRV-Bund) DE on-premise +
playground

4 Department of Social Protection (DSP) IE on-premise +
playground

5 Centre Commun de la Sécurité Sociale (CCSS) LU on-premise +
playground
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6 Vecozo NL on-premise
7 Styrelsen for Arbejdsmarked og Rekruttering (STAR) DK playground
8 Federal Social Insurance Office (FSIO) CH playground
9 Health Insurance Bureau (KZP) Ccz playground
10 German Liaison Office for Health Insurance Abroad DE playground
(DVKA)
11 National Social Security Institute of Bulgaria (NSSI) BG playground
12  National Health Insurance Fund (NHIF) BG playground
13 Gerencia de Informatica de la Seguridad Social - ES playground
Ministerio de Inclusién (GISS)
14 National Health Insurance Fund (CNAM) FR playground
15 Narodowy Fundusz Zdrowia (NFZ) PL playground
16 Instituto Seguranca Social (ISS) PT playground

FIGURE 1: OVERVIEW OF INSTITUTIONS, COUNTRIES, AND IMPLEMENTATION APPROACHES

All the details of these achievements and activities are comprehensively documented in the
Testing and Piloting report.

While this document focuses on the results of testing and piloting, it also emphasizes the need
for continued collaboration and innovation to scale these solutions effectively. Stakeholders are
encouraged to consult Deliverable D6.3, which complements this document by providing
actionable recommendations for the deployment and alignment of digital credential solutions
across Europe.
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1 PROJECT OVERVIEW

1.1 PROJECT SUMMARY

Europe is facing unprecedented changes, in which digital transformation and the green transition
are two key backbones of Europe's future. The elIDAS (electronic IDentification, Authentication
and trust Services) trust framework is undoubtedly one of the pillars of the European Union,
which has laid the foundations of identity and trust in the digital world. The revision of this
framework extends its scope of competence beyond identity, encompassing the electronic
attestation of attributes (EAA). Establishing the technical measures, the processes, and
procedures for establishing trust frameworks in sectoral areas will be key to the construction of
Europe. In this sense, DC4EU will focus on identifying and applying all these aspects in the
fields of Education (Ed) and Social Security (SS). Specifically, the issuance of educational
credentials and professional qualifications in the Education sector, and the issuance of the
portable document A1 (PDA1) and the European Health Insurance Card (EHIC) in the Social
Security sector.

The DC4EU project organizes its activities into nine Work Packages and the work plan runs
along a project timespan of 24 months. The scope of this project is WP 6 Social Security.

WP1 Project Management and WP2 Analysis and Design WP 3 Collaboration and

Coordination Alignment
WP 4 Onboarding Base Identity WP 5 Education UCs WP 6 Social security UCs
WP 7 Integrations and WP8 Ecosystem building & WP9 Communications and
Development policy support Dissemination
LSP Support, onboarding & Large-Scale Pilots Digital Credentials 4 Europe
development DC4EU

FIGURE 2: DC4EU WORK PACKAGE OVERVIEW

The increasing mobility of citizens in the EU is leading to organisational and technical challenges
in ensuring the social security of persons exercising their right to free movement within the EU.
All persons have in principle the same rights and obligations as the nationals of the country in
which they reside or work after the change. To prove and protect one's rights as an EU citizen
in the context of free movement, various entitle documents are issued in the social security
domain (e.g., Portable Documents, EHIC). Most of them are provided in paper which creates a
variety of problems in daily practice:

The process of updating information is slow.

The current formats are an extensive source of fraud and error.

The processes of provision and validation are lacking flexibility in terms of when and where.
The process of verification is complex, time consuming and error prone.

oooo

Thus, the introduction and implementation of digital and decentralized concepts and solutions
for the provision and verification of legal documents is essential.

The overall objective for the WP6 is the preparation and execution of large-scale piloting for the
issuing and verification of entitlement documents in social security (see Figure 1). The use of
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“electronic Identification, Authentication and Trust Services” (EIDAS) and the “European
Blockchain Services Infrastructure” (EBSI) as a basis for trust and verification will be the
fundament of this transnational exercise. From a business perspective 3 roles in each
participating country will be involved: (1) Issuer of credentials, (2) EU Citizen as receiver of
credentials and (3) Relying party (“Verifier”) for the verification of credentials.

EU citizen

(3) Requesting Information

&

Relying Party

APP for verification

14 L
(1) Application for Credentials

-ﬁ___

(2) Provision of Credentials

)
_®N

Y
’

(6) Revoking Credentials (5) Verfication of information

.
- ‘-
R

(7) Trusted Registries

Blockchain (EBSI)

FIGURE 3: GENERIC BUSINESS PROCESS ("USER JOURNEYS") FOR ISSUING AND VERIFYING
CREDENTIALS IN SOCIAL SECURITY

The following business cases are selected for the large-scale piloting in Work Package 6:

1. Portable Document (“PDA1”) - Statement of applicable legislation. Useful to prove that
you pay social contributions in another EU country — if you are a posted worker or work
in several countries at the same time. Estimations based on numbers from the program
“Electronic Exchange of social Security information (EESSI)” show a size of more than
3.5 million PDA1 documents yearly issued in Europe.

2. Electronic Health Insurance Card (“EHIC”) - This is a free card that provides every
citizen with access to medically necessary government-provided healthcare during a
temporary stay in one of the 27 EU countries, Iceland, Liechtenstein, Norway, and
Switzerland, under the same conditions and at the same cost (free in some countries)
as persons insured in that country. The services covered include, for example, services
related to chronic or existing illnesses, as well as in connection with pregnancy and
childbirth. Currently approx. 235 million EU citizens are equipped with an EHIC.
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1.2 PROJECT OBJECTIVES & NON-OBJECTIVES

Project Objectives

[0 the definition and implementation of a reference architecture as a blueprint for the social
security coordination

[0 the preparation and execution of two large scale pilots for the issuing and validation of
PDA1 and EHIC in digital form

[J the demonstration of the functionality of the EUDIW in cross-border social security context

[0 the successful onboarding (incl. EBSI-Onboarding) of involved users, credential/attribute
providers and relying parties in social security coordination.

[0 the contribution to the development, improvement, and implementation of the EUDI
reference application in form of requirement descriptions.

Project Non-Objectives

[0 technical implementation of the EUDIW for LSP
[0 training & roll-out of the EUDIW

The DC4EU project is Co-funded by
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1.3 PROJECT STAKEHOLDERS
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1.4 PROJECT DEPENDENCIES & INTERRELATIONS

Project Dependencies

WP 6 is interdependent with the other eight work packages in the DC4EU project. Dependences
are depicted in the below figure.

WP1
Project management and coordination

/

s A ( N
= wpP2
E Analysis, planification and design
c
2 I S
e WP4 'g
: Onboarding base identity E
g I g
g &
- % WP5s WP6 o ©
g = Educational credentials and " " ]
S ! e . Social Security S5
- professional qualifications c
] ]
g [ 2
£ £
] WP7 £
g Integrations and development ﬁ
= a
5 ]
% WP8 |
Ecosystem building, policy support and sustainability

K
o

FIGURE 4: DEPENDENCIES DC4EU WORK PACKAGES

Direct inputs required, from;

WP2: ARF analysis (actors, roles, interfaces) and planification document
WP3: Inputs & outputs from coordination actions with key stakeholders
WP4: Onboarding generic aspects/options elaborated by WP4 (to be instantiated in WP6)
WP7: Issuer System for issuing Gateway functionality to EUID Wallet
Verifier System for verifying Gateway functionality to EUID Wallet

oooo
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Project Interrelations
WP 6 is related to other Social Security Initiatives as shown in the table below.

Acronym | Name Description

elDAS Electronic The Regulation on electronic identification and
Identification And | trust services for electronic transactions in the
Trust Services internal market (eIDAS Regulation). “elDAS

2.0” represents an evolution of an existing EU
regulation, elDAS (electronic IDentification,
Authentic and trust Services), which was
established in 2014.

EUDIW European Digital The European Digital Identity will be available to
MVP Identity EU citizens, residents, and businesses who
Wallet Minimal Viable wan'g to_ identify _themselves_ or provide
Product confirmation of certain personal information.

ARF Architecture European Digital Identity Architecture and
Reference Framework | Reference Framework: set of common
standards and technical specifications and a set
of common guidelines and best practice.

EBSI The European The European Blockchain Services
Blockchain Services Infrastructure (EBSI) was born in 2018 when 29
Infrastructure countries (all EU members states, Norway and

Liechtenstein) and the EU Commission have
joined forces to create the European Blockchain
Partnership (EBP).

EUDI European Digital The European Digital Identity will be available to
Identity EU citizens, residents, and businesses who
want to identify themselves or provide
confirmation of certain personal information.

EESSI Electronic Exchange EESSI is an IT system that helps social security
of Social Security institutions across the EU exchange information
Information related to different branches like applicable

legislation, sickness, occupational diseases
and accidents at work, pensions,
unemployment and family benefits more rapidly
and securely.

SDG Single Digital Gateway | The single digital gateway facilitates online
access to information, administrative
procedures, and assistance services that EU
citizens and businesses may need in another

EU country.
The DCA4EU project is Co-funded by
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EPSR European Pillar of | The European Pillar of Social Rights (EPSR)
Social Rights was set out in 2017 by the EU to act as a
compass for a strong social Europe. The EPSR
sets out 20 principles in three main areas: (1)
equal opportunities and access to the labor
market (2) fair working conditions and (3) social
protection and inclusion.

DEP Digital Europe The Digital Europe Program (DEP) aims to build
Program the EU's strategic digital capacities and to
facilitate the wide deployment of digital
technologies.

ESSPASS | The European Social | ESSPASS is a digital solution to facilitate the
Security Pass exercise of social security rights across borders
while reducing the risk of errors and fraud and
the administrative burden on citizens and
national authorities.

VECTOR | Verifiable Credentials | The project will leverage the current EBSI

& Trusted capabilities and service around blockchain
Organisations technology and the concept of Verifiable
Registries Credential (VC) and Self-Sovereign Identity

(SSI) to reiterate and scale up education and
define social security use cases in real-life
production giving the data control back to the
citizen, facilitating travel across the continent for
student mobility and employment opportunities
, protecting against fraud, increasing trust and
security and making verification of data
authenticity easy and efficient.

DG EMPL | Directorate-General EU employment and social policies bring
for Employment, practical benefits to citizens, for example, in
Social Affairs and finding a job, moving to another Member State
Inclusion for work or other reasons, upgrading skills, etc.

In partnership with national authorities, social
partners, civil society organisations and other
stakeholders, the Directorate-General
addresses challenges linked to globalisation,
the ageing of Europe's population and changing
social realities.
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1.5 PROJECT CONSTRAINTS

O
O
O
O
O
O
O
O

Time (28 months)

Time (Deliverables)

Resources and Funding (Infrastructure)

Resources and Funding (Implementation)

Resources and Funding (Large Scale Pilots for PDA1 or EHIC)
Scope (ARF & Implementing Acts (I1A))

Scope (EUDI Wallet)

Scope (Involved partners)

The DCA4EU project is Co-funded by

Co-funded by the European Union’s Digital Europe
the European Union Programme under Grant Agreement
P no. 101102611 Page 8

© 2023-2025 DC4EU



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | Project Diary lﬁ DC!"EU

2 PROJECT APPROACH

2.1 PROJECT LIFECYCLE

The estimated project duration is 24 months, with a project start date of 01/04/2023.
Project end date originally 31/03/2025, amended to 31/07/2025.

2.2 REQUIRED PROJECT DOCUMENTATION
Artefact Location Comment
DC4EU Proposal n/a external
DC4EU - EBSINE - 02. Grant Agreement - external
Grant Agreement Alle Dokumente
. DCA4EU - EBSINE - 03. Consortium external
Consortium Agreement agreement - Alle Dokumente
DC4EU - EBSINE - external
Project Handbook WP1 D1.1 DC4EU Project Management Handbo

ok v.01.pdf - Alle Dokumente

Project Handbook WP6 DCA4EU - EBSINE - 01 Project Management internal
- Alle Dokumente

(this document)

DC4EU - EBSINE - D1.3. DC4EU QA & RM external
Plan v1.0.pdf - Alle Dokumente

Project QA & RM Plan

DC4EU - EBSINE - 01 Project Management internal
Project Work Plan - Alle Dokumente

Other...

The DCA4EU project is Co-funded by
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2.3 CONFLICT RESOLUTION AND ESCALATIONS

The escalation procedure for this project is as following:

[0 All issues/changes/risks with Very Low and Low impact can be approved by the Project
Manager (PM).

[J Issues/changes/risks with Medium impact are approved by the Managing Level (Work
Package Leader and Business Managers) during the monthly Internal Project Status
Meetings. Decisions are registered in the Decision Log;

[0 Issues/changes/risks with High and very High impact are aligned with WP6 Core team (PCT)
and approved by the Work Package Leader (WPL). Decisions are registered in the Decision
Log.

The DCA4EU project is Co-funded by
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3 PROJECT PLAN

3.1 WORK PACKAGE SPECIFICATIONS
3.1.1 WORKING TASKS

6.1 The definition of the Business Blueprint (BBP) PIC
6.1.1 Analysis Status Quo Issuing of EHIC PCT
6.1.2 Analysis Status Quo Issuing of PDA1 PCT
6.1.3 Definition System Architecture PCT +TL

6.1.4 Definition Business Process for Issuing, Updating, Revocation | PCT + BL
and Verifying of EHIC Credentials

6.1.5 Definition Business Process for Issuing, Updating, Revocation | PCT +BL
and Verifying of PDA1 Credentials

6.1.6 Data Model for EHIC credentials BL+BC
6.1.7 Data Model for PDA1 credentials BL+BC

6.1.8 Implementing RI-Use Case Specific: Issuing, Updating, | TL+TR
Revocation and Verifying of EHIC & PDA1

6.1.9 Implementing RI-Backend-Interfaces for EHIC-Issuers TL+TR
6.1.10 | Implementing RI-Backend-Interfaces for PDA1-Issuers TL+TR
6.1.11 Implementing RI-Backend-Interfaces for EHIC-Verifiers TL+TR
6.1.12 | Implementing RI-Backend-Interfaces for PDA1-Verifiers TL+TR
6.1.13 | Provision of deliverables PCT
6.2 The activities of Onboarding procedure PIC

(including trusted registries preliminary activities)

6.2.1 Definition of Onboarding Business Process for institutions EHIC | PCT
case

6.2.2 Definition of Onboarding Business Process for institutions PDA1 | PCT

case
6.2.3 Onboarding of institutions involved in the EHIC case PCT
6.2.4 Onboarding of institutions involved in the PDA1 case PCT
6.2.5 Provision of deliverables PCT
Co-funded by ;Zeetﬂffpiﬁnp[fi?ﬁ@f cig[tf;lngﬁ?osi
the European Union Programme under Grant Agreement
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6.3 The testing and piloting execution PIC

6.3.1 Concept of testing (design, layout) PCT

6.3.2 Testing EIDAS, EBSI components and DC4EU reference | PCT
implementation for EHIC credentials

6.3.3 Testing EIDAS, EBSI components and DC4EU reference | PCT
implementation for PDA1 credentials

6.3.4 Requirements engineering and DC4EU reference | PCT
implementation development & user support

6.3.5 Concept of Large-Scale Pilot (design, layout & marketing) PCT
6.3.6 Pilots for issuing (issue, update, revoke) EHIC credentials all
6.3.7 Pilots for issuing (issue, update, revoke) PDA1 credentials all
6.3.8 Pilots for validating EHIC credentials all
6.3.9 Pilots for validating PDA1 credentials all
6.3.10 | Provision of deliverables PCT
6.4 Identification of opportunities and synergies PIC
6.4.1 Alignment of issues related to EHIC credentials PCT
6.4.2 Alignment of issues related to PDA1 credentials PCT

6.4.3 Analysis of results concerning the piloting of EHIC credentials PCT

6.4.4 Analysis of results concerning the piloting of PDA1 credentials | PCT
6.4.5 Provision of deliverables PCT

3.1.2 MILESTONES

MS No | Milestone Name Means of Verification

6.1 Business Blueprint completed The technical reference architecture
specification and implementation, the reference
use cases documentation as well as the
workflows documentation for the piloting in
social security are validated.

6.2 Onboarding process customized | The onboarding process of all participants is
and executed performed.
6.3 The first Large-Scale Pilot scenario | The deployment and results report for
launched preliminary tests and first LSP testing are
validated and issued.
6.4 The last Large-Scale Pilot scenario | The deployment and results report for all LSP
launched testing (both use cases) are validated and
issued.

The DCA4EU project is Co-funded by
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3.1.3 DELIVERABLES

DL No | Deliverable Name Description

6.1 Business Blueprint (BBP) A document regarding business requirements,
scenarios and interoperability requirements as
well as use-case governance model design. It
includes Business Process Specifications and
Data Model, document on System Architecture
and Specifications of Configuration Process.
Business Process Notation, Business Process
Modelling and Data Modelling instruments will

be used.
6.2 The Deployment, Testing and | DTSRL (hosted in participants intranet section)
Piloting Scenarios Results Library | with searchable contents regarding testing and
(DTSRL) piloting scenarios. Specifications, results, and

conclusions will be delivered In MS Word
document. Business Process Notation and
Business Process Modelling instruments will be

used.
6.3 The Initiatives mapping and | The individual initiatives, activities and
alignment checklist checklists will be maintained in the participants’

intranet section. Final report on methodology
and best practices will be delivered in MS Word
document. Business Process Notation and
Business Process Modelling instruments will be

used.
The DCA4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe
the European Union Programme under Grant Agreement
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3.2

WBS

6.1
6.1.1.
6.1.2.
6.1.3.
6.1.4.
6.1.5.
6.1.6.
6.1.7.
6.1.8.

6.1.9.

6.1.10.
6.1.11.
6.1.12.

6.1.13.

6.2.1.
6.2.2.
6.2.3.
6.2.4.

6.3.
6.3.1.
6.3.2.
6.3.3.
6.3.4.
6.3.5.
6.3.6.

6.3.7.

6.3.8.

6.3.9.

6.3.10.

6.4.
6.4.1.
6.4.2.
6.4.3.
6.4.4.

6.4.5.

* gk

M Co-funded by

TASK DESCRIPTIO|

Definition of BBP
Analysis Status Quo Issuing of EHIC
Analysis Status Quo Issuing of PDA1
Definition System Architecture
Definition Business Process for Issuing, Updating, Revocation and Verifying of EHIC Credentials
Definition Business Process for Issuing, Updating, Revocation and Verifying of PDA1 Credentials
Data Model for EHIC credentials
Data Model for PDA1 credentials
Implementing RI-Use Case Specific: Issuing, Updating, Revocation and Verifying of EHIC & PDA1
Implementing RI-Backend-Interfaces for EHIC-Issuers
Implementing RI-Backend-Interfaces for PDA1-Issuers
Implementing RI-Backend-Interfaces for EHIC-Verifiers
Implementing RI-Backend-Interfaces for PDA1-Verifiers
Provision of deliverable 6.1 Business Blueprint.
M23: Business Blueprint completed
‘Onboarding procedure
Definition of Onboarding Business Process for institutions EHIC case
Definition of Onboarding Business Process for institutions PDA1 case
Onboarding of institutions involved in the EHIC case
Onboarding of institutions involved in the PDA1 case
M24: Onboarding process customized and executed
Testing and piloting execution
Concept of testing (design, layout)
Testing EIDAS, EBSI components and DCAEU reference implementation for EHIC credentials
Testing EIDAS, EBSI components and DC4EU reference implementation for PDA1 credentials
Requirements engineering and DC4EU reference implementation development & user support
Concept of Large-Scale Pilot (design, layout & marketing)
Pilots for issuing (issue, update, revoke) EHIC credentials
Pilots for issuing (issue, update, revoke) PDA1 credentials
M25: First Large-Scale Pilot scenario launched
Pilots for validating EHIC credentials
Pilots for validating PDA1 credentials
M26: Last Large-Scale Pilot scenario launched
Provision of deliverable 6.2 Deployment, Testing and Piloting Scenarios Results Library (DTSRL)
Identification of opportunities and synergies
Alignment of issues related to EHIC credentials
Alignment of issues related to PDA1 credentials
Analysis of results concerning the piloting of EHIC credentials
Analysis of results concerning the piloting of PDA1 credentials

Provision of deliverable 6.3 The Initiatives mapping and alignment checklist
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PROGRESS

100%
100%

100%

100%
100%
100%
100%
100%
100%

100%
100%

100%

PLAI
STAI

01.04.2023
01.05.2023
01.05.2023
01.04.2023
01.09.2023
01.09.2023
01.06.2023
01.06.2023
01.02.2025
01.02.2025
01.02.2025
01.02.2025
01.02.2025
01.04.2024
01.04.2024
01.09.2023
01.09.2023
01.09.2023
01.02.2025
01.02.2025
01.03.2025
v v
01.02.2024
01.02.2024
01.02.2024
01.02.2024
01.04.2024
01.04.2024
01.04.2024
01.04.2024
01.05.2024
01.04.2024
01.04.2024
01.07.2025
01.07.2025
01.02.2025
01.03.2025
01.03.2025
01.05.2025
01.05.2025

01.07.2025

PLAN
END

31.05.2025
30.09.2023
30.09.2023
30.06.2023
30.11.2023
30.11.2023
30.09.2023
30.09.2023
31.05.2025
31.05.2025
31.05.2025
31.05.2025
31.05.2025
30.04.2024
30.04.2024
31.05.2025
30.04.2024
30.04.2024
31.05.2025
31.05.2025
31.03.2025
31.07.2025
01.02.2025
30.10.2024
30.10.2024
31.05.2025
30.10.2024
30.06.2025
30.06.2025
31.05.2024
30.06.2025
30.06.2025
31.07.2025
31.07.2025
31.03.2025
31.07.2025
31.07.2025
31.07.2025
31.07.2025

31.07.2025

PLAN
DAYS
792
153
153
91
91
91
122
122
120
120
120
120

120

PROJECT WORK PLAN — GANTT CHART

ACTU,
START

01.05.2023
01.05.2023
01.05.2023
01.05.2023
01.09.2023
01.09.2023
01.07.2023
01.07.2023
01.02.2025
01.02.2025
01.02.2025
01.02.2025
01.02.2025
30.05.2024
30.05.2024
01.10.2023
01.10.2023
01.10.2023
01.02.2025
01.02.2025
09.10.2024
01.10.2023
01.02.2024
01.02.2024
01.02.2024
01.04.2024
01.04.2024
01.04.2024
01.04.2024
18.04.2024
01.04.2024

01.04.2024

01.03.2025
01.03.2025
01.05.2025

01.05.2025

END

31.01.2024
31.10.2023
31.10.2023
30.11.2023
31.12.2023
31.12.2023
28.02.2024
28.02.2024
31.05.2025
31.05.2025
31.05.2025
31.05.2025
31.05.2025
30.05.2024
30.05.2024
31.03.2024
30.10.2024
30.10.2024
31.05.2025
31.05.2025
09.10.2024
31.01.2025
28.02.2025
30.06.2025
30.06.2025
31.05.2025
28.02.2025
31.07.2025
31.07.2025
18.04.2024
31.07.2025

31.07.2025

31.07.2025
31.07.2025
31.07.2025

31.07.2025

DAYS

276
184
184
214

487

487
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3.3

RESOURCE PLAN

% DC4EU

Hours for Full Executors represent, budgeted hours for each TE executing both EHIC & PDA1.

Hours for Basis Executor, budgeted hours for each TE executing either EHIC or PDA1.

Task Nr Description

6.1
6.1.1
y

6.1.2
6.1.3
6.1.4
Yy

6.1.5
’6.1.6
’6.1.7
Yy

6.1.8
’6.1.9
v
6.1.10
v
6.1.11
’6.1.12
’6.1.13

6.2
P

6.2.1
’6.2.2
’6.2.3
Yy

6.2.4
’6.2.5

6.3
631
632
v

6.3.3
634
635
'6.3.6
’6.3.7
y

6.3.8
’6.3.9
’6.3.10

6.4
6.4.1
Yy

6.4.2
6.4.3
6.4

v
6.4.5

** %

**

* gk

*

The definition of the Business Blueprint (BBP)

Analysis Status Quo Issuing of EHIC

Analysis Status Quo Issuing of PDA1

Definition System Architecture

Definition Business Process for Issuing, Updating, Revocation and Verifying of EHIC Credentials
Definition Business Process for llssuing, Updating, Revocation and Verifying of PDA1 Credentials
Data Model for EHIC credentials

Data Model for PDA1 credentials

Implementing RI-UseCase Specific: Issuing, Updating, Revocation and Verifiing of EHIC and PDA1
Implementing RI-Backend-Interfaces for EHIC-Issuers

Implementing RI-Backend-Interfaces for PDA1-Issuers

Implementing RI-Backend-Interfaces for EHIC-Verifiers

Implementing RI-Backend-Interfaces for PDA1-Verifiers

Provision of deliverables

The activities for Onboarding procedure. (Including trusted registries preliminary activities)
Definition of Onboarding Business Process for institutions EHIC case

Definition of Onboarding Business Process for institutions PDA1 case

Onboarding of institutions involved in the EHIC case

Onboarding of institutions involved in the PDA1 case

Provision of deliverables

The testing and piloting execution

Concept for Testing (Design, Layout)

Testing EIDAS, EBSI components and DC4EU reference implementation for EHIC credentials
Testing EIDAS, EBSI components and reference implementation for PDA1 credentials
Requirements engineering and DC4EU reference implementation development & User Support
Concept for Large Scale Pilot (Design, Layout and Marketing)

Pilots for issuing (Issue, Update, Revoice) EHIC credentials

Pilots for issuing (Issue, Update, Revoice) PDA1 credentials

Pilots for validating EHIC credentials

Pilots for validating PDA1 credentials

Provision of deliverables

Identification of opportunities and synergies

Alignment of Issues related to EHIC credentials

Alignment of Issues related to PDA1 credentials

Analyses of results concerning the piloting of EHIC credentials
Analyses of results concerning the piloting of PDA1 credentials
Provision of deliverables

Sum hours
Sum Days (each 8 hours)
Sum Months (each 20 working days)

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
no. 101102611
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Full Executor

Participating Country  Hours All

All EHIC Piloting
All PDA1 Piloting
Core Team

All EHIC Piloting
All PDA1 Piloting
All EHIC Piloting
All PDA1 Piloting
Core Team

All EHIC Piloting
All PDA1 Piloting
All EHIC Piloting
All PDA1 Piloting
All

All EHIC Piloting
All PDA1 Piloting
All EHIC Piloting
All PDA1 Piloting
All

Core Team

All EHIC Piloting
All PDA1 Piloting
Core Team

All

All EHIC Piloting
All PDA1 Piloting
All EHIC Piloting
All PDA1 Piloting
All

Core Team

Core Team

All EHIC Piloting
All PDA1 Piloting
All

24
24
120
72
72
24
24
1.200
270
270
180
180
24

24
24
24
24
24

120
24
24

420
36

360

360

240
24

120
120
36
36
24

4.788
599
30

Basis Executor

Hours EHIC Hours PDA1

24
0
120
72
0
24
0
1.200
270
0
180
0
24

24

24

24

120
36

24
3.060

383
19
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24
1.200

270

180
24

24

24

24

120

24

90

36

360

240
24

120

36
24

3.060
383
19
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4 PROJECT PROCESSES

The global project management processes for DC4EU are defined in the D1.3 Quality
Assurance and Risk Management Plan document. The following processes adhere to the
baseline established in D1.3.

4.1 RISK MANAGEMENT

Risk identification and assessment has been carried out within the framework of Digital Europe
Programme (Digital), Application Form Technical Description (Part B). The numbering of risks
conforms with that of the original documentation, risks listed below concern only WP 6 Social
Security.

No. | Description Proposed risk-mitigation measures

4 The EUDI reference Use an agile (“phrased approach”) to
implementation will not be ready. | align with the EUDIW release calendar
(L) and WP7.

5 EUDIW cannot support the Start work that is not technology-related/
expected technological stack in dependent and introduce alternative
the earliest version. (M) technological solutions pending the next

iterative release.

6 The EUDIW reference Use an agile (“phrased approach”) to
implementation will not be ready. | align with the EUDIW release calendar
(L) and WP?7.

7 The institutions, private Establishment of a core group
companies, or public services for | responsible for the technical
the issuing or verifying of implementation (“interfacing”) as well as
credentials will not be ready. (M) | support and maintenance for the piloting

institutions.

8 There is a shortage of wallet Design and execution of an agile test-
users to participate in the piloting | and piloting plan. Synergies between
phase. (L) WPs 5 & 6.

17 Lack of resources and funding Amend the grant in coordination with the
due to an extension of the project. | EC to include the necessary resources.
(L)

Co-funded by
the European Union

The DC4EU project is Co-funded by
the European Union’s Digital Europe
Programme under Grant Agreement
no. 101102611
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Standard procedure of risk management within WP 6:

[0 <« Risk Identification: risks are continuously identified throughout the project lifecycle by
any project stakeholder and documented in the Risk Log (table below).

[J « Risk Assessment: risks are assessed based on their likelihood of occurrence and the
impact in project scope and constraints. The assessment of risk levels are H= High,
M=Medium and L=Low.

[0 « Risk Response Development: risk mitigation measures to be developed for each risk
and specific actions to implement the strategy will be defined, described, scheduled, and
assigned. These actions will be incorporated into the Project Work Plan.

[0 + Risk Control: the Internal Project Status Meetings are used to revise the status of risks,
probabilities and impacts, and related actions, and to identify new risks. If any of the
identified risks occur, then the Project Manager (PM) will implement the contingency plans
and communicate the issue to the Work Package Leader (WPL).

No. | Description Proposed risk-mitigation measures
1
2
3
4
5
4.2 ISSUE MANAGEMENT

The project issue management process defines the activities related to identifying, documenting,
assessing, prioritizing, assigning, resolving and controlling issues. It is a four step process that
the Project Manager (PM) executes whenever required throughout the project lifecycle:

[0 Issue ldentification: Issues can be identified by any project stakeholder throughout the
project lifecycle, using different communication channels such as meetings, emails, and
reports. The issues are registered in the Issue Log (table below).

[0 Issue Assessment and Action Recommendation: a first informal assessment considers
the category, impact, urgency and size of the issue, followed by a more detailed analysis
to identify the root cause and recommend a solution. This information is documented in the
Issue Log and used as input to the appropriate decision makers (based on the escalation
process). The decision is documented in the Decision Log.

[0 Actions Implementation: After issues are evaluated and the remediation actions
approved, the Project Manager (PM) will incorporate these actions into the Project Work
Plan and update project related documentation such as project plans and logs

[J Issue Control: Project Status meetings will be performed regularly and used to revise the
status of issues and related actions, and to identify new issues. Additionally, the Project
Manager (PM) will report monthly the status of the major issues to the Work Package
Leader (WPL) and, when adequate, to other project stakeholders

The DC4EU project is Co-funded by

Co-funded by the European Union’s Digital Europe
the European Union Programme under Grant Agreement
P no. 101102611 Page 3
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No. Description Proposed issue management measures
1
2
3
4
5
4.3 REQUIREMENTS & QUALITY MANAGEMENT

The requirements management process comprises the activities related to the specification,
evaluation, approval, monitoring and validation of the project's requirements. This will increase
the ability to meet the project expected results. This process consists of the following steps:

[0 Specify Requirements: gather the project requirements together with the project
stakeholders and document them unambiguously in the Requirements Document.
Structure them by adding relevant metadata.

[0 Evaluate Requirements: the project team assesses the feasibility of the requirements and
estimates the costs to realise them. The Project Manager (PM) balances the list of
requirements with the other project constraints (budget, time, etc.) and proposes them to
the project stakeholders.

[0 Approve Requirements: the Project Manager (PM) negotiates and agrees the
requirements that will be realized during the project with the relevant stakeholders, such as
the Work Package Leader (WPL) or the Business manager (BM). The approved
requirements become the baseline of the project scope.

[0 Monitor Requirements Implementation: the Project Manager (PM) continuously
monitors the implementation of the requirements by the Project Core Team (PCT), besides
the discovery of new requirements or changes to existing requirements.

[0 Validate Implemented Requirements: when the requirements are implemented the
solution is validated by the business user in order to assess if the initial business need is
satisfied. Formal acceptance of the project deliverables should comply to the Deliverables
Acceptance Management process.

The DC4EU project is Co-funded by

Co-funded by the European Union’s Digital Europe
the European Union Programme under Grant Agreement
P no. 101102611 Page 4

© 2023-2025 DC4EU



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | Project Diary lﬁ DC!"EU
4.4 PROJECT CHANGE MANAGEMENT

The project change management process defines the activities related to identifying,
documenting, assessing, approving, prioritizing, planning and controlling changes, and
communicating them to all relevant stakeholders. It is a five step process that the Project Manager
(PM) executes whenever required throughout the project lifecycle:

[0 Change ldentification: a request for a change can be submitted formally via a Change
Request Form, or can be identified and raised during meetings as a result of decisions,
issues or risks. The Change Log contains information to identify the change, such as the
requestor, a short description, identification date, etc.

[0 Change Assessment and Action Recommendation: the size and impact of the change
on the project scope, schedule, cost, quality, risk, and other project boundaries is assessed,
where after a recommended action will be documented by the Project Manager (PM) in the
Change Log., This information is then used as an input to the formal change approval by
the appropriate decision makers.

[0 Change Approval: the approval of a project change will follow the defined escalation
process for this project. For changes which do not have significant impact on delivery time
and budget, the changes can be approved during the Project Status Meetings. Other
changes (having a size L or XL) are approved by the Steering Committee (SC). The
decision details are documented in the Change Log.

[0 Change Implementation: the activities related to the implementation of approved changes
will be documented in the Project Work Plan.

[0 Change Control: new or open changes will be identified/reassessed weekly during the
Project Status Meetings and the Project Manager (PM) will then update the Change Log
with the results of the analysis/review. For the Medium, High and Very High size changes,
the Project Manager (PM) will report on a monthly basis their status to the Work Package
Leader (WPL) and, when adequate, to other project stakeholders.

4.5 CONFIGURATION MANAGEMENT

The project configuration management procedure comprises the identification of project
configuration items (Cls), their attributes and status codes, the establishment of baselines, the
definition of roles and responsibilities for authorised changes to Cls, and the maintenance and
control of a project repository.

Storage of project management artefacts

The Project Manager (PM) will structure the project management artefacts, following the below
folder convention:

0 01 Initiating

[0 02 Planning

[0 03 Executing

[J 04 Monitor & Control
[J 05 Closing

Versioning of project management artefacts

All project management artefacts are under version control, except for the project logs and
checklists.

The DC4EU project is Co-funded by
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4.6 COMMUNICATIONS MANAGEMENT
The following project meetings will be organised:
Meeting Chair Frequency | Participants
Planning Kick-off Meeting Project Manager (PM) Once IPT
Executing Kick-off Meeting Project Manager (PM) Once IPT
Internal Project Status Meeting Project Manager (PM) Bi-Monthly | IPT
WP6 Project Core Team Meeting | Work Package Leader | Monthly PCT
(WPL)
WP6 Project Workshop Work Package Leader | Quarterly All WP6
(WPL)
WP6 Business  Workgroup | Business Lead Monthly All WP6
Meeting
WP6  Technical  Workgroup | Technical Lead Monthly All WP6
Meeting
Project Steering Committee | Chair of SC Monthly SC members
Meeting
Change Control Meeting Project Manager (PM) Ad Hoc PCT
Project-End Review Meeting Project Manager (PM) Once PCT

The DC4EU project is Co-funded by

Co-funded by the European Union’s Digital Europe
the European Union Programme under Grant Agreement
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The following project reports will be delivered to the Commission, as described in the Grant
Agreement:

Report Responsible
D1.1 Project Management Handbook WP1
D1.2 SC & AB meeting minutes WP1
D1.3 Quality assurance and risk management plan WP1
D1.4 Roadmap for the implementation of the eco-system WP1
D1.5 Sustainability business strategy WP1
D1.6 Periodic Report (l) WP1
D1.7 Interim Report WP1
D1.8 Periodic Report (II) WP1
D1.9 Final Report WP1
4.7 DELIVERABLES ACCEPTANCE MANAGEMENT

See D1.3 Quality Assurance and Risk Management Plan chapter 2.1 Quality Management
(deliverables acceptance process).

The DC4EU project is Co-funded by
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5 PROJECT PROGRESS MEASUREMENT

See D1.1 Project Management Handbook chapter 4 Project Management Processes and
Responsibilities.

DVSV, as the work package lead, is responsible for tracking progress within WP6 and
communicating towards the COO.

The DC4EU project is Co-funded by

Co-funded by the European Union’s Digital Europe
the European Union Programme under Grant Agreement
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6 PROJECT ROLES & RESPONSIBILITIES

See D1.1 Project Management Handbook chapter 5 Project Responsibilities.

6.1 CONSOLIDATED RESPONSIBILITIES ASSIGNMENT MATRIX
(RAM/RASCI)

Quality managemant WPL

Document delivery SII I n.a S S
Preliminary assessment R C C A | I n.a n.a I
Second assessment C R C A | I n.a n.a I
HADEA preliminary assessment 3 I I A I I n.a n.a R
Document submission S I I R S 5 ."

Risk Management

Risk identification

| I
Risk analysis and strategy design R C C I: | I n.a A I
Risk ewvaluation 3 R C C | I n.a A I
Rizk Monitcring R C C S | I I Al'S G
Global planning process
Plan update Sil C I R ] S n.a n.a n.a
Global plii?;;gﬁzzmm and R C | I n.a n.a n.a

Strategic Committee notification

Monitoning and tracking
Issue management process

Issue notification S S R
First assessment R C C C 8 n.a n.a A I
Second assessment 5 R C C 8 n.a n.a A I
Escalation and :::DEA s RS | cI | cn | s | | na|na| A | R

Action implementation S R

Change management process

Change requast

s I I | |
Preliminary assessment R C C c | n.a n.a A n.a
Change assessment with the SC 3 R Cc c | n.a n.a A n.a
Ezcalation and Implamnntaﬂon RIS C C -] ]
Chang R I I S S
Technical re pnru ng
Report to COO
Consolidation of the report R C C AI'S S S n.a n.a n.a
sC nnﬂﬂcatbon am:I report to o AS o
Fimanci al reporting
Report to COO0 R
Consolidation of the report R I I s n.a n.a n.a AS I
SC notification and report to
HADEA c I | n.a n.a n.a Al'S ch

R: Responsible; A: Accountable; S: Support; C: Consulted; I: Informed
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6.2 DESCRIPTION OF PROJECT ROLES AND RESPONSIBILITIES
In the following section, the roles of major players in a project are described alongside the

responsibilities, expectations, rights and duties of each participant in the project with focus on
WP6.

See D1.1 Project Management Handbook chapter 3 Stakeholders, Governance & Roles for
DC4EU Consortium.

6.2.1 PROJECT STAKEHOLDERS

Description

DCA4EU is complex program consisting of 9 work packages, which are interdependent on
each other. Thus there is a multi-layered stakeholder group influencing the national project.

Third-circle stakeholders: minimal direct influence, monitoring role
o Steering Committee (SC)
e Advisory Board (AB)

Second-circle stakeholders: mediocre direct influence, keep informed & actively consult
e Project Management Coordination or Coordinator (PMC or COQO)

Core stakeholders: key players in the project, active cooperation
e Project Core Team (PCT)
e Task Executors

Internal project team (IPT): members of the national project team
e (WPL,PM,BL), BC, TL, TR, PC — e.g. AT as described in this document

6.2.2 STEERING COMMITTEE (SC)

Description

The permanent members of the committee are:
e Chair/ COO: Angel Martin
o Education: Alex Grech, Lluis Arifio, Klaas Wierenga
e Social Security: Gerd Bauer, Mathias Landeck

e ¢elIDAS: Leif Johanson, Teemu Kariainen

Responsibilities

e Ensures the consistency and coherence of the project with a business-related
approach and perspective, operating in constant coordination with the PMC/COO.

e Develops and revisits the project’s strategy, internal rules and regulations.
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¢ Guides and promotes the successful execution of the project at a strategic level,
keeping the project focused towards its scope.

e Ensures adherence to organisation policies and directions.
e Provides high level monitoring and control of the project.

o Authorises plan deviations, scope changes with high project impact and decides on
recommendations.

¢ Arbitrates on conflicts and negotiates solutions to escalated issues.
e Approves and signs-off the artefacts regarding quality, delivery and closing.

6.2.3 ADVISORY BOARD (AB)

Description

The permanent members of the advisory board are:
o Secretariat General for Digital Administration — Ministry of Economic Affairs and
Digital Transformation (SGAD) — Span
e Agency for Digital Government — Ministry for Infrastructure (DIGG) — Sweden
e  Ministry of Finance (VM) — Finland

o National Infrastructures for Research and Technology — Ministry of Digital
Government (GRNET) — Greece

e Ministry of Economic Development and Technology (MEDT) — Slovenia

e Norwegian Digitalization Agency (Digdir) — Norway

e National Research Institute — Chancellery of the Prime Minister of Poland (NASK) —
Poland

e Ministry of Digitalization (DigitalLu) - Luxemburg

Responsibilities

e Ensures that the project’s results and findings are properly observed, gathered, and
reported in order to guarantee they are in line with relevant long-term policies and
strategies.

e Ensures that impacts and benefits are identified and duly communicated.

¢ Provides policy, technical and legal counsel and advise work package leaders and
executors, especially those in work packages 3, 4 and 8.

6.2.4 PROJECT MANAGEMENT COORDINATION OR COORDINATOR (PMC
OR COO)

Description

The Project Management Coordination of the DC4EU program is WP1, lead by:

e Secretariat General for Digital Administration — Ministry of Economic Affairs and
Digital Transformation (SGAD) — Span

Responsibilities

e Covers all coordination, planification, project management and results measurement
of tasks coordinated by WP leaders.

e Drives a complete and comprehensive governance model.

¢ Ensures that project deliverables, outcomes and results are produced / reached
according to the agreed planification and commitments.
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6.2.4.1 WORK PACKAGE LEADER (WPL)
Description

Work Package Leader Institution: Dachverband der Sozialversicherungstrager (DVSV)
o  Work Package Leader for PCT & AT: Gerd Bauer

Responsibilities

¢ Acts as the project champion promoting the success of the project.
e Chairs the WP6 Project Review Meetings.

e Provides leadership and strategic direction to the Business Manager (BM) and Project
Manager (PM).
e Sets the business objective and approves the Business Blueprint.

o Owns the project risks and assures proper project outcomes are in-line with business
objectives and priorities.

o Mobilises the necessary resources for the project in accordance to the budget.

e Monitors project progress regularly.

e Coordinates resolution of issues and conflicts.

o Ensures that the project outcome meets the business expectations.

¢ Drives organisation change and monitors proper evolution and change implementation.

e Approves and signs-off all key management milestone artefacts (Project Handbook, Project
Management Plans, Business Blueprint, etc.).

6.2.5 PROJECT CORE TEAM (PCT)
Description

Project core team of WP 6 consists of:

e Dachverband der Sozialversicherungstrager (DVSV) AT: responsible for business
architecture

o Deutsche Rentenversicherung Bund (DRV) DE: responsible for technical architecture

o Styrelsen for Arbejdsmarked og Rekruttering (STAR) DK: responsible for technical
functionality

Responsibilities

Under the coordination of the Work Package Leader (WPL), the Project Core Team (PCT):

e Prepares and delivers common artefacts for task executors to facilitate Large-Scale Pilot
execution.

Contributes in the elaboration of the project scope and the planning of the project activities.
Performs the project activities according to the project work plan and schedule.

Produces project deliverables.

Provides information to the Project Management Coordination team (PMC / COO) regarding
the progress of activities.

Participates in project meetings as needed and contributes to the resolution of issues.
Participates in the Project-End Meeting to derive and document useful lessons learned for
the organisation.
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6.2.6 TASK EXECUTORS (TE)
Description

Task executors:

1. Dachverband der Sozialversicherungstrdger (DVSV) AT - BEN
Sozialversicherungsanstalt der Selbststéndigen (SVS) AT - BEN
Styrelsen for Arbejdsmarked og Rekruttering (STAR) DK - BEN
Deutsche Rentenversicherung Bund (DRV) DE - BEN
Generalzolldirektion (GZD) DE - AP
Smals (Smals) BE - BEN
Crossroafds Bank for Social Security (CBSS) BE - BEN
Rijksdienst voor de Sociale Zekerheld (RSZ/NSSQO) BE - AP
9. Vezcozo BV (Vezcoso) NL — BEN
10. Sociale Verzekeringsbank (SVB) NL - AP
11. Narodowy Fundusz Zdrowia (NFZ) PL — BEN
12. Social Insurance Institution (ZUS) PL - AP
13. Instituto Seguranga Social (ISS) PT - BEN
14. Gerencia de Informatika de la Seguridad Social — Misterio de Inclusién (GISS) ES - AP
15. Forsakringskassan (FK) SE - AP
16. Health Insurance Bureau (KZP) CZ - BEN
17. Department of Social Protection (DSP) IE — BEN

18. Centre des liaisons européennes et internationales de sécurité sociale (CLEISS) FR -
AP

19. Central Agency of Social Security Institutions (ACOSS/URSSAF) FR — AP

20. National Health Insurance Fund (CNAM) FR — AP

21. National Social Security Institute of Bulgaria (NSSI) BG — AP

22. Bundesamt fiir Sozialversicherungen / Federal Social Insurance Office (FSIO) CH — AP
23. Ministry of Social Affairs of Estonia (SM) EE — AP

24. Kela, The Social Insurance Institution of Finland (Kela) FI — AP

25. Central Registry of Affiliates (Regos) HR — AP

26. Instituto Nazionale della Previdenza Sociale (INPS) IT — AP

27. Centre Commun de la Sécurité Sociale (CCSS) LU — AP

O NSO OAWD

Responsibilities

Under the coordination of the Work Package Leader (WPL) & Project Core Team (PCT), the
Task Executors (TE):

o Participates in Large-Scale Pilot execution.

Contributes in the elaboration of the business requirements.

Performs the project activities according to the project work plan and schedule.
Contributes to the project deliverables.

Provides information to the Project Core Team (PCT) regarding the progress of activities.
Participates in project meetings as needed and contributes to the resolution of issues.
Participates in the Project-End Meeting to derive and document useful lessons learned for
the organisation.
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6.2.6.1 PROJECT MANAGERS (PM)
Description

Work Package Executors cover national projects with focus of Large-Scale Piloting (LSP) carried
out by task executors. The Project Manager (PM) of the national project manages the project on
a daily basis and is responsible for the qualitative product delivery within the imposed
constraints.

e PM for national project ATs: Khaliunaa Damdinbazar

Responsibilities

e Proposes and executes the project plans as approved by the Work Package Leader (WPL).

e Daily manages and coordinates the national Project Team (PT) activities, making optimal
use of the allocated resources.

o Ensures that project scope is realised within the quality, time, and cost constraints, taking
preventive or corrective measures where necessary.

o Manages stakeholder's expectations.

e Is responsible to create all the project management artefacts (Project Handbook, Project
Status Report, etc.) and proposes them for approval to the Work Package Leader (WPL).

e Ensures a controlled evolution of products under version control, by implementing the
Project Change Management Plan.

o Compares project actuals and expenditures to what was planned and reports project
progress accordingly to the Work Package Leader (WPL).

o Performs risk management for project related risks.
Escalates unresolvable project issues to the Work Package Leader (WPL).
e Liaises between the PCR and Task Execution Layers of the WP 6 project.

6.2.6.2 BUSINESS LEAD (BL)

Description

Represents the Work Package Leader (WPL) on a daily basis within the project and collaborates
closely with the Project Manager (PM).

e Bl for WP6: Katharina Hilmar

Responsibilities

e Assists the Work Package Leader (WPL) on the specification of the project and the main
business objectives.

o [Establishes and guarantees an efficient collaboration and communication channel with the

Project Manager (PM).

Leads and coordinates the Business Consultants (BC).

Is responsible for the Business Blueprint.

Ensures that the products delivered by the project fulfil the defined requirements.

Manages the business side activities of the project and assures that the required business

resources are made available.

Devises the best track for business change or reengineering actions, when needed.

e Leads the implementation of the business changes within the business consultant team.

e lLeads the business workstream meetings.
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6.2.6.3 BUSINESS CONSULTANT (BC)
Description

Consists of representatives from the business area representing their country and organisation.
The Business Consultant (BC) is responsible for analyzing and defining business requirements,
scenarios and interoperability requirements as well as use-case governance model design.

Responsibilities

e Under the coordination of the Business Lead (BL), the Business Consultants (BC) plans and
defines requirements resulting in the Business Blueprint.

¢ Analyses the impact of the project implementation to the ongoing operations and existing
business processes, the people and the culture of the organisation.
Participates in the design or updating of any affected business processes.

o Prepares the affected business area for the upcoming change.

o Advises the Business Lead (BL) concerning country-specific requirements.

6.2.6.4 TECHNICAL LEAD (TL)
Description

Represent the interests of the end-users in the project. The Technical Lead (TL) together with
the Business Consultants (BC) is responsible for analyzing and defining business requirements,
scenarios and interoperability requirements as well as use-case governance model design from
the technical perspective.

e TL for WP6: Thomas Ebbinghaus

Responsibilities

Helps to define business needs and requirements from technical perspective.
Works closely with Business Consultants (BC).

Ensures that the project specifications and deliverables meet the needs of all users.
Approves the project specification and acceptance criteria.

Participates in demonstrations and pilot phases as needed.

Performs the deliverable acceptance tests.

Leads the technical workstream meetings.

6.2.6.5 TECHNICAL REPRESENTATIVES (TR)
Description

The Technical Representatives (TR) together with the Technical Lead (TL) is responsible for
implementing solutions based on defined requirements by the Business Consultant team.

Responsibilities

e Leads the initial architecture envisioning effort at the beginning of the project and supports
the initial requirements envisioning effort.

e Helps to define technical requirements and checks technical feasibility of business
requirements.

e Works closely with Technical Lead (TL).

¢ Implements designed solution.
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Participates in demonstrations and pilot phases as needed.
Performs the deliverable acceptance tests.

6.2.6.6 PROJECT CONTROLLER (PC)

Description

Assures the quality of the project and its deliverables, independently of the Project Manager
(PM).

Responsibilities

Deals closely with financial budgeting, limitations, and scheduling to ensure all processes
run smoothly during the project.

Ensures adherence to organisation’s policies, directions and predefined project management
processes.

Establishes quality assurance standards.

Supports the Project Manager (PM) in planning, monitoring and controlling the quality of the
project.

Reviews project management processes and artefacts (e.g. Project Management Plans) as
part of quality assurance.

Identifies non-conformities or opportunities for improvement and recommends actions to the
Work Package Leader (WPL) for decision.

Reports to the Work Package Leader (WPL).
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PROJECT WORK PLAN

PLAN PLAN PLAN ACTUAL ACT! ACTUAI
'ASK DE! PTIS E!
v - S 1 I e

6.1.  Definition of BBP 100% 01.04.2023 31.05.2025 792 01.05.2023 31.01.2024 276
6.1.1.  Analysis Status Quo Issuing of EHIC 100% 01.052023 30.09.2023 153  01.05.2023 31.10.2023 184
6.1.2.  Analysis Status Quo Issuing of PDAL 100% 01.05.2023 30.09.2023 153  01.05.2023 31.10.2023 184
6.13.  Definition System Architecture 100% 01.04.2023 30.06.2023 91  01.05.2023 30.11.2023 214
6.1.4. Definition Business Process for Issuing, Updating, Revocation and Verifying of EHIC Credentials 100% 01.09.2023 30.11.2023 91 01.09.2023 31.12.2023 122
6.1.5.  Definition Business Process for Issuing, Updating, Revocation and Verifying of PDA1 Credentials 100% 01.09.2023 30112023 91  01.09.2023 31.12.2023 122
6.1.6.  Data Model for EHIC credentials 100% 01.06.2023 30.09.2023 122  01.07.2023 28.02.2024 243
6.1.7. Data Model for PDA1 credentials 100% 01.06.2023 30.09.2023 122 01.07.2023 28.02.2024 243
6.1.8.  Implementing RI-Use Case Specific: Issuing, Updating, Revocation and Verifying of EHIC & PDAL 100% 01.022025 31.052025 120  01.02.2025 31.05.2025 120
6.1.9.  Implementing RI-Backend-Interfaces for EHIC-Issuers 100% 01.02.2025 31.052025 120  01.02.2025 31.05.2025 120
6.1.10.  Implementing Ri-Backend-Interfaces for PDAL-Issuers 100% 01.02.2025 31.052025 120  01.02.2025 31.05.2025 120
6.1.11. Implementing RI-Backend-Interfaces for EHIC-Verifiers 100% 01.02.2025 31.05.2025 120 01.02.2025 31.05.2025 120
6.1.12.  Implementing Ri-Backend-Interfaces for PDAL-Verifiers 100% 01.02.2025 31.052025 120  01.02.2025 31.05.2025 120
6.1.13.  Provision of deliverable 6.1 Business Blueprint 100% 01.04.2024 30.042024 30  30.05.2024 30.05.2024 1

M23: Business Blueprint completed 100% 01.04.2024 30.04.2024 30 30.05.2024 30.05.2024 1

6.2. Onboarding procedure 01.09.2023 31.052025 639 01.10.2023 31.03.2024 183
6.2.1.  Definition of Onboarding Business Process for institutions EHIC case 100% 01.09.2023 30.04.2024 243  01.10.2023 30.10.2024 396
6.2.2. Definition of Onboarding Business Process for institutions PDA1 case 100% 01.09.2023  30.04.2024 243 01.10.2023 30.10.2024 396
6.2.3. Onboarding of institutions involved in the EHIC case 100% 01.02.2025 31.05.2025 120 01.02.2025 31.05.2025 120
6.2.4.  Onboarding of institutions involved in the PDA1 case 100% 01.02.2025 31.052025 120  01.02.2025 31.05.2025 120

M24: Onboarding process customized and executed 100% 01.03.2025 31.03.2025 31  09.10.2024 09.10.2024 1

6.3. Testing and piloting execution '01.02,2024 '31.07,2025 547 01.10.2023 31.01.2025 489
63.1.  Concept of testing (design, layout) 100% 01.022024 01.02.2025 367  01.02.2024 28.02.2025 394
63.2.  Testing EIDAS, EBSI components and DC4EU reference implementation for EHIC credentials 100% 01.02.2024 30102024 273  01.02.2024 30.06.2025 516
6.3.3. Testing EIDAS, EBSI components and DC4EU reference implementation for PDA1 credentials 100% 01.02.2024 30.10.2024 273 01.02.2024 30.06.2025 516
6.3.4. Requirements engineering and DC4EU reference implementation development & user support 100% 01.04.2024 31.05.2025 426 01.04.2024 31.05.2025 426
635.  Concept of Large-Scale Pilot (design, layout & marketing) 100% 01.042024 30102024 213 01.04.2024 28.02.2025 334
63.6.  Pilots for issuing (issue, update, revoke) EHIC credentials 100% 01.04.2024 30.06.2025 456  01.04.2024 31.07.2025 487
6.3.7. Pilots for issuing (issue, update, revoke) PDA1 credentials 100% 01.04.2024  30.06.2025 456 01.04.2024 31.07.2025 487

M25: First Large-Scale Pilot scenario launched 100% 01.052024 31.052024 31  18.04.2024 18.04.2024 1
63.8.  Pilots for validating EHIC credentials 100% 01.04.2024 30.06.2025 456  01.04.2024 31.07.2025 487
6.3.9. Pilots for validating PDA1 credentials 100% 01.04.2024 30.06.2025 456 01.04.2024 31.07.2025 487
M26: Last Large-Scale Pilot scenario launched 01.07.2025 31.07.2025 31
63.10.  Provision of deliverable 6.2 Deployment, Testing and Piloting Scenarios Results Library (DTSRL) 01.07.2025 31.07.2025 31

6.4. Identification of opportunities and synergies 01.02.2025 31.03.2025 59
6.4.1. Alignment of issues related to EHIC credentials. 100% 01.03.2025 31.07.2025 153 01.03.2025 31.07.2025 153
6.4.2.  Alignment of issues related to PDAI credentials 100% 01.03.2025 31.07.2025 153  01.03.2025 31.07.2025 153
6.43.  Analysis of results concerning the piloting of EHIC credentials 100% 01052025 31.07.2025 ~ 92  01.05.2025 31.07.2025 92
6.4.4.  Analysis of results concerning the piloting of PDAL credentials 100% 01052025 31.07.2025 92  01.05.2025 31.07.2025 92
645 Provision of deliverable 6.3 The Initiatives mapping and alignment checklist 01.07.2025 31.07.2025 31
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PROJECT DIARY

Project Calendar

2023

; T Comments

26 27 28 29 30 31 1
2 3 4 5 6 7 8
9 10 11 12 13 14 15
JAN [16 17 18 19 20 21 22
23 24 25 26 27 28 29
30 31 1 2 3 4 5 6
6 7 8 9 10 11 12 7
13 14 15 16 17 18 19 8
FEB 10 21 22 23 24 25 26 )
27 28 1 2 3 4 B
6 7 8 9 10 1 12
apl13 14 15 16 17 18 19
ARI20 21 22 23 24 25 26
27 28 29 30 31 [ 14| “Apr 1: Project Start
3 4 5 6 7 8 9 15
10 11 12 13 14 15 16 16
APRI; 18 19 20 21 2 23 17
24 25 26 27 28 29 30 18| Apr 25: WP Virtual Round Table
1 2 3 4 5 6 7
8 9 10 11 12 13 14
MAY/| 15 16 17 18 19 20 21
22 23 24 25 26 27 28 May 25 & 26: 1+ DCAEU Kick-off WS, Madrid
29 30 31 1 2 3 4 23 Jun 2: AS-IS Analysis questionnaires EHIC & PDA1 sent out
5 6 7 B 9 10 11 24
12 13 14 15 16 17 18 25| Jun 15: Technical Workgroup meeting
JUN 19 20 21 22 23 24 25 26 | Jun 20-23: Core Group meeting, Ct
26 27 28 29 30 1 2 Jun 30: Business Workgroup meeting Q&A session for questionnaires
3 4 5 6 7 8 9
10 11 12 13 14 15 16 Jul 12: Technical Workgroup meeting
JuL |17 18 19 20 21 22 23
24 25 26 27 28 29 30 Jul 26: Business Workgroup meeting
31 1 2 3 4 B 6 32
7 8 9 10 11 12 13 33
14 15 16 17 18 19 20 34| Aug17: Technical Workgroup meeting
AUG 21 22 23 24 25 26 27 35
28 29 30 31 1 2 3 Aug 30: Business Workgroup meeting
4 5 6 7 8 9 10
11 12 13 14 15 16 17 Sept 13: Technical Workgroup meeting
SEP g 19 20 21 22 23 24
25 2 27 28 29 30 1 40| Sept 27: Business Workgroup meeting
2 3 4 5 6 7 3 41
9 10 11 12 13 14 15 42| Oct9 & 10: Workshop 2, Vienna Presentation findings status quo questionnaire
OCT|[16 17 18 19 20 21 22 43| Oct 18: Technical Workgroup meeting
23 24 25 26 27 28 29 44| Oct 25: Business Workgroup meeting
30 31 1 2 3 4 B Nov 3: Questionnaires EHIC & PDA1 data model sent out
6 7 B 9 10 11 12
13 14 15 16 17 18 19 Nov 15 & 16: Core Group meeting, Wiirzburg
Nov 20 21 22 23 24 25 26 Nov 23 & 24: Workshop 3, Lishon, Nov 23: Technical workgroup Discussion of data model business requirements based on distributed questionnaires
27 28 29 30 1 2 3 49| Nov 28: Business Workgroup meeting
4 5 6 7 8 9 10 50
11 12 13 14 15 16 17 51
DEC |15 19 20 21 2 23 24 52| Dec21: Business & Technical Workgroup meetings
25 26 27 28 29 30 31 53
Business Workgroup meeting
Technical Workgourp meeting
- PM milestone
Workshop
Core Group meeting
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2024

Comments

% DCA4EU

1 2 3 4 5 6 7
8 9 10 11 12 13 14
JAN [15 16 17 18 19 20 21 Jan 15 & 16: Core Group meeting, Vienna, Jan 18: Technical Workgroup meeting
2 23 2% 2 % 27 28 Jan 23: Business Workgroup meeting
29 30 31 1 2 3 4 5 | Feb 1: Technical Workgroup meeting Jan 31: Deliverable 6.1 sent out for review
5 6 7 8 9 10 11 6
13 14 15 16 17 18 7 | Feb 15: Technical Workgroup meeting
20 21 2 23 2 25 8 | Feb 20: Business Workgroup meeting, Feb 22 & 23: Core Group meeting, C
27 28 29 1 2 3 Feb 29: Technical Workgroup meeting
5 6 7 8 9 10
12 13 14 15 16 17
19 20 21 2 23 2 Mar 21: Technical Workgroup meeting, Mar 22: Business Workgroup meeting
26 27 28 29 30 31 Mar 28: Technical Workgroup meeting
2 3 4 5 6 7 14
8 9 10 11 12 13 14 15| Apr 11: Technical Workgroup meeting
APR[15 16 17 19 20 21 16| Apr18 & 19: Workshop 4, Rome Apr 18: MS24 First LSP scenario launched - achieved
2 23 2 2 2% 27 28 17| Apr 25: Technical Workgroup meeting
29 30 1 2 3 4 5 Apr 30: Business Workgroup meeting
6 7 8 9 10 1 12
13 14 15 16 17 18 19
MAY[o0 21 2 23 2% 2 2% May 23: Business Workgroup meeting
27 28 29 [N 1 2 22| Jun 1: M52: First LSP scenario launched May 30: M523 BBP completed - achieved
3 4 5 6 7 8 9 23
10 11 12 3 1 15 16 24| Jun 13 & 14: Core Group meeting, Berlin
JUNT 18 19 20 21 2 23 25
24 2 % 27 28 29 30 26| Jun 24 Business Workgroup meeting, Jun 27: Technical Workgroup meeting
1 2 3 4 5 6 7
8 9 10 11 12 13 14 Jul 11 & 12: Workshop 5, Dublin
JuL [15 16 17 18 19 20 21 Jul 18: Technical Workgroup meeting
2 23 2 25 % 27 28
29 30 31 1 2 3 4 31
5 6 7 8 9 10 11 32| Aug5 & 6: Core Group meeting, C
12 13 14 15 16 17 18 3
AUG, 20 21 2 23 2 25 34| Aug23: Business Workgroup meeting
% 27 28 29 30 31 1
2 3 4 5 6 7 8
9 10 11 12 13 14 15 Sep 12 & 13: Workshop 6, Warsaw
SEP 17 18 19 20 21 22 Sep 16: EC review meeting, Brussels
23 2 25 2 27 28 29
30 1 2 3 4 5 6 40
7 8 10 11 ) 13 41| Oct 7: Business Workgroup meeting, Oct 10: Technical Workgroup meeting Oct 9: Ms25 O ing processes is and executed - achieved
14 15 16 17 18 19 20 42| Oct 17: Technical Workgroup meeting
OCT oy 2 23 2 2 2% 27 43| Oct 24: Business Workgroup meeting
28 29 30 31 1 2 3 Oct 31: Technical Workgroup meeting
4 5 6 7 8 9 10
1 12 13 14 15 16 17
NOVITg 19 20 21 2 23 2 Nov 21 & 22: Workshop 7, Paris
2 2 27 28 29 30 1 48| Nov 28: Technical Workgroup meeting
2 3 4 5 6 7 8 29
9 10 1 12 13 14 15 50| Dec 12: Technical Workgroup meeting, Dec 13: Business Workgroup meeting
DEC[16 17 18 19 20 2 2 51
23 2 25 % 27 28 29 52
30 31 1 2 3 4 5 53

Business Workgroup meeting

Technical Workgourp meeting

Workshop

Core Group meeting
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*
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2025

L Notes | Comments

% DCA4EU

Business Workgroup meeting

Technical Workgourp meeting

Workshop

Core Group meeting
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30 31 1 2 3 4 5
6 7 8 9 10 11 12
13 14 15 16 17 18 19
JAN =9 21 22 23 24 25 26 Jan 22: Business Workgroup, Jan 23: Technical Workgroup meeting
27 28 29 30 31 1 2 5
3 4 5 6 7 8 9 6 Feb 20: Technical Workgreou meeting
10 11 12 13 14 15 16 7 Feb 13: Business Workgroup meeting
FEB 17 18 19 20 21 22 23 8
24 25 26 27 28 1 2 Feb 27 & 28: Workshop 8, The Hague
3 4 5 6 7 8 9 Mar 6: Technical Workgroup meeting
10 11 12 13 14 15 16
MAR([ 17 18 19 20 21 22 23 Mar 19: Business Workgroup, Mar 20: Technical Workgroup meeting
24 25 26 27 28 29 30 Mar 24 & 25: Core Group meeting, Wiirzburg
31 1 2 3 4 5 6 14 Apr 3: Technical Workgroup meeting
7 8 9 10 11 12 13 15| Apr 10 & 11: Core Group meeting, Vienna
APR 14 15 16 17 18 19 20 16| Apr 15: Business Workgroup, Apr 17: Technical Workrgoup meeting
21 22 23 24 25 26 27 17 Apr 24: Technical Workgroup meeting
28 29 30 1 2 8] 4
5 3 7 8 9 10 11 May 9: Business Workgroup meeting
12 13 14 15 16 17 18 May 15: Technical Workgroup meeting
MAY 5 20 21 22 23 24 25 May 19 & 20: Core Group meeting, C May 23: ility & ion Testing
26 27 28 29 30 31 1 22
2 3 4 6 7 8 23 Jun5 &6: 9, Berlin Jun 5: MS26 Last Large Scale Pilot scenario is launched - achieved
9 10 11 12 13 14 15 24
JUN | 16 17 18 19 20 21 22 25
23 24 25 26 27 28 29 26| Jun 25: Business Workgroup meeting, Jun 26: Technical Workgroup meeting
30 1 2 3 4 5 6
7 8 9 10 11 12 13
JuL 14 15 16 17 18 19 20 Jul 17: Technical Workgroup meeting
21 22 23 24 25 26 27
28 29 30 1 2 3 31 Jul 31: Project Closing
4 5 6 7 8 9 10 32
11 12 13 14 15 16 17 33
AUG 18 19 20 21 22 23 24 34
25 26 27 28 29 30 31 35
1 2 3 4 5 6 7
8 9 10 il 12 s 14
SEP | 15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30 1 2 3 4 5 40
6 7 8 9 10 11 12 41
13 14 15 16 17 18 19 42
ocr 20 21 22 23 24 25 26 43
27 28 29 30 31 1 2
3 4 5 6 7 8 9
10 11 12 13 14 15 16
Nov| 17 18 19 20 21 22 23
24 25 26 27 28 29 30
1 2 3 4 5 6 7 49
8 9 10 11 12 13 14 50
DEC| 15 16 17 18 19 20 21 51
22 23 24 25 26 27 28 52
29 30 31 1 2 3 4
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WP6 Workshops

WP6 Workshops

Meeting owner Gerd Bauer
Nr. [l Date B Place / Host B Topic / Main Focus M Participants B Comment / Meeting minutes
0 25.04.2023 Virtual Virtual Round Table: Introduction DC4EU ~50 DC4EU - EBSINE - WP6 Virtual Round Table 2023-04-25 - Alle Dokumente
1 25.05.2023 Madrid - GISS Introduction Project Management & Business Blueprint preparation ~50 (in person 35, remote 15) DCA4EU - EBSINE - WP6 Workshop 1_2023-05-25 Madrid - Alle Dokumente
2 09&10.10.2023 Vienna - SVS, DVSV Business requirements for digital EHIC & PDA1, Introduction Back-End Integration  ~60 (in person 43, remote 20) DCA4EU - EBSINE - WP6 Workshop 2 2023-10-09 Vienna - Alle Dokumente
3 23&24.11.2023 Lisbon - ISS Business Blueprint, Designing Pilotings ~100 (in person 55, remote 40)  DC4EU - EBSINE - WP6 Workshop 3 2023-11-23 Lisbon - Alle Dokumente
4 18&19.04.2024 Rome - INPS Transition from BBP to Piloting, phase 1 piloting ~90 (in person 70, remote 20) DCA4EU - EBSINE - WP6 Workshop 4 2024-04-18 Rome - Alle Dokumente
5 11&12.07.2024 Dublin - DSP Piloting preparations (use cases), phase 1 piloting ~80 (in person 61, remote 18) DCA4EU - EBSINE - WP6 Workshop 5 2024-07-11 Dublin - Alle Dokumente
6 12&13.19.2024 Warsaw - NFZ Roadmap Implementation, LSP desing, phase 1 piloting ~85 (in person 50, remote 35) DCA4EU - EBSINE - WP6 Workshop 6_2024-09-12 Warsaw - Alle Dokumente
7 21&22.11.2024 Paris - CLEISS Issuance Architecture, LSP desing ~100 (in person 70, remote 30) DCA4EU - EBSINE - WP6 Workshop 7 2024-11-21 Paris - Alle Dokumente
8 27&28.02.2025 The Hague - Vecozo Trust Infrastructure, Technical Implementation ~90 (in person 60, remote 30) DCA4EU - EBSINE - WP6 Workshop 8 2025-02-27 The Hague - Alle Dokumente
9 23.05.2025 Brussels - NSSO Preparation of testing distributed issuance ~45 (in person 26, remote 19) DCA4EU - EBSINE - WP6 Workshop 9_Interoperability Testing 2025-05-23 Brussels - Alle Dokumente
10 05&06.06.2025 Berlin - DRV-Bund Final workshop, showcasing results and testing with distibuted issuance ~120 (in person 75, remote 45)  DC4EU - EBSINE - Dokumente - WP6 Workshop 10 2025-06-05 Berlin - Alle Dokumente 4

WP6 Core Group Workshops

Meeting owner Gerd Bauer

- Topic / Main Focus - Participants - Comment / Meeting minutes
1 20&23.06.2023 Copenhagen Startup meeting DVSV, DRV-Bund, STAR saved
2 15&16.11.2023 Wiirzburg Business Blueprint preparation, Preparation Lisbon WS DVSV, DRV-Bund, STAR saved
3 15&16.01.2024 Vienna Business Blueprint, Preparation Rome WS & Piloting DVSV, DRV-Bund, STAR saved
4 228&23.02.2024 Copenhagen Business Blueprint refinement, Preparation Rome WS & Piloting DVSV, DRV-Bund, STAR saved
5 13&14.06.2024 Berlin Piloting preparations, Preparation Dublin WS & Piloting DVSV, DRV-Bund, STAR saved
6 05&06.08.2024 Copenhagen Core Group meeting on Trust Model Requirements DVSV, DRV-Bund, STAR saved
7 24&25.03.2025 Wiirzburg Implementation roadmap, Deliverables structure, Preparation Berlin WS DVSV, DRV-Bund, STAR saved
8 10&11.04.2025 Vienna Verifier framework and planning of selected deliverables DVSV, DRV-Bund, STAR saved
9 19&20.05.2025 Copenhagen Deliverables, Preparation Berlin WS DVSV, DRV-Bund, STAR saved
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Business Workstream Meetings

Business Workstream Meeting

Meeting owner

Katharina Hilmar

% DCA4EU

Nr. - Date

- Topic

1 30.06.2023 Setting the path, Questionnaires on Status QUO

- Comment / Meeting minutes
Questionnaires distributed on 02/06/2024

26.07.2023 Data Model PDA1 Mapping EESSI SED

30.08.2023 Basic Concepts of EUDI Wallet

27.09.2023 Preparation Vienna Workshop

25.10.2023 Introduction Datamodel Questionnaire

Questionnaires distributed on 03/11/2024

28.11.2023 Credential Issuance Processes

20.12.2023 Credential Verification Proceses

23.01.2024 EHIC Data Model Logical

EHIC & PDA1 questionnaires distributed on 30/11/2023

W |V |u || wN

09.02.2024 PDA1 Data Model Logical

10 20.02.2024 Feedback on Business Blueprint

D6.1 V1.0 distributed on 31/01/202

4

11 22.03.2024 EHIC& PDAL1 Logical Data Model survey results

12 30.04.2024 Recap Rome Workshop, Questionnaire LSP

Questionnaire LSP distributed on 09/04/2024

13  23.05.2024 Shaping LSP Ideas

14  24.06.2024 LSP Planning drafting User Journeys

15 23.08.2024 LSP Handbook, Questionnaires Infrastructure & Data Usage for Use Cases Testing

Documents distributed on 09/08/2024

16 07.10.2024 Recap Warsaw Workshop, Questionnaires Q&A, LSP International Meetings

17 24.10.2024 Updated Questionnaires on Verification of EHIC & PD Al

Questionnaires distributed on 24/10/2024

18 13.12.2024 Disclosure Policy and Use Cases in PDA1 and EHIC

19 22.01.2025 Introduction User Journeys document, Project Management update

User Journeys document distributed on 27/01/2025

20 13.02.2025 Project Management update, Discussion User Journeys feedback

21 19.03.2025 Project Management & Piloting updates, Onboarding Procedures and Trust Infrastructure

22 15.04.2025 Project Management update, Validity periods (technical & business) discussion

Questionnaire distributed on 24/04/2025

23 09.05.2025 Update review meeting, preparation Interoperability & Integration testing event

24 25.06.2025 Validity period questionnaire results, Social Security rulebook, Piloting Updates

Technical Workstream Meetings

Technical Workstream Meeting

Thomas Ebbinghaus

B Topic B Comment / Meeting minutes

1 15.06.2023 Who

2 12.07.2023 What DC4EU WP6 Technical Workstream #2 - 2023 07_12.pptx

3 17.08.2023 REST-API DC4EU WP6 Technical Workstream #3 - 2023 08 17.pptx

4 13.09.2023 REST-API DC4EU WP6 Technical Workstream #4 - 2023 09 13.pptx

5 18.10.2023 Credentials DC4EU WP6 Technical Workstream #5 - 2023 10_18.pptx

6 23.11.2023 Issuer-System DC4EU WP6 Technical Workstream #6 - 2023 11 23.pptx

7 21.12.2023 Registries DC4EU WP6 Technical Workstream #7 - 2023 12 _21.pptx

8 18.01.2024 REST-API DC4EU WP6 Technical Workstream #8 - 2024 01_18.pptx

9 01.02.2024 Datastore DC4EU WP6 Technical Workstream #9 - 2024 02_01.pptx
10 29.02.2024 Portal API DC4EU WP6 Technical Workstream #10 - 2024 02 _29.pptx
11  21.03.2024 Notification DC4EU WP6 Technical Workstream #11 - 2024 03 _21.pptx
12 28.03.2024 REST-API DC4EU WP6 Technical Workstream #12 - 2024 03 28.pptx
13 11.04.2024 Implementation DC4EU WP6 Technical Workstream #13 - 2024 04 11.pptx
14  25.04.2024 Datastore DC4EU WP6 Technical Workstream #14 - 2024 04 _11.pptx
15 27.06.2024 API, ToDo’s DC4EU WP6 Technical Workstream #15 - 2024 06 27.pptx
16 18.07.2024 Identity DC4EU WP6 Technical Workstream #16 - 2024 07 _18.pptx
17 10.10.2024 "Everyone really ready" DCAEU WP6 Technical Workstream #17 - 2024 10 10.pptx
18 17.10.2024 Distributed Issuance DCAEU WP6 Technical Workstream #18 - 2024 10 _17.pptx
19 31.10.2024 Installation / Test DCAEU WP6 Technical Workstream #19 - 2024 10 31.pptx
20 28.11.2024 Final to Paris DCAEU WP6 Technical Workstream #20 - 2024 11 28.pptx
21 12.12.2024 Updates, Portal & Back-end DC4EU WP6 Technical Workstream #21 - 2024 12 _12.pptx
22 23.01.2025 Current technical situation, what can be implemented now DC4EU WP6 Technical Workstream #22 - 2025 01 23.pptx
23 07.02.2025 DCA4EU Solutions DC4EU WP6 Technical Workstream #23 - 2025 02_07.pptx
24 20.02.2025 DCA4EU Solutions, ARF 1.5 DC4EU WP6 Technical Workstream #24 - 2025 02 _20.pptx
25 06.03.2025 DC4EU Solutions, Technical Initiatives DC4EU WP6 Technical Workstream #25 - 2025 03 _06.pptx
26 20.03.2025 Presentation integrated issuing solutions, roadmap DC4EU WP6 Technical Workstream #26 - 2025 03 _20.pptx
27 03.04.2025 Discussion & showcase partner’s implemenation DC4EU WP6 Technical Workstream #27 - 2025 04 03.pptx
28 17.04.2025 Preparation interoperability meeting, test scenarios DC4EU WP6 Technical Workstream #28 - 2025 04 17.pptx
29 24.04.2025 Preparation interoperability meeting, Q&A DC4EU WP6 Technical Workstream #29 - 2025 04 24.pptx
30 15.05.2025 Preparation Testing event, PID issuance showcase DC4EU WP6 Technical Workstream #30 - 2025 05 15.pptx
31 26.06.2025 Credential Issuance Flow, PID Authorization DC4EU WP6 Technical Workstream #31 - 2025 06 _26.pptx
32 17.07.2025 Technical Recapitulation, Discussion about after DC4EU DC4EU WP6 Technical Workstream #32 - 2025 07 _15.pptx
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Questionnaires

Meeting owner  Katharina Hilmar

Topic

Comment =

1 02.06.2023 Status Quo Analysis EHIC & PD A1 (DC4EU consortium) Feedback / Q&A discussion on 30/06/2023 business workstream meeting
2 14.06.2023 Status Quo Analysis EHIC & PD Al (Social Security Coordination outside DC4EU)
3 25.10.2023 Workshop preparation questions (use cases, data models,LSP) handled during Lisbon WS interactive session
4 03.11.2023 Data Model EHIC & PD A1 handled during business workstream on 28/11/2023
https://www.mentimeter.com/a; resentation/al45q7013oms4jmz8gmt2juxkrk
5 24112023 Mentimeter Data Model EHIC & PD Al survey during Lisbon WS for kick-off yvovo/edit?question=nofvtfmzofga
o interactive session https://www.mentimeter.com/a resentation/al7nw7yokft8vhaz2rzefnkeni39
n7z/edit?source=grid-card-pri & ion=bycclmwhv65d
6 09.04.2024 Questionnaire LSP (elD, wallet, issuance, roles, verification, LSP) handled during Rome WS interactive session
. https://www.mentimeter.com/a resentation/al2joy6vy5kj78hqwpzh7o7ghw7
7 14.05.2024 Mentimeter survey reg. LSP role 425v4/edit?question=iywocx619b86
8 16.05.2024 User Journey Feedback_Demo Wallet
9 09.08.2024 Questionnaires Infrastructure & Data Usage for Use Cases Testing handled during business workstream on 23/08/2024
10 24.10.2024 Updated Questionnaires on Verification of EHIC & PD Al handled during business workstream on 24/10/2024
11  28.04.2025 Questionnaire concerning validity period of an attestation of attributes handled during business workstream on 15/04/2025
on The DC4EU project is Co-funded by
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DISCLAIMER
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"Digital Credentials for Europe" (DC4EU) project’s consortium under the EU’s Digital Europe
Programme under Grant Agreement no. 101102611 and do not necessarily reflect the views of
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contained herein.
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EXECUTIVE SUMMARY

The DC4EU Social Security Project aims to revolutionise the EU social security systems by
introducing universally applicable digital and decentralised frameworks for issuing and
authenticating entittlement documents. Its mission is to design a secure and reliable digital
architecture for the issuance, revocation, and verification of Electronic Attestations of
Attributes, also known as "Digital Credentials”. This initiative leverages the European Digital
Identity Architecture, including the European Digital Identity Wallet (EUDIW).

Objectives and Importance

The primary objective of the project is to create a robust and secure digital framework that
can streamline the management of social security entitlements across the EU. This framework
will enhance interoperability, reduce fraud, and improve user convenience by providing a unified
digital identity solution.

Testing and Piloting

Across Europe, DC4EU will conduct a large-scale piloting phase for the EUDI Wallet
ecosystem. This initiative involves collaboration with various stakeholders, including competent
institutions of social security coordination, private companies, healthcare institutions, and
educational organisations. The objective is to test the EUDI Wallet's functionality, data security,
interoperability, and user-friendliness and experience under real-world conditions.

Role of User Journeys

User journeys will play a critical role in the pilot phase by guiding the execution of the pilots as
well as the development and optimisation of the EUDI Wallet. These user journeys illustrate the
steps and interactions that users have with the digital wallet, from initial onboarding and
credential issuance to authentication and verification. By analysing these user journeys, the pilot
will identify potential pain points and opportunities for enhancement, ensuring the system is
user-friendly, efficient, and secure.

Cross-border Social Security User Journeys will offer a set of user journeys that are
candidates for the piloting campaign. They are not intended to provide a comprehensive list of
all possible user journeys related to the use of PD A1 and EHIC but rather an illustrative selection
of representative examples. These user journeys will adhere to the generic processes outlined
in Deliverable 6.1 “Business Blueprint (BBP)", which covers the business blueprint for issuing,
revocation, delegation, and verification of digital credentials.

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page IV of VI

© 2023-2025 DC4EU



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | User Journeys [E DC!"EU

CONTENT
PILOTING USER JOURNEYS.......iiiiiciiiiicnreissssssesssssssesssssssesssssssesssssssssssssnsessassnssssassnsesssssnsesssssnnsenanan 1
1 INTRODUGCTION.......ciiiiiceerieeme e esssme e s sssnr e s sssme e s sssme e s ssssne e sessane e s sssaneesensaneesesssneessnsaneessnsansessnsanes 1
1.1 Issuance Of @ Credentiall ...........cuuieiiiiiie e 1
1.2 Revocation of @ Credential.............coiiiiiiiiiiee e 3
1.3 Delegation of a Credential (Optional) ........ccuvviiiiie i 3
1.4 Verification of @ Credential............oocuiii i 4
2 A CITIZEN’S JOURNEY IN THE LARGE-SCALE PILOT FOR SOCIAL SECURITY
COORDINATION WITH THE EUDI WALLET ..o ctiriiceerrsssseerssssseesssssssensssssmsssssssmsssssssssesssssnsesssssnsenas 6
2.1 ASSUMPLIONS/PrEr€QUISILES .......eeeiiiiiee i e e e e e e e e e e e s e e ennneeeeaaee s 6
2.2 Invitation and INTrOAUCTION ... e 6
23 Downloading the EUDI Wallet APP .....ueiiiiiiieeeiiiiee et 6
24 Creating @ Secure Profile....... ..o 6
25 Making the EUDI Reference Wallet a Valid EUDI Wallet ..........ccccveeeieiiiiiiiiiiien e, 6
2.6 Ready for Downloading Social Security Entitlement Documents .............cccccceeeieeiiiinnnnee. 7
3 USER JOURNEYS FOR ISSUING OF A CREDENTIAL .......cccmiierierereseee e s smee s smee e 8
3.1 ASSUMPLIONS/PIrErEQUISILES ........vviiiiiiiiiiiiiiiiie et e e e e e e e e e e eeeaaeeas 8
3.2 Issuing an EHIC using a Service Portal...........ccccocoiiiiiiiiiie e 8
3.2.1 THE SEIUP ettt e e a et e e e e e e e e e 8
3.2.2 Using the National Service Portal............cooiiiiiii e 8
3.23 Downloading the Credential ... 8
3.3 Issuing a PD A1 using a Service Portal ... 8
3.3.1 THE SEIUP ettt sttt e bt e e et e e e rnae e e e e 8
3.3.2 Using the National Service Portal...........coooiiiiiiii e 9
3.3.3 Downloading the Credential ... 9
4 USER JOURNEYS FOR VERIFICATION OF A CREDENTIAL - PD A1 RELATED ............... 10
4.1 Verification of Access Rights to Work Environment by a Private Authority in the Member
121 (Y] ] - | TP 10
411 e S UD i ————— 10
4.1.2 The Need for Verification .............ueiiiiii e 10
4.1.3 The BUSINESS CONEXE.....ciiiiiiiiiiiiiiiee et e e e e e e e s eeeaee s 10
41.4 The Verification ProCESS........oocieiiiiiie et e e e eea e e 10
4.1.5 Positive VerifiCation ............ueiiiiii e 11
4.1.6 Negative VerifiCation ... 11
4.2 On-Site Verification Situation by a Public Authority in the Member State of Stay ............. 12
421 THE SEIUP ettt s 12
422 The Need for Verification ... 12
423 The BUSINESS CONEXL....coiiiiiiiiiiiiie e e e e 12
424 The Verification ProCeSS ... ..o i 12
425 Positive Verification .......... ..o 13
426 Negative Verification........... .o 13
4.3 Registration of a Posted Worker by a Private Authority in the Member State of Stay....... 14
4.31 THE SEIUP .eeiii ittt e st e e s 14
4.3.2 The Need for VErifiCation ............uviiiiiii e 14
4.3.3 The BUSINESS CONTEXE....cciiiiiiiiiiiiiiiee e e e e e e e e e s s ennnnaeeeaaaee s 14
434 The VerifiCation PrOCESS........cccuiiiiiiee ettt e e e e e e eea e e 14
4.3.5 Positive VEerifiCation ............uiiiiiii i 15
4.3.6 Negative Verification........... .o 15
5 USER JOURNEYS FOR VERIFICATION OF A CREDENTIAL - EHIC RELATED................... 16
5.1 Requesting Health Care Services during a Temporary Stay Abroad ...........cccccoeeviiinnneen. 16

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page V of VI

© 2023-2025 DC4EU



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | User Journeys lﬁ DC!"EU

511 I SIS 1] (1 SRR 16
51.2 The Need for VerifiCation ...........o.uuuiiiiiiiieeeeee et e e 16
51.3 The BUSINESS CONEXE.....uueiiiiiiiiieeie et e e e et eeeeaees 16
514 The VerifiCation PrOCESS.......cooiiiieeeee et e eaaees 16
5.1.5 PoSitive VErifiCation ..........coouuuiieiiieee e s 17
5.1.6 Negative VerifiCation.............cooiii i 17
5.2 Requesting Health Care Services for a Relative During a Temporary Stay Abroad ......... 18
5.21 I ST 1] (0 SR 18
5.2.2 The Need for VerifiCation ........ oottt e e e e aeea 18
5.2.3 The BUSINESS CONTEXL.......iiiieieieie et e e e e e e e e e e e e e e e e e e e eaaseaeees 18
524 The Verification ProCESS.... ... et e e e eea 18
5.2.5 PoSitive VErfICAtION ... et e s 19
5.2.6 Negative VerifiCation ... 19
5.3 Online Consultation of a Health Care Provider During a Temporary Stay Abroad............ 20
5.3.1 I TSI (0] o T PRSPPI 20
5.3.2 The Need for VerifiCation ..ot a e 20
5.3.3 The BUSINESS CONEXE......ueiiiiiiiieee et e et e e e e e e e e e e e aaees 20
534 The VerifiCation PrOCESS.......cooi it e e e e aeees 20
5.3.5 POoSitive VErIfiCation ..........ooouiii et e e s 21
5.3.6 Negative VerifiCation ... 21
54 Enroliment at the University Abroad (Cross-Sector User Journey) .........cccccevvviieiinnnenn. 22
5.4.1 THE SEIUP .eeeie et 22
54.2 The Need for VerifiCation ........ oo e e e aeaan 22
54.3 THe BUSINESS CONTEXL......n ittt e et e e e et e e e e e e e e e e e eaaeeeeees 22
544 The VerifiCation PrOCESS........ooo it e e e eeaeees 22
5.4.5 PoSitive VErIfiCation .........oooouieiiiiiie e e 23
5.4.6 Negative Verification ... 23
Co-funded by s Euvopeart Urior'e Digial Europa

the European Union Programme under Grant Agreement
P no. 101102611 Page VI of VI

© 2023-2025 DC4EU



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | Testing & Piloting Report [E DC!"EU

1 INTRODUCTION

Piloting the EUDI Wallet architecture is crucial for validating its effectiveness in real-life
scenarios. By simulating various user journeys, we can ensure that the architecture meets the
highest standards of security, reliability, and user experience. This pilot phase will encompass
several key areas.

1.1 ISSUANCE OF A CREDENTIAL

We will detail the user journeys for issuing verifiable digital credentials according to the
generic process. These credentials will be securely and accurately distributed to eligible
individuals, ensuring a high level of assurance in identity verification (see Figure 1).
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FIGURE 5: ISSUANCE OF A VERIFIABLE CREDENTIAL (SEE DELIVERABLE 6.1, P.112)
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1.2 REVOCATION OF A CREDENTIAL
We will explore the mechanisms for handling the real-time revocation of digital credentials.

This includes the processes for swiftly and securely revoking credentials when necessary,
ensuring that revoked credentials cannot be misused (see Figure 2).

Revocation of a Verifiable Credential
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FIGURE 6: REVOCATION OF A VERIFIABLE CREDENTIAL (SEE DELIVERABLE 6.1, P. 108)

1.3 DELEGATION OF A CREDENTIAL (OPTIONAL)

We will try to establish and test clear processes for credential delegation. This includes
mechanisms for individuals to designate representatives to act on their behalf, ensuring that
delegates have the necessary access and permissions, while also implementing stringent
security measures to prevent misuse. The deployment of the delegation user journeys in
DC4EU WP6 heavily depends on the Architecture and Reference Framework (ARF)
(Architecture and reference framework - EUDI Wallet) and the implementing acts. Therefore,
any implementation activities will be contingent upon the publication of the technical
specifications.
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1.4 VERIFICATION OF A CREDENTIAL

We will demonstrate how service providers can authenticate citizens’ digital credentials
efficiently and securely. This process involves integration with existing systems, compliance
with General Data Protection Regulation (GDPR), and robust verification steps to prevent fraud
and error.

To ensure interoperability and secure data exchange within the EUDI Wallet ecosystem, both
Wallet Providers and Relying Parties (RPs) must implement and support the OpenlD for
Verifiable Presentations (OpenlD4VP) family of specifications.

To ensure the integrity and trustworthiness of the EUDI Wallet system, robust trust
mechanisms are essential. Each user journey will undergo rigorous testing to identify and
mitigate potential security risks, ensuring that any compromise of these trust mechanisms is
swiftly addressed.

In the following sections, several user journeys will be defined, covering different requirements
from both an issuer and a relying party perspective.
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2 ACITIZEN’S JOURNEY IN THE LARGE-SCALE PILOT FOR
SOCIAL SECURITY COORDINATION WITH THE EUDI WALLET

2.1 ASSUMPTIONS/PREREQUISITES

All the user journeys described in this section assume the following assumption, that both the
citizen’s EUDI Wallet as well as the verifier's app remain online throughout the entire issuing
and verification process.

2.2 INVITATION AND INTRODUCTION

In a vibrant European city, a citizen named Anna eagerly embraces new technologies. After
registering at the DC4EU (Digital Credentials for Europe) program, expressing her interest in
participating, she receives an email inviting her to participate in a large-scale pilot aimed at
improving social security coordination through the EUDI Wallet.

Anna opens an email from the DC4EU program explaining the goals of the pilot and how the
EUDI Wallet would simplify and secure access to social security services. Intrigued, Anna
clicks on the provided link to learn more and registers her interest.

2.3 DOWNLOADING THE EUDI WALLET APP

After registering, Anna receives instructions to download the EUDI Wallet app from the app
store. Following the steps, she easily installs the app on her smartphone. The app has a clean,
intuitive interface, making the process straightforward.

2.4 CREATING A SECURE PROFILE

Upon opening the app, Anna is prompted to create a profile. She enters her basic personal
information, such as a username. She then sets up a strong password and enables biometric
authentication on her mobile device to ensure her data's security.

2.5 MAKING THE EUDI REFERENCE WALLET A VALID EUDI
WALLET

To make the EUDI Wallet valid, Anna needs to follow a national-specific workflow to achieve
a high level of assurance. The digital workflow for her identification highly depends on national
procedures. An exemplary procedure includes e.g. the following steps:

[l Using Facial Recognition: The app guides Anna to take a selfie, which is then
matched with her official photo ID stored in government databases.

"1 Using her elD: Anna uses her compliant elD for secure authentication by entering her
elD credentials into the app, which verifies them against the national identity database.

[1 Using her wallet: Anna uses her EUDI Wallet instance, and the Person Identification
Data (PID) provider verifies the validity and security of the wallet,

" Receiving a One-Time Verification Code: Anna receives a one-time verification code
sent via a different channel, which she then enters in the app.
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After successfully completing these steps, the app requests Anna’s consent to store her PID.
She reviews the information, understands the importance of her consent, and agrees to it. A
confirmation message appears “Digital Identity Onboarded and Verified.” Anna feels a sense
of success, knowing her identity was securely verified with the highest assurance level.

2.6 READY FOR DOWNLOADING SOCIAL SECURITY
ENTITLEMENT DOCUMENTS

Anna's wallet is now ready to be used as an authentication and identification means and to
receive attestations of attributes from different authentic sources e.g. competent social security
institutions issuing European Health Insurance Cards (EHICs) and Portable Documents A1
(PDs A1), which are important documents to support the European rights of citizens.
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3 USER JOURNEYS FOR ISSUING OF A CREDENTIAL

3.1 ASSUMPTIONS/PREREQUISITES

Both Regina and Benoit have already installed their national EUDI Wallet and onboarded their
PID using national procedures to create a valid EUDI Wallet.

3.2 ISSUING AN EHIC USING A SERVICE PORTAL
3.2.1 THE SETUP

Regina is insured at an Austrian Social Insurance Company and wants to receive her EHIC
digitally, so she can easily use it whenever she is travelling abroad.

3.2.2 USING THE NATIONAL SERVICE PORTAL

Regina logs into the Austrian portal for social security services using her elD Login, which is
required to access digital services in the social security domain. She accesses her insurance
status and may request a physical EHIC. For the digital version, she only needs to click one
button.

After the request, Regina receives a QR code to scan within the EUDI Wallet on her mobile
phone or alternatively a link, which she can use when she is already on her phone.

3.2.3 DOWNLOADING THE CREDENTIAL

To scan the QR code Regina opens the wallet and logs in. After scanning the code, she is
directed to the EHIC issuer and needs to authenticate towards the issuer using her PID, which
is linked to both her wallet and her device. The wallet verifies if she connects to a trustworthy
endpoint of a registered issuer/relying party (and if the issuer is entitled to issue this kind of
credential). The result is displayed in the wallet.

On the issuer’s side, the EHIC authority checks if the wallet is trustworthy and not revoked nor
suspended. If the outcome is positive, Regina is identified with the required high level of
assurance through identity matching procedures, confirming she is the rightful recipient of the
requested digital credential. Upon giving consent, the digital EHIC is securely stored in
Regina's wallet, ready for use in any future verification situation.

3.3 ISSUING A PD A1 USING A SERVICE PORTAL

3.3.1 THE SETUP

Benoit is a Belgian employee and is posted to work in Italy for a while. His employer has applied
for the PD A1 at the competent Belgian social security institution by using a well-established
national application process, but a new step within this national process allows Benoit to
indicate, that he wants to receive his PD A1 digitally, so he can easily show it in Italy whenever
necessary.

Once the PD A1 is ready for issuance, Benoit receives a notification via the Belgian social
security service portal informing him that his PD A1 is available for download. This notification
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can be sent either through his employer or directly to Benoit, with the option to provide a copy
to the employer as well.

3.3.2 USING THE NATIONAL SERVICE PORTAL

Upon receiving the notification, Benoit logs in to the Belgian portal for social security services
using his elD Login, which is required to access digital services in the social security domain.
He can view his Portable Documents that are ready to be downloaded digitally.

He selects the PD A1 issued for Italy, which he wants to download and is presented with a QR
code, which he needs to scan within his EUDI Wallet on his mobile phone or alternatively a
link, which he can use when he is already on his phone.

3.3.3 DOWNLOADING THE CREDENTIAL

To scan the QR code Benoit opens the wallet and logs in. After scanning the code, he is
directed to the PD A1 issuer and needs to authenticate toward the issuer using his PID, which
is linked to both his wallet and his device during the issuing process. The wallet verifies if he
connects to a trustworthy endpoint of a registered issuer/relying party (and if the issuer is
entitled to issue this kind of credential). The result is displayed in the wallet.

On the other side the PD A1 issuer checks if the wallet is trustworthy and not revoked nor
suspended. After a positive outcome Benoit is identified with the necessary highest level of
assurance using identity matching procedures, that he is the rightful owner of this digital
credential he is requesting. Upon giving consent, the digital PD A1 is stored in Benoit’s wallet
and is ready to be used in a verification situation if necessary.

All member states must implement identity matching algorithms based on the elDAS regulation
and the related implementing act.
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4 USER JOURNEYS FOR VERIFICATION OF A CREDENTIAL -
PD A1 RELATED

The following sections outline various user journeys related to the verification of the PD A1 in
the member state of stay. The verification process can be conducted either by a public authority
or by an authorised private entity.

4.1 VERIFICATION OF ACCESS RIGHTS TO WORK ENVIRONMENT
BY A PRIVATE AUTHORITY IN THE MEMBER STATE OF STAY

4.1.1 THE SETUP

John, a project manager, works across multiple EU countries. He needs to maintain his digital
social security documents, such as the PD A1, to confirm the social security legislation which
is applicable to him.

4.1.2 THE NEED FOR VERIFICATION

Upon arriving in Denmark for a new project, John must present his PD A1 to the Human
Resources (HR) department of his temporary workplace to prove the social security legislation
which is applicable to him. The HR department ensures that the PD A1 is authentic, valid, and
that John is the rightful owner.

4.1.3 THE BUSINESS CONTEXT

Human Resources departments must ensure that workers from abroad are equipped with the
necessary PD A1 document. An efficient, secure, and reliable verification process is crucial to
avoid legal liabilities, fines, and loss of trust.

4.1.4 THE VERIFICATION PROCESS

[1 The HR department, onboarded into the EUDI Wallet ecosystem, operates a verification
service (HR department instance) that supports OpenlID for Verifiable Presentations
(OpenlID4VP).

"I When John arrives for his assignment, the HR department instance displays (e.g., as a
QR code) a presentation request describing what credentials it needs — in this case,
specific data from the PD A1 credential and John’s PID.

[1 John initiates the transaction by scanning the QR code or otherwise interacting with the
HR department instance. This action expresses John'’s intent to engage and triggers his
EUDI Wallet to open and process the presentation request.

[1 The EUDI Wallet validates the request (checking the HR department instance’s identity,
trust framework compliance, and scope of requested data) according to the registered
disclosure policies for social security coordination.

"I John reviews the HR department’s verified request details and consents to share the
requested data (limited to the validity period, employer, and place of work, as required by
national rules).

'l The wallet prepares and sends the verifiable presentation to the HR department instance
via a secure, standardised channel defined by OpenID4VP.
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[]

[

The HR department instance verifies the authenticity and integrity of the presented
credentials, confirming their validity and that John is their rightful holder.

Verification results are displayed both in the HR department instance and in John’s EUDI
Wallet, ensuring transparency and traceability.

4.1.5 POSITIVE VERIFICATION

John is automatically registered by the HR instance using the information presented to the
HR instance. The prerequisite is an interface to the backend/legacy systems.

John gains authorised access to the working environment of the company he is working
for.

The information transfer is logged in John’s wallet.

The information and the result of the verification may be stored in the HR instance for
further processing (depending on national legislation).

4.1.6 NEGATIVE VERIFICATION

Negative verification implicates that John presents a digital PD A1 that is not valid (e.g. expired,
revoked, or issued by an untrusted source etc.).

J
J
J

John is not registered and cannot enter the working environment.
The information transfer is logged in John’s wallet.

The information and the result of the verification may be stored in the HR instance for
further processing (depending on national legislation).

In case John did not download his PD A1 credential before travelling to Denmark or the
information in the credential on his wallet is outdated (e.g. the PD A1 was revoked and a new
one has been issued), he can just download the latest credential on-site and present it to the
HR department and start the verification process again.
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4.2 ON-SITE VERIFICATION SITUATION BY A PUBLIC AUTHORITY
IN THE MEMBER STATE OF STAY

4.2.1 THE SETUP

Emma, a stagehand, works at concerts across multiple EU countries. She needs to maintain
her digital social security documents, such as the PD A1, to confirm the social security
legislation which is applicable to her.

4.2.2 THE NEED FOR VERIFICATION

While working at a concert in Austria, Emma encounters the financial police who need to verify
her legal social security status. The financial police must ensure that the PD A1 is authentic,
valid, and that Emma is the rightful owner.

4.2.3 THE BUSINESS CONTEXT

Financial authorities must ensure that workers from abroad are equipped with the necessary
PD A1 document. An efficient, secure, and reliable verification process is crucial to avoid legal
liabilities, fines, and loss of trust.

4.2.4 THE VERIFICATION PROCESS

To enhance readability, the differences between the verification process described in John's
user journey (see 4.1.4) and Emma’s user journey are highlighted in bold, with the exception
of names and roles, which remain analogue.

[J The financial police, onboarded in the EUDI Wallet ecosystem, operate a financial police
verification service (verification app) that supports OpenlID for Verifiable Presentations
(OpenlID4VP).

[ When Emma is subject to an inspection, the financial police instance displays a
presentation request (e.g. via QR code) describing the data required for verification — in
this case, the full PD A1 credential and her PID.

'] Emma initiates the transaction by scanning the QR code or engaging digitally with the
financial police instance. This action expresses her intent to share data and triggers her
EUDI Wallet to open and process the presentation request.

[1 The EUDI Wallet validates the request (checking the financial police instance’s verified
identity, compliance with the relevant trust framework, and data request scope) in
accordance with the registered disclosure policies for social security coordination.

[1  Emma reviews the verified request details and consents to share all PD A1 data,
including validity period, employer, and place of work, as permitted under national
regulation.

'l The wallet then prepares and transmits the verifiable presentation securely to the
financial police instance using the OpenlD4VP protocol, ensuring data protection and
authenticity.

[1 The financial police instance receives the presentation and automatically verifies the
authenticity, validity, and ownership of the credential using standard cryptographic
verification methods.

"] They trust that Emma is using her own EUDI Wallet, since an attested photo (e.g. photo
ID or embedded image within the PID) forms part of the identity data displayed on her
phone. If further confirmation is needed, additional ID may be requested.
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[1 The result of the verification process — whether positive or negative — is displayed both

on the financial police instance and in Emma’s EUDI Wallet, ensuring transparency for
both parties.

4.2.5 POSITIVE VERIFICATION

Emma is acknowledged as compliant with the legal requirements.
Emma gains the authorisation to continue her work at the concert venue.
The information transfer between wallet and issuer is logged in Emma’s wallet.

The information and the result of the verification may be stored in the financial police
instance for further processing (depending on national legislation).

(I I I A B O O

4.2.6 NEGATIVE VERIFICATION

Negative verification implicates that Emma presents a digital PD A1 that is not valid (e.g.
expired, revoked, or issued by an untrusted source etc.).

[1  Emma will receive a police report from the financial police for presenting an invalid PD A1
document during an inspection situation

[1 The information transfer is logged in Emma’s wallet.

[1 The information and the result of the verification may be stored in the financial police
instance for further processing (depending on national legislation).

In case Emma did not download her PD A1 credential before travelling to Austria or the
information in the credential on her wallet is outdated (e.g. the PD A1 was revoked and a new
one has been issued), she can just download the latest credential on-site and present it to the
financial police and start the verification process again.
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4.3 REGISTRATION OF A POSTED WORKER BY A PRIVATE
AUTHORITY IN THE MEMBER STATE OF STAY

4.3.1 THE SETUP

Wolfgang, a German construction worker specialised for photovoltaic construction, works for
a Dutch company. Regularly the company is hired all over Europe as subcontractors. Since
Wolfgang is posted, he needs to maintain his digital social security documents, such as the
PD A1, to confirm the social security legislation which is applicable to him.

4.3.2 THE NEED FOR VERIFICATION

Upon arriving in Poland for a new construction site, Wolfgang must present his PD A1 to the
foreman on the construction site to prove the social security legislation which is applicable to
him. The foreman ensures that the PD A1 is authentic, valid, and that Wolfgang’s is the rightful
owner.

4.3.3 THE BUSINESS CONTEXT

The hiring company registers all workers from abroad to ensure they are equipped with the
necessary legal documents (including the PD A1 document). An efficient, secure, and reliable
verification process is crucial to avoid legal liabilities, fines, and loss of trust.

4.3.4 THE VERIFICATION PROCESS

There are no differences between the verification process described in John’s user journey
(see 4.1.4) and Wolfgang’s user journey, with the exception of names and roles.

[0 A special department of the hiring company, onboarded in the EUDI Wallet ecosystem,
operates a construction site verification service (verification app) that supports OpenID
for Verifiable Presentations (OpenlD4VP).

[0 When Wolfgang arrives on site, the construction site instance displays a presentation
request (for example, as a QR code) describing the specific information required for
verification — namely, selected data from his PD A1 credential and his PID.

[0 Wolfgang initiates the transaction by scanning the QR code or engaging with the
verification app. This action expresses his intent to share data and triggers his EUDI
Walllet to open and process the presentation request.

[0 In accordance with national regulation, the hiring company is authorised to request only
a limited subset of PD A1 data — specifically, the validity period, employer details, and
place of work.

[0 Wolfgang's EUDI Wallet validates the request, verifying the identity and trust status of the
construction site instance and checking that the requested data complies with the
registered selective disclosure policy for social security coordination.

[0 Wolfgang reviews the request details within his wallet and provides explicit consent to
share only the permitted information.

[0 The wallet then prepares and transmits the verifiable presentation securely to the
construction site instance using standardised, privacy-preserving protocols defined by
OpenlD4VP, ensuring authenticity, integrity, and confidentiality.

[0 The construction site instance receives and verifies the presentation, confirming the
authenticity, current validity, and ownership of the credential through a trusted verification
process.

[0 The officials trust that Wolfgang is using his own EUDI Wallet, as an attested photo is
included in the identity data displayed on his device. If any doubt remains, officials may
request a physical identity document for further verification.
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[0 The result of the verification process, whether successful or unsuccessful, is displayed

both in the construction site instance and in Wolfgang’s EUDI Wallet, ensuring
transparency for both parties.

4.3.5 POSITIVE VERIFICATION

[]  Wolfgang is automatically registered using the information presented to the construction
site instance.

'l Wolfgang gains authorised access to the working environment of the company he is
working for.

[J  The information transfer is logged in Wolfgang’s wallet.

The information and the result of the verification may be stored in the construction site
instance for further processing (depending on national legislation).

|

4.3.6 NEGATIVE VERIFICATION

Negative verification implicates, that Wolfgang presents a digital PD A1 that is not valid (e.g.
expired, revoked, or issued by an untrusted source etc.).

[J Wolfgang is not registered and cannot enter the construction site.
[J The information transfer is logged in Wolfgang’s wallet.

[J The information and the result of the verification may be stored in the construction site
instance for further processing (depending on national legislation).

In case Wolfgang did not download his PD A1 credential before travelling to Poland or the
information in the credential on his wallet is outdated (e.g. the PD A1 was revoked and a new
one has been issued), he can just download the latest credential on-site and present it to the
hiring company and start the verification process again.
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5 USER JOURNEYS FOR VERIFICATION OF A CREDENTIAL -
EHIC RELATED

5.1 REQUESTING HEALTH CARE SERVICES DURING A
TEMPORARY STAY ABROAD

5.1.1 THE SETUP

Alberto, an Italian musician, performs with an orchestra across multiple EU countries. He
seamlessly manages his healthcare documents through modern technology. Through a
harmonized digital issuance procedure, he securely stores his digital EHIC in his EUDI Wallet,
ensuring he can easily access necessary healthcare services while traveling abroad.

5.1.2 THE NEED FOR VERIFICATION

Alberto arrives in Germany for a concert. After a small accident while jogging the night before
the event, he needs to access healthcare services and must present his EHIC to the local
healthcare provider. The healthcare provider ensures that the EHIC is authentic, valid, and that
Alberto is the rightful owner.

5.1.3 THE BUSINESS CONTEXT

Healthcare providers in Germany automatically check the entitlement to healthcare services,
ensuring that Alberto gets access to healthcare at the same costs as locals and that the
reimbursement process for the provided treatment is efficient and fast.

5.1.4 THE VERIFICATION PROCESS

[] After the accident, Alberto visits a local healthcare provider that is onboarded in the EUDI
Wallet ecosystem. The healthcare provider operates a verification service (using a
hardware device equipped with proximity technology such as NFC or Bluetooth) that
supports OpenlD for Verifiable Presentations (OpenlD4VP).

'l The healthcare provider’s device displays or transmits a presentation request, indicating
that it needs access to Alberto’s European Health Insurance Card (EHIC) credential and
his PID for treatment eligibility verification.

[1 Alberto initiates the transaction by bringing his mobile device close to the healthcare
provider’'s hardware terminal or scanning a displayed QR code. This action expresses his
intent to engage and triggers his EUDI Wallet to open and process the presentation
request.

'] The EUDI Wallet validates the request, verifying the identity and trust status of the
healthcare provider’'s organisation as the relying party, and ensuring that the data request
complies with the registered disclosure policy for social security coordination.

"I Alberto reviews the verified request details in his wallet and gives explicit consent to share
the necessary data from his EHIC and PID.

'l The wallet then securely prepares and transmits the verifiable presentation to the
healthcare provider's device using standardised, privacy-preserving protocols defined
under OpenlD4VP, ensuring authenticity, integrity, and confidentiality of the data
exchange.
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[]

O O

The healthcare provider's device receives the presentation and automatically verifies the
authenticity, validity, and ownership of the credentials, ensuring that Alberto’s EHIC is valid
and that he is the rightful holder.

The healthcare provider trusts that Alberto is using his own EUDI Wallet, as an attested
photo is included in the identity data displayed on his phone. If further verification is needed,
the provider may request an additional physical ID.

The result of the verification process, whether successful or unsuccessful, is displayed both
on the healthcare provider’'s device and in Alberto’s EUDI Wallet, ensuring full transparency
and traceability of the interaction.

5.1.5 POSITIVE VERIFICATION

Alberto receives healthcare services at the same costs as locals.

An information exchange between the healthcare provider and relevant social security
institutions in the member state of stay using the information presented is initiated
immediately to handle the cost reimbursement process. This requires an interface to the
systems of social security institution.

A process is triggered, which automatically creates or updates the patient records in the
healthcare provider’'s software by using the presented information. This step may be
different in other member states.

The information transfer is logged in Alberto’s wallet.

The information (verification proof) and the result of the verification are created, signed and
stored in the health care provider’s software for further processing (depending on national
legislation)..

5.1.6 NEGATIVE VERIFICATION

Negative verification implicates, that Alberto presents a digital EHIC that is not valid (e.g.
expired, revoked, or issued by an untrusted source etc.).

[]

Alberto must pay the full amount for the healthcare services himself in case he decides to
receive them. Alternatively, he can decide to leave the healthcare provider without
receiving treatment.

After the treatment he might be able to get the costs reimbursed by his social insurance
company.

The information transfer is logged in Alberto’s wallet.

The information and the result of the verification may be stored in the health care provider's
software for further processing (depending on national legislation).

In case Alberto did not download his EHIC credential before travelling to Germany or the
information in the credential on his wallet is outdated (e.g. the EHIC was revoked and a new
one has been issued), he can just download the latest credential on-site and present it to the
health care provider and start the verification process again.
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5.2 REQUESTING HEALTH CARE SERVICES FOR A RELATIVE
DURING A TEMPORARY STAY ABROAD

5.2.1 THE SETUP

Marie, a French citizen, frequently travels across multiple EU countries with her child. Thanks
to modern technology, she manages her family's healthcare documents with ease. Through a
harmonized digital issuance process for a representative European Health Insurance Card
(EHIC), she securely stores her child's digital EHIC in her EUDI Wallet. This not only ensures
she can quickly and reliably access necessary healthcare services for her child while abroad,
but also significantly reduces the risk of unauthorized sharing or misuse of sensitive health
information.

Such representation scenarios are supported under the eIDAS Regulation, which provides the
legal framework for verifying digital representations on behalf of others.

5.2.2 THE NEED FOR VERIFICATION

Marie arrives in Spain for a family visit. After a minor accident, her child needs to access
healthcare services and Marie must present the child's EHIC to the local healthcare provider.
The healthcare provider ensures that the EHIC is authentic, valid, and in Marie's possession.

5.2.3 THE BUSINESS CONTEXT

Healthcare providers must check the entitlement to healthcare services, ensuring that Marie's
child gets access to healthcare at the same costs as locals and that the reimbursement process
for the provided treatment is efficient and fast.

5.2.4 THE VERIFICATION PROCESS

To enhance readability, the differences between the verification process described in Alberto’s
user journey (see 5.1.4) and Marie’s user journey are highlighted in bold, with the exception of
names and roles, which remain analogue.

[] After the accident, Marie takes her child to a local healthcare provider that is onboarded in
the EUDI Wallet ecosystem. The provider operates a verification service (provider
instance) supporting OpenlD for Verifiable Presentations (OpenlD4VP).

[1 The healthcare provider’'s instance displays or transmits a presentation request (e.g. via
QR code, NFC, or Bluetooth) specifying the required credentials — namely, the child’'s
European Health Insurance Card (EHIC) and a PID identifying the authorised guardian.

"] Marie initiates the transaction by scanning the QR code or bringing her mobile device near
the provider’s terminal. This action indicates her intent to engage and triggers her EUDI
Wallet to open and process the presentation request.

'] The EUDI Wallet validates the request, verifying the identity and trust status of the
healthcare provider's organisation and ensuring that the data request complies with the
registered disclosure policy for social security coordination.

"I Marie reviews the verified request details and decides which information to share. In this
scenario, she consents to present her own PID together with her child’s EHIC, thereby
enabling the verification of both the EHIC’s validity and her authorisation as the child’s
guardian.
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[]

The wallet securely prepares and transmits the verifiable presentation to the healthcare
provider's instance using standardised, privacy-preserving protocols defined under
OpenlID4VP, ensuring authenticity, integrity, and confidentiality of the exchanged data.
The healthcare provider’s instance receives and verifies the presentation, confirming the
authenticity, current validity, and authorised possession of the credentials through a trusted
verification process.

The provider trusts that Marie is using her own EUDI Wallet, as an attested photo is
included in the identity data displayed on her phone. If further verification is required, the
provider may request a physical identity document.

The result of the verification process, whether positive or negative, is displayed both on the
healthcare provider’s instance and in Marie’s EUDI Wallet, ensuring transparency and
traceability for both parties.

5.2.5 POSITIVE VERIFICATION

Marie's child receives healthcare services at the same costs as locals.

An information exchange between the healthcare provider and relevant social security
institutions in the member state of stay is initiated immediately to handle the cost
reimbursement process. This requires an interface to the systems of social security
institution.

A process is triggered, which automatically creates or updates the patient records in the
healthcare provider's software by using the presented information. This step may be
different in other member states.

The information transfer is logged in Marie’s wallet.

5.2.6 NEGATIVE VERIFICATION

Negative verification implicates, that Marie presents a digital EHIC that is not valid (e.g.
expired, revoked, or issued by an untrusted source etc.).

[]

[]

[]

Marie will be fully charged directly for the healthcare services, in case she decides that her
daughter should receive them. Alternatively, she can decide to leave the healthcare
provider without her daughter receiving treatment.

After the treatment she might be able to get the costs reimbursed by her social insurance
company.

The information transfer is logged in Marie’s wallet.

In case Marie did not download her child’s EHIC credential before travelling to Spain or the
information in the credential on her wallet is outdated (e.g. the EHIC was revoked and a new
one has been issued), she can just download the latest credential on-site and present it to the
health care provider and start the verification again. This will not require the issuance of a
Provisional Replacement Certificate.
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5.3 ONLINE CONSULTATION OF A HEALTH CARE PROVIDER
DURING A TEMPORARY STAY ABROAD

5.3.1 THE SETUP

Elisabeth, an elderly woman from Switzerland, loves to travel around Europe with her friends.
She supports progress and manages her healthcare documents through modern technology.
Through a harmonized digital issuance procedure, she securely stores her digital EHIC in her
EUDI Wallet, ensuring she can easily access necessary healthcare services while traveling
abroad.

5.3.2 THE NEED FOR VERIFICATION

Elisabeth is strolling around icy Stockholm just before Christmas, when she slips on the
slippery sidewalk and falls. Her friends help her up and she limps to her hotel. Back at the
hotel, she asks the receptionist where she could visit a doctor. The receptionist tells her to
relax and go to her room. She could easily call an online consultancy from her hotel room. This
is a newly introduced service in Sweden. As there might be a need for some follow-up visit in
person required before she leaves Stockholm, she cannot contact her doctor back in
Switzerland. Therefore, she calls the doctor via video-call and describes her problem. The
healthcare provider asks her to present her digital EHIC first. The healthcare provider ensures
that the EHIC is authentic, valid, and in Elisabeth’s possession.

5.3.3 THE BUSINESS CONTEXT

Healthcare providers must check the entitlement to healthcare services, ensuring that
Elisabeth gets access to healthcare at the same costs as locals and that the reimbursement
process for the provided treatment is efficient and fast.

5.3.4 THE VERIFICATION PROCESS

To enhance readability, the differences between the verification process described in Alberto’s
user journey (see 5.1.4) and Elisabeth’s user journey are highlighted in bold, with the exception
of names and roles, which remain analogue.

(1 Eve reports to the dean’s office to finalise her registration for the study programme. The
dean’s office, onboarded in the EUDI Wallet ecosystem, operates a verification service
(hardware device with proximity technology such as NFC or Bluetooth) that supports
OpenlD for Verifiable Presentations (OpenlD4VP).

[0 The dean’s office device displays or transmits a presentation request specifying the
credentials required for registration — namely, Eve’s European Health Insurance Card
(EHIC), her PID, and her bachelor’s degree credential.

[J Eve initiates the transaction by placing her mobile device near the dean’s office hardware
terminal or scanning a displayed QR code. This action expresses her intent to engage
and triggers her EUDI Wallet to open and process the presentation request.

[0 The EUDI Wallet validates the request, verifying the identity and trust status of the dean’s
office as a relying party and ensuring that the requested data complies with the registered
disclosure policy for education and social security coordination.

[0 Eve reviews the verified request details in her wallet and gives explicit consent to share
the requested credentials.

[0 The wallet securely prepares and transmits the verifiable presentation to the dean’s office
device using standardised, privacy-preserving protocols defined by OpenlD4VP, ensuring
authenticity, integrity, and confidentiality of the data exchange.
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The dean’s office device receives the presentation and automatically verifies the
authenticity, current validity, and ownership of the credentials through a trusted
verification process.

The officials trust that Eve is using her own EUDI Wallet, as an attested photo is included
in the identity data displayed on her phone. If any uncertainty remains, the dean’s office
may request a physical ID for additional verification.

The result of the verification process, whether successful or unsuccessful, is displayed
both on the dean’s office device and in Eve’s EUDI Wallet, ensuring transparency and
traceability for both parties.

5.3.5 POSITIVE VERIFICATION

Elisabeth receives an online consultation at the same costs as locals.

An information exchange between the healthcare provider and relevant social security
institutions in the member state of stay using the information presented is initiated
immediately to handle the cost reimbursement process. This requires an interface to the
systems of social security institutions.

A process is triggered, which automatically creates or updates the patient records in the
healthcare provider's software by using the presented information. This step may be
different in other member states.

The information transfer is logged in Elisabeth’s wallet.

The information and the result of the verification may be stored in the healthcare provider
instance for further processing (depending on national legislation).

5.3.6 NEGATIVE VERIFICATION

Negative verification implicates that Elisabeth presents a digital EHIC that is not valid (e.g.
expired, revoked, or issued by an untrusted source etc.).

[]

[]

[
[

Elisabeth must pay the full amount for the healthcare services herself, in case she decides
to receive them. Alternatively, she can decide to end the call without receiving treatment.
After the treatment, she might be able to get the costs reimbursed by her social insurance
company.

The information transfer is logged in Elisabeth’s wallet.

The information and the result of the verification may be stored in the healthcare provider
instance for further processing (depending on national legislation).

In case Elisabeth did not download her EHIC credential before travelling to Sweden or the
information in the credential on her wallet is outdated (e.g. the EHIC was revoked and a new
one has been issued), she can just download the latest credential on-site and present it to the
health care provider and start the verification again.
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5.4 ENROLLMENT AT THE UNIVERSITY ABROAD (CROSS-
SECTOR USER JOURNEY)

5.4.1 THE SETUP

Eve, a student from France, has been accepted into a one-year exchange program to pursue
her master's degree at the University of Warsaw, where her grandmother, who is Polish, has
been studying. With family ties in Poland, she came to Warsaw two month prior the beginning
of the classes. As most of the young EU citizens, Eve values the convenience of having access
to her documents through modern technology. Through a harmonized digital issuance
procedure, she securely stores her digital EHIC in her EUDI Wallet, ensuring she can provide
a proof of insurance and if necessary, easily access necessary healthcare services while
studying abroad. She also stores her digital diplomas in her EUDI wallet, allowing her to easily
provide proof of her academic accomplishments whenever necessary.

5.4.2 THE NEED FOR VERIFICATION

Acceptance for the programme in University of Warsaw is just a first step. Eve has received a
comprehensive list of tasks, she has to complete in order to register for classes and receive a
student status during the exchange program. The tasks must be completed no later than one
month before classes start. One of the documents she has to provide is a proof of insurance.
As an EU citizen, she has an EHIC document proving she is being insured in France and is
entitled to get necessary treatment while studying abroad. Furthermore, she must be able to
provide proof that she has successfully completed her bachelor's degree at the university in
Paris. In order to finalise the registration, she visits the dean’s office, and she must present her
EHIC and her bachelor’s degree. The dean’s office ensures that both credentials are authentic,
valid, and that Eve is the rightful owner.

5.4.3 THE BUSINESS CONTEXT

The University in Poland automatically verifies the insurance status of all students, ensuring
that Eve will have access to healthcare during her studies at the same costs as locals and that
the reimbursement process for the provided treatment is efficient and fast. At the same time,
they verify the academic achievements required to start this study.

5.4.4 THE VERIFICATION PROCESS

To enhance readability, the differences between the verification process described in Alberto’s
user journey (see 5.1.4) and Eve’s user journey are highlighted in bold, with the exception of
names and roles, which remain analogue.

[0 Eve reports to the dean’s office to finalise her registration to the university programme.
The dean’s office, onboarded in the EUDI Wallet ecosystem, operates a verification
service (via a hardware device equipped with proximity technology such as NFC or
Bluetooth) that supports OpenlD for Verifiable Presentations (OpenlD4VP).

[0 The dean’s office device displays or transmits a presentation request describing the
required credentials — namely, Eve’s European Health Insurance Card (EHIC), her PID,
and her Bachelor’s degree credential.

0 Eve initiates the transaction by bringing her mobile device close to the dean’s office
terminal or scanning a displayed QR code. This action expresses her intent to engage
and triggers her EUDI Wallet to open and process the presentation request.
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The EUDI Wallet validates the request, verifying the identity and trust status of the dean’s
office as the relying party and ensuring that the data request complies with the registered
disclosure policy for education and social security coordination.

Eve reviews the verified request details and gives explicit consent to share the requested
information.

The wallet then prepares and transmits the verifiable presentation to the dean’s office
device using standardised, privacy-preserving protocols defined under OpenID4VP,
ensuring data authenticity, integrity, and confidentiality.

The dean’s office device receives the verifiable presentation and automatically verifies
the authenticity, validity, and ownership of the credentials presented by Eve through a
trusted verification process.

The dean’s office trusts that Eve is using her own EUDI Wallet, as an attested photo is
included in the identity data displayed on her phone. If further confirmation is required,
officials may request a physical ID.

The result of the verification process, whether successful or unsuccessful, is displayed
both on the dean’s office device and in Eve’s EUDI Wallet, ensuring transparency and
auditability for both parties.

5.4.5 POSITIVE VERIFICATION

[

J
L

Eve’s registration is finalised, and, in the fall, she can start the program together with other
students.

The information transfer is logged in Eve’s wallet.
The information and the result of the verification may be stored in the dean’s office software
for further processing (depending on national legislation).

5.4.6 NEGATIVE VERIFICATION

Negative verification implicates, that Eve presents digital documents that are not valid (e.g.
expired, revoked, or issued by an untrusted source etc.).

[]

J

Eve cannot access the exchange program in the University and loses the opportunity of
studying abroad, she might be required to cover the cost of the housing for the planned
stay.

The information transfer is logged in Eve’s wallet.

The information and the result of the verification may be stored in the dean’s office software
for further processing (depending on national legislation).

In case Eve did not download her EHIC or diploma credential before travelling to Poland or the
information in the credential on her wallet is outdated (e.g. the EHIC was revoked and a new
one has been issued), she can just download the latest credentials on-site and present it to
the dean’s office and start the verification process again.
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6 LIST OF FIGURES

Figure 1: Issuance of a Verifiable Credential (see Deliverable 6.1, p.112)
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Abstract

This document lays the foundation for developing a "Trust
Framework" in alignment with the revised elIDAS Regulation,
aiming to transform EU social security systems through digital
methods for issuing and authenticating entitlement documents.
It assesses governance structures, defines stakeholder roles,
the EUDI Wallet ecosystem, including the European
Commission’s elD services.

The document emphasises verifiable credentials and self-
sovereign identity systems to empower individuals with greater
control over their personal information. It serves as an
onboarding guide for stakeholders, detailing the processes,
benefits, and technical aspects of integrating with the DC4EU
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EXECUTIVE SUMMARY

One of the main goals of the revised eIDAS Regulation (Recital 4, Regulation (EU) 2024/1183
of The European Parliament and of The Council) is to create safe and secure services:

The ‘European Declaration on Digital Rights and Principles for the Digital Decade’ (Recital 4,
Regulation (EU) 2024/1183) proclaimed by the European Parliament, the Council and the
Commission (the ‘Declaration’), underlines everyone’s right to access digital technologies, products
and services that are safe, secure, and privacy-protective by design. This includes ensuring that all

people living in the Union are offered an accessible, secure and trusted digital identity that enables
access to a broad range of online and offline services, protected against cybersecurity risks and
cybercrime including data breaches and identity theft or manipulation. The Declaration also states
that everyone has the right to the protection of their personal data. That right encompasses the
control on how the data is used and with whom it is shared.

To achieve this, a “Trust Framework” aligned with EU regulatory framework in Social Security
Coordination must be designed and implemented, ensuring that every actor can trust the
relevant aspects of their interactions.

The segment of the Trust Framework that addresses citizens and the European Digital Identity
Walllet (EUDI Wallet) as an electronic identification means is developed at a higher level and
is not the primary focus of this work package. However, social security issuers and verifiers
must be able to perform basic checks to validate the citizens' identity (please refer to
Deliverable 6.1 “Business Blueprint’, Chapter 3.4 Trust Framework, pp. 42-44). The
onboarding of citizens using the PID and the EUDI Wallet is addressed elsewhere (please refer
to “WP 4 Deliverable 4.2 Onboarding Process Analysis”).

More directly relevant to WP 6, social security, is the need to create and implement Trust
Framework building blocks for credential issuers and verifiers, which are to be validated by the
EUDI Wallet and relying party instances. In Social Security Coordination, issuer systems and
applications starting the verification process are considered as relying party instances.

This document presents a comprehensive analysis of the onboarding processes for issuers of
electronic attestations of attributes in Social Security Coordination, as well as for relying parties
acting as verifiers, within the framework of the EUDI Wallet.

The report details the procedures for integrating attestation providers and verifiers from
different business domains of Social Security Coordination into the EUDI Wallet ecosystem. It
also facilitates the configuration of the piloting infrastructure for Social Security Coordination
within the EUDI Wallet trust framework. This report is based on draft implementing acts, and
on the Architecture and Reference Framework 1.5 (ARF). Ensuring compliance with the ARF,
elDAS Regulation, and the Social Security Coordination framework is a key objective.
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1 INTRODUCTION

1.1 LEGAL FRAMEWORK

Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024
establishes the conditions under which Member States are to provide and recognise European
Digital Identity Wallets; lays down rules for trust services, in particular for electronic
transactions; and establishes a legal framework for electronic attestation of attributes (Article
2 amended elDAS Regulation).

Electronic attestations of attributes (EAAs) are attestations in electronic form that allows
attributes to be authenticated (Article 3(44) amended elDAS Regulation), where attributes are
characteristics, qualities, rights or permissions of a natural or legal person or of an object
(Article 3(43) amended elDAS Regulation).

Recital (55) of Regulation 2024/1183 states that “any service provider that issue attested
attributes in electronic form such as diplomas, licences, birth certificates or powers and
mandates to represent or act on behalf of natural or legal persons should be considered to be
a trust service provider of electronic attestation of attributes’.

The eIDAS Regulation applies to trust service providers established in the Union (Article 2(1)
amended elDAS Regulation). Nevertheless, it does not apply to the provision of trust services
that are used exclusively within closed systems resulting from national law or from agreements
between a defined set of participants (Article 2(2) amended elDAS Regulation). Thus, both
public sector bodies and private companies can establish their own system, giving legal or
contractual validity and recognition to their EEAs, but they will not be able to issue them to the
EUDI Wallet (EUDIW).

EAAs can be issued to a EUDIW by three different types of entities:

[1 Non-qualified trust service providers.
[J Public sector bodies responsible for an authentic source, or on their behalf.
Qualified trust service providers.

Social security institutions are public bodies issuing attestations of attributes to be used in user
journeys across Europe in an open system involving relying parties from different business
domains acting as verifiers, which are not necessarily part of the Social Security
Coordination framework.

1.2 BACKGROUND AND CONTEXT

The DC4EU Social Security project is a ground-breaking initiative aimed at revolutionising
social security systems across the European Union. It introduces universally applicable digital
frameworks for issuing and authenticating entitlement documents, ensuring a more efficient,
secure, and interoperable system compared to traditional paper documents. This project aligns
with the broader goals of the EUDI Wallet ecosystem, which seeks to provide EU citizens
with a secure and convenient way to access a wide range of public and private services.

The elDAS (see 1.1 Legal Framework) Trust Framework aims to enhance trust in electronic
transactions within the European Union. Its key objectives include:

[J Interoperability: Ensuring that electronic identification and trust services are recognised
and accepted across all EU Member States, facilitating cross-border digital interactions.
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[0 Security: Providing a secure environment for electronic transactions by setting high
standards for trust service providers and electronic identification schemes.

[0 Legal Certainty: Establishing a clear legal framework that defines the rights and
obligations of all parties involved in electronic transactions, ensuring that electronic
signatures, seals, and other trust services have the same legal standing as their traditional
counterparts.

[J User Control: Empowering users by giving them control over their digital identities and
ensuring they can access and use secure digital services across the EU.

[0 Market Development: Promoting the development of a single digital market by
encouraging the use of electronic trust services and products, thereby enhancing the
efficiency of public and private online services.

These objectives collectively aim to create a reliable and secure digital environment, fostering
trust and facilitating seamless electronic interactions across Europe.

A key aspect of the eIDAS Trust Framework is the emphasis on mutual authentication of
actors. This involves not only the authentication between the citizen and the credential issuer
but also the authenticity of all relying parties (including verifiers) towards the holder of a
credential.

In the process of issuing social security credentials, it is essential for the credential holder to
confirm that the issuer is authorised to issue such credentials. Additionally, the issuer must
ensure that the credential request comes from a valid and verified digital identity with the
highest level of assurance. Similarly, during verification, the credential holder must confirm that
the verifier is authorised to request information from the holder's EUDI Wallet instance.

Additionally, the relying party must verify that the credential is used by the subject of the
credential or an authorised representative. To enable electronic verification, both issuers and
verifiers must be authorised based on their registration in a trust infrastructure, a process
known as “onboarding”.

1.3 PURPOSE AND SCOPE OF THE DOCUMENT

This document outlines the onboarding processes for PuB-EAA (Electronic attestation of
attributes issued by or on behalf of a public sector body) providers in Social Security
Coordination, the onboarding of relying parties acting as verifiers, the registration process of
schemas and policies within the framework of the EUDI Wallet. It serves as a blueprint for
different testing and piloting activities within the DC4EU project and details the procedures for
integrating these stakeholders into the DC4EU piloting program, ensuring compliance with the
ARF, eIDAS Regulations, and the framework of Social Security Coordination.

The core of the trust infrastructure is based on traditional public key infrastructures using
trusted lists. The primary objective of this document is to define the basic building blocks for
establishing the trust relationships between the stakeholders on a national and European level.

1.4 EAAS ISSUED BY PUBLIC SECTOR BODIES RESPONSIBLE
FOR AN AUTHENTIC SOURCE, OR ON THEIR BEHALF

The scenario in the revised elDAS Regulation, relevant to Social Security Coordination,
involves Electronic Attestation Attributes (EAAs) issued by public sector bodies responsible for
maintaining authentic sources, or by entities acting on their behalf (PuB-EAA providers).
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In this case, the trust model foreseen in the amended elDAS Regulation, is applicable and
implies the following:

[0 The natural or legal person wishing to act as a public sector body responsible for an
authentic source, or to issue on their behalf, designs its service ensuring a level of
reliability and trustworthiness equivalent to qualified trust service providers. This includes
meeting the requirements for the PuB-EAAs they provide, implementing the EUDIW
protocols and interfaces (currently, ISO/IEC 18013-5:2021 and ISO/IEC TS 18013-
7:2024), and adhering to any applicable formats for electronic attestations of attributes
(currently, ISO/IEC 18013-5:2021 and ‘Verifiable Credentials Data Model 1.1’, W3C
Recommendation, 3 March 2022).

The PuB-EAA provider demonstrate to a designated national body that it fulfils the legal

requirements for issuing PuB-EAAs.

The national body notifies the European Commission (EC) the PuB-EAA provider.

The EC registers the provider on the official Trusted List.

The PuB-EAA provider needs to acquire a qualified electronic signature or seal, supported

by a qualified certificate containing a specific set of certified attributes in a form suitable

for automated processing. This certificate must: (i) confirm that the issuing body is
established in accordance with EU or national law as the responsible entity for the
authentic source on which the electronic attestation of attributes is based, or as the body
designated to act on its behalf; (ii) provide data that unambiguously represents the
authentic source referred to in point (i); and (iii) identify the EU or national law referred to

in point (i).

[0 The PuB-EAA provider registers as a relying party of EUDI, indicating its intention to use
the EUDIW to issue non-qualified EAAs.

[0 A provider of wallet-relying party access certificates issues a wallet-relying party access
certificate (authentication) and, eventually, a wallet-relying party registration certificate
(authorisation), to the PuB-EAA provider. The public sector body shall be registered with
the following entitlement: “PuB-EAA Provider’ to express the entitlement of the wallet-
relying party as a provider of electronic attestations of attributes issued by or on behalf of
a public sector body responsible for an authentic source”.

O The PuB-EAA provider issues PuB-EAAs to the EUDIW.

PuB-EAAs benefit from the principle of equivalence of Article 45b (2) of the amended elDAS
Regulation: “A qualified electronic attestation of attributes and attestations of attributes issued
by, or on behalf of, a public sector body responsible for an authentic source shall have the
same legal effect as lawfully issued attestations in paper form”.

ooo o

PuB-EAAs also benefit from the cross-border recognition effect set forth in Article 45b (3) of
the amended elDAS Regulation:

“An attestation of attributes issued by or on behalf of a public sector body
responsible for an authentic source in one Member State shall be recognised
as an attestation of attributes issued by or on behalf of a public sector body
responsible for an authentic source in all Member States”.

From the perspective of this trust model, a relying party can trust the correctness of the
attributes contained in the EAA by verifying the qualified electronic signature or qualified
electronic seal, and by inspecting the corresponding certificate along with the trusted list.

However, this trust model can be extended with additional mechanisms for automated trust
processing according to industry-specific requirements.
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1.5 TESTING AND PILOTING

The testing and piloting phases of the EUDI Wallet ecosystem (see Figure 1) are crucial for
validating the capabilities of the EUDI Wallet ecosystem. The primary objectives for
implementing and testing onboarding processes include:

O

O
O
O

Assessing the feasibility, effectiveness and scalability of the trust model.

Evaluating the potential impact on the governance process in the social security domain,
including improvements in efficiency, security, and user experience.

Identifying and addressing any technical, organisational, or business challenges that may
arise during implementation.

Providing recommendations on the governance of the trust model for Social Security
Coordination.
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m (I REQUEST OF CREDENTIAL (@ REQUEST FOR INFORMATION m
ISSUANCE OF CREDENTIAL 35 PRESENTATION OF INFORMATION 5}
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FIGURE 8: CONCEPTUAL MODEL FOR THE EUDI WALLET ECOSYSTEM FOR SOCIAL SECURITY COORDINATION
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2 BUILDING TRUST WITH ISSUERS AND VERIFIERS

2.1 INTRODUCTION

When a EUDI Wallet instance seeks to retrieve an attestation of attribute issued by or on behalf
of a public body (PuB-EAA), such as a PD A1 or an EHIC, the issuer must present Issuer
Authorisations to the wallet. These authorisations confirm the issuer’s right to issue a PuB-
EAA, such as the PD A1 or EHIC, and can be validated electronically.

When verifiers request information from a EUDI Wallet instance, they must authenticate
themselves using registration certificates and may also present Verifier Authorisations via
access certificates. These authorisations confirm their right to request information from specific
PuB-EAA types (e.g., EHIC or PD A1). Social Security Coordination may define disclosure
policies to govern and limit the sharing of personal or confidential information, based on the
verifier authorisation. The final decision to disclose any information rests with the user’s explicit
consent.

Many of the involved parties operate across all business domains and do not have a direct
connection to DC4EU. Simulated environments and mock interfaces are employed to
incorporate external stakeholders into the piloting framework. Nevertheless, to enable a full-
scale deployment of the social security use cases in a production environment, the procedures,
infrastructure, registration, and accreditation processes for issuing EUDI Wallets and identities
must be established across Europe.

For DC4EU WP8, the primary requirement is to integrate trust relationships between credential
issuers and verifiers, validated by citizens’ wallets, within the overall trust model (see Figure
9: Abstract model for the Trust Framework). This integration is a critical component of the
testing and piloting activities.

PUB-EAA PROVIDER

COMMI ASTRUCTURE
[METADATA + URL OF THE TRUSTED LISTS)
EU COMMISION

FIGURE 9: ABSTRACT MODEL FOR THE TRUST FRAMEWORK
(BLUE: WALLET AND IDENTITY, RED: RELYING PARTY, GREEN: ISSUER)
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2.2 ROLES AND RESPONSIBILITIES

The elDAS Trust Framework encompasses a variety of roles essential for ensuring secure and
trustworthy electronic interactions across the European Union. Each role contributes to the
integrity and reliability of the system, from the repositories that store crucial information to the
service providers facilitating digital transactions. The following are the key roles defined in the
framework (see Figure 9: Abstract model for the Trust Framework, Source ARF) relevant to
Social Security Coordination:

[0 Wallet Providers: Wallet Providers are Member States, or organisations either mandated
or recognised by Member States, that make Wallet Solution available to Users. All Wallet
Solutions must be certified.

[J Person Ildentification Data (PID) Providers: These organisations supply the essential
identification data that verifies the identity of individuals within the digital wallet system.

O Trusted List Providers: These providers maintain and distribute lists of trusted entities
that are recognised and relied upon within the digital identity ecosystem.

[0 Electronic Attestation of Attributes (PuB-EAA), issued by or on behalf of a public sector
body responsible for an authentic source): these attestations confirm the authenticity of
specific attributes or data.

[0 Authentic Sources: These are authoritative sources of data, such as government
databases or other official records, that provide verified information used within the digital
identity system.

[0 Relying Parties: These organisations or services rely on the verified digital identity
credentials and attestations provided through the digital wallet to interact with individuals
securely.

[0 Conformity Assessment Bodies (CAB): These organisations evaluate and certify that
various components and services within the digital identity ecosystem meet established
standards and regulatory requirements.

[ Supervisory Bodies: These organisations oversee and regulate the digital identity
ecosystem, ensuring compliance with relevant laws, regulations, and standards.

[0 Device Manufacturers and Related Subsystems Providers: These entities produce
the hardware and software components necessary for the secure functioning of the digital
wallet and its related subsystems.

O Attribute Schema Providers: These providers define and maintain the schemas or
structures used to represent different types of attributes within the digital identity system.

[0 National Accreditation Bodies: These organisations provide accreditation to conformity
assessment bodies, ensuring they are qualified to evaluate and certify components and
services within the digital identity ecosystem.

[0 Access Certificate Authorities: These authorities issue and manage digital certificates
that grant access to specific services or data within the digital identity framework.

2.3 PUBLIC KEY INFRASTRUCTURES AND TRUSTED LISTS

A Public Key Infrastructure (PKI) is a comprehensive framework designed to secure digital
communications using cryptographic techniques. It involves digital certificates to authenticate
the identity of users, devices, and organisations, ensuring the integrity, confidentiality, and
authenticity of data exchanged over networks.

PKIls play a crucial role in relation to trusted lists. Trusted lists, as specified under the eIDAS
Regulation, are essential for ensuring the legality and trustworthiness of electronic
identification and trust services across EU Member States. These lists, maintained by Member
States or the European Commission, contain details of (qualified) trust service providers and
their services. Digital certificates issued by trustworthy Certificate Authorities (CAs) are
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included in these trusted lists, establishing a cryptographic chain of trust within the PKI. This
linkage ensures that only services appearing on trusted lists are considered qualified, providing
legal certainty to users.

In the context of proving the authenticity of attributes issued by public bodies, PKls have been
identified as key concepts in both eIDAS 1.0 and elDAS 2.0. The proposed elDAS 2.0
Regulation aims to enhance these frameworks by emphasising the interoperability of trusted
lists with the new EUDI Wallet system, ensuring both compliance and seamless integration of
trusted services into the evolving digital identity ecosystem.

2.3.1 KEY COMPONENTS OF PUBLIC KEY INFRASTRUCTURES

In the context of Public Key Infrastructures (PKI), the following roles are particularly important:

Access Certificate Authorities
Conformity Assessment Bodies (CAB)
National Accreditation Bodies

Trusted List Providers

POON=

These roles work together to ensure the security, reliability, and trustworthiness of public key
infrastructures.

2.3.2 TRUSTED LISTS

A Trusted List is a publicly accessible resource that includes (qualified) trust service
providers, such as competent institutions of Social Security Coordination, and the trust
services they provide (e.g., issuing of PuB-EAAs e.g. EHIC and PD A1). These lists designate
the listed services as qualified and legally recognised. Essentially, a Trusted List is a repository
containing information about the status and trustworthiness of digital certificates issued by
various Certification Authorities (CAs).

The EUDI Trust Framework on the European level mainly consists of trusted lists (of trusted
lists), pointing to the relevant trusted list in the member states.

A Trust Anchor serves as a foundational element within a Trusted List entry, representing a
highly reliable entity or certificate. A trust anchor is a combination of a public key and the
identifier of the associated entity, allowing verification of signatures created by that entity.

Relying Parties acting as verifiers of PuB-EAAs can use the trust framework to check the
issuer's certificate, validate the signature on the EAA, and confirm the role of the issuer (e.g.,
ensuring they are authorised to issue that specific type of credential).

EUDI Wallets can use Trusted Lists to verify the issuer's legitimacy or evaluate the
authorisation and registration of a relying party requesting information.

Issuer Systems can use the trust framework to identify issuers with highest level of assurance.

Four types of trusted lists are defined under the EUDI Trust Framework. The following Trusted
Lists are necessary for integrating Social Security Coordination within the EUDI Wallet
ecosystem

[0 Wallet Providers Trusted List: The Wallet Solution provided by the Wallet Provider is
certified. If the registration and notification processes are successful, the trust anchor of
the Wallet Provider is included in a Wallet Provider Trusted List.
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0 Identity (PID) Providers Trusted List: A PID Provider will register (PID Provider Access
Certificate Authority (CA)) itself with a PID Provider Trusted List in its Member State.
Subsequently, the Member State notifies the PID Provider to the European Commission.

[0 PuB-EAA Providers (Issuers) Trusted List: A PuB-EAA Provider for Social Security
Credentials will register (PuB-EAA Provider Access Certificate Authority (CA)) itself with
a PuB-EAA Provider Trusted List in its Member State. Subsequently, the Member State
notifies the PuB-EAA Provider to the European Commission.

[0 Relying Parties (Verifiers) Trusted List: A Relying Party will register itself (Relying Party
Instance Access Certificate Authority (CA)) with a Relying Party Trusted List in its Member
State. The Relying Party Instance Access CA Trusted List URL will be made available to
a common trust infrastructure maintained by the Commission, the so-called List of Trusted
Lists

The status of an entity as a trusted entity can be verified by checking whether they are present
on the relevant Trusted List. Trusted List Providers offer a registration service for the relevant
entities. Each Trusted List Provider determines the terms and conditions for entities to become
registered unless specified elsewhere (e.g., in sectoral rules such as those for Social Security
Coordination, as seen in ARF)

2.4 TRUST RELATIONS

Implementing a digital and interoperable trust infrastructure for Social Security Coordination
within the EUDI Wallet ecosystem is essential. Establishing various onboarding processes with
a robust governance model is essential to form the foundation for creating verifiable trust
relationships between different actors. The following topics are particularly important for Social
Security Coordination, (see ARF):

2.4.1 ISSUERS ONBOARDING

Social security is a meticulously regulated public service domain with responsibilities clearly
defined through legal mandates. In the context of the Electronic Exchange of Social Security
Information (EESSI) system, a repository for trusted actors in Social Security Coordination,
known as the EESSI Institution Repository (IR), has already been established (see Deliverable
6.1 “Business Blueprint”, Chapter 3.2: Trust Framework). This Institution Repository includes
crucial elements such as official Institution IDs, validity statuses, and direct and indirect rules
regarding authorisations to issue certain documents. Although the registration of trusted actors
in the IR can serve as a model or issuer onboarding, the required certification schemes and
public key infrastructures may differ significantly.

When a Member State registers an Attestation Provider of social security credentials, the PuB-
EAA Attestation Provider Access Certificate Authority issues one or more access certificates
to the Attestation Provider. A PuB-EAA provider needs such a certificate to authenticate itself
to a Wallet Unit when issuing an attestation to it. An Attestation Provider access certificate
indicates that its subject is a PuB-EAA Provider.

Subsequently, the Access Certificate Authority is included in a PuB-EAA Access CA
Trusted List. This Trusted List contains at least the trust anchor(s) of the CA. A Wallet Unit
can use these trust anchors to verify a PuB-EAA Provider access certificate during the
issuance of an attestation.

PuB-EAA Providers, such as social security institutions, are presumed to issue only legally
permitted attestations and therefore do not require specific authorisation for each EAA type.
This trust is warranted since these kinds of providers operate within a regulated framework

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

i Programme under Grant Agreement
the European Union - rogiems oo o Page VIl of XII

© 2023-2025 DC4EU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Onboarding Procedure [ﬁ DC!"EU
and are regularly audited. Therefore, EAAs from state-authorised registers automatically fulfil
the status of a QEAA and can be issued directly into the wallet.

DC4EU WP6 will define the necessary requirements to establish a PKI infrastructure for
issuers following the current situation for qualifying competent institutions (authentic
sources) as issuers of EHIC and PDA1.

2.4.2 RELYING PARTY ONBOARDING

Relying Parties are natural or legal persons that rely upon an electronic identification scheme
or on a Trust Service. In the social security, use cases they request attributes contained within
a PID and/or a PuB-EAA from the Wallet Unit, subject to the approval of the User and within
the limits of applicable legislation and rules (ARF).

The reliance on the Wallet Unit may stem from a legal obligation, a contractual arrangement,
or an internal organisational decision.

[0 A Relying Party Instance is a combination of hardware and software used by a Relying
Party to interact with a Wallet Unit. A Relying Party can use multiple Relying Party
Instances.

[0 A Relying Party will register itself with a Relying Party Registrar in its Member State. If the
registration process is successful, the Registrar includes the Relying Party in its public
registry.

The result of successful registration is:

[0 Access Certificates: Relying Party authentication is a process whereby a Relying Party
proves its identity to a Wallet Unit, in the context of an interaction in which the Relying
Party requests the Wallet Unit to present some attributes. Relying Party authentication is
included in the protocol used by a Wallet Unit and a Relying Party Instance to
communicate and is based on Relying Party Instance Access CA Trusted List.

[0 Registration Certificates: These certificates define the specific rights and authorisations
of the relying parties. Each Relying Party Instance must present its registration certificate
to the Wallet Unit when requesting information. The registration certificate includes the
data the relying party is intended to request, and this information can be processed by the
wallet and will be displayed to the citizen.

DC4EU WP6 will define the necessary requirements to establish a PKI infrastructure
for relying parties verifying EHIC and PDA1.

2.4.3 SCHEMA ONBOARDING AND CATALOGUES

Social Security Coordination must publish attribute schemas describing the structure of
PuB-EAAs issued (e.g. PDA1, EHIC), including the identifier, semantics, and encoding of all
attributes. These attribute schemas are published in Attestation Rulebooks.

The Rulebook for an attestation intended for cross-border and cross-domain use will be defined
by Social Security Coordination, with participation from all relevant stakeholders. It will also
prevent unnecessary differences in the syntax and semantics between similar attestations.

A catalogue of published Attestation Rulebooks will enable other entities such as Relying
Parties to discover which attestations exist within the EUDI Wallet ecosystem, and how
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attributes from these attestations can be requested and validated. The Commission sets out
the technical specifications, standards, and procedures for this purpose.

Attestation Rulebooks for Social Security Coordination PuB-EAAs used within the EUDI
Wallet ecosystem should be registered and published in a publicly accessible catalogue.

The Commission will take measures to establish and maintain the Attestation Rulebooks
catalogue. The Attestation Rulebooks catalogue will enable Attestation Providers, Relying
Parties and other actors in the EUDI Wallet ecosystem to know which attestation types exist,
and what are the identifiers, syntax, and semantics of all attributes that are part of the
attestation.

DC4EU WP6 will deliver a rulebook for EHIC and PDA1, implemented as PuB-EAAs, for
piloting purposes. This Rulebook should serve as a blueprint for the official PuB-EAA
Catalogue.

2.4.4 DISCLOSURE POLICY ONBOARDING AND ACCESS RIGHTS

During attestation issuance, a PuB-EAA Provider can embed a disclosure policy in the
attestation. Such an embedded disclosure policy contains rules determining which types of
Relying Party are allowed by the Attestation Provider to receive specific attributes from the
attestation (see, ARF). For credentials in Social Security Coordination this policy, which should
be embedded in all issued EEAs, must be defined on a European level.

National policies for restricting access to information for relying parties can be obtained using
Registration certificates (See chapter 2.4.2) issued during the onboarding process of relying
parties. However, the citizen retains final control over which information is disclosed to a
Relying Party, where discretion is permitted.

The implementation of a fine-grained selective disclosure policy, which allows for a common
European view on the access rights of different entities, is crucial for Social Security
Coordination. A canonical data model for the PuB-EAAs defined by Social Security
Coordination together with nationally certified access rights should guarantee privacy and
security for the citizen.

To ensure compliance with all legal aspects, it is essential to consider data minimisation,
attestations from authentic sources, and the wallet’s role as an electronic identification method.

Social security data are personal data issued by public authorities. Implementing a selective
disclosure policy that prevents data theft, data linkage, and fraudulent use to access services
and benefits is of utmost importance.

From a business perspective, the piloting should demonstrate at least two access models: ‘full’
and ‘reduced’ disclosure in order to highlight the implications of different policies.
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2.4.5 INTEROPERABILITY CONSIDERATIONS

Ensuring interoperability between various systems and actors is crucial for creating a
trustworthy EUDI Wallet ecosystem. This involves:

[J Establishing common standards and protocols for data exchange and communication.

[0 Facilitating cross-border recognition and acceptance of social security credentials and
attestations.

[J Enabling seamless integration with existing national and EU-level social security systems.

[0 Ensuring compliance with relevant regulations and standards to maintain data privacy and
security across borders.

DC4EU WP6 will conduct exercises, perform tests, and coordinate large-scale piloting
to achieve the required level of interoperability within the ARF framework.

2.5 COMPONENTS AND SERVICES FOR THE TRUST FRAMEWORK

The following UML diagram illustrates the trust and revocation management framework
underpinning the EUDI Wallet digital identity ecosystem. It highlights the interactions among
key entities, including Trusted Lists of Providers, Revocation Services, Issuers of Attestations,
Download Services, Citizen EUDI Wallets, and Verifiers.

Each component ensures the secure and auditable lifecycle of attestations, from issuance to
revocation. These interdependencies define the trust validation and revocation processes
throughout the PuB-EAA lifecycle, supporting compliance, strong security, and resilient digital
identity management.
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FIGURE 10: TRUST MANAGEMENT FRAMEWORK BASED ON EIDAS

As part of the DC4EU project, WP6 will pilot and validate components of this distributed
service architecture, following the specifications and implementations developed
during the project lifecycle.
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Abstract

The document provides a detailed exploration of the roles and
responsibilities of authentic sources, issuers, and verifiers
within the elDAS Trust Framework. It outlines technical
patterns for credential issuance, including direct and delegated
models, and describes the architectural components required

protection, transparency,

for secure and interoperable digital public services.
Additionally, it highlights mechanisms for ensuring data
and accountability, including
credential retrieval and revocation processes.
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1 INTRODUCTION

The evolution of the European Union Digital Identity Wallet (EUDIW) and the introduction
of Public Electronic Attestations of Attributes (PuB-EAAs) mark a significant milestone in
the digital transformation of public services, including cross-border social security
coordination.

In this context, public sector bodies may either issue PuB-EAAs directly or delegate issuance
to another entity acting on their behalf. This document outlines the legal and technical
structure for both approaches under eIDAS 2.0 and highlights the backend integration.
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2 USE CASE CONTEXT: SOCIAL SECURITY COORDINATION

EU regulations and associated decisions, such as implementing measures under Regulation
(EC) No 883/2004, establish the structure, format, and verification rules for traditional
coordination documents. However, they lack specific technical or legal frameworks for their
digital counterparts. Consequently, a regulatory gap exists regarding the digital issuance,
verification, and acceptance of such documents.

The revised elDAS Regulation (2024) introduces Public Electronic Attestations of
Attributes (PuB-EAAs), which offer a robust foundation to address this gap. PuB-EAAs
enable trusted and interoperable digital representations of entitlements governed by social
security coordination.

Competent institutions involved in social security coordination can issue PuB-EAAs, providing
official and reliable proof of entitlements through the EUDIW. The designation and qualification
of competent public authorities responsible for issuing credentials in this field are determined
by national law and listed in a publicly accessible registry.

Each Member State retains the legal authority to identify organisations considered authentic
sources or authorised issuers within the social security context. Upon onboarding into the
elDAS trust framework, these entities gain the ability to issue PuB-EAAs that are interoperable,
privacy-preserving, and legally recognised across the EU. PuB-EAA providers can either be
an authentic source or an institution acting on behalf of an authentic source.

The issuance of social security coordination entittlement documents requires an application
process. Since these processes are already well established in social security, the necessary
additional step in this process is to implement a demand request that mandates the issuance
of digital credentials. This demand request consists of the handover of attestation data to the
issuer software of the PuB-EAA provider.

The revocation of social security coordination entitlement documents requires the
implementation of an authentic source request to revoke the associated digital credential. This
request must include a unique reference to the specific document and is submitted by the
authentic source to the issuer software of the PuB-EAA provider.

The PuB-EAA provider (simply referred below as “issuer’) must implement software
components to process issuance and revocation requests. Upon receiving issuance requests,
verifiable digital credentials will be prepared for issuance to a valid EUDIW instance associated
with a base identity (PID) according to a defined credential profile. A revocation request will
trigger the addition of the credential reference to a revocation list.
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3 ISSUER

3.1 LEGAL FOUNDATION

In alignment with eIDAS 2.0 and the Architecture Reference Framework (ARF), entities
responsible for issuing PuB-EAAs whether directly or as representatives of an authentic
source, are required to adhere to specific onboarding, trust, and conformity standards.

Key principles:

There is no differentiation in the level of assurance regarding attestation holder identification,
interoperability, or cross-border recognition between direct issuers and delegated issuers.

The issuer (which may or may not be the authentic source) holds legal accountability for the
accuracy, security, and cryptographic validity of the PuB-EAA. Issuers must fulfil the following
criteria based on elDAS Art. 45f, Annex VII.:

[0 Be officially registered in the national trusted lists which are recognised on a European
level.

[0 Demonstrate conformity with ARF protocols and utilise qualified signatures or seals.

[0 The registration and qualified signature or seal must indicate that the issuer is
established in accordance with Union or national law as acting on behalf of the authentic
source.

[0 At least for the PID validation, each Issuer as a “Wallet Relying Party” also needs
“Verifier” capabilities and a corresponding accreditation (see chapter 4).

3.2 ROLE OF AUTHENTIC SOURCES AND DELEGATED ISSUERS

Figure 1 illustrates the interplay between these roles, emphasizing their distinct yet
interconnected responsibilities within the digital credential ecosystem.

Role Descriotion elDAS Trust Issues
P Framework PuB-EAAs

Authentic - o

The originator of authoritative data
SOL_Jrce nqt (e.g., national social fund) i orlpEEe e
acting as issuer
Authentic : o

. Public body issuing PuB-EAA .

Sm_;rce acting directly (the authentic source) Required Yes
as issuer
Delegated . o ;

Trusted third party issuing using .
LS:::I;)(on data from authentic source Sesliss VES

FIGURE 11: ROLE OF AUTHENTIC SOURCES AND DELEGATED ISSUERS

Regarding the technical architecture, this means:
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3.2.1 ISSUER AS AUTHENTIC SOURCE

If Issuer and Authentic Source are the same organisation, all components are deployed in the
same system:

REQUEST VERIFIABLE CREDENTIAL
PRESENTS DIGITAL IDENTITY

PUB EAA Provider /
Authentic Data

Notification Service BT ST

. Identity Matching ISSUE VERIFIABLE CREDENTIAL
[T U.p Systenj Download Service
Revocation Service

e el el EUDI Wallet Communication

~

TRUST INFRASTRUCTURE,

Revocation List
Issuer List
Wallet List

PID Provider List

FIGURE 12: DIRECTLY ISSUING PUB-EEAS USING A TYPICAL SERVICE STACK

3.2.2 DELEGATED ISSUER (ON BEHALF OF AN AUTHENTIC
SOURCE)

If an Institution issues PuB-EAAs on behalf of an Authentic Source, the components are
separated and connected via APls:

REQUEST VERIFIABLE CREDENTIAL
PRESENTS DIGITAL IDENTITY

PUB EAA Provider /
NP g
Authentic Data >
Notification Service

EAA Issuer Software

Pick Up System EUDI Wallet Communication ISSUE VERIFIABLE CREDENTIAL
Revocation Service API {7:";;‘;::3:':;3
Verification Service u et
Attestation Data Upload &« Download Service
NS

(

TRUST INFRASTRUCTURE,

Revocation List
Issuer List
Wallet List

PID Provider List

FIGURE 13: DELEGATED ISSUING OF PUB-EEAS USING A TYPICAL SERVICE STACK AND HARMONISED INTERFACES
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3.3 TECHNICAL PATTERN: OVERVIEW ON ARCHITECTURE AND
COMPONENTS

Within the legally defined framework, different options for a technical architecture are possible
(also according to national or institutional specifics). In alignment with other WPs, a technical
approach for an “Issuer System” was created. The key components on the Issuer side, which
must be connected via interfaces and are supplemented by common components like the trust
infrastructure, are:

[0 The Authentic Source’s backend
® Provides the data based on business decisions
[0 The Issuer System Data Store
@ Contains the data which was sent from the Authentic Source’s backend. The Data
Store was developed to allow a proactive “push scenario” - as an on-demand “pull
scenario” might cause bigger challenges.
[0 The Generic Issuer System
® Performs the central steps, e.g. wallet communication, validations, identity
mapping, VC creation incl. signing/sealing.
[0 The Notification System
@ Serves as a component to inform a citizen that a credential is ready for pickup.
[0 The Issuer Portal
@ Can be used by citizens to select credentials they want to download.

The architecture and component interplay of the Issuer System is specified under
https://github.com/dc4eu/vc/blob/main/standards/api specification.md and can be illustrated
as follows:

Architecture & Component interplay

Overview

Notification
Authentic
Source

Social Security
Coordination Issuer System
Data Store

Pick-up

Download

Identity Issuer System
Mapping (Generic)
Social Security

Revocation Coordination Keymana- I Protocol
gement converter
Onboarding
Tool

. . h Trusted Registries
W) Citizen Interaction

FIGURE 14: THE ARCHITECTURE AND COMPONENT INTERPLAY OF THE ISSUER SYSTEM
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The developed APIs can be seen in the following figure:

Architecture & Component interplay

Endpoints overview

Notification

Authentic A <
.

Juplaad Issuer
Inotification  Jidentity System
feonsent Jeocument

l Data Store l
/document/collectid fdocument

Pick-up

. Download

Identity fidmapping Jportal Syster.n
Mappin (Generic)
: —
Revocation Jstatus -K;:::ta
fdocument/revoke p[cto:to[
converte

) APl I
- . Trusted Registries
) Citizen Interaction

FIGURE 15: ARCHITECTURE AND COMPONENT INTERPLAY - ENDPOINT OVERVIEW

The distribution of the components depends on the constellation between Authentic Source
and Issuer.

3.3.1 ISSUING ON BEHALF

A common model in public service, especially in social security coordination is that a national
gateway authority or similar entity acts as the trusted issuer on behalf of the authentic
source. The backend communication can rely on secure, auditable channels or non-qualified
Electronic Attestations of Attributes (NQEAAs).

Key steps:
1. Authentic Source provides verified data to delegated issuer

® The authentic source demands the preparation of credential issuance (Push) or
provides information upon request by the issuer (Pull).

® The data is provided via APl exchange with structured messages (e.g., REST-
Call, EESSI SED, or non-qualified EAA; see Data Store API specification).

® The EAA or API exchange contains information on domain specific identity data.

® The Authentic Source provides information on credentials which shall be revoked.

2. The citizen is notified that a credential is ready for pickup at a download
portal/service

® The notification can be executed by the Authentic Source or by the delegated
issuer.

® The notification can contain a link to a download portal or directly a pickup code.

® A download portal can be provided by the delegated issuer or the Authentic

Source.
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3. Delegated Issuer:

Provides the download service

May offer various authentication methods with level of assurance high, but must
offer PID authentication

Performs integrity and policy checks for the data provided by the Authentic Source
Handles the citizen’s pickup request

Authenticates itself toward the citizen’s wallet

Checks the citizen wallet’s authenticity and status

Requests and receives Person Identification Data (PID)

Performs Identity Mapping (unambiguous citizen identification with LoA High)
Creates PuB-EAA with qualified signature/seal (remote or self-administrated) and
issues it with cryptographic binding to a wallet instance

Logs issuance and retains proof of source/origin

Processes revocation information from the authentic source, submits it to the Trust
Infrastructure and stores it in the Data Store

4. The citizen:

Picks up the credential offer and requests issuance at the download service
Selects authentication method (if deviating from PID authentication)
Checks Issuers authenticity and status

Gives consent and presents Person Identification Data (PID)

Receives PuB-EAA in the EUDIW

The wallet logs the transaction and validates the received PuB-EAA

Is ready for secure cross-border presentation

Use of NQEAAs in Closed Systems: While NQEAAs are not suitable for presenting public
service credentials in cross-border or cross-sectorial contexts, they remain highly relevant for:

[0 Backend data sharing between trusted institutions.

[0 Application within closed networks or federated systems, such as:
® EESSI (Electronic Exchange of Social Security Information).
@ Platform-based information sharing (e.g., OOTS).
® Back-office systems
® Registration and Administration systems.

In these scenarios, NQEAAs serve as trustworthy, digitally signed data artifacts, supporting
processing, validation, and traceability within closed systems, without requiring full integration
into the elDAS trust framework.

3.3.2 DC4EU APPROACH

Instead of relying on a traditional credential offer, DC4EU has introduced a more suitable
mechanism: the “pickup code.” This pickup code includes the following elements:

[0 The URL of the Issuer’s download service
[0 Either a long-lived DocumentID or a short-lived CollectionlID, depending on the decision
of the Authentic Source

In addition to this “notification and pickup” flow, which can be executed in four distinct
scenarios, a fifth scenario has been introduced: Scenario 5 — “Using the Wallet Only with
Selection Capability.” This scenario enables the user to initiate credential retrieval directly
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from the wallet, without the need for a QR code, link, or portal. It envisions a more autonomous
interaction where the wallet itself can approach an Issuer to request credentials.

While the concept is defined, further specification work is needed, particularly concerning the
protocols involved. To support this scenario, the necessary backend endpoints have already
been developed and are included in the current specification.
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4 VERIFIER

4.1 LEGAL FOUNDATION

The verification of Public Electronic Attestations of Attributes (PuB-EAAs), within the context
of the European Union Digital Identity Wallet (EUDIW), must comply with the legal and
technical provisions established under eIDAS 2.0, the Architecture Reference Framework
(ARF), and the associated Implementing Acts regulating the registration and conduct of
wallet-relying parties.

These instruments ensure that verifiers, typically public or private sector entities, uphold data
protection principles, adhere to national and European legislation, and enable
interoperability across borders. In operational terms, a verifier is any entity receiving and
evaluating a credential presented by a citizen through their EUDIW.

4.2 ROLE OF VERIFIERS

Verifiers (wallet-relying parties) play a critical role in ensuring trust, legal compliance, and
interoperability during credential validation.

Verifiers are institutions or bodies that process verifiable credentials for the purpose of
establishing rights or entitlements. Within the social security domain, these may include
competent institutions and authorities such as health agencies, employment services, or cross-
border coordination bodies.

Their role is to confirm credentials, entitlements or attributes under specific legal or
administrative mandates (e.g., verifying EHIC eligibility or PD A1 issuance).

The responsibilities of verifiers include:

1 Verifying the credential’s origin and ensuring it has been issued by a duly onboarded
and trusted entity.

[0 Validating the cryptographic integrity and metadata associated with the credential.

[0 Confirming the credential’s revocation status and validity.

[0 Enforcing relevant verification policies and logic based on domain-specific
requirements.

Under both the GDPR and the elDAS 2.0, verifiers must not access or request more data than
permitted under national or EU legislation. All data requests must comply with the principle of
purpose limitation and be directly linked to a legal mandate. These obligations must be
technically enforced through constraints defined at the time of verifier registration.

Each credential presentation must be validated against the applicable legislation-based
limits, and the associated legal basis must be both recorded and auditable.

According to the Implementation Act, verifiers must:

[0 Be registered in accordance with national and EU processes.

[0 Explicitly declare the attributes they intend to request and the legal basis for doing
SO.

(0 Ensure that any data request is limited to the intended use declared during
registration.

Importantly, the legal framework does not explicitly include citizens as verifiers. Therefore,
the framework as it stands primarily supports institutional relying parties. However, user-to-
user interactions may fall under the principle of data sovereignty, where the wallet holder
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shares data with another individual without that individual being formally recognised as a
verifier under the regulation.

4.3 TECHNICAL PATTERN: VERIFICATION AND VERIFICATION
POLICY

Verification comprises both front-end (wallet-to-verifier-app) interactions and back-end
validation processes in institutional systems. The sequence is governed by strict legal and
technical safeguards.

Key verification steps include:

1. Credential Reception: The verifier receives the credential presentation via wallet
interaction, typically through a QR code scan or digital handover.
= Ensures that data exchange is initiated securely and under the control of the wallet
holder, preserving user consent and system accountability.

2. Authenticity and Trust Check: The verifier validates the issuer’s status against
Trusted Lists and confirms the credential’s integrity, including signatures and issuance
metadata.
= Ensures that only credentials issued by qualified, onboarded entities are accepted,
and that no tampered or untrusted credentials enter the verification process.

3. Revocation Check: The verifier consults revocation infrastructure (Online Certificate
Status Protocol responders or Certificate Revocation List distribution points)
providing real-time or cached verification of credential status prior to acceptance.
= Ensures that only valid credentials are accepted during verification and that any
credentials which have been revoked, expired, or invalidated are reliably excluded from
use in verification workflows.

4. ldentity Binding: The credential is verified to be bound to a valid EUDIW containing a
base identity (PID) to confirm it pertains to the holder presenting it
= Ensures that the subject of the credential matches the individual presenting it,
supporting lawful use, fraud prevention, and strong identity assurance.

5. Policy Enforcement: Verification logic is applied based on the credential’s profile and
purpose. This may include threshold checks, entitlement rules, or temporal validity.
= Ensures that verification outcomes are compliant with domain-specific requirements
and legal entitlements, preventing misinterpretation or misuse of attributes.

6. Result Presentation: The verification result is presented within the verifier’s interface,
accompanied by audit logs or compliance metadata.
= Ensures traceability, transparency, and auditability of the verification outcome,
supporting institutional accountability and compliance oversight.

7. Proof of Verification: The verifier application creates and signs a proof of verification,
including timestamp, involved devices, verification result and credential presentation
identifiers and the status of the verification, notably without including personal data.
= Ensures lasting proof of verification that can be communicated and used in backend
processes.

The process is constrained by both legal and technical safeguards to prevent unauthorised
data access. These safeguards enforce the principle that no verifier may request or access
more data than permitted by their national or EU legislation, as well as by the attributes
registered at onboarding.
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4.4 ARCHITECTURE OVERVIEW: VERIFIER

The verifier component functions at the nexus of legal authority, user consent, and technical
interoperability. It interacts with the EUDIW ecosystem via standardised APIs and includes the
following essential subcomponents:

[0 Credential Request Handler
® Interfaces with the EUDIW to initiate data requests in line with or based on the
verifier’s registration profile.
[J Policy Enforcement Layer
® Ensures that requested attributes match the intended use and legal basis declared
at registration. Enforces purpose limitation by rejecting out-of-scope data
requests.
[0 Consent Management Interface
@ Provides real-time user feedback, notification, and consent tracking when data is
requested. Ensures that users are informed and in control when a data request is
made, including just-in-time consent capture.
[0 Revocation Lookup Service
® Interfaces with revocation infrastructure and validates whether the presented
credential has been revoked or expired. Ensures a verification of the status of a
credential prior to acceptance.
[0 Audit and Compliance Layer
® Logs verification events, ensuring accountability and traceability, and enabling
retrospective inspection by competent authorities. Ensures that verifiers’ actions
remain auditable and demonstrably aligned with declared legal and technical
obligations.

This architecture ensures that verifiers operate within the legal perimeter established at
registration and enables effective enforcement of national data protection laws and cross-
border requirements under elDAS 2.0.

It also provides a mechanism to reconcile differences in national legislation through registration
constraints and verifiable system behaviour, thereby supporting transparency, accountability,
and fostering citizens’ trust in digital credential presentation across the European Union.
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5 CONCLUSION

Issuing PuB-EAAs, either directly by an authentic source or on its behalf, is fully compliant
with the elDAS 2.0 trust framework when the issuer is properly onboarded and the issuance
process meets ARF standards.

Authentic sources not acting as issuers do not need to join the trust framework but can provide
verified data through secure channels, including non-qualified EAAs, especially for closed
data exchange systems.

This model ensures:

[0 Full legal recognition
[0 Cross-border interoperability
[0 Trust and scalability for the future of digital public services
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EXECUTIVE SUMMARY

The DC4EU Social Security project aims to revolutionize EU social security systems by
introducing universally applicable digital and decentralized frameworks for the issuance and
authentication of entitlement documents. This initiative is part of a broader effort to enhance
the efficiency, security, and interoperability of social security systems across the European
Union.

To achieve these goals, Large-Scale Pilots (LSPs) in social security will be conducted to test
the target system during various implementation phases of the EUDI wallet ecosystem. The
primary objective of these pilots is to assess the system’s feasibility, effectiveness, and
potential impact on social security coordination. By conducting these pilots in real-world
settings, DC4EU aims to evaluate the system comprehensively and ensure its readiness for
widespread adoption.

The testing and pilot configuration will be meticulously specified in alignment with different
phases of the ARF (Architecture Reference Framework) implementation. This alignment will
depend on the maturity of both national and international implementations. During the testing
and piloting phases, simulations and mock-ups of specific components—such as EUDI wallets,
PID providers, and other trust services—will be essential to achieve the project’s objectives.
Additionally, a combination of both simulated and real data will be utilized in the LSPs to closely
approximate the behaviour of the target system.

All configurations, testing occasions, results, and tracking of Key Performance Indicators
(KPIs) will be thoroughly documented throughout the project in Deliverable 6.2, titled
“Deployment, Testing & Piloting Scenarios Results Library.” This comprehensive
documentation will serve as a valuable resource for understanding the deployment, testing,
and piloting processes and outcomes.

The adoption of innovative technologies within the EUDI wallet ecosystem for social security
necessitates a systematic approach. This document provides a detailed articulation of the
organizational and business prerequisites required for successful implementation. By following
this structured approach, we aim to ensure that the new digital and decentralized frameworks
are effectively integrated into existing social security systems, ultimately enhancing their
functionality and reliability.

In summary, this document outlines the phased approach to testing and piloting the EUDI
wallet ecosystem, detailing the methodologies, configurations, and results. It serves as a
roadmap for stakeholders to understand the process and outcomes, ensuring transparency
and facilitating informed decision-making throughout the project lifecycle.
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1 INTRODUCTION

1.1 BACKGROUND AND CONTEXT

The DC4EU Social Security project is a pioneering initiative aimed at transforming the social
security systems across the European Union through the introduction of universally applicable
digital and decentralized frameworks. These frameworks are designed for the issuance and
authentication of entitlement documents, ensuring a more efficient, secure, and interoperable
system. The project aligns with the broader objectives of the European Digital Identity (EUDI)
wallet ecosystem, which seeks to provide EU citizens with a secure and convenient way to
access a wide range of public and private services.

1.2 PURPOSE AND SCOPE OF THE DOCUMENT

This document serves as a comprehensive guide and documentation to the testing and piloting
execution of the EUDI wallet ecosystem within the context of social security. It outlines the
methodologies, configurations, and results of the Large-Scale Pilots (LSPs) conducted to
evaluate the wallet's feasibility, effectiveness, and potential impact. The primary aim is to
provide stakeholders with a clear understanding of the testing processes and outcomes,
facilitating informed decision-making and ensuring the successful deployment of the EUDI
wallet ecosystem.

Importantly, this document is a living document. As such, it will be continuously updated with
new testing results and insights as they become available. This ongoing documentation
ensures that the latest information is always accessible, allowing for adaptive strategies and
real-time improvements throughout the project lifecycle.

1.3 USE OF EUDI AND/OR WWWALLET

The DC4EU project aims to pilot the EU Digital Identity Wallet (EUDI wallet) in the education
and social security domains. This wallet will either be based on the reference implementation
(RI) provided by the European Commission (EC) or be interoperable and compliant with the
Architecture Reference Framework (ARF). Delays in the eIDAS Regulation revision have
impacted the timely availability of the Rl and ARF, posing challenges for the project's technical
work packages. Preliminary analysis of the Rl (March 2024) indicates that it does not fully meet
DC4EU’s requirements, particularly in supporting OID4VCI-based issuance of SD-JWT-based
credentials and OIDF-based trust models. Despite these limitations, the project will proceed
with a supportive track to the RI, aiming to develop and integrate necessary components into
a compliant EUDI wallet.

To address the need for a suitable wallet for the DC4EU pilots, the consortium has decided to
create a new development task for the wwWallet while simultaneously preparing to integrate
interoperable wallets through an open call with all partners. This dual approach allows for
immediate development tailored to the consortium's specific needs and future integration of
additional wallets. The Strategic Committee has voted in favour of this combined strategy,
ensuring that the EUDI wallet ecosystem is effectively integrated into existing social security
systems. Although the formal creation of new tasks will occur through an amendment process,
work on the selected options can start immediately and be co-funded retroactively. This
approach enhances the functionality and reliability of social security systems, leveraging
innovative digital identity solutions.
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1.4 OBJECTIVES OF THE TESTING AND PILOTING PHASES

The testing and piloting phases of the DC4EU Social Security project are critical for validating
the capabilities of the EUDI wallet ecosystem. The primary objectives include:

[0 Assessing the feasibility and effectiveness of the EUDI and/or wwWallet in real-world
social security settings.

[0 Evaluating the potential impact of the EUDI and/or wwWallet on social security systems,
including improvements in efficiency, security, and user experience.

[0 Identifying and addressing any technical, organizational, or business challenges that may
arise during implementation.

0 Providing comprehensive documentation of the testing occasions, results, and KPIs to
inform future development and deployment efforts.

1.5 STRUCTURE OF THE DOCUMENT

This document is structured to provide a detailed account of the testing and piloting execution
process. It includes the following sections:

[0 Executive Summary: A brief overview of the document, key objectives, and major findings.

0 Introduction: Background, purpose, scope, and objectives of the document.

[0 Methodology: Description of the phased approach, testing framework, KPls, and
stakeholder involvement.

[0 Phases 1-2: Phased approach describing testing approach and results for each phase.

[0 Conclusion: Summary of key findings, final recommendations, and next steps.

O Appendices: Detailed test plans, raw data, and additional resources.

By following this structured approach, the document aims to provide a clear and
comprehensive account of the testing and piloting execution process, ensuring transparency
and facilitating the successful deployment of the EUDI wallet ecosystem in social security
systems across the EU.
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2 METHODOLOGY

2.1 PHASED APPROACH

The DC4EU Social Security project employs a phased approach to systematically test and pilot
the EUDI wallet ecosystem. This approach ensures that each phase builds upon the previous
one, introducing new capabilities and use cases incrementally. The phases are designed to
align with the maturity of national and international implementations, allowing for adaptive
strategies and real-time improvements.

2.2 TESTING FRAMEWORK AND STRATEGY

The testing framework is structured to evaluate the feasibility, effectiveness, and potential
impact of the EUDI wallet in real-world social security settings. The strategy includes:

[0 Defining Clear Objectives: Each phase has specific objectives that guide the testing
activities and ensure alignment with the overall project goals.

[0 Selecting Appropriate Metrics: Key Performance Indicators (KPIs) and other metrics
are identified to measure the success and performance of the EUDI wallet.

0 Involving Key Stakeholders: Stakeholders from various domains, including technical,
business, and regulatory, are involved throughout the testing process to provide insights
and feedback.

2.3 KEY PERFORMANCE INDICATORS (KPIS)

KPls are critical for assessing the performance and impact of the EUDI wallet. The following
KPIs will be tracked and analysed:

[0 Usability: Measures the ease of use and user satisfaction with the EUDI wallet.

[1 Security: Assesses the robustness of security features and the protection of user data.

[0 Interoperability: Evaluates the ability of the EUDI wallet to integrate with existing systems
and frameworks.

[0 Performance: Monitors the speed, reliability, and efficiency of the EUDI wallet in various
scenarios.

In addition to these testing KPls, there are specific DC4EU project KPIs for the WP6 social
security domain that must be met:

[0 KPI Nr. 3 - Wallet Users Involved in WP6: The goal is to involve 250 wallet users in
Work Package 6 (WP6 Social Security).

[0 KPI Nr. 5 - Social Security Domain-Related Institutions from Different Countries
Interfacing the Wallet: The goal is to have 10 social security domain-related institutions
from different countries interfacing the wallet in their pre-production systems.

[0 KPI Nr. 7 - Social Security Domain-Related Institutions Issuing PuB-EAAs: The goal
is to have 10 social security domain-related institutions issuing Electronic Attestation of
Attributes interfacing with the wallet in their pre-production systems.

[0 KPI Nr. 9 - Wallet Transactions for the Social Security Domain: The goal is to
complete 1,500 wallet transactions within the social security domain in a pre-production
environment.
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[0 KPI Nr. 12 - Institutions or Companies Verifying Digital Credentials: The goal is to
have a minimum of 6 institutions or companies from different countries interfacing the
wallet in their pre-production systems to verify digital credentials in social security.

2.4 STAKEHOLDER INVOLVEMENT

Stakeholder involvement is crucial for the success of the testing and piloting phases. Key
stakeholders include:

[0 Technical Partners: Responsible for the development, integration, and technical
assessment of the EUDI wallet.

[0 Business Partners: Provide insights into the functional and business requirements of the
EUDI wallet.

[0 Regulatory Bodies: Ensure compliance with legal and regulatory standards, particularly
those related to the eIDAS Regulation.

2.5 TESTING PROCEDURES

The testing procedures involve a combination of simulations, mock-ups, and real-world testing.
Specific components such as wallet, PID providers, and other trust services will be tested using
both simulated and real data to closely approximate the behaviour of the target system. The
procedures include:

0 Simulation and Mock-Ups: Used to test specific components and scenarios in a
controlled environment.

[0 Real-World Testing: Conducted in actual social security settings/ use cases to evaluate
the EUDI wallet's performance and impact.

2.6 DOCUMENTATION AND REPORTING

All testing occasions, results, and KPIs will be thoroughly documented and continuously
updated in this living document. The comprehensive documentation will be compiled in
Deliverable 6.2, titled “Deployment, Testing & Piloting Scenarios Results Library.” This
deliverable will serve as a valuable resource for understanding the deployment, testing, and
piloting processes and outcomes.

2.7 CONTINUOUS IMPROVEMENT

The phased approach and continuous documentation allow for iterative feedback loops and
adaptive strategies. Insights and lessons learned from each phase will inform subsequent
phases, ensuring continuous improvement and optimization of the EUDI wallet ecosystem.

By following this structured methodology, the DC4EU project aims to ensure the successful
deployment and integration of the EUDI wallet ecosystem in social security systems across
the EU, ultimately enhancing their functionality, security, and user experience.
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3 PREPARATION TOOLKIT FOR EXECUTION

To ensure a smooth and effective execution of the testing and piloting phases, the WP6 core
group has prepared a comprehensive set of resources for all partners. These documents are
designed to provide guidance, address potential challenges, and equip partners with the
necessary tools and knowledge for successful participation. Below is an overview of the
materials included in this toolkit:

3.1 GENERAL DC4EU PRESENTATION

A high-level presentation providing an overview of the DC4EU initiative, its goals, and the role
of the testing and piloting phases. This presentation is intended to align all partners with the
project's vision and objectives.

DC4EU General
Information.pptx

3.2 LSP HANDBOOK

This handbook serves as a foundational guide for partners, outlining the objectives, processes,
and expectations for the testing and piloting phases. It provides detailed instructions and best
practices to ensure alignment across all stakeholders.

N

VE
DC4EU_LSP-Handbo
ok_International Mee

3.3 DEMO WALLET GUIDE

This guide provides an introduction to the DC4EU demo wallet, powered by wwWallet, which
enables participants to obtain, store, and share verifiable digital credentials such as the PD A1
and EHIC. It includes step-by-step instructions for installation, setup, and credential
management, ensuring participants can effectively use the wallet during the testing and piloting

phases.
AN
=

TC_DC4EU
Demo-Wallet Guide F
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3.4 TROUBLESHOOTING DOCUMENT

A practical resource to help partners identify and resolve common technical and operational
issues that may arise during the testing process. This document ensures minimal disruptions
and promotes efficient problem-solving.

DC4EU Demo-Wallet
Troubleshooting.docx

3.5 DECLARATION OF CONSENT

This document is essential for obtaining participants' consent to process their personal data
during the piloting activities. In most testing scenarios, synthetic data was used, eliminating
the need for personal identifiers. However, in cases where participants' real first and last
names were used, the Declaration of Consent form was applied. This form outlines the purpose
of data collection, including the creation of digital credentials (such as PID, EHIC, PD A1) and
tracking the demo pilot's progress. It also informs participants of their rights under GDPR, such
as the right to withdraw consent at any time, request data erasure, or file complaints with
supervisory authorities. A standardized template was used to ensure consistency and
compliance across all testing activities, emphasizing transparency and participant autonomy.

m-

DC4EU_WP6_Declara
tion_of_Consent.docx

3.6 EMBEDDED DISCLOSURE POLICY

The Embedded Disclosure Policy addresses data security, privacy, and GDPR compliance
during the piloting activities. It emphasizes principles such as data minimization, selective
disclosure, and user control over personal data. The policy incorporates advanced measures
like Zero-Knowledge Proofs (ZKPs) to prevent unnecessary data exchange and ensures that
only authorized data is disclosed. Additionally, it highlights the importance of user awareness,
technical standards, and compliance audits to maintain secure and efficient data-sharing
practices throughout the DC4EU pilots.

DC4EU_Embedded
Disclosure Policy_fina
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4 PHASE 1 — TESTING AND PILOTING INITIATION

4.1 OBJECTIVES AND SCOPE

The primary objective of Phase 1 was to conduct initial testing and piloting of the demo wallet
(wwWallet) in a controlled environment. This phase focused on the initialization of the wallet
and the verification of PID (Person ldentification Data), EHIC (European Health Insurance
Card), and PD A1 (Portable Document A1) credentials. The goals were to assess elDAS
compliance, evaluate the feasibility and usability of the wwWallet, identify any immediate
technical or functional issues, and gather preliminary user feedback. A secondary objective
was to familiarise the social security community with the concept of digital credentials, fostering
awareness and understanding of their potential applications. WP6 will delve deeper into
stakeholder feedback and explore participants’ understanding of digital processes.

By simulating real-world social security use cases with test identities and attestations, the
testing aimed to provide a comprehensive evaluation of the wallet's performance and its
potential impact on the processes for issuing and verifying credentials in the social security
domain. The insights gained from this phase were intended to inform iterative improvements
and guide the development of subsequent testing phases.

4.2 TESTING PROCEDURES AND TOOLS USED

Extensive collaboration between WP6 and WP2 occurred prior to the workshops to develop
the use cases and integrate the credentials into the demo wallet. The credentials created
included PID (Person Identification Data), EHIC (European Health Insurance Card), and PD
A1 (Portable Document A1). The specific data fields for each credential type were as follows
(more details in Deliverable 6.1, Chapter 6 Physical Data Model, pp. 95-100):

Credential
Type

Data Fields

pid_id, pid_issuance_date, pid_expiry_date, pid_issuing_authority,
pid_issuing_country, pid_technical_id, family_name, given_name, birth_date,
email address

pid_id, ehic_issuance_date, ehic_expiry_date, ehic_issuing_authority,
ehic_issuing_country, ehic_technical_id, social_security_pin, ehic_start_date,
ehic_end_date, ehic_card_identification_number, ehic_institution_id,
ehic_institution_name, ehic_institution_country_code, email address

pid_id, pda1_issuance_date, pda1_expiry_date, pda1_issuing_authority,
pda1_issuing_country, pda1_technical_id, social_security pin, nationality,
type_of employment, pda1_name, pda1_employer_id, pdal_type_ of id,
pdal_employer_street, pdal_employer_town, pda1_employer_postal_code,
pda1_employer_country code, pdal_pow_country_code,
pdal_pow_company_name, pdal_pow_company_id, pdal_pow_type_of id,
pda1_pow_employer_country code, pdal_flag_base_home_state,
pda1_pow_employer_street, pdal_pow_employer_town,
pda1_pow_employer_ postal_code, pda1_pow_employer_country _code,
pdal_member_state, pda1_transitional_rules, pda1_starting_date,
pda1_ending_date, pda1_status_confirmation, pda1_document _id,
pda1_institution_id, pda1_institution_name, pda1_institution_country_ code, email
address

TABLE 1: CREDENTIAL DATA FIELDS
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The testing procedures included:

[0 Credential Issuance, Verification, and Revocation: During the international meetings
and national pilotings, credential issuance and verification were tested, with some
instances also exploring revocation. In contrast, the WP6 workshops showcased the
digital application process, focusing on the issuance of EHIC and PD A1 credentials
digitally. This digital process was compared to the manual application and issuance
process to evaluate efficiency and user experience.

[0 Interactive Simulations: Across all three workshops, participants engaged in interactive
simulations replicating real-world social security use cases. These simulations covered
onboarding, issuance, revocation, and verification scenarios. Similarly, during the
international meetings and national pilotings, comparable real-life user journeys were
utilised to ensure practical relevance.

[J Data Collection: Feedback and data were collected from participants regarding their
experiences with both the manual and digital processes. This included detailed user
experience feedback, technical issues encountered, and suggestions for improvement.

The tools used during the testing included:

0 wwWallet (Demo Wallet): Available on Android and iOS devices for participants to test
the onboarding of the wallet, issuance, revocation and verification of credentials.
https://wallet.dc4eu.eu

[0 Friendly Verifier App: In the initial phase, when wwWallet was only available on Android,
the app was used by iOS participants to verify credentials presented by ww\Wallet users.
In later stages, once wwWallet became available on iOS, the app was primarily utilized
by dedicated verifiers.
https://yourfriendlyverifier.dc4eu.eu
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4.3 WP6 WORKSHOPS ON TESTING AND PILOTING

4.3.1 ROME WORKSHOP

WP6 conducted a workshop in Rome on April 18" and 19", 2024, with approximately 70 in-
person and 20 remote participants, representing 18 European countries. In-person attendees
engaged in initial testing of the EUDI wallet ecosystem. Prior to the workshop, PID, EHIC, and
PD A1 credentials were created for participants based on their registration information. The
demo wallet (wwWallet), available only on Android at the time, was actively tested by 23
participants, while the remaining iOS users acted as verifiers using the verifier app. The test
group participated in an interactive game simulating real-world social security use case,
allowing for a comprehensive evaluation of both the wallet and the verification process. This
initial testing phase provided valuable insights into the usability and functionality of the
wwWallet, identified technical issues related to device compatibility, and underscored the need
to expand testing to include iOS compatibility in future phases. The feedback and lessons
learned from this phase will guide iterative improvements to the EUDI wallet ecosystem.

Milestone “M25 The First Large Scale Pilot scenario is launched” was achieved with the
first piloting execution on April 18th, 2024.

4.3.11 CAPABILITIES AND USE CASES INTRODUCED

As outlined in Deliverable 6.1 Business Blueprint, Chapter 5 Business Scenarios and User
Journeys (pp.77-95), the following use cases were tested during the Rome workshop:

[0 Use Case 1: Onboarding of the EUDI Wallet (pp. 78-80)
[0 Use Case 2: Issuance of Verifiable Credentials (pp. 81-85)
[0 Use Case 4: Verification of Credentials and Identity (pp. 90-93)

These use cases were designed to evaluate the core capabilities of the wwWallet, including
user onboarding, credential issuance, and credential verification. By testing these scenarios,
the project aimed to assess the wallet's functionality, identify any technical or usability issues,
and gather feedback to inform future development and improvements.

4.3.1.2 RESULTS

The testing in Rome involved 23 participants actively using the wwWallet (Android users) to
operate and verify their credentials and 10 participants (iOS users) acting as verifiers using the
verifier app. The results were as follows:

Rome WS PID PDA1 EHIC Total

Issued (personalised) 23 23 23 69
Verified (personalised) 22 17 19 58
Total transaction 45 40 42 127

TABLE 2: RESULTS ROME WS

In total, 69 personalised credentials were issued upon consolidating declaration of consent for
using personalised “first and last name” along with all other synthetic data, with 58 successful
verifications. Participants registered for the workshop by providing their consent to participate
in the testing, either allowing their forename, last name, and email address to be used for
creating digital credentials or testing with simulated identities. Certain credentials could not be
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verified due to technical issues. All test results and user feedback were collected and shared
with WP2 to further enhance usability and address the technical issues encountered.

4.3.2 DUBLIN WORKSHOP

WP6 concluded its two-day workshop on July 11" and 12", 2024, in Dublin, Ireland, with
approximately 60 in-person and 20 remote participants, representing 19 European countries.
The workshop served as the testing ground for the demo wallet, bringing together participants
to engage in hands-on testing activities and simulations. Prior to the workshop, participants
were asked to apply for their real (physical) PD A1 document to facilitate a comparison
between the manual and digital application and issuance processes. Additionally, participants
were asked to bring their real PD A1 and EHIC documents to compare the real verification
process with the digital version. In-person participants were requested to register upon arrival
at the venue. Upon arrival, Android users installed the demo wallet (wwWallet) and verified
their PID credentials, while iOS users registered manually due to the unavailability of the
wwWallet on iOS. Similar to the Rome workshop, an interactive game was conducted to test
the demo wallet, adding new capabilities and testing a new use case. This testing phase
provided valuable insights into the usability and functionality of the wwWallet, identified
technical issues related to device compatibility, and underscored the need to expand testing
to include iOS compatibility in future phases.

4.3.21 CAPABILITIES AND USE CASES INTRODUCED

The following use case scenarios were tested during the Dublin workshop (please refer to
Deliverable 6.1 Business Blueprint, Chapter 5 Business Scenarios and User Journeys ((pp.77-
95)):

[0 Use Case 1: Onboarding of the EUDI Wallet (pp. 78-80)

[J Use Case 2: Issuance of Verifiable Credentials (pp. 81-85)

[J Use Case 3: Revocation of Verifiable Credentials (pp. 86-89)
[0 Use Case 4: Verification of Credentials and Identity (pp. 90-93)

The revocation use case was introduced alongside the core functionalities of user onboarding,
credential issuance, and credential verification. This time, the revocation concept was not only
thoroughly discussed, highlighting its benefits for social security coordination, but participants
also had the opportunity to test it in an engaging, hands-on interactive session.

4.3.2.2 RESULTS

The testing in Dublin involved 24 participants actively using the wwWallet (Android users) to
operate and verify their credentials and 19 participants (iOS users) acting as verifiers using the
verifier app. During an interactive session, the 24 wwWallet users faced the challenge of
issuing and getting as many credentials verified as possible, while also identifying any revoked
credentials. The results were as follows:
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Dublin WS PID PDA1 EHIC Total

Issued (synthetic) 62 62 59 183
Verified (synthetic) 55 55 52 162
Revoked (synthetic) 12 12 24

Total transaction 117 129 123 369

TABLE 3: RESULTS DUBLIN WS

In total, 183 credentials were issued using only synthetic data, with 162 verifications
successfully completed as the technical issues faced in the Rome workshop were resolved.
The revocation process also worked very well, with 24 credentials successfully revoked.
Further user experience feedback was collected and shared with WP2 to continue enhancing
usability and refining the system.

4.3.3 WARSAW WORKSHOP

WP6 conducted its two-day workshop in Warsaw, Poland, on September 12" and 13", 2024,
with approximately 50 in-person and 35 remote participants representing 17 countries. Similar
to previous workshops, the demo wallet testing occurred in an interactive game format, with
Android users playing citizens and iOS users playing verifiers in various real-life social security
cases. This iteration of the demo wallet verification challenge included the onboarding of PID
to the wallet, the issuance and verification of verifiable credentials, and showcased a simplified
version of the disclosure policy. Verified credentials were tested using both full datasets and
reduced datasets, based on real-life social scenario cases.

4.3.3.1 CAPABILITIES AND USE CASES INTRODUCED

The following use case scenarios were piloted during the Warsaw workshop (please refer to
Deliverable 6.1 Business Blueprint, Chapter 5 Business Scenarios and User Journeys (pp.77-
95)):

[ Use Case 1: Onboarding of the EUDI Wallet (pp. 78-80)

[0 Use Case 2: Issuance of Verifiable Credentials (pp. 81-85)
[0 Use Case 4: Verification of Credentials and Identity (pp. 90-93)

Further, a simplified disclosure policy has been showcased by

O Full data set verification of EHIC and/or PD A1
[J Reduced data set verification of EHIC and/or PD A1

4.3.3.2 RESULTS

The testing in Warsaw involved 25 participants actively using the wwWallet (Android users) to
operate and verify their credentials and 11 participants (iOS users) acting as verifiers using the
verifier app. The results were as follows:
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Warsaw WS PID PD A1 EHIC Total

Issued (synthetic) 77 15 41 133
Verified (synthetic) 77 15 41 133
Total transaction 154 30 82 266

TABLE 4: RESULTS WARSAW WS

In total, 133 credentials were issued using only synthetic data, with all verifications successfully
completed. To facilitate comprehensive testing, participants were provided with different user
journeys to explore and test various scenarios. Users also had the opportunity to experiment
with different identities, with 25 participants utilizing several identities, further enriching the
testing process. Further user experience feedback was collected and shared with WP2 to
continue enhancing usability and refining the system.

4.4 PILOTING EXECUTION

WP6 has identified various international meetings within the social security context that can
serve as candidates for piloting. These pilots are structured as small projects, with WP6
partners and task executors taking the lead in executing the pilot activities, supported by the
core group. The identified meetings include:

[0 European Colloquium

[J Meeting of the Technical Commission of Social Security Coordination

[J International Counselling Day

[1 Meeting of the Administrative Commission of Social Security Coordination

Furthermore, task executors will be testing various use cases within their respective countries,
with each participating institution taking the lead in these testing activities.

4.4.1 INTERNATIONAL PILOTINGS

The international piloting under WP6 served as a key platform to introduce DC4EU and
showcase digital credentials to the social security coordination community through hands-on
demonstrations. These events aimed not only to test the functionality, usability, and real-world
integration of the DC4EU wallet but also to raise awareness of the project within the
international social security community. By engaging experts, decision-makers, and end-users,
the pilotings highlighted the transformative potential of the DC4EU wallet in revolutionizing
digital credentials and fostering cross-border collaboration. To ensure the success of these
pilotings, the WP6 PMO provided comprehensive support to all partners involved.

4411 EUROPEAN COLLOQUIUM

Around 135 experts and decision-makers from European Social Security institutions,
ministries, embassies and international institutions from 29 European countries as well as from
the European Commission attended the 13th European Colloquium hosted by the Federal
German Pension Insurance (DRV Bund) in Berlin on 15" and 16™ October 2024. The topic of
this year’s event was Digitalization in social security: future perspectives for Europe. A highlight
of the European Colloquium was the practical demonstration of the DC4EU wallet showing the
functionality and the use of the wallet and the verification of the digital credentials. Participants
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of the European Colloquium have been provided with PID (Personal Identity Data), digital PD
A1 and digital EHIC in their wallets on their smartphones. These credentials have been
successfully verified at the beginning and within the breaks of the European Colloquium by the
DRV Bund representatives of the DC4EU-Consortium.

Upon consolidating declaration of consent for using personalised “first name” along with all
other synthetic data.

[J 50 personalised credentials were issued (PID, PD A1 & EHIC)
O Further 4 “Gastx” credentials were issued to accommodate participants who did not
declare their intention to participate in the pilot beforehand.

Furthermore, testing on iOS devices was introduced for the first time.

4.4.1.1.1 Results

The testing in Berlin involved 56 participants actively using the wwWallet to operate and verify
their credentials. 44 participants used personalised credentials, and 12 participants used
“Gastx” credentials with only synthetic data. The results were as follows:

European Colloquium PID PD A1 EHIC Total

Issued (personalised) 50 50 50 150
Verified (personalised) 62 62 62 186
Issued (synthetic) 4 4 4 12
Verified (synthetic) 12 12 12 36
Total transaction 128 128 128 384

TABLE 5: RESULTS EUROPEAN COLLOQUIUM

In total, 162 credentials were issued, with all verifications partly twice successfully completed.
The 4 Gastx identities with credentials have been used multiple times for multiple people. Two
verification rounds were conducted, during which participants could verify their credentials a
second time.

4.4.1.2 INTERNATIONAL COUNSELLING DAY

The International Counselling Day (ICD) took place in Luxembourg on 5" November 2024,
bringing together experts and decision-makers from various European social security
institutions, including DRV Bund and DRV Rheinland-Pfalz from Germany, SVB from Belgium,
CARSAT AM from France, and CNAP from Luxembourg. The event focused on enhancing
pension insurance counselling through digital solutions. A key feature of the ICD was the
practical demonstration of the DC4EU wallet, showcasing its functionality and the verification
process for digital credentials. Participants were equipped with Personal Identity Data (PID),
digital PD A1, and digital EHIC in their wallets on their smartphones. These credentials were
successfully verified by representatives of the DRV Bund during the available times between
consultations, ensuring a smooth and efficient experience for all attendees.
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Upon consolidating declaration of consent for using personalised “first name” along with all
other synthetic data.

[0 29 personalised credentials were issued (PID, PD A1 & EHIC)
[0 Further 3 “Gastx” credentials were issued to accommodate participants who did not
declare their intention to participate in the pilot beforehand.

4.4.1.2.1 Results

The testing in Luxembourg involved 35 participants actively using the wwWalllet to operate and
verify their credentials. 29 participants used personalised credentials, and 6 participants used
“Gastx” credentials with only synthetic data. The results were as follows:

International Counselling PID PD A1 EHIC Total

Day

87

29 29

Issued (personalised) 29
Verified (personalised) 29 29 29 87
Issued (synthetic) 6 6 6 18

Verified (synthetic) 6 6 6 18
Total transaction 70 70 70 210

TABLE 6: RESULTS INTERNATIONAL COUNSELLING DAY

In total, 105 credentials were issued, with all verifications successfully completed. The 3 Gastx
identities with credentials have been used multiple times for multiple people.

4.41.3 ERASMUS PLUS PROJECT

On October 25", the DC4EU team visited a school class in Vienna, where they introduced the
project and demonstrated the digital verification process for Personal Identity Data (PID) and
the European Health Insurance Card (EHIC) to the students. As part of this introduction, the
students successfully installed the wwWallet and onboarded these credentials, creating a
seamless and enjoyable experience. Following this, on November 8, the students embarked
on an Erasmus Plus Project to Brussels. During the Sickness and AWOD AHG meeting in
Brussels, the thorough verifications of the credentials was conducted.

4.4.1.3.1 Results

The testing in Brussels involved 20 students actively using the wwWallet to operate and verify
their credentials. All participants used credentials with only synthetic data. The results were as
follows:
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Erasmus Plus Project PID PD A1 EHIC Total

Issued (synthetic) 20 0 20 40
Verified (synthetic) 20 0 20 40
Revoked 0 0 3 3
Total transaction 40 0 43 83

TABLE 7: RESULTS ERASMUS PLUS PROJECT

In total, 40 credentials were issued, with all verifications successfully completed. Three EHIC
credentials were revoked.

4.41.4 107TH TECHNICAL COMMISSION MEETING

The 107th Technical Commission meeting on social security coordination, which took place in
Brussels on February 18" and 19", 2025, was a key moment for DC4EU to present their work
within their domain. A key highlight was the introduction of the DC4EU project, which included
a showcase of the demo wallet and live testing of digital social security credential issuance
and verification processes. The meeting featured insightful keynotes that explored various
aspects of the DC4EU initiative. Discussions covered legal advancements in electronic
identification and trust services, emphasizing their potential to empower public services across
Europe. Additionally, a technical blueprint for digital credentials was unveiled, highlighting its
impact on national social security systems and the importance of interoperability and security.
The business implications of digital credentials were also examined, focusing on how they can
improve user experiences and drive innovation in social security coordination. Furthermore,
the role of trust in the successful implementation of digital credentials was emphasized, along
with the opportunities they present for enhancing social security coordination.

Following the keynotes, DC4EU partners successfully verified credentials, acting as verifiers.
Participants were provided with informational material on setting up the DC4EU demo wallet,
and credentials such as PID, EHIC, and PD A1 were issued using synthetic data. The
seamless execution of these processes marked a successful event for the DC4EU initiative.

4.4.1.4.1 Results

The testing in Brussels involved 28 participants actively using the wwWallet to operate and
verify their credentials. All participants used credentials with only synthetic data. The results
were as follows:

Technical Commission PID PD A1 EHIC Total

Issued (synthetic) 28 25 28 81
Verified (synthetic) 0 25 28 53
Total transaction 28 50 56 134

TABLE 8: RESULTS TECHNICAL COMMISSION

In total, 81 credentials were issued, with all verifications successfully completed.
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4.41.5 EUROPEAN LABOUR AUTHORITY (ELA) - INTRODUCTORY
COURSE FOR SOCIAL INSPECTORATES

On April 2", 2025, the European Labour Authority (ELA) hosted an Introductory Course for
Social Inspectorates, attended by approximately 60 Belgian inspectors. As part of the event, a
presentation was delivered to introduce the DC4EU project and its wallet, highlighting its
potential to streamline social security coordination. DC4EU partner NSSO provided an
overview of the initiative and presented the wallet functionalities. During the lunch break, a
hands-on demonstration allowed eight inspectors to test the wwWallet by downloading
synthetic PID and PD A1 data (as the institution is authorized only to issue A1 certificates) and
verifying credentials using the Friendly Verifier webpage. The use of synthetic data added a
light-hearted touch, as participants were amused by the fictitious names provided.

Despite limited time and resources, the session successfully showcased the DC4EU wallet to
the social security inspectorate community. Feedback was collected through a questionnaire
to gather participants' opinions and insights, which will be used to refine the application further.
The event raised awareness of the DC4EU project and demonstrated its potential to enhance
cross-border collaboration through digital credentials. Continued engagement with
stakeholders like ELA will be essential to promote the adoption of such innovative solutions
across Europe.

4.4.1.5.1 Results

The testing in Brussels involved 8 participants actively using the wwWallet to operate and verify
their credentials. All participants used credentials with only synthetic data. The results were as
follows:

ELA Training Course PID PD A1 EHIC Total

Issued (synthetic) 8 8 0 16
Verified (synthetic) 8 8 0 16
Total transaction 16 16 0 32

TABLE 9: RESULTS EUROPEAN LABOUR AUTHORITY (ELA)

In total, 16 credentials were issued, with all verifications successfully completed.

4.4.1.6 EUROPEAN SOCIAL INSURANCE PLATFORM (ESIP)

On April 4%, 2025, the European Social Insurance Platform (ESIP) hosted a meeting at its
office in Brussels. The event brought together 15 participants, including representatives from
Austria, France, and Germany, to discuss key topics related to social security coordination and
cross-border collaboration within Europe.

During the meeting, the DC4EU project was introduced, showcasing its potential to
revolutionize cross-border social security processes. Participants engaged in hands-on testing
of the digital credential issuance and verification processes using the wwWallet, providing
valuable insights into the usability and functionality of the system. This practical demonstration
highlighted the project's role in enhancing interoperability and streamlining social security
operations across Europe.
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4.4.1.6.1 Results

The testing in Brussels involved 10 participants actively using the wwWallet to operate and
verify their credentials. All participants used credentials with only synthetic data. The results
were as follows:

ESIP Testing PID PDA1 EHIC Total

Issued (synthetic) 10 10 10 30
Verified (synthetic) 10 10 10 30
Total transaction 20 20 20 60

TABLE 10: RESULTS EUROPEAN SOCIAL INSURANCE PLATFORM (ESIP)

In total, 30 credentials were issued, with all verifications successfully completed.

4.4.2 NATIONAL PILOTINGS

The national pilotings under WP6 represent a significant milestone in the DC4EU project,
showcasing the practical application of the digital wallet across various European countries.
These pilot events were designed not only to test the wallet's functionality, usability, and
integration into real-life scenarios but also to raise awareness of the project and its objectives
within the social security community in the Member States. By engaging key stakeholders, the
pilotings aimed to foster understanding and support for the innovative solutions being tested
under the DC4EU initiative.

All necessary support for the national pilotings was provided by the WP6 PMO. This included
comprehensive materials such as detailed instructions for wallet setup, troubleshooting guides,
and user journey cards. These resources ensured that each partner was equipped to conduct
their respective pilot events effectively and address any challenges that arose during the
process.

4.4.21 AUSTRIA

The Dachverband der Sozialversicherungstrager (DVSV) conducted several internal and
external testing events to introduce the DC4EU project. These sessions included a wallet
demonstration and hands-on testing supported by real-life user journeys.

Internally, the DVSV DC4EU team organized two sessions to introduce the DC4EU project and
test the DC4EU wallet. The first session, held on April 2", 2025, for the IT Organization
Department, was attended by 38 participants. The second session took place on April 16™,
2025, for the International and European Affairs Department, with 32 participants. Both
sessions featured a hands-on demonstration of the DC4EU wallet, allowing participants to
engage in a verification challenge and explore the wallet's functionalities firsthand.

Externally, the DC4EU DVSV team organised events in Austria to introduce the DC4EU project
and showcase the DC4EU wallet. The first event, held on 28" January 2025 in collaboration
with the Pension Institution in Austria (PVA), brought together 14 participants, including
management representatives. A second session took place on 25" June 2025 with the Austrian
Health Insurance Fund (OGK), also engaging management-level attendees. Both events
offered participants the chance to explore the wallet’s practical applications through interactive
demonstrations and hands-on testing.
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4.4.2.1.1 Results

DVSV IT Organisation

The testing with the IT Organization Department involved 16 participants actively using the
wwWallet to operate and verify their credentials. All participants used credentials with only
synthetic data. The results were as follows:

DVSYV Internal Testing PID PD A1 EHIC Total
16 16 48

Issued (synthetic) 16
Verified (synthetic) 16 16 16 48
Total transaction 32 32 32 96

TABLE 11: RESULTS DVSV IT ORGANISATION

In total, 48 credentials were issued, with all verifications successfully completed.
DVSV International and European Affairs Department

The testing with International and European Affairs Department involved 21 participants
actively using the wwWallet to operate and verify their credentials. All participants used
credentials with only synthetic data. The results were as follows:

DVSYV Internal Testing 2 PID PD A1 EHIC Total

Issued (synthetic) 21 21 63
Verified (synthetic) 21 21 21 63
Total transaction 42 42 42 126

TABLE 12: RESULTS DVSV INTERNATIONAL AND EUROPEAN AFFAIRS DEPARTMENT

In total, 63 credentials were issued, with all verifications successfully completed.

DVSYV - Pension Institution in Austria (PVA)

The testing with Pension Institution in Austria (PVA) involved 6 participants actively using the
wwWallet to operate and verify their credentials. All participants used credentials with only
synthetic data. The results were as follows:

DVSV - PVA PID PD A1 EHIC Total

Issued (synthetic) 6 6 6 18
Verified (synthetic) 6 6 6 18
Total transaction 12 12 12 36

TABLE 13: RESULTS DVSV - PENSION INSTITUTION IN AUSTRIA (PVA)

In total, 18 credentials were issued, with all verifications successfully completed.
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DVSV - Austrian Health Insurance Fund (OGK)

The testing with Austrian Health Insurance Fund (OGK) involved 6 participants actively using
the wwWallet to operate and verify their credentials. All participants used credentials with only
synthetic data. The results were as follows:

DVSV - OGK PID PDA1 EHIC Total

Issued (synthetic) 6 6 6 18
Verified (synthetic) 6 6 6 18
Total transaction 12 12 12 36

TABLE 14: RESULTS DVSV - AUSTRIAN HEALTH INSURANCE FUND (OGK)

In total, 18 credentials were issued, with all verifications successfully completed.

4.4.2.2 DENMARK

On April 71, 2025, the Styrelsen for Arbejdsmarked og Rekruttering (STAR) hosted a pilot
event to explore the DC4EU project and the future of digital wallets. The event included an
introduction to the project, hands-on wallet testing, a survey on digital wallet preferences, and
a preview of a Danish-designed prototype.

Participants received flyers with user stories and QR codes, enabling them to register and
engage with the wallet. Out of 13 participants, 9 successfully completed the test flow. Feedback
highlighted the simplicity of the registration process and the wallet's user-friendly interface. The
Danish-designed prototype was particularly praised for its intuitive design.

Beyond usability, participants reflected on broader data-sharing concerns, offering insights into
young people's values, concerns, and motivations for adopting digital wallets. These findings
provide valuable direction for future development.

4.4.2.2.1 Results

The testing with students in Copenhagen involved 9 participants actively using the wwWallet
to operate and verify their credentials. All participants used credentials with only synthetic data.
The results were as follows:

STAR - Students PID PDA1 EHIC Total

Issued (synthetic) 9 9 9 27
Verified (synthetic) 9 9 9 27
Total transaction 18 18 18 54

TABLE 15: RESULTS STAR TESTING WITH STUDENTS

In total, 27 credentials were issued, with all verifications successfully completed.
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4.4.2.3 FRANCE

On 3 April 2025, the Assurance Maladie (CNAM) organised a piloting session for the DC4EU
project in Paris, focusing on testing the DC4EU wallet and its functionalities. Held during a
service meeting, the event included a general presentation of the project, supported by
demonstration videos available on YouTube. Out of a team of 30 people, 13 attended in
person, 14 joined remotely, and 3 were absent. Participants tested the wallet using both
Android and iOS devices, focusing on the European Health Insurance Card (EHIC) and PD A1
credentials, with two verifiers facilitating the process. Feedback was largely positive, with users
finding the application easy to handle after explanations and demonstrations, although some
experienced difficulties with iPhones. A few participants declined testing due to security
concerns, and individual test sessions were later organised for those unable to attend. This
session provided valuable insights into the wallet’s usability and functionality, contributing to
its ongoing refinement.

On 20 May 2025, CLEISS (Centre des Liaisons Européennes et Internationales de Sécurité
Sociale) organised a piloting session for the DC4EU project in Montreuil, France. The event
featured an all-day showcase in a meeting room equipped with two verifier stations simulating
a hospital and a labour authority. Sixteen participants tested the DC4EU wallet using Android
and iOS devices, focusing on the EHIC and PD A1 credentials. Despite some initial
familiarisation time and minor issues with older iPhones, participants were generally delighted
to see the potential of the EU Digital Identity Wallet and digital credentials. A few individuals
declined testing due to security concerns, but the session provided valuable insights into the
wallet’s usability and functionality.

4.4.2.3.1 Results
CNAM

The testing in Paris involved 12 participants actively using the wwWallet to operate and verify
their credentials. All participants used credentials with only synthetic data. The results were as
follows:

CNAM Internal Testing PID PD A1 EHIC Total

Issued (synthetic) 12 12 12 36
Verified (synthetic) 12 8 12 32
Total transaction 24 20 24 68

TABLE 16: RESULTS CNAM PARIS PILOTING

In total, 36 credentials were issued, with all EHIC verifications successfully completed. Since
the primary focus was on EHIC due to the competence area of the institution, some participants
did not attempt the PD A1 verification.

CLEISS

The testing in Montreuil involved 12 participants actively using the wwWallet to operate and
verify their credentials. All participants used credentials with only synthetic data. The results
were as follows:
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CLEISS Internal Testing PID PD A1 EHIC Total

Issued (synthetic) 12 12 12 36
Verified (synthetic) 12 12 12 36
Total transaction 24 24 24 72

TABLE 17: RESULTS CLEISS MONTREUIL PILOTING

In total, 36 credentials were issued, with all verifications successfully completed.

4.4.2.4 GERMANY

On February 19", 2025, a pilot event was held at Technocampus Berlin with participants from
the German Pension Insurance's social law program. The session introduced the legal
backgrounds and use cases for PD A1 and EHIC. Participants tested the DC4EU demo wallet
by creating synthetic accounts, generating personal passkeys, downloading credentials, and
verifying them using the Friendly Verifier App. Feedback was positive, with discussions on
potential administrative implementations. A minor issue with passkey creation, linked to
smartphone settings, was identified. The event was attended by nine participants and two
supervisors.

On March 25", 2025, the DC4EU wallet was showcased to the team from the
Generalzolldirektion (GZD) — International Cooperation in Cologne as part of testing activities.
During the session, five users successfully created accounts and loaded both the PID and PD
A1 credentials into the wallet. GZD is the German verifier organisation for PD A1 thus they
only tested the PD A1 credential. They also verified the documents against each other,
demonstrating the wallet’s functionality. However, one user encountered difficulties accessing
the wallet on an iOS device due to issues with account creation, as the only available option
for creating a passkey required an external verification method. Despite this, the session
provided valuable insights into the wallet’s usability and highlighted areas for improvement.

4.4.2.4.1 Results
DRV-Bund

The testing in Berlin involved 8 students actively using the wwWallet to operate and verify their
credentials. All participants used credentials with only synthetic data. The results were as
follows:

DRV-Bund - Students PID PDA1 EHIC Total

Issued (synthetic) 8 8 8 24
Verified (synthetic) 8 8 8 24
Total transaction 16 16 16 48

TABLE 18: RESULTS DRV-BUND TESTING WITH STUDENTS

In total, 24 credentials were issued, with all verifications successfully completed.
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GZD

The testing in Cologne involved 5 participants actively using the ww\Wallet to operate and verify
their credentials. All participants used credentials with only synthetic data. The results were as
follows:

GZD Internal Testing PID PD A1 EHIC Total

Issued (synthetic) 5 5 0 10
Verified (synthetic) 5 5 0 10
Total transaction 10 10 0 20

TABLE 19: RESULTS GZD INTERNAL TESTING

In total, 10 credentials were issued, with all verifications successfully completed.

4.4.2.5 POLAND

The Narodowy Fundusz Zdrowia (NFZ), responsible for issuing the European Health Insurance
Card (EHIC) in Poland, implemented a structured three-phase pilot program. The pilot began
with Phase 1, involving the International Affairs Department of the liaison body, and continued
with Phase 2 at the NFZ Headquarters in January 2025. Phase 3 extended the pilot to 16
regional branches and healthcare providers from May 5" to May 16", 2025. This phase
engaged 490 participants across the branches and included collaboration with four healthcare
institutions to test the wallet for issuing, storing, and verifying Personal Identification
Documents (PID) and EHICs.

Preparatory activities included a series of critical steps to ensure compliance, readiness, and
effective participation. The process began with securing approvals from key stakeholders,
including the NFZ management, the GDPR officer, and the IT & security department. These
approvals were essential to ensure that the pilot adhered to organizational policies, data
protection regulations, and IT security standards. Following this, credentials were requested
from WP6 core group and distributed to participants, enabling them to access the necessary
systems and tools for the pilot. An information campaign was launched via the corporate
intranet to raise awareness about the pilot and encourage participation among employees.

In addition to these administrative and communication efforts, detailed instructions were
prepared to guide both testers and verifiers. These instructions provided step-by-step guidance
on the processes involved, ensuring clarity and consistency. To further support participants,
an online presentation was conducted, offering an overview of the pilot and addressing any
questions or concerns. This comprehensive preparation phase emphasized thorough
planning, clear communication, and stakeholder engagement, laying a solid foundation for the
successful execution of the pilot.

Following the testing phase, a satisfaction survey was conducted to gather feedback on the
app's user experience and interaction with digital credentials. Additional data on device types
and systems used was collected to improve the wallet's usability and performance. This
comprehensive approach provided valuable insights into the wallet's functionality and potential
in real-world scenarios.
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4.4.2.5.1 Results
Phase 1: International Affairs Department (Liaison Body)

The testing in phase 1 involved 41 participants actively using the wwWallet to operate and
verify their credentials. All participants used credentials with only synthetic data. The results

were as follows:

NFZ Phase 1 PID PDA1 EHIC Total

Issued (synthetic) 41
Verified (synthetic) 41 0 41 82

Total transaction 82 0 82 164

TABLE 20: RESULTS NFZ PILOTING PHASE 1 — INTERNATIONAL AFFAIRS DEPARTMENT

In total, 82 credentials were issued, with all verifications successfully completed.

Phase 2: NFZ Headquarters

The testing in phase 2 involved 26 participants actively using the wwWallet to operate and
verify their credentials. All participants used credentials with only synthetic data. The results

were as follows:

NFZ Phase 2 PID PDA1 EHIC Total

Issued (synthetic) 26 26 52
Verified (synthetic) 26 0 26 52
Total transaction 52 0 52 104

TABLE 21: RESULTS NFZ PILOTING PHASE 2 — NFZ HEADQUARTERS

In total, 52 credentials were issued, with all verifications successfully completed.

Phase 3: 16 Regional Branches

The testing in phase 3 at the 16 regional branches involved 484 participants actively using the
wwWallet to operate and verify their credentials. All participants used credentials with only
synthetic data. The results were as follows:

NFZ Phase 3 PID PD A1 EHIC Total

Issued (synthetic) 484 0 484 968
Verified (synthetic) 484 0 484 968
Total transaction 968 0 968 1.936

TABLE 22: RESULTS NFZ PILOTING PHASE 3 — 16 REGIONAL BRANCHES

In total, 968 credentials were issued, with all verifications successfully completed.
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Phase 3: 16 Healthcare Providers

The testing in phase 3 at the 4 healthcare providers involved 6 participants actively using the
wwWallet to operate and verify their credentials. All participants used credentials with only
synthetic data. The results were as follows:

NFZ Phase 3 PID PDA1 EHIC Total

Issued (synthetic) 6 0 6 12
Verified (synthetic) 6 0 6 12
Total transaction 12 0 12 24

TABLE 23: RESULTS NFZ PILOTING PHASE 3 — HEALTHCARE PROVIDERS

In total, 12 credentials were issued, with all verifications successfully completed.

Participating healthcare providers:

Mazowieckie Voivodship

[0 Centralna Wojskowa Przychodnia Lekarska SPZOZ ,Cepelek”, ul. Koszykowa 78, 00-911
Warszawa

[0 Specjalistyczna Przychodnia Lekarska dla Pracownikéw Wojska SPZOZ w Warszawie,
ul. Nowowiejska 31, 00-665 Warszawa

Kujawsko-Pomorskie Voivodship
0 Primary healthcare centre
Podkarpackie Voivodship

O Independent health care centre

Participants

(1 Citizens — designated employees of the regional branches of the NFZ
[0 Verifiers — administrative staff of medical facilities

4.5 LESSONS LEARNED AND RECOMMENDATIONS

The testing in phase 1 provided several valuable lessons and recommendations:

[0 Technical Improvements: The resolution of technical issues encountered during the
Rome workshop led to successful verification of all credentials in the following testing
occasions. This demonstrates the importance of addressing technical challenges
promptly to ensure system reliability.

[0 Revocation Process: The successful implementation of the credential revocation
process highlighted the wwWallet's capability to manage a more complete lifecycle of
credentials. This feature was introduced during the Dublin workshop and testing during
the following piloting occasions. This functionality is crucial for maintaining the integrity
and security of the digital identity ecosystem.

(] Efficiency of Digital Processes: The comparison between manual and digital processes
for PD A1 credentials underscored the efficiency gains of the digital approach.
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Participants reported a smoother and faster experience with the digital process, validating
the benefits of transitioning to digital solutions.

User Feedback: Collecting detailed user feedback remains essential for continuous
improvement. Participants provided valuable insights into the usability of the wwWallet,
which have been shared with WP2 to inform further refinements.

Cross-Platform Compatibility: The lack of an iOS version of the wwWallet was initially
a significant limitation. Expanding compatibility to include iOS was crucial for broader
adoption and usability. This feature was tested for the first time during the European
Colloquium in October 2024, and all subsequent piloting events included iOS
compatibility.

Based on these lessons, the following recommendations are made:

O

O

Maintain Technical Vigilance: Continue to monitor and address any technical issues
that arise to ensure the reliability and robustness of the wwWallet.

Enhance Revocation Capabilities: Further refine the credential revocation process to
ensure it remains efficient and user-friendly (the tested revocation process was a semi-
manual process).

Optimize Digital Processes: Continue to optimize digital application and issuance
processes to maximize efficiency and user satisfaction.

Strengthen User Feedback Mechanisms: Enhance mechanisms for collecting and
analysing user feedback to support continuous improvement and ensure the ww\Wallet
meets user needs.

By addressing these areas, the project aims to build on the successes of Phase 2 and ensure
a robust, user-friendly, and widely accessible EUDI wallet ecosystem in subsequent phases.
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5 PHASE 2 - PILOTING WITH AN INTEGRATED AND
DISTRIBUTED ISSUING PROCESS

5.1 OBJECTIVES AND SCOPE

The primary objective of Phase 2 is to build upon the initial testing and piloting conducted in
Phase 1 by further evaluating the capabilities of the wwWallet and addressing the technical
issues identified earlier. This phase focuses on piloting a fully integrated and distributed issuing
process, leveraging authentic sources such as competent institutions and the reference wallet.
Additionally, Phase 2 aims to implement and test a comprehensive elDAS-compliant trust
model tailored to social security use cases.

Specifically, this phase will concentrate on testing reference implementations of the issuer
system, the trust infrastructure, and the EUDI wallet. The ultimate goal is to pilot the processes
of issuing, revocation, and verification across diverse business contexts (refer to Deliverable
6.1 Business Blueprint, Chapter 5: Business Scenarios and User Journeys, pp. 77-95).
Furthermore, a key focus will be on testing the interoperability between various systems to
ensure seamless integration and functionality.

5.2 TESTING PROCEDURES AND TOOLS USED

O Individual Implementation:
Six partners implemented their own systems to issue credentials directly into the
wwWallet. These systems were developed and managed independently by the partners,
utilizing the infrastructure provided by WP7, which allowed them to issue credentials from
their own infrastructure. The credentials issued through these systems can be verified
using the DC4EU verifier. The partners involved in this approach include DVSV (Austria),
SMALS (Belgium), DRV-Bund (Germany), DSP (Ireland), CCSS (Luxembourg), and
VECOZO (Netherlands).

0 Playground Implementation:
Fourteen partners utilized the shared Playground, which is hosted by STAR (Denmark),
to issue credentials. The Playground serves as a collaborative platform that authentic
sources can utilize to issue credentials into the wwWallet. This approach allows for
streamlined testing, experimentation, and interoperability. The partners using the
Playground include NHIF, NSSI (Bulgaria), FSIO (Switzerland), KZP (Czechia), DRV-
Bund, DVKA (Germany), STAR (Denmark), GISS (Spain), CNAM (France), DSP
(Ireland), CCSS (Luxembourg), ISS (Portugal), DVSV (Austria), and NFZ (Poland).

In both approaches, the credentials issued are directly integrated into the wwWallet and can
be verified by the DC4EU verifier, ensuring a seamless and secure process for users. Below
graph illustrates the process.
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— INDIVIDUAL IMPLEMENTATION
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FSIO

@
7]

FIGURE 16: WP6 DISTRIBUTED ISSUANCE

The tools used during the testing included:

[0 wwWallet (Demo Wallet): Available on Android and iOS devices for participants to test
the onboarding of the wallet, issuance, revocation and verification of credentials.
https://dc4eu.wwwallet.org

[0 Friendly Verifier App: Used by the participants to verify the credentials presented by
wwWallet users.
https://dc4eu-verifier.wwwallet.org

5.3 CAPABILITIES AND USE CASES INTRODUCED

5.3.1 DISTRIBUTED AND INTEGRATED ISSUANCE

The following capabilities have been introduced for piloting purposes:

[0 Cross-Border Functionality: Introduces mechanisms that enable seamless credential
issuance and verification across different countries, supporting legal and administrative
interoperability.

(1 Multi-System Integration: Establishes technical capabilities to connect and interact with
diverse national systems, legacy infrastructures, and third-party platforms, ensuring
smooth data exchange and system cohesion.

[0 Security and Transparency: Implements robust cryptographic controls, traceability
mechanisms, and auditability features to ensure secure and transparent operations
throughout the issuance process.

[1 Operational Issuance Processes: Deploys standardised, reusable cross-border
issuance workflows to validate their effectiveness in real-world operational contexts.
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[0 Scalability and Adaptability: Demonstrates the system’s ability to scale across multiple
jurisdictions while adapting to country-specific legal, policy, and technical conditions.

5.3.2 INTEROPERABILITY

5.3.2.1 DC4EU AND POTENTIAL

A major milestone in digital identity innovation was reached through a successful
interoperability test between two flagship large-scale pilots — DC4EU and POTENTIAL.

This collaborative effort demonstrated seamless interaction across distinct ecosystems,
highlighting the viability and promise of truly interoperable digital identity solutions. The test
was jointly delivered by DC4EU work packages WP6 (Business Requirements), WP2
(Standards), and WP7 (Technical Implementation).

The test involved the issuance and verification of PID and EHIC credentials using the SD-JWT
data model in combination with OpenlID for Verifiable Issuance (OpenlD4VI) and OpenlD for
Verifiable Presentations (OpenlD4VP). This achievement enabled full interoperability between
the wwWallet (DC4EU) and the Valera wallet (POTENTIAL), demonstrating real-world
compatibility between wallet components from both pilots.

This interoperability was showcased live at the WP6 final event in Berlin, providing a practical
demonstration of how these systems can work together to enhance cross-border digital identity
solutions. The event highlighted the potential for seamless interactions between different
ecosystems, paving the way for future advancements in digital identity.

VERIFIER

7

APP FOR VERIFICATION

EU Digital Identity

Wallet

FIGURE 17: INTEROPERABILITY TESTING WITH VALERA WALLET
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5.3.2.2 DC4EU AND LISSI

The digital transformation of the A1 document was showcased during the Berlin workshop
through an innovative integration between the DRV Bund service portal (demo) and the Lissi
EUDI Wallet Connector. This demonstration highlighted the seamless process of issuing and
presenting the PD A1 document securely in a digital format.

The process begins with users selecting their PD A1 credential within the DRV Bund service
portal. By scanning a QR code, the credential is securely issued and linked to the user's PID.
This integration ensures that the PD A1 document can be presented digitally, offering a secure
and efficient alternative to traditional paper-based processes.

This demonstration, presented live at the Berlin workshop, underscored the potential of digital
credentials to streamline administrative processes, enhance user experience, and ensure
secure cross-border interactions. The collaboration between DC4EU partner DRV Bund and
Lissi Wallet represents a significant step forward in the digitalization of social security
documents, paving the way for broader adoption of interoperable digital identity solutions.

5.3.2.3 DC4EU AND EUDI REFERENCE WALLET

Another milestone in digital identity innovation was reached through a successful
interoperability test between the DC4EU ecosystem and the EUDI reference implementation
developed by NiScy. This collaboration was jointly delivered by DC4EU Work Packages WP6
(Business Requirements), WP2 (Standards), and WP7 (Technical Implementation).

The test demonstrated the issuance and verification of PID and EHIC credentials using the
SD-JWT data model, combined with OpenlID for Verifiable Issuance (OpenID4VI) and OpenlD
for Verifiable Presentations (OpenlD4VP). This achievement validated full interoperability
between the two ecosystems, confirming the real-world compatibility of wallet components
developed by different parties. The successfully executed use cases are documented in an
interoperability matrix.

Issuer Wallet Verifier

" ot -2
4 x5 "4
= ok @ [/
= 4 =

FIGURE 18: INTEROPERABILITY MATRIX

The results were showcased live at the final event in Madrid, offering a practical demonstration
of seamless cross-border interaction and underscoring the potential of interoperable digital
identity systems across Europe.
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wwWallet Verifier

FIGURE 19: INTEROPERABILITY TESTING WITH EUDI REFERENCE IMPLEMENTATION

5.4 PROOF OF CONCEPT (POC): DISTRIBUTED AND INTEGRATED
ISSUANCE SYSTEM

The Proof of Concept (POC) for the Distributed and Integrated Issuance System was carried
out as a preparatory step for the Berlin testing event, where the system was tested in a cross-
border, multi-system environment. This initiative aimed to validate the feasibility and
effectiveness of a decentralized approach to issuance processes, ensuring seamless
collaboration across multiple countries, regulatory frameworks, and technological ecosystems.

The POC focused on the following key objectives:

[0 Cross-Border Functionality: Demonstrating the system's ability to operate across
jurisdictions, accommodating diverse legal, regulatory, and operational requirements
while maintaining compliance and consistency.

[J Multi-System Integration: Validating the integration of the system with various legacy
platforms, national systems, and third-party services to ensure interoperability and
minimal disruption to existing workflows.

[0 Security and Transparency: Leveraging advanced technologies such as distributed
ledgers to provide a secure, transparent, and auditable record of issuance activities,
fostering trust among international stakeholders.

[0 Operational Efficiency: Highlighting the potential for reducing inefficiencies, delays, and
costs in cross-border issuance processes through automation, standardization, and real-
time data sharing.
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[0 Scalability and Adaptability: Testing the system's ability to scale across multiple
countries and adapt to the unique needs of each jurisdiction, ensuring long-term viability
and flexibility.

The Berlin testing event served as a critical milestone, providing a controlled environment to
evaluate the system's performance, identify potential challenges, and gather valuable insights
for future development. By addressing the complexities of cross-border collaboration and multi-
system integration, this POC has laid the groundwork for a robust and scalable solution that
can transform issuance processes on a global scale.

5.4.1 DRV-BUND TESTING WITH INDIVIDUAL IMPLEMENTATION

Four colleagues of DRV-Bund tested on May 19-20™, 2025, the integrated issuance process,
directly issuing PD A1s and EHICs from their system into the wwWallet and verifying these
credentials.

5.4.1.1 RESULTS

The testing involved 4 participants actively using the wwWallet to operate and verify their
credentials. The results were as follows:

DRV Testing Own System PID PD A1 EHIC Total

Issued (synthetic) 80 80 80 240
Verified (synthetic) 80 80 80 240
Total transaction 160 160 160 480

TABLE 24: RESULTS DRV-BUND TESTING

In total, 240 credentials were issued, with all verifications successfully completed.

5.4.2 SMALS TESTING WITH INDIVIDUAL IMPLEMENTATION

Two colleagues of Smals tested on May 20", 2025, the integrated issuance process, directly
issuing PD A1s and EHICs from their system into the wwWallet and verifying these credentials.

5.4.2.1 RESULTS

The testing involved 2 participants actively using the wwWallet to operate and verify their
credentials. The results were as follows:

Smals Testing Own System PID PD A1 EHIC Total

Issued (synthetic) 6 6 6 18
Verified (synthetic) 6 6 6 18
Total transaction 12 12 12 36
TABLE 25: RESULTS SMALS TESTING
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In total, 18 credentials were issued, with 18 verifications successfully completed.

5.4.3 DVSV TESTING WITH INDIVIDUAL IMPLEMENTATION

Three colleagues of DVSV tested on May 21-22", 2025, the integrated issuance process,
directly issuing PD A1s and EHICs from their system into the wwWallet and verifying these
credentials.

5.4.3.1 RESULTS

The testing involved 3 participants actively using the wwWallet to operate and verify their
credentials. The results were as follows:

DVSV Testing Own System PID PD A1 EHIC Total

35 35 105

Issued (synthetic) 35
Verified (synthetic) 25 25 22 72
Total transaction 60 60 57 177

TABLE 26: RESULTS DVSV TESTING

In total, 105 credentials were issued, with all verifications successfully completed.

5.4.4 DSP TESTING WITH INDIVIDUAL IMPLEMENTATION

A colleague of DSP tested on May 22", 2025, the integrated issuance process, directly issuing
PD A1s and EHICs from their system into the wwWallet and verifying these credentials.

5.4.4.1 RESULTS

The testing involved 1 participant actively using the wwWallet to operate and verify their
credentials. The results were as follows:

DSP Testing Own System PID PDA1 EHIC Total

4 0 8

Issued (synthetic) 4
Verified (synthetic) 4 4 0 8
Total transaction 8 8 0 16

TABLE 27: RESULTS DSP TESTING

In total, 8 credentials were issued, with all verifications successfully completed.

5.4.5 CCSS TESTING WITH INDIVIDUAL IMPLEMENTATION

Two colleagues of CCSS tested between May 23 and June 5, 2025, the integrated issuance
process, directly issuing 10 PD A1s and EHICs daily from their system into the wwWallet and
verifying these credentials.

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page 32 of 58

© 2023-2025 DC4EU



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | Testing & Piloting Report [E DC!"EU

5.4.5.1 RESULTS

The testing involved 2 participants actively using the wwWallet to operate and verify their
credentials. The main focus was to test the issuance system. The results were as follows:

CCSS Testing Own System PID PD A1 EHIC Total

Issued (synthetic) 100 100 100 300
Verified (synthetic) 10 10 10 30
Total transaction 110 110 110 330

TABLE 28: RESULTS CCSS TESTING

In total, 300 credentials were issued, with 20 verifications successfully completed.

5.4.6 NFZ TESTING IN THE PLAYGROUND

Four colleagues of NFZ extensively tested on June 20", 2025, the integrated issuance
process, directly issuing EHICs from the Playground into the wwWallet and verifying these
credentials.

5.4.6.1 RESULTS

The testing involved 4 participants actively using the wwWallet to operate and verify their
credentials. The results were as follows:

NFZ Testing Playground PID PD A1 EHIC Total

0 83 166

Issued (synthetic) 83
Verified (synthetic) 83 0 83 166

Total transaction 166 0 166 332

TABLE 29: RESULTS NFZ TESTING

In total, 166 credentials were issued, with all verifications successfully completed.
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5.5 WP6 WORKSHOPS ON TESTING PILOTING

5.5.1 BRUSSELS WORKSHOP

On May 23, 2025, WP6 held a workshop in Brussels with two main focuses. The first was to
test and prepare the integrated and distributed issuer system, allowing partners to conduct
tests and prepare for the upcoming Berlin workshop. The second focus involved two real
verifier organizations, NSSO and ONEM, which are competent to verify PD A1 credentials.
During the workshop, the current verification process was showcased, and participants tested
both the traditional and future digital processes.

To facilitate this comparison, participants were asked to apply for real (physical) PD A1
credentials. These credentials were then verified using the traditional process as well as the
new digital process, with both being conducted by the two competent verifier institutions. This
hands-on testing provided valuable insights into the transition from the current system to the
digital approach, highlighting the efficiency and potential of the future process.

5.5.1.1 RESULTS

The testing in Brussels involved 15 participants actively using the wwWallet to operate and
verify their credentials. Additionally, 15 participants verified their real PD A1s both through
traditional and digital methods. All participants used credentials with only synthetic data for the
digital verification. The results were as follows:

Brussels WS PID PD A1 EHIC Total

Issued (synthetic) 15 15 0 30
Verified (synthetic) 15 15 0 30
Total transaction 30 30 0 60

TABLE 30: RESULTS BRUSSELS WS

In total, 30 credentials were issued, with 15 verifications successfully completed.

5.5.2 BERLIN WORKSHOP

The DC4EU WP6 Workshop took place on June 5" and 6%, 2025, in Berlin, Germany, with
approximately 120 participants (75 in-person and 45 remote) representing 25 European
countries. The workshop served as a platform to showcase progress, test systems, and
engage in discussions about the future of cross-border social security data exchange. Hosted
at the DRV Bund, the event featured a mix of presentations, interactive sessions, and panel
discussions, fostering collaboration among stakeholders. Participants included representatives
from social security institutions, technical experts, and policymakers.

During the issuance process, all partners with their own implementations, as well as those
using the Playground, represented an issuer country. Participants were able to have their
credentials issued directly from the issuer systems to the wwWallet, demonstrating the
seamless integration of the issuance process. In a separate room, GZD, the German
inspectors, and core group members verified the digital credentials. GZD showcased the
German inspection process by verifying participants' PD A1 credentials using both traditional
and digital methods, providing a direct comparison of the two approaches. During the
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interactive sessions, GZD verified digital PD A1s, while core group members focused on
verifying digital EHICs.

Additionally, interoperability use cases were showcased, demonstrating seamless interactions
both within and outside of the DC4EU framework. These activities highlighted the functionality
and potential of the digital processes, offering valuable insights into their usability and
effectiveness. The workshop underscored the importance of collaboration and showcased
significant progress in advancing secure, privacy-preserving, and interoperable digital
credential systems.

Milestone “M26 The Last Large Scale Pilot scenario is launched” was achieved with the
last piloting scenario launched on June 5%, 2025.

5.5.2.1 RESULTS

The testing in Berlin involved 30 participants actively using the wwWallet to operate and verify
their credentials. Additionally, 3 German inspectors verified PD A1s using both traditional and
digital methods and core group members verifying the digital EHIC. User journeys were set up
to allow participants to verify either PD A1 and/or EHIC credentials, with a few participants
having both credentials verified. All participants used credentials with only synthetic data for
the digital verification. The results were as follows:

Berlin WS PID PDA1 EHIC Total

Issued (synthetic) 30 15 17 62
Verified (synthetic) 10 8 10 28
Total transaction 40 23 27 90

TABLE 31: RESULTS BERLIN WS

In total, 62 credentials were issued, with 18 verifications successfully completed.
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5.6 PILOTING EXECUTION

5.6.1 DRV-BUND SOMMERKLAUSUR

On June 30", 2025, DRV-Bund Sommerklausur took place. An internal strategic retreat where
the leadership and key stakeholders of DRV Bund align on current developments and future
priorities. Participants had the opportunity to test the DC4EU system during this event.

5.6.1.1 RESULTS

The testing involved 7 participants actively using the wwWallet to operate and verify their
credentials. The results were as follows:

DRV Sommerklausur PID PD A1 EHIC Total

Issued (synthetic) 7 7 0 14
Verified (synthetic) 7 7 0 14
Total transaction 14 14 0 28

TABLE 32: RESULTS DRV-BUND SOMMERKLAUSUR

In total, 14 credentials were issued, with all verifications successfully completed.

5.6.2 DSRV ANNIVERSARY EVENT

On July 10", 2025, the “Datenstelle der Rentenversicherung (DSRV) Anniversary Event” took
place. A formal celebration marking 50 years of the DSRV in Wirzburg and its essential role
in digitalizing and managing social insurance data in Germany. A DC4EU pilot was also part
of this event's program.

5.6.2.1 RESULTS

The testing involved 31 participants actively using the wwWallet to operate and verify their
credentials. The results were as follows:

DRV Anniversary Event PID PD A1 EHIC Total

31 0 62

Issued (synthetic) 31
Verified (synthetic) 31 31 0 62

Total transaction 62 62 0 124

TABLE 33: RESULTS DRV ANNIVERSARY EVENT

In total, 62 credentials were issued, with all verifications successfully completed.
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5.6.3 DSP INTERNAL PILOTING

5.6.3.1 RESULTS

The testing involved 10 participants actively using the wwWallet to operate and verify their
credentials. The results were as follows:

DSP Piloting PID PDA1 EHIC Total

Issued (synthetic) 4 4 0 8
Verified (synthetic) 4 4 0 8
Total transaction 8 8 0 16

TABLE 34: RESULTS DSP TESTING

In total, 8 credentials were issued, with 8 verifications successfully completed.
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6 USER AND STAKEHOLDER EXPERIENCE

Stakeholder engagement is a critical component of the EUDI Wallet's development and
deployment. The testing and piloting phases provided valuable insights into stakeholder
perspectives, including their feedback on usability, integration challenges, and the wallet's
potential applications.

6.1 USER PERSPECTIVE

This satisfaction survey was initiated by NFZ as part of a structured 3-phase testing and piloting
execution (described in Chapter 4.4.2.5.1). The results presented in this report are
representative of all testing and piloting events conducted under DC4EU WP6.

To ensure participants were well-prepared, each testing and piloting event was accompanied
by a detailed step-by-step user guide. Additionally, in-person support was consistently
available to assist users in overcoming any difficulties encountered while using the wallet.

The survey aimed to evaluate various aspects of the wallet's usability, with responses rated on
a scale from 1 to 5, where 1 represents "very difficult" and 5 represents "very easy." This report
provides an in-depth analysis of the survey results, offering valuable insights into user
experiences and identifying areas for improvement.

Out of the 990 users involved in all piloting events, 551 participants contributed to the survey.
Notably, over 70% of the survey responses originated from NFZ testing conducted across
Poland. The remaining responses were primarily collected from participants of the DC4EU
WP6 workshops.

Figure 5 shows how users rated the ease of downloading the app on a scale from 1 (very
difficult) to 5 (very easy). A majority of users (58.08%) found the process very easy, while
20.51% rated it as easy. Around 10.71% of respondents gave a neutral rating, indicating minor
challenges, and a small percentage (10.71%) found the process difficult or very difficult.
Overall, the results suggest that the app download process is user-friendly for most
participants, but improvements such as enhanced device compatibility could help address the
difficulties faced by a small group of users.

(1) How easy it was to download the app?

4,54%
6,17%

58,08%

=1 82 =3 24 =5
FIGURE 20: USER RATINGS ON THE EASE OF DOWNLOADING THE APP
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Figure 6 illustrates user feedback on the ease of adding identity and PID to the app. The
majority of users (31.94%) rated the process as very easy (5), while 28.68% found it easy (4).
A significant portion (24.50%) gave a neutral rating (3), indicating that some users encountered
minor challenges. However, 14.89% of respondents rated the process as difficult (6.90% for 2
and 7.99% for 1), suggesting that a notable group faced difficulties. While the overall feedback
is positive, with 60.62% rating the process as easy or very easy, further simplification of the
process and additional support could help address the challenges experienced by some users.

(2) How easy it was to add identity & PID?

7,99%

6,90%

"1 =283 84 55

FIGURE 21: USER RATINGS ON THE EASE OF ADDING IDENTITY & PID

Figure 7 shows user feedback on how easy it was to add a credential to the app. A significant
portion of users (33.21%) rated the process as easy (4), and 29.58% found it very easy (5).
However, 19.60% of respondents gave a neutral rating (3), indicating some challenges in the
process. Additionally, 17.60% of users found the process difficult, with 6.53% rating it as 2 and
11.07% as very difficult (1). While the majority of users (62.79%) rated the process as easy or
very easy, the relatively high percentage of users who faced difficulties suggests that further
improvements in the credential addition process, such as clearer instructions or enhanced user
interface design, could enhance the overall experience.

(3) How easy it was to add a credential?

11,07%

6
29,58% /

19,60%
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FIGURE 22: USER RATINGS ON THE EASE OF ADDING A CREDENTIAL

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page 39 of 58

© 2023-2025 DC4EU



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | Testing & Piloting Report [E DC!"EU

Figure 8 illustrates user feedback on the ease of verifying a credential, rated on a scale from
1 (very difficult) to 5 (very easy). A majority of users (52.27%) found the process very easy (5),
and 27.04% rated it as easy (4). A smaller portion (7.08%) gave a neutral rating (3), indicating
that the process was manageable but not entirely seamless for them. However, 13.61% of
respondents experienced difficulties, with 2.54% rating it as difficult (2) and 11.07% as very
difficult (1). Overall, the results show that 79.31% of users found the credential verification
process easy or very easy, reflecting a generally positive experience. However, the challenges
faced by a small group of users suggest that further refinements to the verification process,
such as simplifying steps or providing additional guidance, could improve the experience for
all users.

(4) How easy it was to verify the credential?

11,07%

2,54%

52,27%

"1 =2 83 84 =5

FIGURE 23: USER RATINGS ON THE EASE OF VERIFYING A CREDENTIAL

Figure 9 presents user feedback on the overall ease of using the wallet, rated on a scale from
1 (very difficult) to 5 (very easy). A significant portion of users (29.76%) rated the wallet as
easy to use (4), while 26.13% found it very easy (5). A notable percentage (22.69%) gave a
neutral rating (3), indicating that some users found the experience average. However, 21.41%
of respondents experienced challenges, with 12.70% rating it as difficult (2) and 8.71% as very
difficult (1). Overall, 55.89% of users rated the wallet as easy or very easy to use, suggesting
that the majority had a positive experience. However, the relatively high percentage of users
who faced difficulties highlights the need for further improvements in the wallet's overall
usability. Simplifying the interface, improving navigation, and providing additional support or
tutorials could help address the challenges faced by some users and enhance the general user
experience.
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(5) How easy was the use of the wallet in general?

8,71%

26,13%
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FIGURE 24: USER RATINGS ON THE EASE OF USING THE WALLET IN GENERAL

Figure 10 illustrates user responses to whether they would use digital credentials in the wallet.
A vast majority of users (89%) responded "YES," indicating a strong interest in adopting digital
credentials. A smaller portion of respondents (9%) answered "NO," while only 1% selected "I
don’t know," showing minimal uncertainty. Overall, the results demonstrate a very high level of
acceptance and willingness to use digital credentials in the wallet. The small percentage of
users who are hesitant or uncertain suggests that targeted communication efforts, such as
highlighting the benefits and security of digital credentials, could further increase adoption and
address any concerns.

(6) Will you be using digital credentials in a wallet?

1%

= YES =NO =|dontknow

FIGURE 25: USER WILLINGNESS TO USE DIGITAL CREDENTIALS IN THE WALLET
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6.2 ISSUER PERSPECTIVE

The Rome workshop, held in April 2024, marked a significant milestone as it provided the first
live testing opportunity for the wwWallet. Approximately 70 participants attended the workshop
in person (as detailed in Chapter 4.3.1). These participants primarily represented credential
issuers, as most DC4EU WP6 partners are competent institutions responsible for issuing
European Health Insurance Cards (EHIC) and/or Portable Document A1 (PDA1).

During the workshop, participants engaged in a verification challenge where they assumed the
role of citizens (users) to test the EUDI wallet for the first time. This hands-on activity allowed
them to experience the wallet’s usability and functionality from a user perspective. Following
the challenge, participants were invited to provide feedback through a Mentimeter survey
conducted during the keynote sessions.

Figure 11 highlights participant feedback on the key benefits of the EUDI wallet during its first
testing and piloting event at the Rome workshop in April 2024. Transparency and security
received the highest rating (8.4), indicating strong confidence in the wallet's ability to safeguard
social security credentials. User control (8.0) and widespread usability (7.8) were also highly
rated, reflecting the wallet's potential to empower users and its accessibility for a broad
audience. Ease of use scored 7.1, showing that while the wallet was generally user-friendly,
there was room for improvement in simplifying its interface. Smooth onboarding received the
lowest score (6.6), suggesting that the initial setup process could be made more seamless. A
small percentage of participants selected "None of the above," indicating that they did not
perceive any of the listed benefits as significant.

It is important to note that this was the first testing and piloting event for the wwWallet. Since
then, the wallet's capabilities have been gradually and significantly improved during
subsequent testing events, addressing many of the initial challenges identified. These
enhancements have aimed to further optimize the wallet's usability, onboarding process, and
overall user experience.

M Mentimeter

What are the main benefits of the EUDI wallet compared to the current solution for citizens in terms of social security credentials?

User control

Widespread usability
78

Transparency and security

Ease of use

Smooth onboarding

None of the above

11

Strongly disagreee Strongly agree

e @
w 2
FIGURE 26: PERCEIVED BENEFITS OF THE EUDI WALLET FOR CITIZENS
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Figure 12 illustrates participant feedback on the benefits of the EUDI wallet for competent
institutions managing social security credentials. The highest-rated benefits were improved
access to digital services (8.3), enhanced fraud prevention (8.2), and improved security and
privacy (8.2), highlighting the wallet’s potential to enhance institutional efficiency and trust in
digital credential systems. Increased online transactions and improved service levels both
scored 7.2, reflecting positive perceptions of the wallet’s ability to streamline operations and
enhance service delivery. Reduction of complexity and avoidance of reliance on competing big
platforms received moderate scores of 6.8, indicating some perceived value but also room for
improvement. Reduction of costs scored the lowest (6.1), suggesting that financial savings are
not seen as a primary advantage of the wallet. Overall, the results demonstrate that the EUDI
wallet is viewed as a significant improvement over current solutions, particularly in terms of
security, fraud prevention, and digital service accessibility, while also identifying areas for
further enhancement.

M Mentimeter

What are the main benefits of the EUDI wallet compared to the current solution for competent institutions in terms of social security credentials?

Improved access to digital services

Enhanced fraud prevention

Improved security and privacy

Reduction of costs

Reduction of complexity

Increased online transactions

Improved service level

Strongly disagreee Strongly agree

FIGURE 27: PERCEIVED BENEFITS OF THE EUDI WALLET FOR COMPETENT INSTITUTIONS

Figure 13 presents participant feedback on how DC4EU can enhance the EUDI wallet
ecosystem to create an optimal solution for social security coordination. The highest-rated
recommendations include streamlining the verification process for social security coordination
attestation of attributes (8.6) and providing feedback to eIDAS expert groups and the ARF
(8.6), highlighting the importance of improving verification processes and engaging with expert
groups to refine the system. Streamlining the issuing and revocation processes both scored
8.5, indicating that participants see these as critical areas for improvement. Streamlining the
onboarding process for stakeholders also received a high score of 8.5, emphasizing the need
for a smoother and more efficient onboarding experience. Piloting the system on a large scale
with involvement from several member states scored 8.8, the highest rating, reflecting the
importance of extensive testing to ensure the system’s scalability and interoperability.

Overall, the results underline the need for DC4EU to focus on refining key processes such as
verification, issuing, and revocation, while also prioritizing large-scale piloting and collaboration
with expert groups. These steps are seen as essential for creating a robust and efficient
ecosystem for social security coordination.
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M Mentimeter

How can DC4EU enhance the EUDI wallet ecosystem and create an optimal solution for social security coordination?

Provide feedback to elDAS expert groups and the ARF

Streamline the issuing process for social security coordination attestation of attributes.

Streamline the revocation process for social security coordination attestation of attributes.

Streamline the verification process for social security coordination attestation of attributes.
- — — — “

Streamline the onboarding process for stakeholders.

o

Pilot the system on a large scale with involvement from several member states.
88

None of the above

@

Strongly disagreee Strongly agree

LX)
i-e

FIGURE 28: FEEDBACK ON ENHANCING THE EUDI WALLET ECOSYSTEM

6.3 VERIFIER PERSPECTIVE

As part of NFZ Phase 3, healthcare providers were included in the testing process (as detailed
in Chapter 4.4.2.5). Four healthcare centers in Poland participated in this phase, and six
participants from these centers provided responses to a brief survey. While the number of
respondents is small and not representative of broader results, these findings have been
included to showcase the general experience with verifiers in this project.

It is important to note that, as these participants were healthcare providers, the testing and
piloting focused exclusively on European Health Insurance Cards (EHICs), as these
institutions are competent to verify EHICs. This targeted approach allowed for a more specific
evaluation of the wallet’s functionality in this context, providing valuable insights into its
usability and effectiveness in real-world verification scenarios.

Figure 14 shows participant responses to the importance of introducing electronic and real-
time verification for the validity and reliability of the EHIC. A majority of respondents (66.67%)
rated this need as very important (5), while the remaining 33.33% rated it as important (4).
Notably, no participants rated the need as neutral, unimportant, or not important, indicating a
unanimous consensus on the significance of this feature. Further comments from participants
emphasized the practical benefits of such a system. These included the ease of verifying
entitlement, the facilitation of reimbursement for treatment costs, and the provision of digital
proof of entitlement. Additionally, participants highlighted that real-time verification would help
prevent the misuse of EHICs after entitlements have been revoked. These insights underline
the critical role of electronic and real-time verification in improving the efficiency, reliability, and
security of EHIC verification processes.

" The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe
L the European Union Programme under Grant Agreement

. P no. 101102611 Page 44 of 58

© 2023-2025 DC4EU



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | Testing & Piloting Report [E DC!"EU

(1) How do you assess the need to introduce
electronic and real-time verification of the validity
and reliability of the EHIC presented?

66,67%

1 =2 a3 84 85

FIGURE 29: IMPORTANCE OF INTRODUCING ELECTRONIC AND REAL-TIME VERIFICATION FOR THE EHIC

Figure 15 illustrates participant responses to the question: "How easy was it to verify the
identity of the 'patient'?" The majority of respondents (66.67%) rated the process as very easy
(5), while 33.33% rated it as easy (4). None of the participants rated the process as neutral,
difficult, or very difficult. This indicates that the identity verification process using the EUDI
wallet was perceived as straightforward and user-friendly, showcasing its effectiveness in
facilitating seamless and efficient identity verification in healthcare settings.

(2) How easy was it to verify the identity of the
z°J° X«°Zuy

1 =283 s4 =5

FIGURE 30: EASE OF VERIFYING THE IDENTITY OF THE “PATIENT”

Figure 16 illustrates participant responses to the question: "How easy was it to verify the
'patient’s' EHIC?" The majority of respondents (83.33%) rated the process as very easy (5),
while 16.67% rated it as easy (4). None of the participants rated the process as neutral, difficult,
or very difficult. This indicates that the verification of the patient’s EHIC using the EUDI wallet
was overwhelmingly perceived as a simple and efficient process, further emphasizing the
wallet’s capability to streamline and enhance the verification of social security credentials in
healthcare environments.
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FIGURE 31: EASE OF VERIFYING THE “PATIENT'S” EHIC

Figure 17 illustrates participant responses to the question: "How easy was the whole process
of handling verification?" The majority of respondents (83.33%) rated the process as very easy
(5), while 16.67% rated it as easy (4). None of the participants rated the process as neutral,
difficult, or very difficult. This indicates that the overall process of handling verification using
the EUDI wallet was widely regarded as straightforward and efficient, demonstrating the
system’s ability to streamline verification tasks and provide a positive user experience for
healthcare providers.

(4) How easy was the whole process of handling
verification?

16,67%

12223 84 u5

FIGURE 32: EASE OF THE PROCESS OF HANDLING VERIFICATION

Figure 18 illustrates participant responses to the question: "Would you use the electronic
verification of the EHIC if it is introduced in an electronic wallet?" All respondents (100%)
answered "YES," indicating unanimous support for the adoption of electronic verification of the
EHIC through an electronic wallet. None of the participants selected "NO," highlighting a strong
consensus among the respondent healthcare providers on the value and utility of such a
feature. This result underscores the high level of acceptance and enthusiasm for integrating
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electronic verification into the EUDI wallet, as it is seen as a beneficial tool for improving the
efficiency and reliability of EHIC verification processes.

(5) Would you use the electronic verification of
the EHIC if it is introduced in an electronic
wallet?

0

=YES =NO

FIGURE 33: WILLINGNESS TO USE ELECTRONIC VERIFICATION OF THE EHIC IN A WALLET

6.4 GUI USABILITY FEATURES OF THE EUDI WALLET

The EUDI Wallet’s user interface was designed to support intuitive, secure, and efficient
interactions with digital credentials. Feedback from testing and piloting highlighted several
critical usability features and areas for prior considerations:

[J Minimization of Manual Interactions: The wallet streamlines user actions by automating
key steps such as credential retrieval, identity linking, and verification workflows. This
reduces friction and lowers the barrier to entry for less tech-savvy users.

(1 Structured Display of Information: Credentials, identity attributes, and verification
requests are presented in a clear, compartmentalized format. This helps users quickly
understand what data is being requested or shared, and why.

[1 Selective Disclosure Challenges: While the wallet supports selective disclosure, users
and issuers noted challenges in understanding which attributes are being revealed and
how to control them. Improvements in visual cues and consent flows are needed to make
this feature more transparent and user-friendly.

[ ldentification and Trusting the Verifier Instance: Users expressed the need for clearer
identification of the entity requesting information. The wallet now includes verifier
metadata (e.g., name, logo, legal identifier) to help users assess trustworthiness before
sharing data.

[0 Visual Appearance of Attestations: Digital credentials are rendered with recognizable
icons, issuer branding, and status indicators (e.qg., valid, expired, revoked). This enhances
user confidence and mirrors the familiarity of physical documents.

[J Display of Transaction Context and Logs: Users can view a transaction log that
records credential interactions, including issuance, sharing, and verification events. Each
entry includes timestamps, verifier details, and the purpose of the transaction, supporting
transparency and auditability.

[0 Step-by-Step Verification Workflow: The wallet guides users through the verification
process with a progressive interface, showing each step (e.g., identity confirmation,

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page 47 of 58

© 2023-2025 DC4EU



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | Testing & Piloting Report

% DC4EU

credential selection, consent) in sequence. This reduces confusion and ensures users

remain in control throughout the interaction.

These GUI features are essential for building trust, ensuring legal compliance, and delivering
a seamless user experience. Continued refinement—especially around selective disclosure
and verifier transparency—will be key to scaling adoption across Member States.
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7 LESSONS LEARNED AND RECOMMENDATIONS

The piloting and testing phase of the DC4EU project offered valuable insights into the technical,
legal, and operational readiness of cross-border digital identity solutions based on verifiable
credentials. Several key lessons emerged:

[l Interoperability Requires Early and Continuous Alignment

Cross-border interoperability demanded early alignment on protocols, credential structures,
and governance models. Ongoing coordination between piloting agents and work packages
was essential to manage evolving requirements and ensure functional integration.

[l Immaturity of Standards Limited Full Testing

Some piloting efforts were hindered by the evolving state of key standards, including SD-
JWT, OpenID4VP, and OpenlD4VI. Draft specifications, inconsistent interpretations, and a
lack of mature tooling made full-scale testing difficult. These limitations affected timing, scope,
and the depth of certain pilot scenarios.

[ Integration of National Backend Systems Was Challenging

Connecting national back-end systems (e.g., social security databases, registries) proved
complex due to stringent security requirements and data protection constraints.
Establishing secure, policy-compliant interfaces often required additional technical and legal
efforts, delaying integration timelines in several countries.

[l Standards Adoption Is Crucial But Not Sufficient

While adherence to common standards provided a foundation for technical compatibility, real-
world interoperability required shared implementation profiles, testing harnesses, and
conformance testing to ensure consistent behaviour across ecosystems.

"I Ecosystem Diversity Requires Flexible Architectures

Differences in national legal frameworks, digital infrastructures, and institutional roles
necessitated a modular, adaptable design. The pilots confirmed that a one-size-fits-all
approach is not feasible; instead, flexible reference implementations are essential.

" Selective Disclosure Strengthens Privacy Compliance

Implementing selective disclosure mechanisms helped enforce data minimisation and user
control, in line with GDPR and elDAS 2.0. However, ensuring reliable rendering and validation
of partially disclosed credentials required additional development and user testing.

[0 Live Demonstrations Accelerate Adoption

Public demonstrations of real-time, cross-border credential issuance and verification (e.g., at
the final Madrid event) were critical for validating interoperability, increasing stakeholder
confidence, and raising awareness among policymakers and the public.

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page 49 of 58

© 2023-2025 DC4EU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Testing & Piloting Report lﬁ DC!"EU
" Legal and Technical Co-Design Was Vital

Legal and technical teams had to work hand-in-hand to ensure that credential formats,
metadata, and rulebooks were both technically implementable and legally defensible. This
was particularly important for credentials with regulated or sector-specific content.

[ Iterative, End-to-End Testing Improved Reliability

A layered approach—starting with component-level testing and progressing to full end-to-end
flows—allowed issues to be detected and resolved early. Repeated integration testing cycles
ensured increasing levels of confidence and system robustness.

"I Usability And Trust Must Be Prioritised

While technical compliance was a priority, user experience and trust signals (e.g., visual
design, issuer metadata, error feedback) proved essential for adoption. Complex wallet
interfaces or unclear disclosures could undermine otherwise successful implementations. The
EUDI Wallet should prioritize human-centered design and transparent interaction flows.

[l Shared Terminology And Documentation Matter

Effective collaboration across jurisdictions benefited greatly from well-defined schemas,
consistent terminology, and centrally maintained documentation. Gaps in shared
understanding were a frequent source of delay and misalignment.

[1 Collaboration Drives Innovation

Joint testing and knowledge-sharing with different initiatives significantly accelerated
technical validation and created a broader basis for mutual learning, convergence, and
scalability.
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8 CONCLUSION

8.1 SUMMARY OF TESTING & PILOTING RESULTS

Below is a summary of all testing events described (and reported) in this document. The table
provides an overview of each event, including the phase during which it was conducted, the
date, the number of users involved, and the associated PID, PD A1, and EHIC transactions.
These transactions also include the issuance, verification, and revocation processes
performed during each event.

Each testing event utilized different user journeys tailored to the specific objectives of the event
or the institution executing the testing. Most events focused on EHIC and/or PD A1
verifications, while some also included separate PID only verifications, depending on the
context and requirements of the testing process. This approach ensured comprehensive
testing across various scenarios and use cases.

Phase Event Date User PID PDA1 EHIC Total
1 Rome WS 18/04/2024 23 45 40 42 127
1 Dublin WS 11/06/2024 24 117 129 123 369
1 Warsaw WS 12/09/2024 25 154 30 82 266
1 European Colloquium 15/10/2024 56 128 128 128 384
1 International Counselling Days 05/11/2024 35 70 70 70 210
1 Erasmus Plus Project 08/11/2024 20 40 0 43 83
1 107t TC Meeting 19/02/2025 28 28 50 56 134
1 ELA Course 02/04/2025 8 16 16 0 32
1 ESIP Meeting 04/04/2025 10 20 20 20 60
1 DVSV IT Organisation 02/04/2025 16 32 32 32 96
1 DVSV International and 16/04/2025 21 42 42 42 126
European Affairs Department
1 DVSV - Pension Institution in 28/02/2025 6 12 12 12 36
Austria (PVA)
1 DVSV - Austrian Health 25/06/2025 6 12 12 12 36
Insurance Fund (OGK)
1 STAR — Testing with Students  07/04/2025 9 18 18 18 54
1 CNAM Internal Testing 03/04/2025 12 24 20 24 68
1 CLEISS Internal Testing 20/05/2025 12 24 24 24 72
1 DRV Testing with Students 19/02/2025 8 16 16 16 48
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1 GZD Internal Testing 25/03/2025 5 10 10 0 20
1 NFZ Piloting Phase 1 21/01/2025 41 41 0 82 123
1 NFZ Piloting Phase 2 02/02/2025 26 52 0 52 104
1 NFZ Piloting Phase 3/1 05/05/2025 484 968 0 968 1.936
1 NFZ Piloting Phase 3/2 16/05/2025 6 12 0 12 24
2 DRV Testing (own system) 20/05/2025 4 160 160 160 480
2 SMALS Testing (own system)  20/05/2025 2 12 12 12 36
2 DVSYV Testing (own system) 22/05/2025 3 60 60 57 177
2 DSP Testing (own system) 22/05/2025 1 8 8 0 16
2 CCSS Testing (own system) 05/06/2025 2 110 110 110 330
2 NFZ Testing Playground 20/06/2025 4 166 0 166 332
2 Brussels WS 23/05/2025 15 30 30 0 60
2 Berlin WS 05/06/2025 30 40 23 27 90
2 DRV Sommerklausur 30/06/2025 7 14 14 0 28
2 DSRYV Anniversary Event 10/07/2025 31 62 62 0 124
2 DSP Internal Piloting 23/07/2025 10 8 8 0 16
Total 990 2551 1156 2390 6097

TABLE 35: SUMMARY TESTING AND PILOTING RESULTS
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8.2 SUMMARY OF KPI RESULTS

8.2.1 KPI NR. 3 - WALLET USERS INVOLVED IN WP6

The goal is to involve 250 wallet users in WP6 Social Security.

A total of 990 users participated in testing the wwWallet, which included onboarding the wallet
with a PID, obtaining and storing EHIC and/or PD A1 credentials, and verifying these
credentials.

8.2.2 KPI NR. 5 - SOCIAL SECURITY DOMAIN-RELATED INSTITUTIONS
FROM DIFFERENT COUNTRIES INTERFACING THE WALLET

The goal is to have 10 social security domain-related institutions from different countries
interfacing the wallet in their pre-production systems.

In total 16 institutions from 13 countries interfaced the wallet in their pre-production systems.
Six institutions from six countries implemented their on-premise solutions whereas ten
institutions used the playground solution. Furthermore, four institutions implemented both
solutions for testing purposes.

8.2.3 KPI NR. 7 - SOCIAL SECURITY DOMAIN-RELATED INSTITUTIONS
ISSUING PUB EAAS

The goal is to have 10 social security domain-related institutions issuing Electronic Attestation
of Attributes interfacing with the wallet in their pre-production systems.

In total 16 institutions from 13 countries interfaced the wallet in their pre-production systems
and issued credentials directly to the wwWallet. Six institutions from six countries implemented
their on-premise solutions whereas ten institutions used the playground solution. Furthermore,
four institutions implemented both solutions for testing purposes.

Institution Country Implementation

1 Dachverband der Sozialversicherungstrager (DVSV) AT on-premise +
playground

2 SMALS BE on-premise

3 Deutsche Rentenversicherung Bund (DRV-Bund) DE on-premise +
playground

4 Department of Social Protection (DSP) IE on-premise +
playground

5 Centre Commun de la Sécurité Sociale (CCSS) LU on-premise +
playground

6 Vecozo NL on-premise
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7 Styrelsen for Arbejdsmarked og Rekruttering (STAR) DK playground
8 Federal Social Insurance Office (FSIO) CH playground
9 Health Insurance Bureau (KZP) Ccz playground
10 German Liaison Office for Health Insurance Abroad DE playground
(DVKA)
11 National Social Security Institute of Bulgaria (NSSI) BG playground
12  National Health Insurance Fund (NHIF) BG playground
13 Gerencia de Informatica de la Seguridad Social - ES playground
Ministerio de Inclusién (GISS)
14  National Health Insurance Fund (CNAM) FR playground
15 Narodowy Fundusz Zdrowia (NFZ) PL playground
16 Instituto Seguranca Social (ISS) PT playground

TABLE 36: KPI NR. 7 — SUMMARY ISSUERS

8.2.4 KPI NR. 9 - WALLET TRANSACTIONS FOR THE SOCIAL
SECURITY DOMAIN

The goal is to complete 1,500 wallet transactions within the social security domain in a pre-
production environment.

A total of 6,097 wallet transactions were carried out, encompassing the issuance, verification,
and revocation of PIDs, EHICs, and/or PD A1s. While national pilots were ongoing or planned,
some reports could not be included due to the timing of this report's finalization. For details,
refer to Chapter 6.1: Summary Testing & Piloting Results.

8.2.5 KPI NR. 12 - INSTITUTIONS OR COMPANIES VERIFYING DIGITAL
CREDENTIALS

The goal is to have a minimum of 6 institutions or companies from different countries interfacing
the wallet in their pre-production systems to verify digital credentials in social security.

A total of 7 verifying institutions from 3 countries participated in the testing, including 3
institutions competent to verify PD A1s and 4 healthcare providers competent to verify EHICs.
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Institution Abbreviation Country Competence
National Social Security Office NSSO Belgium PD A1
Office National de I'Emploi ONEM Belgium PD A1
Generalzolldirektion GzZD Germany PD A1
Mazowieckie Voivodship CePelek Poland EHIC

Centralna Wojskowa Przychodnia
Lekarska SPZOZ ,Cepelek”

Mazowieckie Voivodship Speclek Poland EHIC

Specjalistyczna Przychodnia
Lekarska dla Pracownikéw Wojska

SPZ0OZ w Warszawie
Kujawsko-Pomorskie Voivodship KP Poland EHIC
Podkarpackie Voivodship PK Poland EHIC

TABLE 37: KPI NR. 12 — SUMMARY VERIFIERS
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