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ACRONYMS
ARF Architecture Reference Framework
EAA Electronic Attestation of Attributes

EACCME European Accreditation Council for Continuing Medical Education

ECMEC European Continuing Medical Education Credits

EBSI European Blockchain Service Infrastructure

QEAA Qualified Electronic Attestation of Attributes

RP Relying Party

RTAO Root Trusted Accreditation Organisation

TAO Trusted Accreditation Organisation

TI Trusted Issuer

UEMS Union Européenne des Médecins Spécialistes (European Union of Medical

Specialists)
vVC Verifiable Credential

VP Verifiable Presentation
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DEFINITIONS
Term Definition (eIDAS 2)
Attribute A characteristic, quality, right or permission of a natural

or legal person or of an object;

European Digital Identity
Wallet

An electronic identification means which allows the user
to securely store, manage and validate person
identification data and electronic attestations of
attributes for the purpose of providing them to relying
parties and other users of European Digital ldentity
Wallets, and to sign by means of qualified electronic
signatures or to seal by means of qualified electronic
seals.

Electronic attestation of
attributes (EAA)

An attestation in electronic form that allows attributes to
be authenticated;

Qualified electronic
attestation of attributes
(QEAA)

An electronic attestation of attributes which is issued by
a qualified trust service provider and meets the
requirements laid down in Annex V of the Regulation.

electronic attestation of
attributes issued by or on
behalf of a public sector
body responsible for an
authentic source (PuB-
EAA)

An electronic attestation of attributes issued by a public
sector body that is responsible for an authentic source or
by a public sector body that is designated by the Member
State to issue such attestations of attributes on behalf of
the public sector bodies responsible for authentic
sources in accordance with Article 45f and with Annex VI
of the Regulation.

Authentic source (AS)

A repository or system, held under the responsibility of a
public sector body or private entity, that contains and
provides attributes about a natural or legal person or
object and that is considered to be a primary source of
that information or recognised as authentic in
accordance with Union or national law, including
administrative practice.

Relying party (RP)

A natural or legal person that relies upon electronic
identification, European Digital Identity Wallets or other
electronic identification means, or upon a trust service.

qualified trust service
provider (QTSP)

A trust service provider who provides one or more
qualified trust services and is granted the qualified status
by the supervisory body, and to which the supervisory
body has granted the qualification.
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INTRODUCTION

Scope of the document

This document refers to the Rulebook of the medical credentials defined by the Consejo
General de Colegios Oficiales de Médicos (CGCOM) of Spain in the framework of the DC4EU
project.

The document specifies the basic rules for the governance of such credentials and is not
intended to be a policy on their issuance.

This Rulebook applies to natural persons. Data identifying the legal entity, such as CGCOM
data, is outside the scope of this document.

This documentis aligned with the Architecture Reference Framework (ARF) and is part of the
Digital Credentials for Europe (DC4EU) project, based on EBSI (European Blockchain
Service Infrastructure) and its trust model.

Finally, in all use cases it is assumed that in order to issue, receive and share EAAs, the
doctor has an active Wallet instance, and both the Tl and the RP are enrolled in EBSI (have
successfully completed the corresponding onboarding process).

Context

CGCOM is the body that groups, coordinates, and represents all official medical
associations at Spanish level and is a public law corporation with its own legal personality
and full capacity to fulfil its purposes. In addition to the functions provided in the regulation
on Professional Bodies, it has, among others, the following functions:

- Represent the Medical Association in all international medical and health organisations;
- Represent the Medical Association in the institutions of the European Union on matters
affecting professional practice and its ethical and deontological aspects.

The main objective of CGCOM is to be able to issue medical credentials in the EUDI wallet
and to have them recognised at EU level. Within the framework of DC4EU and WP5, CGCOM
has considered the following credentials to be issued:

- ldentity of the doctor (DoctorID);

- Certificate of Professional Suitability (eCIP);

- SEAFORMEC-UEMS (accreditation of the training content and recognition of ECMEC credits);
- BQM training certificates (Buen Quehacer Médico).

Each of these electronic attestations of attributes, or verifiable credentials, have been
designed as use cases to identify the governance related to their processing and issuance,
with CGCOM acting as an authentic source or as an accreditation body for third party
issuers, in the field of training. It should be noted that credentials issued by CGCOM would
be EAAs issued by an authentic source.

The DC4EU project is Co-funded by
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The new way of issuing verifiable credentials represents a paradigm shift in the management
and use of documents relating to a doctor throughout his or her professional life. From their
identification and sharing of credentials with third parties, to the training or practice of their
profession in another Member State. It is a complementary mechanism to the current one
for publicising the Central Register (authentic source), such as the official website or the
Internal Market Information System (IMl).

The sharing of such credentials with third parties is always characterised by the fact that the
physician has sole control over his or her data and the Relying Parties have the assurance
that only the doctor has been able to share his or her credentials. In other words, these RP
can verify that:

- The document submitted by the doctor is authentic (it has not been altered and is not from
another doctor);

- The document submitted has been issued by the competent authority to do so. In this case,
CGCOM, which is the main national authentic source, could be the issuer of these EAAs or,
in a complementary way, allow the verification of the attributes by QTSPs.

Such verification is possible because the technical operation includes additional security
measures to ensure that there is no impersonation of the user's EAA. Therefore, the
physician's identity is guaranteed at all times.

The integration of this new mechanism also means an improvement in the doctor's daily
practice, such as authentication on the web, identification and use in telemedicine/e-
healthcare platforms, medical history applications, among others.

Defining credentials within the framework of the DC4EU ensures that the medical
profession's documents are well defined and allows them to be submitted to the European
Commission for eventual incorporation and publication in its EAA catalog. In addition to
being able toissue physician credentials in the wallet, this standardization effort also allows
the European market to make use of such legally valid EAAs and thus continue to fulfill their
business function and have cross-border recognition and application.

There are many benefits to the use of verifiable credentials, both for CGCOM, physicians
and end users. Those benefits common to all use cases are identified below:

- Increased credential security: verifiable credentials stored in the European digital identity
wallet are more secure than physical documents, reducing the risk of loss, theft or forgery;

- Cross-border recognition: the format of verifiable credentials facilitates the recognition of
professional qualifications in all EU Member States, facilitating professional mobility;

- Real-time updates: the system allows for immediate updating of a physician's professional
status, ensuring that his or her physician credential and eCIP, for example, always reflect the
most up-to-date status and information;

- Reduced administrative burden: CGCOM and other relevant agencies can process

applications for different credentials more efficiently, freeing up resources for other

essential tasks;
The DC4EU project is Co-funded by
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- Expedited credential verification: automated checks with official services significantly
reduce the time required to verify physician qualifications and backgrounds;

- Increased privacy control: the physician has full control over their professionalinformation
and credentials stored in their European digital identity wallet, being able to choose at all
times what information/data to share, and with whom.

Finally, the following legal framework has been considered for the definition of the different
use cases.

Institutional-level legislation:

1. Ley2/1974, de 13 de febrero, sobre Colegios Profesionales. Legalises the creation of
Professional Bodies (for instance, CGCOM).

2. Directive 2013/55/Eu Of The European Parliament And Of The Council of 20
November 2013 amending Directive 2005/36/EC on the recognition of professional
qualifications and Regulation (EU) No 1024/2012 on administrative cooperation
through the Internal Market Information System (‘the IMI| Regulation’)

3. Real Decreto 1018/1980, de 19 de mayo, por el que se aprueban los Estatutos
generales de la Organizacion Médica Colegial y del Consejo General de Colegios
Oficiales de Médicos.

4. IMI system: https://ec.europa.eu/internal_market/imi-net/index_en.htm

Ley 44/2003, de 21 de noviembre, de ordenacién de las profesiones sanitarias. Legalises the
health profession and the structure of the training and development of health professionals

International:

1. Resolucion de 28 de mayo de 2021, de la Secretaria de Estado de Sanidad, por la que se
publica el Convenio con la Unién Europea de Médicos Especialistasy el Consejo General de
Colegios Oficiales de Médicos, para favorecer la promociény difusién del desa;

2. Spanish Medical Professional Accreditation Council for CPD (SEAFORMEC / SMPAC):

- Accredits Continuing Professional Development (CPD);
- Accredits Continuing Medical Education (FMC);

- Certification of FMC/DPC Supplier Entities;

- Web Page Certification.

3. Cooperation agreement between UEMS-CGCOM. Validates compliance with European
Standards and Guidelines (ESG).

4. International Credit Recognition. ECMEC's / AMA Pra Category 1.
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ACTORS AND ROLES

The model depicted in

FIGURE 11: VDCM Roles, shows the different roles involved in the lifecycle of a verifiable
credential. These roles are based on the Verifiable Credential Data Model (hereinafter,
VCDM), which is a specification with the objective of standardising verifiable credentials in
a secure and machine-processable way’.

Issuer Hoidar Verifier
Issue Credentials Acquires, stores, | Send Presentation e
Issues VCs presents VCs Verifies VCs

Verify Identifiers Register Identifiers Verify Identifiers
and use Schemas and use Schemas and Schemas
Verifiable Data Registry
Maintains identifiers and schemas

FIGURE 11: VDCM Roles
The actors and roles involved in the verifiable credentials ecosystem are as follows:

- Issuer: according to the elDAS Regulation, it can be a public sector body, a Qualified Trust
Service Provider, or a non-Qualified Trust Service Provider. Such an entity is authorised or
recognised to issue credentials, by asserting claims about one or more subjects, creating a
verifiable credential from these claims, and transmitting the verifiable credential to a holder.
The issuer, regardless of its typology, must verify the personal identification data (PID) of the
holder in order to ensure the identity of the subject;

- Holder: a natural person and wallet user who receives and stores credentials and generates
verifiable presentations from them (shares credentials). The holder can also verify the
identity of the issuer and the relying party (verifier) via its wallet. A holder is often, but not
always, a subject of the verifiable credentials they are holding;

- Subject: entity about which claims are made (persons, animals and things). In many cases,
the holder of a credential is the subject, but in others not. For example, a parent (holder) may
have the credentials of a child (subject) in his wallet, or a pet owner (holder) may have the
credentials of the pet (subject);

1 https://www.w3.org/TR/vc-data-model-2.0/
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- Verifier: an entity that accepts and receives a credential(s), optionally within a verifiable
presentation, for processing and verification. The verifier also checks the identity of the
issuer, as well as the authenticity, expiry, status and identity of the holder of the credential
that has been shared. The verifier can only request the data necessary to carry out, for
example, the provision of a service. That is, if a relying party only requires evidence that a
user is of legal age, it would be sufficient to request the user's date of birth, not the name,
postal address, or other data. The sharing of attributes in an ‘independent’ way is possible
through selective disclosure techniques;

- Verifiable Data Registry: a role a system might perform by mediating the creation and
verification of identifiers, verification material, and other relevant data, such as verifiable
credential schemas, revocation registries, and so on, which might require using verifiable
credentials. Examples of verifiable data registries are decentralised databases;

- PID provider: an entity that provides personalidentification data (equivalent to a national ID
card) for the verification of the identity of the wallet holder. Operates in accordance with
elDAS 2.0;

- Wallet provider: entity in charge of developing and maintaining the digital wallet application,
ensuring the collection, storage and presentation of credentials in a secure manner.
Additionally, it supports selective disclosure mechanisms, allowing the user to share only
those attributes needed instead of full credentials.

The DC4EU project is Co-funded by
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DOCTORID

Governance

One of DC4EU's work lines focuses on the identification of professionals by means of the
EAA ‘professional ID’. At present, CGCOM publicises the status of a professional, among
other information, through the Central Register and is therefore considered an authentic
national source. From now on, however, it is a matter of defining this credential within the
framework of eIDAS by means of an electronic declaration of attributes that CGCOM has
identified as ‘DoctorlD’. This credential contains the same data as the current medical ID
and has the same validity, since, as seen above, CGCOM is the national authentic source
and holds the necessary data to be able to issue the doctor's identity.

The use of this verifiable credential allows the doctorto be identified in multiple nationaland
cross-border scenarios, such as authentication on the web, identification in telemedicine
platforms, medical record applications, electronic prescription platforms, being able to
apply forajob orto identify oneself to a health body in another Member State, among others.

In this new approach, when the user (doctor) presents him/herself to a relying party to
identify him/herself through his/her digital wallet, the latter can verify that:

- Theuseriswho he/she says he/she is;

- Thatthe useris a doctor;

- That the credential has been presented by the user himself/herself (there has been no
impersonation), and;

- Thatthe credential has been issued by the competent authority and is therefore valid.

In addition to the common advantages identified before, the following can be identified in
the case of DoctorlD:

- Faster issuance of certificates: the new system allows registered doctors to receive their
medical credentials quickly and efficiently, without the need for manual paperwork or face-
to-face visits to professional bodies;

- Simplified verification process: employers and regulatory bodies can instantly verify the
authenticity of the medical credential through the CGCOM Central Registry, saving time and
reducing administrative burdens;

- Real-time updates: the digital system allows a doctor's professional status to be updated
immediately, ensuring that DoctorID always reflects the most up-to-date information.

It also makes it possible to connect the doctor's professional activity with cross-border
initiatives such as the European Health Data Spaces. When a doctor accesses/identifies to
the EHDS, it should be with the DoctorlID. In Spain, this identity is issued by CGCOM, the
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competent authority to do so. Once identified by means of his or her digital wallet, the doctor
would be able to act in this data space.

Finally, the identity of a doctoris non-foundational. Non-foundational identities are domain-
specific credentials that identify an individual within a particular context, such as education
or a regulated profession. These types of identification:

- Arenotlinked to acivil registry or national ID document;
- Represent affiliation, authorisation, or status within a sectoral system;
- Areused for authentication, access to services, and digital interactions.

Trust chain

For the issuance of the electronic attestation of attributes corresponding to the Doctor ID,
the following trust chain has been defined:

Level 1
Ministry of Territorial Policy RTAO
and Democratic Memory
Level 2
A TAO+TI
CGCOM
a professionallD,
i (non-foundational ID)
Level 3
i
COM
Y

DoctorlD,

FIGURE 2: Trust chain - Doctor ID

The Root TAO role corresponds to the Internal Market Information System (IMl), managed by
the Ministry of Territorial Policy and Democratic Memory, as it recognises CGCOM as
the National Professional Body of Physicians and thus, the competent authority to register
doctors.
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Thus, CGCOM is TAO and Tl, as it has been authorised by the Ministry of Territorial Policy
and Democratic Memory for the issuance of the doctor's identity.

The COMs are the Regional Professional Bodies (RPB) of physicians, forinstance the RPB of
physicians of Malaga. Since these bodies establish the administrative procedures for the
registration process, collect the doctor’s identification data and maintain the registry
containing such data, they are considered primary Authentic Sources.

Issuance requirements

In order to obtain a DoctorID, a PID (Personal Identification Data) is required, which is the
foundationalidentity issued by the competent authority of each Member State. In this sense,
the DoctorID is not a foundational identity, but a credential legally linked to the qualifying
status to practise as a doctor, at least, in the Member State concerned.

In no case shall DoctorlD be used to issue attributes that are outside national regulations or
outside sectoral regulations such as the Health Professions Act.

This credential is subject to key binding mechanism.

Note: under no circumstances does this aim to describe the administrative procedure
required for a doctor to obtain the DoctorlD issued by CGCOM.

Data model

To support the interoperability of credentials, existing semantic vocabularies have been
reused. The following Table summarises the reused vocabularies/resources for the Doctor
ID, their domain, and the link to access the full vocabulary.

Source / | Domain Namespace Enlace
Vocabulary
CIR
-ISO/IEC 18013-5: org.is0.18013.5.1 2024/2979,
C . - VCDM 1.1: | Article 8 and
elDAS 2 Digital identity https://www.w3.0rg/2018/credentials/ | Annex Il
v1 (recognised
standards)
Verifiable

Credentials | Verifiable
Data Model | Credentials
(VCDM)

Registered
Organisation
Vocabulary
(ROV)

https://www.w3.org/ns/credentials/v2 | VCDM 2.0

Legal entities http://www.w3.org/ns/regorg# ROV

Table 1: reused vocabularies — Doctor id
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The attributes defining the Doctor ID are as follows:

Source / Current term
Term Cardinality |Type vocabulary Definition (ES)
Current first name{s}, including middle name(s} where applicable,
of the user to whom the person identification data relates.

This attribute could also be described through the Core Person
given_name 1 Literal elDAS Vocabulary /| FOAF Ontology. nombre

Current last name(s) or surname(s) of the user to whom the
person identification data relates.

This attribute could also be described through the Core Person
family _name 1 Literal elDAS Vocabulary / FOAF Ontology. apelidos

Corresponds to the regional professional body of physicians
medical_board 0.1 Literal CGCOM where the professional is registered. Colegio

A value assigned to the natural person that is unigue among all
personal administrative numbers issued by the provider of person
identification data. Where Member States opt to include this
attribute, they shall describe in their electronic identification
schemes under which the person identification data is issued, the
policy that they apply to the values of this attribute, including,
where applicable, specific conditions for the processing of this Ndamero de
perscnal_administrative_number |1 Literal elDAS value. colegiado

Defines whether the professional is considered to be qualified to
practise medicine, and there is no record of the professional
having been sanctioned or disgualified from practizsing as a estado de
legally_entitled 1 boolean  |CGCOM doctor. colegiacion

This is the code representing the clinical specialty of the clinician
or provider who interacted with, treated, or provided a service
toffor the patient.

This attribute could alsc be described through HL7-FHIR: range:
medical_speciality 0.* siring CGCOM c80-practice-codes especialidad

MName of the administrative authority that issued the person
identification data, or the IS0 3166 alpha-2 country code of the
respective Member State if there is no separate authority entitled
issuer 1 Code VCDM to issue person identification data. emiEsar

The legal name of the business. A business might have more
than cne legal name, particularly in countries with more than one
official language. In such cases the language of the sfring should

legalMame 1 Literal ROV be identified.

Mlpha-2 country code, as specified in 1ISC 3166-1, of the country
issuing_country 1 Code elDAS or territory of the provider of the EAMA data.

The date and time when a credential becomes valid. In VCDM 2.0
issuanceDate 1 dateTime |VCDM the attribute has been renamed to: validFrom

FIGURE 3: Doctor ID attributes

Attributes with the Source/vocabulary "CGCOM" mean that they are either attributes
specific to the domain of the Consejo General de Colegios Oficiales de Médicos, or
attributes that have not been mapped to existing vocabularies and therefore need to be
defined.

The “legally_entitled” attribute is the key attribute for the use of selective disclosure
techniques. That s, in scenarios where it is only required to demonstrate whether a medical
practitioneris qualified to practice as such, this attribute shall be used. Without the need to
show their name, surname, among others. For example, a qualified doctor can access an e-
prescription platform or the health data space by sharing this attribute with the relaying
party.

The attribute "medical_speciality" should only be specified if the medical profession in the
respective member state has legally recognised specialities. In the case of the CGCOM, the
medical specialities are given by the Ministry of Health.
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CERTIFICATE OF PROFESSIONAL SUITABILITY - ECIP

Governance

The Electronic Certificate of Professional Suitability (eCIP) is one of the documents that
allows the physician, among other things, to carry out administrative procedures and to be
able to practice as a physician and cooperating physician in other countries outside and
within the European Union.

Defining this credential in the format of an electronic attestation of attributes also
represents a paradigm shift since itis no longer a paper document but a document that the
physician carries in his or her digital wallet, which can be presented at the European level
and can be validated.

This verifiable credential, in addition to the physician's name and registration number,
contains a “legally_entitled” (boolean) attribute that makes it possible to identify whether a
physician is legally entitled to practice as a doctor or not, either at the national level or in
another member state.

As with any verifiable credential, the relying party can validate the identity of the doctorwho
has presented the credential and its authenticity.

In addition, the following advantages can be derived from the use of this EAA:

- Faster issuance of certificates: the new system allows registered physicians to receive
their eCIP quickly and efficiently, without the need for manual procedures or face-to-face
visits to the professional associations;

- Simplified verification process: different bodies can instantly verify the authenticity of an
eCIP through the CGCOM Central Registry, saving time and reducing administrative burdens;

- Increased accessibility: professionals can easily request and receive their eCIP remotely,
without the need to go to physical offices or send documents by mail;

- Increased usability: physicians will have instant access to their updated eCIP in their
European digital identity wallet and can securely share it with different healthcare
institutions across Europe;

- Increased data accuracy: automated verification reduces the risk of human error in the
credential verification process, ensuring more reliable eCIP issuance;

- Facilitates professional mobility: digital eCIP stored in the European digital identity wallet
can be easily shared and verified across borders as it would enable smoother professional
mobility, supporting physicians in pursuing international opportunities.

Hospitals and medicalinstitutions will also benefit from faster and more reliable verification
processes, which will ensure the rapid onboarding of qualified professionals. Furthermore,
this will contribute to a more efficient healthcare system across Europe, benefiting both
medical professionals and patients.
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Trust chain

For the issuance of the EAA corresponding to the certificate of professional suitability, the
following Trust chain has been defined:

Level 1

National IMI System

Coordinator (NIMIC) RTAD

Level 2

Y

Ministry of Health TAO

Level 3

CGCOM Ti

Level 4

professional credentials

|

eCIP: Electronic Certificate of "\ f_r, \
Professional Suitability / 43/[=f|

FIGURE 4: Trust chain - ecip

The National IMI System Coordinator (NIMIC), acting as a Root TAO, authorises CGCOM to
provide information on membership/registration and disqualifying sanctions of doctors.
The Ministry of Health, as TAO, is the competent authority in Spain for the recognition of
qualifications of regulated health professions through IMI.

CGCOM, acting as Tl, and authentic source, is the issuer of the eCIP on the basis of the data
provided by the regional professional body where the registered doctor is or has been a
member.

Issuance requirements

In order for a doctor to apply for and receive a certificate of professional suitability, he or she
must be in possession of a DoctorID identifying him or her as a registered physician. In no
case may such a certificate be issued without the doctor's prior identity.

This credential is subject to key binding mechanism.

Note: under no circumstances does this aim to describe the administrative procedure
required for a doctor to obtain the eCIP EAA.
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Data model

To support the interoperability of credentials, existing semantic vocabularies have been
reused. The following table summarises the reused vocabularies/resources for the eCIP
credential, their domain, and the link to access the full vocabulary.

Source / | Domain Namespace Enlace
Vocabulary

CIR 2024/2979,

- ISO/IEC 18013-5: 0rg.is0.18013.5.1 Article 8 and

Digital - VCDM 1.1:
eIDAS 2 identity https://www.w3.0rg/2018/credentials/ Annex . :
(recognised
v1
standards)
Verifiable

Credentials Verifiable

Data Model | Credentials https://www.w3.org/ns/credentials/v2 | VCDM 2.0

(VCDM)

Registered

Organisation Legal http://www.w3.org/ns/regorg# ROV
Vocabulary entities

(ROV)

Table 2: reused vocabularies —eCIP

The attributes defining the eCIP are as follows:

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
no. 101102611 Page 18 of 46



https://www.w3.org/2018/credentials/v1
https://www.w3.org/2018/credentials/v1
https://www.w3.org/ns/credentials/v2
https://www.w3.org/TR/vc-data-model-2.0/
http://www.w3.org/ns/regorg
https://www.w3.org/TR/vocab-regorg/
https://www.w3.org/2018/credentials/v1
https://www.w3.org/2018/credentials/v1
https://www.w3.org/ns/credentials/v2
https://www.w3.org/TR/vc-data-model-2.0/
http://www.w3.org/ns/regorg
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Term

Cardinality

Type

Source [
vocabulary

Definition

Current term
(ES)

given_name

Literal

alDAS

Current first name(s ), including middle name(s) where
applicable, of the user to whom the person identification
data relates.

This attribute could also be described through the Core
Person Vocabulary / FOAF Ontology.

nombre

family _namse

Literal

elDAS

Current last name(s) or surname(s) of the user to
whom the perscn identification data relates.

This attribute could also be described through the Core
Person Vocabulary / FOAF Ontology.

apelidos

personal_administrative_number

Literal

alDAS

A value assigned to the natural person that is unique
among all perscnal administrative numbers issued by
the provider of person identification data. Where
Member States opt to include this attribute, they shall
describe in their electronic identification schemes under
which the perscn identification data is issued, the policy
that they apply to the values of this attribute, including,
where applicable, specific conditions for the processing
of this value.

Ndmero de
colegiado

legally_entitied

Boolean

CGCOM

Attribute identifying whether or not a medical practitioner
is legally gualified to practice as a doctor.

CIP

expirationDate

dateTimeStamp

VCDM

Represents the date and time the credential ceases to
be valid, which could be a date and time in the past or
the future.

VCDM 2.0: validUntil

Caducidad { fecha
expiraciin

membership_start_date

dateTime

CGCOM

Drate from which a professional has been registered fo
the Mational or Regional Physicians Body.

membership_end_date

dateTime

CGCOM

Date from which a professional has been deregistered
to the Mational or Regional Physicians Body

periodo
colegiacidn

medical_board

Literal

CGCOM

Corresponds to the regional professional body of
physicians where the professional is registered.

Colegio

issuer

URI

VCDM

Name of the administrative autherity that issued the
person identification data, or the IS0 3166 alpha-2
country code of the respective Member State if there is
no separate authority entitled to issue person
identification data.

aemsor

legalName

Literal

ROV

The legal name of the business. A business might have
more than one legal name, particularly in countries with
more than one official language. In such cases the
language of the string should be identified.

issuing _country

Code

elDAS

Alpha-2 country code, as specified in 15O 3166-1, of
the country or territory of the provider of the EAA data.

FIGURE 5: eCIP Attributes
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Attributes with the Source/vocabulary "CGCOM" mean that they are either attributes
specific to the domain of the Consejo General de Colegios Oficiales de Médicos, or
attributes that have not been mapped to existing vocabularies and therefore need to be

defined.
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SEAFORMEC & BQM

Governance

Continuing Professional Development (CPD) and Continuing Medical Education (CME)
training activities are essential for healthcare professionals to maintain and improve their
competencies. The accreditation of these activities is carried out by SEAFORMEC, which
ensures that the training meets the required standards.

The accreditation process for a CPD/CME training activity has been digitised to streamline
submissions, assessments and the issuing of accreditation. This use case involves a
training provider applying for accreditation of a training activity via SEAFORMEC.

Within the framework of the DC4EU project, the main objective of this use case is to provide
accredited training to healthcare professionals and to be able to make UEMS credits and
CME credits of the National Health System available within the European academic
ecosystem.

The new digital accreditation process transforms the way CPD/CME training activities are
assessed and certified.

Once the training provider is accredited, SEAFORMEC issues an accreditation certificate,
which is sent directly to the training provider, for incorporation into the EBSI system. This
certificate can be easily shared and verified by the relevant bodies, streamlining the process
of recognition of accredited training activities across Europe.

In relation to the recognition of training activities at European level, it should be noted that
the European Commission (EC), from DG Employment, is leading the definition of a
common standard forthe exchange of information on training, the European Learning Model
(ELM). In other words, ELM is a semantic vocabulary developed by the EC to describe and
standardise the training and learning domain at European level. It incorporates the vision of
‘learning achievements’, which are the learning achievements that a citizen has acquired
throughout his or her professional life.

Incorporating this vocabulary in the healthcare field would make it possible to integrate
SEAFORMEC-UEMS accredited training (and ECMECs credits) into the ELM as additional
“learning achievements”. In other words, the UEMS training scheme would be incorporated
into the ELM to ensure that a doctor's accredited training is standardised and recognised at
European level. The result of this integration is that the doctor will have academic and post-
academic trainingin his or her digital portfolio.

The Good Medical Practice training (BQM, in Spanish) is a certificate issued to certify that a
healthcare professional has successfully completed a training session accredited by
SEAFORMEC. This certificate allows healthcare professionals to demonstrate their
continuous training efforts, which are essential to maintain and update their qualifications.
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The digitalisation of the BQM training certificate issuing process allows professionals to
easily request, receive, manage and share their certificates through their European digital
identity wallet.

As in the other use cases, when the user shares a certificate, the receiving institution can
verify it instantly. This automated process eliminates delays, reduces the administrative
burden and ensures the integrity of BQM certifications across the national and European
healthcare sector.

The main advantages of this use case are:

- Accelerated accreditation process: the lead times for accreditation processing and
obtaining accreditation of training providers are significantly reduced;
- Cross-border recognition of UEMS training through the description of learning
achievements in the ELM;
- Immediate certificate issuance: healthcare professionals can receive their BQM
certificates immediately after completing their training, eliminating waiting periods;
- Simplified certificate exchange:
o Accredited training providers can easily share their verifiable credentials with
relevant bodies via the European digital identity wallet;
o Professionals can easily share their BQM certificates with employers or regulatory
bodies directly from their European digital identity wallet.
- Simplified record keeping: the European Digital Identity Wallet provides a centralised and
secure location for professionals to store and manage their training certificates;
- Easier compliance tracking: Healthcare institutions can quickly verify a professional's
training history, facilitating compliance with continuing education requirements;
- Guaranteed authenticity of certificates: digital signatures and blockchain verification
reduce the risk of fraudulent certificates;

Doctors will have easier access to a wide range of verifiable and accredited training
opportunities that will support their continuing professional development. This will resultin
a more qualified and up-to-date medical workforce across Europe, ultimately improving
patient care. It will also facilitate cross-border recognition of training activities, supporting
professional mobility and the exchange of medical knowledge across the Union.

Trust chain
The trust chain for the SEAFORMEC-BQM use case is as follows:
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Level 1
RTAQ
Ministry of Health legal agreement UEMS
Level 2
v TAO the UEMS Continuing Education v
accreditation process as being of proven quality EACCME
CGLom ) (ECMEC credits)
Level 3
Y Ti
FFOMC /
SEAFORMEC
Level 4
accreditation training certificate
l l N T
Accreditation of training BQM Training certificate | =¥ i
activity ne /> \.\A;"‘ N
~ Doctor

Training Provider

FIGURE 6: Trust chain - SEAFORMEC & BQM

Within the health domain, the Ministry of Health is the competent authority that defines the
different health professions. In addition, the Ministry of Health recognises the accreditation
process of the UEMS Continuing Education as being of proven quality for inclusion in the
Professional Development in Spain and, as a consequence, recognises the UEMS-EACCME
ECMECs credits. (EACCME (European Accreditation Council for Continuing Medical
Education), is established by UEMS).

Since CGCOM is a Spanish member of UEMS-EACCME, the Ministry of Health entrusts
CGCOM, through SEAFORMEC, with:

- The management and registration of the ECMECs in Spain;
- The powertoissue the certification in Spain concerning the activities accredited by EACCME
with ECMEC credits.

SEAFORMEC ensures the level of quality and relevance of the DPC/FMC training activities
taughtin Spain.
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The Foundation for Research, Teaching, Training and professional competence of registered
doctors in Spain (FFOMC), is the entity in charge of managing the SEAFORMEC accredited
training activities.

SEAFORMEC and UEMS assign assessors to review the training materials. If the review is
successful, the SEAFORMEC provides the conversion of the ECMEC’s credits and accredits
the training activities to the Training Provider.

Issuance requirements

In order for SEAFORMEC to issue the training accreditation, the training provider and the
other parties related to the issuance of the training accreditation must have completed the
corresponding onboarding in EBSI. Otherwise, they will not be able to receive/share the
accreditation in their wallet.

In addition, for a physician to request and receive the BQM certificate, he/she must have a
DoctorlID that identifies him/her as a member of his/her profession. This certificate will not
be issued in any case without the doctor's prior identity.

Finally, all EAAs corresponding to the accreditation of health professional training, in Spain,
must incorporate the following logos:

SEAFORMEC:

Actividad DPC/FMC acreditada
CPD/CME accredited activity

SEAFORMEC/SMPAC

Actividad presencial: acreditada con 4.0 ECMECs y CPE-DPCs
Actividad No presencial: acreditada con 0.0 ECMECs y CPE-DPCs
Registro UEMS - EAC )0O07P/01/2025
Registro SEAFORMEC-SMPAC: 0010P/01/2025

BQM:
SEAFORMEC
SMPAC
CONSEJO PROFESIONAL MEDICO ESPANOL DE ACREDITACION para el DPC/FMC
SPANISH MEDICAL PROFESSIONAL ACCREDITATION COUNCIL FOR CPD/CME
SEAFORMEC data model

To support the interoperability of credentials, existing semantic vocabularies have been
reused. The following table summarises the reused vocabularies/resources for the
SEAFORMEC accreditation, their domain, and the link to access the full vocabulary.
Vocabulary | Domain Namespace Link

/ Reference

Digital CIR

elDAS 2 Identity - ISO/IEC 18013-5: 0rg.is0.18013.5.1 2024/2979,
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Vocabulary | Domain Namespace Link
/ Reference

- VCDM 1.1: | Article 8 and
https://www.w3.0rg/2018/credentials/v1l | Annex Il
(recognised
standards)

Verifiable
Credentials Verifiable

Data Model | Credentials https://www.w3.org/ns/credentials/v2 VCDM 2.0

(VCDM)

Core Person Personal

Vocabulary Data http://data.europa.eu/m8g/ CPV
(CPV)

Core Postal

Location Addresses

Vocabulary and http://data.europa.eu/m8g/ CLV
(CLV) Locations

European .

Learning Eggizt;?:in http://data.europa.eu/snb/model/elm/ ELM
Model (ELM) g

TablE 3: Reused vocabularies - SEAFORMEC
The attributes definingthe SEAFORMEC accreditation are as follows:
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Term

Cardinality

Type

Vocabulary

Current term
(ES)

authorizationClaims

=y

Object

ELM

Defines a kst of claims that define/determine the
authorization of an Issuer to issue certain types of VCs.

accreditationType

URI

ELM

Defines the type of accreditation.

report

URI

ELM

Includes an accessible report of the quality assurance
decision

accrediingAgent

Object

ELM

Information about the accrediting institution

id

URI

ELM

Unique identifier of the accrediting institution

startDate

dateTime

ELM

The date since when the activities take place. If not
specified it is undefined {not known).

fecha inicio

endDate

dateTime

ELM

The date untl when the activities take/took place.

fecha fin

volumeOflLearning

duration

ELM

The estimated number of hours the learner is expected
to spend engaged in learning to earn the award. This
would include the notional number of hours in class, in
group work, in practicals, as well as hours engaged in
self-motivated study.

horas lectivas

made

ELM

The mode of learning and or assessment

tipo de actividad

creditPoint

Object

ELM

The credit points assigned to the learning specification

point

int

ELM

The credit points assigned to the learning specification.

ECMEC’s

framework

Literal

ELM

The framework used to assign the credit points to the
learning specification. It should be provided using the
Europass Standard List of Educational Credit Systems.

UEMS - ECMEC's

identifier

Literal

DCACGCOM

An unambiguous reference to the resource within a
given context.

n” de regisiro

postName

Literal

CLV

A name created and maintained for postal purposes to
identify a subdivision of addresses and postal delivery
points. Usually a city.

poblacidn

adminUnitL2

Caode/Literal

CLV

The name of a secondary levelregion of the address,
usually a county, state or other such area that typically
encompasses several localities. Values could be a
region or province.

provincia

issuer

URI

VCDM

Name of the administrative authority that issued the
person identification data, or the 150 3166 alpha-2
country code of the respective Member State if there is
no separate authority enfitled to issue person
identification data.

emisor

legaltame

Literal

ROV

The legal name of the business. A business might have
maore than one legal name, particularly in countries with
maore than one official language. In such cases the
language of the string should be identified.

issuing_country

Code

elDAS

Alpha-2 country code, as specified in 150 3166-1, of the
country or territory of the provider of the EAA data.

expirationDate

0.1

dateTimeStamp

VCDM

Represents the date and time the credential ceases to
be vald, which could be a date and time in the past or
the future.

VCOM 2.0: vaidUnti

Caducidad / fecha
expiracion

issuanceDate

dateTime

VCDM

Date of formal issuance of the resource.

fecha emisidn

Sponsor

Literal

CGCOM/
ELM

An entity, other than the training provider, that
colaborates in the development of the activity, either by
providing funding, resources, promotion or public
endorsement.

They are not nvolved in the training provision or in the
writing of the material.

elm:Organisation

Patrocinador

partner

Literal

CGCOM/
ELM

Entity involved in the provigion of the training or in the
drafting of the material.
elm:Organisation

Entidad
colaboradora

registration_date

dateTime

UpP

Registration date when the accreditation is requested

fecha registro

entryRequirement

skos: Concept

ELM

Specific eniry requirements or prerequisites of
individuals for which this specification is designed to
start this learning opportunity

profesiones
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TablE 4: SEAFORMEC attributes

Attributes with the Source/vocabulary "CGCOM" mean that they are either attributes
specific to the domain of the Consejo General de Colegios Oficiales de Médicos, or
attributes that have not been mapped to existing vocabularies and therefore need to be
defined.

BQM data model

To support the interoperability of credentials, existing semantic vocabularies have been
reused. The following table summarises the reused vocabularies/resources for the
SEAFORMEC accreditation, their domain, and the link to access the full vocabulary.
Vocabulary | Domain Namespace Link

/ Reference

CIR

Digital - ISO/IEC 18013-5: org.is0.18013.5.1 i?t?jl/js’g&and
elDAS 2 g i VCDM 11

Identit A I
dentity https://www.w3.0rg/2018/credentialsivl | - ox
(recognised

standards)

Verifiable
Credentials Verifiable

Data Model | Credentials https://www.w3.org/ns/credentials/v2 VCDM 2.0

(VCDM)
Core Postal
Location Addresses

http://data. .eu/ / LV
Vocabulary and p://data.europa.eu/m8g C
(CLV) Locations
European .
Learning Eggcl;_ztzla?:in http://data.europa.eu/snb/model/elm/ ELM
Model (ELM) g

Table 5: Reused vocabularies - BQM

The attributes defining the BQM training certificate are as follows:
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Term Cardinality [Type

Vocabulary

Definition

Current term (ES)

given_name 1 Literal

elDAS

Current first name(s), including middle name(s) whera
applicabile, of the user to whom the person identification data
relates.

This attribute could alse be described through the Core Person
‘Vocabulary / FOAF Ontology.

nombre

family_name Literal

elDAS

Current last name(s) or surnamea(s) of the user to whom the
person identification data relates.

Thig attribute could also be described through the Core Person
‘Vocabulary / FOAF Ontology.

apelidos

quaification A Object

EDC/ELM

Details about the gualfication achieved

title: sfring

ELM/DC

Multilingual name of the qualification.

s(ele|=
-

level A integer

Qualfication level infformation (NOF Level and EQFLevel)

fieldOfStudy

e
e

Object

CGCOM

Field of study information. Equivalent to elm:ISCEDF Code
"0912 Medicine / .."

trainingAwarded sfring

CGCOM

Type of training awarded. In this scenario: BOM.

titulo actividad formativa

trainingDuration 0.* Object

Duration of the study programme

startDate 1 dateTime

The date since when the activities take place. If not specified it
s undefined (not known).

fecha inicio

andDats 1 dataTime

The date until when the activities take/tock place.

fecha fin

volumeOflearning 1 duration

The estimated number of hours the learner is expected to
spend engaged in learning to earn the award. This would
nclude the notional number of hours in class, in group work, in
practicals, as well as hours engaged in seff-motivated study.

horas lectivas

creditPoint Object

The credit points assigned to the learning specification.

point 1 int

EEE

The credit points assigned to the learning specification.

créditos

framework 0.* Literal

The framework used to assign the credit points to the learning
specification. It should be provided using the Europass
Standard List of Educational Credit Systems.

UEMS - ECMEC's
SNS Credits

learningOutcomeas 0. skos:Concept

E

Learning cutcomas achieved. Knowledge, skills and
competences.

Contenidos dal curso

legalBasis 0.1 Literal

CGCOM

Reference to the SEAFORMEC-UEMS-SNS agreement and
accreditation.
Reference to the Spanish Natienal Health System credits.

foodnotes

identifier 1 Literal

ELM/IDC

An unambigucus reference to the resource within a given
context.

n® de registro

posthame 1 Literal

CLV

A name created and maintained for postal purposes to identify
a subdivision of addresses and postal delivery points. Usually

a city.

poblacidn

adminUnitL2 1 CodelLiteral

CLV

The name of a secondary levelregion of the address, usually
a county, state or other such area that typically encompasses
several localities. Values could be a region or province.

provincia

issuar 1 URI

VCDM

MNarme of the administrative authority that issued the person
ientification data, or the 13S0 3166 alpha-2 couniry code of the
respective Member State if there is no separate authority
entitted to issue person identification data.

emisor

legalName 1 Literal

ROV

The legal name of the business. A business might have more
than one legal name, particularly in countries with more than
one official language. In such cases the language of the string
should be identified.

nombre legal del emisor

issuing_country 1 Code

elDAS

Alpha-2 country code, as specified in ISO 3166-1, of the
country or territory of the provider of the EAA data.

pais

expirationDate 0.1 dateTimeStamp

VCDM

Represents the date and time the credential ceases to be
valid, which could be a date and time in the past or the future.
VCDM 2.0: validUntil

Caducidad / fecha
expiracion

issuanceDate 1 dateTime

VCDM

Date of formal issuance of the resource.

fecha emisidn

sponsor Literal

CGCOM /
ELM

An aentity, other than the training provider, that collaborates in
the development of the activity, either by providing funding,
resources, promoation or public endorsement.

They are not involved in the training provision or in the writing
of the material.

elm:Organisation

Patrocinador

partner Literal

CGCOM /
ELM

Entity invohved in the provision of the training or in the drafting
of the material.
elm:Organisation

Enfidad colaboradora

FIGURE 7: BQM attributes
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Attributes with the Source/vocabulary "CGCOM" mean that they are either attributes
specific to the domain of the Consejo General de Colegios Oficiales de Médicos, or
attributes that have not been mapped to existing vocabularies and therefore need to be
defined.

Issuance scenarios

There are several models for the issuance of credentials:

- Directly by the Authentic Source (AS), primary or secondary. Whether an authentic source
is primary or secondary will vary depending on the credential being issued and the origin of
the data. The result would be a non-Qualified Electronic Attestation of Attributes (EAA);.

- Through a Qualified Trust Service Provider (QTSP). Under the eIDAS Regulation we cannot
disallow a QTSP to issue doctor’s credentials. However, it will be required to have an
authorisation from the authentic source, whether primary or secondary. The result would be
a Qualified Electronic Attestation of Attributes (QEAA).

- Through a non-Qualified Trust Service Provider (TSP). An authorisation from the authentic
source, primary or secondary, will also be required. The result would be a non-Qualified
Electronic Attestation of Attributes (EAA). The issuance of physician credentials will not be
allowed to a TSP without prior authorisation/consent from the CGCOM.

Note:

Both trust service providers, qualified an non-qualified, would not be able to issue the
identity of the professional without verifyin the appropriate attributes against the authentic
source. In other words, they must prove/evidence that they have checked the identity of the
doctor and that they have “accessed” the authentic source. In both cases, the issuance of
(Q)EAAs would be subject to sectoral regulations or contractual agreements. Additionally,
in order to issue the identity of a physician, the (Q)TSP may be required to obtain additional
authorisations or permissions from the authentic source.

In addition to the issuing models, it is also necessary to consider what kind of credentials
areintended to beissued. They can be ephemeral(valid for less than 24 hours) or permanent
(valid for more than 24 hours). In the case that an electronic attestation of attributes is
ephemeral, there will be attributes of the data model that will not apply, such asthe attribute
‘validUntil’ that refers to the validity date. An ephemeral credential would also have no
revocation, as it expires automatically.
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CREDENTIAL’S VERIFICATION

The verification process ensures the validity and security of the credentials.
The Relying Party, when receiving an electronic attestation of attributes, must verify the
following:

- From the issuer: the verifier must validate the identity of the issuer, to verify that it is
legitimate (competent authority) and that it is authorised/recognised to issue specific types
of credentials;

It must also verify the dates of issuance and presentation of the credential, the data model
(JSON schema) used in the credential, as well as its status.

This status may vary depending on the type of credential. In other words, if a credential is
ephemeral, the user does not need to check the status of the credential, since the date of
issuance is sufficient and after 24 hours it is automatically expired. If the credential has a
“permanent” validity or validity of more than 24h, the relying party will need to validate the
status of the credential. This information is provided by the issuer through a list of statuses
(statusList2021 ), which can be as follows:

Active: the credentialis valid and can be trusted;

Suspended: the credential is temporarily invalidated,;

Revoked: the credential has been permanently invalidated;

Expired: the credentialis no longer valid due to temporary limitations;

o O O O

Updated: the credential has been replaced by a newer version.

- From the holder: the identity of the holder of the credential and its content is verified. In
order to verify that the person presenting the credential is the same person to whom it was
issued, there must be a signature mechanism called “key binding”.
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CREDENTIAL’S LIFE CYCLE

The life cycle of the electronic attestations of attributes have the following stages:

- Issuance: competent authorities issue the corresponding credentials;
- Submission:
o Selective disclosure: credential holders, in some cases, might share only the
necessary attributes instead of sharing the whole credential;
o Credentials are securely presented to relying parties.
- Verification: relying parties verify both the signatures on the credential and its contents;
- Revocation: mechanisms to revoke credentials and ensure they cannot be used after a
certain period of time or the information contained thereinis no longer true and is suspended
by the issuer. Revocation does not apply in the case of issuing ephemeral credentials.
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ANNEX 1:JSON DOCTORID

JSON Doctor ID

"Sschema": "https://json-schema.org/draft/2020-12/schema",
"title": "Doctor ID",
"description": "Schema for physicians identity credentials",
"type": "object",
"allOof": [
{
"Sref": "./node modules/@cef-ebsi/vcdml.l-attestation-
schema/schema.json"
}y
{
"properties": {
"id": |
"type": "string",
"format": "uri",
"description": "Unique identifier for the doctor ID credential"
by
"type": {
"type": "array",
"description": "Credential type definitions",
"items": {
"type": "string"
b
"default": ["VerifiableCredential", "DoctorIdCredential™]
by
"issuer": {
"type": "Object",
"description": "Information about the issuing institution",
"properties": {
"id": |
"type": "string",
"format": "uri",
"description": "Unique identifier of the issuing institution"
b
"name": {
"type": "Object",
"description": "Multilingual name of the issuing institution",
"additionalProperties": {
"type": "string"
}
}
}y
"required": ["id", "name"]
b
"issuanceDate": {
"type": "String",
"format": "date-time",
"description": "Date when the doctor ID was issued"

}y
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"credentialSubject": {
"type": "object",
"description": "Information about the doctor and their status",
"properties": {
"id": |
"type": "string"
b
"givenName": {
"description": "Current first name(s), including middle name (s)
where applicable, of the doctor.",
"type": "String"
by
"familyName": {
"description": "Current last name (s) or surname (s) of the
doctor.",
"type": "string"
b
"medicalBoard": {
"description": "Corresponds to the regional professional body of
physicians where the professional is registered.",
thpeu: "array",
"items": {
"type": "string",
"enum": [
"Alava/Araba",
"Albacete",
"Alicante",
"Almeria",
"Avila",
"Badajoz",
"Islas Baleares/Illes Balears",
"Barcelona",
"Burgos",
"Céaceres",
"Cadiz",
"Castelldn",
"Ciudad Real",
"Coérdoba",
"La Corufa/A Corufa",
"Cuenca",
"Gerona/Girona",
"Granada",
"Guadalajara",
"Guipuzcoa/Gipuzkoa",
"Huelva",
"Huesca",
"Jaén",
"Ledn",
"Lérida/Lleida",
"La Rioja",
"Lugo",
"Madrid",
"Malaga",
"Murcia",
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"Navarra",
"Orense/Ourense",
"Asturias",
"Palencia",

"Las Palmas",
"Pontevedra",
"Salamanca",
"Santa Cruz de Tenerife",
"Cantabria",
"Segovia",
"Sevilla",
"Soria",
"Tarragona",
"Teruel",
"Toledo",
"Valencia",
"Valladolid",
"Vizcaya/Bizkaia",

"Zamora",
"Zaragoza",
"Ceuta",
"Melilla"

]

}

I
"personalAdministrativeNumber": {

"description": "Identification number of the registered
physician.",

"type": "string",

"pattern": " ([0-9]{9})"

by
"legallyEntitled": {

"description": "Defines whether the professional is considered to
be qualified to practise medicine, and there is no record of the professional
having been sanctioned or disqualified from practising as a doctor..",

"type": "boolean"

s
"medicalSpeciality": {
"description": "Code representing the clinical specialty of the
clinician or provider who interacted with, treated, or provided a service to/for
the patient",

"type": "array",
"items": {
"type": "string",
"enum": [

"Allergology",

"Clinical Analysis",
"Pathological Anatomy",
"Anesthesiology and Reanimation",
"Angiology and Vascular Surgery",
"Digestive System",

"Clinical Biochemistry",
"Cardiology",

"Cardiovascular Surgery",
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}
o

"General and Digestive Surgery",

"Oral and Maxillofacial Surgery",
"Orthopedic Surgery and Traumatology",
"Pediatric Surgery",

"Plastic, Aesthetic, and Reconstructive Surgery",
"Thoracic Surgery",

"Medical-Surgical Dermatology and Venereology",
"Endocrinology and Nutrition",
"Stomatology",

"Clinical Pharmacology",

"Geriatrics",

"Medical Hydrology",

"Hematology and Hemotherapy",
"Immunology",

"Occupational Medicine",

"Family and Community Medicine",
"Physical Education and Sports Medicine",
"Forensic Medicine",

"Physical Medicine and Rehabilitation",
"Intensive Medicine",

"Internal Medicine",

"Nuclear Medicine",

"Preventive Medicine and Public Health",
"Microbiology and Parasitology",
"Nephrology",

"Pulmonology",

"Neurosurgery",

"Clinical Neurophysiology",
"Neurology",

"Obstetrics and Gynecology",
"Ophthalmology",

"Medical Oncology",

"Radiation Oncology",
"Otorhinolaryngology",

"Pediatrics and its Specific Areas",
"Psychiatry",

"Radiology",

"Rheumatology",

"Urology",

"General Medicine",

"Child and Adolescent Psychiatry",
"Certified General Physician"

"required": [

"id",

"givenName",

"familyName",
"personalAdministrativeNumber",
"medicalSpeciality"

]
}y
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"proof": {
"type" . "Obj ect" ,

"description": "Cryptographic proof of the credential",

"properties": {
"type": {
"type": "string",
"description": "Type of proof"
bo
"created": {
"type": "string",
"format": "date-time",
"description": "Date and time when the proof was
}r
"proofPurpose": {
"type": "string",
"description": "Purpose of the proof"
br
"verificationMethod": {
"type": "string",
"format": "uri",
"description": "Method used to verify the proof"

}y

"proofValue": {

"type": "string",
"description": "Value of the proof"
}
br
"required": [
"type",

"created",
"proofPurpose",
"verificationMethod",
"proofValue"

}

b

"required": [
"@Qcontext",
"id",
"type",
"issuer",
"issuanceDate",
"expirationDate",
"credentialSubject",
"proof"
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ANNEX 2: JSON ECIP

JSON ecip

{
"$schema": "https://json-schema.org/draft/2020-12/schema",
"$id": "https://eaa-rulebook.europa.eu/schemas/cps/0.0.1",
"title": "Doctor ID",

"description": "Schema for professional suitabilty credentials for physicians",

"type": "object",

"properties": {

"@context": {
"type": "array",

"description": "JSON-LD context",

"items": {
"type": "string"

b

"default": [
"https://www.w3.0rg/2018/credentials/v1",
"https://eaa-rulebook.europa.eu/2023/credentials/cps/v01"

]
b
uidu.{
"type": string",
"format": "uri",
"descrlptlon". "Unique identifier for the doctor ID credential"
2
"type": {
"type": "array",
"description": "Credential type definitions",
"items": {
"type": "string"
|3
"default": ["VerifiableCredential", "ProfessionalSuitabilityCredential"]
b
"issuer": {
"type": "object",
"description": "Information about the issuing institution”,
"properties": {

"'(jlh {
"type": String",

"format": ,
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"description": "Unique identifier of the issuing institution"

2
"name": {
"type": "object",
"description": "Multilingual name of the issuing institution",

"additionalProperties": {

"type": "string"
}
}
2
"required": ["id", "name"]

b
"issuanceDate": {
"type": "string",
"format": "date",
"description": "Date when the doctor ID was issued"
2
"expirationDate": {
"type": "string",
"format": "date",
"description": "Date when the eCIP expires"
13
"credentialSubject": {
"type": "object",
"description": "Information about the doctor and their status",
"properties": {

llidll: {
"type": "string",
"format": "uri"
b

"givenName": {

g DC4EU
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"description": "Current first name(s), including middle name(s) where applicable, of the

user to whom the person identification data relates.",

n,n

"type": "string"
2

"familyName": {

"description": "Current last name(s) or surname(s) of the user to whom the person

identification data relates.",
"type": "string"
b
"legally_entitled": {
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"description": "Defines whether the professional is considered to be qualified to
practise medicine, and there is no record of the professional having been sanctioned or
disqualified from practising as a doctor.",

"type": "boolean"

2
"medical_registration": {

"description": "National or Regional professional body to which the physician has been
registered.",

"type": "array",

"items": {

"properties": {
"medical_board": {
"description": "Corresponds to the regional professional body of physicians where
the professionalis registered.",
"type": "object",
"items": {

"type": "string",

"enum": [
"Alava/Araba",
"Albacete",

"Alicante",
"Almeria",
"Avila",
"Badajoz",
"Islas Baleares/Illes Balears",
"Barcelona",
"Burgos",
"Caceres",
"Cadiz",
"Castellén”,
"Ciudad Real",
"Cérdoba",
"La Corufia/A Coruna",
"Cuenca",
"Gerona/Girona",
"Granada",
"Guadalajara",
"Guipuzcoa/Gipuzkoa",
"Huelva",
"Huesca",
"Jaén",
"Ledn",
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"Lérida/Lleida",
"La Rioja",
"Lugo",

"Madrid",
"Malaga",
"Murcia",
"Navarra",
"Orense/Ourense",
"Asturias",
"Palencia",

"Las Palmas",
"Pontevedra",
"Salamanca",
"Santa Cruz de Tenerife",
"Cantabria",
"Segovia",
"Sevilla",

"Soria",
"Tarragona",
"Teruel",
"Toledo",
"Valencia",
"Valladolid",
"Vizcaya/Bizkaia",

"Zamora",
"Zaragoza",
"Ceuta",
"Melilla"
]
}
2

"personal_administrative_number": {
"description": "ldentification number of the registered physician.",
"type": "string",
"pattern”: "([0-9}{9})"
2
"membership_start_date": {
"description": "Date from which a professional has been registered to the National
or Regional Physicians Body.",

"type": "string",
"format": "date"

b
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"membership_end_date": {
"description": "Date fromwhich a professional has been deregistered to the National
or Regional Physicians Body",
"type": "string",
"format": "date"
}
}
}
}
2
"required": ["id", "givenName", "familyName", "medical_registration", "legally_entitled"]
13
"proof": {
"type": "object",
"description": "Cryptographic proof of the credential",
"properties": {
"type":{
"type": "string",
"description": "Type of proof"
|3
"created": {
"type": "string",
"format": "date-time",
"description": "Date and time when the proof was created"
b
"proofPurpose": {
"type": "string",
"description": "Purpose of the proof"
|3
"verificationMethod": {

"type": "string",

"format": "uri",

"description": "Method used to verify the proof"
|3
"proofValue": {

"type": "string",

"description": "Value of the proof"

}

}

required": ["type", "created", "proofPurpose", "verificationMethod", "proofValue"]

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
no. 101102611 Page 41 of 46




g DC4EU
)

DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | D5.3: Initiatives Mapping and Alignment Checklist (V 3.0

"required": ["@context", "id", "type", "issuer", ‘"issuanceDate", "expirationDate",
"credentialSubject”, "proof"]

}
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ANNEX 3: JSON SEAFORMEC ACCREDITATION

JSON seaformec
{
"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://eaa-rulebook.europa.eu/2023/credentials/trainingCert/v01"
1,
"id": "https://professional-example.eu/credentials/trainingCert/1234",
"type": ["VerifiableCredential", "ContinuousMedicalTrainingAccreditation"],
"issuer": {
"id": "122333444",
"legalName": {
"en": "Foundation for Research, Teaching, Training, and Professional Competence of
Registered Physicians in Spain",
"es": "Fundacion para la Formacion de la Organizacién Médica Colegial de Espafna”
}
}

"issuanceDate": "2024-12-01",
"expirationDate": "2026-12-01",
"credentialSubject": {
"id": "123456789",
"authorizationClaims": {
"accreditationType": "Buen Quehacer del Médico (BQM)",
"report": {
"eqgfLevel": 8
2
"accreditingAgent": [
{
"id": "https://professional-example.eu/credentials/trainingCert/UEMS-EACCME",

"name": "Consejo Europeo de Acreditacion de la Formacién Médica Continuada de la
Unién Europea de Médicos Especialistas (UEMS)"

2
{
"id": "https://professional-example.eu/credentials/trainingCert/FFOMC",
"name": "Fundacion para la Formacion de la Organizacion Médica Colegial de Espana”
}
I
"limitQualification": {
"id":"28461379",
"title": "Buen Quehacer del Médico (BQM) - Relacién médico-paciente",
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"alternativeLabel": "BQM - Relacién médico-paciente”,
"trainingDuration": {

"startDate": "2024-11-24",

"endDate": "2024-11-27"

}

volumeOfLearning": "PT10H",
"mode": [
{
"id": "http://data.europa.eu/snb/learning-assessment/9191af2ed9",
"type": "Concept",
"inScheme": {
"id": "http://data.europa.eu/snb/learning-assessment/25831c2",
"type": "ConceptScheme"
2
"prefLabel": {
"en": "Presential",
"es": "Presencial"
}
}
1,
"creditPoint": [
{
"id": "urn:epass:creditPoint: 1",
"type": "CreditPoint",
"framework": {
"id": "http://data.europa.eu/snb/education-credit/60b314e826",
"type": "Concept",
"inScheme": {
"id": "http://data.europa.eu/snb/education-credit/25831c2",
"type": "ConceptScheme"
2
"prefLabel": {

"en": "Spanish National Health System Continuing Education Credits",

"es": "Crédicos Espafioles de Formaciéon Continuada del Sistema Nacional de
Salud"
}
|3
"point": "1,5"
2
{

"id": "urn:epass:creditPoint:2",
"type": "CreditPoint",
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"framework": {

"id": "http://data.europa.eu/snb/education-credit/e82660b314",

"type": "Concept",

"inScheme": {

"id": "http://data.europa.eu/snb/education-credit/31¢c2258",
"type": "ConceptScheme"

2
"prefLabel": {

"en": "Spanish Medical Professional Body of Accreditation for CPD/FMC. / European
Accreditation Council for Continuing Medical Education de la Union Européenne de
Médecins Spécialistes (UEMS).",

"es": "Consejo Profesional Médico Espanol de Acreditacion para el DPC/FMC. /
Consejo Europeo de Acreditacion de la Formacion Médica Continuada de la Unidn Europea
de Médicos Especialistas (UEMS)."

}
2
"point": "10"

}
1,
"limitJurisdiction": "https://publications.europa.eu/resource/authority/atu/EUR",
"reviewDate": "2024-12-01T14:11:44Z2"
2
"sponsor": "Sponsor of training activity, if any",
"partner": "Partner of training activity, if any"
}
2
"proof": {
"type": "EcdsaSecp256k1Signature2019",
"created": "2024-12-01T10:25:43Z7",
"proofPurpose": "assertionMethod",
"verificationMethod":
"did:ebsi:JnGXUhL3xWtL5Fst3EVb2A9PZGnuq)BWNrpCTNQkBNHPhNHSq#keys-1",
"proofValue":
"ZaGPRyMuPW2X5yCWuLiQTjB3RPJWAyxgQLbDpzeXPuVfJfHAiz58DAdFfa9SkqZMVPxAQp
ic7ndSayn6RrxWE2mSmFU"

}
}
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ANNEX 4: JSON BQM

JSON bgm
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