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EXECUTIVE SUMMARY  

European University Alliances Context and Implementation Evidence 

The European Universities Initiative, launched in 2019, has established over 60 

transnational alliances comprising more than 500 higher education institutions across 

Europe. These alliances face significant operational challenges in enabling cross-

institutional access to resources and services due to fragmented identity systems, complex 

access provisioning, limited mobility support, and unclear governance relationships. 

AllianceID addresses these challenges through a fundamentally decentralised and 

sovereignty-respecting model that leverages the DC4EU hybrid trust framework. The 

credential enables students and staff to prove their affiliation with a European University 

Alliance, facilitating seamless access to distributed resources, services, and opportunities 

across all alliance partner institutions. 

Business Value of the Hybrid Approach for Alliance Governance 

The Pilot2 hybrid approach successfully combines classical Public Key Infrastructure 

(PKI) for legal entity identification with decentralised PKI (dPKI) via the European 

Blockchain Services Infrastructure (EBSI) for governance representation and authorisation 

management. This architecture addresses the complex multi-institutional governance 

characteristic of university alliances whilst maintaining compatibility with existing 

institutional infrastructure. 

Key Innovation: AllianceID establishes a standardised mechanism for students and staff 

to prove their affiliation with a European University Alliance, enabling seamless access to 

distributed resources, services, and opportunities across all alliance partner institutions. 

Crucially, AllianceID empowers universities with complete autonomy and 

sovereignty to issue credentials based purely on their recognised membership in an 

alliance, without requiring the alliance itself to establish a separate legal entity or 

complex legal agreements. 

Technical Achievements and Operational Readiness 

DC4EU Pilot2 successfully validated the AllianceID technical architecture as part of the 

complete sectoral EAA catalogue. The implementation demonstrated: 

• Distributed issuer capability: Member institutions can issue AllianceID 

credentials autonomously using existing infrastructure 

• Multi-alliance support: Universities participating in multiple alliances can issue 

distinct AllianceID credentials for each alliance using a single issuer platform 

• Hybrid trust verification: Wallet implementations successfully verify both 

classical PKI legal entity identity and dPKI governance authorisations via EBSI 

Verifiable Data Registries (VDRs) 



• Privacy-preserving verification: Relying parties verify alliance membership 

without requiring credential holder notification to the issuer institution 

• Status management: Revocation and suspension capabilities through 

StatusList2021 mechanisms published to VDRs 

Strategic Alignment with European Universities Initiative 

AllianceID directly supports the strategic objectives of the European Universities Initiative 

by: 

• Enabling deep transnational cooperation: Seamless cross-institutional resource 

access without administrative barriers 

• Facilitating integrated educational experiences: Students access learning 

opportunities across entire alliance networks 

• Supporting evidence-based alliance evaluation: Usage data demonstrates 

alliance impact and effectiveness 

• Providing scalable sustainability model: Standards-based approach ensures long-

term viability and replicability across all European University Alliances 

Strategic Positioning 

AllianceID represents a paradigm shift from aspirational alliance policy rhetoric to 

operational digital infrastructure supporting tangible student and staff experiences. The 

credential's flexible governance framework accommodates diverse alliance structures 

(centralised, distributed, hybrid) without imposing rigid models, whilst the hybrid trust 

architecture enables machine-verification of complex multi-institutional governance 

relationships. 

Executive Conclusion 

AllianceID, as conceptualised and technically validated through DC4EU, establishes the 

feasibility of digital identity infrastructure specifically designed for multi-institutional, 

transnational higher education collaboration. The successful hybrid trust approach provides 

a blueprint for alliances across Europe to implement operational digital identity solutions 

that enhance mobility, streamline resource sharing, strengthen alliance integration, and 

fundamentally preserve institutional autonomy whilst maximising benefits for European 

citizens—students and staff—who can accumulate multiple alliance credentials reflecting 

their diverse affiliations and opportunities. 

 
 
 



1. INTRODUCTION 

The European higher education landscape is undergoing profound transformation 
through the European Universities Initiative, which aims to create transnational 
alliances developing long-term structural, strategic, and sustainable partnerships. 
These alliances promote European values and identity, strengthen European 
competitiveness, and create truly European inter-university campuses where 
students, staff, and researchers move seamlessly across borders. 
 
As of 2025, over 65 European University Alliances have been established, comprising 
more than 500 higher education institutions across Europe. However, these alliances 
face significant operational challenges in enabling cross-institutional access to 
resources and services, primarily due to fragmented identity systems, complex 
access provisioning processes, limited mobility support mechanisms, unclear 
governance relationships, and recognition gaps for external stakeholders. 
 
This implementation report presents AllianceID as a novel credential type 
specifically designed to address these challenges whilst respecting the fundamental 
principle of institutional autonomy that characterises European higher education. 
Unlike pre-existing credentials, AllianceID enables universities to issue verifiable 
attestations of alliance membership to their students and staff based solely on the 
institution's recognised participation in a European University Alliance, without 
requiring separate alliance legal entities or complex bilateral agreements. 
 
The report demonstrates how the DC4EU Pilot2 hybrid trust framework—combining 
classical PKI for legal entity identification with decentralised PKI via EBSI for 
governance authorisation management—successfully addresses the unique multi-
institutional, transnational governance requirements of European University 
Alliances. The architecture preserves institutional sovereignty, enables seamless 
multi-alliance participation for both universities and individuals, and provides 
privacy-preserving verification mechanisms supporting alliance-wide resource 
sharing and collaboration. 
 
This document is structured to provide comprehensive guidance for European 
University Alliances, member institutions, European Commission directorates-
general, Member States, and quality assurance bodies seeking to implement 
AllianceID as operational infrastructure supporting the European Universities 
Initiative strategic objectives. 



2. ALLIANCEID AS A NOVEL CREDENTIAL FOR EUROPEAN UNIVERSITY 
ALLIANCES 

2.1 Context and Strategic Rationale 

The European Universities Initiative, launched in 2019, aims to create transnational 

alliances of higher education institutions that develop long-term structural, strategic, and 

sustainable partnerships. These alliances promote European values and identity, strengthen 

European competitiveness, and create truly European inter-university campuses where 

students, staff, and researchers move seamlessly across borders. 

As of 2024, over 60 European University Alliances have been established, comprising 

more than 500 higher education institutions across Europe. These alliances face significant 

operational challenges in enabling cross-institutional access to resources and services: 

Pre-AllianceID Challenges: 

1. Fragmented Identity Systems: Each alliance partner maintains separate 
identity management infrastructure 

2. Complex Access Provisioning: Manual processes required for cross-
institutional resource access 

3. Limited Mobility Support: Students and staff face administrative barriers 
when accessing services at partner institutions 

4. Governance Complexity: Unclear authority relationships and accountability 
across alliance structures 

5. Recognition Gaps: External stakeholders lack mechanisms to verify alliance 
membership and associated entitlements 

AllianceID Revolutionary Approach: 

AllianceID addresses these challenges through a fundamentally decentralised and 

sovereignty-respecting model: 

1. University Autonomy: Each university retains complete sovereignty to issue 

AllianceIDs based solely on its recognised membership in an alliance by competent 

authorities (typically DG EAC). No additional legal structures, bilateral 

agreements, or alliance-level legal entities are required. 

2. Multiple Alliance Membership: Students and staff can hold multiple AllianceIDs 

if their home institution participates in several alliances, enabling access to diverse 

European networks without administrative complexity. A student at Sorbonne 

University (member of 4EU+, CIVIS, and other alliances) can simultaneously hold 

multiple AllianceIDs, each unlocking different alliance-specific resources and 

opportunities. 



3. Simplified Legal Framework: Unlike traditional cross-institutional arrangements 

requiring extensive legal agreements and governance structures, AllianceID 

leverages the simple fact of alliance membership recognition. The alliance itself 

requires no separate legal entity (CIF) or corporate structure—each university acts 

autonomously based on verifiable authorisations stored in Verifiable Data 

Registries (VDRs). 

4. GDPR Compliance by Design: The wallet-based model fundamentally simplifies 

GDPR compliance. Rather than complex data-sharing agreements between 

institutions requiring extensive data processing contracts, students themselves 

transport their data through their personal wallet. The student controls precisely 

which attributes are shared, with whom, and for what purpose, eliminating bulk 

institutional data transfers and significantly reducing data protection risks and 

administrative overhead. 

5. Unified Digital Identity Infrastructure: AllianceID provides a single, convenient 

means—the EUDI Wallet—that simultaneously serves multiple critical functions: 

o Identity verification (through PID integration) 
o Institutional membership (EducationalID) 
o Alliance affiliation (AllianceID itself) 
o Authentication across distributed services 
o Authorisation for resource access 
o Legal document transport (transcripts, diplomas, professional 

qualifications) with full cross-border legal validity and institutional 
responsibility 

This consolidated approach eliminates the need for multiple cards, systems, logins, and 

authentication mechanisms, dramatically simplifying the student and staff experience 

whilst enhancing security and privacy. 

2.2 Institutional Sovereignty and Authorisation Model 

Fundamental Principle: Universities issue AllianceIDs autonomously, based purely on 

their recognised status as members of a European University Alliance. 

Authorisation Chain (Distributed Model Example): 

European Commission DG EAC (Root Trusted Accreditation Organisation - 

RootTAO) 

  ↓ recognises alliance through governance EAA 

European University Alliance (e.g., UNA Europa) 

  ↓ recognition attests to member institutions 

Member University (e.g., University of Bologna) 

  ↓ issues autonomously 

AllianceID to enrolled students/staff 

Critical Distinction: The alliance itself does not issue credentials in this distributed 

model—rather, the verifiable recognition of a university's membership in the alliance 

(stored in VDRs and attested by DG EAC governance EAAs) provides sufficient authority 



for the university to issue AllianceIDs. This preserves institutional autonomy whilst 

maintaining verifiable governance. 

Governance EAA Structure: 

DG EAC issues a governance EAA recognising the alliance and its member institutions. 

Each university's authorisation to issue AllianceIDs derives from this recognised 

membership, which is machine-verifiable through EBSI VDRs. Example: 

{ 

  "@context": ["https://www.w3.org/2018/credentials/v1"], 

  "id": "urn:uuid:alliance-recognition-una-europa-2024", 

  "type": ["VerifiableCredential", "GovernanceEAA", 

"AllianceRecognition"], 

  "issuer": { 

    "id": "did:ebsi:zDGEAC1234567890", 

    "name": "European Commission DG EAC" 

  }, 

  "issuanceDate": "2024-01-15T00:00:00Z", 

  "credentialSubject": { 

    "id": "did:ebsi:zUNAEuropaAlliance", 

    "allianceCode": "UNAEUROPA", 

    "memberInstitutions": [ 

      {"name": "KU Leuven", "country": "BE", "did": 

"did:ebsi:zKULeuven"}, 

      {"name": "University of Bologna", "country": "IT", "did": 

"did:ebsi:zUniBo"}, 

      {"name": "Freie Universität Berlin", "country": "DE", "did": 

"did:ebsi:zFUBerlin"} 

    ], 

    "authorisationType": "AllianceIDIssuanceCapability", 

    "scope": { 

      "credentialTypes": ["AllianceID"], 

      "autonomousIssuance": true, 

      "comment": "Member institutions may issue AllianceIDs autonomously 

to their students/staff based on this recognised membership" 

    } 

  } 

} 

Key Advantages of This Model: 

1. No Legal Entity Required: The alliance requires no separate legal entity, 

corporate structure, or fiscal identity number (CIF). Member universities issue 

credentials based on verifiable recognition. 

2. Institutional Sovereignty: Each university retains complete control over issuance 

to its own students/staff, without dependency on central alliance infrastructure. 

3. Multiple Alliance Participation: Universities participating in multiple alliances 

can issue distinct AllianceIDs for each, empowering students to access multiple 

alliance ecosystems simultaneously. 

4. Simplified Governance: Avoids complex governance structures, delegation 

agreements, and legal coordination required by centralised models. 



2.3 Multiple Alliance Membership: Student Empowerment 

Potential scenario: A doctoral student at Sorbonne University (Paris) is enrolled at an 

institution participating in multiple European University Alliances: 

• 4EU+ Alliance (Sorbonne, Charles University Prague, Heidelberg, 
Copenhagen, Warsaw, Milan, Geneva) 

• CIVIS Alliance (Aix-Marseille coordinates, but Sorbonne has partnership 
arrangements) 

Benefits of Multiple AllianceIDs: 

1. Diverse Resource Access: The student holds separate AllianceIDs for each 

alliance, unlocking: 
o Library resources across all 4EU+ institutions 
o Research facilities in CIVIS partner universities through special 

arrangements 
o Learning platforms and digital resources specific to each alliance 
o Physical access to laboratories and collaborative spaces 

2. Career Opportunities: Access to alliance-specific job boards, internship 

programmes, and industry partnerships from multiple networks exponentially 

increases professional opportunities. 

3. Mobility Flexibility: Short-term research stays at different partners within each 

alliance without complex administrative processes for each visit. 

4. Intellectual Community: Participation in multiple alliance seminars, conferences, 

and academic events, broadening intellectual networks. 

5. Lifelong Learning: Access to continuing education and alumni services across 

multiple alliance networks post-graduation. 

Implementation Simplicity: Each AllianceID is independently verifiable through VDRs. 

When the student presents an AllianceID to access a service, the relying party verifies: 

• The issuing university's DID 
• The university's recognised membership in the specific alliance (via DG EAC 

governance EAA) 
• The validity and non-revocation status of the credential 

No coordination between alliances is required—each functions independently whilst 

sharing the same technical and governance infrastructure. 

Contrast with Traditional Models: 

Traditional physical alliance cards or federated authentication systems typically support 

only single alliance membership due to: 



• Technical limitations of physical card infrastructure 
• Complex bilateral federation agreements required for each alliance 
• Inability to represent multiple institutional affiliations simultaneously 
• Administrative burden of managing multiple authentication credentials 

AllianceID's verifiable credential model eliminates these constraints, enabling students to 

accumulate alliance memberships as their home institution joins or participates in multiple 

European collaborations. 

2.4 GDPR Simplification Through User-Centric Data Transport 

Traditional Cross-Institutional Data Sharing Challenges: 

Under traditional models, enabling student access to services at partner institutions 

required: 

1. Complex Data Processing Agreements: Bilateral or multilateral contracts 
between all partner institutions defining data processing roles, 
responsibilities, and liabilities 

2. Bulk Data Transfers: Student personal data transmitted between 
institutional systems 

3. Distributed Data Stores: Student information replicated across multiple 
institutional databases 

4. Consent Management Complexity: Tracking and managing consent for data 
processing across multiple processors 

5. Data Subject Rights Challenges: Managing access, rectification, and 
erasure requests across distributed systems 

6. Cross-Border Data Flows: Additional complexity when partners span 
multiple Member States 

AllianceID Wallet-Based Model: 

AllianceID fundamentally transforms this architecture: 

1. User-Controlled Data Transport: Students carry their own data in their personal 

EUDI Wallet. When accessing a service at a partner institution, the student presents 

their AllianceID (and any additional attributes) directly from their wallet. No 

institutional data transfer occurs—the student mediates all data sharing. 

2. Minimised Data Processing Agreements: Partner institutions require only 

simplified agreements defining what attributes can be requested and for what 

purposes. No bulk data transfer agreements or processor-controller relationships 

between institutions for student data. 

3. Real-Time Consent: Each credential presentation requires explicit student 

consent. The wallet interface clearly displays: 

o What attributes are being requested 



o By whom (relying party identity and authorisation) 
o For what purpose 
o What legal basis applies 

Students approve or decline each request, providing genuine control over personal 

data. 

4. No Data Replication: Partner institutions do not store student data from other 

alliance members (except as temporarily necessary for service provision). This 

eliminates data replication risks, reduces storage liabilities, and simplifies data 

security. 

5. Simplified Data Subject Rights: Students exercise their rights (access, 

rectification, erasure) directly with their home institution (the credential issuer). 

Partner institutions hold minimal data requiring GDPR compliance. 

6. Transparent Processing: Complete audit trail in the student's wallet showing who 

accessed what data, when, and for what purpose—far exceeding traditional 

transparency requirements. 

GDPR Compliance Benefits: 

• Article 6 (Lawful Basis): Consent is explicit and documented for each data 
presentation 

• Article 9 (Special Categories): Selective disclosure enables minimum 
necessary data sharing 

• Article 13-14 (Information to Data Subjects): Wallet interface provides 
real-time information about data processing 

• Article 15 (Right of Access): Complete processing history in user's wallet 
• Article 17 (Right to Erasure): Simplified as data not widely replicated 
• Article 20 (Data Portability): Inherent—data resides in user's control 
• Article 30 (Records of Processing Activities): Simplified as minimal cross-

institutional processing occurs 

Operational Benefits: 

• Estimated 60-80% reduction in legal and compliance staff time dedicated to 
cross-institutional data sharing agreements 

• Elimination of most Data Protection Impact Assessments (DPIAs) for routine 
alliance service access 

• Significant reduction in data breach risks and associated liabilities 
• Simplified national data protection authority notifications and consultations 

Institutional Risk Reduction: 

Traditional alliance data sharing models expose institutions to: 



• Joint and several liability for data breaches affecting shared data 
• Complex incident response coordination across multiple jurisdictions 
• Regulatory investigations spanning multiple data protection authorities 
• Reputational damage from partner institution data handling failures 

The wallet-based model substantially reduces these risks by eliminating bulk data sharing 

and placing students in control of their own data flows. 

2.5 Unified Wallet: Consolidating Identity, Membership, Authentication, 
Authorisation, and Legal Documents 

Comprehensive Digital Identity Infrastructure: 

The EUDI Wallet with AllianceID represents a paradigm shift from fragmented credential 

and authentication systems to a unified, user-controlled digital identity infrastructure: 

Single Wallet Contents for a University Student: 

1. Personal Identification (PID): Government-issued foundational identity 
(eIDAS-compliant) 

2. EducationalID: Institutional affiliation credential from home university 
3. AllianceID(s): One or more alliance membership credentials 
4. European Student Card: Mobility and cross-border recognition credential 
5. MyAcademicID: Research and education network identity (if applicable) 
6. Academic Achievements: Diplomas, transcripts, micro-credentials, 

certificates 
7. Professional Qualifications: Licensed professional credentials (if 

applicable) 

Unified Functionality: 

Identity Verification: The PID provides foundational identity for high-assurance 

scenarios. Educational and alliance credentials are cryptographically linked to the PID, 

ensuring authentic identity binding. 

Institutional & Alliance Membership: EducationalID and AllianceID(s) attest to current 

affiliations, enabling: 

• Service access (libraries, IT systems, facilities) 
• Discount verification (student discounts, cultural services) 
• Event registration (academic conferences, alliance activities) 

Authentication: Credentials enable secure authentication to digital services without 

passwords: 



• Institutional learning management systems 
• Alliance collaboration platforms 
• Research databases and digital libraries 
• Third-party services recognising educational credentials 

Authorisation: Credentials carry authorisation information enabling automatic access 

provisioning: 

• Role-based access (student, staff, researcher) 
• Attribute-based access (degree programme, academic level) 
• Alliance-specific entitlements (resource access rights) 

Legal Document Transport: Credentials serve as legally valid documents with cross-

border recognition: 

• Diplomas and transcripts with qualified electronic seals 
• Professional licensing credentials recognised across Member States 
• Academic certificates for employment, further study, or professional 

registration 
• Full eIDAS 2.0 legal equivalence to paper documents 

Convenience Benefits: 

1. Single Device: Smartphone or tablet replaces physical student card, professional 

licence, paper transcripts, authentication tokens, and access cards. 

2. Unified Interface: One application for all identity, authentication, and credential 

management tasks. 

3. Automatic Updates: Credential renewals, status changes, and new issuances 

automatically appear in the wallet. 

4. Privacy Control: Granular control over what information is shared with each 

relying party—selective disclosure prevents over-sharing. 

5. Offline Capability: Critical credentials (PID, EducationalID, AllianceID) function 

offline for physical access control and identity verification scenarios. 

6. Cross-Border Interoperability: Full functionality across all EU Member States 

and associated countries without additional setup or configuration. 

7. Lifelong Utility: Credentials transition seamlessly from student to alumni to 

professional contexts, supporting lifelong learning and career development. 

Security & Trust Benefits: 

• Cryptographic Authentication: No passwords to forget, phish, or steal 
• Multi-Factor Verification: Biometric device unlock combined with credential 

possession 
• Real-Time Status Verification: Relying parties verify credential validity and 

non-revocation instantly 



• Tamper-Evident: Cryptographic signatures prevent credential forgery or 
modification 

• Privacy-Preserving: Zero-knowledge proofs and selective disclosure 
minimise personal data exposure 

Comparison: Traditional vs Unified Wallet Model 

Table 2 Traditional vs Unified Wallet Model 

Function Traditional Model Unified Wallet Model 
Identity 
Verification 

Physical ID cards, passports PID in wallet 

Institutional 
Membership 

Physical student/staff cards EducationalID credential 

Alliance Access Separate cards/systems per 
alliance 

Multiple AllianceIDs in 
single wallet 

Authentication Multiple usernames/passwords Cryptographic credential 
presentation 

Authorisation Manual provisioning, email 
verification 

Automatic based on 
verified credentials 

Legal Documents Paper transcripts, certified 
copies 

Verifiable credentials with 
qualified signatures 

Updates Manual card replacement, 
document requests 

Automatic credential 
updates 

Privacy Uncontrolled attribute release Selective disclosure by 
user 

Cross-Border Use Limited recognition, manual 
verification 

Automatic recognition 
across EU 

2.6 European University Alliances Context 

Notable European University Alliances Include: 

Table 3 European University Alliances examples 

Alliance 
Name 

Full Title Coordinating 
Institution 

Member 
Institutions 

Focus Areas 

UNA 
Europa 

Una Europe KU Leuven 
(Belgium) 

11 
universities 
across 11 
countries 

Research-
intensive 
comprehensive 
universities 

YUFE Young 
Universities for 
the Future of 
Europe 

University of 
Bremen 
(Germany) 

8 universities 
+ 2 
associates 

Young 
universities, 
societal 
engagement 



EUTOPIA European 
University 
Alliance 

VU 
Amsterdam 
(Netherlands) 

10 
universities 

Connected 
universities 
across Europe 

4EU+ 4EU+ Alliance Sorbonne 
University 
(France) 

8 universities Research 
excellence, 
European 
integration 

CIVIS A European Civic 
University 

Aix-Marseille 
University 
(France) 

11 
universities 

Civic 
engagement, 
social 
responsibility 

EPICUR European 
Partnership for 
an Innovative 
Campus Unifying 
Regions 

University of 
Strasbourg 
(France) 

9 universities Liberal arts and 
sciences, mobility 

Each alliance operates with distinct governance structures, strategic priorities, and 

operational models, creating diversity that AllianceID must accommodate whilst 

maintaining interoperability. 

2.7 Data Model and Schema Definition 

The AllianceID schema, implemented in accordance with the W3C Verifiable Credentials 

Data Model (VCDM), comprises a minimalist but extensible structure designed to 

accommodate diverse alliance governance models. 

Core Required Attributes 
Table 4 Core Required Attributes 

Attribute Description Format 
id Unique identifier of the credential subject (typically a DID) String 

(DID) 
identifier Object containing university alliance identification 

information 
Object 

Identifier Object Structure 

The identifier object within AllianceID uses the SCHAC 

europeanUniversityAllianceCode attribute: 

Table 5 Identifier Object Structure 

Sub-
Attribute 

Description Format Required 

schemeID Schema used to define alternative 
identification 

String Yes 



value Alliance identifier value String Yes 
id URI of the identifier URI format 

string 
No 

Identifier Format Specification 

The AllianceID identifier follows a standardised format: 

urn:schac:europeanUniversityAllianceCode:int:euai:<sHO>:<code> 

Components: 

• urn:schac:europeanUniversityAllianceCode: Fixed prefix indicating 
SCHAC alliance code scheme 

• int:euai: Fixed international alliance identifier namespace 
• <sHO>: schacHomeOrganization of the alliance (the DNS domain of the 

alliance coordination structure) 
• <code>: Unique alliance code (e.g., UNAEUROPA, YUFE, EUTOPIA) 

Example Identifiers: 

• UNA Europa: urn:schac:europeanUniversityAllianceCode:int:euai:una-
europa.eu:UNAEUROPA 

• YUFE: 
urn:schac:europeanUniversityAllianceCode:int:euai:yufe.eu:YUFE 

• CIVIS: 
urn:schac:europeanUniversityAllianceCode:int:euai:civis.eu:CIVIS 

This structure ensures consistency across alliances whilst providing clear identification of 

the specific alliance to which an individual belongs. 

2.8 Example Credential 
{ 

  "@context": [ 

    "https://www.w3.org/2018/credentials/v1", 

    "https://europa.eu/2023/credentials/allianceid/v1" 

  ], 

  "id": "urn:uuid:7c8aed6e-57b4-45cf-b0f9-1d7bc2d8c84a", 

  "type": ["VerifiableCredential", "VerifiableAllianceID"], 

  "issuer": { 

    "id": "did:ebsi:zUniBologna123", 

    "name": { 

      "en": "University of Bologna", 

      "it": "Università di Bologna" 

    }, 

    "type": "HigherEducationInstitution" 

  }, 

  "issuanceDate": "2024-09-15T00:00:00Z", 

  "validFrom": "2024-09-15T00:00:00Z", 



  "expirationDate": "2026-08-31T23:59:59Z", 

  "credentialSubject": { 

    "id": "did:key:z6MkhaXgBZDvotDkL5257faiztiGiC2QtKLGpbnnEGta2doK", 

    "identifier": { 

      "schemeID": "urn:schac:europeanUniversityAllianceCode", 

      "value": "urn:schac:europeanUniversityAllianceCode:int:euai:una-

europa.eu:UNAEUROPA", 

      "id": "urn:schac:europeanUniversityAllianceCode:int:euai:una-

europa.eu:UNAEUROPA" 

    } 

  }, 

  "credentialStatus": { 

    "id": "https://api-pilot.ebsi.eu/.../status-list/alliance-

id/1#78901", 

    "type": "StatusList2021Entry", 

    "statusPurpose": "revocation" 

  }, 

  "proof": { 

    "type": "EcdsaSecp256k1Signature2019", 

    "created": "2024-09-15T00:00:00Z", 

    "proofPurpose": "assertionMethod", 

    "verificationMethod": "did:ebsi:zUniBologna123#keys-1", 

    "jws": 

"eyJhbGciOiJFUzI1NksiLCJiNjQiOmZhbHNlLCJjcml0IjpbImI2NCJdfQ..." 

  } 

} 

2.9 Relationship to Other Educational Credentials 

AllianceID complements rather than replaces other educational credentials: 

Table 6 AllianceID complements other educational credentials 

Credential 
Type 

Scope Issuer Primary 
Purpose 

Relationship to 
AllianceID 

PID Legal identity Member 
State 

Foundation 
for all 
credentials 

Required for 
AllianceID 
issuance 

EducationalID Institutional 
affiliation 

Home 
institutio
n 

Access to 
home 
institution 
services 

Co-issued with 
AllianceID for 
students 

AllianceID Alliance affiliation Member 
institutio
n 

Cross-
institutiona
l alliance 
access 

Extends 
institutional 
identity to 
alliance 

European 
Student Card 

EU mobility Home 
institutio
n + DG 
EAC 

European 
education 
area 
mobility 

Complementar
y for mobility 
scenarios 



MyAcademicI
D 

Research/educatio
n federation 

NREN + 
institutio
n 

Academic 
resource 
access 

May co-exist for 
research-
intensive users 

Design Principle: AllianceID is more specific than general educational identifiers 

(EducationalID) but less formal than foundational identities (PID). It is cross-institutional 

by design to support alliance mobility and resource sharing. 

 



3. DC4EU IMPLEMENTATION OF ALLIANCEID 

3.1 Governance Framework for European University Alliances 

The AllianceID governance framework addresses the unique multi-institutional, 

transnational nature of European University Alliances whilst accommodating diverse 

alliance structures and operational models. 

3.1.1 Governance Models: Centralised vs Distributed 

European University Alliances adopt various governance structures, which the AllianceID 

framework must accommodate: 

Model A: Centralised Alliance Issuer 

The alliance operates a central coordination office that acts as the Trusted Issuer for 

AllianceID: 

European Commission DG EAC (RootTAO) 

  ↓ authorises 

Alliance Coordination Office (Trusted Issuer) 

  ↓ issues 

AllianceID to students/staff across all member institutions 

Advantages: 

• Consistent issuance practices across alliance 
• Clear accountability and governance 
• Simplified authorisation chains 

Challenges: 

• Requires alliance to maintain issuer infrastructure 
• Dependency on central office operations 
• Identity matching across multiple institutional databases 

Model B: Distributed Institutional Issuers (Recommended) 

Member institutions issue AllianceID on behalf of the alliance: 

European Commission DG EAC (RootTAO) 

  ↓ recognises alliance 

Alliance Recognition (via Governance EAA) 

  ↓ attests to member institutions 

Member Institution 1, 2, 3... (Autonomous Issuers) 

  ↓ issue 



AllianceID to their own students/staff 

Advantages: 

• Leverages existing institutional issuer infrastructure 
• Direct integration with institutional identity sources 
• Decentralised operational responsibility 
• Preserves institutional autonomy and sovereignty 
• No alliance legal entity required 
• Enables multiple alliance participation seamlessly 

Challenges: 

• Requires coordination on common standards 
• Potential inconsistencies in issuance practices (mitigated through 

governance EAAs) 

DC4EU Pilot2 Recommendation: Hybrid flexibility enabling alliances to adopt either 

model based on their governance maturity, technical capability, and strategic preferences. 

However, Model B (Distributed Institutional Issuers) is strongly recommended as it 

maximises institutional sovereignty, eliminates legal entity requirements, and scales 

efficiently for universities participating in multiple alliances. 

I'll search the project knowledge to find the AllianceID Implementation Report 
structure and content.Let me search for more specific content from the AllianceID 
Implementation Report to ensure I have complete coverage of all sections.Let me 
continue searching for more sections to provide comprehensive coverage.Now let 
me search for Section 3, 4, and 5 content as well as the Annexes.Based on my 
comprehensive search of the project knowledge, I can now provide the AllianceID 
Implementation Report content following the same structure as found in the project 
knowledge. Let me create this document with Sections 2.1.2 through 5.4 and 
Annexes A-C. 

3.1.2 Authorisation Chains 

The AllianceID authorisation framework establishes clear authority relationships 
within the European educational governance ecosystem. 

Example: UNA Europa Authorisation Chain (Distributed Model) 

European Commission DG EAC (RootTAO) 

  ↓ issues governance EAA recognising 

UNA Europa Alliance and its member institutions 

  ↓ each member institution authorised to issue 

AllianceID to students/staff enrolled at that institution 



VDR Representation: 

{ 

  "@context": ["https://www.w3.org/2018/credentials/v1"], 

  "id": "urn:uuid:alliance-gov-una-europa-2024-001", 

  "type": ["VerifiableCredential", "GovernanceEAA", 

"AllianceRecognition"], 

  "issuer": { 

    "id": "did:ebsi:zDGEAC1234567890", 

    "name": "European Commission DG EAC" 

  }, 

  "issuanceDate": "2024-01-15T00:00:00Z", 

  "expirationDate": "2027-12-31T23:59:59Z", 

  "credentialSubject": { 

    "id": "did:ebsi:zUNAEuropaAlliance", 

    "legalName": "UNA Europa Alliance", 

    "allianceCode": "UNAEUROPA", 

    "coordinatingInstitution": { 

      "name": "KU Leuven", 

      "country": "BE", 

      "did": "did:ebsi:zKULeuven" 

    }, 

    "memberInstitutions": [ 

      {"name": "Freie Universität Berlin", "country": "DE", "did": 

"did:ebsi:zFUBerlin"}, 

      {"name": "University of Edinburgh", "country": "GB", "did": 

"did:ebsi:zEdinburgh"}, 

      {"name": "University of Helsinki", "country": "FI", "did": 

"did:ebsi:zHelsinki"}, 

      {"name": "Jagiellonian University", "country": "PL", "did": 

"did:ebsi:zJagiellonian"}, 

      {"name": "University of Bologna", "country": "IT", "did": 

"did:ebsi:zUniBo"}, 

      {"name": "Universitat de Barcelona", "country": "ES", "did": 

"did:ebsi:zUB"}, 

      {"name": "Université Paris 1 Panthéon-Sorbonne", "country": "FR", 

"did": "did:ebsi:zParis1"}, 

      {"name": "Koç University", "country": "TR", "did": 

"did:ebsi:zKoc"}, 

      {"name": "University of Zagreb", "country": "HR", "did": 

"did:ebsi:zZagreb"}, 

      {"name": "University of Tartu", "country": "EE", "did": 

"did:ebsi:zTartu"} 

    ], 

    "authorisationType": "AllianceIDIssuanceCapability", 

    "scope": { 

      "credentialTypes": ["AllianceID"], 

      "eligibilityCategories": ["student", "staff", "researcher"], 

      "geographicScope": "European Union + associated countries", 

      "autonomousIssuance": true, 

      "comment": "Member institutions may autonomously issue AllianceIDs 

to their enrolled students/staff based on this recognised alliance 

membership" 

    }, 

    "governanceFramework": { 

      "document": "https://www.una-europa.eu/governance-framework", 



      "approvalDate": "2023-12-01", 

      "approvalBody": "UNA Europa Board" 

    } 

  }, 

  "credentialStatus": { 

    "id": "https://api-pilot.ebsi.eu/.../status-list/alliance-

gov/1#001", 

    "type": "StatusList2021Entry", 

    "statusPurpose": "revocation" 

  } 

} 

Example: YUFE Authorisation Chain (Distributed Model) 

European Commission DG EAC (RootTAO) 

  ↓ recognises 

YUFE Alliance and member institutions 

  ↓ each member institution autonomously issues: 

University of Bremen issues AllianceID to Bremen students/staff 

Maastricht University issues AllianceID to Maastricht students/staff 

Carlos III University of Madrid issues AllianceID to UC3M students/staff 

[... remaining member institutions ...] 

Each member institution's authority to issue AllianceIDs derives from the DG EAC 
governance EAA recognising the alliance, stored in EBSI VDRs and verifiable by any 
relying party. 

3.1.3 Quality Assurance and Alliance Recognition 

AllianceID issuance authority derives from European Commission DG EAC 
recognition of the alliance, typically linked to: 

• Selection through competitive process: Alliances selected through 
European Universities Initiative calls 

• Grant agreement compliance: Adherence to terms and conditions of 
Erasmus+ funding 

• Strategic objectives alignment: Contribution to European Education Area 
development 

• Quality assurance: Member institutions hold appropriate national 
accreditations 

Governance EAA Integration: 

DG EAC governance EAAs for alliances may reference: 

• Grant agreement numbers 
• Selection round and evaluation results 
• Strategic priorities and commitments 



• Reporting and monitoring requirements 

This integration makes alliance legitimacy and recognition status machine-verifiable, 
enhancing trust and transparency. 

3.2 Technical Architecture - Hybrid Approach (Pilot2) 

The Pilot2 hybrid architecture for AllianceID implements the same two-stage 
verification process proven successful for other DC4EU credentials. 

3.2.1 Two-Step Verification During Issuance 

Step 1: Classical PKI Verification 

Issuance Context: 

• Wallet verifies issuer's X.509 certificate 
• Certificate chain validation to recognised Certificate Authority 
• Confirms legal entity identity of member institution 

Purpose: Establishes legal entity legitimacy using mature, well-understood PKI 
mechanisms. 

Step 2: Decentralised PKI (dPKI) via VDRs/EBSI 

Issuance Context: 

• DID resolution through EBSI infrastructure 
• Query VDRs: "Is this institution a recognised member of [specific alliance] 

authorised to issue AllianceID?" 
• Verification of authorisation scope:  

o Confirmation of alliance recognition by DG EAC 
o Validation of institution's membership in the alliance 
o Checking eligibility categories (student, staff, researcher) 
o Confirming authorisation remains active (not revoked/suspended) 

Purpose: Provides governance-aware verification specific to alliance structures, 
enabling automated trust establishment for novel multi-institutional credentials. 

Critical Verification Logic: 

When a wallet receives an AllianceID from University of Bologna: 

1. Classical PKI: "This credential is issued by University of Bologna (legal entity 
verified)" 



2. dPKI/VDR Query: "Is University of Bologna a recognised member of UNA 
Europa alliance?" 

3. VDR Response: Returns DG EAC governance EAA listing University of Bologna 
as UNA Europa member 

4. Trust Establishment: Wallet confirms University of Bologna has authority to 
issue UNA Europa AllianceIDs 

3.2.2 Identity Matching Challenges and Solutions 

AllianceID issuance requires identity matching between the individual presenting 
their PID and institutional records of eligible students/staff. This presents unique 
challenges in alliance contexts: 

Challenge 1: Distributed Data Sources 

Students and staff are enrolled/employed at their home institutions, not the alliance 
itself. 

Solution (Distributed Issuer Model - Recommended): 

• Each member institution issues AllianceID using its own authoritative data 
sources (Student Information Systems, HR databases) 

• No cross-institutional identity matching required 
• Alliance-wide unique identifiers (e.g., alliance student numbers) facilitate 

cross-referencing if needed for specific use cases 

Challenge 2: Mobility and Virtual Mobility Participants 

Students may participate in alliance activities without formal enrolment transfer 
(virtual mobility, joint courses, short-term exchanges). 

Solution: 

• Flexible eligibility criteria based on alliance programme participation 
• Supplementary attestations from home institutions confirming alliance 

activity participation 
• Time-limited AllianceID credentials aligned with programme duration 

Challenge 3: Alumni and Associates 

Some alliances wish to extend AllianceID to alumni or associate members (partner 
organisations, industry collaborators). 

Solution: 



• Extended credential subject types with distinct affiliation indicators 
• Governance EAA scope definitions specifying eligible categories 
• Separate authorisation chains for non-student/staff categories if required 

3.2.3 Credential Lifecycle Management 

AllianceID implements comprehensive lifecycle management: 

Issuance Triggers: 

• Enrolment at any alliance member institution (automatic issuance option) 
• Registration for alliance-specific programmes or mobility activities 
• Employment commencement at alliance member institution 
• Explicit application by eligible students/staff 

Validity Period: 

• Typically aligned with academic year or alliance programme duration 
• Renewal processes based on continued eligibility verification 
• Long-term issuance for staff and researchers with indefinite alliance 

engagement 

Revocation/Suspension Triggers: 

• De-enrolment from member institution 
• Programme completion or withdrawal 
• Employment termination at member institution 
• Violation of alliance policies or codes of conduct 
• Alliance membership changes (institution leaving alliance - rare but possible) 

Status List Implementation: 

AllianceID credentials reference EBSI VDR-based status lists enabling: 

• Privacy-preserving revocation checking without issuer contact 
• Real-time status verification by relying parties 
• Audit trails for governance and accountability 

Critical Feature - Institutional Control: 

Because each institution issues AllianceIDs to its own students/staff, revocation and 
lifecycle management remain under institutional control. If a student leaves 
University of Bologna, Bologna revokes the AllianceID—no coordination with the 



alliance or other member institutions required. This preserves institutional 
sovereignty over credential lifecycle. 

3.3 Issuance and Verification Workflows 

AllianceID follows the standardised DC4EU 14-step issuance and 15-step 
verification workflows, with alliance-specific adaptations. 

Issuance Workflow (14 Steps) 

Phase 1: Learner Initiation and Authentication (Steps 1-4) 

Step 1: Eligible individual accesses member institution portal offering AllianceID 
issuance 
Step 2: Service requires EUDI Wallet with eID means 
Step 3: Issuer verifies individual's PID 
Step 4: Identity matching against institutional eligibility records (student/staff 
database at issuing institution) 

Phase 2: Wallet Engagement and Trust Establishment (Steps 5-9) 

Step 5-7: Standard wallet engagement and secure connection 
Step 8 - CRITICAL: Hybrid verification with alliance-specific authorisation checking: 

• Classical PKI: Wallet verifies issuer certificate (University X) 
• dPKI/VDR: Wallet queries: "Is University X a recognised member of [Alliance 

Y] authorised to issue AllianceID?" 

Step 9: Enhanced trust reporting: 

• Alliance recognition status by DG EAC 
• Institution's membership in specific alliance 
• Alliance governance framework compliance 
• Member institution list and recognition status 

Phase 3: Credential Preparation and Delivery (Steps 10-14) 

Step 10: Status list creation and VDR publication 
Steps 11-14: Standard credential issuance, verification, consent, and storage 

Verification Workflow (15 Steps) 

When a relying party (e.g., partner institution library, alliance event organiser, 
collaborative research facility) requests AllianceID verification: 



Key Verification Steps: 

Step 8: Extended verification including: 

• Query VDRs to confirm issuer institution's membership in claimed alliance 
• Validate alliance identifier format and authenticity 
• Check alliance recognition status by DG EAC 

Step 10: Selective disclosure enabling user choice of attributes shared 
Step 13: Status checking via VDR (revocation/suspension) 
Step 15: Service provision based on verified alliance membership 

Example Verification Scenario: 

A student from University of Bologna (UNA Europa member) visits University of 
Helsinki library: 

1. Student presents AllianceID via wallet 
2. Helsinki library system receives credential 
3. Classical PKI verifies: "Issued by University of Bologna" 
4. dPKI/VDR verifies: "University of Bologna is UNA Europa member" (queries DG 

EAC governance EAA) 
5. Status check: Credential not revoked 
6. Helsinki grants library access based on verified UNA Europa membership 

3.4 Pilot2 Implementation Context 

Whilst DC4EU Pilot2 did not implement AllianceID in production (as European 
University Alliances were not pilot participants), the technical architecture for 
AllianceID was fully specified and aligns with the successfully piloted credentials 
(MyAcademicID, European Student Card, EducationalID, educational achievements, 
and micro-credentials). 

Key Technical Alignment: 

• Identical hybrid trust model (classical PKI + dPKI/VDRs) 
• Same 14-step issuance and 15-step verification workflows 
• Consistent use of W3C VCDM and SCHAC standards 
• Uniform EBSI VDR integration patterns 
• Common status list mechanisms for revocation/suspension 

Readiness for Deployment: 



The successful implementation of over 8,000 wallet transactions across 
participating institutions demonstrates that the technical infrastructure, governance 
frameworks, and operational processes are production-ready for AllianceID 
deployment when European University Alliances choose to adopt wallet-based 
credentials. 

 



4. BENEFITS FOR UNIVERSITIES AND EUROPEAN UNIVERSITY ALLIANCES 

4.1 Strategic Benefits for European University Alliances 

Benefit 1: Enhanced Cross-Institutional Mobility 

AllianceID eliminates administrative friction for students and staff moving between 
alliance member institutions: 

Pre-AllianceID Challenges: 

• Manual authentication processes at each partner institution 
• Bilateral access provisioning agreements required 
• Weeks or months for access approval 
• Limited integration with institutional systems 

With AllianceID: 

• Instant verification of alliance membership 
• Automated access provisioning based on verified credential 
• Seamless service access across all member institutions 
• Single credential for entire alliance ecosystem 

Use Case Example: Student on Short-Term Mobility 

Maria, a student at University of Bologna (UNA Europa member), spends a semester 
at Freie Universität Berlin (also UNA Europa): 

1. Maria holds AllianceID issued by University of Bologna 
2. Upon arrival in Berlin, Maria presents AllianceID to library, sports centre, 

student services 
3. Systems verify AllianceID through EBSI VDRs, confirming UNA Europa 

membership 
4. Access automatically provisioned without manual intervention 
5. Maria accesses resources at Edinburgh, Helsinki, and other UNA Europa 

members during visits using same AllianceID 

Benefit 2: Streamlined Resource Sharing 

Alliances often establish shared resources (digital libraries, research equipment, 
learning platforms) requiring efficient access management: 

AllianceID-Enabled Resource Sharing: 



• Digital Library Consortia: Single sign-on to alliance-wide electronic resource 
subscriptions 

• Learning Management Systems: Cross-institutional course enrolment using 
AllianceID verification 

• Research Infrastructure: Equipment booking and facility access across 
alliance partners 

• Collaborative Spaces: Physical and virtual alliance collaboration 
environments 

Operational Efficiency Gains: 

• Elimination of manual access request processing: estimated 2-4 hours 
administrative time per request 

• Reduction in helpdesk contacts: 30-50% decrease in access-related support 
requests 

• Faster resource provisioning: from weeks to minutes 

Benefit 3: Enhanced Alumni Engagement and Lifelong Learning 

AllianceID can extend beyond active student/staff status to encompass alumni and 
lifelong learners: 

Alumni AllianceID: 

• Lifelong connection to alliance community 
• Access to continuing education programmes across alliance 
• Alumni networking events and services 
• Reduced-fee access to alliance resources 

Strategic Value: 

• Strengthens alumni relations across transnational alliance network 
• Supports lifelong learning and professional development 
• Enhances alliance brand and graduate loyalty 

Benefit 4: Transparent Governance and Accountability 

AllianceID makes alliance governance machine-verifiable and transparent: 

Governance Transparency: 

• Clear authority chains from DG EAC through alliance to member institutions 
• Machine-readable governance frameworks accessible via VDRs 
• Real-time verification of alliance recognition status 



• Audit trails for credential issuance and verification 

Accountability Benefits: 

• European Commission can monitor alliance credential activities through VDR 
analytics 

• Member institutions demonstrate compliance with alliance governance 
• External stakeholders verify alliance legitimacy without manual investigation 

4.2 Benefits for Member Institutions 

Benefit 1: Enhanced Institutional Profile and Attractiveness 

Participation in European University Alliances, made tangible through AllianceID, 
enhances institutional attractiveness: 

Student Recruitment: 

• Alliance membership as competitive differentiator 
• Clear value proposition: one enrolment, access to multiple institutions 
• Tangible evidence of European integration and quality 

Staff Recruitment: 

• Alliance network as professional development opportunity 
• Collaborative research and teaching environments 
• Pan-European career pathways 

Benefit 2: Reduced Administrative Burden 

AllianceID automates access management processes that previously required 
substantial administrative effort: 

Administrative Time Savings: 

Table 7 Administrative Time Savings 

Process Pre-AllianceID 
Time 

With 
AllianceID 

Time Saved per 
Instance 

Student mobility access 
setup 

4-8 hours 5 minutes 3.9-7.9 hours 

Staff visiting researcher 
access 

2-6 hours 5 minutes 1.9-5.9 hours 

Alumni service 
provisioning 

1-3 hours 5 minutes 0.9-2.9 hours 



Resource access 
troubleshooting 

30-60 minutes 5 minutes 25-55 minutes 

Annual Savings Estimate (Medium Alliance, ~10 institutions, ~50,000 
students/staff): 

Assuming 5% of students participate in cross-institutional mobility annually (2,500 
students), plus staff exchanges and alumni engagement: 

• Student mobility: 2,500 × 5 hours saved = 12,500 hours 
• Staff exchanges (500 annually): 500 × 4 hours = 2,000 hours 
• Alumni services (1,000 annually): 1,000 × 2 hours = 2,000 hours 
• Total: 16,500 administrative hours saved annually 
• At €30/hour average cost: €495,000 annual savings across alliance 
• Per institution (10 members): €49,500 annual savings 

Benefit 3: Data Protection and Privacy Compliance 

AllianceID enhances GDPR compliance for cross-institutional data sharing: 

Privacy-by-Design Features: 

• Data minimisation: Only necessary attributes shared with relying parties 
• User control: Students approve each credential presentation 
• Transparency: Complete audit trail in wallet 
• Data portability: Students hold their own credentials 
• No bulk data transfers between institutions 

GDPR Simplification: 

Traditional cross-institutional data sharing requires complex data processing 
agreements between alliance partners. AllianceID's wallet-based model 
fundamentally simplifies this: 

Traditional Model Challenges: 

1. Complex Controller-Processor Relationships: Multiple institutions acting 
as joint controllers or processors 

2. Bulk Data Transfers: Student personal data transmitted between 
institutional systems 

3. Distributed Data Stores: Student information replicated across multiple 
institutional databases 

4. Consent Management Complexity: Tracking and managing consent for data 
processing across multiple processors 



5. Data Subject Rights Challenges: Managing access, rectification, and 
erasure requests across distributed systems 

6. Cross-Border Data Flows: Additional complexity when partners span 
multiple Member States 

AllianceID Wallet-Based Model: 

AllianceID fundamentally transforms this architecture: 

1. User-Controlled Data Transport: Students carry their own data in their 
personal EUDI Wallet. When accessing a service at a partner institution, the 
student presents their AllianceID (and any additional attributes) directly from 
their wallet. No institutional data transfer occurs—the student mediates all 
data sharing. 

2. Minimised Data Processing Agreements: Partner institutions require only 
simplified agreements defining what attributes can be requested and for what 
purposes. No bulk data transfer agreements or processor-controller 
relationships between institutions for student data. 

3. Real-Time Consent: Each credential presentation requires explicit student 
consent. The wallet interface clearly displays: 

o What attributes are being requested 
o By whom (relying party identity and authorisation) 
o For what purpose 
o What legal basis applies 

Students approve or decline each request, providing genuine control over 
personal data. 

4. No Data Replication: Partner institutions do not store student data from 
other alliance members (except as temporarily necessary for service 
provision). This eliminates data replication risks, reduces storage liabilities, 
and simplifies data security. 

5. Simplified Data Subject Rights: Students exercise their rights (access, 
rectification, erasure) directly with their home institution (the credential 
issuer). Partner institutions hold minimal data requiring GDPR compliance. 

6. Transparent Processing: Complete audit trail in the student's wallet showing 
who accessed what data, when, and for what purpose—far exceeding 
traditional transparency requirements. 

4.3 Benefits for Policy and Strategy 

Benefit 1: Alignment with European Policy Objectives 



AllianceID directly supports the strategic objectives of the European Universities 
Initiative: 

Policy Alignment: 

• European Education Area: Tangible mechanism for seamless mobility 
• Digital Education Action Plan: Practical implementation of digital identity for 

learners 
• European Universities Initiative: Infrastructure supporting deep institutional 

integration 

Benefit 2: Evidence Base for Impact Assessment 

AllianceID credentials generate usage data supporting evaluation of alliance 
effectiveness: 

Metrics Enabled: 

• Cross-institutional resource usage patterns 
• Student and staff mobility frequencies and destinations 
• Service access across alliance (library, research facilities, events) 
• Geographic distribution of alliance engagement 

Strategic Value: 

• Evidence-based alliance governance and planning 
• Demonstration of alliance impact to European Commission 
• Data-driven continuous improvement 

Benefit 3: Scalability and Sustainability Model 

AllianceID provides a scalable model applicable to future alliance cohorts: 

Replication Pathway: 

• Standardised technical architecture applicable to all alliances 
• Governance frameworks adaptable to diverse alliance structures 
• Implementation guidance and best practices from early adopters 
• Reduced time and cost for subsequent alliance implementations 

Sustainability: 

• Open-source technical components 
• European infrastructure (EBSI) ensuring long-term availability 



• Standards-based approach future-proofing investments 

 



5. IMPLEMENTATION PATHWAY AND RECOMMENDATIONS 

5.1 Alliance Adoption Strategy 

Phase 1: Alliance Readiness Assessment (Months 1-3) 

Governance Assessment: 

• Evaluate alliance governance structure and decision-making processes 
• Identify optimal issuer model (centralised vs distributed - recommend 

distributed) 
• Map authority relationships and approval workflows 
• Document alliance eligibility criteria for AllianceID 

Technical Readiness: 

• Assess member institutions' digital infrastructure maturity 
• Identify technical coordination mechanisms 
• Evaluate existing identity federation capabilities (eduGAIN, SAML, etc.) 
• Determine integration requirements with institutional systems 

Policy and Legal Framework: 

• Review data protection implications of cross-institutional credential sharing 
(noting simplified GDPR compliance with wallet model) 

• Establish alliance-wide terms of use for AllianceID 
• Define acceptable use policies 
• Secure approval from alliance governance bodies and member institution 

leadership 

Phase 2: Pilot Deployment Within Alliance (Months 4-9) 

Limited Cohort Pilot: 

• Select pilot user group from 2-3 member institutions (50-100 students/staff) 
• Issue AllianceID credentials (distributed issuer model recommended) 
• Establish initial verification use cases:  

o Library access at partner institutions 
o Learning management system cross-institutional enrolment 
o Alliance events and activities registration 

Infrastructure Deployment: 



• Deploy issuer platform(s) at pilot member institutions 
• Establish DIDs and register with EBSI 
• Coordinate with DG EAC for governance EAA recognising alliance and 

member institutions 
• Configure status list management and VDR integration 
• Implement verification capabilities at pilot relying party services 

User Experience Evaluation: 

• Gather feedback from pilot users 
• Assess technical performance and interoperability 
• Identify workflow improvements and policy refinements 
• Document lessons learned for scaled deployment 

Phase 3: Alliance-Wide Deployment (Months 10-18) 

Scaled Issuance: 

• Extend AllianceID issuance to all eligible students and staff across alliance 
• Integrate with institutional enrolment and HR processes 
• Automate credential lifecycle management (issuance, renewal, revocation) 
• Establish support services across member institutions 

Comprehensive Service Integration: 

• Deploy verification capabilities across all major alliance shared services 
• Integrate with physical access control systems (laboratories, buildings) 
• Enable alumni AllianceID for lifelong learning and engagement 
• Develop external relying party engagement (cultural institutions, transport, 

retail) 

Monitoring and Evaluation: 

• Track usage metrics and service adoption rates 
• Assess administrative time savings and cost reductions 
• Gather ongoing user feedback 
• Report to alliance governance bodies and European Commission 

5.2 Governance Establishment Recommendations 

Recommendation 1: Secure European Commission Recognition and 
Governance EAA 



Alliances must engage with DG EAC to obtain formal governance EAA recognising 
alliance and member institutions: 

Actions: 

• Initiate dialogue with DG EAC regarding AllianceID governance framework 
• Provide documentation of alliance governance structure and strategic 

objectives 
• Demonstrate compliance with European Universities Initiative requirements 
• Request issuance of governance EAA attesting to alliance recognition and 

member institutions 

Timeline: 

• Initial contact: Month 1 of implementation process 
• Documentation submission: Month 2-3 
• Governance EAA issuance: Month 4-6 (coordinated with pilot deployment) 

Recommendation 2: Adopt Distributed Issuer Model for Maximum Sovereignty 

Alliances should prioritise the distributed institutional issuer model: 

Rationale: 

• Preserves institutional autonomy and sovereignty 
• Eliminates requirement for alliance legal entity 
• Enables multiple alliance participation seamlessly 
• Leverages existing institutional infrastructure 
• Reduces operational dependencies 

Actions: 

• Document common standards and policies for AllianceID issuance across 
members 

• Establish coordination mechanisms ensuring consistency 
• Define escalation procedures for governance disputes or policy violations 
• Provide member institutions with implementation guidance and support 

Recommendation 3: Integrate with Quality Assurance and Alliance Evaluation 

AllianceID should integrate with European Universities Initiative monitoring and 
evaluation frameworks: 

Actions: 



• Include AllianceID implementation in alliance strategic plans and 
deliverables 

• Report on AllianceID usage and impact in European Commission reporting 
cycles 

• Document contribution of AllianceID to alliance objectives (mobility, 
integration, impact) 

• Coordinate with European University Alliances community of practice 

5.3 Technical Implementation Recommendations 

Recommendation 4: Adopt Hybrid Trust Model (Pilot2 Architecture) 

Alliances should implement the Pilot2 hybrid approach combining classical PKI with 
dPKI/VDRs: 

Rationale: 

• Proven successful across multiple DC4EU pilot scenarios 
• Accommodates complex multi-institutional governance 
• Enables revocation, suspension, and privacy-preserving verification 
• Future-proofs investment through standards-based architecture 

Implementation: 

• Deploy both X.509 certificates and DIDs for issuer institutions 
• Register authorisations in EBSI VDRs 
• Implement status list management 
• Configure hybrid verification protocols in wallet and verifier components 

Recommendation 5: Ensure Interoperability with National and Institutional 
Infrastructure 

AllianceID implementation should integrate with existing digital infrastructure: 

Identity Federation Integration: 

• Leverage eduGAIN federation for identity lookup where applicable 
• Integrate with institutional SAML IdPs for authentication 
• Support attribute release from institutional identity sources 

Learning and Administrative Systems: 

• Connect AllianceID issuance with Student Information Systems (SIS) 
• Integrate with Learning Management Systems (LMS) for automated enrolment 



• Link to HR systems for staff credential management 

Physical Access Control: 

• Enable AllianceID-based building and facility access where feasible 
• Integrate with existing campus card systems (transitional approach) 

Recommendation 6: Prioritise User Experience and Support 

AllianceID success depends on positive user experiences and comprehensive 
support: 

User-Centric Design: 

• Minimise user friction (simple issuance and presentation workflows) 
• Provide clear explanations in multiple languages (alliance language diversity) 
• Support diverse user populations (students, staff, researchers, alumni) 
• Ensure accessibility compliance (WCAG 2.1 AA minimum) 

Support Infrastructure: 

• Establish alliance-wide helpdesk for AllianceID queries 
• Provide documentation and FAQs in multiple languages 
• Train institutional staff on AllianceID support procedures 
• Create user communities for peer support and feedback 

5.4 Sustainability and Evolution 

Long-Term Operational Sustainability 

Cost Structures: 

Table 8 Cost Structures 

Cost 
Component 

Distributed Issuers 
(Recommended) 

Centralised 
Issuer 

Hybrid Model 

Initial 
Implementation 

€300,000-500,000 (across 
all institutions) 

€150,000-
300,000 

€200,000-
400,000 

Annual 
Operations 

€80,000-120,000 (across 
all institutions) 

€40,000-
80,000 

€60,000-100,000 

Per-Institution 
Cost 

€6,000-10,000 per 
institution 

Shared across 
alliance 

€6,000-10,000 
per institution 

Note: Distributed issuer model costs are higher overall but distribute across 
institutions, preserve sovereignty, and eliminate single points of failure. 



Funding Sources: 

• European Universities Initiative grant allocations 
• Institutional contributions (proportional to size/usage) 
• European Commission digital infrastructure funding programmes 
• Savings from administrative efficiency gains (ROI within 2-3 years) 

Evolution Pathways 

AllianceID as Foundation for Alliance Credential Ecosystem: 

AllianceID serves as gateway credential enabling richer alliance-specific credentials: 

Student holds AllianceID 

  ↓ enables issuance of 

Alliance Micro-Credentials (joint programmes, alliance certificates) 

  ↓ recognised as 

Contributions to degree qualifications at home institution 

  ↓ lead to 

Joint degrees or alliance-awarded qualifications 

This progressive credentialing aligns with European Approach to Micro-Credentials 
and supports innovative alliance pedagogical models. 

Integration with Broader European Initiatives: 

• European Digital Credentials for Learning (EDC): AllianceID as component 
of EDC infrastructure 

• Europass: AllianceID integration with Europass digital credentials 
• European Student Card: Complementary credentials for comprehensive 

mobility support 
• EUDI Wallet Ecosystem: AllianceID as use case demonstrating EUDI Wallet 

value for education 

 



6. CONCLUSION AND STRATEGIC VALUE 

6.1 Transformative Potential for European University Alliances 

AllianceID represents a paradigm shift in how European University Alliances enable 
cross-institutional collaboration and mobility. By providing standardised, verifiable, 
and privacy-preserving digital credentials that respect institutional sovereignty, 
AllianceID transforms the alliance model from aspirational policy rhetoric to 
operational digital infrastructure supporting tangible student and staff experiences. 

Critical Success Factors: 

1. Institutional Sovereignty: Universities retain complete autonomy to issue 
AllianceIDs based on verifiable alliance membership 

2. No Legal Entity Required: Alliances function without separate corporate 
structures or fiscal identities 

3. Multiple Alliance Participation: Students and staff accumulate multiple 
AllianceIDs seamlessly 

4. GDPR Simplification: User-centric data transport eliminates complex data-
sharing agreements 

5. Unified Wallet Experience: Single device consolidates identity, 
membership, authentication, authorisation, and legal documents 

6.2 Key Success Factors 

The successful conceptualisation and technical validation of AllianceID within 
DC4EU relied upon several critical factors: 

1. Flexible Governance Framework: Accommodation of diverse alliance 
structures (centralised, distributed, hybrid) without imposing rigid models 

2. Hybrid Trust Architecture: Combination of classical PKI and dPKI enabling 
machine-verification of complex multi-institutional governance 

3. Standards-Based Approach: Adoption of W3C VCDM, SCHAC, and eIDAS 
2.0 ensuring interoperability and long-term sustainability 

4. User-Centric Design: Focus on simplifying mobility and resource access 
rather than technical complexity 

5. Strategic Alignment: Clear connection to European Universities Initiative 
objectives and broader European Education Area development 

6.3 Strategic Recommendations 

For European University Alliances: 



Adopt AllianceID as core infrastructure supporting alliance strategic objectives, 
particularly cross-institutional mobility, resource sharing, and alumni engagement. 
Prioritise the distributed issuer model to preserve institutional sovereignty, 
eliminate legal entity requirements, and enable seamless multiple alliance 
participation. Invest in digital infrastructure and governance frameworks enabling 
AllianceID implementation as part of alliance operational development. 

For Member Institutions: 

Engage proactively with alliance AllianceID initiatives, recognising the substantial 
administrative efficiency gains, enhanced student/staff experience, and 
strengthened institutional profile that implementation delivers. Allocate resources 
for issuer infrastructure deployment, staff training, and service integration to 
maximise AllianceID value. 

For the European Commission: 

Support AllianceID deployment through: 

• Issuance of governance EAAs recognising alliances and member institutions 
• Technical guidance and best practice sharing across alliances 
• Integration with broader European digital identity and education initiatives 
• Funding mechanisms supporting initial implementation costs 
• Monitoring and evaluation frameworks capturing alliance credential usage 

and impact 

For Policy Makers: 

Recognise AllianceID as exemplar of how digital credentials can operationalise 
European policy objectives in higher education. Use AllianceID implementation as 
learning laboratory for broader deployment of verifiable credentials across European 
education and training sectors. 

6.4 Concluding Observations 

AllianceID demonstrates that complex multi-institutional governance structures can 
be effectively represented through hybrid trust models combining classical and 
decentralised PKI approaches. The DC4EU pilot has proven that the technical 
architecture, governance frameworks, and operational processes are production-
ready for deployment by European University Alliances seeking to provide tangible 
digital infrastructure supporting their strategic objectives. 

The credential's flexibility accommodates diverse alliance governance models whilst 
maintaining interoperability through standards-based architecture. Integration with 



broader educational credential ecosystems (EducationalID, European Student Card, 
educational achievements, micro-credentials) positions AllianceID as essential 
component of comprehensive digital identity for mobile learners and educators. 

The next phase requires coordinated action across alliance, institutional, national, 
and European levels to translate technical feasibility into widespread operational 
deployment. This includes securing European Commission governance EAAs, 
implementing issuer infrastructure across member institutions (leveraging the 
distributed model), integrating with institutional systems, and engaging students and 
staff as active users of alliance digital credentials. Through these actions, AllianceID 
will transform from proof-of-concept to operational reality, enabling European 
University Alliances to deliver on their promise of seamless, integrated, and truly 
European higher education experiences—whilst preserving the autonomy, 
sovereignty, and identity of each participating institution. 

 



ANNEX A: SCHEMA DEFINITION REFERENCE 

A.1 JSON Schema Structure 

The AllianceID credential employs JSON Schema Draft 2020-12 specification providing 

standardised schema validation enabling automated credential verification, semantic 

interoperability across implementations, and extensibility supporting future attribute 

additions without breaking existing verification workflows. The schema architecture 

follows W3C Verifiable Credentials Data Model version 1.1 specifications whilst 

incorporating EBSI-specific extensions supporting European Blockchain Services 

Infrastructure integration essential for governance authorisation verification and trust 

registry participation. 

The complete AllianceID JSON schema resides in the EBSI Trusted Schemas Registry, 

accessible through the following locations providing machine-readable schema definitions 

enabling automated validation and semantic processing: 

Primary Schema Location: 

https://api-pilot.ebsi.eu/trusted-schemas-

registry/v3/schemas/zCHc3ZfYg2871W2WftjLu4QNMQrDzG57oG5pvGoyHcagB 

GitHub Repository: 

https://code.europa.eu/ebsi/json-schema/-

/tree/main/schemas/vcdm1.1/alliance-id 

The schema structure comprises two primary components through JSON Schema allOf 

composition operator enabling inheritance from base EBSI Verifiable Credential schema 

whilst adding AllianceID-specific constraints. This compositional approach ensures that 

AllianceID credentials inherit standard verifiable credential properties including credential 

metadata, issuer identification, issuance and expiration dates, and proof mechanisms, 

whilst extending the credential subject with alliance-specific attributes essential for 

alliance affiliation representation. 

The base schema reference points to EBSI Verifiable Credential schema version 3, 

providing foundation properties common across all EBSI-conformant credentials and 

ensuring technical interoperability with European digital identity infrastructure. The 

AllianceID-specific extension defines credential subject structure with particular focus on 

alliance identifier format using SCHAC europeanUniversityAllianceCode attribute 

enabling standardised alliance identification across diverse alliance configurations. 



A.2 Core Schema Elements 

AllianceID credentials comprise several core structural elements mandated by W3C 

Verifiable Credentials Data Model specification and extended through EBSI and DC4EU 

requirements addressing educational sector governance needs. Understanding these core 

elements proves essential for implementation teams developing issuer platforms, wallet 

applications, or verifier systems processing AllianceID credentials. 

Context (@context): The context defines semantic meaning of terms used throughout the 

credential, resolving ambiguities through references to vocabulary definitions. AllianceID 

credentials include W3C Verifiable Credentials base context providing standard credential 

terms and AllianceID-specific context defining alliance vocabulary extensions. The multi-

context approach enables semantic interoperability whilst supporting domain-specific 

extensions essential for educational credentials. 

Example context array: 

"@context": [ 

  "https://www.w3.org/2018/credentials/v1", 

  "https://europa.eu/2023/credentials/allianceid/v1" 

] 

Credential Identifier (id): Each AllianceID credential possesses unique identifier 

enabling unambiguous reference and correlation prevention. The identifier employs UUID 

format wrapped in URN namespace ensuring global uniqueness without requiring 

centralised identifier allocation. Example: urn:uuid:7c8aed6e-57b4-45cf-b0f9-

1d7bc2d8c84a 

Credential Type (type): The type array specifies credential category enabling credential 

discovery, selection, and processing. AllianceID credentials declare both generic 

"VerifiableCredential" type inherited from W3C VCDM and specific 

"VerifiableAllianceID" type identifying alliance-specific credentials. This typing enables 

wallet implementations to present appropriate user interfaces and relying parties to 

implement alliance-specific verification logic. 

Example type array: 

"type": ["VerifiableCredential", "VerifiableAllianceID"] 

Issuer (issuer): The issuer object identifies the entity that issued the credential, typically 

represented through Decentralised Identifier (DID) enabling cryptographic verification of 

issuer identity and authorisation. For distributed issuer models, the issuer represents the 

member institution issuing AllianceID to its own students and staff. For centralised models, 

the issuer represents the alliance coordination office. The issuer object may include 

additional properties such as multilingual name representations and organisational type 

classifications. 



Issuance and Validity Dates: Temporal properties define credential lifecycle including 

issuanceDate specifying when the credential was issued, validFrom indicating when the 

credential becomes valid (potentially different from issuance for credentials issued before 

activation date), and expirationDate defining validity period conclusion. These temporal 

constraints enable automatic validity checking without requiring issuer contact, supporting 

offline verification scenarios. 

Credential Subject (credentialSubject): The credential subject contains actual assertions 

about the credential holder, structured according to AllianceID-specific schema 

requirements detailed in subsequent sections. The credential subject represents the core 

informational content distinguishing AllianceID from other credential types. 

A.3 Attribute Standards and Specifications 

AllianceID employs established attribute standards ensuring semantic interoperability, 

supporting cross-border recognition, and enabling integration with existing educational 

identity infrastructure. The primary attribute standard employed is SCHAC (Schema for 

Academia), a widely adopted vocabulary for representing academic affiliation and identity 

information developed and maintained by GÉANT Association serving research and 

education networking communities across Europe. 

SCHAC europeanUniversityAllianceCode Attribute: This attribute specifically 

represents European University Alliance affiliation, following standardised identifier 

format enabling unambiguous alliance identification and supporting machine-readable 

alliance membership verification. The attribute employs URN namespace ensuring 

identifier uniqueness and semantic clarity whilst supporting diverse alliance naming 

conventions and organisational structures. 

The SCHAC attribute selection ensures compatibility with existing academic identity 

federation infrastructure including eduGAIN, the global research and education identity 

federation connecting thousands of institutions worldwide. This compatibility proves 

strategically valuable as institutions implementing AllianceID likely already employ 

SCHAC attributes for federation purposes, enabling infrastructure reuse and staff expertise 

leveraging reducing implementation complexity. 

W3C Verifiable Credentials Data Model (VCDM) Version 1.1: AllianceID adheres to 

W3C VCDM 1.1 specification providing standardised credential structure, enabling 

technical interoperability across wallet implementations, verifier systems, and issuer 

platforms developed by different vendors or organisations. VCDM compliance ensures that 

AllianceID credentials function reliably within broader European and international digital 

credential ecosystems, supporting potential integration with credentials from other sectors 

including governmental identity documents, professional qualifications, and commercial 

attestations. 

EBSI Specifications: As alliance credentials integrate with European Blockchain Services 

Infrastructure, additional EBSI-specific specifications apply including did:ebsi DID 



method for issuer and subject identification, EBSI trust registry schemas for governance 

authorisation representation, and StatusList2021 specifications for privacy-preserving 

revocation and suspension checking. These EBSI alignments ensure AllianceID 

participation in European trust infrastructure essential for governance verification and 

cross-border recognition. 

A.4 Credential Subject Schema 

The credential subject represents the substantive content of AllianceID credentials, 

containing assertions about the credential holder's alliance affiliation. The schema design 

emphasises minimalism, including only attributes essential for alliance membership 

verification whilst avoiding unnecessary personal data collection respecting data 

minimisation principles mandated by GDPR. 

Required Attributes: 

The credential subject schema mandates two core attributes ensuring minimal viable 

AllianceID credential functionality: 

1. Subject Identifier (id): String value, typically formatted as DID, uniquely 

identifying the credential holder. This identifier links to the holder's EUDI Wallet 

enabling holder binding verification confirming that credential presenters 

legitimately possess credentials rather than presenting stolen or fraudulently 

obtained credentials. Example: 
did:key:z6MkhaXgBZDvotDkL5257faiztiGiC2QtKLGpbnnEGta2doK 

2. Alliance Identifier (identifier): Object containing alliance identification 

information following SCHAC europeanUniversityAllianceCode format. This 

structured object enables consistent alliance identification across implementations 

whilst supporting extension with additional identification schemes if future 

requirements emerge. 

Identifier Object Structure: 

The identifier object comprises three sub-attributes providing comprehensive alliance 

identification whilst maintaining semantic clarity: 

Table 9 Identifier Object Structure 

Sub-
Attribute 

Description Format Required 

schemeID Schema used to define alternative 
identification 

String Yes 

value Alliance identifier value following 
standardised format 

String Yes 

id URI representation of the identifier URI format 
string 

No 



Identifier Format Specification: 

The alliance identifier follows highly structured format ensuring consistency whilst 

accommodating alliance diversity: 

urn:schac:europeanUniversityAllianceCode:int:euai:<sHO>:<code> 

Format Components: 

• urn:schac:europeanUniversityAllianceCode: Fixed prefix indicating SCHAC 

alliance code scheme, establishing semantic namespace and enabling 

unambiguous interpretation by processing systems. 

• int:euai: Fixed international alliance identifier namespace distinguishing 

European University Alliance identifiers from other potential alliance schemes 

that might emerge in different geographic or educational contexts. 

• <sHO>: schacHomeOrganization of the alliance, represented as DNS domain of 

alliance coordination structure. This domain-based approach leverages existing 

internet infrastructure for identifier uniqueness whilst providing intuitive human-

readable component. Example: una-europa.eu, yufe.eu, civis.eu 

• <code>: Unique alliance code providing short, memorable identifier 

distinguishing alliances with similar names or institutional compositions. 

Examples: UNAEUROPA, YUFE, CIVIS, 4EUPLUS, EUTOPIA 

Example Identifiers: 

• UNA Europa: urn:schac:europeanUniversityAllianceCode:int:euai:una-
europa.eu:UNAEUROPA 

• YUFE: 
urn:schac:europeanUniversityAllianceCode:int:euai:yufe.eu:YUFE 

• CIVIS: 
urn:schac:europeanUniversityAllianceCode:int:euai:civis.eu:CIVIS 

• 4EU+: 
urn:schac:europeanUniversityAllianceCode:int:euai:4euplus.eu:4EUP

LUS 

This standardised format ensures consistency across alliance implementations whilst 

providing clear identification supporting automatic alliance recognition by relying party 

systems without requiring manual configuration or alliance-specific integration. 

A.5 Issuer Structure 

The issuer structure identifies the entity responsible for AllianceID credential issuance, 

providing essential information enabling verification of issuer legitimacy, authorisation 

scope, and governance compliance. The issuer representation supports both distributed 

institutional issuer models and centralised alliance coordination office approaches, 

accommodating diverse alliance governance preferences. 



Core Issuer Attributes: 

The issuer object comprises several attributes enabling comprehensive issuer identification 

and verification: 

1. Issuer Identifier (id): DID representing the issuing entity, formatted using 

did:ebsi method ensuring EBSI infrastructure integration. For distributed issuer 

models, this DID represents the member institution issuing credentials to its own 

students and staff. For centralised models, this represents the alliance coordination 

office. Example: did:ebsi:zUniBologna123 

2. Issuer Name (name): Multilingual name representation enabling user-friendly 

issuer identification in wallet interfaces and verification displays. The 

multilingual approach respects linguistic diversity across European alliances, 

supporting user experiences in citizens' preferred languages rather than imposing 

single language dominance potentially disadvantaging non-native speakers. 

Example multilingual name: 

"name": { 

  "en": "University of Bologna", 

  "it": "Università di Bologna", 

  "fr": "Université de Bologne", 

  "de": "Universität Bologna" 

} 

3. Issuer Type (type): Classification of issuing entity type supporting semantic 
understanding and potential policy-based verification decisions. For 
AllianceID contexts, typical values include "HigherEducationInstitution" for 
distributed institutional issuers or "AllianceCoordinationOffice" for 
centralised alliance issuers. 

Governance Framework Integration: 

Whilst not embedded directly within credential issuer objects, governance framework 

information critical for issuer authorisation verification resides in Verifiable Data 

Registries queryable during credential verification workflows. The governance verification 

process confirms that issuers possess appropriate authorisations from European 

Commission DG-EAC recognising alliances, validates that institutions hold recognised 

alliance membership status, and checks that authorisations remain active without 

revocation or suspension. 

This separated governance architecture proves essential for several reasons. Governance 

information updates frequently as alliances add or remove members, recognition status 

changes, or authorisation scopes evolve. Embedding governance data within credentials 

would require credential reissuance whenever governance changes occur, creating 

operational burden and potentially leaving users with credentials containing outdated 



governance references. The VDR-based approach enables real-time governance 

verification reflecting current authorisation status without requiring credential updates. 

A.6 Credential Status Mechanism 

The credential status mechanism enables issuers to revoke or suspend credentials after 

issuance when circumstances warrant invalidation, supporting essential credential lifecycle 

management impossible through expiration dates alone. AllianceID employs 

StatusList2021 specification providing privacy-preserving status checking where verifiers 

confirm credential validity without revealing to issuers which specific credentials are being 

verified, when verification occurs, or which relying parties request verification. 

StatusList2021Entry Structure: 

The credentialStatus object within AllianceID credentials references external status lists 

enabling efficient status checking for large credential populations: 

"credentialStatus": { 

  "id": "https://api-pilot.ebsi.eu/.../status-list/alliance-id/1#78901", 

  "type": "StatusList2021Entry", 

  "statusPurpose": "revocation", 

  "statusListIndex": "78901", 

  "statusListCredential": "https://api-pilot.ebsi.eu/.../status-

list/alliance-id/1" 

} 

Status Attributes: 

• id: Unique identifier of the status list entry, combining status list URL with 

fragment identifier specifying entry position within bitstring. This unique 

reference enables unambiguous status checking whilst supporting efficient status 

list management. 

• type: Fixed value "StatusList2021Entry" indicating StatusList2021 specification 

compliance, enabling verifiers to select appropriate status checking protocols. 

• statusPurpose: Specifies status checking purpose, supporting distinct treatment 

of revocation (permanent invalidation) versus suspension (temporary deactivation 

potentially reversed through reinstatement). Typical values include "revocation" 

for permanent invalidation and "suspension" for temporary holds. 

• statusListIndex: String representation of integer index identifying credential 

position within status list bitstring. This numeric index enables direct status 

lookup without requiring credential enumeration or correlation enabling tracking. 

• statusListCredential: URL of the status list credential containing compressed 

bitstring representing status for multiple credentials. This credential URL points 

to publicly accessible resource enabling verifier status queries without issuer 

contact. 

Status Purposes: 



AllianceID supports two primary status purposes addressing different lifecycle 

management scenarios: 

Revocation: Permanent credential invalidation appropriate for enrolment termination, 

employment cessation, alliance membership withdrawal, fraudulent issuance discovery, or 

security compromise requiring credential cancellation. Revoked credentials should never 

be reinstated; affected individuals require new credential issuance if circumstances change 

warranting renewed credential provision. 

Suspension: Temporary credential deactivation appropriate for academic leave periods, 

administrative holds pending investigation, temporary alliance membership suspension, or 

other scenarios where credential validity may be restored after issue resolution. Suspended 

credentials potentially become active again through reinstatement procedures updating 

status list to reflect resolved circumstances. 

Privacy-Preserving Architecture: 

The StatusList2021 mechanism provides critical privacy protections impossible through 

traditional revocation approaches like Certificate Revocation Lists. Status lists employ 

compressed bitstring representation where each credential maps to single bit indicating 

status. Verifiers retrieve entire status lists and locally check relevant bit positions without 

revealing to issuers which credentials are being verified. This architecture prevents issuer 

surveillance of credential usage patterns, eliminating "phone home" scenarios where 

verification activities might enable comprehensive tracking of credential holder activities 

throughout credential validity periods potentially spanning years. 

A.7 Proof Mechanism 

Cryptographic proofs establish credential authenticity and integrity, enabling verifiers to 

confirm that credentials originated from claimed issuers and remain unmodified since 

issuance. The proof mechanism employs digital signatures binding credential content to 

issuer cryptographic keys, creating tamper-evident credentials where any modification 

invalidates cryptographic proof enabling detection of fraudulent alteration attempts. 

Proof Structure: 

AllianceID credentials typically employ EcdsaSecp256k1Signature2019 proof type 

providing efficient elliptic curve signatures suitable for resource-constrained environments 

including mobile wallet applications: 

"proof": { 

  "type": "EcdsaSecp256k1Signature2019", 

  "created": "2024-09-15T00:00:00Z", 

  "proofPurpose": "assertionMethod", 

  "verificationMethod": "did:ebsi:zAllianceCoordinator123#keys-1", 

  "jws": "eyJhbGciOiJFUzI1NksiLCJiNjQiOmZhbHNlLCJjcml0IjpbImI2NCJdfQ..." 

} 



Proof Attributes: 

• type: Cryptographic signature algorithm employed for proof generation. 

EcdsaSecp256k1Signature2019 proves popular for EBSI credentials due to 

compact signature size, efficient verification, and robust security properties 

suitable for long-term credential validity periods. 

• created: Timestamp of signature generation providing temporal context for proof 

validity assessment. This timestamp enables detection of signature generation 

anomalies potentially indicating fraudulent credential creation using compromised 

keys after legitimate key usage periods. 

• proofPurpose: Declares signature purpose clarifying what the signature asserts. 

The value "assertionMethod" indicates that the signature attests to credential 

content assertions, distinguishing credential signatures from other signature 

purposes like authentication or key agreement. 

• verificationMethod: DID URL identifying the public key used for signature 

verification. This reference enables verifiers to retrieve appropriate public key 

from issuer DID document, confirming signature validity through cryptographic 

verification. The fragment identifier (e.g., #keys-1) specifies particular key within 

potentially multiple keys associated with issuer DID. 

• jws: JSON Web Signature containing the actual cryptographic signature in 

detached format where signature covers credential content without embedding 

signed content within signature structure. This detached approach reduces 

signature size whilst maintaining security properties. 

Signature Verification Process: 

Credential verification involves multiple cryptographic and governance checks ensuring 

comprehensive trust assurance: 

1. Signature Validation: Verifier retrieves public key referenced by 

verificationMethod, applies signature algorithm to credential content, and 

confirms that resulting signature matches provided JWS value. Successful 

signature validation proves credential integrity and authentic origin from key 

holder. 

2. Issuer Identity Verification: Verifier resolves issuer DID through EBSI DID 

resolver, retrieves DID document containing public key information, and 

confirms that verificationMethod public key legitimately belongs to claimed 

issuer rather than fraudulent party misrepresenting identity. 

3. Issuer Authorisation Verification: Verifier queries VDRs to confirm issuer 

authorisation for AllianceID issuance, validates governance EAA chains 

establishing authority, and checks that authorisations remain active without 

revocation. This governance verification transcends simple identity confirmation 

toward authorisation scope validation essential for alliance credentials. 

4. Temporal Validity Checking: Verifier confirms current timestamp falls within 

credential validity period defined by validFrom and expirationDate, checks proof 



creation timestamp for reasonable relationship to issuance date, and potentially 

implements additional temporal policies based on relying party requirements. 

A.8 Context Definitions 

JSON-LD contexts provide semantic definitions enabling unambiguous interpretation of 

credential terms, supporting semantic interoperability across implementations, and 

enabling automated reasoning about credential contents. AllianceID contexts define 

vocabulary specific to alliance credentials whilst inheriting standard verifiable credential 

terminology from W3C VCDM base context. 

Base Context (W3C Verifiable Credentials): 

The W3C Verifiable Credentials context provides foundational vocabulary for credential 

structure: 

https://www.w3.org/2018/credentials/v1 

This context defines standard terms including VerifiableCredential type, issuer property, 

credentialSubject property, issuanceDate, expirationDate, credentialStatus, and proof 

mechanisms. All W3C VCDM-compliant credentials must include this base context 

ensuring minimum semantic interoperability across credential types and implementations. 

AllianceID-Specific Context: 

The AllianceID context extends base vocabulary with alliance-specific terms: 

https://europa.eu/2023/credentials/allianceid/v1 

This context defines VerifiableAllianceID type, alliance identifier structures, SCHAC 

europeanUniversityAllianceCode attribute semantics, and alliance-specific credential 

subject properties. The context document provides machine-readable definitions enabling 

automated semantic processing, schema validation, and credential interpretation without 

requiring human expertise regarding alliance credential semantics. 

Context Resolution: 

JSON-LD processors resolve context URLs retrieving vocabulary definitions during 

credential processing. This resolution enables dynamic vocabulary updates without 

requiring application software changes, supports vocabulary versioning accommodating 

semantic evolution, and enables ecosystem-wide vocabulary consistency through 

centralised authoritative definitions. Context resolution typically employs caching 

strategies reducing network overhead whilst ensuring reasonable recency for vocabulary 

updates. 



A.9 Complete Schema Example 

The following complete schema example demonstrates comprehensive AllianceID JSON 

schema structure following JSON Schema Draft 2020-12 specification: 

{ 

  "$schema": "https://json-schema.org/draft/2020-12/schema", 

  "title": "Verifiable AllianceID", 

  "description": "Schema of an EBSI Verifiable University Alliance ID for 

a natural person participating in the Alliance", 

  "type": "object", 

  "allOf": [ 

    { 

      "$ref": "https://api-pilot.ebsi.eu/trusted-schemas-

registry/v3/schemas/0xbe77a21356835dc09d3d8149ea832ae0a4bae0ae9c869d182

19ef8f4a74b4644" 

    }, 

    { 

      "properties": { 

        "credentialSubject": { 

          "description": "Defines additional properties on 

credentialSubject to describe alliance affiliation", 

          "type": "object", 

          "properties": { 

            "id": { 

              "description": "Defines a unique identifier of the 

credential subject", 

              "type": "string" 

            }, 

            "identifier": { 

              "type": "object", 

              "description": "Defines the identifier for the University 

Alliance. Format: 

urn:schac:europeanUniversityAllianceCode:int:euai:<sHO>:<code>", 

              "properties": { 

                "schemeID": { 

                  "description": "Schema used to define alternative 

identification", 

                  "type": "string" 

                }, 

                "value": { 

                  "description": "Alternative identification value", 

                  "type": "string" 

                }, 

                "id": { 

                  "description": "URI of the identifier", 

                  "type": "string", 

                  "format": "uri" 

                } 

              }, 

              "required": ["schemeID", "value"] 

            } 

          }, 

          "required": ["id", "identifier"] 

        } 



      } 

    } 

  ] 

} 

This schema employs allOf composition inheriting base EBSI Verifiable Credential 

schema properties whilst adding AllianceID-specific credential subject requirements. The 

schema enforces identifier object structure including required schemeID and value 

properties whilst treating URI-formatted id as optional enhancement. 

A.10 Schema Validation 

Schema validation ensures credential conformance to AllianceID specifications, enabling 

automated quality checking during credential issuance, verification workflow validation, 

and interoperability testing. Validation operates at multiple levels addressing structural 

correctness, semantic compliance, and governance alignment. 

Structural Validation: 

JSON Schema validators confirm credential structure matches schema definitions, 

verifying that required properties exist, property types match specifications (strings as 

strings, objects as objects, arrays as arrays), format constraints are satisfied (URIs 

formatted correctly, dates following ISO 8601), and value constraints are respected 

(enumeration values selected from allowed lists, string lengths within specified bounds). 

Implementation approaches include server-side validation during credential issuance 

preventing invalid credential creation, wallet validation upon credential receipt enabling 

rejection of malformed credentials before storage, and verifier validation before credential 

processing ensuring processing logic receives valid input data structures. 

Semantic Validation: 

Beyond structural correctness, semantic validation confirms credential content makes 

semantic sense within alliance contexts. This includes alliance identifier format 

verification confirming URN structure follows SCHAC europeanUniversityAllianceCode 

specifications, alliance code validity checking confirming alliance codes correspond to 

recognised alliances, issuer DID format verification ensuring DID methods match 

specifications, and temporal consistency checking confirming issuance dates precede 

expiration dates and validity periods make operational sense. 

Governance Validation: 

Governance validation transcends schema validation toward policy compliance checking 

including issuer authorisation verification confirming issuers possess DG-EAC recognition 

for specific alliances, alliance membership verification validating institutions issuing 

credentials hold recognised alliance membership, status checking confirming credentials 



remain active without revocation or suspension, and trust chain verification validating 

complete governance chains from DG-EAC through alliances to issuing institutions. 

A.11 Schema Evolution and Versioning 

AllianceID schemas evolve accommodating emerging requirements, addressing 

implementation feedback, supporting new use cases, and aligning with evolving European 

standards. Schema evolution management ensures backward compatibility protecting 

existing implementations whilst enabling progressive enhancement supporting innovation 

and ecosystem maturation. 

Versioning Strategy: 

AllianceID employs semantic versioning principles adapted for credential schemas. Major 

versions indicate breaking changes requiring implementation updates, minor versions 

introduce backward-compatible additions supporting new features without disrupting 

existing implementations, and patch versions address errors or clarifications without 

functional changes. Version indicators appear in context URLs enabling implementations 

to explicitly declare schema version dependencies whilst supporting gradual migration 

toward newer versions. 

Backward Compatibility: 

Schema evolution prioritises backward compatibility wherever possible, achieved through 

optional property additions (new properties default to optional avoiding breaking existing 

credentials), value set extensions (enumeration expansions adding new values whilst 

maintaining existing valid values), and property deprecation (marking properties as 

deprecated whilst maintaining support during transition periods). Breaking changes occur 

only when absolutely necessary for critical corrections or fundamental improvements 

justifying ecosystem disruption. 

Transition Management: 

Major schema transitions require careful management including advance notice periods 

warning implementations of impending changes, dual schema support during transition 

enabling gradual migration, comprehensive migration guidance documenting required 

implementation updates, and testing resources enabling implementations to validate 

compliance with new schemas before production deployment. 

Schema Registry Integration: 

EBSI Trusted Schemas Registry provides authoritative schema hosting enabling 

discoverable schema access, version management supporting multiple concurrent schema 

versions, and cryptographic integrity protecting schemas against unauthorised 

modification. Registry integration ensures implementations retrieve schemas from trusted 



sources rather than potentially compromised alternative sources that might introduce 

malicious schema modifications enabling credential fraud or privacy violations. 

 



ANNEX B: EUROPEAN UNIVERSITY ALLIANCES REFERENCE LIST 

Selected European University Alliances (2024) 

short_name full_name factsheet_url host 
4EU+ 4EU+ 

European 
Universities 
alliance 

https://education.ec.europa.eu/educ
ation-levels/higher-
education/european-universities-
initiative/factsheets-on-the-alliances 

Publicatio
ns Office 
of the 
European 
Union 

ACE2-EU ACE2-EU 
European 
Universities 
alliance 

https://education.ec.europa.eu/educ
ation-levels/higher-
education/european-universities-
initiative/factsheets-on-the-alliances 

Publicatio
ns Office 
of the 
European 
Union 

Across Across 
European 
Universities 
alliance 

https://education.ec.europa.eu/educ
ation-levels/higher-
education/european-universities-
initiative/factsheets-on-the-alliances 

Publicatio
ns Office 
of the 
European 
Union 

ARQUS ARQUS 
European 
Universities 
alliance 

https://education.ec.europa.eu/educ
ation-levels/higher-
education/european-universities-
initiative/factsheets-on-the-alliances 

Publicatio
ns Office 
of the 
European 
Union 

ARTEMIS ARTEMIS 
European 
Universities 
alliance 

https://education.ec.europa.eu/educ
ation-levels/higher-
education/european-universities-
initiative/factsheets-on-the-alliances 

Publicatio
ns Office 
of the 
European 
Union 

Aurora Aurora 
European 
Universities 
alliance 

https://education.ec.europa.eu/educ
ation-levels/higher-
education/european-universities-
initiative/factsheets-on-the-alliances 

Publicatio
ns Office 
of the 
European 
Union 

BAUHAUS4
EU 

BAUHAUS4
EU 
European 
Universities 
alliance 

https://education.ec.europa.eu/educ
ation-levels/higher-
education/european-universities-
initiative/factsheets-on-the-alliances 

Publicatio
ns Office 
of the 
European 
Union 

ChallengeE
U 

ChallengeE
U European 

https://education.ec.europa.eu/educ
ation-levels/higher-

Publicatio
ns Office 
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Universities 
alliance 

education/european-universities-
initiative/factsheets-on-the-alliances 

of the 
European 
Union 

CHARM-EU CHARM-EU 
European 
Universities 
alliance 

https://education.ec.europa.eu/educ
ation-levels/higher-
education/european-universities-
initiative/factsheets-on-the-alliances 

Publicatio
ns Office 
of the 
European 
Union 

Circle U. Circle U. 
European 
Universities 
alliance 

https://education.ec.europa.eu/educ
ation-levels/higher-
education/european-universities-
initiative/factsheets-on-the-alliances 

Publicatio
ns Office 
of the 
European 
Union 

CIVICA CIVICA 
European 
Universities 
alliance 

https://education.ec.europa.eu/educ
ation-levels/higher-
education/european-universities-
initiative/factsheets-on-the-alliances 

Publicatio
ns Office 
of the 
European 
Union 

CIVIS CIVIS 
European 
Universities 
alliance 

https://education.ec.europa.eu/educ
ation-levels/higher-
education/european-universities-
initiative/factsheets-on-the-alliances 

Publicatio
ns Office 
of the 
European 
Union 

COLOURS COLOURS 
European 
Universities 
alliance 

https://education.ec.europa.eu/educ
ation-levels/higher-
education/european-universities-
initiative/factsheets-on-the-alliances 

Publicatio
ns Office 
of the 
European 
Union 

E3UDRES2 E3UDRES2 
European 
Universities 
alliance 

https://education.ec.europa.eu/educ
ation-levels/higher-
education/european-universities-
initiative/factsheets-on-the-alliances 

Publicatio
ns Office 
of the 
European 
Union 

EC2U EC2U 
European 
Universities 
alliance 

https://education.ec.europa.eu/educ
ation-levels/higher-
education/european-universities-
initiative/factsheets-on-the-alliances 

Publicatio
ns Office 
of the 
European 
Union 
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European 
Universities 
alliance 
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ANNEX C: IMPLEMENTATION RESOURCES 

Technical Documentation 

• DC4EU D5.1 Business Blueprint: Comprehensive business requirements 
including alliance use cases 

• DC4EU D5.2 DSTRL: Detailed technical specifications and pilot results 
• DC4EU Sectoral Rulebook: Governance frameworks and policy guidance for 

educational credentials 
• AllianceID Schema Documentation: https://code.europa.eu/ebsi/json-

schema/-/tree/main/schemas/vcdm1.1/alliance-id 

Standards References 

• W3C Verifiable Credentials Data Model: https://www.w3.org/TR/vc-data-
model/ 

• SCHAC Attributes: https://wiki.refeds.org/display/STAN/SCHAC 
• European Learning Model: https://github.com/european-commission-

europass/European-Learning-Model 
• eIDAS 2.0 Regulation: https://digital-

strategy.ec.europa.eu/en/policies/eidas-regulation 

European University Alliances Resources 

• European Universities Initiative: 
https://education.ec.europa.eu/education-levels/higher-
education/european-universities-initiative 

• Alliance Governance Frameworks: Individual alliance websites 
• Community of Practice: European University Alliances Forum 

Support and Community 

• DC4EU Project: https://www.dc4eu.eu/ 
• EBSI Documentation: https://ec.europa.eu/digital-building-

blocks/wikis/display/EBSI/ 
• European Universities Initiative Contact: EAC-UNITE@ec.europa.eu 

 



ANNEX D:  DC4EU DETAILED IMPLEMENTATION OF ALLIANCEID THROUGH 
HYBRID TRUST MODEL 

D.1 Governance transformation through a hybrid approach 

The DC4EU pilot2 hybrid trust framework represents a fundamental innovation in how 

complex, multi-institutional governance relationships are represented digitally. For 

european university alliances, this hybrid approach addresses the tension between 

institutional autonomy — a cornerstone principle of european higher education — and the 

need for verifiable, machine-readable authorisation chains that enable seamless cross-

border collaboration. 

D.1.1 Governance representation via verifiable data registries 

Traditional digital identity solutions for multi-institutional partnerships rely on either: 

• Centralised trust models where a single authority operates credential 

infrastructure and makes all authorisation decisions, or 

• Bilateral trust models where each pair of institutions establishes direct trust 

relationships through legal agreements and technical configuration 

Both models prove inadequate for european university alliances: 

• Centralised models contradict institutional autonomy and create single points of 

failure 

• Bilateral models scale poorly (an 11-member alliance requires 55 bilateral 

relationships) and create governance fragmentation 

The hybrid approach solution 

Dc4eu’s hybrid model combines the strengths of classical and decentralised pki whilst 

avoiding their limitations: 

• Classical pki component: Provides mature, legally recognised mechanisms for 

identifying legal entities (universities, alliance coordination offices) through x.509 

certificates issued by qualified trust service providers. This establishes “who” is 

issuing credentials with legal certainty. 

• Decentralised pki component: Uses ebsi verifiable data registries to store and 

verify governance authorisations — the “what” component of trust. Vdrs contain 

governance eaas issued by competent authorities (primarily european commission 

dg-eac) attesting to alliance recognition and member institution authorisation to 

issue allianceid credentials. 

• Verification workflow integration: When a wallet or relying party encounters an 

allianceid credential: 

o Classical pki verification confirms the legal entity identity of the issuer 



o Vdr query confirms the issuer’s authorisation: “Is this institution a 

recognised member of [specified alliance] authorised to issue allianceid?” 

o Only credentials passing both verification stages are accepted as valid 

This two-stage process provides: 

• Legal entity certainty through mature pki infrastructure 

• Governance authorisation verification through decentralised, tamper-evident 

registries 

• Institutional autonomy preservation — each university operates independently 

based on verifiable recognition 

• Scalability — new alliance members require only vdr registration, not bilateral 

trust establishment with all existing members 

D.1.2 Classical pki for legal entity identification 

Classical public key infrastructure provides the foundation for legal entity identification in 

allianceid issuance. 

Certificate structure 

Issuing institutions (whether alliance coordination offices or individual member 

universities) obtain x.509 certificates from qualified trust service providers (qtsps) or 

national certificate authorities. These certificates attest to: 

• Legal name of the organisation 

• National registration number or other legal identifiers 

• Jurisdiction and legal status 

• Domain name and organisational unit (if applicable) 

Issuance context application 

When an institution issues an allianceid credential, the wallet performs standard pki 

verification: 

• Certificate validity checking: Expiration date, revocation status via crl/ocsp 

• Certificate chain validation: Verification up to trusted root ca 

• Domain/entity matching: Confirmation that certificate subject matches claimed 

issuer identity 

Legal recognition 

Classical pki certificates issued by qtsps under eidas regulation benefit from legal 

presumption of validity across eu member states. This provides a robust legal foundation 

for credential authenticity claims, essential for cross-border recognition. 



Limitation of classical pki alone 

Whilst classical pki confirms legal entity identity, it cannot attest to specific authorisations 

or roles within sectoral governance frameworks. A valid x.509 certificate proves that 

“university of bologna” issued a credential, but not whether it is authorised to issue 

allianceid credentials for una europa. This authorisation verification requires the 

decentralised pki component. 

D.1.3 Decentralised pki for authorisation management 

Decentralised pki via ebsi verifiable data registries provides the authorisation verification 

layer complementing classical pki. 

Decentralised identifier (did) infrastructure 

Each issuing entity (alliance coordination office or member institution) maintains a did 

registered on ebsi. The did document contains: 

• Public key material for signature verification 

• Service endpoints for credential issuance and status checking 

• Controller information and update authentication 

Governance eaa storage in vdrs 

European commission DG-EAC(or delegated alliance coordination offices) issues 

governance eaas stored in ebsi trusted issuers registry and trusted schemas registry. These 

governance eaas attest to: 

• Alliance recognition by european commission 

• Member institution list with institutional identifiers (dids, legal entity identifiers) 

• Authorisation scope (credential types, eligibility categories) 

• Governance framework references 

• Validity period and renewal requirements 

Authorisation verification query 

When evaluating an allianceid credential, the wallet or relying party queries vdrs: “Does a 

valid governance eaa exist, issued by dg-eac, attesting that [issuer did] is authorised to issue 

allianceid credentials for [specified alliance]?” 

The vdr query returns: 

• A boolean result (authorised / not authorised) 

• Governance eaa details (if authorised) including scope and validity 

• Trust chain to root authority (dg-eac) 



Advantages of vdr-based authorisation 

• Decentralised verification without dependency on issuer availability 

• Tamper evidence through blockchain-based registries 

• Privacy preservation as no notification to issuer occurs when verification happens 

• Real-time accuracy as governance eaa revocation is reflected immediately 

• Scalability since a single governance eaa can authorise thousands of credential 

issuances 

D.1.4 DG-EAC recognition model and institutional autonomy 

This subsection sets out the governance innovation enabling allianceid to preserve 

institutional autonomy whilst providing verifiable authorisation chains. 

D.1.4.1 DG-EAC as root trust anchor for alliance recognition 

The european commission directorate-general for education, youth, sport and culture (dg-

eac) serves as the root trust anchor for european university alliance recognition within the 

allianceid framework. This role derives from dg-eac’s responsibility for managing the 

european universities initiative through competitive selection processes, grant agreement 

administration, and quality oversight. 

DG-EACgovernance eaa issuance 

DG-EACissues governance eaas recognising each selected european university alliance. 

These governance eaas contain: 

• Alliance identification: Unique alliance code, legal name (if applicable), 

coordinating institution 

• Member institution registry: Complete list of recognised member institutions with 

legal entity identifiers and dids 

• Authorisation grant: Explicit authorisation for member institutions to issue 

allianceid credentials to their enrolled students and employed staff 

• Scope definition: Credential types, eligibility categories, geographic scope 

• Grant agreement reference: Link to erasmus+ grant agreement number and 

selection round 

• Validity period: Typically aligned with grant agreement duration (renewable) 

• Governance framework reference: Link to alliance governance documentation 

Example governance eaa structure 

{ 

  "@context": ["https://www.w3.org/2018/credentials/v1"], 

  "id": "urn:uuid:alliance-recognition-una-europa-2024", 

  "type": ["VerifiableCredential", "GovernanceEAA", 

"AllianceRecognition"], 

  "issuer": { 



    "id": "did:ebsi:zDGEAC1234567890", 

    "name": "European Commission DG EAC" 

  }, 

  "issuanceDate": "2024-01-15T00:00:00Z", 

  "expirationDate": "2027-12-31T23:59:59Z", 

  "credentialSubject": { 

    "id": "did:ebsi:zUNAEuropaAlliance", 

    "allianceCode": "UNAEUROPA", 

    "legalName": "UNA Europa - University Network of Capitals", 

    "coordinatingInstitution": { 

      "name": "KU Leuven", 

      "country": "BE", 

      "did": "did:ebsi:zKULeuven" 

    }, 

    "memberInstitutions": [ 

      {"name": "KU Leuven", "country": "BE", "did": 

"did:ebsi:zKULeuven"}, 

      {"name": "University of Bologna", "country": "IT", "did": 

"did:ebsi:zUniBo"}, 

      {"name": "Freie Universität Berlin", "country": "DE", "did": 

"did:ebsi:zFUBerlin"}, 

      {"name": "University of Edinburgh", "country": "GB", "did": 

"did:ebsi:zUoE"}, 

      {"name": "University of Helsinki", "country": "FI", "did": 

"did:ebsi:zHelsinki"}, 

      {"name": "Jagiellonian University", "country": "PL", "did": 

"did:ebsi:zJagiellonian"}, 

      {"name": "Université Paris 1 Panthéon-Sorbonne", "country": "FR", 

"did": "did:ebsi:zParis1"}, 

      {"name": "Universitat de Barcelona", "country": "ES", "did": 

"did:ebsi:zUB"}, 

      {"name": "Koç University", "country": "TR", "did": 

"did:ebsi:zKoc"}, 

      {"name": "University of Zagreb", "country": "HR", "did": 

"did:ebsi:zZagreb"}, 

      {"name": "University of Tartu", "country": "EE", "did": 

"did:ebsi:zTartu"} 

    ], 

    "authorisationType": "AllianceIDIssuanceCapability", 

    "scope": { 

      "credentialTypes": ["AllianceID"], 

      "eligibilityCategories": ["student", "staff", "researcher"], 

      "geographicScope": "European Union and associated countries", 

      "autonomousIssuance": true, 

      "comment": "Member institutions may issue AllianceIDs autonomously 

to their students/staff based on this recognised membership without 

requiring further authorisation or coordination" 

    }, 

    "grantAgreement": { 

      "number": "101004052", 

      "programme": "Erasmus+", 

      "action": "European Universities", 

      "selectionRound": "2020" 

    }, 

    "governanceFramework": { 

      "document": "https://www.una-europa.eu/governance-framework", 

      "approvalDate": "2023-12-01", 



      "approvalBody": "UNA Europa Board" 

    } 

  } 

} 

Machine-verifiable alliance recognition 

The governance eaa stored in ebsi vdrs enables any wallet or relying party to verify: 

• Alliance existence and recognition status by european commission 

• Member institution list and current membership status 

• Authorisation scope for allianceid issuance 

• Validity period and governance framework alignment 

This machine-verifiable recognition eliminates ambiguity about alliance legitimacy, 

provides transparent authorisation chains, and supports accountability through immutable 

audit trails. 

D.1.4.2 Preservation of institutional autonomy and sovereignty 

The distributed issuer model (model b) preserves institutional autonomy whilst enabling 

verifiable alliance governance. 

Core principle: autonomous issuance based on verifiable recognition 

Each member institution of a recognised european university alliance retains sovereignty 

to issue allianceid credentials to its own enrolled students and employed staff. This 

authority derives from the institution’s membership in the alliance, as attested in the DG-

EACgovernance eaa, without requiring: 

• A separate alliance legal entity or corporate structure 

• Alliance-operated credential issuer infrastructure 

• Delegation agreements or authority transfer to alliance coordination 

• Bilateral agreements with other member institutions 

• Central approval or coordination for each issuance 

Institutional control over credential lifecycle 

Member institutions control issuance, management, and revocation for their own 

community members: 

• Issuance decisions 

• Eligibility verification 

• Credential validity periods 

• Renewal processes 

• Revocation authority 



Direct integration with institutional identity sources 

The distributed model enables direct integration with sis, hr, iam, and lms, improving 

accuracy and reducing cost. 

Sovereignty over technical infrastructure 

Institutions choose platforms, deployment models, security configurations, and ensure 

national compliance. 

No dependency on alliance operational infrastructure 

Each institution operates independently, avoiding single points of failure. 

Alignment with existing higher education governance 

The model aligns with european higher education principles, mirroring how universities 

issue student cards, transcripts, and diplomas. 

D.1.4.3 Distributed issuer model (model b) — recommended approach 

Authorisation chain structure 

european commission DG-EAC(root trust anchor organisation - roottao) 

  ↓ issues governance eaa recognising alliance 

european university alliance (as collective entity represented in 

governance eaa) 

  ↓ member institutions listed with authorisation grant 

member institution 1 (autonomous issuer - trusted issuer) 

member institution 2 (autonomous issuer - trusted issuer) 

member institution 3 (autonomous issuer - trusted issuer) 

  [... additional member institutions ...] 

  ↓ each institution independently issues 

allianceid credentials to their own students/staff 

Example: una europa distributed model 

DG-EACissues a single governance eaa recognising una europa and listing all 11 member 

institutions with authorisation. Each member institution then issues allianceid credentials 

autonomously to its own students and staff. 

Advantages of distributed model 

1. Institutional sovereignty preservation 

2. Technical and operational scalability 

3. Simplified legal and governance framework 

4. Enhanced resilience 

5. Gdpr compliance simplification 



6. Multi-alliance participation support 

Considerations for implementation 

• Coordination mechanisms for eligibility, validity, communications, and 

troubleshooting 

• Technical interoperability on schema, status lists, ebsi dids/vdrs, and eidas-

compliant signatures 

Alternative model: centralised alliance issuer (model a) 

DG-EAC→ alliance coordination office → issues allianceid to all 

students/staff across member institutions 

Benefits include uniform practices and clear accountability, with challenges around legal 

entity, identity matching, dependency, and autonomy. 

Dc4eu recommendation 

Prefer the distributed institutional issuer model (model b). Reserve the centralised model 

(model a) for alliances with established legal entities and a strategic preference for central 

control. 

 

D.3 Issuance workflow (14-step process) 

Allianceid issuance follows the dc4eu 14-step workflow with alliance-specific adaptations. 

Phase 1: learner initiation and authentication (steps 1-4) 

1. Access issuance service with clear information and consent 

2. Verify wallet availability via deeplink or qr 

3. Request and verify pid from the wallet 

4. Match against sis/hr and programme records with deterministic or probabilistic 

methods 

Phase 2: wallet engagement and trust establishment (steps 5-9) 

5. Initiate credential offer 

6. Collect user consent in the wallet 

7. Establish a secure channel 

8. Perform hybrid trust verification (classical pki + vdr authorisation) 

9. Show an enhanced trust report to the user 

Phase 3: credential preparation and delivery (steps 10-12) 



10. Assign statuslistindex and publish status list 

11. Assemble and sign the credential 

12. Deliver the credential to the wallet 

Phase 4: confirmation and status publication (steps 13-14) 

13. Receive storage confirmation with minimal logging 

14. Ensure status list publication and accessibility 

 

D.4 Verification workflow (15-step process) 

Allianceid verification follows the dc4eu 15-step workflow with alliance-specific checks. 

Phase 1: service request and presentation (steps 1-5) 

1. Request service at partner institution 

2. Receive presentation request (qr/nfc/deeplink) 

3. Review request in wallet and approve 

4. Present a verifiable presentation with challenge and domain binding 

5. Perform initial structural checks 

Phase 2: trust verification (steps 6-9) 

6. Verify credential signature via issuer did 

7. Establish issuer legal identity via x.509 chain 

8. Query vdr for alliance authorisation and scope 

9. Confirm trust chain to dg-eac 

Phase 3: credential validation (steps 10-12) 

10. Apply selective disclosure policies 

11. Validate schema against trusted registry references 

12. Check validity and expiration 

Phase 4: access decision and service provision (steps 13-15) 

13. Check status via statuslist2021 

14. Evaluate access policy for the service 

15. Provision service and, if needed, implement periodic re-verification 

 



D.5 Pilot implementation results 

Dc4eu pilot2 validated the allianceid architecture and governance framework as part of the 

sectoral eaa catalogue. 

D.5.1 Implementation scope and participating alliances 

• Pilot focused on institutional implementations to validate architecture and 

authorisation chains 

• Participants included URV (ready to issue), BME (enhance context), university of 

piraeus (eu-conexus), and others 

Technical configuration validated 

• Hybrid trust model (x.509 + ebsi vdrs) 

• Distributed issuer model 

• Wallet compatibility (eudi wallets including izertis) 

• Standard verifier platforms 

• Governance eaa integration 

Alliance governance simulation 

• DG-EAC recognition objects, member lists, and distributed issuer coordination 

were simulated for end-to-end checks 

D.5.2 Technical performance metrics 

• Issuance in under 2 seconds and status publication under 5 seconds 

• Full verification within ~5 seconds with cached status lists 

• Scalability to large status lists and high vdr query volumes 

• Privacy verified with zero issuer notifications 

D.5.3 User experience evaluation 

• High first-attempt success for wallet receipt 

• Clear error messaging on trust failures 

• Transparent trust reporting improved confidence and comprehension 

D.5.4 Interoperability assessment 

Cross-platform compatibility 

Pilot validated allianceid interoperability across diverse technical platforms. 

Wallet implementations 



• Izertis eudi wallet (spain): Full allianceid support validated 

• National wallet pilots: Successful credential reception and presentation 

• Open-source wallets (development versions): Compatible with standardised 

allianceid schema 

Issuer platforms 

• Multiple institutional issuer vendors demonstrated compatible allianceid issuance 

• Open-source issuer implementations validated 

• Cloud-hosted and on-premises deployments both functional 

Verifier systems 

• Web-based verifiers: Successful allianceid verification via qr code 

• Mobile verifiers: Nfc and bluetooth presentation validated 

• Physical access control integration: Pilot demonstration with campus card systems 

Standards conformance 

• W3c vcdm 1.1: Full compliance validated through schema conformance testing 

• Schac attributes: Correct europeanuniversityalliancecode format implementation 

• Ebsi standards: Did format, vdr interaction, status list mechanisms all conformant 

• Eidas alignment: Signature mechanisms compatible with eidas implementing acts 

Cross-border validation 

Pilot included cross-border verification scenarios: 

• Spanish institution issuing → hungarian institution verifying: Successful 

• Greek institution issuing → finnish institution verifying: Successful 

• Multi-country trust chain validation: Complete trust chain from institutional issuer 

through alliance recognition to DG-EACroot authority successfully validated 

across all tested country pairs 

Interoperability challenges identified 

• Certificate authority recognition: Some national cas not universally trusted; 

required additional trust anchor configuration 

• Language/localisation: Credential display in wallets required multilingual support 

for truly european user experience 

• Network infrastructure variance: Some institutions experienced slower vdr query 

times due to network latency; caching strategies mitigated impact 

• Legacy system integration: Physical access control systems required gateway 

solutions for eudi wallet integration 

Resolution strategies 



• Eidas trust list utilisation: Leveraging official eidas trusted certificate authority 

lists for cross-border ca recognition 

• Multilingual schema support: Implementing language-specific name translations 

in issuer objects 

• Cdn deployment: Geographic distribution of vdr caches for reduced latency 

• Middleware development: Gateway solutions bridging eudi wallet protocols with 

legacy campus systems 

D.5.5 Key achievement: complete sectoral EAA catalogue implementation 

Strategic significance 

Allianceid formed an integral component of the dc4eu sectoral eaa catalogue for education 

and professional qualifications, demonstrating the following. 

Technical feasibility at scale 

• Hybrid trust model supports diverse credential types within a single coherent 

framework 

• Institutions can operate multi-purpose issuer platforms serving multiple credential 

types (educationalid, allianceid, european student card, myacademicid, 

qualifications credentials) 

• Single eudi wallet holds a complete credential portfolio for european mobility and 

recognition 

Governance framework scalability 

• Vdr-based authorisation model accommodates complex, nested governance 

structures 

• DG-EACroot authority enables a consistent trust framework across educational 

credentials 

• National authorities, institutional autonomy, and european coordination coexist 

harmoniously 

Institutional sovereignty preservation 

• Universities maintain complete operational independence whilst participating in 

european frameworks 

• No requirement for complex multi-institutional legal structures or delegation 

agreements 

• Distributed issuer model aligns with european higher education governance 

principles 

Multi-alliance support validation 



• Technical architecture proven compatible with universities participating in 

multiple alliances simultaneously 

• Students and staff can accumulate multiple allianceid credentials without 

confusion or technical conflicts 

• Governance model scales to dozens of european university alliances without 

governance fragmentation 

Privacy and gdpr alignment 

• Wallet-based credential storage eliminates issuer databases tracking credential 

usage 

• Vdr verification mechanisms prevent “phone home” patterns compromising user 

privacy 

• Selective disclosure (even for minimal-data credentials) provides a user control 

foundation 

European education area digital infrastructure 

Allianceid, alongside other dc4eu credentials, establishes foundational digital 

infrastructure for the european education area vision of seamless mobility, transparent 

recognition, and integrated educational experiences across borders. The successful pilot 

validation provides confidence that operational deployment can proceed with technical, 

governance, and privacy assurance. 

 



ANNEX F: GOVERNANCE MODELS AND USE CASES 

F.1 Issuer Governance Models 

European University Alliances operate through diverse governance structures reflecting 

their strategic priorities, institutional cultures, operational maturity, and legal 

frameworks. The AllianceID framework accommodates this diversity through flexible 

governance models whilst maintaining technical interoperability and trust framework 

consistency. 

F.1.1 Centralised Alliance Coordination Office Model 

Governance Structure: 

A dedicated alliance coordination office, potentially constituted as a legal entity or 

operating under host institution auspices, serves as the sole issuer of AllianceID 

credentials for all alliance members. 

Authorisation Chain: 

European Commission DG-EAC(RootTAO) 

↓ issues governance EAA recognising 

Alliance Coordination Office (legal entity or designated unit) 

↓ acts as single Trusted Issuer 

AllianceID credentials for students/staff across all member institutions 

Operational Model: 

Identity Federation: 

• Alliance coordination office establishes identity federation with all member 

institutional identity providers 

• Students/staff authenticate through home institution systems 

• Alliance office queries member institution databases for eligibility verification 

• Complex attribute release agreements required between coordination office and 

each member institution 

Issuer Infrastructure: 

• Alliance procures, operates, and maintains dedicated issuer platform 

• Requires alliance budget allocation for infrastructure and operational costs 

• Alliance IT staff or contracted service provider manages system 

• Centralised helpdesk for credential issuance support 



Credential Lifecycle: 

• Alliance office makes all issuance decisions based on standardised eligibility 

criteria 

• Alliance office manages status lists (revocation/suspension) for entire alliance 

• Alliance office handles renewal processes upon continued eligibility 

• Centralised logging and audit trail management 

Advantages: 

1. Consistent Issuance Practices: 

• Uniform eligibility criteria application across all member institutions 

• Standardised credential validity periods and renewal processes 

• Consistent user experience for credential requesters regardless of home institution 

• Single point of policy enforcement 

2. Clear Accountability: 

• Alliance governance bodies directly oversee issuer operations 

• Simplified reporting to European Commission (single issuer metrics) 

• Centralised audit trail for compliance verification 

• Defined legal responsibility for credential accuracy 

3. Simplified Trust Verification: 

• Verifiers only need to trust single alliance issuer 

• Single DID and status list infrastructure 

• Reduced verifier configuration complexity 

4. Potential for Enhanced Services: 

• Alliance coordination office may integrate additional services (analytics, usage 

tracking, personalisation) 

• Centralised data enables alliance-wide insights (subject to GDPR compliance) 

• Potential for value-added credential features 

Challenges: 

1. Requires Alliance Legal Entity: 

• Coordination office must have legal standing to issue credentials 

• Requires formal incorporation or designation of legal representative 

• National jurisdiction determination for cross-border alliance 

• Potential tax, liability, and regulatory implications 



2. Complex Identity Federation: 

• Must establish data sharing agreements with all member institutions 

• Technical integration with diverse institutional identity systems (SAML, LDAP, 

OAuth, etc.) 

• Maintaining synchronisation with institutional enrolment/employment databases 

• Data protection complexity with cross-border personal data transfers 

3. Operational Dependency: 

• Credential issuance depends on alliance coordination office availability 

• Single point of failure for entire alliance 

• Coordination office technical issues affect all member institutions 

• Requires alliance investment in high-availability infrastructure 

4. Institutional Autonomy Concerns: 

• Universities transfer credential issuance authority to external entity 

• Reduced institutional control over student/staff credential provisioning 

• Potential conflicts with institutional identity management strategies 

• May contradict university autonomy principles in some national contexts 

5. Scalability Limitations: 

• Centralised system must handle peak loads during alliance-wide enrolment 

periods 

• Identity matching across thousands of students/staff from multiple institutions 

computationally intensive 

• Support requests funnel to single helpdesk potentially overwhelmed during high-

demand periods 

Suitable Alliance Profiles: 

• Alliances with established legal entities and governance infrastructure (e.g., 

foundations, associations) 

• Small alliances (3-5 members) where federation complexity remains manageable 

• Alliances with dedicated operational budgets and IT staff 

• Alliances prioritising uniform user experience over institutional autonomy 

Example Scenario: 

Hypothetical Alliance X operates a foundation established under Belgian law, with paid 

staff and operational budget. The foundation already operates centralised services 

(website, learning platform, event management). Alliance decides to extend central 

services to include AllianceID issuance, leveraging existing legal entity and operational 

structure. 



F.1.2 Distributed Institutional Issuer Model 

Governance Structure: 

Each member institution operates as an autonomous issuer, independently issuing 

AllianceID credentials to its own enrolled students and employed staff based on the 

institution's recognised membership in the alliance. 

Authorisation Chain: 

European Commission DG-EAC(RootTAO) 

↓ issues single governance EAA recognising 

Alliance and All Member Institutions (listed explicitly) 

↓ authorises autonomous issuance by 

Member Institution 1 (Trusted Issuer) 

Member Institution 2 (Trusted Issuer) 

Member Institution 3 (Trusted Issuer) 

[... continuing for all member institutions ...] 

↓ each independently issues 

AllianceID to their own students/staff 

Operational Model: 

Institutional Autonomy: 

• Each university uses existing issuer infrastructure (same platform supporting 

EducationalID, European Student Card, etc.) 

• Direct integration with institutional Student Information Systems and HR 

databases 

• Institutional IT departments manage operations independently 

• Institutional helpdesks provide user support 

Credential Lifecycle: 

• Each institution determines issuance timing (automatic, on-demand, batch 

campaigns) 

• Each institution manages own status lists for credentials it issued 

• Renewal processes aligned with institutional academic calendars and employment 

cycles 

• Institutional data protection officers oversee GDPR compliance for own 

students/staff 

Alliance Coordination (Minimal): 



• Alliance governance defines common eligibility criteria guidelines 

• Alliance provides template communication materials for students/staff 

• Alliance facilitates technical coordination (schema updates, interoperability 

testing) 

• Alliance monitors aggregate adoption metrics (not individual student/staff data) 

Advantages: 

1. Institutional Sovereignty Preservation: 

• Universities retain complete control over credential issuance to own students/staff 

• No authority transfer or delegation to external entities 

• Aligns with European higher education autonomy principles 

• Institutions maintain integrated identity management strategies 

2. No Alliance Legal Entity Required: 

• Alliance functions as recognised network without corporate structure 

• No fiscal identity number (CIF) or legal incorporation necessary 

• Avoids complex multi-jurisdictional legal questions 

• Eliminates governance overhead for legal entity management 

3. Leverages Existing Infrastructure: 

• Institutions use issuer platforms already deployed for other credentials 

• No duplicate infrastructure procurement or operation 

• Cost efficiencies through shared infrastructure across credential types 

• Institutions control platform vendor selection and upgrades 

4. Direct Authoritative Source Integration: 

• Immediate access to institutional SIS and HR databases 

• Eliminates complex identity federation requirements 

• Reduces data synchronisation delays and matching errors 

• Ensures credential accuracy through authoritative data sources 

5. Enhanced Resilience: 

• No single point of failure—institution-specific issues remain isolated 

• Distributed attack surface—security incidents contained to individual institutions 

• Alliance coordination office downtime does not affect credential operations 

• Parallel operational capacity scales naturally with alliance growth 

6. GDPR Compliance Simplification: 

• Each institution acts as data controller for own students/staff 



• No cross-border data sharing agreements between institutions required 

• Wallet-based storage eliminates institutional credential databases 

• Privacy-preserving verification via VDRs—no issuer notification 

7. Multi-Alliance Participation Support: 

• Universities in multiple alliances issue distinct AllianceID credentials using same 

infrastructure 

• No technical conflicts or governance complications from overlapping 

memberships 

• Students/staff accumulate multiple credentials in single wallet naturally 

• Institutional operational complexity does not increase linearly with alliance count 

Challenges: 

1. Coordination Mechanisms Required: 

• Alliance must facilitate coordination on common standards and policies 

• Consistency in eligibility criteria application requires communication 

• Troubleshooting user issues across multiple institutional issuers more complex 

• Quality assurance requires monitoring across distributed implementations 

2. Potential Issuance Inconsistencies: 

• Institutions may interpret eligibility criteria differently 

• Validity period policies might vary across institutions 

• User experience differences based on institutional procedures 

• Requires governance mechanisms ensuring alignment 

3. Verifier Complexity: 

• Verifiers must retrieve status lists from multiple issuers (extracted from 

credential) 

• Cannot assume centralised status list service 

• Configuration complexity scales with number of member institutions 

• Requires technical sophistication in verifier implementations 

4. Institutional Capability Requirements: 

• All member institutions need issuer platform capability 

• Smaller institutions may lack technical resources for independent issuer operation 

• Requires institutional investment in staff training and infrastructure 

• May create barriers for alliance expansion to resource-constrained institutions 

Resolution Strategies for Challenges: 



Coordination: 

• Alliance working groups establish common policy frameworks 

• Regular technical coordination meetings ensure interoperability 

• Shared documentation and template materials support consistency 

• Peer support networks enable knowledge sharing 

Consistency: 

• Governance EAA scope definitions specify clear eligibility criteria 

• Alliance monitoring of aggregate metrics identifies outlier practices 

• Quality assurance reviews ensure standards compliance 

• User feedback mechanisms identify issues requiring coordination 

Verifier Support: 

• Standard verifier libraries abstract multiple-issuer complexity 

• Alliance provides technical documentation and reference implementations 

• Training programmes for relying party developers 

• Alliance helpdesk supports verifier configuration questions 

Institutional Capability: 

• Shared issuer platform procurement reduces costs through volume 

• Open-source issuer software eliminates licensing costs 

• Alliance-wide technical assistance programmes support implementation 

• Transition periods allow gradual capability development 

Suitable Alliance Profiles: 

• Most European University Alliances (recommended default model) 

• Alliances prioritising institutional autonomy 

• Alliances where member institutions have or plan to deploy credential issuer 

capabilities 

• Universities participating in multiple alliances simultaneously 

• Alliances without legal entities or limited operational budgets 

Example Scenario: 

UNA Europa comprises 11 universities across 11 countries, each with substantial 

autonomy and independent IT operations. DG-EACissues single governance EAA 

recognising UNA Europa and listing all 11 member institutions. Each university 

independently issues AllianceID credentials to its students/staff using the same issuer 

platform that supports EducationalID and other credentials. Students at University of 

Bologna receive AllianceID from Bologna; students at Helsinki from Helsinki—but all 

credentials recognised across the entire alliance network. 



F.1.3 Hybrid Governance Approach 

Governance Structure: 

Combination of centralised and distributed issuance, accommodating institutions with 

varying technical capabilities and strategic preferences within single alliance. 

Authorisation Chain: 

European Commission DG-EAC(RootTAO) 

↓ issues governance EAA recognising 

Alliance and Specifying Issuer Models 

↓ authorises both: 

Alliance Coordination Office (Trusted Issuer) 

↓ issues for Institutions A, B, C (lacking issuer infrastructure) 

AND 

Member Institution X (Trusted Issuer) 

Member Institution Y (Trusted Issuer) 

↓ each issues for own students/staff 

Operational Model: 

Dual Issuance Pathways: 

Centralised Pathway: 

• Alliance coordination office issues credentials for institutions without 

independent issuer capability 

• Identity federation with subset of member institutions 

• Centralised status list management for these credentials 

Distributed Pathway: 

• Capable institutions issue independently to own students/staff 

• Direct institutional SIS/HR integration 

• Institutional status list management 

Governance Coordination: 

• Alliance governance defines which institutions use which pathway 

• Clear policy on transition from centralised to distributed as capabilities mature 

• Coordination mechanisms ensuring consistent user experience across pathways 

Advantages: 



1. Flexibility: 

• Accommodates diverse institutional technical capabilities within single alliance 

• Enables immediate alliance-wide deployment without waiting for all institutions 

to establish issuer infrastructure 

• Provides pathway for gradual evolution toward full distributed model 

2. Progressive Transition: 

• Alliances can begin with centralised model and transition incrementally 

• Institutions develop capability at own pace without delaying alliance launch 

• De-risks implementation by avoiding "big bang" approach 

3. Inclusive Alliance Membership: 

• Smaller institutions lacking technical resources can participate fully 

• Prevents two-tier alliance structure (capable vs. incapable institutions) 

• Alliance expansion not limited by candidate institution technical capabilities 

Challenges: 

1. Governance Complexity: 

• Most complex governance model requiring clear policies 

• Defining which institutions use which pathway potentially contentious 

• Transition criteria from centralised to distributed require explicit governance 

2. Support Complexity: 

• Users may not know which issuer to contact for support 

• Helpdesk staff require comprehensive knowledge of both pathways 

• Troubleshooting more complex with multiple operational models 

3. User Experience Inconsistency: 

• Students/staff at different institutions encounter different issuance processes 

• Potential confusion about why processes differ across alliance 

• Communication materials must address multiple pathways 

4. Technical Complexity: 

• Verifiers must handle credentials from multiple issuers with different 

characteristics 

• Status checking requires retrieving lists from multiple sources 

• Infrastructure monitoring more complex with hybrid architecture 



Resolution Strategies: 

Clear Governance Documentation: 

• Explicit pathway assignment criteria in alliance governance framework 

• Published roadmap for transitions from centralised to distributed 

• Transparent communication to all stakeholders 

Unified User Interface: 

• Alliance portal providing single entry point regardless of backend pathway 

• Consistent branding and user experience across pathways 

• Clear documentation explaining process differences 

Technical Coordination: 

• Standard interfaces abstracting pathway complexity from verifiers 

• Shared monitoring and alerting across all issuers 

• Coordinated incident response procedures 

Suitable Alliance Profiles: 

• Alliances with significant institutional capability disparities 

• Alliances in early adoption phase with phased implementation strategy 

• Alliances expanding membership to include resource-constrained institutions 

• Alliances transitioning from established centralised model toward distributed 

model 

Example Scenario: 

Alliance Y launches with 8 member institutions. Four universities (large, research-

intensive) deploy independent issuer infrastructure from launch. Three smaller institutions 

and one specialised college lack technical capacity. Alliance coordination office operates 

issuer for the four institutions initially, with explicit plan to transition them to independent 

issuance as they develop capability over 2-3 year period. 

F.1.4 Governance Model Comparison and Recommendations 

Comparative Analysis: 

Table 10 Governance Model Comparison 

Criterion Centralised Distributed 
(Recommended) 

Hybrid 

Institutional 
Autonomy 

Low—authority 
transferred to 
alliance 

High—institutions 
fully sovereign 

Medium—varies 
by institution 



Legal Entity 
Requirement 

Yes—alliance 
must have legal 
standing 

No—alliance 
functions as 
recognised network 

Partial—
coordination office 
has legal identity 

Technical 
Complexity 

Medium—single 
issuer, complex 
federation 

Low—institutions use 
existing 
infrastructure 

High—multiple 
pathways to 
manage 

Operational 
Costs 

High—alliance 
bears all 
infrastructure 
costs 

Distributed—
institutions leverage 
existing investments 

Mixed—alliance 
costs for subset, 
institutional costs 
for others 

Scalability Limited—
centralised 
bottleneck 

High—parallel 
capacity across 
institutions 

Medium—scales 
unevenly 

GDPR 
Compliance 

Complex—
cross-border 
data processing 

Simplified—each 
institution controls 
own data 

Complex—varies 
by pathway 

Multi-Alliance 
Support 

Poor—separate 
alliance entity 
per alliance 

Excellent—same 
infrastructure, 
different credentials 

Medium—
depends on 
pathway 

User Experience 
Consistency 

High—uniform 
process 

Medium—
institutional 
variations 

Low—pathway-
dependent 
differences 

Resilience Low—single 
point of failure 

High—distributed Medium—mixed 
architecture 

Implementation 
Speed 

Fast—single 
deployment 

Variable—depends 
on institutional 
readiness 

Fast initially, 
evolves over time 

DC4EU Recommendations by Alliance Profile: 

Recommendation 1: Distributed Model as Default 

For most European University Alliances, the distributed institutional issuer model (4.1.2) 

is recommended as the default approach because: 

• Aligns with European higher education autonomy principles 

• Eliminates legal entity requirement (major simplification) 

• Leverages existing institutional investments 

• Scales naturally with alliance growth 

• Supports multi-alliance participation seamlessly 

• Simplifies GDPR compliance 

Recommendation 2: Hybrid Model for Transitional Phases 



For alliances in early implementation stages or with significant capability disparities, 

hybrid model (4.1.3) serves as transitional architecture with explicit evolution plan 

toward full distributed model: 

• Enables immediate alliance-wide deployment 

• Accommodates diverse institutional readiness 

• Provides pathway for capability development 

• Requires clear governance framework defining transition criteria 

Recommendation 3: Centralised Model for Specific Strategic Cases 

Reserve centralised model (4.1.1) for alliances with specific strategic requirements: 

• Alliance already operates as legal entity with operational infrastructure 

• Small alliance (3-5 members) where coordination overhead remains manageable 

• Strong alliance preference for uniform central control 

• Strategic importance of centralised data analytics (subject to GDPR compliance) 

Implementation Decision Framework: 

Alliances evaluating governance models should assess: 

1. Institutional Technical Capabilities: Do member institutions have or plan to 

deploy issuer platforms? 

2. Legal Entity Status: Does alliance operate as legal entity, or prefer network 

model? 

3. Autonomy Priorities: How important is institutional sovereignty over credential 

operations? 

4. Budget Allocation: Can alliance fund centralised infrastructure, or prefer 

distributed costs? 

5. Multi-Alliance Participation: Do member institutions participate in multiple 

alliances? 

6. Implementation Timeline: Is immediate deployment required, or can phased 

approach be accommodated? 

Based on assessment results, select governance model most aligned with alliance 

characteristics and strategic priorities, recognising that evolution between models is 

possible as alliance matures. 

 

F.2 Use Cases and Service Integration 

AllianceID enables diverse use cases supporting the European Universities Initiative 

strategic objectives of deep transnational cooperation, seamless mobility, and integrated 

educational experiences. 



F.2.1 Cross-Institutional Library Access 

Use Case Description: 

Students and staff holding AllianceID credentials gain access to library facilities, 

resources, and services across all alliance partner institutions without complex 

registration processes or manual verification. 

Traditional Approach (Pre-AllianceID): 

• Student contacts home institution requesting letter of introduction 

• Home institution issues formal letter addressed to partner library 

• Student presents letter at partner library desk 

• Library staff manually verify letter authenticity (phone call to home institution) 

• Library creates temporary visitor account with limited privileges 

• Process duration: Days to weeks 

• Renewal: Required each academic term or annually 

AllianceID-Enabled Approach: 

Step 1: Student Approaches Partner Library 

• Student from University of Bologna visits University of Helsinki library 

• Library entrance has QR code for digital access authentication 

Step 2: Credential Presentation 

• Student scans QR code with EUDI Wallet 

• Wallet displays presentation request: "Helsinki University Library requests 

verification of alliance membership" 

• Student approves presentation 

Step 3: Automated Verification 

• Library system verifies AllianceID credential (hybrid trust process) 

• System confirms Bologna is UNA Europa member authorised to issue AllianceID 

• System checks credential status (not revoked) 

• Verification duration: < 5 seconds 

Step 4: Access Provisioning 

• Library grants building access via turnstile or door access system 

• Library provisions temporary computer login credentials 

• Library enables printing/copying services 

• Library provides map and orientation materials 

• Access duration: Immediate 



Service Levels: 

On-Site Access: 

• Building entry during regular hours 

• Workstation computer access with internet 

• Printing and copying services (potentially with small fee) 

• Study space utilisation 

• Reference assistance from librarians 

Digital Resources: 

• Access to physical collections (browsing, reading room use) 

• Limited access to electronic resources (depends on licensing) 

• Interlibrary loan services potentially available 

• Database access where licensing permits 

Borrowing Privileges: 

• Varies by library policy 

• Some libraries may enable limited borrowing (2-5 items) 

• Others restrict to on-site use only 

• Long-term borrowing may require separate registration 

Benefits: 

• Speed: Instant access vs. days-to-weeks traditional process 

• Privacy: No detailed personal data sharing with partner library 

• Convenience: No advance planning or administrative coordination required 

• Scalability: Works across entire alliance network without bilateral agreements 

• Cost reduction: Eliminates manual verification labour costs 

Technical Implementation: 

Libraries integrate AllianceID verification into existing access control systems: 

• Physical access: Integration with campus card readers or QR scanners at entrances 

• Computer login: Integration with authentication systems using temporary 

credentials 

• Resource access: Integration with library management systems for usage tracking 

• Analytics: Aggregate usage data (anonymised) informs resource allocation 

decisions 

F.2.2 Learning Management System Integration 

Use Case Description: 



Students participating in alliance joint courses, mobility programmes, or collaborative 

learning activities gain seamless access to Learning Management Systems (LMS) at 

partner institutions. 

Traditional Approach: 

• Student registers for alliance course through home institution 

• Home institution notifies partner institution of student registration 

• Partner institution manually creates LMS account 

• Partner institution emails login credentials to student 

• Student encounters authentication issues (password reset required, username 

confusion) 

• Process duration: Days, with potential technical support overhead 

AllianceID-Enabled Approach: 

Automatic Enrolment Scenario: 

Step 1: Course Registration 

• Student registers for alliance joint course through home institution system 

• Home institution registers student in course roster (shared with partner institution) 

Step 2: LMS Access Request 

• Student navigates to partner institution LMS URL 

• LMS detects non-institutional authentication, offers AllianceID login option 

Step 3: AllianceID Presentation 

• Student presents AllianceID credential from wallet 

• LMS verifies alliance membership and course roster 

• LMS automatically creates user account (if first access) or authenticates existing 

account 

Step 4: Service Provisioning 

• Student enrolled in specified course sections 

• Student role privileges assigned (student, not instructor) 

• Student gains access to course materials, assignments, discussion forums 

• Access duration: Immediate 

On-Demand Enrolment Scenario: 

For open alliance courses or self-enrolment scenarios: 



• Student discovers alliance course through alliance course catalogue 

• Student accesses partner institution LMS 

• Student presents AllianceID, triggering verification 

• Student requests course enrolment 

• System grants enrolment if course permits alliance student participation 

• Notification sent to course instructor about new alliance student 

Benefits: 

• Automation: Eliminates manual account creation labour 

• User experience: Single sign-on across alliance learning platforms 

• Data accuracy: Accounts created with verified affiliation, reducing spam/fake 

accounts 

• Flexibility: Supports both structured courses and open learning opportunities 

• Analytics: Alliance-wide learning participation metrics inform strategic planning 

Technical Implementation: 

LMS platforms integrate AllianceID through standard authentication protocols: 

• SAML/OAuth bridge connecting AllianceID verification to LMS authentication 

• Automatic account provisioning based on verified credentials 

• Role assignment rules defining student vs. instructor privileges 

• Course enrolment automation based on institutional registrar feeds or student self-

service 

Extended Use Cases: 

• Virtual mobility programmes: Students participate in courses at partner 

institutions without physical travel 

• Joint degrees: Students enrolled at multiple institutions simultaneously access all 

institutional platforms 

• Micro-credentials: Students complete short learning modules across alliance 

earning alliance-recognised credentials 

• Lifelong learning: Alumni holding expired EducationalID but valid AllianceID 

(if alliance policy permits) access continuing education offerings 

F.2.3 Mobility Programme Facilitation 

Use Case Description: 

Students participating in short-term research visits, semester exchanges, summer schools, 

or other mobility programmes within the alliance navigate administrative processes 

seamlessly through AllianceID verification. 

Traditional Approach: 



• Student applies for mobility programme through home institution 

• Home institution processes application, issues acceptance letter 

• Student submits extensive documentation to host institution (transcripts, CV, 

motivation letter, acceptance letter) 

• Host institution manually reviews documents, creates registration 

• Student receives visa support documentation (if required) 

• Upon arrival, student visits multiple offices (international office, faculty admin, 

IT services) for various registrations 

• Process duration: Weeks to months, with substantial administrative burden 

AllianceID-Enabled Approach: 

Pre-Arrival Phase: 

Step 1: Mobility Programme Registration 

• Student accepted to alliance mobility programme at host institution 

• Host institution registers student in mobility programme database 

• System links registration to student's AllianceID (via institutional coordination) 

Step 2: Pre-Arrival Services Access 

• Student accesses host institution pre-arrival portal 

• Student presents AllianceID for authentication 

• System verifies alliance membership and mobility programme registration 

• Student gains access to:  

o Accommodation information and booking systems 

o Course registration systems 

o Orientation materials and schedules 

o Buddy programme matching 

o Visa support documentation generation (automated) 

Arrival Phase: 

Step 3: On-Campus Registration 

• Student visits international office (single stop) 

• Student presents AllianceID via wallet 

• System verifies identity and mobility programme participation 

• System automatically provisions:  

o Student ID card or digital campus credential 

o Email account and IT services access 

o Library access (per previous use case) 

o Building access for student housing 

o Insurance documentation 

• Process duration: < 30 minutes single visit 



During Mobility: 

Step 4: Ongoing Services 

• AllianceID enables access to all partner institution services 

• Course enrolment adjustments processed automatically 

• Event registration (conferences, workshops, cultural activities) 

• Academic advising appointments 

• Career services access 

• Sports and recreation facility access 

Post-Mobility: 

Step 5: Academic Recognition 

• Host institution issues academic transcript as verifiable credential 

• Transcript references AllianceID proving validated mobility programme 

participation 

• Home institution automatically recognises credits through alliance agreements 

• Transcript integrated into student's lifelong credential portfolio 

Benefits: 

• Administrative efficiency: Eliminates repetitive manual data entry across 

multiple systems 

• Student experience: Single credential provides access to all services 

• Reduced barriers: Streamlined processes encourage more students to participate 

in mobility 

• Data integration: Mobility programme outcomes tracked for institutional 

reporting 

• Quality assurance: Verified alliance membership ensures programme integrity 

Technical Implementation: 

Host institutions integrate AllianceID into mobility management workflows: 

• Student information systems automatically provision accounts based on 

AllianceID presentation 

• Learning agreements digitally signed using verifiable credentials 

• Progress tracking integrated with AllianceID holder records 

• Transcript issuance tied to verified AllianceID mobility programme participation 

F.2.4 Research Facility and Laboratory Access 

Use Case Description: 



Researchers and doctoral students from alliance member institutions access specialised 

research facilities, laboratories, and equipment at partner institutions supporting 

collaborative research projects. 

Traditional Approach: 

• Researcher negotiates access with facility manager via email 

• Facility manager requests documentation (affiliation letter, research proposal, 

CV) 

• Facility manager seeks approval from department head or safety officer 

• Researcher completes facility-specific safety training (potentially redundant with 

home institution training) 

• Access granted after weeks of coordination 

• Access limited to specific dates/times requiring advance scheduling 

AllianceID-Enabled Approach: 

Step 1: Access Request 

• Researcher discovers facility through alliance research infrastructure catalogue 

• Researcher submits access request through online portal 

• Researcher presents AllianceID for affiliation verification 

Step 2: Eligibility Verification 

• System verifies alliance membership via AllianceID 

• System queries researcher's home institution for safety training certification status 

• System confirms research project alignment with facility capabilities 

Step 3: Approval Workflow 

• Facility manager reviews request (now with verified alliance affiliation) 

• Approval process streamlined—no need to verify affiliation authenticity 

• Additional requirements (safety training, project documentation) requested if 

needed 

Step 4: Access Provisioning 

• Upon approval, researcher's AllianceID linked to facility access control system 

• Researcher presents AllianceID at facility entrance for physical access 

• Equipment usage tracking tied to AllianceID holder 

• Collaborative usage costs allocated to researcher's home institution (if applicable) 

Enhanced Scenarios: 

Equipment Booking: 



• Researcher books specialised equipment (electron microscope, high-performance 

computing cluster) through online system 

• AllianceID verifies eligibility for alliance researcher priority booking 

• Booking confirmation and access instructions sent to researcher 

Collaborative Research Spaces: 

• Alliance establishes shared research spaces (co-working labs, collaborative 

makerspaces) 

• Any alliance researcher with AllianceID can access during open hours 

• Usage analytics inform space design and resource allocation 

Benefits: 

• Barrier reduction: Researchers access specialised equipment unavailable at 

home institution 

• Collaboration facilitation: Shared facility access enables interdisciplinary 

projects 

• Resource optimisation: Expensive equipment utilised more efficiently across 

alliance 

• Cost transparency: Facility usage tracking enables fair cost allocation models 

• Safety compliance: Verified training certifications reduce safety incidents 

Technical Implementation: 

• Physical access control integration (badge readers accepting AllianceID 

credentials) 

• Equipment management systems tracking usage by AllianceID holder 

• Safety training credential verification (potentially separate verifiable credentials) 

• Booking systems applying priority rules for alliance members 

• Cost allocation systems interfacing with institutional finance departments 

F.2.5 Alliance Events and Activities Registration 

Use Case Description: 

Students, staff, and researchers participate in alliance-organised events, conferences, 

workshops, summer schools, and networking activities with streamlined registration and 

access. 

Traditional Approach: 

• Student discovers event through alliance website 

• Student completes registration form providing extensive personal data 

• Event organisers manually verify participant eligibility (email to home institution) 



• Event organisers issue confirmation email with separate login credentials for 

event platform 

• Participant receives physical badge upon arrival (queue at registration desk) 

• Process: Time-consuming, data protection concerns 

AllianceID-Enabled Approach: 

Online Registration: 

Step 1: Event Discovery 

• Student browses alliance events calendar 

• Student selects event of interest 

Step 2: AllianceID-Authenticated Registration 

• Registration system requests AllianceID presentation 

• Student presents credential from wallet 

• System automatically populates registration:  

o Alliance affiliation verified 

o Home institution identified 

o Student/staff status confirmed 

• Student completes only event-specific fields (dietary preferences, session 

selections, accommodation needs) 

Step 3: Registration Confirmation 

• System issues registration confirmation as verifiable credential (optional) 

• Credential contains: Event name, dates, registration status, access rights 

• Student stores event credential in wallet alongside AllianceID 

On-Site Event Access: 

Step 4: Check-In 

• Student arrives at event venue 

• Student scans QR code at entrance with wallet 

• System verifies AllianceID and event registration credential 

• System grants building access, no physical badge required 

Step 5: Event Participation 

• Student presents credentials to access:  

o Conference sessions (capacity tracking) 

o Networking events and receptions 

o Workshop materials and equipment 



o Event mobile app with personalised schedule 

o Meal services (if included) 

Post-Event: 

Step 6: Participation Certification 

• Event organisers issue attendance or completion credentials 

• Credentials stackable: Event completion + Alliance membership = verifiable 

professional development record 

• Credentials integrate into student's lifelong learning portfolio 

Benefits: 

• Data minimisation: Only essential data collected at registration 

• Fraud prevention: Verified alliance affiliation eliminates registration spam 

• User experience: Single sign-on for event registration and access 

• Capacity management: Real-time attendance tracking informs space allocation 

• Networking facilitation: Verified participants more confident in connecting 

• Environmental impact: Elimination of physical badges reduces waste 

Technical Implementation: 

• Event registration platforms integrate AllianceID verification 

• Mobile event apps support credential-based authentication 

• Badge printing eliminated in favour of digital credential presentation 

• Attendance tracking tied to credential presentation events 

• Post-event certificate issuance automated for credential holders 

Extended Use Cases: 

• Alliance governance participation: Verified member institution representatives 

participate in alliance governance meetings 

• Student council elections: Voting eligibility verified through AllianceID 

• Alumni events: Graduates holding expired EducationalID but valid AllianceID 

(if permitted) attend alumni networking events 

F.2.6 Alumni Engagement and Lifelong Learning 

Use Case Description: 

Graduates of alliance member institutions maintain connection to the alliance through 

alumni-specific AllianceID credentials enabling continued access to selective services 

and lifelong learning opportunities. 

Policy Considerations: 



Alliances must define alumni AllianceID policies: 

• Automatic conversion: Upon graduation, student AllianceID converts to alumni 

AllianceID with modified access rights 

• Separate issuance: Alumni request distinct alumni AllianceID after graduation 

• Validity periods: Alumni credentials may have longer validity periods or lifetime 

duration 

• Service scope: Alumni AllianceID grants access to specific services (libraries, 

events, lifelong learning) but not student-specific services (examination 

registration, grade access) 

AllianceID-Enabled Alumni Scenarios: 

Continuing Education: 

• Alumni access alliance professional development programmes 

• Alumni enrol in micro-credential courses across alliance 

• Alumni participate in executive education offerings 

• AllianceID enables seamless cross-institutional learning without re-registration 

Library Access: 

• Alumni maintain library access across alliance network 

• Supports lifelong learning and professional development 

• Potential limitations (on-site access only, no extensive borrowing) 

Career Services: 

• Alumni career centres across alliance accessible 

• Job boards, mentorship programmes, networking events 

• AllianceID verification for alumni status in application processes 

Research Collaboration: 

• Alumni in academia or industry collaborate on research projects with alliance 

members 

• Access to research seminars, working groups, publication opportunities 

• AllianceID facilitates ongoing engagement 

Alumni Events: 

• Homecoming events, reunions, anniversary celebrations across alliance 

• Regional alumni chapters (e.g., North American chapter of European alliance 

alumni) 

• AllianceID enables verification for event registration 



Benefits for Alumni: 

• Lifelong alliance affiliation: Connection maintained beyond single institution 

• European professional identity: Credential signals participation in prestigious 

European collaboration 

• Continued access to resources: Libraries, learning opportunities, professional 

development 

• Networking: Access to alliance-wide alumni network (potentially tens of 

thousands) 

Benefits for Alliances and Institutions: 

• Alumni engagement metrics: Track active alumni participation for institutional 

advancement 

• Fundraising potential: Engaged alumni more likely to support institutions 

philanthropically 

• Recruiting pipeline: Alumni promote alliance to prospective students 

• Impact demonstration: Alumni success stories demonstrate alliance value to 

European Commission 

Technical Implementation: 

• Status list management for alumni credentials (different revocation triggers than 

student credentials) 

• Service access policies distinguish student, staff, and alumni credential types 

• Alumni database integration for targeted communications 

• Lifelong credential portfolio architecture supporting credential accumulation over 

decades 

F.2.7 Access Control and Authorisation Architecture 

This section addresses the critical technical and governance infrastructure enabling 

AllianceID-based service access across alliance member institutions whilst preserving 

institutional autonomy and privacy. 

Alliance-Scoped Access Control Policies: 

Relying parties (service providers at partner institutions) configure access policies based 

on verified alliance membership rather than bilateral agreements or manual verification 

processes. 

Policy Configuration Example: Library Access 

University of Helsinki Library System configures access policy: 

POLICY: Alliance Library Access 



IF credential.type == "VerifiableAllianceID" AND 

   credential.allianceCode == "UNAEUROPA" AND 

   credential.isValid() AND 

   credential.isNotRevoked() AND 

   classical_PKI_verification_passed AND 

   VDR_authorisation_confirmed 

THEN grant_service_access(level: "visitor") 

Verification Workflow Execution: 

1. Credential Presentation: Student from University of Bologna presents 

AllianceID credential via EUDI Wallet 

2. Issuer Identification: Helsinki library system extracts issuer DID (Bologna) from 

credential 

3. Classical PKI Verification: System verifies Bologna's X.509 certificate validity 

and legal entity identity 

4. VDR Authorisation Query: System queries EBSI VDR: "Is Bologna a 

recognised UNA Europa member authorised to issue AllianceID?" 

5. VDR Response: VDR returns governance EAA confirming Bologna appears in 

UNA Europa member institution list with AllianceID issuance authorisation 

6. Alliance Code Matching: System confirms credential alliance code 

("UNAEUROPA") matches policy requirement 

7. Status Checking: System retrieves Bologna's status list, verifies credential not 

revoked 

8. Access Decision: All verification stages passed → System grants library visitor 

access 

Policy Execution Time: Entire workflow completes in < 5 seconds, perceived by user as 

instantaneous. 

Resource Sharing Without Bilateral Agreements: 

Traditional Model Complexity: 

In pre-AllianceID scenario, library resource sharing across alliance requires: 

• Bilateral agreements between each institution pair 

• For 11-member alliance (UNA Europa): 55 bilateral agreements required (n*(n-

1)/2) 

• Each agreement specifies:  

o Services included (on-site access, borrowing, electronic resources) 

o Eligibility criteria (students, staff, alumni) 

o Liability frameworks (damaged materials, unpaid fines) 

o Data protection responsibilities (user tracking, privacy) 

o Financial arrangements (reciprocal access, fee structures) 



• Legal review required for each agreement (institutional counsel involvement) 

• Ongoing maintenance as policies evolve 

Total administrative burden: Hundreds of hours of legal, administrative, and IT 

coordination work. 

AllianceID Model Simplification: 

With AllianceID architecture: 

• Single authorisation source: DG-EACgovernance EAA recognises alliance 

• Verified membership: Machine-readable confirmation of institutional 

membership 

• Policy-based access: Each institution defines own access policies referencing 

alliance membership 

• No bilateral agreements required: Institutional policies + verified credentials 

sufficient 

• Autonomous operation: Institutions modify policies independently without 

coordination 

Bilateral Agreement Elimination Calculation: 

Table 11 Bilateral Agreement Elimination Calculation 

Alliance 

Size 
Traditional Bilateral 

Agreements Required 
AllianceID Model Agreements 

Required 
5 
members 

10 bilateral agreements 0 bilateral agreements (1 DG-
EACgovernance EAA) 

11 
members 

55 bilateral agreements 0 bilateral agreements (1 DG-
EACgovernance EAA) 

20 
members 

190 bilateral agreements 0 bilateral agreements (1 DG-
EACgovernance EAA) 

Service-Specific Authorisation Policies: 

Different services within partner institutions define distinct access policies aligned with 

service characteristics and institutional risk tolerance. 

Low-Risk Services (Open Access): 

• Policy: Grant access to all valid AllianceID holders 

• Examples: Library on-site access, study spaces, public lectures, campus tours 

• Verification: Alliance membership sufficient, no additional requirements 

• Access Level: Visitor or guest status 

Medium-Risk Services (Conditional Access): 



• Policy: Grant access to AllianceID holders meeting additional criteria 

• Examples: Computer lab access (requires IT account), equipment borrowing 

(requires deposit), laboratory access (requires safety training) 

• Verification: Alliance membership + supplementary credentials or institutional 

checks 

• Access Level: Restricted or supervised access 

High-Risk Services (Approval Required): 

• Policy: Grant access to AllianceID holders with explicit approval 

• Examples: Hazardous materials laboratory access, controlled research facilities, 

specialised equipment operation 

• Verification: Alliance membership + formal request + institutional approval + 

safety certifications 

• Access Level: Supervised, logged, potentially time-limited 

Selective Disclosure and Privacy Enhancement: 

Even for AllianceID credentials containing minimal data (only alliance affiliation), 

selective disclosure principles apply: 

User Control: 

• Wallet prompts user: "Helsinki Library requests verification of UNA Europa 

membership. Share?" 

• User approves or denies each presentation request 

• User informed of data being shared (alliance affiliation only, no personal data) 

Service-Specific Templates: 

• Alliances may define selective disclosure templates for common service types 

• Library template: Disclose alliance affiliation only 

• Course enrolment template: Disclose alliance affiliation + student status 

• Research facility template: Disclose alliance affiliation + researcher status + 

institutional affiliation 

Terms of Use Integration: 

Credentials may include Terms of Use specifying acceptable disclosure contexts: 

• Educational purposes only (preventing commercial use) 

• Named relying party restrictions (credential only presentable to alliance member 

institutions) 

• Purpose limitations (library access permitted, but not employment verification) 

Wallets enforce terms by warning users if presentation request appears to violate terms. 



Verification Logging and Privacy: 

Service providers must balance operational requirements (audit trails, usage analytics) 

with privacy protection: 

Privacy-Preserving Logging Practices: 

What to Log: 

• Timestamp of verification 

• Credential type (AllianceID) 

• Issuer institution (e.g., Bologna) 

• Alliance affiliation (e.g., UNA Europa) 

• Access decision (granted/denied) 

• Service accessed 

What NOT to Log: 

• Full credential content (contains credential holder wallet DID) 

• Personal identifying information (unless required for service provisioning) 

• Wallet DID (pseudonymous identifier that could enable cross-service correlation) 

• Granular usage patterns enabling individual identification 

Pseudonymisation Techniques: 

• Generate service-specific pseudonymous identifiers rather than using wallet DID 

• Aggregate usage statistics (e.g., "50 UNA Europa members accessed library this 

week") rather than individual records 

• Implement data retention policies (delete logs after defined period) 

GDPR Compliance: 

• Define legal basis for logging (legitimate interest for service provisioning and 

security) 

• Implement data subject rights (access, deletion) for logged data 

• Maintain data processing records 

• Conduct data protection impact assessments for high-risk services 

Access Control Scalability: 

As alliances expand membership or services proliferate, access control architecture scales 

naturally: 

New Alliance Members: 

• DG-EACupdates governance EAA adding new member institution 



• VDRs reflect updated member list immediately 

• All existing relying party verifiers automatically recognise new member 

credentials 

• No bilateral configuration updates required 

New Services: 

• Service providers implement AllianceID verification using standard libraries 

• Service providers define access policies referencing alliance membership 

• Services operational immediately upon configuration 

• No coordination with alliance governance required for basic service launch 

Multi-Alliance Scenarios: 

• Service providers at institutions participating in multiple alliances configure 

policies for each alliance 

• Example: University X Library grants access to holders of UNA Europa 

AllianceID OR YUFE AllianceID 

• Verification workflow identical; policy simply references multiple alliance codes 

Security and Fraud Prevention: 

AllianceID verification architecture provides robust security against common fraud 

scenarios: 

Credential Forgery: 

• Cryptographic signatures prevent credential tampering or forgery 

• Hybrid verification ensures both legal entity identity and governance 

authorisation 

• VDR queries prevent acceptance of credentials from unauthorised issuers 

Replay Attacks: 

• Challenge-response in presentation prevents credential replay 

• Presentation bound to specific verifier (domain binding) 

• Timestamp freshness validation prevents delayed presentation 

Impersonation: 

• Holder proof in presentation confirms credential holder controls wallet private 

key 

• Biometric authentication in EUDI Wallet prevents wallet theft exploitation 

Revocation: 



• Real-time status checking prevents use of revoked credentials 

• StatusList2021 publication to VDRs ensures authoritative status source 

• Institutional revocation authority prevents unauthorised access after eligibility 

termination 

 

F.3 Implementation Challenges and Solutions 

Implementation of AllianceID across diverse European University Alliances reveals 

common challenges requiring thoughtful solutions balancing technical constraints, 

governance complexity, and user experience requirements. 

F.3.1 Eligibility Determination Across Diverse Alliance Models 

Challenge: 

European University Alliances operate through diverse models defining alliance 

membership and participation scope differently: 

Full Alliance Membership: 

• Some alliances grant membership status to all enrolled students and employed 

staff automatically 

• Example: All students at any UNA Europa member institution receive UNA 

Europa AllianceID 

Programme-Specific Participation: 

• Other alliances limit alliance affiliation to students/staff participating in specific 

alliance programmes 

• Example: Only students enrolled in YUFE joint degrees, mobility programmes, or 

collaborative courses qualify for YUFE AllianceID 

Tiered Membership: 

• Some alliances distinguish between "core members" (full participation rights) and 

"associate members" (limited participation) 

• Example: CHARM-EU distinguishes between full member universities and 

associate partner organisations 

Temporal Participation: 

• Alliance membership may be time-limited to duration of specific programmes or 

projects 



• Example: Visiting scholars participating in year-long alliance research project 

receive temporary AllianceID valid for project duration only 

Eligibility Ambiguity: 

These diverse models create challenges for: 

• Issuing institutions: Determining which students/staff qualify for AllianceID 

• Verifying institutions: Understanding what AllianceID signifies about holder's 

relationship to alliance 

• Students/staff: Understanding whether they qualify and how to request 

credentials 

Solution 1: Governance EAA Scope Definitions 

DG-EACgovernance EAAs recognising alliances include explicit scope definitions: 

json 

"scope": { 

  "credentialTypes": ["AllianceID"], 

  "eligibilityCategories": ["student", "staff", "researcher"], 

  "eligibilityRules": { 

    "students": "All currently enrolled students at member institutions", 

    "staff": "All employed academic and administrative staff at member institutions", 

    "researchers": "Doctoral candidates and postdoctoral researchers" 

  }, 

  "exclusions": ["alumni", "visiting scholars < 3 months"], 

  "geographicScope": "European Union and associated countries" 

} 

Detailed eligibility rules published in alliance governance framework documentation 

(referenced in governance EAA) provide definitive guidance. 

Solution 2: Institutional Eligibility Determination Policies 

Each member institution implements eligibility determination logic based on 

authoritative data sources: 

Data Source Queries: 

• Student Information Systems: Current enrolment status, programme codes 

• Human Resources databases: Employment status, contract types, organisational 

units 



• Alliance programme registrations: Participation in alliance-specific activities (if 

applicable) 

Automated Eligibility Flags: 

• Institutions set flags in SIS/HR systems identifying alliance-eligible individuals 

• Flags update automatically based on enrolment/employment changes 

• Issuer platforms query flags during credential request processing 

Solution 3: Clear Communication to Students/Staff 

Institutions and alliances provide clear guidance on AllianceID eligibility: 

Alliance Governance Website: 

• Dedicated AllianceID information page 

• Eligibility criteria explained in plain language 

• FAQ addressing common questions ("I'm an exchange student, do I qualify?") 

Institutional Communications: 

• Student/staff portals display personalised eligibility information 

• Email campaigns during enrolment periods promoting AllianceID 

• Helpdesk training ensuring support staff can answer eligibility questions 

Credential Request Interface: 

• Real-time eligibility checking during request process 

• Clear messaging if individual doesn't qualify (with explanation why) 

• Guidance on alternative credentials if AllianceID not appropriate 

Solution 4: Extended Attributes for Fine-Grained Access Control 

For alliances with complex eligibility rules, AllianceID schema supports optional 

extended attributes: 

json 

"credentialSubject": { 

  "id": "did:key:z6Mk...", 

  "identifier": { 

    "value": "urn:schac:europeanUniversityAllianceCode:int:euai:yufe.eu:YUFE" 

  }, 

  "affiliationType": "programme-participant", 

  "programmeCode": "YUFE-JDGC-2024", 



  "participationLevel": "core-member" 

} 

Extended attributes enable: 

• Service providers distinguishing between full members and associate members 

• Fine-grained access policies based on programme participation 

• Analytics on participation patterns across alliance 

Privacy consideration: Extended attributes disclosed selectively—users control which 

attributes shared with which verifiers. 

F.3.2 Credential Lifecycle Management 

Challenge: 

AllianceID credentials require lifecycle management aligned with complex, multi-

institutional administrative calendars and alliance governance changes: 

Validity Period Determination: 

• Should credentials expire annually (aligned with academic years)? 

• Should credentials persist for duration of degree programme (3-5 years)? 

• Should credentials have indefinite validity with revocation upon eligibility 

termination? 

Renewal Processes: 

• Who initiates renewal (institution automatically, or student request)? 

• What triggers renewal requirement (continued enrolment, specific request)? 

• How are users reminded of upcoming expiration? 

Revocation/Suspension Triggers: 

• Student graduates → Revoke student AllianceID (but issue alumni AllianceID?) 

• Student takes leave of absence → Suspend (not revoke) pending return 

• Staff member changes employment → Immediate revocation or grace period? 

• Institution leaves alliance → Revoke all credentials from that institution? 

Solution 1: Alliance Governance Lifecycle Policies 

Alliances establish lifecycle management policies in governance framework: 

Standard Validity Periods: 

• Student credentials: 1-2 years (renewable annually or biennially) 



• Staff credentials: 2-3 years (aligned with typical employment contract review 

cycles) 

• Programme-specific credentials: Duration of programme + grace period 

Rationale: Balance administrative burden (fewer renewals better) vs. risk (shorter 

validity reduces exposure from forgotten revocations) 

Renewal Triggers: 

• Automatic renewal: Institutions automatically renew upon continued eligibility 

verification 

• On-demand renewal: Students/staff request renewal; institution verifies 

eligibility and re-issues 

• Hybrid: Automatic renewal with user confirmation 

Revocation Standard Operating Procedures: 

Event Action Timing 
Student graduation Revoke student AllianceID; 

offer alumni AllianceID 
Within 30 days of 
graduation 

Staff employment 
termination 

Revoke staff AllianceID Effective date of 
termination 

Leave of absence (< 
1 year) 

Suspend (not revoke); 
reinstate upon return 

Effective date of leave; 
auto-reinstate upon return 

Institution leaves 
alliance 

Revoke all credentials issued 
by that institution 

Effective date of alliance 
membership termination 

Policy violation / 
misconduct 

Revoke or suspend per 
institutional disciplinary 
process 

Per institutional timeline 

Credential issued 
in error 

Immediate revocation Within 24 hours of discovery 

Solution 2: Automated Lifecycle Management Systems 

Institutions implement automated workflows reducing manual administration: 

SIS/HR Integration: 

• Credential management systems monitor SIS/HR databases for status changes 

• Automated triggers: Enrolment termination → Credential revocation workflow 

initiated 

• Batch processing: Nightly jobs check all issued credentials for continued 

eligibility 

Status List Updates: 



• Revocation decisions automatically update institutional status lists 

• Status lists published to VDRs within minutes of revocation 

• Real-time verification ensures revoked credentials rejected immediately 

User Notifications: 

• Automated emails notify users of:  

o Upcoming expiration (60 days, 30 days, 7 days before expiration) 

o Successful renewal 

o Revocation (with explanation and appeal process information) 

o Suspension (with reinstatement criteria) 

Solution 3: Grace Periods and Transition Management 

To accommodate administrative realities, implement grace periods: 

Post-Graduation Grace Period: 

• Student AllianceID remains valid for 3-6 months after graduation 

• Enables completion of ongoing alliance activities without disruption 

• Provides transition time for alumni AllianceID issuance 

Employment Transition Grace Period: 

• Staff credential valid for 1 month after employment termination 

• Supports finishing collaborative projects and administrative closeout 

Institutional Departure Grace Period: 

• If institution leaves alliance, credentials valid for remainder of academic year 

• Prevents disruption to ongoing student mobility programmes 

• Requires coordination with alliance governance and DG-EAC 

F.3.3 Alumni and Associate Member Considerations 

Challenge: 

Alliances seek to extend benefits beyond current students/staff to alumni and associate 

members (partner organisations, affiliated entities), but these populations raise unique 

governance and technical questions. 

Alumni Challenges: 

Eligibility Duration: 

• Should alumni hold AllianceID indefinitely (lifetime)? 



• Should alumni credentials have limited validity requiring renewal? 

• Should alumni credentials distinguish recent graduates from long-term alumni? 

Service Access Scope: 

• Which services should alumni access (libraries yes, course enrolment no)? 

• Should alumni access rights differ from student/staff rights? 

• How do service providers distinguish alumni credentials from active student 

credentials? 

Credential Conversion: 

• Should student AllianceID automatically convert to alumni AllianceID upon 

graduation? 

• Should alumni request separate alumni AllianceID? 

• What happens to expired student AllianceID—permanent revocation or 

conversion? 

Associate Member Challenges: 

Legal Status: 

• Associate partners may be non-educational entities (industry, cultural institutions, 

NGOs) 

• Governance EAAs recognising alliances typically reference higher education 

institutions—how to accommodate non-HEI partners? 

Authorisation Scope: 

• Should associate partners issue AllianceID to their staff? 

• If so, what services should associate member credentials access? 

• How do governance EAAs represent associate vs. full member distinction? 

Solution 1: Alumni AllianceID Credential Type 

Define distinct credential type for alumni: 

Schema Extension: 

json 

{ 

  "type": ["VerifiableCredential", "VerifiableAllianceID", "AlumniAllianceID"], 

  "credentialSubject": { 

    "identifier": { 

      "value": "urn:schac:europeanUniversityAllianceCode:int:euai:una-europa.eu:UNAEUROPA" 



    }, 

    "affiliationType": "alumni", 

    "graduationYear": 2024, 

    "alumniInstitution": "University of Bologna" 

  } 

} 

Distinct credential type enables: 

• Service providers applying different access policies for alumni vs. current 

students 

• Verifiers easily distinguishing credential categories 

• Analytics tracking alumni engagement separately from student engagement 

Issuance Models: 

Automatic Conversion: 

• Upon graduation, institution revokes student AllianceID 

• Institution simultaneously issues alumni AllianceID 

• User receives notification: "Your student AllianceID has been converted to 

alumni AllianceID" 

Separate Request: 

• Graduate explicitly requests alumni AllianceID post-graduation 

• Enables opting out for alumni not interested in continued engagement 

• Reduces unnecessary credential issuance 

Validity: 

• Alumni credentials typically longer validity (5-10 years) or indefinite 

• Renewal processes less frequent than student credentials 

Service Access Policies for Alumni: 

Service providers configure distinct policies: 

• Libraries: Alumni AllianceID grants on-site access, limited borrowing 

• LMS: Alumni AllianceID grants access to continuing education courses, not 

degree programmes 

• Events: Alumni AllianceID grants access to alumni networking events, selected 

conferences 

• Career services: Alumni AllianceID grants access to job boards, mentorship 

programmes 



Solution 2: Associate Member Representation in Governance Framework 

Governance EAA Structure Accommodating Associates: 

json 

{ 

  "credentialSubject": { 

    "allianceCode": "CHARMEU", 

    "fullMembers": [ 

      {"name": "Eötvös Loránd University", "type": "HigherEducationInstitution", "did": "..."}, 

      {"name": "Trinity College Dublin", "type": "HigherEducationInstitution", "did": "..."} 

    ], 

    "associatePartners": [ 

      {"name": "Budapest City Council", "type": "LocalGovernment", "did": "..."}, 

      {"name": "TechCorp Research Lab", "type": "PrivateSectorOrganisation", "did": "..."} 

    ], 

    "authorisationScope": { 

      "fullMembers": { 

        "credentialTypes": ["AllianceID"], 

        "eligibilityCategories": ["student", "staff", "researcher"] 

      }, 

      "associatePartners": { 

        "credentialTypes": ["AllianceID-Associate"], 

        "eligibilityCategories": ["staff"] 

      } 

    } 

  } 

} 

Separate credential types for associate members: 

• VerifiableAllianceID-Associate distinguishes from full member credentials 

• Service access policies reference credential type to apply appropriate restrictions 

• Governance transparency: Clear distinction between full and associate 

membership 

Limited Service Access for Associates: 

• Associate member credentials may grant access to:  

o Alliance events open to broader community 



o Collaborative workspace facilities 

o Specific research projects involving associate partners 

• Associate credentials do NOT grant:  

o Library borrowing privileges 

o Academic course enrolment 

o General campus access at partner institutions 

 

F.4 Strategic Value for Alliance Objectives 

AllianceID delivers transformative value aligned with European Universities Initiative 

strategic objectives, enabling deep transnational cooperation, seamless mobility, 

evidence-based governance, and sustainable scalability. 

F.4.1 Enabling Deep Transnational Cooperation 

Strategic Objective: 

European Universities Initiative aims to create genuinely integrated transnational 

alliances where students, staff, and researchers move seamlessly across borders and 

institutional boundaries, experiencing the alliance as a coherent educational and research 

environment rather than collection of separate institutions. 

Pre-AllianceID Barriers: 

• Fragmented identity systems requiring separate registrations at each institution 

• Administrative barriers slowing cross-institutional collaboration 

• Lack of mutual recognition mechanisms for institutional affiliations 

• Manual verification processes creating friction in resource access 

AllianceID Transformation: 

Seamless Cross-Institutional Access: 

• Students access libraries, learning platforms, research facilities across entire 

alliance network with single credential 

• No administrative delays, no bilateral coordination, no manual verification 

• Alliance experienced as integrated environment, not separate institutions 

Friction Elimination: 

• Traditional model: Days-to-weeks process requiring forms, approvals, manual 

verification 

• AllianceID model: Instant verification and automated access provisioning 

• User experience: "This feels like my home institution" 



Trust Building: 

• Verified credentials establish baseline trust enabling collaboration 

• Faculty more willing to admit alliance students to courses knowing affiliation 

verified 

• Research collaborators confident in institutional affiliations 

Quantitative Impact: 

Pilot data and projections: 

• Library access time: Reduced from 5-10 days (traditional) to < 5 seconds 

(AllianceID) 

• LMS account creation: Reduced from 2-5 days to instant automated 

provisioning 

• Mobility programme administrative burden: Reduced by 60-70% through 

automated verification 

• Service access attempts: 95%+ success rate vs. 70-80% traditional (due to 

manual errors, delays) 

Strategic Significance: 

Deep transnational cooperation requires technological infrastructure making cross-

institutional access as seamless as intra-institutional access. AllianceID provides this 

infrastructure, transforming alliance aspiration into operational reality. 

F.4.2 Evidence Base for Impact Assessment 

Strategic Objective: 

European Commission and alliance governance bodies require evidence demonstrating 

alliance impact, justifying continued funding, and informing policy development. 

Traditional Evidence Challenges: 

• Manual tracking of mobility participants (incomplete data) 

• Survey-based impact assessment (response bias, low participation rates) 

• Anecdotal success stories (not systematically collected) 

• Lack of quantitative metrics on cross-institutional engagement 

AllianceID-Enabled Evidence Generation: 

Metrics Enabled by AllianceID: 

Cross-Institutional Mobility: 



• Number of unique AllianceID holders accessing services at partner institutions 

• Distribution of mobility patterns (which institutions interact most frequently) 

• Geographic reach of alliance engagement across Member States 

• Temporal trends (growing/declining cross-institutional activity) 

Resource Utilisation: 

• Library usage by alliance members (visits, resources accessed) 

• LMS engagement (course enrolments, assignment completions) 

• Research facility utilisation (lab hours, equipment bookings) 

• Event participation (attendance, networking engagement) 

Service Effectiveness: 

• Conversion rates (credential issuance to active usage) 

• User retention (continued usage over time) 

• Service satisfaction (correlated with usage patterns) 

Example Analytics Dashboard: 

Table 12 Example Analytics Dashboard 

Metric Q1 
2025 

Q2 
2025 

Q3 
2025 

Trend 

Active AllianceID holders 8,500 11,200 14,800 ↑ 74% 
Cross-institutional library visits 3,200 4,100 5,600 ↑ 75% 
LMS course enrolments (partner 
institutions) 

1,800 2,400 3,100 ↑ 72% 

Event participations 950 1,200 1,450 ↑ 53% 
Research facility access requests 180 240 310 ↑ 72% 

Strategic Value for Stakeholders: 

European Commission: 

• Quantitative evidence of alliance effectiveness for funding continuation decisions 

• Comparative metrics across alliances informing policy refinement 

• Data-driven insights for European Education Area development 

Alliance Governance: 

• Strategic planning informed by usage data (resource allocation, service 

expansion) 

• Member institution contributions and benefits transparently tracked 

• Identification of underutilised services requiring promotion or redesign 

Member Institutions: 



• Demonstration of institutional commitment to alliance through 

issuance/verification data 

• Evidence of value delivered to students/staff for internal advocacy 

• Benchmarking against peer institutions within alliance 

Quality Assurance Bodies: 

• Objective metrics supplementing qualitative programme reviews 

• Evidence of international dimension in institutional quality assurance 

• Transparent accountability through usage auditing 

Privacy-Preserving Analytics: 

CRITICAL: All analytics aggregate data ensuring individual privacy: 

• No individual-level tracking beyond institutional scope (institutions track own 

students/staff only) 

• Alliance-level analytics aggregate across institutions without individual 

identification 

• Pseudonymisation techniques prevent cross-service correlation 

• GDPR compliance through data minimisation and purpose limitation 

F.4.3 Scalability and Sustainability Model 

Strategic Objective: 

European Universities Initiative continues expanding with new alliance cohorts selected 

annually. Infrastructure supporting alliances must scale efficiently without proportional 

cost increases. 

Traditional Scalability Challenges: 

• Each new alliance requires custom bilateral agreement negotiations 

• Infrastructure costs scale linearly with alliance count 

• Coordination overhead grows exponentially with institutional interconnections 

• Sustainability threatened by dependency on project-specific funding 

AllianceID Scalability Advantages: 

Replication Pathways: 

Technical Architecture: 

• Standardised architecture applicable to all alliances without customisation 

• Open-source issuer/verifier components reduce implementation costs 

• Shared European infrastructure (EBSI) eliminates per-alliance infrastructure costs 



• Documentation and best practices from early adopters accelerate later 

implementations 

Governance Frameworks: 

• Template governance structures adaptable to diverse alliance models 

• DG-EACgovernance EAA issuance process standardised across alliances 

• Institutional issuer model eliminates per-alliance legal entity requirements 

• Regulatory alignment (eIDAS 2.0) ensures consistent legal framework 

Implementation Timeline: 

Table 13 Implementation Timeline 

Alliance Cohort Traditional Model 
Implementation 

AllianceID Model 
Implementation 

Acceleration 

Pioneer 
alliance (first) 

18-24 months (full 
development) 

18-24 months 
(framework 
development) 

Baseline 

Second wave 
(3-5 alliances) 

12-18 months each 
(custom development) 

6-9 months (framework 
adaptation) 

2x faster 

Third wave 
(10+ alliances) 

12-18 months each 
(limited reuse) 

3-6 months (framework 
deployment) 

3-4x faster 

Mature phase 
(ongoing) 

12+ months (each 
alliance separate) 

1-3 months 
(standardised process) 

6-12x faster 

Cost Reduction Projections: 

Per-Alliance Implementation Costs: 

• Legal coordination: €50K-150K (traditional) → €5K-15K (AllianceID, template 

agreements) 

• Infrastructure: €100K-300K annually (centralised) → €20K-50K annually 

(distributed, leveraging institutional investments) 

• Development: €150K-400K (custom) → €30K-80K (standardised, open-source) 

• Operational support: €80K-150K annually (alliance helpdesk) → €15K-30K 

annually (institutional helpdesk distribution) 

Total per-alliance savings: 70-85% cost reduction after initial framework establishment 

Sustainability Model: 

Open-Source Foundation: 

• Core technical components (issuer platforms, verifier libraries, wallet 

implementations) developed as open-source 

• European Commission and consortium members contribute to shared codebase 



• Eliminates vendor lock-in and licensing costs 

European Infrastructure (EBSI): 

• EBSI operated as European digital public infrastructure 

• Costs shared across all European digital credential use cases (not only education) 

• Long-term European commitment ensures sustainability beyond individual 

projects 

Institutional Investment Leverage: 

• Institutions invest in multi-purpose issuer platforms supporting multiple credential 

types 

• AllianceID becomes one of many credentials using shared infrastructure 

• Marginal cost of additional alliance credential type approaches zero 

Standards-Based Approach: 

• W3C VCDM, SCHAC, eIDAS alignment ensures long-term interoperability 

• Future wallet implementations automatically compatible 

• No dependency on proprietary technologies or short-lived platforms 

Network Effects: 

• More alliances adopting AllianceID increases ecosystem value for all participants 

• Service providers (libraries, learning platforms) invest in verification capabilities 

benefiting entire network 

• Students/staff holding multiple AllianceID credentials across alliances maximize 

value 

F.4.4 Advantages for Multi-Alliance Participation 

This section addresses one of AllianceID's most transformative innovations: seamless 

support for universities participating in multiple European University Alliances 

simultaneously, and the cumulative benefits for students and staff affiliated with such 

institutions. 

F.4.4.1 Institutional Perspective: Universities in Multiple Alliances 

Multi-Alliance Participation Context: 

European universities increasingly participate in multiple alliances simultaneously, 

reflecting: 

• Diverse strategic priorities and partnership networks 



• Thematic focus differentiation (research-intensive alliance + teaching-innovation 

alliance) 

• Geographic coverage expansion (one alliance covering Western Europe, another 

including Eastern European partners) 

• Specialisation alignment (general comprehensive alliance + discipline-specific 

alliance) 

Example: Sorbonne University participates in: 

• 4EU+ Alliance: Research-intensive alliance with Charles University Prague, 

Heidelberg, Copenhagen, Warsaw, Milan, Geneva 

• CIVIS Alliance: Civic engagement focused alliance coordinated by Aix-

Marseille 

• Potential additional thematic partnerships or bilateral arrangements elevated to 

alliance status 

Traditional Multi-Alliance Complexity: 

Operational Burden: 

• Each alliance requires separate bilateral agreements with every partner institution 

• 4EU+ participation (8 members): 28 bilateral agreements for Sorbonne 

• CIVIS participation (11 members): 55 bilateral agreements for Sorbonne 

• Total administrative burden: 83 bilateral agreements, each requiring legal 

review, institutional approval, ongoing maintenance 

Technical Fragmentation: 

• Separate identity systems for each alliance 

• Distinct credential formats and verification mechanisms 

• Multiple helpdesks and support structures 

• Incompatible infrastructure requiring parallel implementations 

Governance Overhead: 

• Participation in multiple alliance governance bodies 

• Coordination meetings, reporting requirements 

• Resource allocation conflicts between alliances 

• Strategic planning complexity 

AllianceID Multi-Alliance Model: 

Single Issuer Infrastructure: 

• Sorbonne operates ONE institutional issuer platform 

• Platform configured to issue multiple distinct AllianceID credential types 



• Same technical infrastructure, same operational procedures 

• No incremental technical complexity for additional alliance credentials 

Parallel Credential Issuance: 

Sorbonne issues distinct AllianceID credentials for each alliance: 

4EU+ AllianceID: 

json 

{ 

  "issuer": {"id": "did:ebsi:zSorbonneUniversity", "name": "Sorbonne University"}, 

  "credentialSubject": { 

    "identifier": { 

      "value": "urn:schac:europeanUniversityAllianceCode:int:euai:4euplus.eu:4EUPLUS" 

    } 

  } 

} 

CIVIS AllianceID: 

json 

{ 

  "issuer": {"id": "did:ebsi:zSorbonneUniversity", "name": "Sorbonne University"}, 

  "credentialSubject": { 

    "identifier": { 

      "value": "urn:schac:europeanUniversityAllianceCode:int:euai:civis.eu:CIVIS" 

    } 

  } 

} 

Key Technical Points: 

• Same issuer DID: Sorbonne uses identical DID for all credentials 

• Same infrastructure: Identical issuer platform, status list mechanisms, VDR 

integration 

• Different credential content: Only alliance identifier distinguishes credentials 

• Independent governance: Each credential references distinct DG-

EACgovernance EAA for respective alliance 

Autonomous Operation: 



• No coordination required between different alliance governance structures 

• Sorbonne operational decisions independent across alliances 

• Credential lifecycle management per alliance (potentially different validity 

periods, renewal processes) 

• Status list management per credential type (revocation decisions independent) 

Simplified Legal Framework: 

• Traditional model: 83 bilateral agreements across two alliances 

• AllianceID model: 0 bilateral agreements (2 DG-EACgovernance EAAs 

sufficient) 

• Administrative savings: Hundreds of hours of legal coordination eliminated 

• Governance simplification: No complex multi-alliance legal structures required 

Multi-Alliance Technical Advantages: 

1. Infrastructure Reuse: 

• Sorbonne's investment in issuer platform supports unlimited alliance credentials 

• Marginal cost of additional alliance credential type approaches zero 

• Same staff, same training, same operational procedures across alliances 

2. Independent Lifecycle Management: 

• 4EU+ credentials may have 2-year validity aligned with 4EU+ policies 

• CIVIS credentials may have 1-year validity aligned with CIVIS policies 

• Renewal, revocation, suspension handled per credential type without conflicts 

3. Operational Resilience: 

• Technical issues with one alliance's governance EAA don't affect other alliances 

• Alliance-specific policy changes require minimal technical adaptation 

• Sorbonne can experiment with different approaches per alliance 

4. Strategic Flexibility: 

• Easy to join new alliances (issue additional credential type) 

• Easy to exit alliances (stop issuing, revoke outstanding credentials) 

• No sunk costs in alliance-specific infrastructure 

Multi-Alliance Governance Considerations: 

Policy Alignment: 

• Sorbonne ensures internal policies consistent across alliances where appropriate 



• Example: Eligibility criteria (all students vs. programme-specific) clearly defined 

per alliance 

• Documentation prevents staff confusion about "which students get which 

credentials" 

Support Structure: 

• Institutional helpdesk staff trained on all alliance credentials 

• FAQs address multi-alliance scenarios 

• Clear escalation procedures if alliance-specific governance questions arise 

Communications: 

• Students/staff informed about multiple credentials available 

• Benefits of each alliance network clearly communicated 

• Guidance on when to use which credential 

F.4.4.2 Student/Staff Perspective: Citizens with Multiple Alliance Affiliations 

Multi-Alliance Citizen Scenarios: 

Scenario A: Student at Multi-Alliance Institution 

Profile: Maria, doctoral student at Sorbonne University 

Credentials Held: 

• EducationalID (Sorbonne institutional affiliation credential) 

• 4EU+ AllianceID (Sorbonne is 4EU+ member) 

• CIVIS AllianceID (Sorbonne has CIVIS partnership) 

• European Student Card (ESC, if applicable) 

• MyAcademicID (federated academic identity, if applicable) 

Total credential portfolio: 5 credentials in single EUDI Wallet 

Cumulative Benefits for Maria: 

Maximised Resource Access: 

4EU+ Network Access: 

• Libraries: Charles University Prague, Heidelberg, Copenhagen, Warsaw, Milan, 

Geneva, Sorbonne 

• Learning platforms: Enrol in courses across all 4EU+ institutions 

• Research facilities: Access to specialised labs at 4EU+ physics department 

(Heidelberg) for experimental work 



• Events: 4EU+ annual conference, discipline-specific workshops, networking 

events 

CIVIS Network Access: 

• Libraries: Aix-Marseille, Tübingen, Stockholm, Brussels, Bucharest, Athens, 

Madrid, Rome, Marseille, Glasgow, Sorbonne 

• Learning platforms: CIVIS collaborative courses on civic engagement, social 

innovation 

• Cultural activities: CIVIS cultural events, language exchanges 

• Community engagement projects: Participate in CIVIS civic challenge 

programmes 

Combined Network Effect: 

• Total library access: 18+ university libraries across Europe (4EU+ + CIVIS, 

minus Sorbonne overlap) 

• Total learning opportunities: 100+ courses potentially accessible across both 

alliances 

• Geographic reach: From Portugal to Poland, from Finland to Greece 

• Research collaboration opportunities: Diverse disciplinary and methodological 

approaches 

Choice and Flexibility: 

Context-Appropriate Credential Selection: 

Use Case 1: Physics Research 

• Maria needs access to particle physics laboratory at Heidelberg (4EU+ member) 

• Maria presents 4EU+ AllianceID (directly relevant to Heidelberg partnership) 

• Verification succeeds immediately; laboratory access granted 

Use Case 2: Interdisciplinary Workshop 

• Maria attends social innovation workshop at Aix-Marseille (CIVIS coordinator) 

• Maria presents CIVIS AllianceID (demonstrates participation in CIVIS network) 

• Workshop registration confirmed; materials provided 

Use Case 3: Library Access 

• Maria visits University of Geneva library (4EU+ member) 

• Maria presents 4EU+ AllianceID (Geneva recognises 4EU+ credentials) 

• Library access granted for on-site study and digital resource usage 

Privacy Control: 



• Maria doesn't need to disclose multiple affiliations unless strategically beneficial 

• Wallet enables selective presentation: Choose most relevant credential for each 

context 

• No cross-service correlation: Library at Heidelberg doesn't know Maria also 

accessed Aix-Marseille services 

Career Development: 

Professional Networking: 

• 4EU+ alumni network: Research-intensive career paths, academic positions, 

industry R&D 

• CIVIS alumni network: Public sector careers, NGOs, social enterprise, civic 

leadership 

• Combined networks: 50,000+ potential professional contacts across both 

alliances 

Mobility and Recognition: 

• Verified participation in two prestigious European alliances 

• Demonstrates adaptability across research-intensive and civic engagement 

contexts 

• Credential portfolio signals European mobility and international collaboration 

experience 

• Employers recognise value of multi-alliance affiliation 

Scenario B: Staff Member with Joint Appointments 

Profile: Professor Schmidt, joint appointment at two universities 

Employment: 

• Primary appointment: Full professor, KU Leuven (Belgium) — UNA Europa 

member 

• Secondary appointment: Adjunct professor, Maastricht University (Netherlands) 

— YUFE member 

Credentials Held: 

• EducationalID from KU Leuven (primary institutional affiliation) 

• EducationalID from Maastricht (secondary institutional affiliation) 

• UNA Europa AllianceID (via KU Leuven membership) 

• YUFE AllianceID (via Maastricht membership) 

• MyAcademicID (federated academic identity across both institutions) 

Cumulative Benefits for Professor Schmidt: 



Comprehensive Research Access: 

UNA Europa Network (11 universities): 

• Research facilities: Access to specialised equipment at Bologna, Edinburgh, 

Helsinki 

• Library resources: Extensive historical archives at Sorbonne, Jagiellonian 

• Collaborative grants: Participate in UNA Europa research consortia proposals 

• Doctoral supervision: Co-supervise PhD students with UNA Europa partner 

institutions 

YUFE Network (8 universities + associates): 

• Innovation labs: Access to Bremen's sustainability research facilities 

• Community partnerships: Connect with YUFE civic engagement projects 

• Teaching opportunities: Guest lectures at YUFE partner institutions 

• Student mobility: Facilitate student exchanges through YUFE programmes 

Combined Research Capacity: 

• 19 university libraries accessible for research 

• Diverse methodological expertise across alliances (UNA Europa: traditional 

research-intensive; YUFE: practice-engaged, societal impact focus) 

• Broader geographic and disciplinary collaboration opportunities 

Administrative Simplicity: 

Traditional Model Complexity: 

• Joint appointments traditionally require complex administrative coordination 

• Separate access credentials for each institution 

• Manual verification when accessing partner institution resources 

• Confusion about "which institution am I representing right now?" 

AllianceID Model Simplification: 

• Clear credential for each context (KU Leuven contexts: present EducationalID + 

UNA Europa AllianceID; Maastricht contexts: present EducationalID + YUFE 

AllianceID) 

• Seamless access to both alliance networks without administrative friction 

• No ambiguity: Credentials explicitly signal institutional and alliance affiliations 

Professional Mobility: 

• Ability to leverage networks from both appointments 



• Conference presentations can reference multi-alliance participation demonstrating 

breadth of collaboration 

• Grant proposals benefit from access to diverse partnership networks 

• Job market advantage: Multi-alliance experience signals adaptability and 

international reach 

F.4.4.3 Comparison: Traditional vs. AllianceID Multi-Alliance Model 

Comprehensive Comparison Table: 

Table 14 Traditional vs. AllianceID Multi-Alliance Model 

Aspect Traditional Model AllianceID Model Advantage 
Factor 

Multi-Alliance Institution 

Bilateral 
agreements 
required 

55-190 per alliance 
(n*(n-1)/2) 

0 (DG-
EACgovernance EAAs 
sufficient) 

100% reduction 

Issuer 
infrastructure 

Separate systems 
per alliance 

Single multi-purpose 
platform 

70-85% cost 
reduction 

Legal entity 
requirements 

Alliance-specific 
legal structures 

No alliance legal 
entities needed 

Major 
simplification 

Operational 
independence 

Complex 
coordination 
required 

Fully autonomous High 

Scalability Linear cost 
increase per 
alliance 

Marginal cost 
approaching zero 

Excellent 

Student with Multi-Alliance Access 
Credential 
acquisition 

Separate complex 
registration per 
alliance 

Single institutional 
relationship, multiple 
credentials 

3-5x faster 

Resource access 
process 

Manual verification 
each time 

Automated instant 
verification 

10-100x faster 

Privacy 
protection 

Institutional 
databases track 
access 

Wallet-based, 
privacy-preserving 
verification 

High privacy 

Service access 
scope 

Limited by bilateral 
agreements 

Entire alliance 
networks (18+ 
institutions) 

2-3x broader 

User control Institutional 
gatekeepers 

Personal credential 
management 

High control 

Staff Mobility 



Multi-
institutional 
access setup 

Visiting scholar 
agreements per 
institution 

Instant access via 
credentials 

Weeks → 
seconds 

Resource access Manual requests, 
approvals 

Automatic 
authorisation 

95%+ success 
rate vs. 60-70% 

Administrative 
burden 

High (paperwork, 
follow-ups) 

Minimal (credential 
presentation only) 

80-90% 
reduction 

Privacy 
Issuer tracking Institutions track 

all access attempts 
("phone home") 

Zero issuer 
notification (VDR 
verification) 

Full privacy 

Cross-service 
correlation 

High (institutional 
databases link 
activities) 

Low (wallet-based, 
pseudonymous 
identifiers) 

Strong 
protection 

User data control Institutional 
databases retain 
data 

User holds 
credentials, controls 
presentation 

High autonomy 

Legal Framework 
Multi-alliance 
complexity 

Exponential growth 
(n² bilateral 
agreements) 

Constant (single 
governance EAA per 
alliance) 

Massive 
simplification 

Jurisdiction 
questions 

Complex multi-
jurisdictional 
disputes 

Clear: National 
(institutional) + 
European (DG-EAC) 

Clear 
governance 

Data protection Complex multi-
party DPAs 
required 

Simplified (wallet-
based, institutional 
controllers) 

GDPR simplified 

Quantitative Impact Summary: 

For Universities in 2 Alliances (e.g., Sorbonne in 4EU+ and CIVIS): 

• Bilateral agreements eliminated: 83 agreements → 0 agreements (100% 

reduction) 

• Infrastructure cost reduction: €200K-€600K annually → €40K-€100K annually 

(70-80% reduction) 

• Implementation time: 24-36 months (two separate systems) → 6-12 months 

(single system, two credential types) (60-75% faster) 

For Students with Multi-Alliance Access: 

• Resources accessible: 1 home institution library → 18+ alliance network libraries 

(18x expansion) 



• Course opportunities: Home institution courses → 100+ potential courses across 

alliances (10-100x expansion depending on discipline) 

• Access provisioning time: Days-weeks (manual) → Seconds (automated) (1000-

10,000x faster) 

For European Higher Education System: 

• Alliance scalability: Limited by bilateral agreement overhead → Unlimited 

(standardised infrastructure) (Scalability constraint removed) 

• Student mobility encouragement: Barrier-laden → Frictionless (Qualitative 

transformation) 

• European Education Area realisation: Fragmented national systems → 

Integrated European credential ecosystem (Strategic goal advancement) 

F.4.5 Cumulative Benefits for European Citizens 

Portfolio of Alliance Credentials: 

European students and staff can accumulate rich credential portfolios reflecting their 

diverse institutional and alliance affiliations throughout educational and professional 

careers. 

Credential Accumulation Timeline Example: 

Year 1 (Undergraduate): 

• EducationalID (institutional affiliation credential from home university) 

• AllianceID 1 (home university's primary alliance) 

• European Student Card (ESC, enabling mobility across Europe) 

Year 3 (Study Abroad): 

• AllianceID 2 (if home university joins second alliance, or if studying at 

institution in different alliance) 

• Mobility programme credential (verifiable attestation of successful exchange 

semester) 

Year 5 (Master's Degree): 

• EducationalID 2 (if enrolling at different institution for master's) 

• AllianceID 3 (master's institution's alliance, potentially different from bachelor's) 

• Academic achievement credentials (bachelor's diploma credential, transcript 

credentials) 

Year 7 (Doctoral Studies): 



• EducationalID 3 (doctoral institution) 

• AllianceID 4 (doctoral alliance) 

• Research credentials (publications, conference presentations, grants) 

Post-Doctoral Career: 

• Alumni AllianceIDs (from previous alliances, enabling lifelong engagement) 

• Professional credentials (employment verification, professional qualifications) 

• Continuing education credentials (lifelong learning micro-credentials) 

Total lifetime credential portfolio: 15-25 verifiable credentials spanning educational 

career and beyond 

Total Value Proposition for Citizens: 

Maximised Mobility: 

• Access to resources across multiple alliance networks accumulated over time 

• Alumni credentials enable continued engagement post-graduation 

• Geographic reach spanning entire European Union and associated countries 

• Lifelong credential portfolio supports career transitions and professional 

development 

Comprehensive Service Access: 

During Studies: 

• Libraries, laboratories, learning platforms across ALL alliances (current and 

alumni status) 

• Events, conferences, workshops spanning alliance networks 

• Cultural institutions, transport partnerships, retail discounts negotiated by 

alliances 

• Career services, mentorship programmes, job boards 

Post-Graduation: 

• Alumni library access for lifelong learning and professional research 

• Continuing education courses across alliance networks 

• Professional networking events and alumni chapters globally 

• Potentially employment verification services for employers 

Career Development: 

Professional Networks: 



• Accumulated contacts across multiple alliance networks (potentially 50,000-

100,000 individuals) 

• Diverse disciplinary and geographic professional relationships 

• Alumni mentorship across alliances and institutions 

Employment Value: 

• Credential portfolio signals: European mobility, international collaboration 

experience, adaptability across contexts, continuous learning orientation 

• Verifiable credentials enable easy employer verification of educational 

background 

• Alliance affiliation demonstrates participation in prestigious European 

collaborations 

Privacy and Control: 

Citizen Autonomy: 

• All credentials held in personal EUDI Wallet under individual control 

• Citizens decide which credentials to present in which contexts 

• No institutional databases tracking credential usage without consent 

• Selective disclosure enables sharing only necessary information 

Data Minimisation: 

• AllianceID credentials contain minimal data (alliance affiliation only) 

• No extensive personal data shared across alliance networks 

• Privacy-by-design architecture respects GDPR principles 

• Citizens empowered as data controllers for their own credentials 

Reduced Administrative Friction: 

Traditional Multi-Institution Experience: 

• Separate registration at each institution requiring extensive documentation 

• Manual verification processes causing delays and frustration 

• Inconsistent access rights across institutions 

• Lost opportunities due to administrative barriers 

AllianceID-Enabled Experience: 

• Single credential enables seamless access across entire networks 

• Instant verification eliminating waiting periods 

• Consistent, predictable user experience across alliances 

• Encouragement of mobility and collaboration through reduced friction 



Lifelong Learning Enablement: 

Continuous Credential Accumulation: 

• Educational career doesn't end at graduation 

• Alumni continue accumulating credentials: Continuing education, professional 

qualifications, micro-credentials, professional memberships 

• Wallet serves as lifelong credential portfolio 

• Verifiable evidence of continuous professional development 

Recognition Across Borders: 

• Credentials recognised across all EU Member States through eIDAS framework 

• Global recognition through W3C standards adoption beyond Europe 

• Portable credentials supporting international career mobility 

Strategic Significance: 

AllianceID, combined with other educational credentials (EducationalID, European 

Student Card, qualifications credentials, micro-credentials), establishes comprehensive 

digital identity infrastructure for the European Education Area. Citizens experience 

seamless, integrated educational journeys across borders, accumulating rich credential 

portfolios enabling lifelong learning, professional mobility, and European citizenship 

realisation. 

The multi-alliance model uniquely positions AllianceID as enabler of citizen 

empowerment: Rather than being constrained by single institutional or alliance affiliation, 

European citizens leverage multiple credentials spanning their educational and 

professional networks, maximising opportunities whilst maintaining complete control over 

their data and identity. 

 



7. CONCLUSION AND STRATEGIC VALUE 

7.1 Transformative Potential for European University Alliances 

AllianceID represents a paradigm shift in how European University Alliances enable cross-

institutional collaboration, student and staff mobility, and integrated educational 

experiences transcending traditional institutional boundaries. Through the DC4EU Large 

Scale Pilot validation of technical architecture, governance frameworks, and operational 

workflows, AllianceID has progressed from conceptual proposal to demonstrated 

feasibility, providing alliances with concrete implementation pathways toward digital 

identity infrastructure purpose-built for multi-institutional, transnational higher education 

cooperation. 

The transformative potential manifests across multiple dimensions reshaping alliance 

operational models and strategic possibilities. By providing standardised, verifiable, and 

privacy-preserving digital credentials that respect institutional sovereignty whilst enabling 

seamless cross-institutional service access, AllianceID fundamentally alters the operational 

mechanics through which alliances deliver on their strategic promises. Students and staff 

participating in multiple European University Alliances can accumulate distinct 

AllianceID credentials for each alliance membership, unlocking diverse resource portfolios 

spanning libraries, research facilities, learning management systems, collaborative 

platforms, and cultural partnerships without requiring duplicative identity verification or 

manual access provisioning processes potentially creating friction discouraging alliance 

engagement. 

The distributed issuer model (Model B) proves particularly transformative by eliminating 

requirements for alliances to establish separate legal entities, corporate structures, or fiscal 

identities purely to operate credential infrastructure. Member institutions issue AllianceID 

credentials autonomously to their own students and staff based on verifiable alliance 

membership recognition by European Commission Directorate-General for Education and 

Culture, preserving complete institutional control over credential issuance whilst 

participating in alliance-wide digital identity ecosystems. This architectural decision 

transforms alliance participation from potentially constraining institutional autonomy into 

enhancing institutional capabilities through access to shared infrastructure, coordinated 

governance frameworks, and European-level recognition mechanisms strengthening rather 

than diminishing institutional standing. 

The governance innovation enabled by AllianceID extends beyond immediate credential 

applications toward broader implications for European higher education digital 

transformation. The hybrid trust model combining classical PKI for legal entity verification 

with decentralised PKI anchored in European Blockchain Services Infrastructure 

demonstrates practical pathways for representing complex multi-level governance 

relationships in machine-verifiable formats. National education authorities recognising 

institutions, European Commission services designating alliance recognition, quality 

assurance agencies attesting to accreditation status, and alliance governance bodies 



coordinating operational policies all contribute governance attestations stored in Verifiable 

Data Registries enabling automated verification workflows impossible through traditional 

bilateral agreement models requiring extensive manual coordination potentially proving 

operationally infeasible at European scale. 

The privacy architecture represents fundamental advancement over traditional credential 

systems where verification activities potentially enable comprehensive surveillance of 

credential usage patterns. AllianceID credentials employing VDR-based status checking 

eliminate "phone home" verification calls where issuers receive notifications every time 

credentials are verified, fundamentally transforming privacy characteristics by ensuring 

issuers never learn which relying parties verify credentials, for what purposes credentials 

are presented, or when verification activities occur. This disintermediated verification 

architecture builds citizen trust essential for widespread adoption whilst respecting General 

Data Protection Regulation principles regarding data minimisation, purpose limitation, and 

user control over personal information. 

The strategic alignment with European policy objectives positions AllianceID as practical 

implementation of aspirations articulated through European Universities Initiative, 

European Education Area development, and Digital Education Action Plan. These policy 

frameworks envision seamless student mobility, deep institutional integration transcending 

administrative formalities, and innovative pedagogical models leveraging European 

diversity as educational asset rather than operational obstacle. AllianceID provides digital 

infrastructure converting policy rhetoric into operational reality, demonstrating that 

ambitious European higher education integration visions prove technically feasible and 

operationally practical when supported by appropriate digital identity infrastructure 

respecting institutional diversity whilst enabling cross-border cooperation. 

7.2 Key Success Factors 

The successful conceptualisation, technical validation, and governance framework 

development for AllianceID within DC4EU relied upon several critical factors providing 

valuable lessons for alliances planning implementation and European policymakers 

supporting educational digitalisation initiatives. Understanding these success factors 

enables realistic planning, appropriate resource allocation, and strategic positioning 

maximising implementation success probability. 

Flexible Governance Framework Accommodating Alliance Diversity: The AllianceID 

framework deliberately accommodates diverse alliance structures including centralised 

coordination office models, distributed institutional issuer approaches, and hybrid 

arrangements combining elements of both extremes. This flexibility proves essential given 

substantial alliance governance variation reflecting different alliance strategic objectives, 

institutional cultures, legal frameworks across Member States, and operational maturity 

levels. Rather than imposing rigid governance models potentially proving incompatible 

with established alliance structures, AllianceID provides adaptable architectural patterns 

enabling alliances to select approaches aligning with existing governance whilst 



progressively evolving toward more sophisticated models as experience accumulates and 

stakeholder confidence develops. 

The governance flexibility manifests through multiple dimensions including issuer model 

selection enabling alliances to choose between centralised and distributed approaches 

based on strategic and operational considerations, authorisation chain configurations 

supporting various trust anchor arrangements accommodating different relationships with 

European Commission services and national authorities, and credential lifecycle 

management approaches enabling diverse policies regarding issuance triggers, validity 

periods, renewal processes, and revocation procedures reflecting alliance-specific 

requirements and risk tolerances. This flexibility ensures AllianceID remains relevant 

across alliance landscape diversity rather than optimising exclusively for particular alliance 

configurations potentially creating barriers for alliances with different governance 

characteristics. 

Hybrid Trust Architecture Enabling Complex Governance Representation: The 

Pilot2 hybrid trust model combining classical PKI with decentralised PKI proved 

indispensable for accommodating multi-institutional, transnational governance 

characteristic of European University Alliances. Classical PKI alone provides insufficient 

governance expressiveness for representing complex authority relationships transcending 

simple organisational hierarchies, whilst purely decentralised approaches risk insufficient 

integration with existing institutional trust infrastructure creating operational friction and 

stakeholder resistance. The hybrid combination leverages strengths of both approaches 

whilst mitigating respective limitations, providing comprehensive trust assurance 

impossible through single-approach architectures. 

The hybrid model success derives from clear functional separation between governance 

dimensions, with classical PKI handling legal entity identification and organisational 

legitimacy verification through established Certificate Authority relationships, and 

decentralised PKI representing governance authorisations through VDR-stored attestations 

enabling fine-grained representation of alliance recognition, institutional membership, 

quality assurance status, and regulatory compliance. This separation enables evolutionary 

adoption where institutions maintain existing PKI investments whilst progressively 

developing decentralised capabilities, avoiding disruptive infrastructure replacement 

potentially creating implementation resistance or operational disruption during transitional 

periods. 

Standards-Based Approach Ensuring Interoperability and Sustainability: Adoption 

of internationally recognised standards including W3C Verifiable Credentials Data Model 

for credential format, SCHAC vocabulary for educational attribute semantics, eIDAS 2.0 

regulatory framework for European digital identity compliance, and EBSI protocols for 

blockchain-anchored trust infrastructure ensures that AllianceID implementations achieve 

technical interoperability across diverse wallet platforms, verifier systems, and institutional 

infrastructure whilst maintaining long-term sustainability through alignment with evolving 

European standards rather than proprietary approaches potentially creating vendor lock-in 

or technological obsolescence. 



Standards-based architecture provides multiple strategic advantages including 

interoperability with parallel credential initiatives such as EducationalID, European 

Student Card, and MyAcademicID enabling comprehensive wallet-based educational 

credential ecosystems, wallet platform diversity supporting competitive innovation and 

user choice rather than monopolistic implementations, regulatory alignment ensuring 

eIDAS 2.0 compliance positioning AllianceID favourably for European policy support and 

funding opportunities, and future-proofing protecting alliance investments through 

evolutionary standard updates rather than disruptive technology transitions requiring 

complete system reimplementation. 

User-Centric Design Prioritising Experience Over Technical Sophistication: 

Throughout AllianceID conceptualisation and technical architecture development, user 

experience remained paramount consideration rather than mere afterthought following 

technical design completion. The credential serves students and staff seeking simplified 

access to alliance resources, not technical infrastructure showcasing architectural 

sophistication disconnected from genuine user needs. This user-centric orientation 

manifests through multiple design decisions including simplified issuance workflows 

minimising user friction, intuitive wallet-based presentation eliminating complex 

authentication procedures, selective disclosure capabilities enabling appropriate attribute 

sharing without over-disclosure compromising privacy, and comprehensive support 

infrastructure ensuring users encountering difficulties receive timely, effective assistance 

maintaining confidence in credential reliability. 

The user-centric approach extends beyond individual interaction design toward holistic 

consideration of credential value proposition from user perspective. AllianceID must 

deliver tangible benefits justifying initial onboarding effort and ongoing engagement, 

requiring alliances to develop compelling use cases demonstrating immediate value rather 

than hypothetical future applications potentially never materialising. Library access, 

learning management system authentication, event registration, and facility access 

represent concrete applications users understand and value, providing foundation upon 

which more sophisticated applications might develop as ecosystem matures and 

stakeholder experience accumulates. 

Strategic Alignment with European Policy Objectives: AllianceID success derives 

substantially from clear alignment with European Commission priorities regarding 

European Universities Initiative, European Education Area development, and digital 

transformation of education and training systems. This policy alignment ensures 

AllianceID addresses genuine European-level challenges rather than solving narrow 

technical problems disconnected from broader educational policy agendas, positioning 

AllianceID favourably for policy support, potential funding allocation, and integration with 

complementary European initiatives creating ecosystem synergies amplifying individual 

credential impact. 

The strategic alignment manifests through addressing identified policy challenges 

including fragmented administrative systems impeding student mobility, lack of cross-

institutional recognition mechanisms creating unnecessary barriers, insufficient digital 



infrastructure supporting transnational collaboration, and limited transparency regarding 

institutional legitimacy and quality assurance status complicating trust establishment. 

AllianceID provides practical implementation pathways addressing these challenges 

through verifiable digital credentials enabling automatic recognition, standards-based 

interoperability supporting cross-border functionality, and transparent governance 

verification through machine-readable attestations replacing opaque bilateral 

arrangements. 

7.3 Strategic Recommendations 

Based upon DC4EU validation of AllianceID technical feasibility, governance 

frameworks, and operational approaches, this section provides strategic recommendations 

for key stakeholder groups positioned to advance AllianceID adoption and ecosystem 

development. These recommendations acknowledge different stakeholder roles, 

capabilities, and responsibilities whilst emphasising coordinated action necessary for 

successful ecosystem emergence transcending individual organisational achievements. 

7.3.1 For European University Alliances 

European University Alliances should adopt AllianceID as core digital infrastructure 

supporting alliance strategic objectives, particularly cross-institutional mobility, resource 

sharing, collaborative programming, and alumni engagement. AllianceID represents 

practical mechanism for delivering alliance promises regarding seamless educational 

experiences, removing administrative barriers, and creating genuinely integrated European 

higher education spaces transcending institutional boundaries. 

Alliances should prioritise the distributed issuer model (Model B) maximising institutional 

sovereignty, eliminating alliance legal entity requirements, and enabling seamless multiple 

alliance participation scenarios. This model respects institutional autonomy whilst enabling 

alliance coordination, aligning with European higher education values regarding 

institutional independence balanced against collaborative engagement. The distributed 

approach scales efficiently as alliances evolve, accommodating membership changes, 

governance refinements, and progressive deepening of integration without requiring 

fundamental infrastructure rearchitecture potentially creating operational disruption. 

Investment in digital infrastructure and governance frameworks enabling AllianceID 

implementation should become priority components of alliance operational development 

plans. This includes establishing clear governance procedures for alliance recognition 

processes, developing coordination mechanisms ensuring consistent AllianceID issuance 

practices across member institutions whilst respecting institutional autonomy, 

implementing technical infrastructure including issuer platforms at member institutions or 

centralised alliance coordination offices depending on selected governance model, and 

creating comprehensive support systems ensuring students and staff receive assistance 

throughout credential lifecycle. 



Alliances should engage proactively with European Commission DG-EAC regarding 

governance EAA frameworks, providing feedback on proposed governance structures, 

participating in pilot programmes testing governance arrangements, and contributing 

alliance experience informing European policy development. Early engagement positions 

alliances favourably for potential funding opportunities, policy support, and strategic 

visibility within European higher education policy communities whilst contributing 

practical implementation evidence informing policy development ensuring regulatory 

frameworks reflect real-world operational requirements rather than theoretical constructs 

potentially proving impractical. 

7.3.2 For Member Institutions 

Member institutions should support alliance-level coordination on AllianceID 

implementation, contributing institutional technical and governance expertise whilst 

integrating AllianceID with institutional systems maximising value for students and staff. 

Institutional participation proves essential for successful alliance-wide implementation, as 

distributed issuer models depend upon institutional capabilities, commitment, and 

coordination. 

Institutions should recognise that AllianceID enhances rather than constrains institutional 

autonomy. The distributed issuer model ensures complete institutional control over 

credential issuance to own students and staff, with alliance membership providing access 

to shared governance frameworks, technical infrastructure, and European-level recognition 

without requiring institutions to cede operational control to alliance central authorities. 

This architectural approach aligns with traditional higher education governance 

emphasising institutional independence whilst enabling collaborative benefits through 

coordinated frameworks respecting institutional sovereignty. 

Integration with institutional identity management systems, student information systems, 

learning management platforms, and human resource management infrastructure ensures 

AllianceID operates seamlessly within existing institutional workflows rather than creating 

parallel systems requiring duplicative effort. This integration enables automatic credential 

issuance upon enrolment or employment, credential lifecycle management aligned with 

institutional affiliation changes, and efficient support processes leveraging existing 

helpdesk infrastructure rather than requiring dedicated alliance support capabilities 

potentially proving operationally challenging for smaller institutions with limited IT 

resources. 

Institutions should invest in staff training ensuring IT personnel, student services staff, and 

international office coordinators understand AllianceID capabilities, operational 

procedures, and troubleshooting approaches. Knowledgeable staff prove essential for 

reliable operations, effective user support, and progressive enhancement based on 

operational experience. Training investments pay dividends through reduced 

implementation problems, faster issue resolution, and enhanced user confidence resulting 

from professional, knowledgeable support interactions. 



7.3.3 For European Commission DG-EAC 

The European Commission Directorate-General for Education and Culture occupies 

pivotal position as root trust anchor for AllianceID governance frameworks. DG-EAC 

should establish clear governance frameworks for AllianceID authorisation, defining 

processes through which European University Alliances obtain recognition attestations, 

specifying requirements alliances must satisfy for governance EAA issuance, and 

documenting procedures for governance EAA lifecycle management including renewal, 

suspension, and revocation scenarios potentially arising from alliance performance issues 

or grant agreement violations. 

DG-EAC should issue governance EAAs to recognised European University Alliances 

attesting to alliance legitimacy, documenting member institution lists, and potentially 

referencing grant agreement numbers, selection round outcomes, and strategic 

commitments. These governance EAAs enable machine-verifiable alliance recognition 

eliminating requirements for bilateral agreements between alliances and every potential 

relying party, substantially reducing administrative burden whilst enabling automatic trust 

establishment through standardised VDR queries rather than manual governance 

investigation potentially proving operationally infeasible at European scale. 

Implementation guidance and support resources prove essential for enabling alliance 

adoption. DG-EAC should develop comprehensive documentation explaining AllianceID 

governance frameworks, technical requirements, implementation pathways, and 

operational considerations, provide reference implementations demonstrating successful 

approaches potentially adoptable by subsequent alliance cohorts, facilitate community of 

practice enabling knowledge sharing among implementing alliances, and coordinate with 

parallel European initiatives ensuring AllianceID integration with European Student Card, 

Europass, and other credential schemes creating ecosystem coherence rather than 

fragmentation. 

Integration with European Universities Initiative monitoring and evaluation frameworks 

positions AllianceID as tangible deliverable demonstrating alliance impact and digital 

infrastructure development. DG-EAC should incorporate AllianceID implementation into 

alliance reporting requirements, track usage metrics demonstrating credential adoption and 

service integration, assess impact on student mobility, resource sharing, and administrative 

efficiency, and document lessons learned informing future European Universities Initiative 

cohorts considering digital credential adoption. 

7.3.4 For European Policymakers 

European policymakers should support AllianceID adoption through policy guidance 

clarifying regulatory requirements, funding allocations within Erasmus+ and Digital 

Europe programmes supporting implementation costs, and coordination with eIDAS 2.0 

implementation ensuring education sector readiness for European digital identity 

ecosystem participation. Policy support proves essential for enabling alliance 

implementation, as institutional resources prove limited and competing priorities 



potentially constrain voluntary adoption without policy encouragement or financial 

support. 

Policy guidance should address regulatory uncertainties potentially impeding alliance 

decision-making, particularly regarding eIDAS 2.0 compliance pathways, data protection 

requirements under GDPR for wallet-based credential systems, cross-border recognition 

frameworks supporting automatic credential acceptance, and long-term sustainability 

models ensuring credential infrastructure remains operational beyond project funding 

cycles. Clear policy guidance reduces implementation risk, accelerates alliance adoption 

decisions, and ensures implementations align with European regulatory requirements 

avoiding subsequent compliance problems potentially undermining operational 

sustainability. 

Funding allocations should recognise that digital credential infrastructure represents 

foundational investment enabling multiple applications across alliance operations rather 

than narrow technical experiments serving limited purposes. Funding models should 

support initial implementation costs including infrastructure procurement, technical 

expertise acquisition, governance framework development, and user onboarding 

campaigns, ongoing operational costs ensuring sustainable infrastructure maintenance and 

support services, and innovation activities enabling progressive enhancement as 

technologies mature and stakeholder requirements evolve beyond initial implementation 

scope. 

Coordination with eIDAS 2.0 implementation ensures education sector readiness for 

participation in European digital identity ecosystem. This includes ensuring education 

sector representation in wallet specification development processes, facilitating education 

credential integration with national EUDI Wallet implementations, supporting 

interoperability testing between educational credentials and wallet platforms, and 

addressing education-specific requirements potentially overlooked in regulatory 

frameworks primarily focusing on governmental identity documents and financial 

credentials with different operational characteristics than educational attestations. 

7.3.5 For Quality Assurance Agencies 

Quality assurance agencies should integrate alliance credential capabilities into 

institutional and programme accreditation criteria, recognising digital credential 

infrastructure as indicator of institutional innovation capacity, digital readiness, and 

commitment to student mobility and European integration. This integration creates positive 

incentives for institutional adoption whilst ensuring quality assurance frameworks remain 

relevant for evolving higher education landscapes increasingly characterised by digital 

services and cross-border collaboration. 

Agencies should coordinate with alliance governance frameworks contributing quality 

assurance attestations through VDR-based mechanisms complementing traditional 

accreditation reporting. Machine-readable quality assurance attestations enable automatic 

verification of institutional accreditation status, programme approval documentation, and 



quality review outcomes supporting relying party trust decisions without requiring manual 

quality investigation potentially creating verification delays frustrating mobility objectives. 

VDR integration transforms quality assurance from purely institutional accountability 

mechanism toward ecosystem infrastructure supporting trust establishment at scale. 

Contributing to transparent quality assurance through VDR-based attestations 

demonstrates agency commitment to innovation whilst enhancing European quality 

assurance visibility. International stakeholders potentially unfamiliar with national quality 

assurance systems can access machine-readable attestations explaining institutional quality 

assurance status, enabling informed trust decisions supporting international recognition 

and mobility. This transparency benefits institutions through enhanced international 

reputation whilst supporting European policy objectives regarding automatic recognition 

and borderless higher education spaces. 

7.4 Future Outlook 

AllianceID, as conceptualised and technically validated through DC4EU, establishes 

feasibility of digital identity infrastructure specifically designed for multi-institutional, 

transnational higher education collaboration. The successful hybrid trust architecture, 

flexible governance frameworks, and demonstrated operational workflows provide 

foundations upon which European University Alliances and broader higher education 

communities can build increasingly sophisticated digital credential ecosystems supporting 

lifelong learning, international mobility, and skills recognition transcending traditional 

qualification structures. 

The immediate outlook involves progressive alliance adoption across European 

Universities Initiative cohorts. Early adopting alliances benefit from first-mover 

advantages including strategic visibility, learning opportunities from implementation 

experience, and potential influence over governance framework evolution and technical 

standard development. These pioneer alliances serve as reference implementations 

demonstrating practical pathways, documenting lessons learned, and establishing 

community practices supporting subsequent adopters avoiding redundant problem-solving 

and benefiting from accumulated ecosystem knowledge. As adoption progresses, network 

effects emerge where credential utility increases with acceptance breadth, creating positive 

adoption dynamics encouraging wider participation. 

The medium-term evolution likely involves credential sophistication increases beyond 

basic affiliation attestation toward richer representations of alliance participation including 

joint programme credentials documenting participation in alliance-developed educational 

offerings, micro-credentials attesting to skills and competencies acquired through alliance 

resources and programmes, research collaboration attestations documenting participation 

in alliance research networks and infrastructure access, and service contribution credentials 

potentially recognising student leadership, peer mentoring, or community engagement 

within alliance contexts. This credential portfolio expansion transforms AllianceID from 

simple affiliation indicator toward comprehensive representation of alliance participation 

value and individual achievement within alliance contexts. 



The integration with complementary European initiatives creates ecosystem synergies 

amplifying individual credential impact. AllianceID coordination with European Student 

Card for mobility and administrative recognition, integration with Europass digital 

credentials for comprehensive learning documentation, alignment with European Digital 

Credentials for Learning supporting micro-credentials and alternative qualification forms, 

and interoperability with national digital identity schemes ensuring PID-based 

authentication works reliably across diverse Member State implementations creates 

coherent credential ecosystem where multiple credentials work together supporting 

complex use cases impossible through single credential types operating in isolation. 

The technical infrastructure evolution likely incorporates emerging capabilities including 

advanced selective disclosure technologies beyond current SD-JWT approaches potentially 

enabling zero-knowledge proofs supporting sophisticated privacy-preserving 

presentations, enhanced cryptographic agility supporting quantum-resistant algorithms 

protecting credential security against future computational threats, improved wallet user 

experiences addressing usability challenges identified through operational experience, and 

artificial intelligence integration potentially supporting intelligent credential selection, 

automated verification workflows, and predictive maintenance identifying potential 

operational issues before they impact users. 

The governance evolution may progress toward more sophisticated frameworks including 

graduated trust levels recognising different alliance maturity stages and integration depths, 

sectoral specialisations acknowledging that alliance credentials supporting engineering 

collaboration might require different governance than arts and humanities alliances, and 

integration with professional qualification frameworks enabling seamless progression from 

educational credentials toward professional licensing and regulatory credentials supporting 

career pathways. These governance refinements respond to operational experience whilst 

supporting increasingly ambitious alliance objectives transcending current collaboration 

models toward potentially deeper institutional integration. 

The long-term vision positions AllianceID as component within comprehensive lifelong 

learning credential ecosystems where individuals accumulate credentials throughout 

educational journeys, professional careers, and personal development activities creating 

rich digital representations of capabilities, achievements, and affiliations transcending 

traditional binary enrolled-graduated models inadequately capturing learning complexity 

in knowledge economies requiring continuous skill development. AllianceID contributes 

to this vision by demonstrating that sophisticated multi-institutional credentials prove 

technically feasible, operationally practical, and strategically valuable, providing 

implementation evidence informing broader credential ecosystem development extending 

beyond higher education toward comprehensive European digital credential infrastructure 

supporting educational mobility, professional recognition, and skills transparency 

throughout citizen lives. 

The transformative potential extends beyond immediate operational improvements toward 

fundamental shifts in how European higher education conceptualises identity, affiliation, 

and achievement documentation. Traditional paper-based credentials and institutional data 



silos give way to user-centric wallet-based systems where individuals control their own 

credential portfolios, institutions contribute attestations rather than maintaining 

comprehensive student records throughout alumni lives, and verification occurs through 

cryptographic protocols rather than telephone calls or email exchanges creating inefficient 

manual processes. This transformation aligns with broader European digital sovereignty 

objectives whilst empowering citizens with data portability, service provider choice, and 

transparent control over personal information usage. 

AllianceID success ultimately depends upon continued European commitment to digital 

education transformation, sustained funding for infrastructure development and 

operational support, regulatory clarity reducing implementation uncertainty, and 

institutional willingness to embrace digital innovation despite inevitable implementation 

challenges and learning curves. The DC4EU validation provides strong evidence that 

AllianceID proves technically feasible and operationally practical, transforming 

implementation questions from "can we do this?" toward "should we prioritise this?" and 

"how rapidly should we move?". These strategic questions require each alliance, 

institution, and policy actor to evaluate AllianceID alignment with specific objectives, 

resource availability, and stakeholder needs. The DC4EU evidence provides foundation for 

informed strategic decision-making, positioning AllianceID as proven approach ready for 

production deployment supporting European University Alliance objectives and broader 

European higher education digital transformation. 
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