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EXECUTIVE SUMMARY

This report presents the EducationallD credential as implemented within the DC4EU
Large Scale Pilot, demonstrating how institutional identity and affiliation verification
can be transformed through the adoption of eIDAS 2.0 principles and the European
Digital Identity Wallet (EUDI Wallet) framework.

Global context and pilot implementation evidence

The DCA4EU project successfully piloted EducationallD across 36 European
educational institutions spanning 12 Member States, implementing three
complementary technical approaches. The Pilot2 hybrid approach, combining
classical Public Key Infrastructure (PKI) with decentralised PKI (dPKI) via the
European Blockchain Services Infrastructure (EBSI), proved most effective in
meeting the complex governance requirements of the European educational sector.

Business value of the hybrid approach

The hybrid trust model enables machine-verifiable governance and authorisation
chains whilst maintaining compatibility with existing institutional infrastructure.
Unlike purely classical PKl approaches that lack governance transparency or purely
decentralised approaches that may conflict with existing legal frameworks, the
hybrid model accommodates the multi-level European educational governance
structure (European, national, regional, and institutional levels) through Verifiable
Data Registries (VDRs).

Technical achievements and operational readiness

The pilot implementation demonstrated full technical feasibility of EducationallD
issuance, verification, and lifecycle management (including revocation and
suspension capabilities). The hybrid approach successfully implemented:

e Complete 14-step issuance workflow with two-phase verification (classical PKI +
dPKl)

e Comprehensive 15-step verification workflow with dis intermediated status
checking

e Privacy-preserving selective disclosure mechanisms

e Machine-verifiable authorisation chains stored in VDRs

e Cross-border interoperability within eIDAS 2.0 regulatory framework



Strategic alignment with European Education Area digitalisation

EducationallD aligns with broader European initiatives for educational digitalisation,
including the European Education Area, European Digital Credentials for Learning,
and the European Student Card Initiative. Its universal applicability across all
educational levels (primary through lifelong learning) positions EducationallD as a
foundational credential enabling more specialised educational attestations.

Strategic Positioning

EducationallD enhances rather than replaces existing federation infrastructure
(eduGAIN), operating in parallel whilst extending capabilities into domains
federation cannot effectively reach. Institutions gain multiplicative value through
federation benefits combined with wallet-native capabilities.

Executive conclusion

From an implementation and operational standpoint, the DC4EU pilot demonstrates
that EducationallD, implemented through the hybrid trust model, provides a
technically feasible, legally compliant, and operationally viable solution for
institutional affiliation verification across the European Education Area. The
successful pilot implementation establishes a blueprint for widespread adoption,
enabling educational institutions to issue privacy-preserving, interoperable digital
identity credentials that support learners and educators throughout their
educational and professional journeys.



1. INTRODUCTION

The European ecosystem for education requires an identity and affiliation credential
that ensures institutional legitimacy, cross-border interoperability, privacy
protection, and legal validity under Regulation (EU) 2024/1183 (elDAS2). Within the
EUDI Wallet ecosystem, educational institutions need mechanisms to issue
verifiable credentials proving institutional affiliation whilst respecting data
protection principles and enabling seamless service access across educational
levels and national boundaries.

EducationallD addresses this requirement by establishing a standardised, privacy-
preserving credential for students and staff to prove their affiliation with educational
institutions. Unlike pre-existing federated identity systems (such as eduGAIN) or
sector-specific credentials (such as the European Student Card), EducationallD
provides a universal institutional affiliation credential applicable across all
educational levels, from primary education through lifelong learning contexts.

This report presents the DC4EU implementation of EducationallD, documenting the
pilot results, technical architecture, governance framework, and providing
comprehensive guidance for institutional adoption. The document demonstrates
how the Pilot2 hybrid approach successfully balanced technical innovation,
governance complexity, and operational pragmatism to deliver a credential that can
be deployed at scale across the European Education Area..



2. EDUCATIONALID AS A UNIVERSAL INSTITUTIONAL AFFILIATION
CREDENTIAL

2.1 Rationale and scope across all educational levels

EducationallD addresses a fundamental requirement within the European Education Area:
the ability for individuals to prove their affiliation with an educational institution in a
standardised, verifiable, and privacy-preserving manner. Prior to DC4EU, institutional
affiliation verification relied upon fragmented approaches, including physical student
cards, institutional email addresses, or bespoke authentication systems that lacked
interoperability across borders and educational levels.

Scope of EducationallD:

EducationallD is explicitly not restricted to higher education institutions. The credential
schema and governance framework support issuance by:

o Primary and secondary schools: Enabling students to access educational
resources and services

o Vocational training centres: Supporting apprentices and trainees in work-
based learning contexts

e Adult education providers: Facilitating lifelong learning and continuous
professional development

o Higher education institutions: Universities, polytechnics, and applied
sciences institutions

o Research organisations: Enabling research staff and doctoral candidates to
access cross-institutional resources

This universal scope distinguishes EducationallD from more specialised credentials such
as the European Student Card (focused on higher education mobility) or MyAcademicID

(focused on research and education federation infrastructure).

2.2 Data model and schema definition

The EducationallD schema, implemented in accordance with the W3C Verifiable
Credentials Data Model (VCDM) and integrated with the European Learning Model
(ELM) as the common semantic ontology, comprises the following core elements:

Core Required Attributes

Attribute Description Format/Standard
id Unique identifier of the | String (DID)
credential subject (typically a
DID)




identifier

Institutional identifier for the
individual

Object

eduPersonScopedAffiliation

Person's affiliations within
Home Organisation scoped
with the organisation

Array of strings
(SCHAC)

Optional Extended Attributes

Attribute Description Format/Standard
givenName Given name(s) of the individual String
familyName Family name(s) of the individual | String
dateOfBirth Date of birth ISO 8601 date

format
schacHomeOrganization Domain name of the individual's | String (DNS
home organisation domain)
eduPersonPrincipalName | nique identifier scoped to the | String

home organisation

schacPersonalUniqueCode

National or institutional unique
codes

Array of strings

institutionalEmail Institutional email address String (email
format)
eduPersonAssurance Identity assurance level (REFEDS | Array of  URI
Assurance Framework) strings
image Photograph or identification | MediaObject
image type

Standards Compliance:

o eduGAIN: European research and education identity federation attributes
¢ SCHAC (SCHema for ACademia): European-specific schema extensions for

academic attributes

¢ REFEDS Assurance Framework: Identity assurance level specifications

« EBSI

European Blockchain Services
verifiable credentials

Infrastructure

requirements for

¢ JSON Schema Draft 2020-12: Latest JSON Schema specification

Identifier Structure

The identifier object within EducationallD uses a flexible structure to accommodate
various institutional identification schemes:

{
"identifier": {
"schemeID":
"value":
"id" :

"urn:schac:personalUniqueCode",
"urn:schac:personalUniqueCode:es:urv:12345678",
"urn:schac:personalUniqueCode:es:urv:12345678"



This structure enables:

« National student numbers: Unified identifiers used within Member State
education systems

¢ Institutional identifiers: Local student or staff numbers

e Federation identifiers: eduGAIN-compatible persistent identifiers

Affiliation Types

The eduPersonscopedaffiliation attribute supports multiple affiliation types, enabling
fine-grained representation of institutional relationships:

e student@example.edu: Currently enrolled student

e facultylexample.edu: Academic teaching staff

e staff@example.edu: Administrative or support staff

e ecmployeefexample.edu: Any employed individual

e member@example.edu: Current member of the institutional community

e affiliate@example.edu: Associated individuals (visiting researchers, alumni
with active relationships)

e alumRexample.edu: Graduates or former members

2.3 Example credential
{

"@Qcontext": [
"https://www.w3.0rg/2018/credentials/v1",
"https://api-pilot.ebsi.eu/trusted-schemas-
registry/v3/schemas/0xbe77a21356835dc09d3d8149ea832ae0adbaec0ae9c869d182
19ef8fd4a74bd644"
1,
"id": "https://university-example.eu/credentials/educational-id/9876",
"type": ["VerifiableCredential", "VerifiableEducationalID"],
"issuer": {
"id": "did:ebsi:zs75xsdhi6KgtaD9uC8Vk6RBR",
"name": {
"en": "Universitat Rovira i Virgili",
"es": "Universitat Rovira i Virgili",
"ca": "Universitat Rovira i Virgili"
I
"type": "University"
br
"issuanceDate": "2024-09-01T00:00:00z",
"expirationDate": "2025-08-31T23:59:592",
"credentialSubject": {
"id": "did:key:z6MkhaXgBZDvotDkL5257faiztiGiC2QtKLGpbnnEGta2doK",
"identifier": {
"schemeID": "urn:schac:personalUniqueCode",
"value": "urn:schac:personalUniqueCode:es:urv:12345678",



"id": "urn:schac:personalUniqueCode:es:urv:12345678"

}y

"givenName": "Maria",

"familyName": "Gonzalez",

"dateOfBirth": "2002-05-15",

"schacHomeOrganization": "urv.cat",

"institutionalEmail": "maria.gonzalez@estudiants.urv.cat",

"eduPersonScopedAffiliation": [
"student@urv.cat",
"member@urv.cat"

1y

"eduPersonAssurance": |
"https://refeds.org/assurance/IAP/low"

]

by

"credentialStatus": {
"id": "https://api-pilot.ebsi.eu/.../status-list/educational-
id/1#45678",
"type": "StatusList2021Entry",
"statusPurpose": "revocation"
}y
"proof": {
"type": "EcdsaSecp256klSignature2019",
"created": "2024-09-01T00:00:00z",
"proofPurpose": "assertionMethod",
"verificationMethod": "did:ebsi:zs75xsdhi6KgtaD9uC8Vk6B#keys-1",
"Jws":

"eyJhbGciOiJFUzI1INksiLCJiNjQiOmZhbHNILCIjcmlO0IjpbImI2NCJIdfQ. .. "
}
}



3. DCAEU IMPLEMENTATION OF EDUCATIONALID THROUGH HYBRID TRUST
MODEL

3.1 Governance transformation through hybrid approach

The EducationallD implementation within DC4EU established a novel governance
framework that did not exist prior to the pilot. Unlike MyAcademicID or the European
Student Card, which transformed existing operational structures, EducationallD required
the creation of governance mechanisms from first principles.

3.1.1 Multi-level governance architecture

The EducationallD governance framework accommodates the complex, multi-level nature
of European educational governance for recognising and authorising legal entities as
educational institutions. This governance is based on national competence, as each
Member State has sovereign authority to recognise educational institutions within its
jurisdiction.

National Level (Primary Authority):

« National Education Authorities: Ministries of Education or equivalent bodies
functioning as Trusted Accreditation Organisations (TAOs) that officially
recognise legal entities as educational institutions

o Example (Spain - Universities): Ministry of Universities (Ministerio de
Universidades) acts as TAO recognising universities

o Example (Spain - Schools): Ministry of Education (Ministerio de
Educacion) acts as TAO recognising primary and secondary schools

o Example (Germany): Lander education ministries act as TAOs
recognising institutions within their jurisdiction

o Example (France): Ministry of National Education acts as TAO
recognising educational institutions

e National Registration Bodies: Bodies maintaining official registries of
recognised educational institutions within Member States

e Sectoral Authorities: Bodies responsible for recognising specific types of
educational institutions (e.g., vocational training authorities, higher
education councils)

Regional/Local Level (Where Applicable):

o Regional Education Authorities: In Member States with devolved education
competences (e.g., Autonomous Communities in Spain, Lander in Germany),
regional authorities may act as TAOs or delegate recognition authority



e Local Education Authorities: Municipal or local bodies with delegated
authority for institutional registration in some Member States

Institutional Level:

o Educational Institutions: Schools, vocational centres, universities as
Trusted Issuers once officially recognised by competent national/regional
authorities

¢ Institutional Registration: Legal entity status and official recognition
documentation from competent authorities

CRITICAL PRINCIPLE - NATIONAL COMPETENCE: EducationallD governance
is based on national sovereignty over education. Each Member State's competent
authorities determine which legal entities are officially recognised as educational
institutions. There is no European-level authority (including DG EAC) with competence
to recognise institutions for EducationallD purposes. The governance framework enables
machine-verifiable representation of national recognition decisions through VDRs.

CRITICAL DISTINCTION: This governance framework is concerned with institutional
recognition and authorisation to operate as an educational institution, not educational
quality assurance. An institution's recognition as a legal educational entity (enabling
EducationallD issuance) is determined by competent national authorities and is separate
from quality assurance processes (EQAR, accreditation agencies, etc.). The governance
EAAs represent official recognition that "Entity X is a legally recognised educational
institution authorised to operate within jurisdiction Y", not quality judgements about
educational provision.

3.1.2 Authorisation chains

The hybrid approach enables machine-verifiable authorisation chains that represent
national recognition decisions previously managed only through legal frameworks and
official registries:

Example: Spanish University EducationallD Authorisation Chain

Ministry of Universities (Spain) (National TAO)
| officially recognises as university
Universitat Rovira i Virgili (Trusted Issuer)
| issues
EducationalID to students and staff

VDR Representation:

The authorisation chain is represented through governance Electronic Attestations of
Attributes (EAAs) stored in EBSI Verifiable Data Registries:



Ministry of Universities Governance EAA to URV: Officially recognises URV
as a legally operating university in Spain with authority to award degrees

URV Authority Record: DIDs and authorisations enabling EducationallD
issuance to students and staff

Example: Spanish Primary School EducationallD Authorisation Chain

Ministry of Education (Spain) or Autonomous Community Education Authority
(National/Regional TAO)

| officially recognises as primary school
Primary School X (Trusted Issuer)

1

issues

EducationalID to students and staff

Example: German University EducationallD Authorisation Chain

Land Education Ministry (e.g., Baden-Wirttemberg) (Regional TAO with
national competence)

!

officially recognises as university (Hochschule)

University of Heidelberg (Trusted Issuer)

!

issues

EducationalID to students and staff

Example: Vocational Training Centre EducationallD Authorisation Chain

National Vocational Education Authority (National TAO)
| officially recognises as vocational training provider
Vocational Training Centre (Trusted Issuer)

1

issues

EducationalID to apprentices and trainees

Key Principles:

1.

2.

3.

No European-level RootTAO for EducationallD: Unlike credentials requiring
European programme participation (e.g., European Student Card requires DG
EAC recognition for Erasmus+), EducationallD governance is purely based on
national competence

National authorities are the root of trust: Each Member State's competent
authority acts as the root TAO for institutions within its jurisdiction

VDRs enable cross-border verification: Whilst recognition is national, VDRs
enable relying parties in other Member States to verify institutional legitimacy
without bilateral agreements

Institutional sovereignty: Recognised institutions exercise sovereignty in
determining which students/staff receive EducationallD (subject to national
regulations)

This structure accommodates the diverse governance arrangements for institutional
recognition across European educational systems whilst respecting national competence



in education policy. The governance chains verify institutional legitimacy and
authorisation to operate as determined by national authorities, not educational quality or
programme accreditation.

3.2 Technical architecture — Pilot2 hybrid approach

The Pilot2 hybrid architecture, which proved most successful for EducationallD
implementation, implements a two-stage verification process during both issuance and
verification.

3.2.1 Two-step verification process

Step 1: Classical PKI Verification

Issuance Context:

o Wallet verifies issuer's X.509 certificate

o Certificate chain validation to recognised Certificate Authority
¢ Certificate Revocation List (CRL) checking

e Confirms legal entity identity of educational institution

Purpose: Maintains compatibility with existing institutional PKI infrastructure whilst
ensuring legal entity legitimacy.

Step 2: Decentralised PKI (dPKI) via VDRs/EBSI

Issuance Context:

e DID resolution through EBSI infrastructure
e Query VDRs for authorisation: "Is this institution authorised to issue
EducationallD?"
¢ Verification of authorisation scope:
o Recognition as educationalinstitution by competent national authority
o Authorisation to operate at specific educational levels (primary,
secondary, tertiary, vocational)
o Official registration status (valid, not suspended/revoked)
o Confirmation that institutional recognition remains active
e Confirmation that authorisation remains active (not revoked/suspended)

Purpose: Provides governance-aware authorisation checking, enabling verification of
institutional legitimacy beyond mere legal entity status through machine-readable
representation of national recognition decisions.



3.2.2 Credential lifecycle management

The hybrid approach enables comprehensive credential lifecycle management:
Status List Implementation:

e Revocation: Enables issuers to invalidate credentials (e.g., student
enrolment termination)

e Suspension: Temporary credential deactivation (e.g., academic leave, fee
payment issues)

o VDR-Based Status Proxy: Privacy-preserving status checking without "home
phone call" to issuer

Disintermediated Verification:
When a relying party verifies an EducationallD:

Retrieves status list URL from credential

Queries EBSI VDR for current status

Verifies status without direct issuer contact

Issuer never learns who verified the credential or when

Pobd=

This disintermediation provides substantial privacy enhancement compared to traditional
verification approaches where issuers maintain logs of all credential verifications.

3.3 Issuance workflow (14-step process)

The EducationallD issuance process follows the standardised 14-step workflow defined in
DCA4EU deliverables (Annex 11 of D5.1 Business Blueprint):

Phase 1: Learner Initiation and Authentication (Steps 1-4)

Step 1: Learner accesses institutional service portal Step 2: Service requires EUDI Wallet
with e[D means Step 3: Issuer verifies learner's eID (PID validation) Step 4: Identity
matching against institutional authentic source

Identity Matching Process:

The institution verifies that the individual presenting the PID is enrolled in the institutional
student/staff database:

e Compares PID attributes (name, date of birth, national identifier) with
institutional records

e Confirms active enrolment or employment status

¢ Determines appropriate affiliation type(s)



Phase 2: Wallet Engagement and Mutual Trust Establishment (Steps 5-9)

Step 5: EUDI Wallet engagement challenge (QR code or deep link) Step 6: Secure
connection establishment (encrypted channel) Step 7: Issuer verifies wallet validity Step
8 - CRITICAL: Two-step hybrid verification:

o Classical PKI: Wallet verifies issuer's X.509 certificate
« dPKI/VDR: Wallet queries VDRs to confirminstitutional authorisation to issue
EducationallD (verification of national authority recognition)

Step 9: Enhanced trust reporting to learner:

Issuer confidence level (trust score from hybrid verification)

Specific authorisations confirmed (EducationallD issuance capability)
National recognition status (confirmed by competent authority)
Institutional registration validity

Innovation: This explicit trust reporting empowers learners with information about issuer
legitimacy beyond simple "certificate valid" indicators, including confirmation that the
institution is officially recognised by national authorities.

Phase 3: Credential Preparation and Delivery (Steps 10-14)

Step 10 - CRITICAL: Status list creation and VDR publication

e Issuer creates status list entry for credential
e Status list published to EBSI VDR
¢ Enables future revocation/suspension capability

Step 11: EAA issuance to EUDI Wallet Step 12: Learner verifies received EAA
(cryptographic validation) Step 13: Learner's explicit consent to accept and store EAA
Step 14: Store EAA in wallet

3.4 Verification workflow (15-step process)

When a relying party (e.g., online library, transport operator, cultural institution) requests
EducationallD verification:

Verification Steps (15-step workflow)

Steps 1-6: Relying party requests credential, secure channel establishment Step 7:
Classical PKI verification of relying party identity Step 8: Extended verification including
Information Disclosure validation:

¢ Query VDRs: "Is this relying party authorised to request EducationallD?"



e Verify purpose alignment with RP authorisation scope
e Check Embedded Disclosure Policies

Step 9: Learner consent for credential presentation Step 10: Selective disclosure (learner
chooses which attributes to share) Step 11: Credential presentation to relying party Step
12: Cryptographic verification by relying party Step 13: Status checking via VDR
(revocation/suspension status) Step 14: Policy compliance verification Step 15: Service
provision or access granted

3.5 Pilot implementation results

DC4EU Pilot2 successfully demonstrated EducationallD implementation across multiple
institutions representing diverse educational contexts:

Participating Institutions (Sample):

Institution Country  Educational EducationallD
Level Implementation
Universitat Rovira i Spain Higher 30 students, combined with
Virgili (URV) Education MyAcademiclD and micro-
credentials
Budapest University of | Hungary | Higher Graduate students,
Technology and Education combined with educational
Economics (BME) achievements
Lusdéfona University | Portugal | Higher Computing engineering
(ULUSOFONA) Education students
(Private)

Technical University of | Romania | Higher Students focused on
Cluj-Napoca Education mobility scenarios

Technical Configuration Example (URV):

e Trust Model: Hybrid (X.509 PKI + DIDs + EBSI Trust Registries)
o IssuerDID: did:ebsi:zs75xsdhi6KgtaD9uC8Vke6B
o Issuer Certificate: CN: lspurv.urv.cat, Organization: Universitat Rovira i

Virgili, Algorithm: EC (256 bits)

e National Recognition: Ministry of Universities (Spain) governance EAA
confirming URV as officially recognised university
¢ Wallet Implementation: EUDI Wallet (IZERTIS implementation)

o Issuer Platform: uSelf Issuer Agent (ATOS)

¢ Verifier Platform: uSelf Verifier (ATOS)
o Status Management: EBSI-based status lists with revocation/suspension

capability



Key Achievement: EducationallD formed part of the complete sectoral EAA catalogue
implementation, demonstrating technical feasibility and operational viability across
heterogeneous institutional environments. The hybrid approach successfully represented
national institutional recognition decisions in machine-verifiable format whilst maintaining
national sovereignty over education governance.



4. BENEFITS FOR EDUCATIONAL INSTITUTIONS

4.1 Universal applicability across educational levels

Unlike credentials restricted to specific educational sectors, EducationallD provides
benefits to institutions across all educational levels:

Primary and Secondary Schools

Benefit 1: Digital School Services Access

Students can access digital learning platforms, online libraries, and educational resources
using standardised EducationallD rather than multiple school-specific credentials.

Benefit 2: Inter-School Collaboration

Schools participating in collaborative projects, student exchanges, or shared educational
programmes can verify student affiliation through EducationallD without establishing
bilateral trust relationships.

Benefit 3: Safeguarding and Access Control

Institutions can provision appropriate access to facilities and services based on verified
student status whilst maintaining robust audit trails.

Vocational Training Centres

Benefit 1: Work-Based Learning Integration

Apprentices and trainees can prove their affiliation with training institutions to employers
and workplace learning supervisors using EducationallD, facilitating work-integrated
learning arrangements.

Benefit 2: Cross-Border Apprenticeships

EducationallD enables verification of vocational student status across borders, supporting
European apprenticeship mobility programmes.

Benefit 3: Sectoral Access

Industry-specific tools, equipment bookings, and professional development resources can
be accessed through EducationallD verification.



Higher Education Institutions

Benefit 1: Campus Services Provisioning

Students and staff access library services, computing facilities, sports centres, and
administrative systems through wallet-based EducationallD presentation.

Benefit 2: Cross-Institutional Collaboration

Universities participating in consortia, joint programmes, or research collaborations can
verify institutional affiliation without relying on bilateral email domain recognition or
manual verification processes.

Benefit 3: Alumni Relations

Institutions can issue EducationallD with alum@institution.edu affiliation, enabling
lifelong connections with graduates and facilitating alumni service provision.

Adult Education and Lifelong Learning Providers

Benefit 1: Learner Identity Management

Adult education providers can issue EducationallD to learners participating in continuing
education, professional development, or lifelong learning programmes, enabling access to
learning resources and services.

Benefit 2: Multi-Provider Learning Pathways

Learners engaging with multiple education providers can accumulate EducationallD
credentials from each institution, supporting flexible, modular learning pathways.

Benefit 3: Workplace Learning Integration

Adult learners can present EducationallD from professional development courses to
employers, demonstrating ongoing skill development and institutional affiliation.

4.2 Enhanced service delivery

Internal Institutional Services

EducationallD transforms internal service delivery within educational institutions:
Library Services:

e Automated access control to physical and digital library resources



¢ Self-service book borrowing and equipment loans
o Remote access to licensed electronic resources based on EducationallD
verification

Computing and IT Services:

o Network authentication and access to institutional computing facilities

o Software licensing verification (e.g., student discounts for academic
software)

¢ Remote VPN access for off-campus learners

Sports and Recreational Facilities:

¢ Gym and sports centre access control
¢ Equipment booking and activity registration
e Membership verification for sports clubs and societies

Administrative Services:

e Studentinformation system access
e Examination registration and results access
o Certificate and transcript request services

External Service Provider Integration

EducationallD enables seamless integration with external service providers:
Transport Services:

¢ Studentdiscount verification on public transport systems
e Railway and bus pass validation
¢ Bike-sharing scheme student pricing

Cultural Institutions:
e Museum and gallery student entry verification
¢ Theatre and cinema student discounts
o Concertvenue and event student pricing
Commercial Services:
o Software and technology student pricing (Microsoft, Adobe, Apple Education)

¢ Bookretailers and online learning platform student discounts
¢ Accommodation and travel student rates



Key Innovation: Service providers verify institutional affiliation through VDRs without
contacting the issuing institution, enabling privacy-preserving service access at scale.

Cross-Border Service Access

EducationallD enables students and staff to access services across European borders:
Mobility Support:
e Library access in other Member States during study trips or research visits
e Transport discounts recognised across European railway networks
e Culturalinstitution access throughout Europe
Virtual Services:
¢ Online learning platform access across institutional boundaries

o Digital library consortia participation
¢ Cloud-based educational tool access

4.2.1 Internal Identity and Access Management Benefits

EducationallD provides substantial value for institutional internal IAM systems:
Internal Identity Matching:

o Institutions may include internal identifiers in EducationallD credentials
o Persistent identifiers enable seamless identity matching across institutional

lifecycle

o Facilitates correlation between EducationallD presentations and internal
student/staff records

o Eliminates dependency on volatile identifiers (email addresses, external student
numbers)

Authorisation and Access Control:

o EducationallD serves as authentication credential for institutional services

o Affiliation attributes (student, staff, faculty, alum) enable role-based access control
e Verifiable institutional affiliation supports granular service provisioning

e Reduces complexity of physical card infrastructure

Critical Advantage: Unlike federated identity systems where institutional control is
mediated through federation infrastructure, EducationallD enables direct institutional
control over identifier persistence, affiliation semantics, and identity lifecycle
management.



4.3 Strengthened privacy and data protection

GDPR Alignment

EducationallD implements privacy-by-design principles:

« Data Minimisation: Relying parties request only necessary attributes

o Selective Disclosure: Learners control which attributes to share

¢ Purpose Limitation: Service providers declare intended purpose before
receiving data

¢ User Control: Explicit consent required for each credential presentation

Critical Distinction: EducationalID transcends the GDPR compliance limitations inherent
in federated identity systems. Whilst eduGAIN relies on procedural compliance through
institutional policies, EducationallD architecturally enforces GDPR principles through
selective disclosure, explicit user consent, and disintermediated verification.
EducationallD provides users with technical sovereignty over their institutional affiliation
data that traditional federation cannot achieve

Example - Selective Disclosure in Practice:
When accessing a library, a learner may choose to share:

e eduPersonScopedAffiliation: student@university.edu (to prove student
status)
e schacHomeOrganization: university.edu (to identify home institution)

But NOT share:

e givenName, familyName (nOt needed for library access)
e dateOfBirth (notrequired for this service)
e institutionalEmail (Unnecessary foraccess control)

This granular control ensures data minimisation and purpose limitation compliance.

Privacy-Enhancing Technologies

Disintermediated Verification:
Status checking via VDRs prevents issuer tracking of credential usage:

Relying party queries VDR for credential status
Issuer never learns who verified the credential
Issuer never learns when verification occurred
Issuer never learns the purpose of verification

Pobd=



This contrasts with traditional approaches where issuers maintain logs of all credential
verifications, creating privacy concerns and potential surveillance capabilities.

Zero-Knowledge Proofs (Future Capability):

Future implementations may support zero-knowledge proofs enabling predicates
verification without revealing exact values:

¢ Prove "over 18" without revealing exact date of birth
¢ Prove "enrolled student" without revealing specific programme or year
¢ Prove "institutional member" without revealing specific affiliation type

4.4 Operational efficiency

Reduced Identity Infrastructure Complexity

Traditional Approach:

¢ Physical student/staff cards requiring printing, distribution, and replacement
¢ Multiple authentication systems (library cards, access cards, meal cards)

¢ Fragmented identity management across institutional systems

e Manualverification processes for external service providers

EducationallD Approach:

o Single digital credential in learner's EUDI Wallet

e Standardised verification protocols across all service providers

¢ Reduced infrastructure for physical card production and distribution
¢ Automated verification through VDR queries

Quantifiable Impact:

o Elimination of physical card production costs (estimated €5-15 per card)
¢ Reduced administrative overhead for card replacement and reissuance
o Streamlined identity lifecycle management (enrolment to alumni status)
¢ Reduced help desk burden for lost/stolen card replacement

Example - Cost Savings for Medium University (10,000 students):

¢ Physical card production: €100,000 annually (eliminated)

e Cardreplacement services: €15,000 annually (reduced by 80%)

¢ Identity management staff time: 20% efficiency improvement

¢ Total estimated savings: €110,000+ annually after implementation costs



Interoperability and Standards Compliance

EducationallD implementation aligns with multiple European and international standards:

o W3C Verifiable Credentials Data Model: International standard for digital
credentials

e European Learning Model: Common semantic ontology for educational
information

e SCHAC/eduGAIN: Research and education federation attribute standards

o ¢elIDAS 2.0: European regulatory framework for digital identity

o ISO/IEC 18013-5: Mobile driving licence standard adapted for educational
credentials

This multi-standard compliance ensures EducationallD interoperability across diverse
technical platforms and facilitates integration with existing institutional systems.

4.5 Cross-border mobility support

Student Mobility

EducationallD supports various student mobility scenarios:
Short-Term Mobility (Study Trips, Conferences, Summer Schools):

o Students access hostinstitution library and computing facilities
e Public transport student discounts in destination country

e Culturalinstitution access throughout mobility period

o \Verification requires no prior arrangement between institutions

Long-Term Mobility (Exchange Programmes, Joint Degrees):

e Continuous affiliation proof at home institution during mobility

e Accessto both home and host institution resources

e Seamless credential presentation across institutional boundaries
¢ Simplified administrative processes for mobility programmes

Virtual Mobility (Online Programmes, Joint Online Courses):

¢ Accessto digital resources from multiple institutions
e Cross-institutional learning platform authentication
o Verification of student status for online service providers



Staff Mobility
Academic and administrative staff benefit from EducationallD during:

Research Visits and Sabbaticals:

e Guestresearcher access to host institution facilities
e Library and computing resource access
¢ Proof of academic affiliation for research purposes

Teaching Exchanges:

e Visiting lecturer facility access
¢ Administrative system authentication at host institution
e Proof of institutional affiliation for accommodation and services

Cross-Institutional Collaboration:

e Projectteam member verification across partner institutions
o Shared resource access in collaborative research projects
o Simplified verification for European university alliance activities

Seamless Service Access Across Europe

EducationallD enables students and staff to access services across European borders
without requiring bilateral recognition agreements between their home institution and

service providers:

Use Case Examples:

1. Library Access: Student from Spanish university accesses French national

library during study trip

2. Transport Discounts: Vocational trainee from Germany receives student

discount on Italian railways

3. Cultural Institutions: School student from Poland accesses reduced-price

museum entry in Belgium

4. Online Resources: Distance learning student accesses scholarly databases

subscribed by institutional consortium
Each scenario requires only:

e EducationallD in learner's EUDI Wallet
e Service provider configured to accept EducationallD

¢ VDR-based verification of issuer authorisation (confirming national authority

recognition)



No bilateral agreements, email domain whitelisting, or manual verification processes
required.

Cross-Sector Credential Utility

EducationallD complements other credentials in the learner's wallet:

Credential EducationallD PID Educational Professional
Type Achievements Qualifications
Purpose Institutional Legal Qualification Professional
affiliation identity evidence licence
Issuer Educational Member Educational Professional
institution State institution body
Use Cases Service Identity Employment, Professional
access, verification | further study practice
affiliation proof
Relationship | Uses PID for | Foundation | Issued by | May reference
issuance for all | same educational
credentials | institution achievements

This credential ecosystem enables comprehensive digital identity for learners that extends
from basic institutional affiliation through professional practice.

4.6 EducationallD and Federation Ecosystem Positioning

4.6.1 Relationship to Existing Identity Infrastructure

Educational institutions in Europe operate within a mature identity federation landscape,
most notably through eduGAIN, which interconnects over 70 national federations serving
approximately 20 million users. A critical question for institutional decision-makers
concerns EducationallD's relationship to these established systems: does EducationallD
replace, compete with, or complement existing federation infrastructure?

EducationallD fundamentally enhances rather than replaces federation
infrastructure. This section provides comprehensive analysis demonstrating that
EducationallD addresses distinct use cases whilst operating in parallel with traditional
federation services, extending institutional capabilities into domains that federated identity
systems cannot effectively reach.

4.6.2 Key Differentiators: EducationallD vs Traditional Federation

EducationalID delivers four critical capabilities that differentiate it from federation-based
approaches:

1. Implicit Governance Through Institutional Recognition



Unlike federation models requiring explicit membership and metadata coordination,
EducationallD governance derives implicitly from institutional recognition by competent
national authorities. An institution's official recognition as an educational entity
automatically confers authority to issue EducationallD, -eliminating federation
intermediation and preserving national educational sovereignty.

2. Architectural GDPR Compliance

Traditional federation implements GDPR compliance procedurally through institutional
policies and voluntary codes of conduct. EducationallD enforces GDPR principles
architecturally through selective disclosure, cryptographically provable consent, and
disintermediated verification preventing issuer surveillance. This represents a fundamental
shift from trust-based to technically-enforced privacy protection.

3. Persistent Internal Identifiers and Lifelong Affiliation

Federation attributes remain bound to active membership and session-based authentication.
EducationallD enables institutions to embed persistent internal identifiers supporting
lifelong institutional relationships from enrolment through alumni status, with credential
validity periods extending 10-25 years whilst federation sessions expire upon logout.

4. Universal Service Reach Beyond Federation

Federation services require bilateral membership and online connectivity. EducationallD
credentials function across non-federated services (transport discounts, museum access,
commercial services), support offline verification scenarios (physical access control), and
enable cross-sector credential usage (employment verification, government services)
unreachable through federation architecture.



4.6.3 Comprehensive Comparison: EducationallD vs eduGAIN

The following table provides detailed comparison across four critical dimensions, demonstrating how EducationallD extends federation
capabilities whilst preserving backward compatibility:

Table: EducationallD vs eduGAIN Federation - A Detailed Comparison

Dimension eduGAIN Federation Model EducationallD (DC4EU Hybrid) Strategic Impact
1. GOVERNANCE MODEL
Trust Hierarchical metadata federation:e | Implicit institutional recognition:® National | EducationallD

Establishment

GEANT aggregates metadata® NRENs
validate institutions® Metadata chains
required for trust

authority recognition = automatic issuance
rightse VDRs represent recognition® No
additional European gatekeeping

eliminates
federation
dependency for
institutional
legitimacy

Governance
Basis

Metadata-based coordination:e
Institutions publish signed metadatae
NRENs aggregate and validatee Trust
derived from metadata presencee®
Centralised metadata distribution

Recognition-based sovereignty:e
Competent national authority recognises
institution® Recognition alone authorises
EducationallD issuancee® Governance EAAs
represent recognition in VDRse
Decentralised verification

Fundamental
shift: federation
membership vs
institutional
legitimacy

Authority
Source

Federation membership:e GEANT
coordination (voluntary)e NREN
gatekeeping (national)e Metadata
validation requirede Hierarchical approval

chains

National educational sovereignty:e
Ministries of Education/Universitiese Direct
institutional recognition® No federation
intermediation® National competence
preserved

EducationallD
respects Member
State sovereignty
more directly

Institutional
Authorisation

Procedural through metadata:e Institution
requests NREN inclusion® NREN validates
and adds to metadata® Federation
membership = authorisatione Periodic
metadata renewal

Implicit from recognition:®» National
authority recognises institution legallye
Recognition = complete authorisatione
VDRs make recognition machine-verifiablee
Continuous institutional sovereignty

EducationallD
governance
inherent in
institutional
status

Cross-Border
Recognition

Bilateral metadata exchange:® GEANT
aggregates national federationse Service
providers consume metadatae 24-48
hours propagation delay® Metadata expiry
creates trust gaps

Standards-based verification:* W3C VCDM
universal recognitione VDR-based
authorisation checkinge Immediate
cryptographic verification® No bilateral
agreements required

EducationallD
enables instant
cross-border
trust

release policies (institutional
configuration)e Code of Conduct v2
(voluntary)e No technical enforcement

attribute selection by usere Terms of Use
templates in VDRse Technical
enforcement at wallet level

Governance Opaque metadata chains:® Institutional | Transparent VDR representation:® | EducationallD

Transparency users unaware of trust mechanismse | Machine-queryable governance EAAse | provides
Service providers rely on metadata | Clear authorisation chains visiblee Users | governance
aggregatese Limited visibility into | can verify issuer legitimacye Auditable trust | visibility
authorisation basis relationships

2. GDPR COMPLIANCE

Data Procedural (Weak):*» REFEDS R&S entity | Architectural (Strong):e Selective | EducationallD

Minimisation categories (policy guidance)e Attribute | disclosure (cryptographic)e Granular | enforces

minimisation
technically VS
procedurally

Purpose
Limitation

Policy-based (Weak):* Entity categories
define purposese Service providers
declare intente No technical verificatione
Institutional trust required

Policy + Technical (Strong):e Service
providers declare purpose® Embedded
Disclosure Policies in VDRse® Wallet verifies
purpose alignmente Automated policy
enforcement

EducationallD
technically
validates
purpose vs trust-
based

User Consent

Implicit (Weak):» Consent through
institutional policies® No per-transaction
consente No cryptographic proofe
Consent not user-facing

Explicit (Strong):» Consent required for
each presentatione Wallet Ul shows
consent requeste Cryptographically
provable consente User can decline per
transaction

EducationallD
provides
provable,
granular consent

Transparency

Limited (Variable):» Depends on
institutional implementatione Users rarely
see attribute release® No visibility into
credential usagee Institutional logging
only

Complete (Strong):e Wallet shows all
attributese Users see presentation historye
Clear service provider identity® User-facing
transparency

EducationallD
empowers users
with information
visibility

Data Portability

Not Supported (None):» No user data
exporte Credentials session-based onlye
Users cannot move credentialse
Institutional custody of identity

Native (Strong):» Credentials in user's
wallete Transferable between wallet
implementationse Standards-based
portability (W3C VCDM)e User custody of
credentials

EducationallD
enables GDPR-
compliant
portability

User Control

None (Weak):® Zero user sovereigntye All
decisions institutional/federation® No
user-facing controlse Institutional
policies determine usage

User holds
User decides
User controls

Significant (Strong):e
credentials in wallete
when/where to presente

Fundamental
shift: institutional
custody -> user
sovereignty




attribute disclosuree User-centric

sovereignty

Privacy
Design

by

Partial (Medium):* Procedural measures
onlye Depends on institutional
implementatione No architectural privacy
guaranteese® "Home phone call" problem
(issuer tracking)

Architectural (Strong):e Disintermediated
verification via VDRse® No issuer awareness
of credential usagee Selective disclosure
built-ine Privacy-preserving by
architecture

EducationallD
prevents issuer
surveillance
architecturally

Verification

Low (Service provider contacts IdP):e

High (Disintermediated via VDRs):e

EducationallD

Privacy IdP logs all authentication eventse Issuer | Verifier queries VDR, not issuere Issuer | eliminates issuer
knows who, when, where verifiede | never learns of verification® No centralised | tracking
Centralised verification trackinge | verification logs® "No home phone call" completely
Potential surveillance

3.INTERNAL IAM INTEGRATION

Identifier Type Session-based, volatile:* | Persistent, institutional:e Internal | EducationallD
eduPersonPrincipalName (email-like)e | institutional identifierse Survives federation | enables true
eduPersonUniqueld (persistent but | changese® Institution controls identifier | institutional
federation-bound)e Identifiers tied to | namespacee Stable across lifecycle | identifier

federation membershipe May change if
institution leaves federation

(enrolment > alumni)

sovereignty

Identifier
Persistence

Federation-dependent:e
eduPersonUniqueld theoretically
persistente Practically tied to NREN
membershipe Lost if institution leaves
federation® No guarantee of lifetime
persistence

Lifetime institutional persistence:* Same
identifier: student > staff > alumnie
Independent of any federatione Institutional
sovereignty over lifecyclee 25+ year validity
periods possible

EducationallD
enables lifelong
institutional
relationships

Identity
Matching

External, federation-mediated:e
Attribute release through SAML
assertionse Matching relies on email or
unique IDse No internal identifier
inclusione Federation attributes only

Internal, institution-controlled:s Can
include internal student/staff numberse
Direct matching to institutional databasese®
Facilitates internal |AM correlatione
Institutional identifier autonomy

EducationallD
directly supports
internal identity
matching

Alumni
Management

Poor (Limited):» Federation model
assumes active affiliation® Alumni access
requires maintained federation
membershipe No persistent alumni
identifierse Lost connection upon
graduation

Excellent (Native):* alum@institution.edu
affiliation typee Persistent internal
identifiers for alumnie Long-validity
credentials (10-25 years)e Lifelong
institutional affiliation

EducationallD
purpose-built for
alumni
relationships

Service Access
Control

Authentication-only (Limited):® Provides
authentication via SAML SSOe
Authorisation typically separate systeme
Attributes released but not for fine-
grained accesse® Service-specific
authorisation logic

Authentication + Authorisation
(Comprehensive):® Affiliation attributes
enable RBAC-e Can include
entitlements/rolese Fine-grained service
provisioninge Unified authentication and
authorisation

EducationallD
consolidates
authentication
and access
control

Internal
Systems
Integration

Federation-focused:®* Designed for
cross-institutional accesse® Not optimised
for internal servicese Requires IdP
infrastructuree Complex for internal-only
use cases

Dual-purpose (Internal + External):e
Equally effective for internal servicese
Library, sports centre, computing accesse®
Physical access control integration
possiblee Replaces physical cards

EducationallD

serves both
internal and
cross-border
needs

4. OPERATING MODEL

Relationship to | IS the federation:* eduGAIN defines the | Complements federation:* Operates | EducationallD
Federation model® Membership requirede Exclusive | alongside eduGAINe No competition, pure | extends
operating paradigme Cannot exist outside | enhancemente Addresses use cases | federation, not
federation federation cannote Preserves federation | replaces
value
Coexistence N/A (federation is the model):» No | Long-term parallel operation (5-10 | Institutions
Strategy alternative paradigme All or nothing | years):* SAML + VC dual issuancee® Service | adopt
membershipe® Federation = only option providers support bothe Gradual migration, | EducationallD
no forced timelinee 100% backward without
compatibility federation
disruption
Implementation | Federation membership:® Join NREN | Additive deployment:® Keep existing IdP | EducationallD
Approach federatione Configure IdP (Shibboleth, | unchangede Add VC issuer servicee | preserves
CAS, etc.)* Publish metadatae Periodic | Integrate with existing authenticatione Zero | institutional
metadata updates disruption to current services infrastructure
investments
Service Forced SAML adoption:e Service providers | Optional wallet support:e Service | EducationallD
Provider must consume SAMLe Metadata-based | providers gradually add wallet verificatione | enables gradual
Migration trust requirede Federation membership | Bridge components for transitione Can | ecosystem
prerequisite® Binary (member or not) support both SAML and wallete Flexible | evolution

adoption timeline




User Federation-dependent:e Discovery | Wallet-native:® Credential in user's wallete | EducationallD

Experience service (select home institution)e | Present credential directly to servicee No | simplifies user
Redirected to institutional IdPe Session- | institutional redirectione Offline | experience
based authentication® No persistent | verification capable
credentials

Use Case | Federation services only:® Cross-border | Universal applicability:e Federation | EducationallD

Coverage research/education® Requires service | services (via bridges)e Non-federated | reaches services
provider federation membershipe® Online, | services (transport, museums, | federation
connected services onlye Cannot serve | commercial)e Offline verification (physical | cannot
non-federated services access)e® Cross-sector usage (employment,

government)

Value Enables cross-institutional access:® | Enhances federation + new capabilities:® | EducationallD

Proposition Academic collaboratione Research | All federation benefits preservede Plus: | multiplicative
infrastructuree Library resourcese | offline, cross-sector, user sovereigntye | value: federation
Established ecosystem (8,000+ | Plus: privacy enhancemente Plus: internal | benefits x new
institutions) IAM integration capabilities

Institutional Cross-border collaboration:® Access to | Federation benefits + enhanced | EducationallD

Benefits European research/education networke | capabilities:® Maintains federation | additive to
Standardised SAML integratione | participatione Plus: institutional | federation, not
Established trust frameworke Large | sovereignty via VDRse Plus: alumni lifetime | competitive

federated service catalogue

relationshipse® Plus: reduced physical card
costse Plus: internal service integration




4.6.4 Strategic Positioning: Enhancement, Not Competition

The comparative analysis reveals that EducationallD and eduGAIN serve
complementary rather than competitive functions:

eduGAIN Core Strengths (Preserved):

e Cross-institutional authentication for academic services

o Established trust relationships amongst 8,000+ institutions

e Mature SAML-based integration with research infrastructure
e Proven operational model over 15+ years

EducationallD Extensions (Additive):

User-controlled credentials enabling offline and cross-sector usage
Architectural privacy protection transcending procedural compliance
Lifelong institutional affiliation through persistent identifiers

Direct institutional sovereignty over identity governance

Parallel Operation Model:
Institutions adopting EducationallD:

Maintain existing eduGAIN IdP infrastructure unchanged
Add wallet-based credential issuance capability

Preserve all current federation services without disruption
Gain new capabilities unreachable through federation alone

b s

Service providers can support both authentication methods simultaneously, enabling
gradual ecosystem migration over 5-10 year coexistence period without forced timeline
or service interruption.

4.6.5 Use Case Segmentation

Clear use case segmentation demonstrates complementary operation:

Use Case Type Optimal Rationale
Approach

Cross-institutional academic | eduGAIN Established integration, SSO
services (library, research Federation benefits, mature ecosystem
platforms)

Internal institutional services | EducationallD | Persistent identifiers, offline
(campus access, facilities) capability, replaces physical

cards




Non-federated external
services (transport,
museums, commercial)

EducationallD

Universal verifiability, no
federation membership
required

Cross-sector verification
(employment, government)

EducationallD

Standards-based
interoperability,
presentation

wallet-native

Alumni services and lifelong
learning

EducationallD

Lifetime validity, persistent
affiliation, independent of active
enrollment

This segmentation enables institutions to leverage both systems optimally, using federation
for its established strengths whilst deploying EducationallD for use cases federation cannot

effectively support.

4.6.6 Implementation Integration Patterns

Institutions can integrate EducationallD with existing federation infrastructure through

proven patterns:

Pattern 1: Parallel Issuance

o Preserve existing CAS/Shibboleth IdP for federation authentication
e Add VC issuer service consuming IdP attributes
e Issue both SAML assertions and EducationallD credentials from same authentic

Sources

e URYV (Spain) successfully demonstrated this pattern in DC4EU Pilot2

Pattern 2: Bridge Components

Pattern 3: Unified Authentication Foundation

Deploy SAML-to-VC translation layer for gradual service provider migration
Enable wallet-based authentication for services expecting SAML

Service providers add wallet verification alongside federation support
Enables transparent user experience during transition

o Single institutional authentication (CAS/Shibboleth) serves both federation and

wallet issuance

o Users authenticate once, obtain both federation session and wallet credential
e Maximum operational continuity with minimal infrastructure change
e Recommended approach for institutions with mature federation deployments




4.6.7 Strategic Conclusion

EducationallD does not compete with eduGAIN but rather extends federation value
into contexts where traditional SAML authentication proves impractical or privacy-
compromising. Institutions adopting EducationallD enhance their federation participation
by:

» Gaining user sovereignty and privacy capabilities beyond federation's architectural
limits

o Enabling lifelong institutional relationships through persistent identifiers

o Reaching services and use cases federation cannot access

o Preserving all existing federation investments and relationships

The relationship is multiplicative rather than competitive: institutions receive federation
benefits x new wallet-native capabilities, creating comprehensive identity infrastructure
serving both traditional academic collaboration and emerging user-centric digital identity
requirements.

Key Strategic Insights

1. Governance Paradigm Shift:

¢ eduGAIN: Federation membership = legitimacy (coordination-based trust)
o EducationallD: National recognition = legitimacy (sovereignty-based trust)

2. GDPR Compliance Transformation:

o eduGAIN: Procedural compliance through institutional policies (trust-
based)

¢ EducationallD: Architectural compliance through technical enforcement
(cryptographic)

3. Internal IAM Paradigm:

o eduGAIN: External federation attributes, session-based, federation-
dependent

 EducationallD: Internal persistent identifiers, lifetime affiliation,
institutional sovereignty

4. Operating Model Philosophy:

o eduGAIN: Federation IS the model (exclusive paradigm)
e EducationallD: Complements federation (enhancement paradigm)



Critical Distinction Summary

Aspect eduGAIN EducationallD Relationship
Core Federated Institutional affiliation | Complementary
Function authentication attestation
Trust Model | Metadata Institutional recognition | Parallel

federation
GDPR Procedural Architectural Superior
Approach
Identifier Federation-bound Institution-sovereign Enhanced
Control
Operating Exclusive Parallel enhancement Additive
Mode federation

Conclusion: EducationallD does not compete with eduGAIN but rather extends its value
into domains federation cannot reach whilst providing superior GDPR compliance,
institutional identifier sovereignty, and lifelong relationship capabilities. Institutions
adopting EducationallD enhance their federation participation rather than replace it.



5. IMPLEMENTATION PATHWAY AND RECOMMENDATIONS

5.1 Institutional adoption strategy

Phase 1: Infrastructure Preparation (Months 1-6)

Institutional Readiness Assessment:

e Evaluate existing identity management systems

e Assess data quality in student/staff databases

¢ Review GDPR compliance and data protection impact assessments

o Identify authentic sources for identity matching

¢ Analyse current physical card costs and identity management processes
¢ Determineinstitutional requirements for affiliation types and attributes

Technical Infrastructure:

e Deploy or procure EUDI Wallet-compatible issuer platform

o Establish institutional DIDs and register with EBSI

o Obtain qualified certificates for hybrid trust model (X.509 certificates from
recognised CA)

o Configure status list management systems

e Integrate with existing student information systems and HR databases

e Establish secure credential issuance workflows

Governance Preparation:

e CRITICAL: Engage with national education authorities regarding official
recognition and authorisation to issue EducationallD

¢ Confirminstitutional registration status with competent national authority

¢ Documentinstitutional policies for EducationallD issuance

¢ Define affiliation types and issuance criteria (student, staff, faculty, alum,
etc.)

e« Establish credential lifecycle management procedures (issuance, renewal,
revocation, suspension)

e Develop data protection impact assessment (DPIA) for EducationallD
processing

¢ Define roles and responsibilities for credential management staff

Key Stakeholder Engagement:

e |T services leadership and technical teams
e Student administration and registry offices



e Human resources departments

o Data protection and legal counsel

e Library, sports, and campus services managers

¢ Communications and change management teams

Phase 2: Pilot Deployment (Months 7-12)

Limited User Cohort:

e Select pilot user group (e.g., 50-100 students/staff representing diverse
demographics)

¢ Issue EducationallD credentials to pilot participants

o Establish internal verification use cases (library access, sports centre entry,
computing facility authentication)

e Gather user feedback through surveys and focus groups

¢ Monitor technical performance and identify issues

e Refine processes based on pilot learnings

Integration with Institutional Services:

e Configure service providers to accept EducationallD verification

¢ Implement verification protocols in pilot services

e Train service staff on wallet-based verification procedures

e Develop user guidance materials (how to obtain, store, present
EducationallD)

e« Monitor usage patterns and technical performance metrics

¢ Documentbest practices and lessons learned

Pilot Evaluation Criteria:

¢ User satisfaction scores (students, staff, service providers)

¢ Technical reliability (successful issuance rate, verification success rate)
¢ Performance metrics (time to issue, time to verify)

e Privacy compliance (selective disclosure usage, consent management)
e Support burden (help desk tickets, user queries)

Phase 3: Scaled Deployment (Months 13-24)

Institution-Wide Rollout:

¢ Extend EducationallD issuance to all enrolled students and employed staff
e Integrate EducationallD with enrolment and HR processes (automated
issuance on registration)



¢ Automate credential lifecycle management (issuance, renewal, revocation,
suspension)

e« Establish dedicated support services for users (help desk, online guidance,
FAQs)

¢ Deploy verification infrastructure across all campus services

e Enable alumni EducationallD issuance for graduates

External Service Provider Engagement:

e Collaborate with local/regional service providers (transport operators,
cultural institutions, retailers)

¢ Promote EducationallD acceptance by external relying parties

e Develop partnerships with student discount schemes

e Participate in national/European EducationallD networks

e Share implementation experiences and best practices with peer institutions

¢ Contribute to community of practice for EducationallD adoption

Communication and Change Management:

e Launch awareness campaigns for students and staff

e Provide onboarding materials and tutorials

¢ Conducttraining sessions for users and service providers

e Establish feedback channels and continuous improvement processes
o Celebrate milestones and success stories

5.2 Governance establishment recommendations

Recommendation 1: National Coordination Bodies

Member States should establish or designate national coordination bodies for
EducationallD governance:

Functions:

e Issue governance EAAs to educational institutions confirming official
recognition as educational institutions and authorising EducationallD
issuance

+ Maintain registries of officially recognised educational institutions eligible to
issue EducationallD

e Publish recognition criteria defining requirements for institutions to receive
EducationallD authorisation

e Monitor compliance with EducationallD governance frameworks and
national education regulations



¢ Coordinate cross-border recognition through participation in European
governance forums

¢ Provide guidance to institutions on implementation requirements and best
practices

CRITICAL CLARIFICATION: National coordination for EducationallD governance is
concerned with institutional recognition, not educational quality assurance. The
competent authorities are those with legal power to recognise institutions as official
educational entities (e.g., Ministries of Education, Ministries of Universities), not quality
assurance agencies.

Institutional Engagement:
Institutions should:

o Engage with national education authorities to obtain governance EAAs
confirming official recognition

o Participate in national EducationallD governance consultations

e Contribute to policy development and technical standards

e Reportimplementation experiences to support policy refinement

e Collaborate with peer institutions through national networks

Recommendation 2: Separation of Institutional Recognition and Quality Assurance

Member States and institutions should maintain clear distinction between institutional
recognition (enabling EducationallD issuance) and quality assurance (separate educational
quality processes):

Institutional Recognition (Relevant to EducationallD):

o Officialrecognition as educationalinstitution by competent national authority
e Registration in national education institution registries

¢ Legal authorisation to operate as school, vocational centre, university, etc.

e Governance EAA representing institutional recognition status

Quality Assurance (Separate from EducationallD Governance):

¢ Programme accreditation by quality assurance agencies
e Institutional quality evaluations

o EQAR T egistration status (for quality assurance agencies)
¢ Quality assessment outcomes

CRITICAL PRINCIPLE: EducationallD can be issued by any officially recognised
educational institution, regardless of quality assurance status. Quality assurance



information may be represented separately in other credentials (e.g., qualification
credentials) but is NOT a prerequisite for EducationallD issuance.

Recommendation 3: Cross-Border Recognition Frameworks

European-level coordination should facilitate cross-border EducationallD recognition
whilst respecting national competence:

Mechanisms:

¢ Mutualrecognition of national governance EAAs: Relying parties in Member
State A automatically trust governance EAAs issued by Member State B's
competent authorities

e Standardised verification protocols across Member States enabling
consistent EducationallD verification

¢ Common semantic frameworks (ELM, SCHAC) ensuring attribute
interoperability

¢ Interoperable VDR infrastructure (EBSI) enabling cross-border governance
EAA verification

¢ European coordination forum for national authorities to exchange
experiences and align practices

Principles:

¢ Respect for national sovereignty over institutional recognition

e« No European-level authority overriding national recognition decisions

e Technical interoperability enabling cross-border verification without
harmonising national recognition criteria

¢ Transparency of national recognition requirements through machine-
readable governance EAAs

5.3 Technical infrastructure requirements

Recommendation 4: Adopt Hybrid Trust Model

Institutions should implement the Pilot2 hybrid approach rather than classical PKI alone:
Rationale:

¢ Hybrid model enables governance-aware verification beyond legal entity
identification

¢ Represents national institutional recognition decisions in machine-verifiable
format

e Supports revocation and suspension capabilities through VDR-based status
lists



Provides privacy-enhancing disintermediated verification
Accommodates complex multi-level governance structures
Enables future-proof architecture adaptable to evolving requirements

Implementation Requirements:

Deploy both X.509 certificates (from recognised Certificate Authority) and
DIDs (registered with EBSI)

Register institutional authorisations in EBSI VDRs (governance EAAs from
national authorities)

Implement status list management (StatusList2021 or equivalent)

Configure hybrid verification protocols (two-step: classical PKI + dPKI/VDR)
Establish operational procedures for maintaining both trust mechanisms

Technical Components:

Component Purpose Implementation

X.509 Legal entity identification Obtained from recognised CA (e.g.,

Certificate national PKI, commercial CA)

DID Persistent institutional | Registered with EBSI DID registry
identifier

Governance | National recognition proof Issued by competent national

EAA authority, stored in EBSI VDR

Status List Revocation/suspension Publishedto EBSIVDR, referenced in
management credentials

Issuer Credential creation and | EUDI Wallet-compatible software

Platform signing (commercial or open-source)

Recommendation 5: Standards Compliance Priority

Institutions should prioritise compliance with European and international standards:

Critica

1 Standards:

W3C Verifiable Credentials Data Model (VCDM 1.1 or 2.0): Foundation for
credential structure

European Learning Model (ELM v3.2 or later): Semantic ontology for
educationalinformation

SCHAC attributes: Standard attributes for eduGAIN interoperability

ISO/IEC 18013-5: Mobile document protocols adapted for educational
credentials

elDAS 2.0: Regulatory requirements for electronic attestations of attributes
(EAAS)

OpenlID4VC: Protocols for credential issuance and presentation



Benefits:

¢ Long-term interoperability across evolving technical landscape

e Compatibility with other European credential initiatives (European Student
Card, EDC, MyAcademiclD)

e Reduced vendor lock-in risks through standard-based implementations

e Future-proofing institutional investments

e Participation in international credential ecosystems beyond Europe

Implementation Guidance:

¢ Use schema validation tools to ensure VCDM compliance
¢ Adopt ELM semantic mappings for educational attributes
o Testinteroperability with multiple wallet implementations
e Participate intechnical standards development and evolution

Recommendation 6: User-Centric Design

Institutions should adopt user-centric design principles throughout implementation:
Key Principles:

¢ Minimise user friction: Simple issuance workflows (ideally single-click from
student portal)

¢ Provide clear explanations: Help users understand credential purpose,
usage, and benefits

« Enable user control: Transparent selective disclosure with clear attribute
presentation choices

¢ Ensure accessibility: Support diverse user populations including users with
disabilities

¢ Support multilingual interfaces: Credentials and interfaces available in
institutional languages

e Provide comprehensive support: Help desk, online guidance, video
tutorials, FAQs

User Experience Considerations:

¢ Issuance should require minimal user action (automated where possible)
e Presentation workflows should be intuitive (scan QR code or tap NFC)

¢ Users should clearly understand what information they're sharing

e Error messages should be actionable and user-friendly

e Support materials should address common user scenarios



5.4 Sustainability and evolution

Long-Term Operational Sustainability

Institutional Responsibilities:

e Maintain issuer infrastructure and staff expertise (training, knowledge
retention)

o Keep governance authorisations current (renew governance EAAs as
required)

¢ Monitor European standards evolution (participate in standards
development)

e Participate in community of practice (share experiences, learn from peers)

¢ Update technical infrastructure as standards evolve

¢ Maintain GDPR compliance and data protection practices

Resource Requirements:

Phase | Cost Range Description
Initial €50,000- Platform procurement/development,
Implementation | 150,000 infrastructure setup, staff training, pilot
deployment
Ongoing €10,000- Infrastructure  maintenance, staff time,
Operations 30,000 certificate renewal, support services
annually
Savings (after 2-3 | €80,000- Physical card elimination, reduced
years) 120,000 administrative overhead, efficiency gains
annually

Cost Factors by Institutional Size:

e Small institution (<2,000 students): Lower end of cost range, may share
infrastructure with consortium

e Medium institution (2,000-10,000 students): Mid-range costs, dedicated
staff time

e Large institution (>10,000 students): Higher costs but greater savings from
physical card elimination

Sustainability Factors:

e Integration with existing student information systems reduces operational
burden

e Standards compliance reduces long-term migration costs

o Consortium approaches enable cost sharing for smaller institutions



Physical card elimination provides measurable return on investment

Evolution Pathways

EducationallD as Foundation for Ecosystem:

EducationallD serves as gateway credential enabling issuance of more specialised
credentials:

Student enrolled (EducationalID: student@institution)
| enables issuance of
Educational achievements (courses, programmes, micro-credentials)
| leads to
Qualifications (diplomas, degrees, certificates)
| Ssupports
Professional qualifications (licensed practice, continuing education)

This progressive credential lifecycle aligns with lifelong learning paradigms and European
Qualifications Framework progression.

Integration with Emerging Initiatives:

European Student Card: EducationallD as foundation for ESC issuance
(higher education mobility)

European Digital Credentials for Learning (EDC): EducationallD links to
learning achievement credentials

MyAcademiclD: Co-issuance for students participating in research and
education federation programmes

AlliancelD: Extended affiliation for European University Alliances
participants

Europass Digital Credentials: Integration with broader European skills and
qualifications framework

Future Capabilities:

Zero-knowledge proofs: Enhanced privacy through predicate verification
without attribute disclosure

Verifiable mandates: Institutional representatives acting on behalf of
institution

Cross-credential chaining: EducationallD as prerequisite for qualification
credentialissuance

Lifelong learning records: EducationallD as anchor for comprehensive
learner achievement portfolios



5.4.1 Coexistence with Federation Infrastructure

EducationallD complements and enhances rather than replaces traditional
federated identity systems:

Parallel Operation Model:

e Institutions may continue operating eduGAIN IdPs alongside EducationallD
issuance

e Service providers can support both SAML federation and wallet-based
EducationallD verification

¢ Users benefit from choice: traditional federation or wallet-based
presentation

Value Enhancement of Federation:

e EducationallD provides portable, user-controlled credential complementing
federation SSO

¢ Addresses federation limitations: offline verification, cross-sector usage,
user sovereignty

¢ Enables services federation cannot reach: non-federated service providers,
offline verification, mobile-first scenarios

Strategic Positioning: EducationallD is not competitive with eduGAIN but rather
extends federation capabilities into contexts where traditional SAML
authentication is impractical or privacy-compromising. Institutions gain additional
capabilities whilst preserving federation investments.



6. ALIGNMENT WITH EIDAS2 AND EUROPEAN DIGITAL IDENTITY
FRAMEWORK

6.1 elDAS 2.0 regulatory compliance

EducationallD implementation fully aligns with Regulation (EU) 2024/1183 amending
Regulation (EU) No 910/2014 (eIDAS 2.0), which establishes the European Digital
Identity Framework and the legal foundation for Electronic Attestations of Attributes
(EAAs).

6.1.1 EducationallD as Electronic Attestation of Attribute

EducationallD constitutes an Electronic Attestation of Attribute (EAA) as defined in
eIDAS 2.0:

Regulatory Definition (Article 3): "Electronic attestation of attributes" means an
attestation in electronic form that allows the authentication of attributes.

EducationallD Compliance:

o Attestation of institutional affiliation: EducationallD attests to the attribute
that the credential subject has a specific affiliation (student, staff, faculty,
alum) with a recognised educational institution

e Electronic form: Implemented as W3C Verifiable Credential in digital format

« Authentication capability: Cryptographically signed by issuing institution
enabling verification of authenticity

e Attribute-based: Contains  attributes (eduPersonScopedAffiliation,
identifier, institutional details) rather than comprehensive identity data

6.1.2 Issuer requirements and Qualified Trust Service Providers

eIDAS 2.0 Framework for EAA Issuers:
The regulation distinguishes between:

¢ Qualified Electronic Attestations of Attributes (QEAAs): Issued by Qualified
Trust Service Providers (QTSPs) with heightened legal effect
o Non-Qualified EAAs: Issued by other trusted entities without QTSP status

EducationallD Implementation Approach:

EducationallD issuers (educational institutions) typically operate as non-qualified EAA
providers, relying on:



1. Institutional legal entity status: Confirmed through X.509 certificates from
recognised Certificate Authorities

2. National recognition as educational institution: Represented through
governance EAAs from competent national authorities

3. Hybrid trust model: Combining classical PKI (legal entity) with dPKI/VDRs
(governance verification)

Rationale for Non-Qualified Approach:

Educational institutions are not typically QTSPs under eIDAS 2.0, as their core mission is
education provision, not trust service operation. However, the hybrid approach provides
equivalent trust assurance through:

e Machine-verifiable proof of institutional recognition by national authorities

¢ Transparent governance chains stored in VDRs

¢ Cryptographic integrity through qualified electronic seals (where institutions
possess QSealC)

Path to Qualified Status (Optional):

Institutions seeking enhanced legal effect may pursue QTSP status for educational
credential issuance, enabling QEAA designation. However, DC4EU pilots demonstrate
that non-qualified EducationallD with hybrid trust model provides sufficient trust for

operational use cases.

6.1.3 Personal Identification Data (PID) integration

PID as Foundation:

eIDAS 2.0 establishes Personal Identification Data (PID) as the foundational identity
credential within the EUDI Wallet ecosystem. PID issuance requires:

e Assurance Level High: Verified identity according to elDAS Level of
Assurance "high" criteria

e Qualified Trust Service Provider: Issued by QTSP designated by Member
State

¢ Mandatory wallet content: All EUDI Wallets must support PID retrieval and
storage

EducationallD-PID Relationship:
EducationalID issuance depends on PID for identity matching:

Issuance Workflow Integration:



—

. Learner presents PID from EUDI Wallet to institutional issuer

2. Institution verifies PID authenticity (cryptographic validation)

3. Institution matches PID attributes (name, date of birth, national identifier)
with institutional records

4. Upon successful matching, institution issues EducationallD to same wallet
containing verified PID

5. EducationallD references PID holder through cryptographic binding

Identity Matching Requirements:

eIDAS 2.0 Article 5a(7) requires unequivocal identity matching for cross-border services.
EducationallD implementation ensures:

¢ PID serves as authentic source for identity verification

e Institutional records linked to PID-verified individual

e« No separate identity verification required beyond PID validation

e Cross-border recognition enabled through Member State mutual recognition
of PIDs

6.2 EUDI Wallet ecosystem integration

6.2.1 Wallet compatibility and interoperability

EUDI Wallet Toolbox Compliance:

DCA4EU pilot implementations utilised EUDI Wallets developed according to the EUDI
Wallet Architecture and Reference Framework (ARF), ensuring:

e OpenlD4VC protocols: Credential issuance (OpenlD4VCI) and presentation
(OpenlD4VP) following EUDI Wallet specifications

¢ ISO/IEC 18013-5 alignment: Mobile document presentation protocols
adapted for educational credentials

e W3C VCDM support: Native support for W3C Verifiable Credentials Data
Model

e Selective disclosure: User control over attribute disclosure during
presentation

« Offline capabilities: EducationallD verification possible without continuous
network connectivity (where supported by wallet and verifier)

Interoperability Testing:
DCA4EU pilots validated EducationallD compatibility across:

¢ Multiple wallet implementations (IZERTIS EUDI Wallet, other pilot wallets)



¢ Diverse institutional issuer platforms (ATOS uSelf Issuer Agent, other
platforms)

e Various verifier systems (ATOS uSelf Verifier, institutional service providers)

e Cross-border scenarios (credentials issued in one Member State, verified in
another)

Key Achievement: EducationallD demonstrated technical interoperability across
heterogeneous EUDI Wallet implementations, confirming standards-based approach
validity.

6.2.2 User control and data protection

GDPR Alignment:
EducationallD implementation embodies GDPR principles mandated by eIDAS 2.0:
Data Minimisation (Article 5(1)(c) GDPR):

e Selective disclosure enables sharing only necessary attributes
e Example: Library access requires only eduPersonScopedAffiliation and
schacHomeOrganization, ot name or date of birth

Purpose Limitation (Article 5(1)(b) GDPR):

e Service providers declare purpose before receiving EducationallD
e Usersinformed of data processing purpose at presentation time
e Credentialsinclude terms of use defining permitted processing

User Rights (Chapter II1 GDPR):

¢ Rightto access: Users control credentials in their wallet, view attributes

+ Right to rectification: Institutions can issue updated credentials, users
delete outdated versions

e Rightto erasure: Users can delete EducationallD from wallet at any time

¢ Right to data portability: Credentials stored in standards-based format,
transferable between compliant wallets

Consent Management:

eIDAS 2.0 Article 5a(5) requires explicit user consent for EAA presentation.
EducationallD implementation ensures:

e Consentrequestdisplayed before each credential presentation
¢ Clear information about which attributes will be shared
¢ Optionto decline presentation and cancel transaction



¢ Consentlogged in wallet for user audit trail

6.2.3 Privacy-enhancing technologies

Disintermediated Verification:
EducationallD verification via VDRs provides substantial privacy enhancement:
Traditional Approach (Privacy Risk):

¢ Verifier contacts issuer for each verification

e Issuerlogs who verified credential, when, and why

¢ Potential surveillance of learner activities

o Centralised verification creates single point of monitoring

EducationallD VDR Approach (Privacy-Preserving):

o Verifier queries EBSI VDR for credential status
e Issuer never learns verification occurred

¢ No centralised log of credential usage

¢ Learner activities not trackable by issuer

Future Capabilities - Zero-Knowledge Proofs:

eIDAS 2.0 and EUDI Wallet ARF contemplate advanced privacy technologies. Future
EducationallD versions may support:

o Age verification: Prove "over 18" without revealing exact date of birth

« Affiliation proof: Prove "current student" without revealing programme or
year

e Institutional membership: Prove institutional affiliation without revealing
specific role

6.3 Trust framework and qualified trust services
6.3.1 Qualified electronic seals for credential signing
eIDAS 2.0 Article 35 - Qualified Electronic Seals:

Institutions possessing Qualified Electronic Seal Certificates (QSealC) may use qualified
seals for EducationallD signing, providing:

e Legal equivalence: Qualified seal presumed to guarantee integrity and
authenticity of sighed data



Cross-border recognition: Qualified seals issued in one Member State
recognised in all others

Heightened trust: QSealC represents institution verified by QTSP as
legitimate legal entity

DC4EU Implementation:

Pilot institutions used various signing approaches:

Qualified electronic seals: Institutions with existing QSealC (e.g., from
national PKI programmes)

Advanced electronic seals: Institutional certificates from recognised CAs
without qualified status

DID-based signhatures: Cryptographic signatures using institutional DIDs
registered with EBSI

Recommendation: Institutions should obtain QSealC where operationally feasible,
enhancing EducationallD legal standing whilst maintaining hybrid approach for
governance verification.

6.3.2 Trust registries and EBSI integration

eIDAS 2.0 Trust Framework:

Article 22 establishes trusted lists managed by Member States listing qualified trust service
providers. EducationallD extends this through:

EBSI as Verifiable Data Registry:

Governance EAA storage: National authorities publish institutional
recognition decisions

Institutional DID registry: Educationalinstitutions register DIDs representing
institutional identifiers

Status list management: Revocation and suspension status published for
privacy-preserving checking

Cross-border accessibility: VDRs accessible to verifiers in all Member
States

Trust Chain Verification:

When verifying EducationallD, relying parties confirm:

1.

Cryptographic validity: Signature verification using issuer's public key

2. Legal entity status: Certificate chain to recognised CA (classical PKI)



3. Institutional recognition: Governance EAA from competent national
authority (dPKI/VDR)

4. Currentvalidity: Status list check confirming not revoked/suspended

5. Purpose alighment: Verification scope matches institutional authorisations

This multi-layered approach provides comprehensive trust assurance whilst remaining
compliant with e[DAS 2.0 requirements.

6.4 Cross-border recognition and mutual acceptance

6.4.1 Member State obligations under elDAS 2.0

Article 6a - Mutual Recognition:

eIDAS 2.0 establishes mutual recognition obligations for PIDs and EAAs. Whilst
EducationallD as non-qualified EAA does not automatically benefit from mandatory
mutual recognition (reserved for QEAAs), the hybrid approach facilitates de facto cross-
border acceptance through:

Transparent Governance Verification:

o Relying party in Member State A queries VDRs to verify issuer recognition by
Member State B authorities

¢ Machine-readable governance EAA confirms institutional legitimacy

¢ Verification occurs without bilateral agreements or manual processes

¢ Trust decision based on objective, verifiable criteria

Standards-Based Interoperability:

¢ W3C VCDM ensures technical credential format compatibility

e FEuropean Learning Model provides semantic interoperability

e SCHAC attributes standardise educational affiliation representation
¢ OpenlD4VC protocols enable consistent presentation workflows

6.4.2 Cross-border use cases validated in DC4EU pilots

Pilot Scenarios:
DCA4EU successfully demonstrated cross-border EducationallD verification:
Scenario 1: Spanish Student in French Library
o Student from Universitat Rovira i Virgili (Spain) visits French national library

e Library verifier requests EducationallD
e Student presents credential from EUDI Wallet



¢ French verifier:
o Validates cryptographic signature
o Queries EBSI VDR confirming Spanish Ministry of Universities
recognises URV
Checks credential status (active, not revoked)
Grants library access based on verified student affiliation

Scenario 2: Romanian Student Transport Discount in Italy

e Student from Romanian institution requests student discount on Italian
transport

¢ Transport operator verifier accepts EducationallD

e Cross-border verification confirms institutional recognition in Romania

e Discount applied without requiring bilateral recognition agreement

Key Success Factor: VDR-based governance verification enables automated cross-border
trust establishment without requiring relying parties to understand specific national
recognition frameworks.

6.5 Regulatory compliance and future evolution

6.5.1 Implementing Acts alignment

EducationallD implementation aligns with eIDAS 2.0 Implementing Acts adopted by the
European Commission:

Commission Implementing Regulation (EU) 2024/2977:

e Person Identification Data (PID) specification compliance
o EducationallD issuance depends on PID for identity matching
e Attribute structure follows specifications for EAA implementation

Future Implementing Acts:

As additional Implementing Acts are adopted, EducationallD implementations should
ensure:

e Continuous monitoring of regulatory developments
¢ Timely updates to technical implementations

e Participation in consultation processes
e Compliance verification through conformity assessment

6.5.2 Evolution towards qualified status

Path for Enhanced Legal Recognition:



Educational institutions and national authorities may pursue qualified status for educational
credentials:

Option 1: Institutional QTSP Status

o Educationalinstitutions seek QTSP designation for credential issuance
¢ Enables QEAA issuance with automatic cross-border recognition
¢ Requires compliance with QTSP security and operational requirements

Option 2: National Education QTSP Service

e Member State establishes QTSP specifically for educational credential
issuance

¢ Institutions submit attestations to national QTSP for signing/sealing

e Centralised approach potentially reducing institutional burden

Option 3: Hybrid Continuation with Enhanced Governance

¢ Maintain non-qualified EAA approach with strengthened governance
transparency

o Rely on VDR-based trust verification rather than QTSP status

¢ Focus on standards compliance and interoperability rather than qualified
designation

DC4EU Recommendation: Option 3 provides practical balance between trust assurance
and operational feasibility for most educational institutions, reserving qualified approaches
for specific high-value credentials (e.g., final qualifications, professional licences).



7. CONCLUSION AND STRATEGIC VALUE

7.1 Transformative potential

EducationallD represents a foundational transformation in how institutional affiliation is
verified across the European Education Area. By establishing a standardised, privacy-
preserving, and interoperable credential, DC4EU has demonstrated the feasibility of
moving beyond fragmented, institution-specific identity mechanisms towards a cohesive
digital identity ecosystem for learners and educators.

Key Transformation Elements:

From Physical to Digital:

Replaces physical student/staff cards with cryptographically-secured digital
credentials

Eliminates production, distribution, and replacement costs of plastic card
systems

Enables remote verification without physical presence requirements
Supports both online and offline use cases through wallet capabilities

From Bilateral to Multilateral Trust:

Removes requirement for bilateral recognition agreements between
institutions and service providers

Enables automatic trust establishment through VDR-based governance
verification

Facilitates seamless cross-border service access throughout European
Education Area

Scales trust relationships from point-to-point to network-wide recognition

From Centralised to User-Controlled:

Shifts identity credential control from institutions to individual learners
Empowers users with selective disclosure and consent management
Eliminates centralised verification logs tracking learner activities
Aligns with GDPR principles and enhances privacy protection

From Fragmented to Interoperable:

Establishes common standards (W3C VCDM, ELM, SCHAC) enabling
technical interoperability
Provides semantic compatibility across diverse educational systems



¢ Enables credential portability across wallet implementations
e Supportsintegration with broader European credential ecosystem

7.2 Key success factors

The successful implementation of EducationallD within DC4EU relied upon several
critical factors that provide valuable lessons for broader adoption:

1. Hybrid Trust Model

Achievement: Combining classical PKI with decentralised PKI (dPKI) enabled
accommodation of complex governance structures whilst maintaining operational
continuity with existing institutional infrastructure.

Critical Success Elements:

e Legal entity verification through established PKI infrastructure (X.509
certificates)

o Governance representation through VDR-based authorisations from
national authorities

o Two-step verification providing comprehensive trust assurance

¢ Operational compatibility with existing institutional certificate
infrastructure

Lesson Learned: Neither purely classical PKI nor purely decentralised approaches alone
satisfy educational sector requirements. The hybrid model provides optimal balance
between established practices and innovative governance transparency.

2. Respect for National Competence in Institutional Recognition

Achievement: Flexible governance framework respects national sovereignty over
institutional recognition whilst enabling cross-border verification.

Critical Success Elements:

e No European-level authority overriding national recognition decisions

« National authorities as root of trust for institutional legitimacy

o VDRs enabling verification without requiring governance harmonisation
o Machine-readable representation of national recognition decisions

Lesson Learned: Educational governance is inherently national competence. Technical
solutions must represent existing governance relationships, not impose new European-level
control structures.



3. Separation of Institutional Recognition and Quality Assurance

Achievement: Clear distinction maintained between institutional recognition (enabling
EducationallD issuance) and educational quality assurance (separate processes).

Critical Success Elements:

o Recognition-based authorisation: EducationallD issuable by officially
recognised institutions regardless of quality status

¢ Quality assurance independence: Quality processes remain separate from
identity credential governance

o Governance EAAs represent recognition: Attestations confirm institutional
legitimacy, not quality judgements

e Appropriate scope: EducationallD verifies affiliation, not educational quality

Lesson Learned: Conflating institutional recognition with quality assurance creates
unnecessary  governance complexity. EducationallD appropriately addresses
identity/affiliation verification, leaving quality assurance to established frameworks.

4. Standards-Based Approach

Achievement: Adoption of W3C VCDM, ELM, SCHAC, and eIDAS 2.0 ensured
interoperability and long-term sustainability.

Critical Success Elements:

e W3C VCDM providing internationally-recognised credential format

¢ European Learning Model enabling semantic interoperability

e SCHAC attributes standardising educational affiliation representation
« ¢elIDAS 2.0 compliance ensuring regulatory alignment

Lesson Learned: Standards-based implementation provides future-proof foundation,
enables vendor independence, and facilitates integration with emerging European
initiatives.

5. Privacy-by-Design

Achievement: Selective disclosure, disintermediated verification, and user consent
mechanisms aligned with GDPR and enhanced user trust.

Critical Success Elements:

¢ Selective disclosure enabling data minimisation in practice
o VDR-based status checking preventing issuer tracking
o Explicit user consent for each credential presentation



¢ User control over credential lifecycle

Lesson Learned: Privacy protection is not merely regulatory compliance requirement but
essential feature enhancing user trust and adoption. Technical implementation of privacy
principles differentiates EducationallD from traditional identity systems.

6. Universal Scope Across Educational Levels

Achievement: Applicability across all educational levels (primary through lifelong
learning) maximised potential impact and adoption.

Critical Success Elements:

¢ Schema flexibility accommodating diverse institution types

¢ Governance adaptability supporting various recognition frameworks
¢ Use case universality relevant to primary schools through universities
¢ Lifelong learning support including alumni and adult education

Lesson Learned: Designing for universal scope from inception prevents fragmentation
and maximises return on implementation investment. Single credential type serves entire
educational spectrum.

7.3 Strategic recommendations

Based on DC4EU pilot outcomes, the following recommendations guide stakeholder
action:

For Educational Institutions:

Primary Recommendation: Adopt EducationallD as foundational institutional identity
credential, leveraging hybrid trust model to demonstrate institutional legitimacy whilst
reducing operational costs associated with physical identity card systems.

Specific Actions:

1. Initiate governance engagement with national education authorities to
confirm institutional recognition and obtain governance EAAs

2. Assess infrastructure readiness through evaluation of existing identity
management systems and PKI capabilities

3. Implement hybrid approach deploying both X.509 certificates and DIDs with
VDR registration

4. Pilotinternally with limited user cohort before institution-wide rollout

5. Engage service providers (campus services, external partners) to accept
EducationallD



6. Measure impact documenting cost savings, efficiency gains, and user
satisfaction

Benefits Realisation:

¢ Physical card cost elimination within 2-3 years

e Enhanced service delivery through standardised verification
e Privacy protection strengthening institutional reputation

o Cross-border capability enabling international collaboration

For National Education Authorities:

Primary Recommendation: Establish national governance frameworks for
EducationallD issuance, issuing governance EAAs to recognised institutions confirming
official institutional status.

Specific Actions:

1. Designate competent authority responsible for issuing governance EAAs
(typically Ministry of Education or equivalent)

2. Establish issuance criteria defining requirements for institutions to receive
EducationallD authorisation

3. Implement EAA issuance process connecting to EBSI VDRs for governance
attestation publication

4. Coordinate cross-border participating in European forums for mutual
recognition facilitation

5. Provide implementation guidance supporting institutions through adoption
process

6. Monitor deployment tracking adoption progress and addressing barriers

Critical Principle: Governance EAAs represent institutional recognition as educational
institution, not quality assurance judgements. Competent authorities are those with legal
power to recognise institutional status.

For European Policymakers:

Primary Recommendation: Support EducationallD adoption through policy guidance,
funding mechanisms for institutional implementation, and coordination of cross-border
recognition frameworks enabling seamless service access across the European Education
Area.

Specific Actions:

1. Include EducationallD in policy frameworks recognising role in European
Education Area digitalisation



2. Provide funding support for institutional implementation (infrastructure,
capacity building)

3. Facilitate coordination among national authorities for cross-border
recognition

4. Promote standards adoption encouraging W3C VCDM, ELM, SCHAC
compliance

5. Integrate with initiatives linking EducationallD to European Student Card,
EDC, Digital Education Action Plan

6. Monitor regulatory alignment ensuring elDAS 2.0 Implementing Acts
accommodate educational credentials

Strategic Context: EducationallD represents foundational infrastructure for broader
educational credential ecosystem. Policy support accelerates adoption and maximises
European-level benefits.

For Quality Assurance Agencies:

Primary Recommendation: Recognise clear distinction between institutional recognition
(relevant to EducationallD) and quality assurance (separate processes). Quality assurance
information may be represented in separate credentials (e.g., qualification credentials) but
is not prerequisite for EducationallD issuance.

Specific Actions:

1. Maintain separation between institutional recognition and quality assurance
in governance frameworks

2. Support quality credential development for representing accreditation
status where relevant (in qualification credentials, not EducationallD)

3. Coordinate with national authorities ensuring institutional recognition
processes align with EducationallD requirements

4. Contribute expertise to educational credential standards development

5. Participate in pilots testing quality assurance representation in appropriate
credential types

Critical Clarification: EducationallD verifies institutional affiliation, not educational
quality. Quality assurance remains essential but operates independently from identity
credential governance.

7.4 Future outlook

EducationallD, as demonstrated through the DC4EU Large Scale Pilot, establishes the
technical feasibility and operational viability of wallet-based institutional identity
credentials. The successful hybrid approach provides a blueprint for institutions across
Europe to adopt digital identity solutions that enhance service delivery, strengthen privacy
protection, and support seamless cross-border mobility.



Short-Term Outlook (2025-2027): Foundation Phase

Expected Developments:

National governance establishment: Member States designate competent
authorities and begin governance EAA issuance

Early adopter institutions: Progressive institutions implement
EducationallD, demonstrating viability

EUDI Wallet maturation: Wallet implementations stabilise, user adoption
increases following PID rollout

Service provider integration: Campus services and student discount
schemes begin accepting EducationallD

Standards refinement: W3C VCDM 2.0, ELM updates, SCHAC evolution
incorporating pilot learnings

Key Milestones:

50+ institutions across 10+ Member States implementing EducationallD
National governance frameworks established in at least 5 Member States
Cross-border verification demonstrated in operational contexts (not just
pilots)

Integration with at least one major European initiative (European Student
Card, EDC)

Medium-Term Outlook (2027-2030): Scaling Phase

Expected Developments:

Widespread institutional adoption: Hundreds of institutions issue
EducationallD routinely

Service ecosystem maturation: External service providers (transport,
culture, commercial) widely accept EducationallD

Credential ecosystem expansion: EducationallD serves as foundation for
qualification credentials, micro-credentials

Advanced privacy features: Zero-knowledge proofs enable predicate
verification without attribute disclosure

Alumni engagement: Lifelong EducationallD with alum affiliation enables
sustained institutional relationships

Key Milestones:

500+ institutions implementing EducationallD across all Member States
Physical student cards becoming exception rather than norm



EducationallD acceptance standard in student discount schemes Europe-
wide
Measurable cost savings and efficiency gains documented across institutions

Long-Term Outlook (2030+): Transformation Phase

Expected Developments:

Universal coverage: EducationallD standard across European educational
institutions at all levels

Lifelong learning records: EducationallD anchors comprehensive learner
achievement portfolios spanning lifetime

Cross-sector integration: Educational credentials interoperate with
professional licensing, employment verification

Global recognition: European standards influence international educational
credential systems

Innovation foundation: EducationallD enables new services and use cases
not yet envisioned

Strategic Vision:

The credential's universal applicability across educational levels positions EducationallD
as a cornerstone of the European Education Area's digital transformation, enabling lifelong
learning pathways, cross-sector credential utility, and transparent governance verification.
As EUDI Wallet adoption expands and eIDAS 2.0 regulatory frameworks mature,
EducationallD will serve as the entry point for comprehensive educational credential
ecosystems supporting learners from primary school through professional practice.

Critical Success Factors for Future Phases

Coordinated Action Required:

The next phase requires coordinated action across institutional, national, and European
levels to translate pilot success into widespread operational deployment:

Institutional Level:

Investment in implementation infrastructure

Staff capacity building and change management

User education and support services

Continuous improvement based on operational experience

National Level:

Governance framework establishment



¢ Funding support for institutional adoption
e Cross-institutional coordination and knowledge sharing
¢ Regulatory alignment and policy support

European Level:

e Policy framework development

o Standards maintenance and evolution

e Cross-border coordination facilitation

e Integration with broader European digital initiatives

Ultimate Goal:

Ensuring that all learners and educators can benefit from standardised, privacy-preserving,
and interoperable digital identity solutions that support their educational and professional
journeys across the European landscape. EducationallD represents not merely a technical
innovation but a fundamental reimagining of institutional affiliation verification,
positioning Europe as global leader in educational digital transformation whilst respecting
national sovereignty, protecting privacy, and empowering individuals.



ANNEX A: SCHEMA DEFINITION REFERENCE

A.1 JSON Schema Structure

The complete EducationallD JSON schema is available in the DC4EU sectoral catalogue
and implements the W3C Verifiable Credentials Data Model (VCDM) v1.1 with European
Learning Model (ELM) semantic extensions.

Schema Location: https://api-pilot.ebsi.eu/trusted-schemas-
registry/v3/schemas/zEmFZquJtANNz 7XNE46thRi1E2cAfpQiXVLSBADgLyfGP

GitHub Repository: https://code.europa.eu/ebsi/json-schema/-
/tree/main/schemas/vcdml.1l/education/verifiable-education-id

Schema Type: JSON Schema Draft 2020-12

Namespace: https://purl.imsglobal.org/spec/clr/v2p0/schema/json/ (for CLR
compatibility)

A.2 Core Schema Elements

A.2.1 Base Schema Inheritance

EBSI Verifiable Credential Base Schema (v3)

 Purpose: Provides foundation structure for all EBSI-compatible verifiable
credentials
¢ KeyElements:
o Gcontext:JSON-LD context definitions
id: Credential unique identifier (URI)
type: Credential type array (mustinclude "VerifiableCredential")
issuer: Issueridentification and metadata
issuanceDate: Credentialissuance timestamp (ISO 8601)
credentialSubject: Subject claims and attributes
proof: Cryptographic proof mechanism

o O O O O O

A.2.2 Credential Type Specification

Primary Type: verifiableEducationallID

Type Array Structure:

"type": ["VerifiableCredential", "VerifiableEducationalID"]



Type Semantics:

e VerifiableCredential: W3C VCDM base type (mandatory)
e VerifiableEducationallID: Specific credentialtype identifying

EducationallD

Type Registry: Registered in EBSI Trusted Schemas Registry with persistent identifier

A.3 Attribute Standards and Specifications

A.3.1 eduGAIN Attributes

Source: Research and Education FEDerations (REFEDS) standard attribute bundle

Core eduGAIN Attributes in EducationallD:

Attribute

eduPersonScopedAffiliati
on

Status
REQUIRE
D

Description
Person's
affiliations
scoped
with
organizatio
n

Format

Array of strings:
{affiliation}@{scope

}

eduPersonPrincipalName

Optional

Unique
identifier
scoped to
organizatio
n

String:

{username}@{scope}

eduPersonAssurance

Optional

Identity
assurance
level(s)

Array of URIs (REFEDS
Assurance Framework)

eduPersonScopedAffiliation Values:

e student@{institution}: Currently enrolled student

e faculty@{institution}:Academic teaching staff
e staff@{institution}: Administrative or support staff

e employee@{institution}: Any employed individual

e member@{institution}: Current member of institutional community
e affiliate@{institution}:Associated individual (visiting researcher, etc.)

e alum@{institution}: Graduate or former member

Scope Format: DNS domain of institution (e.g., urv.cat, unibo.it)




A.3.2 SCHAC Attributes

Source: Schema for Academia (SCHAC) v2.0

SCHAC Attributes in EducationallD:

Attribute Status Description Format
schacHomeOrganization Recommended | Domain name of home | String
organization (DNS
domain)
schacbPersonalUniqueCode | Optional National/institutional | Array of
unique codes strings
(URN
format)

schacPersonalUniqueCode Format:

urn:schac:personalUniqueCode: {country-code}:{institution}:{local-
identifier}

Example:

urn:schac:personalUniqueCode:es:urv:12345678
Country Codes: ISO 3166-1 alpha-2 (e.g., es, it, de, fr)
A.3.3 REFEDS Assurance Framework

Purpose: Standardised identity assurance level specification

Assurance Profiles:

Profile \ URI Description
REFEDS IAP | https://refeds.org/assurance/IAP/low Basic identity
Low verification
REFEDS IAP | https://refeds.org/assurance/IAP/medium | Enhanced identity
Medium verification
REFEDS IAP | https://refeds.org/assurance/IAP/high Rigorous identity
High verification

EducationallD Implementation: eduPersonaAssurance attribute contains array of
assurance URIs confirming identity verification level during credential issuance.

Example:



"eduPersonAssurance": |
"https://refeds.org/assurance/IAP/low",
"https://refeds.org/assurance/profile/cappuccino"”

]

A.3.4 European Learning Model (ELM) Alignment

ELM Version: v3.2
ELM Class Mapping:

¢ Person: EducationallD credential subject represents ELM Person class
e Organization: Issuing institution represented as ELM Organization

ELM Properties Used:

e identifier: Generic identifier property (maps to institutional identifier)
e givenName, familyName: Personal name properties
e dateOfBirth: Birth date property

ELM Context: Included in @context array for semantic interoperability
A.4 Credential Subject Schema

A.4.1 Required Subject Attributes

Minimal Compliant EducationallD:

"credentialSubject": {
"id": "did:key:z6Mk...",
"identifier™: {
"schemeID": "urn:schac:personalUniqueCode",
"value": "urn:schac:personalUniqueCode:es:urv:12345678",
"id": "urn:schac:personalUniqueCode:es:urv:12345678"
by
"eduPersonScopedAffiliation”: ["student@urv.cat"]
}
Required Fields:

1. id: Subjectidentifier (typically DID from EUDI Wallet)
2. identifier: Institutional identifier object
3. eduPersonScopedAffiliation: Affiliation array (minimum 1 value)

A.4.2 Identifier Object Structure

JSON Structure:



"identifier": {
"schemeID": "{scheme-uri}",
"value": "{scheme-specific-value}",
"id": "{unique-identifier}"

Supported Scheme Types:

National Student Numbers:

"schemeID": "urn:schac:personalUniqueCode",
"value": "urn:schac:personalUniqueCode:es:urv:12345678",
"id": "urn:schac:personalUniqueCode:es:urv:12345678"

Institutional Student IDs:

"schemeID": "https://urv.cat/id/student",
"value": "STU-2024-98765",
"id": "https://urv.cat/id/student/STU-2024-98765"

eduGAIN Persistent Identifiers:

"schemeID": "urn:o0id:1.3.6.1.4.1.5923.1.1.1.10",
"value": "abcl23defd456@urv.cat",
"id": "urn:0id:1.3.6.1.4.1.5923.1.1.1.10:abcl23defd456Q@urv.cat"

Flexibility: Institutions choose identifier scheme based on existing systems and national
requirements.

A.4.3 Optional Extended Attributes

Personal Information:

"givenName": "Maria",
"familyName": "Gonzalez",
"dateOfBirth": "2002-05-15"

Institutional Details:

"schacHomeOrganization": "urv.cat",
"eduPersonPrincipalName": "maria.gonzalez@urv.cat",
"institutionalEmail": "maria.gonzalez@estudiants.urv.cat"

Visual Identification:



"image": {
"@type": "MediaObject",
"contentUrl": "data:image/jpeg;base6d,/97/4AAQSkZIRg...",
"encodingFormat": "image/Jjpeg",
"caption": "Student photograph"

Data Minimization Principle: Institutions should issue EducationallD with minimal
attributes necessary for intended use cases. Additional attributes increase privacy exposure
and should only be included when specifically required.

A.5 Issuer Structure

A.5.1 Issuer Identification

Hybrid Trust Model Representation:

"issuer": {
"id": "did:ebsi:zs75xsdhi6KgtaD9uC8Vk6B",
"name": {
"en": "Universitat Rovira i Virgili",
"es": "Universitat Rovira i Virgili",
"ca": "Universitat Rovira i Virgili"
by
"type": "University",
"location": {
"address": {
"addressCountry": "ES",
"addressLocality": "Tarragona"
}
by
"url": "https://www.urv.cat"

Issuer DID: Must be registered in EBSI DID Registry with associated governance EAA
from competent national authority.

Multilingual Name: Institutional name in multiple languages for international recognition.
Type Classification:

e University: Higher education institution

e School: Primary/secondary education institution

e VocationalSchool: Vocationaltraining centre
e EducationalOrganization: Generic educationalinstitution

A.5.2 Issuer Metadata Extensions

Governance Linkage (Optional):



"issuer": {
"id": "did:ebsi:zs75xsdhi6KgtaD9uC8Vk6RB",
"governanceFramework": {
"recognizedBy": "did:ebsi:zNationalAuthority",
"recognitionDate": "2020-01-15",
"recognitionScope": ["higher-education", "bachelor", "master",
"doctoral"]
}
}

Note: Governance verification occurs through VDR queries during credential verification,
not necessarily embedded in credential metadata.

A.6 Credential Status Mechanism

A.6.1 StatusList2021 Implementation

Status Entry Structure:

"credentialStatus": {

"id": "https://api-pilot.ebsi.eu/trusted-issuers-
registry/v4/issuers/did:ebsi:zs75xsdhi6KgtaD9uC8Vk6B/status-
list/educational-id/1#45678",

"type": "StatusList2021Entry",

"statusPurpose": "revocation",

"statusListIndex": "45678",

"statusListCredential": "https://api-pilot.ebsi.eu/trusted-issuers-
registry/v4/issuers/did:ebsi:zs75xsdhi6KgtaD9uC8Vk6B/status—
list/educational-id/1"

}

Status Purposes:

e revocation: Permanent credential invalidation (e.g., enrolment termination)
e suspension: Temporary credential deactivation (e.g., academic leave)

Status List Credential: Separate verifiable credential containing bitstring representing
status of multiple credentials (privacy-preserving approach).

A.6.2 Revocation Scenarios

Mandatory Revocation Triggers:

Enrolment Termination: Student withdraws or is expelled
Employment Termination: Staff member leaves institution
Fraudulent Issuance: Credential issued based on false information
Security Compromise: Issuer private key compromised

Pobd=

Suspension Scenarios:



Academic Leave: Temporary suspension of studies
Payment Issues: Tuition fees outstanding

Disciplinary Action: Temporary suspension from institution
Administrative Hold: Registration issues requiring resolution

Pobd=

A.6.3 VDR-Based Status Checking

Verification Flow:

Verifier extracts statusListCredential URL from EducationallD
Verifier retrieves status list credential from EBSI VDR

Verifier checks bit at statusListIndex position

Bit value determines status: 0 = valid, 1 = revoked/suspended

Pobd=

Privacy Benefit: Issuer never learns which credentials are being verified or by whom
(disintermediated verification).

A.7 Proof Mechanism

A.7.1 Cryptographic Signature Types

ECDSA Secp256k1 (Most Common in DC4EU Pilots):

"proof": {
"type": "EcdsaSecp256klSignature2019",
"created": "2024-09-01T00:00:002z",
"proofPurpose": "assertionMethod",
"verificationMethod": "did:ebsi:zs75xsdhi6KgtaD9uC8Vk6Bikeys-1",
"Jws": "eyJhbGciOiJFUzI1INksiLCJiNjQiOmZhbHNILCJIjcmlO0IjpbImI2NCIdfQ. .. "

ECDSA Secp256r1 (Alternative):

"proof": {
"type": "JIsonWebSignature2020",
"created": "2024-09-01T00:00:00z2",
"proofPurpose": "assertionMethod",
"verificationMethod": "did:ebsi:zs75xsdhi6KgtaD9uC8Vk6B#keys-2",
"Jjws": "eyJhbGciOiJFUzIINiIsImI2NCI6ZmFsc2UsImNyaXQiOlsiyjyY0I119..."

Signature Algorithm Selection: Depends on institutional PKI infrastructure and EUDI
Wallet compatibility requirements.

A.7.2 Verification Method Resolution

DID Document Resolution:



Extract verificationMethod DID URL from proof
Resolve DID document from EBSI DID Registry
Locate public key in DID document

Verify JWS signature using public key

Pobd=

Example DID Document Fragment:

{

"@context": "https://www.w3.org/ns/did/v1",
"id": "did:ebsi:zs75xsdhi6KgtaD9uC8Vk6RBR",
"verificationMethod": [{
"id": "did:ebsi:zs75xsdhi6KgtaD9uC8Vk6B#keys-1",
"type": "EcdsaSecp256klVerificationKey2019",
"controller": "did:ebsi:zs75xsdhi6KgtaD9uC8Vk6R",
"publicKeyJdwk": {
"kty": "Ec",
"crv": "secp256kl",
"X": "'"",
Ty o "mLoLL"

}
}H]
}

A.8 Context Definitions

A.8.1 JSON-LD Context Array

Standard Context Structure:

"@Qcontext": [
"https://www.w3.0rg/2018/credentials/v1l",
"https://api-pilot.ebsi.eu/trusted-schemas-
registry/v3/schemas/0xbe77a21356835dc09d3d8149ea832aec0adbaec0ae9c869d182
19ef8f4a74bd644"

]
Context Purposes:

1. W3C Credentials Context: Base vocabulary for verifiable credentials
2. EBSI Schema Context: EducationallD-specific vocabulary and constraints

A.8.2 Semantic Interoperability

Linked Data Principles: JSON-LD enables semantic interpretation of credential attributes
across systems without prior coordination.

Vocabulary Namespaces:

e schema:: Schema.orgvocabulary (person, organization)



e dc::Dublin Core metadata terms
e foaf:: Friend of a Friend ontology
e cred:: W3C Verifiable Credentials vocabulary

A.9 Complete Schema Example

Full EducationallD Credential Instance:

"@context": [
"https://www.w3.0rg/2018/credentials/v1l",
"https://api-pilot.ebsi.eu/trusted-schemas-
registry/v3/schemas/0xbe77a21356835dc09d3d8149%9ea832ac0adbaec0ae9c869d182
19ef8f4a74bd644"
1,
"id": "https://university-example.eu/credentials/educational-id/9876"
"type": ["VerifiableCredential", "VerifiableEducationalID"],
"issuer": {
"id": "did:ebsi:zs75xsdhi6KgtaD9uC8VkeB",
"name": {
"en": "Universitat Rovira i Virgili",
"es": "Universitat Rovira i Virgili',
"ca": "Universitat Rovira i Virgili"
by
"type": "University",
"location": {
"address": {
"addressCountry": "ES",
"addressLocality": "Tarragona"
}
br
"url": "https://www.urv.cat"
}y
"issuanceDate": "2024-09-01T00:00:00z",
"expirationDate": "2025-08-31T23:59:592",
"credentialSubject": {
"id": "did:key:z6MkhaXgBZDvotDkL5257faiztiGiC2QtKLGpbnnEGta2doK",
"identifier": {
"schemeID": "urn:schac:personalUniqueCode",
"value": "urn:schac:personalUniqueCode:es:urv:12345678",
"id": "urn:schac:personalUniqueCode:es:urv:12345678"
br
"givenName": "Maria",
"familyName": "Gonzalez",
"dateOfBirth": "2002-05-15",
"schacHomeOrganization": "urv.cat",
"eduPersonPrincipalName": "maria.gonzalez@urv.cat",
"institutionalEmail": "maria.gonzalez@estudiants.urv.cat",
"eduPersonScopedAffiliation™: [
"student@urv.cat",
"memberQurv.cat"
1,
"eduPersonAssurance": [
"https://refeds.org/assurance/IAP/low"



]
by
"credentialStatus": {

"id": "https://api-pilot.ebsi.eu/trusted-issuers-
registry/v4/issuers/did:ebsi:zs75xsdhi6KgtaD9uC8Vk6B/status-
list/educational-id/1#45678",

"type": "StatusList2021Entry",

"statusPurpose": "revocation",

"statusListIndex": "45678",

"statusListCredential": "https://api-pilot.ebsi.eu/trusted-issuers-
registry/v4/issuers/did:ebsi:zs75xsdhi6KgtaD9uC8Vk6B/status—
list/educational-id/1"

}r
"proof": {

"type": "EcdsaSecp256klSignature2019",

"created": "2024-09-01T00:00:002z",

"proofPurpose": "assertionMethod",

"verificationMethod": "did:ebsi:zs75xsdhi6KgtaD9uC8Vk6Bikeys-1",

"Jws":
"eyJhbGci0iJFUzI1NksiLCJIJiNjQiOmZhbHNILCJIjcmlOIjpbImI2NCIdfQ.eyIpYXQiOjE
20TM1IM3YOMDAsImlzcyI 6ImRpZDplYnNpOnpzNzV4c2RoaTZLcXRhRD11QzhWazZCIiwian
RpIjoiaHROcCHM6Ly91bml2Z2XJzaXRS5LWVAYWlwbGUuZXUvY3J1Z2GVudGlhbHMVZWR1Y2F0a
WOuUYWwtaWQvOTg3NiIsIm51Z2iI6MTYSMzUyNJOWMCwic3ViIjoiZGlkOmtleTp6oNklraGEY
Z20JaRHZvdAERrTDUyNTdAmYW1 6dG1lHaUMyUXRLTEAwYmS5uRUdAOYTJkb0sifQ.signature-
value-here"

}
}

A.10 Schema Validation

A.10.1 Validation Requirements

Mandatory Validation Checks:

1. JSON Schema Conformance: Credential structure matches schema
definition

Required Attributes: All mandatory fields present with correct types
Format Validation: Date formats (ISO 8601), URIs, DIDs properly formed
Cryptographic Signature: Proof verification using issuer public key
Status Check: Credential not revoked or suspended

Al S

A.10.2 Validation Tools

JSON Schema Validator:

e Online: https://www.jsonschemavalidator.net/
o Library: AJV (Another JSON Schema Validator) - https://ajv.js.org/

W3C VC Validation:

« Digital Bazaar Library: https://github.com/digitalbazaar/vc-js



« EBSI Validation Service: Available through EBSI API

A.11 Schema Evolution and Versioning

A.11.1 Version Control

Current Version: 1.0 (VCDM 1.1 based)
Versioning Scheme: Semantic versioning (MAJOR.MINOR.PATCH)

¢ MAIJOR: Breaking changes requiring credential reissuance
¢ MINOR: Backward-compatible additions (new optional attributes)
e PATCH: Clarifications and corrections without structural changes

Future Version: 2.0 (W3C VCDM 2.0 migration planned)

A.11.2 Backward Compatibility

Migration Strategy:

e Existing EducationallD v1.0 credentials remain valid during transition

e Wallets support both v1.0 and v2.0 credential formats

¢ Institutions canissue v1.0 or v2.0 based on infrastructure readiness

o \Verifiers accept both versions during transition period (estimated 24 months)

A.11.3 Schema Update Notifications

Change Notification Channels:

¢ EBSI Trusted Schemas Registry announcements
e DC4EU community mailing lists
e National coordination body communications

Implementation Recommendation: Institutions should monitor schema registry for
updates and plan migration timelines accordingly.



ANNEX B: IMPLEMENTATION RESOURCES

B.1 DC4EU Project Documentation

Primary Deliverables

D5.1 Business Blueprint (BBP) - Version 3.0

Description: Comprehensive business requirements, use cases, and
governance model design for educational credentials

Relevance: Defines EducationallD business requirements, user journeys,
and sectoral EAA catalogue

Key Sections:

Chapter 4: EUDIW Concepts, Principles and Requirements

Annex 11: Standard issuance workflow (14-step process)

Annex 15: Standard verification workflow (15-step process)

Annex 16: EducationallD Implementation Report (this document)
Access: Available through DC4EU project consortium

O O O O

D5.2 Deployment and Testing Scenarios Results Library (DSTRL) - Version 3.0

Description: Detailed technical specifications, pilot implementation results,
and institutional scenarios

Relevance: Documents 36 institutional scenarios demonstrating
EducationallD implementation across 12 Member States

Key Content:

Trust model specifications (Pilot1, Pilot2, Pilot3)

Technical configuration examples

User satisfaction data and lessons learned

Implementation challenges and solutions

Access: Available through DC4EU project consortium

o O O O

DS.3 Initiatives Mapping and Alignment Checklist (IMAC) - Version 3.0

Description: Strategic recommendations, implementation guidance, and
alignment with European initiatives
Relevance: Provides context for EducationallD within broader European
educational credential ecosystem
Key Content:

o Stakeholder-specific guidance

o Implementation roadmaps

o Risk mitigation strategies



o Alignment with EU initiatives (European Student Card, EDC,
Europass)
e Access: Available through DC4EU project consortium

DC4EU Sectoral Rulebook for Education and Professional Qualifications - Version
3.0

o Description: Comprehensive governance frameworks, technical profiles,
and policy guidance
¢ Relevance: Establishes governance principles, trust models, and credential
lifecycle management for EducationallD
¢ Key Sections:
o Chapter 2: Identity Foundation and Person ldentification
o Chapter 15: Trust Models and Technical Profiles
o Annexes: Detailed technical specifications for all sectoral credentials
Access: Available through DC4EU project consortium

D5.3.4 W3C-VCDM Justification for Education - Version 3.0

¢ Description: Technical and business justification for W3C Verifiable
Credentials Data Model adoption

¢ Relevance: Explains why W3C-VCDM is essential for educational
credentials including EducationallD

e Access: Available through DC4EU project consortium

B.2 European Regulatory Framework

elDAS 2.0 Regulation

Regulation (EU) 2024/1183

¢ Title: Amending Regulation (EU) No 910/2014 as regards establishing the
European Digital Identity Framework
¢ URL: https://eur-lex.europa.eu/eli/reg/2024/1183/0j
e Relevance: Legal foundation for Electronic Attestations of Attributes (EAAS)
and EUDI Wallet
e Key Articles:
o Article 3: Definitions (PID, EAA, EUDI Wallet)
o Article 5a: European Digital Identity Wallets
o Article 6a: Mutualrecognition of EAAs
o Article 45a-45k: Electronic attestations of attributes

Commission Implementing Regulation (EU) 2024/2977



+ Title: Person Identification Data (PID) specification

e URL: https://eur-lex.europa.eu/eli/reg_impl/2024/2977/0j

¢ Relevance: Defines PID structure and requirements; EducationallD
issuance depends on PID

o Key Content: Mandatory and optional PID attributes, schema specifications

eIDAS 2.0 Implementing Acts (Ongoing)

e Status: Additional Implementing Acts under development

¢ Monitoring: Institutions should track Commission publications for EAA-
related specifications

¢ URL: https://digital-strategy.ec.europa.eu/en/policies/eidas-regulation

GDPR and Data Protection

Regulation (EU) 2016/679 (GDPR)

e URL: https://eur-lex.europa.eu/eli/reg/2016/679/0j

¢ Relevance: Data protection requirements for EducationallD processing

o Key Principles: Data minimisation, purpose limitation, user rights, privacy
by design

EDPB Guidelines

¢ European Data Protection Board: https://edpb.europa.eu/

o Relevant Guidance: Guidelines on consent, data portability, automated
decision-making

¢ Application: Selective disclosure, user control mechanismsin
EducationallD

B.3 Technical Standards and Specifications

W3C Verifiable Credentials

W3C Verifiable Credentials Data Model v1.1

e URL: https://www.w3.org/TR/vc-data-model/

e Status: W3C Recommendation

¢ Relevance: Foundation credential format for EducationallD

« Key Concepts: Credential structure, proof mechanisms, presentation
protocols

W3C Verifiable Credentials Data Model v2.0



¢ URL: https://www.w3.0rg/TR/vc-data-model-2.0/

e Status: W3C Recommendation (November 2024)

¢ Relevance: Updated standard with enhanced features; future EducationallD
versions may adopt

« Improvements: Better internationalization, controller documents, securing
mechanisms

W3C Decentralized Identifiers (DIDs) v1.0

¢ URL: https://www.w3.0rg/TR/did-core/

e Status: W3C Recommendation

¢ Relevance: DID specification for institutional identifiers in hybrid trust
model

¢« Implementation: EBSI DID method for EducationallD issuers

European Learning Model (ELM)

ELM Specification v3.2

e URL: https://github.com/european-commission-europass/European-
Learning-Model

e GitHub: https://github.com/european-commission-europass/European-
Learning-Model

¢ Relevance: Common semantic ontology for educational credentials
including EducationallD

e Key Elements: LearningSpecification, LearningAchievement,
LearningOpportunity

« Implementation Guide: https://europa.eu/europass/en/european-learning-
model

ESCO (European Skills, Competences, Qualifications and Occupations)

¢ URL: https://esco.ec.europa.eu/
¢ Relevance: Standardised terminology for skills and qualifications
o Application: Semantic interoperability for educational credentials

SCHAC and eduGAIN

SCHAC (Schema for Academia) Attributes

e URL: https://wiki.refeds.org/display/STAN/SCHAC

¢ Relevance: Standard attributes for academic and research identity
federation

¢ Key Attributes:



o eduPersonScopedAffiliation: Primary affiliation attribute in
EducationallD

o schacHomeOrganization: Institutionalidentifier

o schacPersonalUniqueCode: National/institutional unique identifiers

Version: SCHAC 2.0

eduGAIN Attribute Release Framework

URL: https://edugain.org/

Documentation: https://wiki.refeds.org/display/eduGAIN/
Relevance: Research and education identity federation; EducationallD
complements eduGAIN infrastructure

Technical: Attribute release policies, metadata standards

REFEDS Assurance Framework

URL: https://refeds.org/assurance

Specification: https://refeds.org/docs/RAF/1.0/RAF_1.0.pdf
Relevance: Identity assurance levels for educational credentials
Application: eduPersonAssurance attribute in EducationallD indicating
assurance level

OpenlD for Verifiable Credentials (OpenlD4VC)

OpenlD for Verifiable Credential Issuance (OpenID4VCI)

URL: https://openid.net/specs/openid-4-verifiable-credential-issuance-
1_0.html

Status: OpenlID Foundation specification

Relevance: Credential issuance protocol used in EUDI Wallet
implementations

Application: EducationallD issuance workflow

OpenlD for Verifiable Presentations (OpenID4VP)

URL: https://openid.net/specs/openid-4-verifiable-presentations-1_0.html
Status: OpenlID Foundation specification

Relevance: Credential presentation protocol for verification workflows
Application: EducationallD verification by relying parties

Self-Issued OpenID Provider v2 (SIOPv2)

URL: https://openid.net/specs/openid-connect-self-issued-v2-1_0.html
Relevance: Wallet-based authentication protocol



¢ Integration: Combined with OpenlID4VP for EducationallD presentation

ISO/IEC Standards

ISO/IEC 18013-5:2021

o Title: Personalidentification — ISO-compliant driving licence — Part 5:
Mobile driving licence (mDL) application

¢ Relevance: Mobile document protocols adapted for educational credentials

¢ Application: Proximity presentation scenarios (NFC, Bluetooth)

ISO/IEC 23220 Series (under development)

o Title: Cards and security devices for personal identification — Building
blocks for identity management via mobile devices

e Relevance: Emerging standards for mobile credential management

¢ Monitoring: Future EducationallD versions may incorporate

EBSI (European Blockchain Services Infrastructure)

EBSI Documentation Portal

e URL: https://ec.europa.eu/digital-building-blocks/wikis/display/EBSI/
¢ Services Documentation: https://api-pilot.ebsi.eu/docs/
¢ Relevance: Trust registry infrastructure for governance EAAs and
institutional DIDs
o Key Services:
o Trusted Schemas Registry: EducationallD schema publication
o DID Registry: Institutional DID registration
o Trusted Issuers Registry: Governance EAA storage

EBSI DID Method Specification

e URL: https://ec.europa.eu/digital-building-
blocks/wikis/display/EBSI/EBSI+DID+Method

¢ Relevance: DID method implementation for institutional identifiers

e Format:did:ebsi:{identifier}

EBSI Verifiable Credential Schemas

¢ Repository: https://code.europa.eu/ebsi/json-schema

e EducationallD Schema: /schemas/vcdml.1/education/verifiable-
education-id/

¢ Status: JSON Schema Draft 2020-12 compliant



B.4 Implementation Tools and Platforms

EUDI Wallet Implementations

EUDI Wallet Reference Implementation

e GitHub: https://github.com/eu-digital-identity-wallet/

o Description: Open-source reference implementation developed for EUDI
Wallet conformance

o Components: Wallet core, PID provider, issuer/verifier samples

¢ Relevance: Reference for institutions developing wallet-compatible systems

Commercial EUDI Wallet Providers

o IZERTIS: EUDI Wallet implementation used in DC4EU pilots

e Other Providers: Multiple vendors developing eIDAS 2.0-compliant wallets

¢ Selection Criteria: Conformity assessment, feature completeness, support
services

Issuer and Verifier Platforms

ATOS uSelf Platform

o Description: Issuer and verifier platform used in DC4EU Pilot2

e Components: uSelf Issuer Agent, uSelf Verifier

o Features: Hybrid trust model support, EBSI integration, status list
management

e Contact: DC4EU project consortium for implementation guidance

Open-Source Alternatives

e Walt.id SSI Kit: https://github.com/walt-id/waltid-ssikit

e Sphereon SSI SDK: https://github.com/Sphereon-Opensource/SSI-SDK

e« Mattr Platform: https://mattr.global/

o Selection: Evaluate based on W3C VCDM support, EBSI compatibility,
operational requirements

Schema Validation and Development Tools

JSON Schema Validator

¢ URL: https://www.jsonschemavalidator.net/
¢ Purpose: Validate EducationallD credential instances against schema
e Usage: Quality assurance during implementation



Verifiable Credentials Playground

¢ URL: https://playground.chapi.io/
e Purpose: Test W3C VCDM credential creation and verification
¢ Usage: Prototype EducationallD credentials before production deployment

B.5 Educational Credential Initiatives and Ecosystems

European Commission Initiatives

European Digital Credentials for Learning (EDC)

¢ URL: https://europa.eu/europass/en/european-digital-credentials

e« Description: Infrastructure for issuing, storing and verifying tamper-proof
digital credentials

e Integration: EducationallD complements EDC for qualification credentials

e Standards: Uses European Learning Model and W3C VCDM

European Student Card Initiative

e URL: https://erasmus-plus.ec.europa.eu/european-student-card-initiative
o Description: Digital student identity for Erasmus+ mobility

« Relationship: EducationallD can serve as foundation for ESC issuance

e Technical: Erasmus Without Paper Network integration

Europass Digital Credentials

¢ URL: https://europa.eu/europass/en

« Description: European framework for skills and qualifications transparency

¢ Integration: EducationallD fits within broader Europass credential
ecosystem

e Standards: ELM, ESCO, W3C VCDM

International Standards Organizations

1EdTech Consortium (formerly IMS Global)

e URL: https://www.1edtech.org/

¢ Open Badges 3.0: https://1edtech.github.io/openbadges-
specification/ob_v3p0.html

o Relevance: Open Badges 3.0 uses W3C VCDM; alignment with
EducationallD approach

e CLR (Comprehensive Learner Record): Broader learner achievement
record framework



Credential Engine

¢ URL: https://credentialengine.org/

e CTDL (Credential Transparency Description Language):
https://credreg.net/ctdl/handbook

e Relevance: US-based credential transparency initiative using similar
technical approaches

¢ Interoperability: Potential for transatlantic credential recognition

B.6 National Education Authority Resources

Example National Frameworks

Spain - SGAD (General Secretariat for Digital Administration)

¢ Role: Coordinates Spanish sectorial EAA catalogue

¢ Relevance: Example of national coordination body for educational
credentials

e Governance: Issues governance EAAs to Spanish institutions

Germany - KMK (Standing Conference of Ministers of Education)

¢ URL: https://www.kmk.org/

¢ Role: Coordination of educational policy among German Lander

¢ Relevance: Example of federal structure accommodated by EducationallD
governance

France - Ministry of National Education

¢ URL: https://www.education.gouv.fr/
o Digital Strategy: Includes digital identity and credential initiatives
¢ Relevance: National authority example for institutional recognition

Cross-Border Recognition Frameworks

Bologna Process

¢ URL: https://www.ehea.info/

¢ Relevance: Higher education qualifications recognition framework

¢ Credential Connection: EducationallD supports mobility within European
Higher Education Area

Lisbon Recognition Convention



¢ URL: https://www.coe.int/en/web/higher-education-and-research/lisbon-
recognition-convention

¢ Relevance: Legal framework for academic qualification recognition

o Implementation: EducationallD facilitates automated recognition
processes

B.7 Community and Support Channels

DC4EU Project Resources

DC4EU Project Website

¢ URL: https://www.dc4eu.eu/
¢ Resources: Project deliverables, news, events
¢ Contact: info@dc4eu.eu

DC4EU GitHub Organization (if applicable)

¢ Repository: Code samples, schema definitions, implementation examples
¢ Community: Issue tracking, discussions, contributions

EBSI Community

EBSI Documentation Wiki

o URL: https://ec.europa.eu/digital-building-blocks/wikis/display/EBSI/
e Content: Technical documentation, APl references, tutorials
¢ Support: Community forums, technical support channels

EBSI Conformance Portal (under development)

¢ Purpose: Test credential and wallet conformance with EBSI requirements
e Usage: Validate EducationallD implementation before production

eduGAIN Community

eduGAIN Website

e URL: https://edugain.org/

e Community: https://edugain.org/community/

¢« Mailing Lists: Technical discussions, announcements

¢ Relevance: Institutional identity management community with
EducationallD interest



REFEDS (Research and Education FEDerations)

¢ URL: https://refeds.org/
¢ Working Groups: Identity assurance, attribute release, security
o Participation: Open to research and education community members

European Digital Identity Wallet Community

EU Digital Identity Community

e URL: https://digital-strategy.ec.europa.eu/en/policies/eidas-regulation

¢ Resources: Policy updates, technical specifications, consultation
opportunities

e Events: Workshops, webinars on EUDI Wallet implementation

EUDI Wallet Technical Specifications

e URL: https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-
and-reference-framework

e Content: Architecture and Reference Framework (ARF)

o Updates: Regular releases with implementation guidance

B.8 Training and Capacity Building
Online Courses and Materials
Decentralized Identity Foundation (DIF) Education

¢ URL: https://identity.foundation/
¢ Resources: Primers on DIDs, verifiable credentials, decentralized identity
¢ Relevance: Foundation knowledge for EducationallD concepts

W3C Verifiable Credentials Education

e URL: https://www.w3.0rg/TR/vc-use-cases/
e Content: Use cases, implementation guide, best practices
e Target Audience: Developers, architects, policymakers

Workshops and Events

European Identity Conference

¢ URL: https://www.kuppingercole.com/events/eic
¢ Topics: Digital identity, EUDI Wallet, verifiable credentials



¢ Frequency: Annual
Internet Identity Workshop (ITW)

¢ URL: https://internetidentityworkshop.com/
¢ Format: Unconference on decentralized identity
¢ Community: Global practitioners, vendors, standards developers

B.9 Reference Implementations

Pilot Institution Configurations
Universitat Rovira i Virgili (Spain)

e Trust Model: Hybrid (X.509 + EBSI DIDs + VDRs)

e IssuerDID: did:ebsi:zs75xsdhi6KgtaD9uC8Vk6B
o Platforms: ATOS uSelf Issuer, IZERTIS EUDI Wallet
e Scale: 30 students in pilot

e Contact: Through DC4EU project consortium

Other Pilot Institutions

¢ Budapest University of Technology (Hungary)
e Luséfona University (Portugal)

o Technical University of Cluj-Napoca (Romania)
e Lessons Learned: Documentedin D5.2 DSTRL
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