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Onboarding of the Identity

Enabling Citizens
to authenticate for services in social security  

Enabling Relying Parties
to identify the citizen and guarantee service

HIGH LEVEL REQUIREMENTS

ONBOARDING THE CITIZEN

High-assurance user identification and authentication are 
essential for verifying identities and related attributes.
In social security, this ensures correct credential usage, 
improves access to services, and prevents fraud and errors.

The EUDI Wallet enables secure user identification and authentication 
for online services. In social security, it allows users to authenticate their 
identity, request and download credentials, and prove these credentials 
across borders without physical ID cards.

The Personal Identity Data (PID) embodies the concept of a digital identity
tailored specifically for use within the EUDIW framework. The PID allows
seamless integration of various entitlement documents implemented as
verifiable credentials, such as the European Health Insurance Card (EHIC)
and the Portable Document A1 (PD A1), alongside an individual’s digital identity.
This unified approach ensures that these social security credentials are
universally recognized and accepted across Europe.

By enabling verification alongside a trustworthy digital identity, the PID enhances
the trustworthiness and reliability of these social security entitlements in both the
issuing member state and the member state where a verification takes place. 
The PID fulfills a crucial role within the EUDIW ecosystem, providing a secure and 
interoperable way to manage identity and attest entitlements for this identity across 
the EU in both online and offline situations. The successful issuance of a PID is equivalent 
to onboarding citizens into the EUDI Wallet ecosystem, ensuring fast and  secure access 
to services in social security coordination.

A digital identity with Level of Assurance (LoA) ‘high’  must be associated with an operational Wallet Instance to 
create a valid EUDIW. The citizen represented by this PID is successfully onboarded within the EUDIW ecosystem for 
social security coordination and can use an EUDIW as an electronic identification means.

An onboarded citizen holding a Base Identity Credential must be entitled to present and prove his identity and
social security entitlements by electronic means at any time and anywhere in the European Union when using a valid 
EUDIW as an electronic identification means. This is particularly important during a verification situation with a Relying 
Party, such as in the digital EHIC or PD A1 use case.

The Base Identity Credential, referred as PID, must be issued by trusted entities responsible for verifying the identity
of the EUDI Wallet user, in compliance with Level of Assurance (LoA) high requirements. These entities are tasked with
issuing the PID in a harmonised common format to an EUDI Wallet and providing information for Relying Parties to verify 
the validity of the PID. The terms and conditions of these services are determined by each member state.
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