EE DC4EU Verification Situation

Facilitating Citizens in Certifying Empowering Relying Parties to Verify

their eligibility for services validity and correct usage of credentials

Providing Citizens with a Solution Assisting Issuing Institutions in Reducing
that grants full control over their data fraud and errors to ensure precise issuance

HIGH LEVEL REQUIREMENTS

Overall, the digital verification process is designed to be secure, transparent, and user-centric, ensuring that all
parties involved can trust the system. The combination of clear policies, user consent and robust digital
identification and verification mechanisms helps to create a reliable and efficient process for verifying digital credentials.

A seamless and trusted digital verification process begins with a verifier’s Jerification of a Yeriiable credentia
digital request to a European Digital Identity Wallet (EUDIW) via a verifier it QVeriﬁer

application. This request must comply with social security coordination
disclosure policy and elDAS regulation. Transparency ensures the EUDIW
understands the disclosure policy and verifier qualifications. The verifier
application must follow a rulebook of common rules.

The user is crucial in this process. They must authenticate the verifier and
evaluate the disclosure policy ascociated with the credential requested.
Before sharing information, the user must give electronic consent, either
explicitly or implicitly via the EUDIW. Additionally, the user must be able
to verify their identity and digital credential ownership using the EUDIW.

For effective verification, the qualified verifier must digitally confirm the
validity and authenticity of the digital credential presented by an EUDIW.
The verifier should request only the necessary attributes from the
credentials and verify legitimate possession or ownership solely through
digital means. Additionally, they must check for any revocation of the
credentials and the EUDIW itself to ensure an el DAS-compliant and
trustworthy solution.

A comprehensive and sustainable solution for social security coordination
will also include user and issuer-authorized delegation of verifiable
credentials. Additionally, processes triggered by a verification situation
must be considered, particularly the recording of a verification proof. A
crucial constraint for these processes is eI DAS compliance, ensuring that
trust relations remain intact and privacy and security are preserved.
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