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Abstract 

The European Digital Identity Framework, established through the amendment of 
eIDAS Regulation by Regulation 2024/1183, introduces four distinct scenarios for 
issuing electronic attestation of attributes (EAAs). This paper first analyses these 
scenarios, ranging from closed systems outside eIDAS to qualified trust services, and 
then provides a comprehensive examination of the non-qualified trust service provider 
(TSP) model, which offers particular relevance for higher education institutions. We 
present an integrated framework that combines legal requirements with technical 
architecture, specifically tailored for higher education institutions. Our research 
demonstrates how educational institutions can effectively implement the non-qualified 
TSP model while ensuring compliance with regulatory requirements and maintaining 
academic credentialing standards. The analysis reveals that among the available 
scenarios, this model offers an optimal balance between regulatory compliance, technical 
feasibility, and educational needs for universities transitioning to digital credentials 
within the European Digital Identity Wallet (EUDIW) ecosystem. 
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1 About the research 

1.1 Context and objectives 

The amendment of eIDAS Regulation represents a significant shift in how educational credentials 
are issued and verified. Higher education institutions must understand the available trust models and 
their implications. Our research objectives are the following:  first, to analyse the four scenarios for 
EAA issuance under the new framework; second, to examine in detail the legal and technical 
requirements for implementing the non-qualified TSP model; third, to provide a comprehensive 
implementation framework for higher education institutions; and fourth, to evaluate the potential impact 
on cross-border recognition of academic credentials. 

1.2 Methodology 

Our research employs a multi-faceted approach, considering the legal analysis of the eIDAS 
framework and related regulations, a technical architecture assessment and design, an educational 
process impact evaluation and a case study analysis of implementation scenarios. 

2 Different legal scenarios for issuing electronic attestations of 
attributes 

Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on 
electronic identification and trust services for electronic transactions in the internal market and 
repealing Directive 1999/93/EC, amended by Regulation (EU) 2024/1183 of the European Parliament 
and of the Council of 11 April 2024 amending Regulation (EU) No 910/2014 as regards establishing 
the European Digital Identity Framework lays down the conditions under which Member States are to 
provide and recognise European Digital Identity Wallets; lays down rules for trust services, in particular 
for electronic transactions; and establishes a legal framework for electronic attestation of attributes 
(Article 2 amended eIDAS Regulation). 

Electronic attestations of attributes (EAAs) are attestations in electronic form that allows attributes 
to be authenticated (Article 3(44) amended eIDAS Regulation), where attributes are characteristics, 
qualities, rights or permissions of a natural or legal person or of an object (Article 3(43) amended eIDAS 
Regulation). 

Recital (55) of Regulation 2024/1183 states that “any service provider that issues attested attributes 
in electronic form such as diplomas, licences, birth certificates or powers and mandates to represent or 
act on behalf of natural or legal persons should be considered to be a trust service provider of electronic 
attestation of attributes”. 

The eIDAS Regulation applies to trust service providers established in the Union (Article 2(1) 
amended eIDAS Regulation). Nevertheless, it does not apply to the provision of trust services that are 
used exclusively within closed systems resulting from national law or from agreements between a 
defined set of participants (Article 2(2) amended eIDAS Regulation). Thus, both public sector bodies 
and private companies can establish their own system, giving legal or contractual validity and 
recognition to their EEAs, but they won’t be able to issue them to the EUDIW. 

EAAs can be issued to an EUDIW by three different types of entities: 

• Non-qualified trust service providers. 

• Public sector bodies responsible for an authentic source, or on their behalf. 

• Qualified trust service providers. 

 



Therefore, there are four possible scenarios for issuing electronic attestations of attributes: 
 

Scenario Features Implementation considerations 

Scenario 1: 
Closed systems 
outside eIDAS 

- Operates within contractual or 
administrative law relationships. 
- Limited to defined participant sets. 
- No direct EUDIW integration. 
- Benefits from non-discrimination 
principle. 

- Internal trust framework. 
- Limited cross-border 
recognition. 
- Simplified technical 
requirements. 
- Restricted scope of use. 

Scenario 2: 

Non-qualified 
TSP model 

- Open market approach. 
- Minimal entry barriers. 
- EUDIW integration capability. 
- Basic trust framework. 

- TSP registration. 
- Basic security measures. 
- Technical infrastructure. 
- Operational procedures. 

Scenario 3: 
Public Sector 
Body model 

- Strict reliability requirements. 
- Automatic cross-border recognition. 
- Authentic source integration. 
- High trust level. 

- Equivalent reliability to qualified 
services. 
- Comprehensive security 
measures. 
- Public sector integration. 
- Regular audits. 

Scenario 4: 

Qualified TSP 
model 

- Maximum trust level. 
- Strict compliance requirements. 
- Comprehensive audit framework. 
- Full cross-border recognition. 

- Qualified status maintenance. 
- Rigorous security controls. 
- Regular conformity assessments. 
- Extensive documentation. 

Table 1: eIDAS scenarios: features and implementation 

In the following subsections we introduce the main characteristics of each scenario and their 
relationship with the trust management infrastructure provided by the European Blockchain Services 
Infrastructure (EBSI). 

2.1 EAAs issued within closed systems 

In this particular scenario, EAAs are issued through contractual or administrative law relationships 
between Trusted Issuers in a closed system. Consequently, they are not subject to the rules of the 
amended eIDAS Regulation. 

In the closed system scenario, only the EBSI trust model is used, with no connection to the EUDIW 
ecosystem. It follows that these Trusted Issuers will not, in principle, be able to issue their EAAs in the 
EUDIW, as they would have to register as Wallet Relying Parties and obtain the corresponding access 
and authorisation certificate. 

It appears that, even in this scenario, EAAs issued by these Trusted Issuers will be able to benefit 
from the non-discrimination principle of Article 45b(1) of the amended eIDAS Regulation: “An 
electronic attestation of attributes shall not be denied legal effect or admissibility as evidence in legal 
proceedings on the sole ground that it is in electronic form or that it does not meet the requirements for 
qualified electronic attestations of attributes”. 

2.2 EEAs issued by non-qualified TSPs 

In this scenario, EAAs are issued by entities with the status of non-qualified TSPs. This approach is 
in line with Recital 55 of Regulation 2024/1183 mentioned above. In fact, the European digital identity 
regulatory framework allows for the issuance of EAAs to the EUDIW by any natural or legal person, 
subject only to the requirements of the amended eIDAS Regulation regarding this market activity. 



In this case, the trust model foreseen in the amended eIDAS Regulation, which is rather lax, is 
applicable and implies the following: 

1. The natural or legal person wishing to act as a TSP designs its service as it deems appropriate, 
apart from using the EUDIW protocols and interfaces (currently, ISO/IEC 18013-5:2021 and 
ISO/IEC TS 18013-7:2024), and any of the formats for electronic attestations of attributes 
(currently, ISO/IEC 18013-5:2021 and ‘Verifiable Credentials Data Model 1.1’, W3C 
Recommendation, 3 March 2022 ). 

2. The TSP immediately initiates the activity, given that it is not subject to any previous 
supervisory activity and possibly communicates the initiation of the activity to the national 
supervisory body. 

3. The national supervisory body includes the TSP in the trusted list, as a provider of not qualified 

EAAs. 

4. The TSP registers as a relying party of EUDIW, indicating its intention to use the EUDIW to 
issue not-qualified EAAs. 

5. A provider of wallet-relying party access certificates issues a wallet-relying party access 
certificate and, eventually, a wallet-relying part registration certificate, to the TSP. The TSP 
shall be registered with the following entitlement: “‘Non_Q_EAA_Provider’ to express the 
entitlement of the wallet-relying party as a Trust service provider issuing non-qualified 

electronic attestations of attributes”. 

6. The TSP starts issuing non-qualified EAAs to the EUDIW. 

Non-qualified EAAs benefit from the non-discrimination principle of Article 45b(1) of the amended 
eIDAS Regulation: “An electronic attestation of attributes shall not be denied legal effect or 
admissibility as evidence in legal proceedings on the sole ground that it is in electronic form or that it 
does not meet the requirements for qualified electronic attestations of attributes”. While the amended 
eIDAS Regulation does not grant non-qualified EEAs cross-border recognition, this recognition may 
be achieved under contract or under a specific legal act, such as the Professional Qualifications 
Directive. 

Becoming a non-qualified TSP is significantly easier and cheaper compared to issuing in the two 
regulated scenarios, i.e., EAAs issued by public sector bodies responsible for an authentic source, or on 
their behalf or EAAs issued by qualified TSPs, but from a relying party perspective, the amended eIDAS 
trust model falls short, because it does not allow making an informed, automatic decision on the 
trustworthiness of the EAA. 

The relying party knows that a natural or legal person has initiated a trust service activity and has 
registered with the competent national supervisory body for issuing EAAs and can therefore rely on the 
fact that the EAA was issued in a valid EUDIW, and that it has been presented from that EUDIW. 

However, the amended eIDAS Regulation does not set any requirements to the non-qualified TSP, 
so the relying party does not receive any information as to whether the non-qualified TSP is authorised 
to issue such an EAA. Nor does the relying party know whether the TSP is the authentic source of the 
information or whether it is a private company trying to market the information from the authentic 
source. It does not know what conditions the non-qualified TSP has applied to verify the identity of the 
applicant, or whether it has carried out any attribute verification, if any. Nor does it know what the legal 
framework is for the issuance and use of the EAAs, or whether the non-qualified TSP is legally liable 
for possible damages caused in the provision of the service. 

Thus, in this scenario, the trust model must be extended with additional mechanisms for automated 
trust processing. This is where the EBSI-anchored trust model can provide a major business value. 



2.3 EAAs issued by public sector bodies responsible for an authentic 
source, or on their behalf 

In this scenario, EAAs are issued by public sector bodies responsible for an authentic source, or on 
their behalf (Pub_EAA provider), such as public higher education institutions. The trust model foreseen 
in the amended eIDAS Regulation, which is strict and abstract, is applicable and implies the following: 

1. The natural or legal person wishing to act as a public sector body responsible for an authentic 
source, or issue on their behalf, designs its service ensuring a level of reliability and 
trustworthiness equivalent to qualified trust service providers and fulfilling the requirements 
for the Pub_EAAs they provide , implementing the EUDIW protocols and interfaces 
(currently, ISO/IEC 18013-5:2021 and ISO/IEC TS 18013-7:2024), and any of the formats for 
electronic attestations of attributes (currently, ISO/IEC 18013-5:2021 and ‘Verifiable 
Credentials Data Model 1.1’, W3C Recommendation, 3 March 2022). 

2. The Pub_EAA provider proves before a designated national body it fulfils the legal 

requirements for issuing Pub_EAAs. 

3. The national body notifies the EU Commission the Pub_EAA provider. 

4. The EU Commission includes the Pub_EAA provider in the trusted list. 

5. The Pub_EAA provider needs to acquire a qualified electronic signature or seal , supported by 
a qualified certificate containing a specific set of certified attributes in a form suitable for 
automated processing and (i) indicating that the issuing body is established in accordance with 
Union or national law as the responsible for the authentic source on the basis of which the 
electronic attestation of attributes is issued or as the body designated to act on its behalf; (ii) 
providing a set of data unambiguously representing the authentic source referred to in point 
(i); and (iii) identifying the Union or national law referred to in point (i). 

6. The Pub_EAA provider registers as a relying party of the EUDIW, indicating its intention to 
use the EUDIW to issue not-qualified EAAs. 

7. A provider of wallet-relying party access certificates issues a wallet-relying party access 
certificate and, eventually, a wallet-relying part registration certificate, to the Pub_EAA 
provider. The public sector body shall be registered with the following entitlement: 
“‘PUB_EAA_Provider’ to express the entitlement of the wallet-relying party as a provider of 
electronic attestations of attributes issued by or on behalf of a public sector body responsible 

for an authentic source”. 

8. The Pub_EAA provider starts issuing Pub_EAAs to the EUDIW. 

Pub-EAAs benefit from the principle of equivalence of Article 45b(2) of the amended eIDAS 
Regulation: “A qualified electronic attestation of attributes and attestations of attributes issued by, or 
on behalf of, a public sector body responsible for an authentic source shall have the same legal effect 
as lawfully issued attestations in paper form”. Pub-EAAs also benefit from the cross-border recognition 
effect set forth in Article 45b(3) of the amended eIDAS Regulation: “An attestation of attributes issued 
by or on behalf of a public sector body responsible for an authentic source in one Member State shall 
be recognised as an attestation of attributes issued by or on behalf of a public sector body responsible 
for an authentic source in all Member States”. 

From the perspective of this trust model, a relying party can simply trust the correctness of the 
attributes contained in the EAA by simply verifying the qualified electronic signature or qualified 
electronic seal and inspecting the corresponding certificate as well as the trusted list. However, as 
mentioned above, this trust model is abstract and can be extended with additional mechanisms for 
automated trust processing according to industry-specific requirements. One such additional 
mechanisms could be provided by EBSI. 



2.4 EAAs issued by qualified TSPs 

In this scenario, EAAs are issued by entities with the status of qualified TSPs. The trust model 
foreseen in the amended eIDAS Regulation, which is strict and abstract, is applicable and implies the 
following: 

1. The natural or legal person wishing to act as a QTSP designs its service ensuring the 
requirements for qualified trust service providers  and the qualified EAAs they provide, 
implementing the EUDIW protocols and interfaces (currently, ISO/IEC 18013-5:2021 and 
ISO/IEC TS 18013-7:2024 ), and any of the formats for electronic attestations of attributes 
(currently, ISO/IEC 18013-5:2021 and ‘Verifiable Credentials Data Model 1.1’, W3C 

Recommendation, 3 March 2022). 

2. The future QTSP needs to acquire a qualified electronic signature or seal, supported by a 
qualified certificate. 

3. The future QTSP proves before the national supervisory body it fulfils the legal requirements 
for issuing QEAAs and requests qualification by the national supervisory body. 

4. The national supervisory body includes the TSP in the trusted list, as a provider of QEAAs. 

5. The TSP registers as a relying party of EUDIW, indicating its intention to use the EUDIW to 
issue QEAAs. 

6. A provider of wallet-relying party access certificates issues a wallet-relying party access 
certificate and, eventually, a wallet-relying part registration certificate, to the TSP. The TSP 
shall be registered with the following entitlement: “‘QEAA_Provider’ to express the 
entitlement of the wallet-relying party as a Trust service provider issuing qualified electronic 
attestations of attributes”. 

7. The TSP starts issuing QEAAs to the EUDIW. 

QEAAs benefit from the principle of equivalence of Article 45b(2) of the amended eIDAS 
Regulation: “A qualified electronic attestation of attributes and attestations of attributes issued by, or 
on behalf of, a public sector body responsible for an authentic source shall have the same legal effect 
as lawfully issued attestations in paper form”. QEAAs also benefit from the cross-border recognition 
effect set forth in Article 24a(9) of the amended eIDAS Regulation: “A qualified electronic attestation 
of attributes issued in one Member State shall be recognised as a qualified electronic attestation of 
attributes in all other Member States”. 

From the perspective of this trust model, a relying party can simply trust the correctness of the 
attributes contained in the EAA by simply verifying the qualified electronic signature or qualified 
electronic seal and inspecting the trusted list. However, again, this trust model is abstract and can be 
extended with additional mechanisms for automated trust processing according to industry-specific 
requirements. One such additional mechanisms could be provided by EBSI. 

3 Technical architecture implementation  

As introduced above, the non-qualified TSP scenario allows for the combination of two trust models: 
on the one hand, the EUDIW trust model and, on the other hand, the trust model anchored in EBSI, 
which is linked to a specific domain, in this case, the education domain, based in the Professional 
Qualifications Directive, among others.  



3.1 Trust establishment framework 

The combined eIDAS-EBSI trust establishment framework is based on three groups of elements, to 
be adopted by the different actors in the ecosystem: identity verification components, wallet 
architecture, and trust registries. 

First, the following identity verification components are considered: A Root Trusted Accreditation 
Organisation implementation; a Single Point of Contact for interoperability; a Trusted Issuer integration 
and Trusted Accreditation Organisation authentication mechanisms. 

Second, related with the EUDIW architecture, components include a Wallet provider interface, 
EUDIW user (holder) interaction systems, credential management and verification protocols. 

Finally, Trust registries support include the Trust Service Provider registration management, the 
Wallet Relying Party Access Certificate Provider integration, any Relying Parties verification systems 
and, of course, the corresponding trust anchor services, including dynamic discovery and retrieval of 
trust anchors from trusted lists and distributed registries. 

3.2 Credential issuance and verification workflow 

Once trust is established, the technical architecture supports the lifecycle of credentials as follows. 
First a preparation phase is required, including academic achievement verification, attribute 

compilation, format standardization and quality checks. 
Second, an issuance process is developed, which refers at least to identity verification, credential 

signing, wallet delivery and verification enablement. 
Third, a verification framework must be set forth, considering relying party authentication, attribute 

attestation verification, trust chain validation and cross-border recognition. 

3.3 Security infrastructure 

Security is of the utmost importance when providing trust services, as even non-qualified TSPs must 
have appropriate policies and take corresponding measures to manage legal, business, operational and 
other direct or indirect risks to the provision of the non-qualified trust service, which shall, 
notwithstanding Article 21 of Directive (EU) 2022/2555, include at least measures relating to (i) 
registration and onboarding procedures for a trust service; (ii) procedural or administrative checks 
needed to provide trust services; and (iii) the management and implementation of trust services (Article 
19b(1) of the amended eIDAS Regulation.  

We can differentiate two domains: core components, including PKI integration, signing systems, 
encryption mechanisms and access controls; and operational security, comprising among others, 
monitoring systems, incident response, backup procedures and audit logging. 

Specific consideration merits the measures included in Commission Implementing Regulation (EU) 
2024/2690 of 17 October 2024 laying down rules for the application of Directive (EU) 2022/2555 as 
regards technical and methodological requirements of cybersecurity risk-management measures and 
further specification of the cases in which an incident is considered to be significant with regard to […] 
trust service providers.  

Also, ETSI EN 319 401 V3.1.1 (2024-06). Electronic Signatures and Trust Infrastructures (ESI); 
General Policy Requirements for Trust Service Providers, aligned with ISO/IEC 27002, can provide 
valuable insights. 

4 Educational and professional qualification impact analysis 

The new approach of the issuance of EAAs represents a paradigm shift regarding the management 
and use of a citizen's documents throughout his/her educational and professional life. From the 



identification and sharing of EAAs with third parties, to the training or practising a profession in any 
Member State. 

The sharing of such EAAs with third parties is characterised by the fact that the citizen always has 
full control of his/her data, and the relying parties have the guarantee that only that citizen has been 
able to share the document. These relying parties can verify that the document presented is authentic: 
it has not been modified and does not belong to another citizen; and that the document presented has 
been issued by the competent authority to do so. 

Such verification is possible as the technical mechanism includes additional security measures to 
ensure that there is no identity fraud of the user's EAAs. Therefore, the identity of the 
student/professional is guaranteed at all times. 

Defining EAAs in a standardised way and in alignment with the eIDAS-EBSI framework, ensures 
that documents related to a citizen's educational and professional life are well defined and can be 
incorporated and published in the EAAs’ Catalogue maintained by the European Commission. This 
standardisation process, in addition to being able to issue EAAs of a student in the EUDIW, also allows 
the European market to make use of these EAAs, which are legally valid, and therefore continue to 
fulfil their business function and have cross-border recognition and application. 

4.1 Benefits for institutions 

Considering the above, there are many benefits for institutions. The most relevant ones are as 
follows: 

First, enhanced credential security, which incorporates security features such as tamper-proof 
verification, automated validation, reduced fraud risk and a simplification of the administration. 

Second, regarding cross-border recognition, the benefit of automated verification and use of 
standardized formats will enhance cross-border mobility and the reduction of verification costs. 

Finally, the benefit of process optimization is supported by streamlined issuance of EAAs, thus 
reducing manual processing, improved tracking and enhanced service delivery. 

4.2 Implementation challenges 

However, this paradigm shift also brings with it certain challenges when it comes to putting it into 
practice. The most significant of these are the following: 

First, in relation to technical considerations, infrastructure requirements have to be identified in 
order to assess the complexity of the integration, its security measures and the corresponding 
maintenance needs. 

Second, concerning the organisational aspects the following should be taken into account: staff 
training, process adaptation, change management and resource allocation. 

5 Conclusions 

The analysis of the four EAA issuance scenarios reveals that the non-qualified TSP model offers 
higher education institutions an optimal balance between implementation complexity and trust level. 
While requiring significant technical and organizational adaptation, it provides a robust foundation for 
secure, recognized, and efficient credential issuance. The model's alignment with educational needs, 
combined with its legal validity and technical feasibility, makes it particularly suitable for universities 
transitioning to digital credentials. 

The implementation framework presented demonstrates how institutions can effectively combine 
legal compliance with technical architecture while maintaining academic standards. The success of 
implementation will depend on careful planning, adequate resource allocation, and comprehensive staff 
training. Future developments in the European Digital Identity Framework may further enhance the 
model's capabilities and ease of implementation. 
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