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EXECUTIVE SUMMARY

The DC4EU Social Security Project aims to revolutionise the EU social security systems by
introducing universally applicable digital and decentralised frameworks for issuing and
authenticating entitlement documents. Its mission is to design a secure and reliable digital
architecture for the issuance, revocation, and verification of Electronic Attestations of
Attributes, also known as "Digital Credentials”. This initiative leverages the European Digital
Identity Architecture, including the European Digital Identity Wallet (EUDIW).

Objectives and Importance

The primary objective of the project is to create a robust and secure digital framework that
can streamline the management of social security entitlements across the EU. This framework
will enhance interoperability, reduce fraud, and improve user convenience by providing a
unified digital identity solution.

Testing and Piloting

Across Europe, DC4EU will conduct a large-scale piloting phase for the EUDI Wallet
ecosystem. This initiative involves collaboration with various stakeholders, including
competent institutions of social security coordination, private companies, healthcare
institutions, and educational organisations. The objective is to test the EUDI Wallet's
functionality, data security, interoperability, and user-friendliness and experience under real-
world conditions.

Role of User Journeys

User journeys will play a critical role in the pilot phase by guiding the execution of the pilots
as well as the development and optimisation of the EUDI Wallet. These user journeys illustrate
the steps and interactions that users have with the digital wallet, from initial onboarding and
credential issuance to authentication and verification. By analysing these user journeys, the
pilot will identify potential pain points and opportunities for enhancement, ensuring the system
is user-friendly, efficient, and secure.

Cross-border Social Security User Journeys will offer a set of user journeys that are
candidates for the piloting campaign. They are not intended to provide a comprehensive list of
all possible user journeys related to the use of PD A1 and EHIC but rather an illustrative
selection of representative examples. These user journeys will adhere to the generic
processes outlined in Deliverable 6.1 “Business Blueprint (BBP)", which covers the business
blueprint for issuing, revocation, delegation, and verification of digital credentials.
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1 INTRODUCTION

Piloting the EUDI Wallet architecture is crucial for validating its effectiveness in real-life
scenarios. By simulating various user journeys, we can ensure that the architecture meets the
highest standards of security, reliability, and user experience. This pilot phase will encompass
several key areas.

1.1 ISSUANCE OF A CREDENTIAL

We will detail the user journeys for issuing verifiable digital credentials according to the
generic process. These credentials will be securely and accurately distributed to eligible
individuals, ensuring a high level of assurance in identity verification (see Figure 1).
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1.2 REVOCATION OF A CREDENTIAL
We will explore the mechanisms for handling the real-time revocation of digital credentials.

This includes the processes for swiftly and securely revoking credentials when necessary,
ensuring that revoked credentials cannot be misused (see Figure 2).

Revocation of a Verifiable Credential
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FIGURE 2: REVOCATION OF A VERIFIABLE CREDENTIAL (SEE DELIVERABLE 6.1, P. 108)

1.3 DELEGATION OF A CREDENTIAL (OPTIONAL)

We will try to establish and test clear processes for credential delegation. This includes
mechanisms for individuals to designate representatives to act on their behalf, ensuring that
delegates have the necessary access and permissions, while also implementing stringent
security measures to prevent misuse. The deployment of the delegation user journeys in
DC4EU WP6 heavily depends on the Architecture and Reference Framework (ARF)
(Architecture and reference framework - EUDI Wallet) and the implementing acts. Therefore,
any implementation activities will be contingent upon the publication of the technical
specifications.
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1.4 VERIFICATION OF A CREDENTIAL

We will demonstrate how service providers can authenticate citizens’ digital credentials
efficiently and securely. This process involves integration with existing systems, compliance
with General Data Protection Regulation (GDPR), and robust verification steps to prevent fraud
and error.

To ensure the integrity and trustworthiness of the EUDI Wallet system, robust trust
mechanisms are essential. Each user journey will undergo rigorous testing to identify and
mitigate potential security risks, ensuring that any compromise of these trust mechanisms is
swiftly addressed.

In the following sections, several user journeys will be defined, covering different requirements
from both an issuer and a relying party perspective.
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2 ACITIZEN’S JOURNEY IN THE LARGE-SCALE PILOT FOR
SOCIAL SECURITY COORDINATION WITH THE EUDI WALLET

2.1 ASSUMPTIONS/PREREQUISITES

All the user journeys described in this section assume the following assumption, that both the
citizen’s EUDI Wallet as well as the verifier's app remain online throughout the entire issuing
and verification process.

2.2 INVITATION AND INTRODUCTION

In a vibrant European city, a citizen named Anna eagerly embraces new technologies. After
registering at the DC4EU (Digital Credentials for Europe) program, expressing her interest in
participating, she receives an email inviting her to participate in a large-scale pilot aimed at
improving social security coordination through the EUDI Wallet.

Anna opens an email from the DC4EU program explaining the goals of the pilot and how the
EUDI Wallet would simplify and secure access to social security services. Intrigued, Anna
clicks on the provided link to learn more and registers her interest.

2.3 DOWNLOADING THE EUDI WALLET APP

After registering, Anna receives instructions to download the EUDI Wallet app from the app
store. Following the steps, she easily installs the app on her smartphone. The app has a clean,
intuitive interface, making the process straightforward.

2.4 CREATING A SECURE PROFILE

Upon opening the app, Anna is prompted to create a profile. She enters her basic personal
information, such as a username. She then sets up a strong password and enables biometric
authentication on her mobile device to ensure her data's security.

2.5 MAKING THE EUDI REFERENCE WALLET A VALID EUDI WALLET

To make the EUDI Wallet valid, Anna needs to follow a national-specific workflow to achieve
a high level of assurance. The digital workflow for her identification highly depends on national
procedures. An exemplary procedure includes e.g. the following steps:

[l Using Facial Recognition: The app guides Anna to take a selfie, which is then
matched with her official photo ID stored in government databases.

"1 Using her elD: Anna uses her compliant elD for secure authentication by entering her
elD credentials into the app, which verifies them against the national identity database.

[1 Using her wallet: Anna uses her EUDI Wallet instance, and the Person Identification
Data (PID) provider verifies the validity and security of the wallet,

"I Receiving a One-Time Verification Code: Anna receives a one-time verification code
sent via a different channel, which she then enters in the app.

After successfully completing these steps, the app requests Anna’s consent to store her PID.
She reviews the information, understands the importance of her consent, and agrees to it. A
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confirmation message appears “Digital Identity Onboarded and Verified.” Anna feels a sense
of success, knowing her identity was securely verified with the highest assurance level.

2.6 READY FOR DOWNLOADING SOCIAL SECURITY ENTITLEMENT
DOCUMENTS

Anna's wallet is now ready to be used as an authentication and identification means and to
receive attestations of attributes from different authentic sources e.g. competent social security
institutions issuing European Health Insurance Cards (EHICs) and Portable Documents A1
(PDs A1), which are important documents to support the European rights of citizens.
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3 USER JOURNEYS FOR ISSUING OF A CREDENTIAL

3.1 ASSUMPTIONS/PREREQUISITES

Both Regina and Benoit have already installed their national EUDI Wallet and onboarded their
PID using national procedures to create a valid EUDI Wallet.

3.2 ISSUING AN EHIC USING A SERVICE PORTAL
3.2.1 The Setup

Regina is insured at an Austrian Social Insurance Company and wants to receive her EHIC
digitally, so she can easily use it whenever she is travelling abroad.

3.2.2 Using the National Service Portal

Regina logs into the Austrian portal for social security services using her elD Login, which is
required to access digital services in the social security domain. She accesses her insurance
status and may request a physical EHIC. For the digital version, she only needs to click one
button.

After the request, Regina receives a QR code to scan within the EUDI Wallet on her mobile
phone or alternatively a link, which she can use when she is already on her phone.

3.2.3 Downloading the Credential

To scan the QR code Regina opens the wallet and logs in. After scanning the code, she is
directed to the EHIC issuer and needs to authenticate towards the issuer using her PID, which
is linked to both her wallet and her device. The wallet verifies if she connects to a trustworthy
endpoint of a registered issuer/relying party (and if the issuer is entitled to issue this kind of
credential). The result is displayed in the wallet.

On the issuer’s side, the EHIC authority checks if the wallet is trustworthy and not revoked nor
suspended. If the outcome is positive, Regina is identified with the required high level of
assurance through identity matching procedures, confirming she is the rightful recipient of the
requested digital credential. Upon giving consent, the digital EHIC is securely stored in
Regina's wallet, ready for use in any future verification situation.

3.3 ISSUING A PD A1 USING A SERVICE PORTAL

3.3.1 The Setup

Benoit is a Belgian employee and is posted to work in Italy for a while. His employer has applied
for the PD A1 at the competent Belgian social security institution by using a well-established
national application process, but a new step within this national process allows Benoit to
indicate, that he wants to receive his PD A1 digitally, so he can easily show it in ltaly whenever
necessary.

Once the PD A1 is ready for issuance, Benoit receives a notification via the Belgian social
security service portal informing him that his PD A1 is available for download. This notification
can be sent either through his employer or directly to Benoit, with the option to provide a copy
to the employer as well.
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3.3.2 Using the National Service Portal

Upon receiving the notification, Benoit logs in to the Belgian portal for social security services
using his elD Login, which is required to access digital services in the social security domain.
He can view his Portable Documents that are ready to be downloaded digitally.

He selects the PD A1 issued for Italy, which he wants to download and is presented with a QR
code, which he needs to scan within his EUDI Wallet on his mobile phone or alternatively a
link, which he can use when he is already on his phone.

3.3.3 Downloading the Credential

To scan the QR code Benoit opens the wallet and logs in. After scanning the code, he is
directed to the PD A1 issuer and needs to authenticate toward the issuer using his PID, which
is linked to both his wallet and his device during the issuing process. The wallet verifies if he
connects to a trustworthy endpoint of a registered issuer/relying party (and if the issuer is
entitled to issue this kind of credential). The result is displayed in the wallet.

On the other side the PD A1 issuer checks if the wallet is trustworthy and not revoked nor
suspended. After a positive outcome Benoit is identified with the necessary highest level of
assurance using identity matching procedures, that he is the rightful owner of this digital
credential he is requesting. Upon giving consent, the digital PD A1 is stored in Benoit's wallet
and is ready to be used in a verification situation if necessary.

All member states must implement identity matching algorithms based on the eIDAS regulation
and the related implementing act.
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4 USER JOURNEYS FOR VERIFICATION OF A CREDENTIAL -
PD A1 RELATED

The following sections outline various user journeys related to the verification of the PD A1 in
the member state of stay. The verification process can be conducted either by a public authority
or by an authorised private entity.

4.1 VERIFICATION OF ACCESS RIGHTS TO WORK ENVIRONMENT BY
A PRIVATE AUTHORITY IN THE MEMBER STATE OF STAY

4.1.1 The Setup

John, a project manager, works across multiple EU countries. He needs to maintain his digital
social security documents, such as the PD A1, to confirm the social security legislation which
is applicable to him.

4.1.2 The Need for Verification

Upon arriving in Denmark for a new project, John must present his PD A1 to the Human
Resources (HR) department of his temporary workplace to prove the social security legislation
which is applicable to him. The HR department ensures that the PD A1 is authentic, valid, and
that John is the rightful owner.

4.1.3 The Business Context

Human Resources departments must ensure that workers from abroad are equipped with the
necessary PD A1 document. An efficient, secure, and reliable verification process is crucial to
avoid legal liabilities, fines, and loss of trust.

4.1.4 The Verification Process

[1 The HR department, onboarded in the EUDI wallet ecosystem, uses a HR department
instance (verification app) to request information about John's PD A1 and his PID.

"I According to national regulation, the HR department is only allowed to request parts of the
information from the PD A1, specifically the validity period, information about the employer
and the place of work.

[1 The request is sent through a secure channel using a standard protocol for digital
information exchange between the wallet and the HR department instance to protect John's
data.

[1 John’s EUDI Wallet receives the request and evaluates it according to the registered and
published disclosure policy of social security coordination. This evaluation includes a
verification of the relying party.

[1 John reviews the evaluation of the HR department instance's request and gives consent to
share the requested information.

'l The wallet ensures the consented information is securely shared using standard protocols,
confirming the credential is rightfully owned by the holder of the wallet and that the wallet
is a valid EUDI wallet.

'] The HR department instance receives the information and signals that it has been received.
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[]

O O

The HR department instance automatically reviews the document with the necessary
information, confirming its authenticity, validity at the time of verification, and possession
by John through a reliable verification process.

They trust that John is using his own EUDI Wallet, since an attested photo is part of the
identity data presented on John’s phone. If a photo is unavailable or insufficient, identity
cards can be requested.

The result of the verification process, regardless of whether it is positive or negative, is
presented on the HR department instance (verification app) as well as on John’s wallet.

4.1.5 Positive Verification

John is automatically registered by the HR instance using the information presented to the
HR instance. The prerequisite is an interface to the backend/legacy systems.

John gains authorised access to the working environment of the company he is working
for.

The information transfer is logged in John’s wallet.

The information and the result of the verification may be stored in the HR instance for
further processing (depending on national legislation).

4.1.6 Negative Verification

Negative verification implicates that John presents a digital PD A1 that is not valid (e.g. expired,
revoked, or issued by an untrusted source etc.).

L
[
[

John is not registered and cannot enter the working environment.
The information transfer is logged in John’s wallet.

The information and the result of the verification may be stored in the HR instance for
further processing (depending on national legislation).

In case John did not download his PD A1 credential before travelling to Denmark or the
information in the credential on his wallet is outdated (e.g. the PD A1 was revoked and a new
one has been issued), he can just download the latest credential on-site and present it to the
HR department and start the verification process again.
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4.2 ON-SITE VERIFICATION SITUATION BY A PUBLIC AUTHORITY IN
THE MEMBER STATE OF STAY

4.2.1 The Setup

Emma, a stagehand, works at concerts across multiple EU countries. She needs to maintain
her digital social security documents, such as the PD A1, to confirm the social security
legislation which is applicable to her.

4.2.2 The Need for Verification

While working at a concert in Austria, Emma encounters the financial police who need to verify
her legal social security status. The financial police must ensure that the PD A1 is authentic,
valid, and that Emma is the rightful owner.

4.2.3 The Business Context

Financial authorities must ensure that workers from abroad are equipped with the necessary
PD A1 document. An efficient, secure, and reliable verification process is crucial to avoid legal
liabilities, fines, and loss of trust.

4.2.4 The Verification Process

To enhance readability, the differences between the verification process described in John’s
user journey (see 4.1.4) and Emma’s user journey are highlighted in bold, with the exception
of names and roles, which remain analogue.

[J The financial police, onboarded in the EUDI wallet ecosystem, use a financial police
instance (verification app) to request information about Emma's PD A1 and her PID.

'l According to national regulation, the financial police are allowed to request all
information from the PD A1, including the validity period, place of work, and other
relevant details.

'l The request is sent through a secure channel using a standard protocol for digital
information exchange between the wallet and the financial police instance to protect
Emma's data.

[1 Emma’s EUDI Wallet receives the request and evaluates it according to the registered and
published disclosure policy of social security coordination. This evaluation includes a
verification of the relying party.

"I Emma reviews the evaluation of the financial police instance's request and gives consent
to share the requested information.

[1 The wallet ensures the consented information is securely shared using standard protocols,
confirming the credential is rightfully owned by the holder of the wallet and that the wallet
is a valid EUDI wallet.

'] The financial police instance receives the information and signals that it has been received.

'] The financial police instance automatically reviews the document with the necessary
information, confirming its authenticity, validity at the time of verification, and possession
by Emma through a reliable verification process.

[1 They trust that Emma is using her own EUDI Wallet, since an attested photo (e.g. Photo
ID or photo as part of the PID) is part of the identity data presented on Emma’s phone. If a
photo is unavailable or insufficient, identity cards can be requested.

'l The result of the verification process, regardless of whether it is positive or negative, is
presented on the financial police instance as well as on Emma’s wallet.
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4.2.5 Positive Verification

Emma is acknowledged as compliant with the legal requirements.
Emma gains the authorisation to continue her work at the concert venue.
The information transfer between wallet and issuer is logged in Emma’s wallet.

The information and the result of the verification may be stored in the financial police
instance for further processing (depending on national legislation).

(I I I A B O O

4.2.6 Negative Verification

Negative verification implicates that Emma presents a digital PD A1 that is not valid (e.g.
expired, revoked, or issued by an untrusted source etc.).

L1 Emma will receive a police report from the financial police for presenting an invalid PD A1
document during an inspection situation

[1 The information transfer is logged in Emma’s wallet.

[1 The information and the result of the verification may be stored in the financial police
instance for further processing (depending on national legislation).

In case Emma did not download her PD A1 credential before travelling to Austria or the
information in the credential on her wallet is outdated (e.g. the PD A1 was revoked and a new
one has been issued), she can just download the latest credential on-site and present it to the
financial police and start the verification process again.
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4.3 REGISTRATION OF A POSTED WORKER BY A PRIVATE
AUTHORITY IN THE MEMBER STATE OF STAY

4.3.1 The Setup

Wolfgang, a German construction worker specialised for photovoltaic construction, works for
a Dutch company. Regularly the company is hired all over Europe as subcontractors. Since
Wolfgang is posted, he needs to maintain his digital social security documents, such as the
PD A1, to confirm the social security legislation which is applicable to him.

4.3.2 The Need for Verification

Upon arriving in Poland for a new construction site, Wolfgang must present his PD A1 to the
foreman on the construction site to prove the social security legislation which is applicable to
him. The foreman ensures that the PD A1 is authentic, valid, and that Wolfgang’s is the rightful
owner.

4.3.3 The Business Context

The hiring company registers all workers from abroad to ensure they are equipped with the
necessary legal documents (including the PD A1 document). An efficient, secure, and reliable
verification process is crucial to avoid legal liabilities, fines, and loss of trust.

4.3.4 The Verification Process

There are no differences between the verification process described in John’s user journey
(see 4.1.4) and Wolfgang’s user journey, with the exception of names and roles.

"I A special department of the hiring company, onboarded in the EUDI wallet ecosystem,
uses a construction site instance (verification app) to request information about Wolfgang's
PD A1 and his PID.

"I According to national regulation, the hiring company is only allowed to request parts of the
information from the PD A1, specifically the validity period, information about the employer
and the place of work.

[1 The request is sent through a secure channel using a standard protocol for digital
information exchange between the wallet and the construction site instance to protect
Wolfgang’s data.

'l Wolfgang’s EUDI Wallet receives the request and evaluates it according to the registered
and published selective disclosure policy of social security coordination. This evaluation
includes a verification of the relying party.

'l Wolfgang reviews the evaluation of the construction site instance's request and gives
consent to share the requested information.

'l The wallet ensures the consented information is securely shared using standard protocols,
confirming the credential is rightfully owned by the holder of the wallet and that the wallet
is a valid EUDI wallet.

[1 The construction site instance receives the information and signals that it has been
received.

'l The construction site instance automatically reviews the document with the necessary
information, confirming its authenticity, validity at the time of verification, and possession
by Wolfgang through a reliable verification process.
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They trust that Wolfgang is using his own EUDI Wallet, since an attested photo is part of
the identity data presented on Wolfgang’s phone. Where doubts remain, officials may
request a physical ID.

The result of the verification process, regardless of whether it is positive or negative, is
presented on the construction site instance as well as on Wolfgang’s wallet.

4.3.5 Positive Verification

Wolfgang is automatically registered using the information presented to the construction
site instance.

Wolfgang gains authorised access to the working environment of the company he is
working for.

The information transfer is logged in Wolfgang’s wallet.

The information and the result of the verification may be stored in the construction site
instance for further processing (depending on national legislation).

4.3.6 Negative Verification

Negative verification implicates, that Wolfgang presents a digital PD A1 that is not valid (e.g.
expired, revoked, or issued by an untrusted source etc.).

L
L
L

Wolfgang is not registered and cannot enter the construction site.
The information transfer is logged in Wolfgang’s wallet.

The information and the result of the verification may be stored in the construction site
instance for further processing (depending on national legislation).

In case Wolfgang did not download his PD A1 credential before travelling to Poland or the
information in the credential on his wallet is outdated (e.g. the PD A1 was revoked and a new
one has been issued), he can just download the latest credential on-site and present it to the
hiring company and start the verification process again.
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5 USER JOURNEYS FOR VERIFICATION OF A CREDENTIAL -
EHIC RELATED

5.1 REQUESTING HEALTH CARE SERVICES DURING A TEMPORARY
STAY ABROAD

5.1.1 The Setup

Alberto, an Italian musician, performs with an orchestra across multiple EU countries. He
seamlessly manages his healthcare documents through modern technology. Through a
harmonized digital issuance procedure, he securely stores his digital EHIC in his EUDI Wallet,
ensuring he can easily access necessary healthcare services while traveling abroad.

5.1.2 The Need for Verification

Alberto arrives in Germany for a concert. After a small accident while jogging the night before
the event, he needs to access healthcare services and must present his EHIC to the local
healthcare provider. The healthcare provider ensures that the EHIC is authentic, valid, and that
Alberto is the rightful owner.

5.1.3 The Business Context

Healthcare providers in Germany automatically check the entitlement to healthcare services,
ensuring that Alberto gets access to healthcare at the same costs as locals and that the
reimbursement process for the provided treatment is efficient and fast.

5.1.4 The Verification Process

[] After the accident, Alberto visits a local healthcare provider. The provider, onboarded in
the EUDI wallet ecosystem, uses a hardware device with proximity technology such as
NFC or Bluetooth to request Alberto’s EHIC and his PID.

[1 The request is sent through a secure channel using a standard protocol for digital
information exchange between the wallet and the healthcare provider’s device to protect
Alberto’s data.

"I Alberto’s EUDI Wallet receives the request and evaluates it according to the registered and
published disclosure policy of social security coordination. This evaluation includes a
verification of the relying party (which may be represented by the healthcare provider’s
organisation).

'l Alberto reviews the evaluation of the healthcare provider's device’s request and gives
consent to share the requested information.

'] The wallet ensures the consented information is securely shared using standard protocols,
confirming the credential is rightfully owned by the holder of the wallet and that the wallet
is a valid EUDI wallet.

'l The healthcare provider’s device receives the information and signals, that it has been
received.

[1 The healthcare provider’s device automatically reviews the document with the necessary
information, confirming its authenticity, validity at the time of verification, and possession
by Alberto through a reliable verification process.
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They trust that Alberto is using his own EUDI Wallet, since an attested photo is part of the
identity data presented on Alberto’s phone. If a photo is unavailable or insufficient, identity
cards can be requested.

The result of the verification process, regardless of whether it is positive or negative, is
presented on the healthcare provider’'s device as well as on Alberto’s wallet.

5.1.5 Positive Verification

Alberto receives healthcare services at the same costs as locals.

An information exchange between the healthcare provider and relevant social security
institutions in the member state of stay using the information presented is initiated
immediately to handle the cost reimbursement process. This requires an interface to the
systems of social security institution.

A process is triggered, which automatically creates or updates the patient records in the
healthcare provider's software by using the presented information. This step may be
different in other member states.

The information transfer is logged in Alberto’s wallet.

The information (verification proof) and the result of the verification are created, signed and
stored in the health care provider’s software for further processing (depending on national
legislation)..

5.1.6 Negative Verification

Negative verification implicates, that Alberto presents a digital EHIC that is not valid (e.g.
expired, revoked, or issued by an untrusted source etc.).

[]

Alberto must pay the full amount for the healthcare services himself in case he decides to
receive them. Alternatively, he can decide to leave the healthcare provider without
receiving treatment.

After the treatment he might be able to get the costs reimbursed by his social insurance
company.

The information transfer is logged in Alberto’s wallet.

The information and the result of the verification may be stored in the health care provider’s
software for further processing (depending on national legislation).

In case Alberto did not download his EHIC credential before travelling to Germany or the
information in the credential on his wallet is outdated (e.g. the EHIC was revoked and a new
one has been issued), he can just download the latest credential on-site and present it to the
health care provider and start the verification process again.
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5.2 REQUESTING HEALTH CARE SERVICES FOR A RELATIVE DURING
A TEMPORARY STAY ABROAD

5.2.1 The Setup

Marie, a French citizen, frequently travels across multiple EU countries with her child. Thanks
to modern technology, she manages her family's healthcare documents with ease. Through a
harmonized digital issuance process for a representative European Health Insurance Card
(EHIC), she securely stores her child's digital EHIC in her EUDI Wallet. This not only ensures
she can quickly and reliably access necessary healthcare services for her child while abroad,
but also significantly reduces the risk of unauthorized sharing or misuse of sensitive health
information.

Such representation scenarios are supported under the eIDAS Regulation, which provides the
legal framework for verifying digital representations on behalf of others.

5.2.2 The Need for Verification

Marie arrives in Spain for a family visit. After a minor accident, her child needs to access
healthcare services and Marie must present the child's EHIC to the local healthcare provider.
The healthcare provider ensures that the EHIC is authentic, valid, and in Marie's possession.

5.2.3 The Business Context

Healthcare providers must check the entitlement to healthcare services, ensuring that Marie's
child gets access to healthcare at the same costs as locals and that the reimbursement process
for the provided treatment is efficient and fast.

5.2.4 The Verification Process

To enhance readability, the differences between the verification process described in Alberto’s
user journey (see 5.1.4) and Marie’s user journey are highlighted in bold, with the exception of
names and roles, which remain analogue.

[] After the accident, Marie takes her child to a local healthcare provider. The provider,
onboarded in the EUDI wallet ecosystem, uses a provider instance (verification app) to
request an EHIC and a PID.

'l The request is sent through a secure channel using a standard protocol for digital
information exchange between the wallet and the healthcare provider’s instance to protect
Marie’s and her child's data.

[1 Marie’s EUDI Wallet receives the request and evaluates it according to the registered and
published disclosure policy of social security coordination. This evaluation includes a
verification of the relying party (which may be represented by the healthcare provider’s
organisation).

"] Marie reviews the evaluation of the request and gives consent to the healthcare provider’s
instance request, deciding what information to share. In this scenario, she chooses,
to share her identity together with her child’s EHIC. This allows the verification of the
EHIC including the authorisation.

[1 The wallet ensures the consented information is presented and securely shared using
standard protocols, confirming the credential is rightfully owned by the holder of the wallet
and that the wallet is a valid EUDI wallet.
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The healthcare provider’s instance receives the information and signals, that it has been
received.

The healthcare provider’s instance automatically reviews the document with the necessary
information, confirming its authenticity, validity at the time of verification, and authorised
possession by Marie through a reliable verification process.

They trust that Marie is using her own EUDI Wallet, since an attested photo is part of the
identity data presented on Marie’s phone. If a photo is unavailable or insufficient, identity
cards can be requested.

The result of the verification process, regardless of whether it is positive or negative, is
presented on the healthcare provider’s instance as well as on Marie’s wallet.

5.2.5 Positive Verification

Marie's child receives healthcare services at the same costs as locals.

An information exchange between the healthcare provider and relevant social security
institutions in the member state of stay is initiated immediately to handle the cost
reimbursement process. This requires an interface to the systems of social security
institution.

A process is triggered, which automatically creates or updates the patient records in the
healthcare provider’'s software by using the presented information. This step may be
different in other member states.

The information transfer is logged in Marie’s wallet.

5.2.6 Negative Verification

Negative verification implicates, that Marie presents a digital EHIC that is not valid (e.g.
expired, revoked, or issued by an untrusted source etc.).

[]

[]

[]

Marie will be fully charged directly for the healthcare services, in case she decides that her
daughter should receive them. Alternatively, she can decide to leave the healthcare
provider without her daughter receiving treatment.

After the treatment she might be able to get the costs reimbursed by her social insurance
company.

The information transfer is logged in Marie’s wallet.

In case Marie did not download her child’s EHIC credential before travelling to Spain or the
information in the credential on her wallet is outdated (e.g. the EHIC was revoked and a new
one has been issued), she can just download the latest credential on-site and present it to the
health care provider and start the verification again. This will not require the issuance of a
Provisional Replacement Certificate.
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5.3 ONLINE CONSULTATION OF A HEALTH CARE PROVIDER DURING
A TEMPORARY STAY ABROAD

5.3.1 The Setup

Elisabeth, an elderly woman from Switzerland, loves to travel around Europe with her friends.
She supports progress and manages her healthcare documents through modern technology.
Through a harmonized digital issuance procedure, she securely stores her digital EHIC in her
EUDI Wallet, ensuring she can easily access necessary healthcare services while traveling
abroad.

5.3.2 The Need for Verification

Elisabeth is strolling around icy Stockholm just before Christmas, when she slips on the
slippery sidewalk and falls. Her friends help her up and she limps to her hotel. Back at the
hotel, she asks the receptionist where she could visit a doctor. The receptionist tells her to
relax and go to her room. She could easily call an online consultancy from her hotel room. This
is a newly introduced service in Sweden. As there might be a need for some follow-up visit in
person required before she leaves Stockholm, she cannot contact her doctor back in
Switzerland. Therefore, she calls the doctor via video-call and describes her problem. The
healthcare provider asks her to present her digital EHIC first. The healthcare provider ensures
that the EHIC is authentic, valid, and in Elisabeth’s possession.

5.3.3 The Business Context

Healthcare providers must check the entitlement to healthcare services, ensuring that
Elisabeth gets access to healthcare at the same costs as locals and that the reimbursement
process for the provided treatment is efficient and fast.

5.3.4 The Verification Process

To enhance readability, the differences between the verification process described in Alberto’s
user journey (see 5.1.4) and Elisabeth’s user journey are highlighted in bold, with the exception
of names and roles, which remain analogue.

[J After the accident, Elisabeth calls a local healthcare provider, onboarded in the EUDI
wallet ecosystem via video call using her laptop. The healthcare provider confirms
with Elisabeth that she is in fact in Sweden before she can access the services. After
the confirmation, the provider uses a healthcare provider’s instance (verification
app) to request Elisabeth’s EHIC and her PID in an online setting.

[1 The healthcare provider shows a QR code in the call, which Elisabeth scans using
her phone. The request is sent through a secure channel using a standard protocol for
digital information exchange between the wallet and the healthcare provider’s instance to
protect Elisabeth’s data.

[] Elisabeth’s EUDI Wallet receives the request and evaluates it according to the registered
and published disclosure policy of social security coordination. This evaluation includes a
verification of the relying party (which may be represented by the healthcare provider’s
organisation).

[1 Elisabeth reviews the evaluation of the healthcare provider’s instance’s request and gives
consent to share the requested information.
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The wallet ensures the consented information is securely shared using standard protocols,
confirming the credential is rightfully owned by the holder of the wallet and that the wallet
is a valid EUDI wallet.

The healthcare provider’s instance receives the information and signals, that it has been
received.

The healthcare provider’s instance automatically reviews the document with the necessary
information, confirming its authenticity, validity at the time of verification, and possession
by Elisabeth through a reliable verification process.

They trust that Elisabeth is using her own EUDI Wallet, since an attested photo is part of
the identity data presented. If a photo is unavailable or insufficient, identity cards can be
requested.

The result of the verification process, regardless of whether it is positive or negative, is
presented on the healthcare provider’s instance as well as on Elisabeth’s wallet.

5.3.5 Positive Verification

Elisabeth receives an online consultation at the same costs as locals.

An information exchange between the healthcare provider and relevant social security
institutions in the member state of stay using the information presented is initiated
immediately to handle the cost reimbursement process. This requires an interface to the
systems of social security institutions.

A process is triggered, which automatically creates or updates the patient records in the
healthcare provider’'s software by using the presented information. This step may be
different in other member states.

The information transfer is logged in Elisabeth’s wallet.

The information and the result of the verification may be stored in the healthcare provider
instance for further processing (depending on national legislation).

5.3.6 Negative Verification

Negative verification implicates that Elisabeth presents a digital EHIC that is not valid (e.g.
expired, revoked, or issued by an untrusted source etc.).

[]

[]

[
[

Elisabeth must pay the full amount for the healthcare services herself, in case she decides
to receive them. Alternatively, she can decide to end the call without receiving treatment.
After the treatment, she might be able to get the costs reimbursed by her social insurance
company.

The information transfer is logged in Elisabeth’s wallet.

The information and the result of the verification may be stored in the healthcare provider
instance for further processing (depending on national legislation).

In case Elisabeth did not download her EHIC credential before travelling to Sweden or the
information in the credential on her wallet is outdated (e.g. the EHIC was revoked and a new
one has been issued), she can just download the latest credential on-site and present it to the
health care provider and start the verification again.
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5.4 ENROLLMENT AT THE UNIVERSITY ABROAD (CROSS-SECTOR
USER JOURNEY)

5.4.1 The Setup

Eve, a student from France, has been accepted into a one-year exchange program to pursue
her master's degree at the University of Warsaw, where her grandmother, who is Polish, has
been studying. With family ties in Poland, she came to Warsaw two month prior the beginning
of the classes. As most of the young EU citizens, Eve values the convenience of having access
to her documents through modern technology. Through a harmonized digital issuance
procedure, she securely stores her digital EHIC in her EUDI Wallet, ensuring she can provide
a proof of insurance and if necessary, easily access necessary healthcare services while
studying abroad. She also stores her digital diplomas in her EUDI wallet, allowing her to easily
provide proof of her academic accomplishments whenever necessary.

5.4.2 The Need for Verification

Acceptance for the programme in University of Warsaw is just a first step. Eve has received a
comprehensive list of tasks, she has to complete in order to register for classes and receive a
student status during the exchange program. The tasks must be completed no later than one
month before classes start. One of the documents she has to provide is a proof of insurance.
As an EU citizen, she has an EHIC document proving she is being insured in France and is
entitled to get necessary treatment while studying abroad. Furthermore, she must be able to
provide proof that she has successfully completed her bachelor's degree at the university in
Paris. In order to finalise the registration, she visits the dean’s office, and she must present her
EHIC and her bachelor’'s degree. The dean’s office ensures that both credentials are authentic,
valid, and that Eve is the rightful owner.

5.4.3 The Business Context

The University in Poland automatically verifies the insurance status of all students, ensuring
that Eve will have access to healthcare during her studies at the same costs as locals and that
the reimbursement process for the provided treatment is efficient and fast. At the same time,
they verify the academic achievements required to start this study.

5.4.4 The Verification Process

To enhance readability, the differences between the verification process described in Alberto’s
user journey (see 5.1.4) and Eve’s user journey are highlighted in bold, with the exception of
names and roles, which remain analogue.

"I Eve reports to the dean’s office to finalise the registration to the program. The dean’s
office is onboarded in the EUDI wallet ecosystem and uses a hardware device with
proximity technology to request Eve’s EHIC and her PID together with her bachelor’s
degree.

'] The request is sent through a secure channel using a standard protocol for digital
information exchange between the wallet and the dean’s office device to protect Eve’s data.

[1 Eve’s EUDI Wallet receives the request and evaluates it according to the registered and
published disclosure policy of social security coordination. This evaluation includes a
verification of the relying party.

[1 Eve reviews the evaluation of the dean’s office device’s request and gives consent to share
the requested information.
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The wallet ensures the consented information is securely shared using standard protocols,
confirming the credential is rightfully owned by the holder of the wallet and that the wallet
is a valid EUDI wallet.

The dean’s office device receives the information and signals, that it has been received.
The dean’s office device automatically reviews the documents with the necessary
information, confirming its authenticity, validity at the time of verification, and possession
by Eve through a reliable verification process.

They trust that Eve is using her own EUDI Wallet, since an attested photo is part of the
identity data presented on Eve’s phone. Where doubts remain, officials may request a
physical ID.

The result of the verification process, regardless of whether it is positive or negative, is
presented on the dean’s office device as well as on Eve’s wallet.

5.4.5 Positive Verification

[

J
J

Eve’s registration is finalised, and, in the fall, she can start the program together with other
students.

The information transfer is logged in Eve’s wallet.

The information and the result of the verification may be stored in the dean’s office software
for further processing (depending on national legislation).

5.4.6 Negative Verification

Negative verification implicates, that Eve presents digital documents that are not valid (e.g.
expired, revoked, or issued by an untrusted source etc.).

[]

]

Eve cannot access the exchange program in the University and loses the opportunity of
studying abroad, she might be required to cover the cost of the housing for the planned
stay.

The information transfer is logged in Eve’s wallet.

The information and the result of the verification may be stored in the dean’s office software
for further processing (depending on national legislation).

In case Eve did not download her EHIC or diploma credential before travelling to Poland or the
information in the credential on her wallet is outdated (e.g. the EHIC was revoked and a new
one has been issued), she can just download the latest credentials on-site and present it to
the dean’s office and start the verification process again.
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6 LIST OF FIGURES

Figure 1: Issuance of a Verifiable Credential (see Deliverable 6.1, p.112) ......cccccvieeieiiiiiiiieeee e 2
Figure 2: Revocation of a Verifiable Credential (see Deliverable 6.1, p. 108) .......ccccceeevveiiiieieeeeeeeiciins 3
Figure 3: Verification of a Verifiable Credential (see Deliverable 6.1, p. 113) ..ccccoeeeiiiiiiiiiiieeeeeeeeces 5
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