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Abstract

This document lays the foundation for developing a "Trust
Framework" in alignment with the revised elIDAS Regulation,
aiming to transform EU social security systems through digital
methods for issuing and authenticating entitlement documents.
It assesses governance structures, defines stakeholder roles,
the EUDI Wallet ecosystem, including the European
Commission’s elD services.

The document emphasises verifiable credentials and self-
sovereign identity systems to empower individuals with greater
control over their personal information. It serves as an
onboarding guide for stakeholders, detailing the processes,
benefits, and technical aspects of integrating with the DC4EU
project's digital trust framework.
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EXECUTIVE SUMMARY

One of the main goals of the revised eIDAS Regulation (Recital 4, Regulation (EU) 2024/1183
of The European Parliament and of The Council) is to create safe and secure services:

The ‘European Declaration on Digital Rights and Principles for the Digital Decade’ (Recital 4,
Regulation (EU) 2024/1183) proclaimed by the European Parliament, the Council and the
Commission (the ‘Declaration’), underlines everyone’s right to access digital technologies, products
and services that are safe, secure, and privacy-protective by design. This includes ensuring that all

people living in the Union are offered an accessible, secure and trusted digital identity that enables
access to a broad range of online and offline services, protected against cybersecurity risks and
cybercrime including data breaches and identity theft or manipulation. The Declaration also states
that everyone has the right to the protection of their personal data. That right encompasses the
control on how the data is used and with whom it is shared.

To achieve this, a “Trust Framework” aligned with EU regulatory framework in Social Security
Coordination must be designed and implemented, ensuring that every actor can trust the
relevant aspects of their interactions.

The segment of the Trust Framework that addresses citizens and the European Digital |dentity
Walllet (EUDI Wallet) as an electronic identification means is developed at a higher level and
is not the primary focus of this work package. However, social security issuers and verifiers
must be able to perform basic checks to validate the citizens' identity (please refer to
Deliverable 6.1 “Business Blueprint’, Chapter 3.4 Trust Framework, pp. 42-44). The
onboarding of citizens using the PID and the EUDI Wallet is addressed elsewhere (please refer
to “WP 4 Deliverable 4.2 Onboarding Process Analysis”).

More directly relevant to WP 6, social security, is the need to create and implement Trust
Framework building blocks for credential issuers and verifiers, which are to be validated by the
EUDI Wallet and relying party instances. In Social Security Coordination, issuer systems and
applications starting the verification process are considered as relying party instances.

This document presents a comprehensive analysis of the onboarding processes for issuers of
electronic attestations of attributes in Social Security Coordination, as well as for relying parties
acting as verifiers, within the framework of the EUDI Wallet.

The report details the procedures for integrating attestation providers and verifiers from
different business domains of Social Security Coordination into the EUDI Wallet ecosystem. It
also facilitates the configuration of the piloting infrastructure for Social Security Coordination
within the EUDI Wallet trust framework. This report is based on draft implementing acts, and
on the Architecture and Reference Framework 1.5 (ARF). Ensuring compliance with the ARF,
elDAS Regulation, and the Social Security Coordination framework is a key objective.
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1 INTRODUCTION

1.1 LEGAL FRAMEWORK

Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024
establishes the conditions under which Member States are to provide and recognise European
Digital Identity Wallets; lays down rules for trust services, in particular for electronic transactions;
and establishes a legal framework for electronic attestation of attributes (Article 2 amended
elDAS Regulation).

Electronic attestations of attributes (EAAs) are attestations in electronic form that allows
attributes to be authenticated (Article 3(44) amended elDAS Regulation), where attributes are
characteristics, qualities, rights or permissions of a natural or legal person or of an object (Article
3(43) amended elDAS Regulation).

Recital (55) of Regulation 2024/1183 states that “any service provider that issue attested
attributes in electronic form such as diplomas, licences, birth certificates or powers and
mandates to represent or act on behalf of natural or legal persons should be considered to be a
trust service provider of electronic attestation of attributes”.

The elDAS Regulation applies to trust service providers established in the Union (Article 2(1)
amended elDAS Regulation). Nevertheless, it does not apply to the provision of trust services
that are used exclusively within closed systems resulting from national law or from agreements
between a defined set of participants (Article 2(2) amended elDAS Regulation). Thus, both
public sector bodies and private companies can establish their own system, giving legal or
contractual validity and recognition to their EEAs, but they will not be able to issue them to the
EUDI Wallet (EUDIW).

EAAs can be issued to a EUDIW by three different types of entities:

[1 Non-qualified trust service providers.
[J Public sector bodies responsible for an authentic source, or on their behalf.
Qualified trust service providers.

Social security institutions are public bodies issuing attestations of attributes to be used in user
journeys across Europe in an open system involving relying parties from different business
domains acting as verifiers, which are not necessarily part of the Social Security Coordination
framework.

1.2 BACKGROUND AND CONTEXT

The DC4EU Social Security project is a ground-breaking initiative aimed at revolutionising
social security systems across the European Union. It introduces universally applicable digital
frameworks for issuing and authenticating entitlement documents, ensuring a more efficient,
secure, and interoperable system compared to traditional paper documents. This project aligns
with the broader goals of the EUDI Wallet ecosystem, which seeks to provide EU citizens with
a secure and convenient way to access a wide range of public and private services.

The elDAS (see 1.1 Legal Framework) Trust Framework aims to enhance trust in electronic
transactions within the European Union. Its key objectives include:

[J Interoperability: Ensuring that electronic identification and trust services are recognised
and accepted across all EU Member States, facilitating cross-border digital interactions.

The DC4EU project is Co-funded by
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[0 Security: Providing a secure environment for electronic transactions by setting high
standards for trust service providers and electronic identification schemes.

[0 Legal Certainty: Establishing a clear legal framework that defines the rights and
obligations of all parties involved in electronic transactions, ensuring that electronic
signatures, seals, and other trust services have the same legal standing as their traditional
counterparts.

[J User Control: Empowering users by giving them control over their digital identities and
ensuring they can access and use secure digital services across the EU.

[0 Market Development: Promoting the development of a single digital market by
encouraging the use of electronic trust services and products, thereby enhancing the
efficiency of public and private online services.

These objectives collectively aim to create a reliable and secure digital environment, fostering
trust and facilitating seamless electronic interactions across Europe.

A key aspect of the eIDAS Trust Framework is the emphasis on mutual authentication of actors.
This involves not only the authentication between the citizen and the credential issuer but also
the authenticity of all relying parties (including verifiers) towards the holder of a credential.

In the process of issuing social security credentials, it is essential for the credential holder to
confirm that the issuer is authorised to issue such credentials. Additionally, the issuer must
ensure that the credential request comes from a valid and verified digital identity with the highest
level of assurance. Similarly, during verification, the credential holder must confirm that the
verifier is authorised to request information from the holder’'s EUDI Wallet instance.

Additionally, the relying party must verify that the credential is used by the subject of the
credential or an authorised representative. To enable electronic verification, both issuers and
verifiers must be authorised based on their registration in a trust infrastructure, a process known
as “onboarding”.

1.3 PURPOSE AND SCOPE OF THE DOCUMENT

This document outlines the onboarding processes for PuB-EAA (Electronic attestation of
attributes issued by or on behalf of a public sector body) providers in Social Security
Coordination, the onboarding of relying parties acting as verifiers, the registration process of
schemas and policies within the framework of the EUDI Wallet. It serves as a blueprint for
different testing and piloting activities within the DC4EU project and details the procedures for
integrating these stakeholders into the DC4EU piloting program, ensuring compliance with the
ARF, eIDAS Regulations, and the framework of Social Security Coordination.

The core of the trust infrastructure is based on traditional public key infrastructures using trusted
lists. The primary objective of this document is to define the basic building blocks for establishing
the trust relationships between the stakeholders on a national and European level.

1.4 EAAS ISSUED BY PUBLIC SECTOR BODIES RESPONSIBLE FOR AN
AUTHENTIC SOURCE, OR ON THEIR BEHALF

The scenario in the revised elDAS Regulation, relevant to Social Security Coordination, involves
Electronic Attestation Attributes (EAAs) issued by public sector bodies responsible for
maintaining authentic sources, or by entities acting on their behalf (PuB-EAA providers).

In this case, the trust model foreseen in the amended elDAS Regulation, is applicable and
implies the following:
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[

The natural or legal person wishing to act as a public sector body responsible for an
authentic source, or to issue on their behalf, designs its service ensuring a level of
reliability and trustworthiness equivalent to qualified trust service providers. This includes
meeting the requirements for the PuB-EAAs they provide, implementing the EUDIW
protocols and interfaces (currently, ISO/IEC 18013-5:2021 and ISO/IEC TS 18013-
7:2024), and adhering to any applicable formats for electronic attestations of attributes
(currently, ISO/IEC 18013-5:2021 and ‘Verifiable Credentials Data Model 1.1°, W3C
Recommendation, 3 March 2022).

The PuB-EAA provider demonstrate to a designated national body that it fulfils the legal
requirements for issuing PuB-EAAs.

The national body notifies the European Commission (EC) the PuB-EAA provider.

The EC registers the provider on the official Trusted List.

The PuB-EAA provider needs to acquire a qualified electronic signature or seal,
supported by a qualified certificate containing a specific set of certified attributes in a
form suitable for automated processing. This certificate must: (i) confirm that the issuing
body is established in accordance with EU or national law as the responsible entity for
the authentic source on which the electronic attestation of attributes is based, or as the
body designated to act on its behalf; (ii) provide data that unambiguously represents the
authentic source referred to in point (i); and (iii) identify the EU or national law referred
to in point (i).

The PuB-EAA provider registers as a relying party of EUDI, indicating its intention to use
the EUDIW to issue non-qualified EAAs.

A provider of wallet-relying party access certificates issues a wallet-relying party access
certificate (authentication) and, eventually, a wallet-relying party registration certificate
(authorisation), to the PuB-EAA provider. The public sector body shall be registered with
the following entitlement: “PuB-EAA Provider’ to express the entitlement of the wallet-
relying party as a provider of electronic attestations of attributes issued by or on behalf
of a public sector body responsible for an authentic source”.

The PuB-EAA provider issues PuB-EAAs to the EUDIW.

PuB-EAAs benefit from the principle of equivalence of Article 45b (2) of the amended elDAS
Regulation: “A qualified electronic attestation of attributes and attestations of attributes issued
by, or on behalf of, a public sector body responsible for an authentic source shall have the same
legal effect as lawfully issued attestations in paper form”.

PuB-EAAs also benefit from the cross-border recognition effect set forth in Article 45b (3) of the
amended elDAS Regulation:

“An attestation of attributes issued by or on behalf of a public sector body
responsible for an authentic source in one Member State shall be recognised
as an attestation of attributes issued by or on behalf of a public sector body
responsible for an authentic source in all Member States”.

From the perspective of this trust model, a relying party can trust the correctness of the attributes
contained in the EAA by verifying the qualified electronic signature or qualified electronic seal,
and by inspecting the corresponding certificate along with the trusted list.

However, this trust model can be extended with additional mechanisms for automated trust
processing according to industry-specific requirements.

The DC4EU project is Co-funded by
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1.5 TESTING AND PILOTING

The testing and piloting phases of the EUDI Wallet ecosystem (see Figure 1) are crucial for
validating the capabilities of the EUDI Wallet ecosystem. The primary objectives for
implementing and testing onboarding processes include:

O

O
O
O

Assessing the feasibility, effectiveness and scalability of the trust model.

Evaluating the potential impact on the governance process in the social security domain,
including improvements in efficiency, security, and user experience.

Identifying and addressing any technical, organisational, or business challenges that may
arise during implementation.

Providing recommendations on the governance of the trust model for Social Security
Coordination.

AUTHENTIC SOURCE

Business Decision
Notification Service m
Pick Up System

ATTESTATION DATA

m (I REQUEST OF CREDENTIAL (@ REQUEST FOR INFORMATION m
ISSUANCE OF CREDENTIAL 35 PRESENTATION OF INFORMATION 5}
STORAGE IN o

=2

OpenlD for Credential Issuance OpenlD for Verifiable Presentations
Final Toalbox ARF elDAS rules will apply m Final Toolhox ARF elDAS rules will apply

ISSUER SYSTEM APP FOR VERIFICATION

REVOCATION CHECK
VERIFICATION VERIFIER
POLICY COMPLIANCE

% REVOCATION CHECK

REVOCATION OF CREDENTIAL %
&z %2 VERIFICATION ISSUER

e
s

TRUSTED SOURCES |

Specific Trusted List implementation
Machine readable governance
Revocation check service

Public Keys of Issuers
Register of Relying Parties
Register of Schemas
Embedded Discl e Policy

L Revocation List

FIGURE 1: CONCEPTUAL MODEL FOR THE EUDI WALLET ECOSYSTEM FOR SOCIAL SECURITY COORDINATION
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2 BUILDING TRUST WITH ISSUERS AND VERIFIERS

2.1 INTRODUCTION

When a EUDI Wallet instance seeks to retrieve an attestation of attribute issued by or on behalf
of a public body (PuB-EAA), such as a PD A1 or an EHIC, the issuer must present Issuer
Authorisations to the wallet. These authorisations confirm the issuer’s right to issue a PuB-EAA,
such as the PD A1 or EHIC, and can be validated electronically.

When verifiers request information from a EUDI Wallet instance, they must authenticate
themselves using registration certificates and may also present Verifier Authorisations via
access certificates. These authorisations confirm their right to request information from specific
PuB-EAA types (e.g., EHIC or PD A1). Social Security Coordination may define disclosure
policies to govern and limit the sharing of personal or confidential information, based on the
verifier authorisation. The final decision to disclose any information rests with the user’s explicit
consent.

Many of the involved parties operate across all business domains and do not have a direct
connection to DC4EU. Simulated environments and mock interfaces are employed to
incorporate external stakeholders into the piloting framework. Nevertheless, to enable a full-
scale deployment of the social security use cases in a production environment, the procedures,
infrastructure, registration, and accreditation processes for issuing EUDI Wallets and identities
must be established across Europe.

For DC4EU WP, the primary requirement is to integrate trust relationships between credential
issuers and verifiers, validated by citizens’ wallets, within the overall trust model (see Figure 2:
Abstract model for the Trust Framework). This integration is a critical component of the testing
and piloting activities.

PUB-EAA PROVIDER

COMMI ASTRUCTURE
[METADATA + URL OF THE TRUSTED LISTS)
EU COMMISION

FIGURE 2: ABSTRACT MODEL FOR THE TRUST FRAMEWORK
(BLUE: WALLET AND IDENTITY, RED: RELYING PARTY, GREEN: ISSUER)
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2.2 ROLES AND RESPONSIBILITIES

The elDAS Trust Framework encompasses a variety of roles essential for ensuring secure and
trustworthy electronic interactions across the European Union. Each role contributes to the
integrity and reliability of the system, from the repositories that store crucial information to the
service providers facilitating digital transactions. The following are the key roles defined in the
framework (see Figure 2: Abstract model for the Trust Framework, Source ARF) relevant to
Social Security Coordination:

[0 Wallet Providers: Wallet Providers are Member States, or organisations either mandated
or recognised by Member States, that make Wallet Solution available to Users. All Wallet
Solutions must be certified.

[J Person Identification Data (PID) Providers: These organisations supply the essential
identification data that verifies the identity of individuals within the digital wallet system.

[0 Trusted List Providers: These providers maintain and distribute lists of trusted entities
that are recognised and relied upon within the digital identity ecosystem.

[0 Electronic Attestation of Attributes (PuB-EAA), issued by or on behalf of a public sector
body responsible for an authentic source): these attestations confirm the authenticity of
specific attributes or data.

[0 Authentic Sources: These are authoritative sources of data, such as government
databases or other official records, that provide verified information used within the digital
identity system.

[0 Relying Parties: These organisations or services rely on the verified digital identity
credentials and attestations provided through the digital wallet to interact with individuals
securely.

[0 Conformity Assessment Bodies (CAB): These organisations evaluate and certify that
various components and services within the digital identity ecosystem meet established
standards and regulatory requirements.

[ Supervisory Bodies: These organisations oversee and regulate the digital identity
ecosystem, ensuring compliance with relevant laws, regulations, and standards.

[ Device Manufacturers and Related Subsystems Providers: These entities produce the
hardware and software components necessary for the secure functioning of the digital
wallet and its related subsystems.

O Attribute Schema Providers: These providers define and maintain the schemas or
structures used to represent different types of attributes within the digital identity system.

[0 National Accreditation Bodies: These organisations provide accreditation to conformity
assessment bodies, ensuring they are qualified to evaluate and certify components and
services within the digital identity ecosystem.

[0 Access Certificate Authorities: These authorities issue and manage digital certificates
that grant access to specific services or data within the digital identity framework.

2.3 PUBLIC KEY INFRASTRUCTURES AND TRUSTED LISTS

A Public Key Infrastructure (PKI) is a comprehensive framework designed to secure digital
communications using cryptographic techniques. It involves digital certificates to authenticate
the identity of users, devices, and organisations, ensuring the integrity, confidentiality, and
authenticity of data exchanged over networks.

PKIls play a crucial role in relation to trusted lists. Trusted lists, as specified under the eIDAS
Regulation, are essential for ensuring the legality and trustworthiness of electronic identification
and trust services across EU Member States. These lists, maintained by Member States or the
European Commission, contain details of (qualified) trust service providers and their services.
Digital certificates issued by trustworthy Certificate Authorities (CAs) are included in these
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trusted lists, establishing a cryptographic chain of trust within the PKI. This linkage ensures that
only services appearing on trusted lists are considered qualified, providing legal certainty to
users.

In the context of proving the authenticity of attributes issued by public bodies, PKls have been
identified as key concepts in both eIDAS 1.0 and elDAS 2.0. The proposed elDAS 2.0
Regulation aims to enhance these frameworks by emphasising the interoperability of trusted
lists with the new EUDI Wallet system, ensuring both compliance and seamless integration of
trusted services into the evolving digital identity ecosystem.

2.3.1 KEY COMPONENTS OF PUBLIC KEY INFRASTRUCTURES

In the context of Public Key Infrastructures (PKI), the following roles are particularly important:

1. Access Certificate Authorities

2. Conformity Assessment Bodies (CAB)
3. National Accreditation Bodies

4. Trusted List Providers

These roles work together to ensure the security, reliability, and trustworthiness of public key
infrastructures.

2.3.2 TRUSTED LISTS

A Trusted List is a publicly accessible resource that includes (qualified) trust service providers,
such as competent institutions of Social Security Coordination, and the trust services they
provide (e.g., issuing of PuB-EAAs e.g. EHIC and PD A1). These lists designate the listed
services as qualified and legally recognised. Essentially, a Trusted List is a repository containing
information about the status and trustworthiness of digital certificates issued by various
Certification Authorities (CAs).

The EUDI Trust Framework on the European level mainly consists of trusted lists (of trusted
lists), pointing to the relevant trusted list in the member states.

A Trust Anchor serves as a foundational element within a Trusted List entry, representing a
highly reliable entity or certificate. A trust anchor is a combination of a public key and the
identifier of the associated entity, allowing verification of signatures created by that entity.

Relying Parties acting as verifiers of PuB-EAAs can use the trust framework to check the
issuer's certificate, validate the signature on the EAA, and confirm the role of the issuer (e.g.,
ensuring they are authorised to issue that specific type of credential).

EUDI Wallets can use Trusted Lists to verify the issuer's legitimacy or evaluate the authorisation
and registration of a relying party requesting information.

Issuer Systems can use the trust framework to identify issuers with highest level of assurance.

Four types of trusted lists are defined under the EUDI Trust Framework. The following Trusted
Lists are necessary for integrating Social Security Coordination within the EUDI Wallet
ecosystem

[J Wallet Providers Trusted List: The Wallet Solution provided by the Wallet Provider is
certified. If the registration and notification processes are successful, the trust anchor of
the Wallet Provider are included in a Wallet Provider Trusted List.
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[0 Identity (PID) Providers Trusted List: A PID Provider will register (PID Provider
Access Certificate Authority (CA)) itself with a PID Provider Trusted List in its Member
State. Subsequently, the Member State notifies the PID Provider to the European
Commission.

[0 PuB-EAA Providers (Issuers) Trusted List: A PuB-EAA Provider for Social Security
Credentials will register (PuB-EAA Provider Access Certificate Authority (CA)) itself
with a PuB-EAA Provider Trusted List in its Member State. Subsequently, the Member
State notifies the PuB-EAA Provider to the European Commission.

[J Relying Parties (Verifiers) Trusted List: A Relying Party will register itself (Relying
Party Instance Access Certificate Authority (CA)) with a Relying Party Trusted List in
its Member State. The Relying Party Instance Access CA Trusted List URL will be made
available to a common trust infrastructure maintained by the Commission, the so-called
List of Trusted Lists

The status of an entity as a trusted entity can be verified by checking whether they are present
on the relevant Trusted List. Trusted List Providers offer a registration service for the relevant
entities. Each Trusted List Provider determines the terms and conditions for entities to become
registered unless specified elsewhere (e.g., in sectoral rules such as those for Social Security
Coordination, as seen in ARF)

2.4 TRUST RELATIONS

Implementing a digital and interoperable trust infrastructure for Social Security Coordination
within the EUDI Wallet ecosystem is essential. Establishing various onboarding processes with
a robust governance model is essential to form the foundation for creating verifiable trust
relationships between different actors. The following topics are particularly important for Social
Security Coordination, (see ARF):

2.4.1 ISSUERS ONBOARDING

Social security is a meticulously regulated public service domain with responsibilities clearly
defined through legal mandates. In the context of the Electronic Exchange of Social Security
Information (EESSI) system, a repository for trusted actors in Social Security Coordination,
known as the EESSI Institution Repository (IR), has already been established (see Deliverable
6.1 “Business Blueprint®’, Chapter 3.2: Trust Framework). This Institution Repository includes
crucial elements such as official Institution IDs, validity statuses, and direct and indirect rules
regarding authorisations to issue certain documents. Although the registration of trusted actors
in the IR can serve as a model or issuer onboarding, the required certification schemes and
public key infrastructures may differ significantly.

When a Member State registers an Attestation Provider of social security credentials, the PuB-
EAA Attestation Provider Access Certificate Authority issues one or more access certificates
to the Attestation Provider. A PuB-EAA provider needs such a certificate to authenticate itself to
a Wallet Unit when issuing an attestation to it. An Attestation Provider access certificate
indicates that its subject is a PuB-EAA Provider.

Subsequently, the Access Certificate Authority is included in a PuB-EAA Access CA
Trusted List. This Trusted List contains at least the trust anchor(s) of the CA. A Wallet Unit can
use these trust anchors to verify a PuB-EAA Provider access certificate during the issuance of
an attestation.

PuB-EAA Providers, such as social security institutions, are presumed to issue only legally
permitted attestations and therefore do not require specific authorisation for each EAA type. This
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trust is warranted since these kinds of providers operate within a regulated framework and are
regularly audited. Therefore, EAAs from state-authorised registers automatically fulfil the status
of a QEAA and can be issued directly into the wallet.

DC4EU WP6 will define the necessary requirements to establish a PKI infrastructure for
issuers following the current situation for qualifying competent institutions (authentic
sources) as issuers of EHIC and PDA1.

2.4.2 RELYING PARTY ONBOARDING

Relying Parties are natural or legal persons that rely upon an electronic identification scheme or
on a Trust Service. In the social security, use cases they request attributes contained within a
PID and/or a PuB-EAA from the Wallet Unit, subject to the approval of the User and within the
limits of applicable legislation and rules (ARF).

The reliance on the Wallet Unit may stem from a legal obligation, a contractual arrangement, or
an internal organisational decision.

[0 A Relying Party Instance is a combination of hardware and software used by a Relying
Party to interact with a Wallet Unit. A Relying Party can use multiple Relying Party
Instances.

[0 A Relying Party will register itself with a Relying Party Registrar in its Member State. If the
registration process is successful, the Registrar includes the Relying Party in its public
registry.

The result of successful registration is:

[1 Access Certificates: Relying Party authentication is a process whereby a Relying Party
proves its identity to a Wallet Unit, in the context of an interaction in which the Relying Party
requests the Wallet Unit to present some attributes. Relying Party authentication is included
in the protocol used by a Wallet Unit and a Relying Party Instance to communicate and is
based on Relying Party Instance Access CA Trusted List.

[0 Registration Certificates: These certificates define the specific rights and authorisations
of the relying parties. Each Relying Party Instance must present its registration certificate
to the Wallet Unit when requesting information. The registration certificate includes the data
the relying party is intended to request, and this information can be processed by the wallet
and will be displayed to the citizen.

DC4EU WP6 will define the necessary requirements to establish a PKI infrastructure for
relying parties verifying EHIC and PDA1.

2.4.3 SCHEMA ONBOARDING AND CATALOGUES

Social Security Coordination must publish attribute schemas describing the structure of PuB-
EAAs issued (e.g. PDA1, EHIC), including the identifier, semantics, and encoding of all
attributes. These attribute schemas are published in Attestation Rulebooks.

The Rulebook for an attestation intended for cross-border and cross-domain use will be defined
by Social Security Coordination, with participation from all relevant stakeholders. It will also
prevent unnecessary differences in the syntax and semantics between similar attestations.

A catalogue of published Attestation Rulebooks will enable other entities such as Relying Parties
to discover which attestations exist within the EUDI Wallet ecosystem, and how attributes from
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these attestations can be requested and validated. The Commission sets out the technical
specifications, standards, and procedures for this purpose.

Attestation Rulebooks for Social Security Coordination PuB-EAAs used within the EUDI
Wallet ecosystem should be registered and published in a publicly accessible catalogue.

The Commission will take measures to establish and maintain the Attestation Rulebooks
catalogue. The Attestation Rulebooks catalogue will enable Attestation Providers, Relying
Parties and other actors in the EUDI Wallet ecosystem to know which attestation types exist,
and what are the identifiers, syntax, and semantics of all attributes that are part of the attestation.

DC4EU WP6 will deliver a rulebook for EHIC and PDA1, implemented as PuB-EAAs, for
piloting purposes. This Rulebook should serve as a blueprint for the official PuUB-EAA
Catalogue.

2.4.4 DISCLOSURE POLICY ONBOARDING AND ACCESS RIGHTS

During attestation issuance, a PuB-EAA Provider can embed a disclosure policy in the
attestation. Such an embedded disclosure policy contains rules determining which types of
Relying Party are allowed by the Attestation Provider to receive specific attributes from the
attestation (see, ARF). For credentials in Social Security Coordination this policy, which should
be embedded in all issued EEAs, must be defined on a European level.

National policies for restricting access to information for relying parties can be obtained using
Registration certificates (See chapter 2.4.2) issued during the onboarding process of relying
parties. However, the citizen retains final control over which information is disclosed to a Relying
Party, where discretion is permitted.

The implementation of a fine-grained selective disclosure policy, which allows for a common
European view on the access rights of different entities, is crucial for Social Security
Coordination. A canonical data model for the PuB-EAAs defined by Social Security Coordination
together with nationally certified access rights should guarantee privacy and security for the
citizen.

To ensure compliance with all legal aspects, it is essential to consider data minimisation,
attestations from authentic sources, and the wallet’s role as an electronic identification method.

Social security data are personal data issued by public authorities. Implementing a selective
disclosure policy that prevents data theft, data linkage, and fraudulent use to access services
and benefits is of utmost importance.

From a business perspective, the piloting should demonstrate at least two access models: ‘full’
and ‘reduced’ disclosure in order to highlight the implications of different policies.
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2.4.5 INTEROPERABILITY CONSIDERATIONS

Ensuring interoperability between various systems and actors is crucial for creating a trustworthy
EUDI Wallet ecosystem. This involves:

[J Establishing common standards and protocols for data exchange and communication.

[0 Facilitating cross-border recognition and acceptance of social security credentials and
attestations.

[J Enabling seamless integration with existing national and EU-level social security systems.

[0 Ensuring compliance with relevant regulations and standards to maintain data privacy and
security across borders.

DC4EU WP6 will conduct exercises, perform tests, and coordinate large-scale piloting to
achieve the required level of interoperability within the ARF framework.

2.5 COMPONENTS AND SERVICES FOR THE TRUST FRAMEWORK

The following UML diagram illustrates the trust and revocation management framework
underpinning the EUDI Wallet digital identity ecosystem. It highlights the interactions among key
entities, including Trusted Lists of Providers, Revocation Services, Issuers of Attestations,
Download Services, Citizen EUDI Wallets, and Verifiers.

Each component ensures the secure and auditable lifecycle of attestations, from issuance to
revocation. These interdependencies define the trust validation and revocation processes
throughout the PuB-EAA lifecycle, supporting compliance, strong security, and resilient digital
identity management.
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FIGURE 3: TRUST MANAGEMENT FRAMEWORK BASED ON EIDAS

As part of the DC4EU project, WP6 will pilot and validate components of this distributed
service architecture, following the specifications and implementations developed during
the project lifecycle.
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