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Abstract

The document provides a detailed exploration of the roles and
responsibilities of authentic sources, issuers, and verifiers
within the elDAS Trust Framework. It outlines technical
patterns for credential issuance, including direct and delegated
models, and describes the architectural components required
for secure and interoperable digital public services.
Additionally, it highlights mechanisms for ensuring data

protection, transparency, and accountability, including
credential retrieval and revocation processes.
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contained herein.
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1 INTRODUCTION

The evolution of the European Union Digital Identity Wallet (EUDIW) and the introduction
of Public Electronic Attestations of Attributes (PuB-EAAs) mark a significant milestone in
the digital transformation of public services, including cross-border social security
coordination.

In this context, public sector bodies may either issue PuB-EAAs directly or delegate issuance
to another entity acting on their behalf. This document outlines the legal and technical
structure for both approaches under eIDAS 2.0 and highlights the backend integration.
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2 USE CASE CONTEXT: SOCIAL SECURITY COORDINATION

EU regulations and associated decisions, such as implementing measures under Regulation
(EC) No 883/2004, establish the structure, format, and verification rules for traditional
coordination documents. However, they lack specific technical or legal frameworks for their
digital counterparts. Consequently, a regulatory gap exists regarding the digital issuance,
verification, and acceptance of such documents.

The revised elDAS Regulation (2024) introduces Public Electronic Attestations of
Attributes (PuB-EAAs), which offer a robust foundation to address this gap. PuB-EAAs
enable trusted and interoperable digital representations of entitlements governed by social
security coordination.

Competent institutions involved in social security coordination can issue PuB-EAAs, providing
official and reliable proof of entitlements through the EUDIW. The designation and qualification
of competent public authorities responsible for issuing credentials in this field are determined
by national law and listed in a publicly accessible registry.

Each Member State retains the legal authority to identify organisations considered authentic
sources or authorised issuers within the social security context. Upon onboarding into the
elDAS trust framework, these entities gain the ability to issue PuB-EAAs that are interoperable,
privacy-preserving, and legally recognised across the EU. PuB-EAA providers can either be
an authentic source or an institution acting on behalf of an authentic source.

The issuance of social security coordination entittlement documents requires an application
process. Since these processes are already well established in social security, the necessary
additional step in this process is to implement a demand request that mandates the issuance
of digital credentials. This demand request consists of the handover of attestation data to the
issuer software of the PuB-EAA provider.

The revocation of social security coordination entitlement documents requires the
implementation of an authentic source request to revoke the associated digital credential. This
request must include a unique reference to the specific document and is submitted by the
authentic source to the issuer software of the PuB-EAA provider.

The PuB-EAA provider (simply referred below as “issuer’) must implement software
components to process issuance and revocation requests. Upon receiving issuance requests,
verifiable digital credentials will be prepared for issuance to a valid EUDIW instance associated
with a base identity (PID) according to a defined credential profile. A revocation request will
trigger the addition of the credential reference to a revocation list.
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3 ISSUER

3.1 LEGAL FOUNDATION

In alignment with eIDAS 2.0 and the Architecture Reference Framework (ARF), entities
responsible for issuing PuB-EAAs whether directly or as representatives of an authentic
source, are required to adhere to specific onboarding, trust, and conformity standards.

Key principles:

There is no differentiation in the level of assurance regarding attestation holder identification,
interoperability, or cross-border recognition between direct issuers and delegated issuers.

The issuer (which may or may not be the authentic source) holds legal accountability for the
accuracy, security, and cryptographic validity of the PuB-EAA. Issuers must fulfil the following
criteria based on elDAS Art. 45f, Annex VII.:

[0 Be officially registered in the national trusted lists which are recognised on a European
level.

[0 Demonstrate conformity with ARF protocols and utilise qualified signatures or seals.

[0 The registration and qualified signature or seal must indicate that the issuer is
established in accordance with Union or national law as acting on behalf of the authentic
source.

[0 At least for the PID validation, each Issuer as a “Wallet Relying Party” also needs
“Verifier” capabilities and a corresponding accreditation (see chapter 4).

3.2 ROLE OF AUTHENTIC SOURCES AND DELEGATED ISSUERS

Figure 1 illustrates the interplay between these roles, emphasizing their distinct yet
interconnected responsibilities within the digital credential ecosystem.

Role Descriotion elDAS Trust Issues
P Framework PuB-EAAs

Authentic i o

The originator of authoritative data
SOL_Jrce nqt (e.g., national social fund) X Not onboarded | X No
acting as issuer
Authentic . o

. Public body issuing PuB-EAA .

SOt.Jrce acting directly (the authentic source) Required Yes
as issuer
Delegated . o ;

Trusted third party issuing using .
LS:::I;)(on data from authentic source g VES

FIGURE 1: ROLE OF AUTHENTIC SOURCES AND DELEGATED ISSUERS

Regarding the technical architecture, this means:
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3.2.1 Issuer as Authentic Source

If Issuer and Authentic Source are the same organisation, all components are deployed in the
same system:

REQUEST VERIFIABLE CREDENTIAL
PRESENTS DIGITAL IDENTITY

PUB EAA Provider /
Authentic Data

Notification Service BT ST

. Identity Matching ISSUE VERIFIABLE CREDENTIAL
[T U.p Systenj Download Service
Revocation Service

e el el EUDI Wallet Communication

~

TRUST INFRASTRUCTURE,

Revocation List
Issuer List
Wallet List

PID Provider List

FIGURE 2: DIRECTLY ISSUING PUB-EEAS USING A TYPICAL SERVICE STACK

3.2.2 Delegated Issuer (on Behalf of an Authentic Source)

If an Institution issues PuB-EAAs on behalf of an Authentic Source, the components are
separated and connected via APlIs:

REQUEST VERIFIABLE CREDENTIAL
PRESENTS DIGITAL IDENTITY

EAA Issuer Software

Pick Up System

PUB EAA Provider /
N 4
Authentic Data })»
Datiication Service EUDI Wallet Communication ISSUE VERIFIABLE CREDENTIAL
Revocation Service API

Identity Matching

: . . Verify Attributes
Ver!ﬁcatlon Service @« ED e el
Attestation Data Upload
h.

TRUST INFRASTRUCTURE,

Revocation List
Issuer List
Wallet List

PID Provider List

FIGURE 3: DELEGATED ISSUING OF PUB-EEAS USING A TYPICAL SERVICE STACK AND HARMONISED INTERFACES
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3.3 TECHNICAL PATTERN: OVERVIEW ON ARCHITECTURE AND
COMPONENTS

Within the legally defined framework, different options for a technical architecture are possible
(also according to national or institutional specifics). In alignment with other WPs, a technical
approach for an “Issuer System” was created. The key components on the Issuer side, which
must be connected via interfaces and are supplemented by common components like the trust
infrastructure, are:

[0 The Authentic Source’s backend
o Provides the data based on business decisions
[0 The Issuer System Data Store
o Contains the data which was sent from the Authentic Source’s backend. The Data
Store was developed to allow a proactive “push scenario” - as an on-demand “pull
scenario” might cause bigger challenges.
[0 The Generic Issuer System
o Performs the central steps, e.g. wallet communication, validations, identity
mapping, VC creation incl. signing/sealing.
[0 The Notification System
o Serves as a component to inform a citizen that a credential is ready for pickup.
[0 The Issuer Portal
o Can be used by citizens to select credentials they want to download.

The architecture and component interplay of the Issuer System is specified under
https://github.com/dc4eu/vc/blob/main/standards/api specification.md and can be illustrated
as follows:

Architecture & Component interplay

Overview

- =<

Notification
Authentic
Source

Social Security
Coordination Issuer System
Data Store

Pick-up

Download

Identity Issuer System
Mapping (Generic)
Social Security

Revocation Coordination Key mana- Protocol
gement converter

Onboarding
Tool
=) AP
- . Trusted Registries
W) Citizen Interaction

FIGURE 4: THE ARCHITECTURE AND COMPONENT INTERPLAY OF THE ISSUER SYSTEM
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The developed APIs can be seen in the following figure:

Architecture & Component interplay

Endpoints overview

Notification

Authentic A <
.

Juplaad Issuer
Inotification  Jidentity System
feonsent Jeocument

l Data Store l

Issuer
fdocument/collectid fdocument

Pick-up

. Download

Identity fidmapping Jportal Syster.n
Mappin (Generic)
: —
Revocation Jstatus -K;:::ta
fdocument/revoke p[cto:to[
converte

) APl I
- . Trusted Registries
) Citizen Interaction

FIGURE 5: ARCHITECTURE AND COMPONENT INTERPLAY - ENDPOINT OVERVIEW

The distribution of the components depends on the constellation between Authentic Source
and Issuer.

3.3.1 Issuing on Behalf

A common model in public service, especially in social security coordination is that a national
gateway authority or similar entity acts as the trusted issuer on behalf of the authentic
source. The backend communication can rely on secure, auditable channels or non-qualified
Electronic Attestations of Attributes (NQEAAs).

Key steps:
1. Authentic Source provides verified data to delegated issuer

o The authentic source demands the preparation of credential issuance (Push) or
provides information upon request by the issuer (Pull).

o The data is provided via API exchange with structured messages (e.g., REST-
Call, EESSI SED, or non-qualified EAA; see Data Store API specification).

o The EAA or API exchange contains information on domain specific identity data.

o The Authentic Source provides information on credentials which shall be revoked.

2. The citizen is notified that a credential is ready for pickup at a download
portal/service

o The notification can be executed by the Authentic Source or by the delegated
issuer.

o The notification can contain a link to a download portal or directly a pickup code.

o A download portal can be provided by the delegated issuer or the Authentic

Source.
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3. Delegated Issuer:

o Provides the download service

May offer various authentication methods with level of assurance high, but must

offer PID authentication

Performs integrity and policy checks for the data provided by the Authentic Source

Handles the citizen’s pickup request

Authenticates itself toward the citizen’s wallet

Checks the citizen wallet’s authenticity and status

Requests and receives Person Identification Data (PID)

Performs Identity Mapping (unambiguous citizen identification with LoA High)

Creates PuB-EAA with qualified signature/seal (remote or self-administrated) and

issues it with cryptographic binding to a wallet instance

Logs issuance and retains proof of source/origin

o Processes revocation information from the authentic source, submits it to the Trust
Infrastructure and stores it in the Data Store

O O 0O O O O O o

O

4. The citizen:
o Picks up the credential offer and requests issuance at the download service
o Selects authentication method (if deviating from PID authentication)
o Checks Issuers authenticity and status
o Gives consent and presents Person Identification Data (PID)
o Receives PuB-EAA in the EUDIW
o The wallet logs the transaction and validates the received PuB-EAA
o Is ready for secure cross-border presentation

Use of NQEAAs in Closed Systems: While NQEAAs are not suitable for presenting public
service credentials in cross-border or cross-sectorial contexts, they remain highly relevant for:

[0 Backend data sharing between trusted institutions.

[0 Application within closed networks or federated systems, such as:
EESSI (Electronic Exchange of Social Security Information).
Platform-based information sharing (e.g., OOTS).
Back-office systems

Registration and Administration systems.

o O O O

In these scenarios, NQEAAs serve as trustworthy, digitally signed data artifacts, supporting
processing, validation, and traceability within closed systems, without requiring full integration
into the elDAS trust framework.

3.3.2 DC4EU Approach

Instead of relying on a traditional credential offer, DC4EU has introduced a more suitable
mechanism: the “pickup code.” This pickup code includes the following elements:

[0 The URL of the Issuer's download service
[0 Either a long-lived DocumentID or a short-lived CollectionlID, depending on the decision
of the Authentic Source

In addition to this “notification and pickup” flow, which can be executed in four distinct
scenarios, a fifth scenario has been introduced: Scenario 5 — “Using the Wallet Only with
Selection Capability.” This scenario enables the user to initiate credential retrieval directly
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from the wallet, without the need for a QR code, link, or portal. It envisions a more autonomous
interaction where the wallet itself can approach an Issuer to request credentials.

While the concept is defined, further specification work is needed, particularly concerning the
protocols involved. To support this scenario, the necessary backend endpoints have already
been developed and are included in the current specification.
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4 VERIFIER

4.1 LEGAL FOUNDATION

The verification of Public Electronic Attestations of Attributes (PuB-EAAs), within the context
of the European Union Digital Identity Wallet (EUDIW), must comply with the legal and
technical provisions established under eIDAS 2.0, the Architecture Reference Framework
(ARF), and the associated Implementing Acts regulating the registration and conduct of
wallet-relying parties.

These instruments ensure that verifiers, typically public or private sector entities, uphold data
protection principles, adhere to national and European legislation, and enable
interoperability across borders. In operational terms, a verifier is any entity receiving and
evaluating a credential presented by a citizen through their EUDIW.

4.2 ROLE OF VERIFIERS

Verifiers (wallet-relying parties) play a critical role in ensuring trust, legal compliance, and
interoperability during credential validation.

Verifiers are institutions or bodies that process verifiable credentials for the purpose of
establishing rights or entitlements. Within the social security domain, these may include
competent institutions and authorities such as health agencies, employment services, or cross-
border coordination bodies.

Their role is to confirm credentials, entitlements or attributes under specific legal or
administrative mandates (e.g., verifying EHIC eligibility or PD A1 issuance).

The responsibilities of verifiers include:

1 Verifying the credential’s origin and ensuring it has been issued by a duly onboarded
and trusted entity.

[0 Validating the cryptographic integrity and metadata associated with the credential.

[0 Confirming the credential’s revocation status and validity.

[0 Enforcing relevant verification policies and logic based on domain-specific
requirements.

Under both the GDPR and the elDAS 2.0, verifiers must not access or request more data than
permitted under national or EU legislation. All data requests must comply with the principle of
purpose limitation and be directly linked to a legal mandate. These obligations must be
technically enforced through constraints defined at the time of verifier registration.

Each credential presentation must be validated against the applicable legislation-based
limits, and the associated legal basis must be both recorded and auditable.

According to the Implementation Act, verifiers must:

[0 Be registered in accordance with national and EU processes.

[0 Explicitly declare the attributes they intend to request and the legal basis for doing
SO.

(0 Ensure that any data request is limited to the intended use declared during
registration.
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Importantly, the legal framework does not explicitly include citizens as verifiers. Therefore,
the framework as it stands primarily supports institutional relying parties. However, user-to-
user interactions may fall under the principle of data sovereignty, where the wallet holder
shares data with another individual without that individual being formally recognised as a
verifier under the regulation.

4.3 TECHNICAL PATTERN: VERIFICATION AND VERIFICATION
POLICY

Verification comprises both front-end (wallet-to-verifier-app) interactions and back-end
validation processes in institutional systems. The sequence is governed by strict legal and
technical safeguards.

Key verification steps include:

1. Credential Reception: The verifier receives the credential presentation via wallet
interaction, typically through a QR code scan or digital handover.
= Ensures that data exchange is initiated securely and under the control of the wallet
holder, preserving user consent and system accountability.

2. Authenticity and Trust Check: The verifier validates the issuer’s status against
Trusted Lists and confirms the credential’s integrity, including signatures and issuance
metadata.
= Ensures that only credentials issued by qualified, onboarded entities are accepted,
and that no tampered or untrusted credentials enter the verification process.

3. Revocation Check: The verifier consults revocation infrastructure (Online Certificate
Status Protocol responders or Certificate Revocation List distribution points)
providing real-time or cached verification of credential status prior to acceptance.
= Ensures that only valid credentials are accepted during verification and that any
credentials which have been revoked, expired, or invalidated are reliably excluded from
use in verification workflows.

4. Ildentity Binding: The credential is verified to be bound to a valid EUDIW containing a
base identity (PID) to confirm it pertains to the holder presenting it
= Ensures that the subject of the credential matches the individual presenting it
supporting lawful use, fraud prevention, and strong identity assurance.

5. Policy Enforcement: Verification logic is applied based on the credential’s profile and
purpose. This may include threshold checks, entitlement rules, or temporal validity.
= Ensures that verification outcomes are compliant with domain-specific requirements
and legal entitlements, preventing misinterpretation or misuse of attributes.

6. Result Presentation: The verification result is presented within the verifier’s interface,
accompanied by audit logs or compliance metadata.
= Ensures traceability, transparency, and auditability of the verification outcome,
supporting institutional accountability and compliance oversight.

7. Proof of Verification: The verifier application creates and signs a proof of verification,
including timestamp, involved devices, verification result and credential presentation
identifiers and the status of the verification, notably without including personal data.
= Ensures lasting proof of verification that can be communicated and used in backend
processes.
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The process is constrained by both legal and technical safeguards to prevent unauthorised
data access. These safeguards enforce the principle that no verifier may request or access
more data than permitted by their national or EU legislation, as well as by the attributes
registered at onboarding.

4.4 ARCHITECTURE OVERVIEW: VERIFIER

The verifier component functions at the nexus of legal authority, user consent, and technical
interoperability. It interacts with the EUDIW ecosystem via standardised APIs and includes the
following essential subcomponents:

0 Credential Request Handler
o Interfaces with the EUDIW to initiate data requests in line with or based on the
verifier’s registration profile.
[0 Policy Enforcement Layer
o Ensures that requested attributes match the intended use and legal basis declared
at registration. Enforces purpose limitation by rejecting out-of-scope data
requests.
[0 Consent Management Interface
o Provides real-time user feedback, notification, and consent tracking when data is
requested. Ensures that users are informed and in control when a data request is
made, including just-in-time consent capture.
[0 Revocation Lookup Service
o Interfaces with revocation infrastructure and validates whether the presented
credential has been revoked or expired. Ensures a verification of the status of a
credential prior to acceptance.
[0 Audit and Compliance Layer
o Logs verification events, ensuring accountability and traceability, and enabling
retrospective inspection by competent authorities. Ensures that verifiers’ actions
remain auditable and demonstrably aligned with declared legal and technical
obligations.

This architecture ensures that verifiers operate within the legal perimeter established at
registration and enables effective enforcement of national data protection laws and cross-
border requirements under elDAS 2.0.

It also provides a mechanism to reconcile differences in national legislation through registration
constraints and verifiable system behaviour, thereby supporting transparency, accountability,
and fostering citizens’ trust in digital credential presentation across the European Union.
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5 CONCLUSION

Issuing PuB-EAAs, either directly by an authentic source or on its behalf, is fully compliant
with the elDAS 2.0 trust framework when the issuer is properly onboarded and the issuance
process meets ARF standards.

Authentic sources not acting as issuers do not need to join the trust framework but can provide
verified data through secure channels, including non-qualified EAAs, especially for closed
data exchange systems.

This model ensures:

[0 Full legal recognition
[0 Cross-border interoperability
[0 Trust and scalability for the future of digital public services
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