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Abstract This document serves as a comprehensive guide for 
implementing the Public Body Electronic Attestation of 
Attributes (PuB-EAA) model within the European social 
security domain. It outlines the conceptual framework, 
technical contributions, and operational requirements 
necessary for the issuance, presentation, and verification of 
digital credentials, such as PD A1 and EHIC, in alignment with 
EU initiatives like eIDAS 2.0 and ESSPASS. The document 
emphasizes privacy-by-design principles, proposing baseline 
verification and selective disclosure policies to ensure data 
minimization. It also provides actionable insights through an 
Initiatives Mapping and Alignment Checklist, detailing the legal, 
technical, and governance prerequisites for Member States. By 
leveraging real-world use cases, the document offers a 
blueprint for building a resilient, user-centric, and interoperable 
digital public infrastructure across Europe. 

Keywords DC4EU, CI, EAA, EHIC, eID, eIDAS, EUDIW, EUDIW Toolbox, 
ID, IR, Issuer, LoA, LSP, PD A1, PID, QR, VC, Verifier, VP 

 

 

Document Revision History 

Version Date Description of change List of contributors 

V1.0 02/06/2025 1st version of the document  Gerd Bauer 

V1.1 27/06/2025 1st version of the document for 
comments 

WP 6 Core Group 

V1.2 07/07/2025 2nd version of the document for 
comments 

WP 6 Partners 

V1.3 24/07/2025 Final Version WP6 Project Management 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Social Security Case Study 

The DC4EU project is Co-funded by 
the European Union’s Digital Europe 
Programme under Grant Agreement 
no. 101102611 Page III 

© 2023-2025 DC4EU 

DISCLAIMER 

The information, documentation and figures available in this deliverable are written by the 
"Digital Credentials for Europe" (DC4EU) project’s consortium under the EU’s Digital Europe 
Programme under Grant Agreement no. 101102611 and do not necessarily reflect the views 
of the European Commission. 

The European Commission is not liable for any use that may be made of the information 
contained herein. 

COPYRIGHT NOTICE 

© 2023-2025 DC4EU 

Project co-funded by the European Commission in the Digital Europe Programme  
 

Nature of the deliverable: R 

Dissemination Level 

PU Public, fully open, e.g. web x 

CL Classified, information as referred to in Commission Decision 2001/844/EC  

CO Confidential to DC4EU project and Commission Services  

 

* R: Document, report (excluding the periodic and final reports) 

  DEM: Demonstrator, pilot, prototype, plan designs  

  DEC: Websites, patents filing, press & media actions, videos, etc. 

  OTHER: Software, technical diagram, etc. 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Social Security Case Study 

The DC4EU project is Co-funded by 
the European Union’s Digital Europe 
Programme under Grant Agreement 
no. 101102611 Page IV 

© 2023-2025 DC4EU 

EXECUTIVE SUMMARY  

The digital transformation of public services across the European Union is accelerating, driven 
by the need for secure, seamless, and user-centric digital interactions. A central enabler of this 
transformation is the Public Body Electronic Attestation of Attributes (PuB-EAA) model, 
where legally competent public sector bodies issue digitally verifiable credentials that 
represent official facts, such as social security entitlements, legal status, or identity data. 

These credentials can be securely presented by individuals using the European Digital 
Identity Wallet (EUDIW) and verified by relying parties across Member States. The wallet 
enables the harmonised and secure presentation of identity data and other verified 
attributes, ensuring that both personal identity and associated rights (such as social security 
status) are consistently trusted and interoperable across borders. 

This case study presents the outcomes of the DC4EU (Digital Credentials for Europe) Large-
Scale Pilot in the social security domain, where the full lifecycle of PuB-EAA-based 
credentials was tested. The focus was on real-world issuance, storage, and verification of 
attributes such as the Portable Document A1 (PD A1) and the European Health Insurance 
Card (EHIC), two key credentials underpinning citizens’ rights in cross-border employment and 
healthcare. 

Key Results from the DC4EU Pilot: 

□ Successful Cross-Border Exchange: 
Social security credentials were digitally issued by competent authorities in one Member 
State and verified by relying parties (e.g., labour inspectors, health care providers, 
competent institutions) in others. 

□ Operationalisation of Roles: 
Public institutions demonstrated their readiness to act as trusted issuers or authentic 
sources of verified attributes, applying qualified electronic seals in accordance with 
revised eIDAS. 

□ Harmonised and Secure Attribute Verification: 
The EUDIW enabled the combined, privacy-preserving presentation of identity and 
social security data, ensuring that individuals were consistently and securely identified 
across different national systems. 

□ Empowered Citizens through the EUDIW: 
Participating citizens had full control over their digital credentials, choosing when and 
with whom to share their data, reducing paperwork and increasing trust. 

□ Verifier Integration and Workflow Triggering: 
Relying parties validated the credentials in real time and used them to trigger legally 
binding decisions and administrative actions (e.g., confirming social security affiliation, 
granting access to services, cost reimbursement). 

□ Alignment with EU Governance: 
The pilot leveraged semantic models developed within the European Social Security 
Pass (ESSPASS) initiative, adhered to eIDAS for legal and technical trust, and met the 
obligations of the Single Digital Gateway Regulation, enabling cross-border 
interoperability and policy coherence. 
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Strategic and EU-Level Relevance 

The DC4EU pilot demonstrated that the PuB-EAA model can serve as a foundational building 
block for trust-based, cross-border digital public services. It also proved that identity and 
attribute data, including sensitive information related to social security, can be presented and 
verified in a harmonised, secure, and privacy-respecting way using the EUDIW. 

The pilot further highlighted the crucial role of European-level governance in enabling this 
transformation: 

□ The ESSPASS initiative embedded in social security coordination should provide domain-
specific semantic data models, verification policies, and governance tools to ensure 
cross-border consistency and support the management of institutional change within the 
social security domain. 

□ Social Security Coordination should define the legal basis for issuance of digital 
entitlements, ensuring compliance with other EU regulations and alignment with existing 
coordination mechanisms. 

□ eIDAS 2.0 establishes the legal and technical foundations for trusted digital identity, 
qualified trust services, and cross-border credential recognition. 

□ The Single Digital Gateway Regulation and the Interoperable Europe Act ensure that 
secure, cross-border digital interactions become the default mode for accessing 
essential public services across the EU, by mandating interoperability, digital service 
availability, and semantic alignment. 

To scale this model, Member States must align legal mandates, technical systems, and 
institutional processes. This will ensure that public bodies, authentic sources, and verifiers are 
all capable of participating in the secure and harmonised ecosystem envisioned by DC4EU 
and the broader EU Digital Identity framework. 
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1 INTRODUCTION 

The European Union is moving towards a fully interoperable digital public space, where citizens 
can access services and assert their rights across borders through trusted, secure digital 
interactions. Central to this vision is the development of Public Body Electronic Attestation 
of Attributes (PuB-EAA). A model in which public sector entities act as trusted issuers of 
verifiable credentials. These electronic attestations contain validated attributes (such as 
entitlements, identity elements, or legal status) that can be presented via the European Digital 
Identity Wallet (EUDIW) and verified by relying parties in other Member States. 

The social security domain provides an ideal environment to test this model, given the long-
standing EU legal framework for coordination. Specifically, Regulations (EC) No 883/2004 
and 987/2009 which ensure that rights such as health coverage or pension contributions are 
portable across borders. However, the implementation of these rights still relies heavily on 
paper-based documents or fragmented digital channels. 

To address this gap, the DC4EU Large-Scale Pilot was launched to explore how credentials 
can digitise and simplify key processes such as the issuance of the Portable Document A1 
(PD A1). The pilot tested the lifecycle of digital credentials: issuance by social security 
authorities, storage by citizens in the EUDIW, and real-time verification by host country 
institutions (e.g., labour authorities) acting as relying parties. 

Crucially, the pilot was conducted in full alignment with the European Social Security Pass 
(ESSPASS) initiative, which is an initiative by social security coordination to support the cross-
border exchange and interpretation of entitlement documents specified in the coordination 
framework. ESSPASS also supports semantic interoperability, explores various policy and 
implementation options, and plays a key role in the management of change needed for 
sustainable adoption. 

This case study captures the operational results, strategic insights, and policy 
recommendations stemming from the DC4EU pilot. It highlights: 

□ The successful operationalisation of the PuB-EAA trust model in a high-impact public 
sector use case. 

□ The essential role of relying parties as verifiers of digitally issued attestations. 

□ The EU-level coordination required to ensure semantic consistency, regulatory 
harmonisation, and scalable implementation. 

Through the lens of social security, this document offers a blueprint for how the PuB-EAA 
model can help build a resilient, user-centric, and trustworthy European digital public 
infrastructure. 

 



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Social Security Case Study 

The DC4EU project is Co-funded by 
the European Union’s Digital Europe 
Programme under Grant Agreement 
no. 101102611 Page 2 

© 2023-2025 DC4EU 

2 CONCEPTUAL FRAMEWORK 

The shift toward interoperable, cross-border public services in the European Union requires 
more than technology. It demands a robust, standardised trust framework for the issuance 
and verification of verified electronic attributes. The PuB-EAA model defined in the revised 
eIDAS regulation provides the legal, technical, and operational structure to meet this need. 
Especially in domains like social security, where the recognition of rights depends on the 
credibility and accuracy of source data from public service. 

This chapter outlines the core concepts and architecture of PuB-EAA, its relationship to EU-
level regulations and programmes (eIDAS 2.0, ESSPASS, the Interoperable Europe Act), 
and national-level requirements for successful implementation. It concludes with a checklist of 
readiness and action points for both Member States and EU institutions. 

2.1 THE PUB-EAA MODEL  

A PuB-EAA is a verifiable credential issued by or on behalf of a competent public authority 
(e.g., a social security institution). It digitally certifies a factual or legal attribute, such as 
insurance coverage, employment affiliation, or eligibility for a benefit. 

Key characteristics: 

□ Digitally signed with a qualified electronic seal  

□ Structured using standard data models  

□ Associated with a verified identity, via the EUDIW  

□ Controlled by the citizen, who consents to share it with relying parties 

□ Verifiable by relying parties, using open standards and secure protocols 

2.2 ROLES AND TRUST MODEL 

The PuB-EAA model is based on a federated trust architecture that ensures the secure 
issuance, storage, and verification of electronic attestations of attributes. At the core of this 
model is a triangle of trust between three primary actors: issuers, holders, and relying 
parties, with the essential involvement of an authentic source behind every attestation. 

  



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Social Security Case Study 

The DC4EU project is Co-funded by 
the European Union’s Digital Europe 
Programme under Grant Agreement 
no. 101102611 Page 3 

© 2023-2025 DC4EU 

Key Roles in the PuB-EAA Ecosystem 

Actor Role Description 

Authentic 
Source 

Origin of 
Truth 

A legally recognised, authoritative institution that holds the 
original, verified data to be attested. PuB-EAA Issuers 
must extract and attest data directly from authentic 
sources to ensure integrity and trust. 

PID Issuer Identity 
Authority 

A trusted identity provider that issues the Person 

Identification Data (PID) within the EUDIW. The PID is the 

cryptographically verifiable identity anchor with which 

QEAAS and PuB-EAAs are associated. This ensures that 

attestations can be uniquely and legally linked to the 

individual. 

Issuer Trusted 
Public 
Authority 

A legally competent public body (e.g., a national social 
security institution) or a service provider acting on its behalf, 
that creates and digitally signs the verifiable credential 
based on authentic data. It guarantees the legal and factual 
accuracy of the attestation. 

Holder User in 
Control 

The citizen or resident or an authorised representative to 
whom the credential applies. The holder stores and 
manages the credential in their EUDIW, giving them control 
over when and with whom their attributes are shared. 

Relying 
Party 
(Verifier) 

Service or 
Decision 
Point 

The organisation (e.g., labour authority, customs office, 
health care provider) that receives and validates the 
credential to provide a service or take a legal decision. They 
trust the PuB-EAA because it is anchored in EU trust 
frameworks.  

TABLE 1: KEY ROLES IN THE PUB-EAA ECOSYSTEM 

2.3 TRUST FRAMEWORK FOR PUB-EAA MODEL IN SOCIAL SECURITY  

Implementing the PuB-EAA model across EU Member States requires a robust, transparent, 
and extensible trust framework. While eIDAS 2.0 provides a harmonised legal and technical 
foundation, the social security coordination community must develop domain-specific 
operational mechanisms. The DC4EU project plays a key role in bridging this gap by delivering 
reference processes, services, and preliminary policy instruments to support scalable 
implementation. 

This section outlines the shared responsibilities at EU, national, and domain levels, and 
incorporates the concrete support provided by DC4EU. 

 

2.3.1 Define and Maintain Clear Trust Relationships 

What eIDAS 2.0 provides: 

□ Legal recognition and administrative procedures for: 
● PuB-EAA issuers 

● Relying parties acting as verifiers 

□ Electronic identification and authentication via EUDIW (LoA High) 
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□ Specifications for qualified electronic seals and signatures 

□ Trusted Lists 

□ Trust services for wallet issuance 

What social security coordination must implement in the broader eIDAS context: 

□ Operational governance of trust relationships between: 
● Authentic sources and PuB-EAA issuers accreditation 
● Relying parties and authorised Issuers/Authentic Sources 

□ Formalise and govern the PuB-EAA Rulebook for Social Security Coordination, 
covering: 
● Credential schemas (e.g., EHIC, PD A1) 
● Selective disclosure and verification policies 

What Member States must implement: 

□ Establish secure interfaces for data exchange from authentic sources to PuB-EAA 
Issuers 

□ National trust registries and metadata management for: 
● PuB-EAA issuers 
● Relying parties acting as verifiers 

□ Synchronisation with EU trusted lists 

What DC4EU provides: 

□ Proposals for generic processes for issuance, presentation, and verification of PuB-
EAAs, based on the eIDAS ARF and related implementing acts 

□ Draft PuB-EAA Rulebook, including: 
● Preliminary governance structures 
● Use case coverage for EHIC and PD A1 
● Proposals for baseline verification and selective disclosure policies 
 

2.3.2 Ensure End-to-End Trust Across the Credential Lifecycle 

What eIDAS 2.0 provides: 

□ Person Identification and proof of legitimate possession through EUDIW and PID 

□ Legal status of credentials with qualified seals/signatures 

□ Auditability and legal validity of digital credentials 

□ Trusted Lists 

What social security coordination must implement: 

□ Aligned national processes for: 
● Credential application and issuance 
● Interface user authentication and verification (identity matching) procedures 

□ Auditability and data integrity monitoring 
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What Member States must implement: 

□ Identity matching procedures for cross border authentication and identification 

□ National strategy for issuing PuB-EAAs (centralised, decentralised) 

□ Metadata management to implement local policies 

What DC4EU provides: 

□ Generic lifecycle processes for issuing, presenting, and verifying PuB-EAAs 

□ Preliminary definitions and governance of: 

● Selective disclosure mechanisms 
● Baseline verification policy aligned with eIDAS ARF 
 

2.3.3 Enable Scalability Through Federated Governance 

What eIDAS 2.0 provides: 

□ Legal interoperability of trusted issuers, wallet solutions, and verifiers 

□ Common assurance levels and Wallet recognition 

What social security coordination must implement: 

□ National and sectoral federations of issuers/verifiers 

□ Governance alignment across domains (e.g., health, labour, pensions) 

What Member States must implement: 

Thousands of relying parties might not be able to independently manage direct trust validation 
across all issuers. 

□ Provide easily accessible verifier apps with low-effort onboarding. 

□ Empower intermediaries (e.g., national trust hubs, domain coordinators) to: 
● Validate credentials and metadata 
● Maintain national trust registries and pre-approved verification tools 

□ Provide clear onboarding guidance and legal clarity for relying parties 

What DC4EU provides: 

□ Federated reference architecture proposals for national and EU-level scaling 

□ Support for coordinated onboarding scenarios  

□ Exemplary integration patterns and interface proposals for intermediary functions for 
verifiers. 

□ Sample verifier implementation workflows and UI/UX models 
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2.3.4 Build Mechanisms for Trust Revocation and Change 

What eIDAS 2.0 provides: 

□ Frameworks for revocation of credentials, actors, and trust services 

What social security coordination must implement: 

□ Procedures for: 
● Issuer status changes 
● Revocation of credentials 
● Changes to authentic source availability 

What Member States must implement: 

□ Revocation service for PuB-EAAs and Relying Parties. 

□ Synchronisation with possible EU revocation services 

What DC4EU provides: 

□ A proposed revocation service, fully aligned with the ARF and reflected in the 
preliminary PuB-EAA Rulebook 

□ Guidance for lifecycle management and fallback mechanisms 
 

2.3.5 Conclusion 

The success of PuB-EAA in social security depends on a coherent, multi-level trust 
framework that integrates: 

□ eIDAS 2.0 for technical and legal assurance 

□ PuB-EAA rulebook for Socials Security Coordination for semantic and procedural 
governance 

□ Member State infrastructures for operational implementation 

□ DC4EU contributions for actionable tools, policies, and architecture templates 

By combining legal mandates, technical standards, and operational mechanisms, with strong 
support from DC4EU, Europe can enable seamless, secure, and citizen-centric delivery of 
digital public services across borders. 
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3 LEGAL AND POLICY FRAMEWORKS 

The successful implementation of Public Body Electronic Attestation of Attributes (PuB-
EAAs) across the EU is underpinned by a suite of legal instruments and governance 
frameworks. Together, these create the technical, legal, and semantic foundations necessary 
for trusted, cross-border digital public services. 

3.1 EIDAS 2.0 REGULATION (EU) 2024/1183 

□ Establishes the legal framework for the EUDIW and verifiable credentials. 

□ Defines requirements for Qualified Trust Service Providers (QTSPs), including 
electronic seals, signatures, and identity proofing. 

□ Enables cross-border recognition of high-assurance Person Identification Data (PID) 
through the Wallet. 

□ Serves as the primary legal and cryptographic trust foundation for all credential-based 

interactions in the EU.  

3.2 SOCIAL SECURITY COORDINATION FRAMEWORK (REGULATIONS 

(EC) NO 883/2004 AND 987/2009) 

□ Defines the legal and procedural basis for the coordination of social security rights 
across the EU. 

□ Ensures that entitlements such as health coverage, pensions, and employment-based 
rights are portable and enforceable across Member States. 

□ Requires Member States to recognise portable documents and certificates (e.g., PD 
A1, EHIC), which can now be digitised and verified using the PuB-EAA model. 

□ Operates through a network of liaison bodies, competent institutions, and EU-level 
oversight, which can now serve as governance actors and trust anchors in the PuB-EAA 
ecosystem. 

3.3 EUROPEAN SOCIAL SECURITY PASS (ESSPASS) INITIATIVE 

□ Develops and maintains semantic data models for critical social security attributes, such 
as the PD A1 and the European Health Insurance Card (EHIC). 

□ Defines governance mechanisms and interoperability rules for the digital exchange 
of entitlements and social security status across borders. 

□ Supports user journey alignment, ensuring legal clarity and functional equivalence 
between Member States. 

□ Acts as the domain-specific application of the PuB-EAA model within the social 
protection coordination framework. 

3.4 SINGLE DIGITAL GATEWAY REGULATION (EU) 2018/1724 

□ Mandates digital-by-default access to essential cross-border public services for citizens 
and businesses. 

□ Identifies key administrative procedures (e.g., proof of insurance, proof of employment) 
that increasingly depend on verifiable attributes. 
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□ Requires Member States to provide digital interfaces, which must interoperate with the 
EUDIW and PuB-EAAs for compliance and efficiency. 

3.5 INTEROPERABLE EUROPE ACT 

□ Introduces a structured governance framework for cross-border interoperability. 

□ Promotes the reuse of open standards, semantic models, and shared services across EU 
administrations. 

□ Establishes the Interoperable Europe Board, a central body for monitoring progress, 
managing updates, and coordinating horizontal enablers across domains. 

Together, these instruments provide a comprehensive and layered policy foundation for the 
implementation of PuB-EAAs. While eIDAS 2.0 and the Interoperable Europe Act enable 
secure and interoperable digital identity services, ESSPASS and the Social Security 
Coordination Framework ensure that domain-specific use cases are legally grounded, 
semantically aligned, and operationally feasible across borders. 
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4 TECHNICAL AND SEMANTIC ARCHITECTURE 

The PuB-EAA model is built on a modular, standards-based architecture that ensures 
secure, interoperable, and privacy-preserving issuance, exchange, and verification of digital 
credentials issued by public authorities. This architecture is fully aligned with the EUDIW and 
supports broad deployment across Member States, sectors, and public services. 

The model combines technical specifications (e.g., cryptographic containers, secure 
protocols) with semantic structures (e.g., data models, controlled vocabularies) to enable 
cross-border legal acceptance and trust. 

It reflects and implements the legal and governance principles set out in: 

□ eIDAS 2.0 Regulation – trust services, identity proving, and legal admissibility 

□ ESSPASS Initiative – semantic governance and credential policies for social security 

□ Social Security Coordination Framework (883/2004 & 987/2009) – portable 
entitlements and institutional responsibilities 

□ Interoperable Europe Act – horizontal enablers, testing, and semantic interoperability 

4.1  CORE COMPONENTS 

Component Purpose 

ESSPASS Data 
Models 

Semantic structures for attestation of attributes like PD A1 and 
EHIC 

EUDIW Secure storage and presentation with legitimate proof of 
possession for verifiable credentials 

PID Identity layer (LoA High) 

Qualified Electronic 
Seal 

Signature mechanism ensuring authenticity and non-repudiation 

Credential Formats Includes SD-JWT, mdoc 

APIs and Protocols OpenID4VCI, OpenID4VP, Issuer and Verifier APIs 

Trust and Metadata 
Services 

Lists and registries for issuer and verifier validation 

TABLE 2: CORE COMPONENTS OF THE ARCHITECTURE 

 

Recommendations for Technical and Semantic Alignment 

Use ESSPASS and EU-Governed Data Models for Semantic Interoperability 

□ Adopt the ESSPASS-defined data models for key social security credentials, including 
PD A1 and EHIC. 

□ Align EESSI semantics on identification with PID based identification schemes. 

□ Reuse common datatypes; ensure semantic extensions to preserve EU-level 
interoperability. 

□ Participate in EU-level semantic governance.  
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4.1.1 Embed Privacy and Data Minimisation by Design 

□ Choose credential formats that enable differentiated consent and selective disclosure 
(e.g., SD-JWT) 

□ Apply data minimisation at issuance: only include what is necessary for relevant use 
cases. 

□ Request data based on verification policies. 

□ Support combined attestations (e.g., one credential for both employment and social 
insurance) to reduce over-sharing. 

4.1.2 Ensure Identity Binding and Cryptographic Integrity 

□ Link all PuB-EAAs to the PID in the EUDIW, ensuring high-assurance identity binding. 

□ Require qualified electronic signatures or seals as per eIDAS 2.0 to guarantee: 
● Legal recognition 
● Authenticity 
● Non-repudiation 

□ Ensure credentials are verifiable offline and cross-border using: 
● Public keys 
● Trusted lists 
● Issuer APIs 

4.1.3 Standardise Wallet and Issuer Interfaces 

□ Implement standard protocols across wallets and verifiers: 
● OpenID4VCI / OpenID4VP for secure, interoperable credential flows 
● Proximity technology for physical-world interactions 

□ Provide Software Development Kits (SDKs), validator tools, and sample implementations 
to: 
● Accelerate adoption of issuance 
● Lower technical complexity for relying parties 

4.1.4 Establish Testing, Conformance, and Update Mechanisms 

□ Participate in interoperability sandboxes, such as those offered by DC4EU, to validate 
cross-border issuer-wallet-verifier workflows 

□ Implement mechanisms for: 
● Versioning of schemas 
● Controlled deprecation of legacy formats 
● Schema evolution and migration paths 

□ Use conformance profiles to define and certify implementation quality (e.g., “EUDI 
Wallet Compatible – Social Security Credential v1.0”) 

4.2 DC4EU CONTRIBUTIONS 

The DC4EU Large-Scale Pilot plays a pivotal role in operationalising the PuB-EAA model by 
delivering concrete technical artefacts, process blueprints, and governance elements. These 
contributions directly support Member States, public authorities, and EU-level bodies in 
achieving interoperable and trusted credential exchange, particularly in the context of social 
security coordination under the ESSPASS framework. 
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4.2.1 Technical and Operational Contributions 

□ Business Requirements Definition: Specification of end-to-end business and functional 
requirements for the issuance, presentation, and verification of ESSPASS-related 
documents (e.g., PD A1, EHIC), based on real-world social security coordination use 
cases. 

□ Reference Implementations: Development and testing of reference components for 
credential issuance workflows, including secure integration with authentic sources and 
legitimate possession via the EUDIW. 

□ Generic Credential Lifecycle Processes: Prototyping and piloting of generic processes 
for issuance, presentation, and verification, aligned with the eIDAS 2.0 Architecture 
Reference Framework (ARF) and draft Implementing Acts. 

4.2.2 Trust and Policy Instruments 

□ Prototype Revocation Service: A trust-model-compliant revocation mechanism, 
integrated into the PuB-EAA Rulebook draft. This service supports real-time validation 
and lifecycle governance of credentials. 

□ Baseline Rulebook for Social Security Credentials: Drafting of the initial version of the 
Pub-EAA Rulebook, covering key use cases (EHIC and PD A1), including: 
● Credential schemas  
● Issuance and expiration rules 
● Presentation protocols and user consent flows 

□ Verification and Disclosure Policies: Proposal of a Baseline Verification Policy and 
a Selective Disclosure Policy, enabling consistent enforcement of data minimisation 
and privacy-by-design principles across implementations. 

These deliverables from DC4EU offer a modular and extensible baseline architecture that 
Member States can adapt and scale, accelerating compliance with eIDAS 2.0 and facilitating 
the broader digital transformation of cross-border public services. 

4.3 CONCLUSION 

Without consistent implementation of shared credential formats, semantic alignment, and 
interoperable wallet-verifier interfaces, the vision of cross-border digital public services, 
anchored in the PuB-EAA model, cannot be fully realised. Close coordination between 
Member States, EU institutions, and domain-specific initiatives like ESSPASS and DC4EU is 
essential to unlock the full potential of the European digital trust infrastructure. 
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5 RESULTS FROM PILOTING IN DC4EU 

The DC4EU Large-Scale Pilot successfully validated the PuB-EAA model in realistic, cross-
border use cases within the social security domain. This included the digital issuance, secure 
storage, and real-time verification of entitlements such as the PD A1 and the EHIC, using the 
EUDIW in full compliance with the eIDAS 2.0 Regulation, the Implementing Acts, and the 
ARF. 

5.1 KEY FINDINGS 

The findings presented here are based on the practical validation of the PuB-EAA model 
during the DC4EU pilot. They assume alignment with the evolving technical specifications and 
governance principles under the eIDAS 2.0 Regulation, its draft Implementing Acts, and the 
ARF. Several standards referenced in this context, such as SD-JWT and mdoc, are still in draft 
or early adoption stages, and their integration into production ecosystems may evolve. 

□ EU-Level legal and technical foundations are largely operational 
The pilot confirmed that the core trust components of eIDAS 2.0, including the EUDIW, 
PID-based identity layer, qualified electronic seals, and supported credential formats, 
are largely mature and interoperable. The ARF explicitly supports: 
● SD-JWT: A compact credential format enabling selective disclosure, suitable for 

privacy-preserving use cases. 
● mDL / mdoc (ISO 18013-5/7): A mobile-native credential format designed for offline 

and proximity-based interactions. 

While these components are technically validated, their final adoption depends on the 
completion of standardisation and subsequent national integration. 

□ National adaptation remains essential for full implementation 
Despite strong EU-level specifications, Member States must still carry out key 
implementation tasks: 
● Provide a certified EUDI Wallet 
● Realise a minimum of 1 PID provider 
● Official designation of PuB-EAA issuers 
● Establishment of secure data flows from authentic sources 
● Integration of verification capabilities into national service portals and back-office 

systems 

□ Semantic interoperability requires structured governance 
Although core attribute sets have been standardised at EU level (e.g., under 
ESSPASS), aligning these models with national semantics and code lists remains 
complex. Harmonised semantic governance is needed to ensure consistent 
interpretation and cross-border data exchange. 

□ Relying Party enablement is a strategic bottleneck 
Institutions such as labour inspectorates, social insurance funds, and healthcare 
providers must be empowered to act as relying parties through: 
● Verifier APIs and wallet interfaces compliant with ARF protocols (e.g., OpenID4VP, 

mdoc) 
● Clear legal and technical guidance on accepting and processing verifiable 

credentials 
● Onboarding support and operational training to interpret assurance levels, 

validity, and disclosure policies 
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□ Stakeholder onboarding is conceptually clear, but metadata handling is still under 
development 
The ARF clearly defines the trust ecosystem, including the roles of Authentic Source, 
Attestation Provider, User and Relying Party. However, several challenges persist: 
● Runtime discovery and validation of metadata 
● Synchronisation of national and EU-level trust registries 
● Definition of policies for representation and delegation, which are still partially specified 

in current guidance. 
● Definition of common procedures related to nomination and registration with 

Accreditation and Supervising Bodies involved. 

This nuanced understanding reflects both the achievements and the open questions of 
implementing the PuB-EAA model at scale. It provides a realistic baseline for Member States 
and EU institutions to move from pilot to production, while continuing to refine technical 
standards, metadata infrastructure, and institutional responsibilities. Moving from pilot to 
production will require a structured, EU-wide rollout initiative. This should integrate: 

□ Technical implementation of credential lifecycle services (issuance, revocation, 
verification) 

□ Organisational readiness, including role designation, metadata governance, and trusted 
list integration 

□ Business process alignment to embed credentials into real-world procedures and user 
journeys (e.g., labour mobility, access to healthcare) 

5.2 DC4EU CONTRIBUTIONS TO ARCHITECTURE AND 
IMPLEMENTATION 

The DC4EU pilot contributed concrete, standards-based assets that align with the ARF and 
accelerate adoption: 

□ Generic Credential Lifecycle Processes 
Clear models for issuance, presentation, and verification of PuB-EAAs, including 
process logic, error handling, and user consent flows, tested with SD-JWT and mdoc-
based credentials. 

□ Prototype Revocation Service 
Designed according to ARF principles, enabling real-time status checking of credentials 
and integrated into the draft PuB-EAA Rulebook for Social Security Coordination 

□ PuB-EAA Rulebook for Social Security Coordination 
Covering the EHIC and PD A1 use cases, including: 
● Credential structures 
● Lifecycle and expiration rules 
● Verification protocols and interoperability expectations 

□ Baseline Verification and Selective Disclosure Policies 
Defining minimum technical and legal requirements for: 
● Trust validation 
● Selective attribute release 
● Compliance with data minimisation and purpose limitation 
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6 THE INITIATIVES MAPPING AND ALIGNMENT CHECKLIST  

Domain EU-Level 
Initiative 

Provides Requires National Action 

Legal & 
Governance 

eIDAS 2.0, 
ESSPASS 
Initiative, Social 
Security 
Coordination 
Framework 

Legal basis for PID 
and PuB-EAAs, 
qualified trust 
services, electronic 
seals, credential 
lifecycle governance. 

Designate competent issuing 
authorities; legally enable relying 
parties to act as verifiers; establish 
national registries (credential 
types, issuers, verifiers, metadata); 
provide onboarding frameworks for 
institutional stakeholders. 

Semantic 
Interoperability 

ESSPASS 
initiative, EESSI, 
PuB-EAA 
Rulebook 

Harmonised data 
models and semantic 
alignment for cross-
border attribute 
exchange. 

Map ESSPASS and PID attribute 
structures to national datasets; 
align with legal mandates of 
issuers and verifiers; maintain 
domain-specific semantic 
mappings; train issuers in semantic 
accuracy. 

Technical 
Architecture 

eIDAS Toolbox, 
Interoperable 
Europe Act, PuB-
EAA Rulebook 

Reference credential 
formats (e.g., SD-
JWT, mdoc), 
standard APIs, 
verifier and issuer 
protocol 
specifications. 

Deploy issuer systems with 
EUDIW compatibility; integrate 
verifier systems using standard 
APIs; secure authentic source data 
access; align national credential 
application and issuance workflows 
(e.g. PD A1); onboard technical 
teams managing these systems. 

Service 
Delivery & User 
Experience 

Single Digital 
Gateway 
Regulation, Social 
Security 
Coordination 

Legal obligation for 
digital-first, cross-
border public service 
access. 

Provide accessible credential 
issuance channels for citizens (e.g. 
through national portals or 
integrated wallet services); enable 
verifier-side interfaces and 
services; onboard citizens to use 
the EUDIW; ensure service 
continuity from verification to 
downstream outcomes (e.g. benefit 
processing). 

Trust 
Framework & 
Revocation 

eIDAS 2.0, 
Interoperable 
Europe Act, PuB-
EAA Rulebook 

Trusted list 
structures, 
revocation methods, 
metadata 
interoperability, 
selective disclosure 
policies. 

Maintain and publish trusted lists 
for issuers and verifiers; establish 
credential status and revocation 
mechanisms using authentic 
source data; ensure verifiers can 
check status in real time; onboard 
relevant actors to metadata 
handling procedures. 

Change 
Management & 
Scalability 

ESSPASS 
initiative, 
Interoperable 
Europe Act 

Governance 
structures, 
conformance testing, 
rollout coordination, 
stakeholder 
engagement models. 

Support structured onboarding of 
issuers, verifiers, and citizens; 
equip intermediary bodies (e.g., 
national trust hubs, liaison 
agencies); train authentic sources 
and service providers; implement 
feedback and monitoring 
processes to adapt to evolving 
standards. 

TABLE 3: THE INITIATIVES MAPPING AND ALIGNMENT CHECKLIST 
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7 CONCLUSION 

The results of the DC4EU pilot clearly demonstrate that the PuB-EAA model offers a secure, 
scalable, and citizen-centric approach to the cross-border verification of digital entitlements. 
To realise its full potential, a coordinated and multi-dimensional effort is essential. 

Legal and policy frameworks must be updated at national level to recognise PuB-EAAs as 
legally valid instruments, while EU institutions should continue steering alignment through the 
evolving eIDAS 2.0 and ESSPASS frameworks. Operational readiness depends on 
designating and equipping public authorities to issue credentials and on enabling relying 
parties to verify them using interoperable tools. 

The ESSPASS governance model should be leveraged to manage data semantics, trust 
policies, and implementation consistency. Successful adoption also requires structured 
change management, including capacity-building, technical onboarding, and stakeholder 
engagement at national level. 

At the technical level, PuB-EAA implementations must respect data minimisation and trust-
by-design principles, relying exclusively on authentic sources and enabling selective 
disclosure through combined attestations. Integration with the EUDIW’s identity layer is 
essential to anchor attributes in a verified, high-assurance identity, backed by qualified 
electronic seals or signatures. 

Finally, the PuB-EAA model is not limited to social security. Its architecture, governance, and 
trust framework are designed for cross-domain scalability, offering a blueprint for extending 
digital credential ecosystems into healthcare, education, civil status, and beyond. 

In sum, the DC4EU pilot has laid a strong foundation. The next step must be a coordinated 
rollout that bridges legal mandates, technical infrastructure, and organisational readiness, 
turning this vision into a functioning reality across the EU's single digital market. 
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