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Abstract

The "ELECTRONIC ATTESTATIONS RULEBOOK FOR
SOCIAL SECURITY COORDINATION" serves as a
comprehensive guide for implementing verifiable credentials
within the European social security framework. It outlines
generic requirements for social security attestations, focusing
on the EHIC and PD A1 use cases within the EUDI Wallet. Key
sections include governance structures, legal and regulatory
frameworks, service descriptions, and technical trust models to
ensure cross-border interoperability. The document also
provides detailed data models and verification policies,
emphasizing selective disclosure and localized validation.
Supporting annexes include schema definitions, references,
and a glossary to aid implementation.
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EXECUTIVE SUMMARY

This document is the Social Security Coordination Attestation Rulebook based on the results
of DC4EU. It contains generic requirements and recommendations for social security
attestation of attributes and the data models to the EHIC and PD A1 use case within the
European Digital Identity Wallet (EUDIW).

This Rulebook contains the following topics:

U
U
U

INTRODUCTION: Introduces the Rulebook's scope and objectives.

GOVERNANCE: Outlines the institutional responsibilities and change management.
LEGAL & REGULATORY FRAMEWORK: Describes the legal basis under EU and
national law.

SERVICE DESCRIPTION: Defines the nature and scope of the services to be
delivered.

TRUST FRAMEWORK & INTEROPERABILITY: Explains the technical trust model
and cross-border interoperability requirements.

ACTORS AND ROLES: Identifies participants in the ecosystem and their respective
responsibilities.

DATA MODELS: Details the generic and specific data model structures for EHIC and
PD A1, including namespaces, schemas, and examples.

SECURITY AND PRIVACY CONSIDERATIONS: Emphasises the use of information
segmentation to support data minimisation, selective disclosure, and unlinkability.
INTEROPERABILITY ALIGNMENT: Aligns the Rulebook with ongoing EU initiatives
like eIDAS, EESSI, and OOTS.

ANNEXES: Includes supporting documentation such as schema definitions,
references, and glossary.
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1 INTRODUCTION

This Rulebook establishes a common framework for the issuance, management, and
verification of Public Body Electronic Attestation of Attributes (PuB-EAAs) within the European
Digital Identity Wallet (EUDIW) ecosystem and in support of social security coordination across
the European Union. Its primary objective is to enable the secure, privacy-preserving, and
interoperable exchange of Electronic Attestations of Attributes, such as the European Health
Insurance Card (EHIC) and the Portable Document A1 (PD A1), which are developed within
the context of the European ESSPASS project.

According to the Architecture and Reference Framework (ARF), an Attestation Rulebook
specifies the structure, semantics, and verification mechanisms for digital attestations,
ensuring their legal equivalence to traditional paper-based counterparts. It outlines the attribute
schema, data formats, proof mechanisms, and trust frameworks required for authentication
and authorization. The DC4EU Rulebook serves as the foundation for developing a sector-
specific catalogue of Rulebooks for ESSPASS documents within the EUDI framework. Draft
templates for attestation types (e.g., EHIC, PDA1) are currently under development and will
be finalized in the subsequent implementation phase (outside the scope of DC4EU). This
phase should build upon the recommendations of the DC4EU Rulebook and must conform to
the attestation format standards established in the Architecture and Reference Framework
(ARF).

The final Rulebook will explicitly support the use of these attestations in the EUDI wallet
ecosystem, enabling both cross-border and cross-sectoral application across Member
States and domains. It ensures that credentials issued by public authorities in one country
can be reliably verified by service providers in another, irrespective of administrative sector,
while maintaining full trust, legal certainty, and data protection. The Rulebook is designed to:

Standardise credential issuance in alignment with legal and technical requirements

defined under the elDAS framework.

1 Enable event-driven verification tailored to specific business contexts and lifecycle
triggers.

"1 Promote semantic and syntactic interoperability through harmonised data models,

credential schemas, and trust frameworks.

Facilitate cross-border mobility by ensuring that digital credentials are verifiable and

legally recognised across Member States and sectors.

" Implement privacy by design, leveraging Selective Disclosure to support data
minimisation, unlinkability, and user control in accordance with the revised elDAS
Regulation and the GDPR.

" Support governance and trust through clearly defined roles, responsibilities, and

quality assurance mechanisms.

This final Rulebook is intended for public authorities, service providers, implementers, and
governance bodies responsible for delivering and managing digital public services and social
security rights in a cross-border, multi-sector EU context.

The DC4EU project is Co-funded by

Co-funded by the European Union’s Digital Europe
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2 GOVERNANCE

This chapter suggests a governance structure for the lifecycle management, oversight, and
evolution of the final Rulebook and related services within the domain of EU social security

coordination.

2.1 GOVERNANCE OBJECTIVES

"1 Ensure
implementation.

transparent and

inclusive oversight of Rulebook updates and

" Maintain consistency with EU legislation and cross-border trust frameworks

provided by the EUDI wallet ecosystem.

stakeholders.

Provide a clear allocation of responsibilities among EU-level and national-level

J  Support ongoing compliance, quality assurance, and incident management.
1 The governance structure should follow the established structure in social security

coordination.

2.2 GOVERNANCE STRUCTURE

Entity

European Commission
(DG EMPL)

Responsibility

Strategic oversight to ensure alignment between elDAS
and the social security coordination framework.

Administrative
Commission on the
Coordination of Social
Security Systems

Periodic review and coordination of legal, operational, and
policy frameworks.

Technical Commission on
the Coordination of Social
Security Systems

Technical harmonisation of processes for issuance,
revocation, representation and verification of ESSPASS
documents implemented as Public Body Electronic
Attestation of Attributes (PuB-EAAS), including interaction
with digital identity and trust services provided by the EUDI
framework.

National Competent
Authorities

PuB-EAA issuance according to Rulebook, compliance
with national and EU law, and revocation at the Member
State level.

Social Security PuB-EAA
Technical Maintenance
Board

Management of data schemas, versioning, operational
guidance, and interoperability updates.

Expert Groups on Social
Security Coordination
(e.g., Applicable
Legislation, Sickness,
Pensions)

Definition of business requirements, attribute semantics,
and operational rules for specific domains within the PuB-
EAA framework of elDAS.

Co-funded by
the European Union
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2.3 CHANGE MANAGEMENT

J Rulebook updates shall be proposed via a structured process coordinated by the Social
Security PuB-EAA Technical Maintenance Board.

- All changes must undergo consultation and review involving both technical and policy
committees.

71 Final approval lies with a joint governance body composed of representatives from the
European Commission, selected Member States, and relevant expert groups.

2.4 VERSIONING AND PUBLICATION

Rulebook versions are identified by a semantic versioning scheme (e.g., v1.0.0).
Version identifiers must be reflected in namespace URIs used across the data models
(see chapter 10).

A public registry of approved versions shall be maintained by DG EMPL or a delegated
trusted authority.

1 Deprecated versions shall remain accessible for reference but must not be used for new
attestation issuance.

2.5 DISPUTE RESOLUTION AND ESCALATION

1 Disputes regarding compliance, trust breaches, or rule interpretation should first be
handled by the National Competent Authority.

Escalation to EU-level governance (e.g., DG EMPL or the Administrative Commission)
occurs when bilateral resolution fails.

" Independent mediation or expert review may be convened if required.

This governance model ensures continued trust, legal integrity, and interoperability of PuB-
EAA credentials in a pan-European context.

The DC4EU project is Co-funded by

Co-funded by the European Union’s Digital Europe
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3 LEGAL & REGULATORY FRAMEWORK

This chapter outlines the legal and regulatory environment that underpins the issuance and
recognition of PUB-EAA credentials for social security coordination within the European Union
and the members of the European Free Trade Association (EU/EFTA). It provides the foundation
for ensuring that all technical and operational specifications are compliant with EU law and

Member State obligations.

3.1 PRIMARY LEGAL INSTRUMENTS

Regulation / Directive

Regulation (EC) No
883/2004

Description ‘

Governs the coordination of social security systems across the EU.
Forms the legal basis for EHIC and PD A1 in traditional format.

Implementing Regulation
(EC) No 987/2009

Details the administrative procedures and data exchange
mechanisms for Regulation 883/2004.

Decision No S1 of 12
June 2009

Sets general provisions for the “traditional” EHIC, including its
purpose, legal effects, and fallback procedures such as provisional
replacement certificates.

Decision No S2 of 12
June 2009

Specifies the technical design, visible information, and model for the
“traditional” EHIC and its provisional replacement certificate.

Revised elDAS
Regulation (Regulation
(EU) 2024/1183)

Revises and extends the elIDAS framework to support the EUDI wallet
and verifiable credentials framework. Provides legal recognition of
electronic attestations of attributes especially the PuB-EAA regime.

GDPR (Regulation (EU)
2016/679)

Establishes rules on data protection and privacy. Ensures lawful
processing of personal data.

Data Governance Act
(Regulation (EU)
2022/868)

Supports data sharing and reuse in the public sector under common
European data spaces.

Interoperable Europe Act
(Regulation (EU)
2024/903)

Lays down measures for a high level of public sector interoperability
across the EU.

Co-funded by
the European Union
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3.2 LEGAL BASIS FOR ATTESTATION ISSUANCE

1 The issuance of traditional ESSPASS documents (e.g., EHIC and PD A1) by public
bodies or entities acting on their behalf is grounded in the national implementation of
Regulation 883/2004 and 987/2009.

1 The use of electronic attestations must comply with trust and identity provisions under
the revised elDAS Regulation foreseen for attestations issued by or on behalf of public
bodies (PuB-EAAs).

1 Each PuB-EAA must carry legal validity across borders in line with mutual recognition
principles defined in the revised elIDAS Regulation.

3.3 DATA PROTECTION AND USER RIGHTS

1 All processing activities must be based on a legal basis (e.g., public interest, legal

obligation).

The use of Embedded Selective Disclosure supports data minimisation, purpose

limitation, and user control.

1 Citizens have the right to access, rectify, and control the dissemination of their personal
information.

3.4 LEGAL INTEROPERABILITY

Legal interoperability is achieved by aligning technical structures (e.g., schemas,
namespaces) with recognised standards, legal requirements and responsibilities.
Institutions relying on ESSPASS documents must accept valid attestations issued under
the attestation Rulebook in accordance with the revised eIDAS Regulation.

This framework ensures that all credential-based interactions are both technically robust and
legally enforceable across jurisdictions.

The DC4EU project is Co-funded by

Co-funded by the European Union’s Digital Europe
the European Union Programme under Grant Agreement
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4 SERVICE DESCRIPTION

The PuB-EAA service provides a legally valid, privacy-preserving, and interoperable
mechanism to digitally attest attributes related to social security entitlements by public bodies
or entities acting on their behalf across the EU. These credentials, developed in the context of
the ESSPASS initiative, support the cross-border and cross-sectoral exchange of verifiable
information between national public authorities, citizens, and service providers.

The PuB-EAA system functions within an open, cross-border, and cross-sector trust
ecosystem, enabling the use and verification of attestations across both EU Member States
and different administrative sectors, in line with the revised eIDAS Regulation.

4.1 SUPPORTED CREDENTIALS

This DC4EU version of the Rulebook supports two key credentials central to social security
coordination. The framework, however, is designed to be extensible and can be expanded to
accommodate additional credentials foreseen in ESSPASS as digital transformation
progresses.

European Health Insurance Card (EHIC): Proves entitlement to necessary healthcare
services while temporarily staying in other EU Member States under the applicable
conditions of the host Member State.

Portable Document A1 (PD A1): Confirms the applicable social security legislation for
posted workers or persons working in multiple countries.

4.2 LIFECYCLE SERVICES

The PuB-EAA trust framework supports the following credential lifecycle operations:

71 Issuance: Performed by public bodies or mandated institutions on behalf of them.

Selective Disclosure: Holders can, in some use-cases, share only the necessary

attributes with relying parties in a flexible and user-friendly way.

" Presentation: Credentials can be securely presented to relying parties. This ensures
interoperability and trust across different systems.

" Verification: Relying parties validate the credential and its digital signature using

established trust anchors.

Revocation: Revocation mechanisms ensure that credentials can be invalidated when

no longer applicable.

4.3 INTEGRATION WITH EIDAS AND THE EUDI WALLET

The PuB-EAA service model is fully aligned with the revised elDAS Regulation and is designed
for seamless integration with the EUDI Wallet ecosystem. It offers users a secure and trusted
interface for managing and presenting Electronic Attestations of Attributes (EAAs) issued by
or on behalf of public bodies—including those used in ESSPASS—in combination with Person
Identification Data (PID) issued by national identity providers.

To ensure legal validity and personal attribution, the use of the electronic identification means
embedded in the EUDI Wallet is mandatory at the time of credential issuance. This
mechanism supports:

The DC4EU project is Co-funded by

Co-funded by the European Union’s Digital Europe
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Verification of the holder’s identity
1 Proof of possession of the digital wallet, ensuring cryptographic binding of the
credential to the rightful owner

As a mandatory policy, Person Identification Data (PID) from the EUDIW must be requested
and validated before issuing any PuB-EAA credential into a valid EUDI wallet. This ensures:

J  Unique and unambiguous identification of the holder
1 Credential binding to a verified digital identity
71 Prevention of identity fraud or mis-issuance

The PID fields required for issuance include the core attributes defined in the revised elDAS
Regulation:

Family name
- Given name
'] Birth date

71 Birthplace
Nationality

Note: While these attributes are harmonised at the EU level, differences in national identity
systems, such as optional fields or privacy rules, may impact cross-border matching. The EUDI
Wallet ecosystem aims to address these challenges through attribute mapping, normalisation,
and transformation services.

In use cases which require identity information during credential verification, the PID from the
EUDI Wallet must also be used. Other cases could rely simply on the valid credential and the
device binding and control to confirm:

That the credential is being presented by its rightful holder
" That the holder is eligible for the benefit or entitlement being requested
71 That credential use is protected from fraud, replay, or impersonation

The dual use of PID during both issuance and verification ensures legal certainty, operational
integrity, and high assurance across Member States.

The presentation and verification of the PID is an integral part of the verification policy,
which defines how the credential is validated in the context of a specific legal or business use
case. This policy includes not only rules for data disclosure but also identity proof
requirements that bind the credential to the individual presenting it. Such binding ensures
trustworthiness and authentication across borders in accordance with the revised elDAS
framework. It must be highlighted that the (cryptographic) binding of attestation to the holder
in the EUDI wallet makes the identity information less critical to verify in most business cases.

The DC4EU project is Co-funded by

Co-funded by the European Union’s Digital Europe
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4.4 BENEFITS FOR STAKEHOLDERS

Stakeholder Benefits

Citizens (Holders) Access to rights across borders, security, and control over data with a
mobile device.

Issuing Authorities Standardised, secure issuance and auditability.

Relying Parties Fast, verifiable, and trusted data validation.

TABLE 3: BENEFITS FOR STAKEHOLDERS

This service related to PuB-EAAs issued under elDAS underpins the secure and efficient
coordination of social security entitlements across Member States, enabling digital mobility and
aiming to reduce administrative burden.

" The DC4EU project is Co-funded by
:* *: Co-funded by the European Union’s Digital Europe
L the European Union Programme under Grant Agreement
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5 TRUST FRAMEWORK & INTEROPERABILITY

This chapter outlines the trust and interoperability model underpinning the issuance, exchange,
and acceptance of PuB-EAAs. It defines the technical, legal, and organisational components
necessary to build a cross-border trust environment for electronic attestations of attribute in
the context of EU social security coordination.

5.1 PURPOSE OF THE TRUST FRAMEWORK
The trust framework ensures that:

0 Electronic Attestations are issued by legitimate, authorised public or private
institutions acting as a PuB-EAA provider or a QEAA provider.

Holders can present Electronic Attestations securely and selectively when possible.
1 Verifiers can validate authenticity, integrity, device binding, and implicitly holder
binding.

All parties operate under common, transparent rules.

5.2 CORE ELEMENTS

1 Accredited Issuers: Only competent authorities designated under national and EU
law may issue PuB-EAA credentials.

71 Credential Format: SD-JWT VC (Verifiable Credentials based on Selective

Disclosure for JSON Web Token, see https://datatracker.ietf.org/doc/draft-ietf-oauth-

sd-jwt-vc/), aligned with the revised elDAS regulation.

mdoc Compatibility: Proximity flow implementations should support the issuance

and verification of Electronic Attestation of Attributes aligned with ISO/IEC 18013-5,

to enable offline or near-field scenarios.

Wallet Binding: All credentials must be bound to the EUDI Wallet instance to ensure

authentic holder identification.

" Signature Trust Anchors: Issuers use cryptographic keys listed in EU-level or

national trusted lists.

Selective Disclosure: Enables minimisation of data while preserving trustworthiness.

" Revocation and Expiry Handling: Verification flows must support real-time checks

of credential status.

Mutual Verification: Builds trust by establishing identity and rights.

Legal Foundation: Transparent and understandable legal basis for interactions

between citizens and relying parties.

5.3 INTEROPERABILITY ASSURANCE
Interoperability is achieved through:

Use of standardised data models and versioned namespaces.
Adherence to eIDAS-ARF, PuB-EAA and EUDI Wallet specifications.

1 Common processes for issuance (OpenlD for Verifiable Credential Issuance),
verification (OpenlID for Verifiable Presentations), and trusted list publication.
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5.4 TRUSTED LIST AND METADATA SERVICES

The trust infrastructure includes two types of trusted lists specifically related to the social
security domain, which are essential for the validation and interoperability of PuB-EAAs:

Issuer Trusted List: A list of all entities legally authorised to issue EHIC resp. PD A1
credentials. Includes their legal basis, credential types, and cryptographic key
material.

0 Verifier Trusted List: Lists entities authorised to request, validate and accept
credentials for the purpose of service provision, such as public authorities, healthcare
providers, and social security institutions.

These trusted lists not only enable verifiers to check issuer authenticity, but also empower
holders to verify that:

A credential was issued by a legitimate, trusted authority
The entity requesting or verifying a credential is authorised to do so

This bidirectional trust validation is essential to protect users against misuse, fraud, or phishing
attempts, and ensures confidence in interactions across the PuB-EAA ecosystem.

In addition to these, other trusted lists relevant to the broader elDAS trust ecosystem, such as
those for PID providers, wallet providers, and qualified trust service providers (QTSPs),
also play a critical role in the end-to-end credential lifecycle, particularly for identity verification
and cryptographic trust anchors.

The trusted lists for issuers and verifiers shall be:

Maintained by a designated authority (e.g., DG EMPL or delegated national body)
Accessible via standard endpoints (e.g., JSON-based well-known URLSs)
Versioned and timestamped for auditability

Each participating Member State must maintain or reference:

A trusted list of authorised issuers and verifiers
Public metadata describing schemas, namespaces, and PID requirements
Technical endpoints for revocation status, key material, and wallet compatibility

5.5 GOVERNANCE AND COMPLIANCE

71 Trust framework governance aligns with the structure in chapter 2.
Compliance audits and peer reviews are supported to maintain mutual confidence.

Compliance audits and peer reviews are regularly conducted to ensure that Trust Service
Providers (TSPs) and trust infrastructure entities operate in full conformity with the elDAS
Regulation (Regulation (EU) No 910/2014). These assessments cover key areas such as
technical security measures, identity verification processes, operational integrity, legal
obligations, and data protection compliance.

For Qualified Trust Service Providers (QTSPs), regular compliance audits are mandatory, as
required by Articles 20 and 24 of the elDAS Regulation, which mandate supervision by national
supervisory bodies and conformity assessments at least every 24 months. These audits
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ensure that providers meet the technical and organizational requirements outlined in Annex |l
of the Regulation.

While peer reviews are not mandatory for TSPs, they are encouraged within the framework of
the eIDAS Cooperation Network (Article 12) and relevant EU governance processes. These
reviews are primarily aimed at promoting supervisory convergence and enhancing mutual
recognition and trust between Member States.

By undergoing independent audits and coordinated peer reviews, providers and supervisory
bodies demonstrate transparency and accountability — essential elements for building trust in
the digital single market and ensuring the cross-border recognition of trust services.

This trust framework is essential for enabling legally valid, technically secure, and widely
accepted attribute attestations across the EU.
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6 ACTORS AND ROLES

This chapter identifies the primary actors involved in the PuB-EAA framework and describes
their responsibilities across the lifecycle of attribute attestation, credential issuance, and
verification.

6.1 CREDENTIAL HOLDER

" A natural person (e.g., a citizen or posted worker) who receives and presents
credentials (e.g., EHIC, PD A1).

I Uses the European Digital Identity (EUDI) Wallet to store, manage, and present

credentials.

Can verify the authenticity of the issuer and of the verifier using their wallet (that relies

on trusted lists). The wallet also performs additional checks, such as schema

conformity and revocation status, allowing the holder to rely on its built-in safeguards

without needing to manage these aspects manually.

6.2 CREDENTIAL ISSUER

A designated public authority (e.g., national social security institution) or a provider on
behalf of a public sector body authorised to issue credentials.

Issues verifiable credentials according to the Rulebook.

J  Must verify the holder’s PID from the EUDI Wallet prior to credential issuance to the
wallet and perform appropriate identity mapping procedures to ensure unambiguous
identity matching to local identity data.

Publishes its public key and metadata in the issuer trusted list.

6.3 CREDENTIAL VERIFIER

" Arelying party (e.g., healthcare provider, employment authority) that accepts
credentials e.g. for service delivery.

Validates issuer’s legitimacy as well as credential authenticity, expiry, revocation
status, and holder binding.

Must be listed in the verifier trusted list.

Must only request data that they are mandated to.

6.4 PID PROVIDER

Supplies Person Identification Data (PID) for holder identity verification.
Operates in compliance with eIDAS 2.0 and must be listed in a common EU trust
framework.
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6.5 WALLET PROVIDER

0 Develops and maintains the EUDI Wallet application.
Ensures secure collection, storage and presentation of credentials.
Supports SD-JWT, mdoc and cryptographic security features.

6.6 TRUSTED LIST AUTHORITY

Maintains issuer and verifier trusted lists.
Ensures accuracy and availability of public keys and entity metadata.
Operates under EU or national governance.

6.7 GOVERNANCE BODIES

Include the European Commission (DG EMPL), Administrative Commission,
Technical Commission, and Expert Groups (see chapter 2).

Define legal, technical, and procedural rules.

0 Review and approve updates to this Rulebook and related standards.
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7 VERIFICATION POLICY AND GUIDELINES

This chapter defines the principles and structure for verification policies applicable to PuB-EAA
credentials, ensuring consistency across Member States while supporting localised
implementations. It is agnostic to the specific technology used for policy enforcement.

7.1 OBJECTIVES

Promote consistent verification practices for social security credentials.

Reflect national-specific legal and procedural frameworks.

Align disclosure expectations with the selective disclosure capabilities of SD-JWT.
While SD-JWT enables highly granular disclosure, practical implementations must strike
a balance between usability, data protection, security, and system performance.

7.2 STRUCTURE OF A VERIFICATION POLICY

Each policy should define:
0 Purpose of Verification: The specific entitlement or benefit tied to the credential use.
J Required Claims: The minimum set of attributes needed for verification.

71 Optional/Conditional Claims: Contextual data required under certain legal or
procedural conditions.

Verifier Authorisation: The institutions or roles allowed to perform verification.
Selective Disclosure Guidance: Expected behaviour for data presentation and
embedded logic.

Verification policies shall be formally published and versioned according to the procedures in the
ARF Section 3.4 and registered in a national or EU-wide repository as required by the Implementing
Acts.

The foundation for each verification policy is a common business data block that is used
consistently across all social security credentials (e.g., EHIC, PD A1). This block ensures
reliable identification and institutional attribution and serves as the baseline for trust and
validation.

In addition, the embedded disclosure policy, defined at credential modelling level, captures
trans-European requirements that apply uniformly across Member States. This embedded
logic ensures that essential attributes are consistently disclosed when needed. At the same
time, it allows Member States to build on top of this basis with localised rules for verification,
adapted to national legislation and implementation practices.

7.3 HANDLING EMBEDDED DISCLOSURE

0 Embedded disclosure rules dictate how the attestation structure shall be interpreted.
These rules shall be transparently defined and machine-readable.
" Enforcement occurs at credential presentation time, typically via wallet logic.
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7.4 LOCAL ADAPTATION AND REGISTRATION

' Member States are responsible for defining and maintaining their specific verification
policy profiles.

71 Each profile must be documented, versioned, and registered in a trusted EU-wide or
accessible national registry.

J Implementation of these policies should follow procedures and requirements defined

in EU implementing acts.

7.5 RELATIONSHIP TO DATA MODELS

The verification policy serves as input for defining attribute requirements and disclosure logic
in the credential data models. These technical mappings are handled in chapter 10.
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8 VERIFICATION PROOF

This chapter defines the principles and structure of a verification proof, serving as auditable
evidence that a credential verification was executed at a specific point in time. As it is produced
by the relying party acting as a verifier, for the relying party and relevant backend processes,
it encapsulates the information required by those. For the credential holder, the EUDI Wallet
transaction log will show that the exchange took place, and which parties were involved. These
two registrations of the transaction ensure that both relying parties and credential holders can
demonstrate that a legitimate verification took place, in line with legal, procedural, and technical
requirements of social security coordination across Member States.

The verification proof is of utmost importance in the case of the cost reimbursement process
triggered by a verification situation concerning the EHIC.

8.1 OBJECTIVES

0 Enable provable and non-repudiable proof that a verification occurred.

1 Support alignment with Member State audit and accountability frameworks.

U Build on the shared business data block structure used in social security credentials
(see chapter 10).

" Ensure compatibility with the selective disclosure mechanisms.

8.2 STRUCTURE OF A VERIFICATION PROOF
A verification proof must include the following components:

1 Verification Metadata: Timestamp.

Identifiers of the authorised verifier or authorised intermediary, traceable to EU or
national trusted list.

Presented Attestation Attributes: The common business data fields used in ESSPASS
(see chapter 10.2.2) to reference the holder, the authentic source, the issuer and the
document.

1 Cryptographic Signature: A digital signature by the verifier, binding all proof elements
together and ensuring integrity and authenticity.

Status: An information on the status of the verification.

8.3 TECHNOLOGICAL CONSIDERATIONS

-1 Verification proofs must be cryptographically verifiable.
The proof can be anchored in a national registry, depending on Member State
implementation choices.

"I Reuse of existing credential status endpoints may be leveraged for proof retrieval or
audit trails, without exposing personal data.
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8.4 SECURITY AND PRIVACY

0 Verification proofs must not contain personal data; instead, they rely on references
and pseudonymised elements.

" Holders must be able to retain local registrations of the interactions in their wallet for
self-audit or to dispute resolution purposes. This is mandatory as part of the privacy
dashboard according to eIDAS and ARF.

71 All verification proofs must comply with GDPR and relevant national data protection
laws.

8.5 INTEGRATION WITH VERIFICATION POLICY

Verification proofs are policy-bound. They inherit context from the applicable verification
policy (see chapter 7.2) and must reference the policy version under which the verification was
conducted. This binding ensures clarity on the expected data, verifier roles, and legal basis at
the time of execution.
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9 REVOCATION OF CREDENTIALS

This chapter defines the requirements and mechanisms for revocation and status verification
of PuB-EAA credentials, ensuring their trustworthiness and lifecycle integrity in alignment with
the elDAS 2.0 regulation and its relevant implementing acts.

9.1 OBJECTIVES

0 Ensure verifiers can reliably determine the validity status of a credential at the time of
presentation.

I Support real-time and offline revocation checking in both proximity and non-proximity
flows. For offline checks, the definition of an acceptable cache age to ensure timely
validation is required.

These revocation processes must align with the Implementing Acts adopted under
Articles 24 and 45 of Regulation (EU) 2024/1183 and shall comply with technical
specifications defined in the ARF and associated Commission acts on credential status
checking mechanisms.

9.2 REVOCATION REQUIREMENTS
PuB-EAAs in social security must support revocation mechanisms that:

J  Allow the issuing entity (or one acting on behalf of a competent public body) to revoke
a credential when it is no longer valid (e.g., due to expiry of the underlying business
decision, change in entitlement, fraud etc.).

" Are machine-readable, versioned, and aligned with the semantics defined in the

implementing acts.

Reflect changes in holder status or institutional authorisation that affect credential

validity.

9.3 SUPPORTED METHODS

In the social security domain, the status of a PuB-EAA document on a revocation list is limited
to binary values—either valid or revoked. Although the revocation model is functionally binary,
it is implemented using the W3C-compliant StatusListCredential structure. This approach
ensures compliance with the ARF and elDAS implementing acts, while offering a scalable and
privacy-preserving solution suitable for both offline and proximity-based use cases.

The credential must include a credentialStatus claim (or property) that references a revocation
list, typically implemented as a W3C-compliant StatusListCredential.

"credentialStatus": {
"id": "https://issuer.example.org/status/ehic-slc-01#1ist=1052",
"type": "StatusList2021Entry",
"statusPurpose": "revocation",
"statusListIndex": "1052",
"statusListCredential": "https://issuer.example.org/status/ehic-slc-01"

}

The credentialStatus is a mandatory metadata field in Verifiable Credentials (when revocation
is supported). The use of credentialStatus must also conform to Annex Il of the eIDAS 2.0
Regulation, and relevant ARF guidelines on privacy-preserving revocation, including

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page 18

© 2023-2025 DC4EU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | PuB-EAAs Rulebook lﬁ DC!"EU

support for proximity/offline flows. It references an external resource (a status list), not the
actual status value and it conforms to W3C Verifiable Credentials Data Model (VCDM) and
ARF guidance.

Verifiers must receive only a privacy-preserving proof of validity, and all status checking should
be performed internally by the holder’s wallet. Where feasible, issuers may rotate status list
indexes or update list structures to further reduce correlation risks. These safeguards are
essential to prevent cross-context tracking and uphold GDPR-compliant handling of social
security entitlements.

In proximity flows (e.g., offline), wallets or relying party (verifier) instances may use pre-fetched
revocation lists or signed status snapshots, ensuring validation without connectivity.

9.4 VERIFIER REQUIREMENTS
Verifiers must:

Query or interpret the credential’s status before granting access or services
Validate that status information is cryptographically bound to the credential
Respect the policy-defined status interpretation rules and respond accordingly
Ensure fallback mechanisms are in place when real-time checks are not possible

9.5 AUDITABILITY

Verification proofs (see chapter 8) must indicate the status of the attestation at the time of
verification, including the timestamp and the source of revocation information used. This
ensures legal certainty and traceability in line with audit requirements under the implementing
acts.

All audit trails and verification proofs shall be compatible with the logging and evidence
requirements set out in future Implementing Acts on verifiable credentials and integrated with
national supervision mechanisms where required.
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10 DATA MODELS

10.1 OVERVIEW

This chapter defines the data models for two key attribute attestation use cases within the
context of social security coordination:

European Health Insurance Card (EHIC)
Portable Document A1 (PD A1)

These data models are designed to ensure both semantic and syntactic interoperability
between issuing and relying parties, aligned with the PuB-EAA trust framework under eIDAS.
As a preliminary implementation, the SD-JWT Verifiable Credential is employed for non-
proximity (remote) scenarios. The chapter concludes with a discussion of the mdoc format-
based implementation for proximity-based use cases.

10.2 COMMON DATA MODEL STRUCTURE (SD-JWT)

The common data structure for PuB-EAAs conforms to the SD-JWT Verifiable Credential
model (https://www.ietf.org/archive/id/draft-ietf-oauth-sd-jwt-vc-01.html) and is aligned with the
structure and semantics used in the social security credentials. It captures both the technical
metadata and user-centric claims, structured to support selective disclosure, issuer
verification, and cryptographic subject binding.

The fields below represent a generalized version of the SD-JWT payload as applied across
credential types, including:

Generic Structure Fields: Technical metadata
® Common Business Data Fields
@ Validity Layers
@ Authentic Source and Issuer
@ Business Data (e.g. EHIC, PDA1)

The common data model
71 uses JWT claims (sub, iss, iat, etc.) according to RFC 7519.
[1 includes cnf.jwk per RFC 7800 for proof-of-possession.

[1  Currently follows draft-ietf-oauth-sd-jwt-vc-09 and must follow the final specs according
to the ARF.

10.2.1 Generic Structure Fields (SD-JWT)

In SD-JWT-based credentials, the technical validity period is defined by three key claims:
iat (issued at), nbf (not before), and exp (expiration). See also chapter 0. These collectively
ensure that a credential can only be processed by a consuming application within a well-
defined timeframe. Additionally, this serves as a critical security feature for controlling when
a credential is valid and can be processed. This protects against unauthorised use and replay
attacks being accepted by verifiers.
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The following table outlines the fields and their interpretations:

Field Type Mandatory Description

vct string YES Verifiable Credential type identifier

jti string YES Unique ID to prevent replay attacks
sub string YES Subject identifier

iss string (URI) YES Issuer identifier

iat integer YES Issued at time

exp integer NO Expiration time

nbf integer NO Not before time

cnf.jwk object YES Confirmation key (Proof of Possession)

TABLE 4: GENERIC STRUCTURE FIELDS (SD-JWT)

10.2.2 Common Business Data Fields

The social security credentials share a set of common business data fields critical for social
security coordination. These fields support consistent identification, issuance tracking, and
institutional attribution across credential types. The shared fields below are harmonised to
facilitate semantic and syntactic interoperability.

These data elements constitute the basic validation block required to validate eligibility of the
credential. Together with additional, credential-specific business fields, they form the basis of
a localised validation policy defined at the national level. This localised policy may reflect
specific regulatory, operational, or contextual requirements, and governs how credentials are
verified in real-world scenarios by competent authorities.

To ensure auditability and legal certainty, the verification proof generated during a successful
credential verification event must also include the common business data fields. This block
serves as a reference, linking the holder, the verified credential, the authentic source
responsible for the business decision, and the issuer of the credential. Additionally, it
incorporates the two validation periods required for business-level evaluation. In the Annexes
(chapter 13) you will find the JSON schemas for both issuance and display/disclosure
purposes, including the specification of common data fields.

" The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe
L the European Union Programme under Grant Agreement

. P no. 101102611 Page 21

© 2023-2025 DC4EU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | PuB-EAAs Rulebook

% DC4EU

Field Type Description Required Namespace
personal_administrative string Unique personal identifier Yes urn:dgempl:pubeaas:v1:attribute:p
_number used by the issuing social ersonal_administrative_number

security services.
issuing_authority.id string Identifier of the issuing Yes urn:dgempl:pubeaas:v1:attribute:is
authority. suing_authority:id
issuing_authority.name string Name of the issuing authority. Yes urn:dgempl:pubeaas:v1:attribute:is
suing_authority:name
issuing_authority.countr  string Country under whose Yes urn:dgempl:pubeaas:v1:attribute:is
y jurisdiction the credential is suing_authority:country
issued. (ISO 3166-1 alpha-2)
date_of_issuance date Credential issuance/start date.  Yes urn:dgempl:pubeaas:v1:attribute:d
ate_of_issuance
date_of_expiry date Credential expiration date. No urn:dgempl:pubeaas:v1:attribute:d
ate_of_expiry
authentic_source.id string ID of the competent institution ~ Yes urn:dgempl:pubeaas:v1:attribute:a
(EESSI). uthentic_source:id
authentic_source.name string Name of the competent Yes urn:dgempl:pubeaas:v1:attribute:a
institution (EESSI). uthentic_source:name
starting_date date Start date of coverage/benefit No urn:dgempl:pubeaas:v1:attribute:st
validity. arting_date
ending_date date End date of coverage/benefit No urn:dgempl:pubeaas:v1:attribute:e
validity. nding_date
document_number string Unique document identifier. Yes urn:dgempl:pubeaas:v1:attribute:d
ocument_number

TABLE 5: COMMON BUSINESS DATA FIELDS
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10.2.3 The Three Validity Layers (SD-JWT)

Validation
Purpose L
Responsibility
Technical Validity Ensures that the credential can iat, nbf, exp (JWT fields) Verifier system
(Token envelope) be cryptographically verified and (automated check)
processed
Document Validity Determines the document’s date_of_issuance, date_of_expiry  Verifier
(Credential lifecycle) issuance and expiry from an
administrative point of view
Coverage Validity Defines the real-world period for starting_date, ending_date (e.g., Policy logic /
(Entitlement which a benefit or entitlement is for insurance or employment) domain-specific
timeframe) valid rules

TABLE 6: THE THREE VALIDITY LAYERS (SD-JWT)

Technical validity defines the timeframe during which the credential can be securely
processed as a cryptographically valid container. Once the exp value (expiration time)
has passed, the credential is no longer considered to exist in a verifiable form. This
period should be carefully chosen to support both security objectives (e.g., replay
protection) and credential usability (e.g., caching, offline processing).
Document validity reflects the administrative lifecycle of the credential, such as its
issuance and formal expiration, based on institutional policies or credential type. It
allows relying parties to assess whether the credential is still administratively valid, even
if it refers to past or future coverage periods. The document validity window should
support validation scenarios that require checking both retrospective and prospective
entitlements.

" Coverage validity defines the real-world period during which a social security benefit
or entittement is applicable. This period is central to the legal effect of the credential
and must be explicitly evaluated as part of the standard verification policy. Coverage
dates determine whether the citizen is currently or historically eligible for specific
services, such as healthcare or insurance, and should always be enforced at runtime.

10.2.4 Authentic Source and Issuer

In the context of PUB-EAA credential issuance for social security coordination, it is essential to
differentiate between the Authentic Source and the Issuer. Both roles are critical to ensuring
trust, legal compliance, and semantic clarity across Member States.

The Authentic Source is defined in elDAS as the business decision-making body and may
differ from the Issuer, which is the technical entity generating the credential.

This institution is:

Officially designated under national or EU law.

Registered in systems such as the EESSI Institution Repository.

Responsible for determining coverage entitlement, validity periods, and accurate
identity linkage to benefits — in the form of a business decision.
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Responsibilities:

71 Provide verified data about the citizen’s entitlement (e.g., EHIC or PD A1 coverage).

0 Maintain accurate and up-to-date information on the insured person’s status (coverage,
revocation).

71 Serve as the legal reference for resolving data disputes or validating claims during

verification.

Fields in credentials representing the authentic source include:

authentic_source.id
authentic_source.name

The Issuer is the digital entity that packages and signs the credential using cryptographic
mechanisms. This entity ensures the technical trustworthiness and interoperability of the
credential. While it may also be the authentic source in some implementations, separation of
duties is often applied for efficiency, governance, and audit purposes in line with Section
2.2.2.3 of the elDAS 2.0 Architecture Reference Framework (ARF).

Responsibilities:

" Generate Verifiable Credentials based on business decision data from authentic source.

7 Bind the credential to the holder's EUDI Wallet, and thereby indirectly to the PID.

Ensure compliance with the elDAS trust framework, this Rulebook, and versioned

namespace definitions.

1 Use cryptographic signing keys that are referenced in national or EU Trusted Lists,
establishing recognised trust anchors in accordance with the eIDAS Regulation.

"I Ensure that the associated Qualified Trust Service Provider (QTSP) and relevant trust
services (e.g., electronic seals or signatures) are listed in the EU Trusted List or
equivalent national trusted lists.

Fields in credentials representing the issuer include:
7 iss (Issuer URI)
issuing_authority.id

1 issuing_authority.name
1 issuing_authority.country

While the iss URI identifies the issuer at a logical level, trust in the credential is established
through the Public Key Infrastructure (PKI) anchored in the Qualified Trust Service Provider
certificates published in the trusted lists. The iss URI may resolve to metadata containing
key information, but verification must rely on the certificate chain validated against trusted list
entries, not on the URI alone.

Although in many Members States the same institution may serve as both the Authentic
Source and the Issuer, these roles are functionally distinct.

This distinction follows the ARF principle of role separation between legal authority and
cryptographic authority, ensuring auditability, traceability and accountability.
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10.3 THE EHIC DATA MODEL

10.3.1 Overview and Data Model Structure

The European Health Insurance Card (EHIC) credential is a specialised instance of the
common PuB-EAAS attribute block defined in this Rulebook. It inherits shared data
elements essential for holder binding, institutional auditability, and administrative lifecycle
control. These fields are harmonised with the generic namespace structure and enable
semantic and syntactic interoperability across systems.

The EHIC credential may introduce other constraints (e.g., mandatory vs. optional). These
constraints apply other validation rules and presentation behaviours for specific attributes and
define a disclosure policy based on the SD-JWT model.

This modular approach ensures:
Reuse of harmonised field definitions across credentials.

Credential-specific validation and rendering policies.
Support for privacy-preserving selective disclosure.

In the Annexes (chapter 13) you will find the JSON schemas for both issuance and
display/disclosure purposes, including the comprehensive specification of all data fields.

10.3.2 EHIC Credential Fields

The following table lists all claims used in the EHIC credential, including their data type,
purpose and associated namespace URI. Fields marked as required must be present and
define the minimal set of data issued by PuB-EAA providers.
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Field Type Description Required Namespace URI
personal_administrative  string Unique personal identifier Yes urn:dgempl:pubeaas:v1:attribute:p
_number used by social security ersonal_administrative_number

services.
issuing_authority.id string Identifier of the issuing Yes urn:dgempl:pubeaas:v1:attribute:is
authority. suing_authority:id
issuing_authority.name string Name of the issuing Yes urn:dgempl:pubeaas:v1:attribute:is
authority. suing_authority:name
issuing_authority.countr  string Country under whose Yes urn:dgempl:pubeaas:v1:attribute:is
y jurisdiction the credential suing_authority:country
is issued. (ISO 3166-1
alpha-2)
date_of_issuance date Verifiable EHIC Yes urn:dgempl:pubeaas:v1:attribute:d
issuance/start date. ate_of issuance
date_of_expiry date Verifiable EHIC expiration No urn:dgempl:pubeaas:v1:attribute:d
date. ate_of_expiry
authentic_source.id string ID of the competent Yes urn:dgempl:pubeaas:v1:attribute:a
institution (EESSI). uthentic_source:id
authentic_source.name string Name of the competent Yes urn:dgempl:pubeaas:v1:attribute:a
institution (EESSI). uthentic_source:name
starting_date date Start date of insurance No urn:dgempl:pubeaas:v1:attribute:st
coverage validity. arting_date
ending_date date End date of insurance No urn:dgempl:pubeaas:v1:attribute:e
coverage validity. nding_date
document_number string Unique document identifier ~ Yes urn:dgempl:pubeaas:v1:attribute:d
(EHIC number). ocument_number

TABLE 7: EHIC CREDENTIAL FIELDS

Note that the EHIC credential model does not add business specific attributes but relies solely
on the common business data fields.

You can find the data schema for the EHIC issuance in the Annexes (chapter 13).

10.3.3

Embedded Disclosure Policy for EHIC Credentials

The EHIC credential implements selective disclosure using the SD-JWT model. This allows
evaluation by the EUDI wallet and the credential holder to disclose only the minimum required

claims

** %
* *
* *
* *
* gk

to a verifier, supporting GDPR-compliant privacy by design.

Claims marked "always" in the selective disclosure (SD) policy must be selectively
disclosed by the holder.

Claims marked "never" are always publicly visible (if present) and required for
verification.
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Claim Path Disclosure (sd) Behaviour & Purpose

personal_administrative_number always Always protected via SD; holder must
actively disclose.

issuing_authority (and subfields id, name, never Public attribution; needed for jurisdictional

country) checks; always visible.

authentic_source (and subfields id, name) never Required for verification; always visible.

date_of_expiry, date_of_issuance never Marks business validity; must always be
visible.

starting_date, ending_date never Indicates coverage period; needed for

eligibility checks.

document_number always EHIC number; disclosed only when required.

TABLE 8: EMBEDDED DISCLOSURE POLICY FOR EHIC CREDENTIALS

This embedded policy establishes a verifier-agnostic framework for enforcing disclosure
behaviour, regardless of wallet implementation. The data schema for the EHIC, which must be
evaluated, is provided in the Annexes (chapter 13).

10.4 THE PD A1 DATA MODEL

10.4.1 Overview and Data Model Structure

The Portable Document A1 (PD A1) credential is based on the PuB-EAAs common attribute
block used for social security coordination across Member States. It adds specific information
and confirms applicable legislation regarding social security coverage, particularly for posted
or multi-state workers.

Like EHIC, PD A1 inherits shared base fields for identity, issuance, and institutional attribution.
It introduces specific claims necessary to validate the social security legislation applicable to a
given employment relationship.

This data model supports:

Cross-border portability of entitlement documentation.
Verification of applicable legislation.
Issuance traceability and legal certainty for institutions.

In the Annexes (chapter 13) you will find the JSON schemas for both issuance and
display/disclosure purposes, including the comprehensive specification of all data fields.

10.4.2 PD A1 Credential Fields

The following table lists the complete PD A1 data structure, including their data type, purpose
and associated namespace URI. Fields marked as required must be present and define the
minimal set of data issued by PuB-EAA providers.
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Field Type Description Required Namespace URI
personal_administrativ  string Unique personal identifier Yes urn:dgempl:pubeaas:v1:att
e_number used by the issuing social ribute:personal_administra

security services. tive_number
issuing_authority.id string Identifier of the issuing Yes urn:dgempl:pubeaas:v1:att
authority. ribute:issuing_authority:id
issuing_authority.nam  string Name of the issuing authority. Yes urn:dgempl:pubeaas:v1:att
e ribute:issuing_authority:na
me
issuing_authority.coun string Country under whose Yes urn:dgempl:pubeaas:v1:att
try jurisdiction the credential is ribute:issuing_authority:co
issued. (ISO 3166-1 alpha-2) untry
date_of_issuance date Verifiable PDA1 issuance/start  Yes urn:dgempl:pubeaas:v1:att
date. ribute:date_of _issuance
date_of_expiry date Verifiable PDA1 expiration No urn:dgempl:pubeaas:v1:att
date. ribute:date_of_expiry
authentic_source.id string ID of the competent institution ~ Yes urn:dgempl:pubeaas:v1:att
(EESSI). ribute:authentic_source:id
authentic_source.nam string Name of the competent Yes urn:dgempl:pubeaas:v1:att
e institution (EESSI). ribute:authentic_source:na
me
starting_date date Start date of the business Yes urn:dgempl:pubeaas:v1:att
decision validity. ribute:starting_date
ending_date date End date of the business Yes urn:dgempl:pubeaas:v1:att
decision validity. ribute:ending_date
document_number string Unique document identifier Yes urn:dgempl:pubeaas:v1:att
(PDA1 number). ribute:document_number
employer.type string Type of the employment Yes urn:dgempl:pubeaas:pda:
(employment or self- v1:attribute:employer:type
employment).
employer.id string Unique identifier of the Yes urn:dgempl:pubeaas:pda1:
employer/self-employment. v1:attribute:employer:id
employer.name string Name of the employer/self- Yes urn:dgempl:pubeaas:pda1:
employment. v1:attribute:employer:nam
e
employer.country string Country where the Yes urn:dgempl:pubeaas:pda1:
employer/self-employed is v1:attribute:employer:coun
registered. (ISO 3166-1 alpha- try
2)
work_information.no_f  string Country of the workplace. (ISO  Yes (conditionally)  urn:dgempl:pubeaas:v1:att

ixed_place_of_work

3166-1 alpha-2)

ribute:work_information:no
_fixed_place_of work
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Field Type Description Required Namespace URI
work_information.work string Full formatted workplace No urn:dgempl:pubeaas:pda1:
_address.formatted address. v1:attribute:work_address:

formatted
work_information.work  string Street name of the workplace. No urn:dgempl:pubeaas:pdai:
_address.street_addre v1:attribute:work_address:
ss street_address
work_information.work  string House or building number of No urn:dgempl:pubeaas:pda1:
_address. the workplace. v1:attribute:work_address:
house_number house_number
work_information.work string Postal or ZIP code of the No urn:dgempl:pubeaas:pda1:
_address.postal_code workplace. v1:attribute:work_address:
postal_code
work_information.work string City, town, or locality of the Yes (conditionally)  urn:dgempl:pubeaas:pda1:
_address.locality workplace. v1:attribute:work_address:|
ocality
work_information.work string Region or state of the No urn:dgempl:pubeaas:pda1:
_address.region workplace. v1:attribute:work_address:
region
work_information.work  string Country of the workplace. (ISO Yes (conditionally)  urn:dgempl:pubeaas:pda1:
_address.country 3166-1 alpha-2) v1:attribute:work_address:
country
work_information.work  string Name of the company or ship No urn:dgempl:pubeaas:v1:att
_address. operator. ribute:work_information:wo
company_name rk_address:company_nam
e
work_information.work string Company ID from national or No urn:dgempl:pubeaas:v1:att
_address. company_id EU registries. ribute:work_information:wo
rk_address:company_id
work_information.work  string Flag state or home base of the  No urn:dgempl:pubeaas:v1:att
_address. company/ship where you will ribute:work_information:wo
flag_base_home be employed. rk_address:flag_base_ho
me
legislation_country string Country whose legislation Yes urn:dgempl:pubeaas:pda1:
applies. (ISO 3166-1 alpha-2) v1:attribute:legislation_cou
ntry
transitional_rules boolean Indication, if transitional rules No urn:dgempl:pubeaas:v1:att
apply as provided by the ribute:transitional_rules
Regulation.
status_confirmation string Legal status category code Yes urn:dgempl:pubeaas:pda1:

applicable to the worker.

v1:attribute:status_confirm
ation

TABLE 9: PD A1 CREDENTIAL FIELDS
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10.4.3 Embedded Disclosure Policy for PD A1 Credentials

The PD A1 credential implements selective disclosure using the SD-JWT model. This allows
a credential holder to disclose only the minimum required claims to a verifier, supporting
GDPR-compliant privacy by design.

Claims marked "always" in the SD policy must be selectively disclosed by the holder.
Claims marked "never" are always publicly visible (if present) and required for

verification.
Claim Path Disclosure (sd) Behaviour & Purpose

personal_administrative_number always Protected identifier; disclosed only when required
for verification

issuing_authority never Issuance authority metadata; always visible

(and subfields id, name, country)

authentic_source never Verification source; always visible

(and subfields id, name)

issuing_country never Jurisdiction and national policy context

date_of_expiry, date_of_issuance never Credential administrative validity

starting_date, ending_date never Coverage period for social security

document_number always PD A1 document ID; disclosed only when required

employer never Employment identification; mandatory for

(and subfields type, id, name, country) entitlement verification

work_information (all fields) never Location of work; mandatory for coverage
assessment

legislation_country never Applicable legal framework

transitional_rules always Information about transitional rules; disclosed only

when required.

status_confirmation never Legal status code determining applicable law

TABLE 10: EMBEDDED DISCLOSURE POLICY FOR PD A1 CREDENTIALS

This embedded policy establishes a verifier-agnostic framework for enforcing disclosure
behaviour, regardless of wallet implementation. The data schema for the PD A1, which must
be evaluated, is provided in the Annexes (chapter 13).

10.5 MDOC IMPLEMENTATION FOR SOCIAL SECURITY CREDENTIALS
IN PROXIMITY FLOWS

To ensure semantic and procedural consistency across implementations, the mdoc must fully
support the data models and verification policies previously specified in this document. This
includes integration of the common business data block, adherence to localised validation
policies, and enforcement of selective disclosure rules as outlined in chapter 7.

In alignment with eIDAS and to enable both proximity and non-proximity flows in social security
coordination, support for both mdoc-based credentials and standard Verifiable Credentials
must be ensured within the broader trust framework.
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10.5.1 Purpose and Scope

This chapter describes how mdoc-based solutions can enable and support proximity flow
use cases-scenarios, in which the credential holder and verifier are physically co-located
(e.g., during hospital admission or labour inspections). It explains how social security
credentials can be modelled, encoded, and transmitted using the mdoc paradigm to enable
trusted, privacy-preserving, and efficient interactions.

10.5.2 mdoc Profile for Social Security Use Cases

The implementation extends the mdoc data model with additional namespace-specific
attributes tailored for social security attestations. These attributes are encoded using
dedicated namespace extensions, ensuring compatibility with existing mdoc readers while
ensuring support for domain-specific data.

Specifically, two main namespaces are used:

urn:dgempl:pubeaas:v1:attribute (For common attributes)
urn:dgempl:pubeaas:pdai:v1:attribute (For credential specific attributes)

This namespace can be subdivided to allow for block-wise selective disclosure.

A defining characteristic for mdoc representations is that the technical layer, as described in
chapter 10.2.1, is encapsulated in the Mobile Security Object (MSO). This structure digests
values that enable selective disclosure of individual claims.

{
"version": "1.0",
"docType": "urn:eudi:pdal:1",
"validFrom": "2023-01-01T00:00:00Z",
"validUntil": "2025-12-31T23:59:59Z",
"issuerSigned": {

"nameSpaces": {
"urn:dgempl:pubeaas:vl": {
"personal_administrative_number": "1234567890",

Iy
"urn:dgempl:pubeaas:pdal:employer:vli": {

"employer.country": "DK"

"Grn:dgempl:pubeaas:pdal:work_address:vl": {

"work_address.country": "DE"

h

"urn:dgempl:pubeaas:pdal:vl": {
"legislation_country": "DK",
"status_confirmation": "active_employment"

}

3,
"issuerAuth": { /* COSE_Signl signature */ }

"valueDigests": {

"urn:dgempl:pubeaas:vl": {
"personal_administrative_number": "sha256:abcl123...",

},...

"urn:dgempl:pubeaas:pdal:employer:vl": {
"employer.id": "sha256:stu90l...",

}
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I

"deviceKeyInfo": {
"deviceKey": { /* public key of the holder */ },
"keyAuthorizations": [ /* optional */ ]

3
3

This example illustrates how the mdoc model shares a conceptual structure with SD-JWT.
Both formats represent the same logical credential using different technical encodings.

10.5.3 Trust Model and Issuance

Credentials are issued by authoritative social security institutions, which act as trusted
attestation issuers under the PuB-EAA trust framework or under special conditions under the
QEAA trust framework. The mdoc issuer software signs and packages the social security data
into a verifiable format, supported by digital certificates and trust anchors defined under
elDAS and the relevant sectoral trusted lists.

A key distinction between SD-JWT and mdoc is that the latter embeds key material, enabling
offline capabilities and verification.

10.5.4 Presentation Mechanism

The proximity flow leverages the Device-to-Device (D2D) communication protocols supported
by ISO 18013-5, including:

J NFC (Near Field Communication)
J BLE (Bluetooth Low Energy)
QR code initiation with BLE handover

The verifier device initiates the session and requests specific attributes. The mdoc holder
grants consent, and only the requested attributes are disclosed, in alignment with data
minimisation and selective disclosure principles.

Notably, the standard does not explicitly prescribe a policy-based release of attributes i.e. the
common block. This puts the responsibility for achieving the less intrusive interaction
envisioned in chapters 10.3.3 and 0, on the wallet implementation in combination with the trust
framework.

10.5.5 Privacy and Security Considerations

The mdoc model ensures high privacy protection through:

Holder consent and real-time control over shared attributes
- Offline verification capability, with signed attributes and timestamps, and embedded
key material
Replay and cloning protection, using ephemeral session keys
End-to-end integrity and authenticity, backed by cryptographic signatures

These safeguards align with both GDPR principles and eIDAS requirements for qualified trust
services.

It will be essential to align the disclosure policy definitions with the definitions for SD-JWT
based credentials.

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page 32

© 2023-2025 DC4EU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | PuB-EAAs Rulebook lﬁ DC!"EU

10.5.6 Interoperability and Standardisation

To ensure cross-border interoperability, the mdoc implementation for social security
credentials adheres to the following standards and specifications:

0 ISO/IEC 18013-5 - standardised interface and secure device-to-device transport
mechanisms.

ISO/IEC 23220 series - trust model and ecosystem participant roles.

Custom namespaces and data models — as defined in the current document, ensuring
alignment with social security-specific credential structures and verification policies.

In addition, there is a need for a high-level definition of disclosure policy structures and
expected EUDI Wallet feature support. This is crucial for reducing the burden on wallet users
when approving selective disclosure. However, such efforts are considered out of scope for
any sector-specific Rulebook.

10.6 ATTRIBUTE MAPPING FROM BUSINESS BLUEPRINT TO
IMPLEMENTATION URI

This chapter provides a structured mapping between the logical data fields introduced in the
Business Blueprint (BBP), particularly in relation to the EHIC and PD A1 credential models,
and the corresponding implementation-level attribute definitions. These include namespace
URIs and standardised field names aligned with the DC4EU verifiable credential
implementation approach.

While the BBP presents business-level attribute definitions and data structures (e.g. Figures
27-36), the formal namespace URIs included here are part of the technical layer governed
under the Social Security Rulebook and accompanying schema artefacts. They are introduced
here to support semantic alignment, cross-border interoperability, and technical conformance
in implementations.

Note: These mappings are indicative and subject to finalisation in the DC4EU schema registry.
Field naming conventions and may evolve as piloting progresses.

Namespace URI BBP Logical Field Name Required Notes
urn:dgempl:pu_be_zaas:_v1:attnbute:per Social Security PIN Yes Common for EHIC and PD
sonal_administrative_number A1
urn:dgempl:pubeaas:v1:attribute:star . Common for EHIC and PD
ting_date Starting Date Yes A1
urn:dgempl:pu.beaas:v1:attrlbute:end Ending Date Yes Common for EHIC and PD
ing_date A1
urn:dgempl:pubeaas:v1:attribute:doc DocumentiD Yes Common for EHIC and PD
ument_number A1
urn:dgempl:pu_beaas:v1:.gttrlbute:aut InstitutionID Yes Common for EHIC and PD
hentic_source:id A1
urn:dgempl:pubeaas:v_1:attrlbute:aut Institution Name No Common for EHIC and PD
hentic_source:name A1
TABLE 11: NAMING CONVENTION
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12 ABBREVIATIONS AND TERMS FROM D6.1

Term Description

(Qualified) Trust Service
Provider (QTSP)

A Qualified Trust Service Provider (QTSP) is an entity legally
recognized under EU law to provide trust services such as electronic
signatures, seals, time stamps, and certificate validation. QTSPs
must meet specific stringent security and compliance standards to
ensure the authenticity and integrity of their services, helping
enhance trust in electronic transactions across the EU.

Administrative
Commission (AC)

The Administrative Commission for the Coordination of Social
Security Systems in the EU is an official body that facilitates the
consistent application of EU regulations on social security for
workers moving within the EU. It provides guidance and clarification
on the rules that protect the social security rights of these workers,
ensuring they can access benefits like healthcare, pensions, and
unemployment insurance while abroad. The commission also helps
resolve disputes between member states regarding social security
coverage and plays a key role in updating and adapting the rules in
response to new legal and social developments.

Application for

Credential

The process of applying for a credential from an authentic source,
prior to issuance and pickup.

This process will entail the registration of the person ID, most likely
in the form of a local ID combined with an elD.

Architecture Reference
Framework (ARF)

A set of common standards and technical specifications, and a set
of common guidelines and best practices

Authentic Source

A repository or system, held under the responsibility of a public
sector body or private entity, that contains attributes about a natural
or legal person and is considered to be the primary source of that
information or recognised as authentic in national law.

Often synonymous with the competent institution (Cl) that is behind
a given business decision and the corresponding credential.

Biometric Data

The data that forms the basis for comparison during biometric
authentication, usually a stored template of a biometric trait. In the
case of the EUDIW, most likely in the form of a portrait picture of the
holder as part of the PID.

Claim An assertion made about a subject which is a separately provable
set of data points.
The minimum granularity of a VP and VC.
Competent Institution | Institution that is behind a given business decision and the
(CI) corresponding credential. It is the owner of the authentic source

(System).

Co-funded by
the European Union

© 2023-2025 DC4EU

The DC4EU project is Co-funded by
the European Union’s Digital Europe
Programme under Grant Agreement
no. 101102611

Page 35




DC4EU | DIGITAL CREDENTIALS FOR EUROPE | PuB-EAAs Rulebook lﬁ DC!"EU

Term Description

Conformity Assessment | Conformity Assessment Bodies (CABs) are organizations authorized
Bodies (CABSs) to evaluate whether products, services, systems, or personnel meet
specified requirements outlined in regulations or standards. These
assessments ensure compliance and are essential for certifying that
products are safe and reliable before they reach the market.

Consent During a verification challenge, the holder would need to give
consent for their personal data to be processed. Upon consent, this
involves selecting the necessary documents stored locally on their
digital wallet to reply to a request. The selected information is then
securely sent for verification. The process is designed to ensure the
privacy and security of the holder’s data, in line with the principles of
the GDPR.

Credential Holder The entity that is holding a wallet and the electronic attestations and
presents a Verifiable Presentation to a verifier. It could be the of the
subject attestation but also another authorised natural or legal
person.

Credential Offer A link to an Issuers system, providing direct access to retrieve a
specific VC.

Access via the link is secured by the session within which the
exchange takes place.

Data Point The minimum granularity of identifiable information.
DC4EU Digital Credentials for Europe
Device Binding A cryptographical measure to ensure that a credential was issued to

a specific device i.e. Smart Phone, Computer or Security Token.

This binding is what provides the trust basis for uniqueness and
coherence for credentials on the device. The device binding serves
as an indirect binding between the credentials and the Identity bound
to the device. [See “Holder Binding”]
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Term Description

elD

elD is a set of services provided by the European Commission (EC)
to enable the mutual recognition of national electronic identification
schemes (elD) across borders. It allows European citizens to use
their national elD when accessing online services from other
European countries.

A national solution for electronic identification of natural and legal
persons.

In this context it is an elDAS compliant notified elD scheme, allowing
for cross-border activities.

A somewhat contented part of the eIDAS amendment proposal is the
requirement for a persistent globally unique identification element in
all elD schemes.

Electronic Attestation of
Attributes (EAA)

&

Qualified Electronic
Attestation of Attributes
(QEAA)

A distinction needs to be made between EAAs (electronic attestation
of attributes) and QEAAs (qualified electronic attestation of
attributes): EAAs can originate either from government-authorised
sources or from sources that are not “authentic sources”. However,
EAAs from state-authorised registers automatically fulfil the value of
a QEAA and can be issued directly into the Wallet, while other EAAs
do not have the same evidential value as a paper certificate or ID.
Attributes from sources not authorised by the state therefore only
achieve the status of a QEAA if they have been checked and
validated by a Qualified Trust Service Provider (QTSP). The attribute
must be applied for via an elDAS-compliant issuing process to be
issued as a QEAA into the EUDIW.

Electronic Identification,
Authentication and Trust
Services (elDAS)

elDAS, is a regulation set by the European Union to oversee
electronic identification and trust services for electronic transactions
within the EU. It establishes a legal framework to ensure that
electronic interactions and transactions are secure, and it facilitates
the use of electronic identification means and trust services across
EU member states. This regulation helps increase the effectiveness
and security of digital services and enables seamless electronic
interactions between businesses, citizens, and public authorities
across the EU.

EUDIW Toolbox

The EUDIW Toolbox is a set of technical standards and
specifications that will provide a secure and convenient way for
European citizens and businesses to share identity data needed for
accessing digital services such as checking in at the airport, renting
a car, opening a bank account, or when logging in to their accounts
on large online platforms. The toolbox includes a technical
Architecture and Reference Framework (ARF), a set of common
standards and technical specifications, and a set of common
guidelines and best practices.
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Term Description

European Digital Identity | EUDIW is a product and service that allows the user to store identity
Wallet (EUDIW) data, credentials and attributes linked to their identity, to provide
them to relying parties on request and to use them for authentication,
online and offline, for a service in accordance with Article 6a; and to
create qualified electronic signatures and seals. Each member state
(MS) is required to provide at least one notified EUDIW solution for
their citizens.

General Data Protection | The General Data Protection Regulation (GDPR) is a regulation in
Regulation (GDPR) EU law on data protection and privacy in the European Union and
the European Economic Area. It also addresses the transfer of
personal data outside the EU and EEA areas. The GDPR aims
primarily to give control to individuals over their personal data and to
simplify the regulatory environment for international business by
unifying the regulation within the EU. Key elements include strict
rules on data processing and consent, mandatory breach
notifications, and significant penalties for non-compliance. It was
implemented on May 25, 2018.

Holder / Identity Binding | An indirect relation between an Identity Credential and other VCs
stored in a device. Control of the device and possibly biometric
information held on the device, constitutes the holder binding. See
device binding and biometric data.

Identity Context In an EUDIW, the PID sets up a context around the credentials held
in the wallet. This context allows for a secure combination of
attestations from different credentials within the context.

In the pure form, with only one identity in the wallet, the context is
delegated to the device, such that the device ensures the validity of
attestation combinations from the wallet.

In a more natural situation, a EUDIW might hold credentials for more
than one Identity (e.g. delegation), which would require multiple
Identity Contexts within the EUDIW. Such a situation would require
the ldentity Context to be defined by both the device identifier and
the relevant Identity for the Identity Context.

Identity Credential A digital credential containing identity attestations at a certain Level
of Assurance (LoA). Currently only the PID-credential has been
designated in the EUDIW ecosystem as a Digital Identity Credential
with LoA ‘high’. Other credentials might be designated as identity
credentials - notably various sector specific identity credentials.
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Term Description

Identity Holder

Authentication

The process of verifying the identity of an individual or system
seeking access to a secure service or resource, typically through the
presentation of valid credentials.

Institution Repository
(IR)

IR used in Electronic Exchange of Social Security Information
(EESSI) for the qualification of Cl in social security.

Institutional Repository-
Single Point of Contact
(IR-SPOC)

IR-SPOC used in EESSI for the maintenance of the IR.

Interoperability

The exchangeability between a range of products, or similar
products from several different providers, or even between past and
future revisions of the same product. Interoperability may be
developed post-facto, as a special measure between two products,
while excluding others, by using open standards. When a vendor is
forced to adapt its system to a dominant system that is not based on
open standards, it provides compatibility rather than interoperability.

Issuer

A role an entity can perform by asserting claims about one or more
subjects, creating a VC from these claims, and transmitting the VC
to a holder.

Issuer System

The System, responsible for producing a VC, operated by either an
authentic source or an assigned trusted issuer. The process is to be
performed at the time of collection by the recipient/subject, to ensure
device binding.

Member States (MS)

refers to the member states of the European Union.

Minimal Credential

[See "Normalised Credential"].

National Accreditation
Bodies (NABs)

National Accreditation Bodies (NABs) are organizations recognized
by national governments to assess and accredit conformity
assessment bodies (CABs) against international standards. NABs
ensure that CABs are competent and capable of performing their
services, which helps maintain the reliability and quality of
certifications in various sectors.
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Term Description

Natural vs Legal Person

A natural person is a human being and living person. A legal person
is being, real or imaginary whom the law regards as capable of rights
and duties.

Near Field
Communication (NFC)

Near Field Communication (NFC) is a set of communication
protocols that enable two electronic devices, one of which is usually
a portable device such as a smartphone, to establish communication
by bringing them within a few centimetres of each other. NFC is used
for a variety of applications, including contactless payments, access
control, and quick data exchanges between devices.

Connect for
Credentials

OpenlD
Verifiable
(OIDC4VC)

Open ID Connect for VCs is
a protocol for the secure exchange of credential information. OpenlID
for VCs consists of three specifications:

1. OpenlD for VC issuance — Defines an APl and corresponding
OAuth-based authorisation mechanisms for issuance of VCs
(Editors’ Draft) (Working Group Draft).

2. OpenlID for VPs — Defines a mechanism on top of OAuth 2.0
to allow presentation of claims in the form of VCs as part of
the protocol flow (Editors’ Draft) (Working Group Draft)
(Implementer’s Draft).

Self-Issued OpenID Provider v2 — Enables users to use OpenlD
Providers (OPs) that they control (Editors’ Draft) (Working Group
Draft) (Implementer’s Draft).

Person Identification

Data (PID)

“Person Identification Data” means a set of data enabling the identity
of a natural or legal person, or a natural person representing a legal
person to be established.

Personal Identification
Number (PIN)

A National or sector specific identification scheme, such as a national
social security number or pension ID.
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Term Description

Pre-authenticated
Credential Offer

A link to an Issuers system, providing direct access to retrieve a
specific VC.

Often in the form of a QR Code.

Access via the link is anonymous (pre-authenticated) and as such it
must be protected by some out-of-band mechanism, such as one-
time code.

It is defined in the OpenlD for VC issuance specification and only
enables the option to define a PIN-Code, not related to the Personal
Identification Number as defined previously, to be transmitted for
authentication.

Primary Attestation Set

The main set of claims of a VP, as related to the circumstantial claims
i.e. EHIC and associated identity.

Public Body Electronic
Attestation of Attributes
(PuB-EAAs)

Public Body Electronic Attestation of Attributes (PuB-EAA) refer to
electronic attestations of attributes issued by , or on behalf of, a
public sector body responsible for an authentic source. These
attestations are part of the EU Digital Identity Framework and are
used to securely confirm specific attributes of individuals or
organizations, such as identity or qualifications.

Relying Party A natural or legal person that relies upon an electronic identification
or a trust service.
Repository A database, such as a storage vault or personal VC wallet, that

stores and protects access to the holder's VCs.

Selective Disclosure

The ability of a holder to make fine-grained decisions about what
information to share. VCs enable selective disclosure, meaning that
individuals can choose which credentials and/or data points to
present to a verifier based on the context and the verifier's
requirements. This enhances privacy and minimises the sharing of
unnecessary personal information.

Self-Sovereign
(SSI)

Identity

VCs play a crucial role in decentralised and self-sovereign identity
systems. In such systems, individuals have greater control over their
personal information and can selectively share VCs with entities they
trust, without revealing unnecessary or sensitive data.
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Term Description

User Users of EUDIW are defined as natural or legal persons using the
EUDIW to receive, store and share attestations (PID, QEAA or EAA)
and attributes about the user, including to prove their identity. The
EUDIW would enable users to create qualified electronic signatures
and seals (QES).

Who can be a user of a EUDIW depends on national law. The use of
a EUDIW by citizens would not be mandatory under the legislative
proposal. However, MSs would be obliged to offer the EUDIW to their
citizens.

Validation The assurance that a VC or a VP meets the needs of a verifier and
other dependent stakeholders.

Verifiable Credential (VC) | A set of digitally signed, machine readable, attestations of attributes
proving some facts about a subject. This is a piece of information or
a claim about an individual or entity that can be cryptographically
verified. It is a fundamental concept in the realm of digital identity and
decentralised identity systems. VCs provide a way for individuals or
organisations to assert and prove various attributes or qualifications
about themselves without revealing unnecessary personal data.

Verifiable Presentation | Data derived from one or more VCs, issued by one or more issuers,
(VP) that is shared with a specific verifier. A VP is a tamper-evident
presentation encoded in such a way that authorship of the data can
be trusted after a process of cryptographic verification.

[See “Shared Verifiable Presentation”]

Verification The evaluation of whether a credential (or presentation) is an
authentic and timely statement of the issuer or presenter,
respectively. This includes checking that: the credential (or
presentation) conforms to the specification; the proof method is
satisfied; and, if present, the status check succeeds.

Verifier A role an entity performs by receiving one or more VCs inside a VP
for processing. Other specifications might refer to this concept as a
relying party.
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13 ANNEXES

13.1 SCHEMA FOR EHIC CREDENTIAL ISSUANCE

"$schema": "https://json-schema.org/draft/2020-12/schema",
"title": "DCUEU EHIC SD-JWT VC Schema",
Iltypell : llobjectll .
"additionalProperties": false,
"properties": {
"VCt": {
Iltypell : "String n .
"description": "The Verifiable Credential type identifier, as defined in ietf-oauth-sd-
jwt-ve (draft 09).",
"enum": [
"urn:eudi:ehic:1"
]
}

1
"jti": {
"type": "string",
"description": "Verifiable Credential unique identifier to prevent replay attacks. It
needs to be unique for the JWT effective lifespan.",
"minLength": 1,
"maxLength": 255

3
"sub": {
"type": "string",
"description": "Subject identifier for the JWT, representing the principal that is the

subject of the JWT. This is a case-sensitive string containing a unique identifier, as defined
in RFC 7519 (JwT)."

I
"iss": {
"type": "string",
"format": "uri",
"description": "Issuer identifier for the JWT, expressed as a URI, according to RFC 7519
awt)."
I
"iat": {
"type": "integer",
"description": "Issued at time indicating when the JWT was issued, represented as a
NumericDate (number of seconds since 1970-01-01T00:00:00Z UTC) according to RFC 7519 (JwT)."
}
"enf': {
"type": "object",
"description": "Contains confirmation key information used to prove possession of a

private key, as defined in RFC 7800 (Proof-of-Possession Key Semantics for JWTs).",
"properties": {
"jWI‘(": {
"‘type"Z I'Object",
"description": "JSON Web Key (JWK) object. Structure not fully specified here."

1
"required": [
Iljwkll
1,
"additionalProperties": true
1
"eXp": {
"type": "integer",
"description": "Expiration time on or after which the JWT must not be accepted for

processing, represented as a NumericDate (number of seconds since 1970-01-01T00:00:00Z UTC)
according to RFC 7519 (JwT)."

3
"nbf": {
"type": "integer",
"description": "Not before time before which the JWT must not be accepted for processing,

represented as a NumericDate (number of seconds since 1970-01-01T00:00:00Z UTC) according to RFC
7519 (JwT)."
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"personal_administrative_number": {

Iltypell : Ilstringll .

"minLength": 4,

"maxLength": 50,

"description": "The unique personal identifier assigned to the natural person for social
security services and benefits by the competent institution (Social Security Number). The
electronic identification scheme under which the identifier is issued, as well as the policy
applied to the values of this attribute including, where applicable, specific conditions for its
processing must be defined by the competent institution as part of this schema.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:personal_administrative_number"

3
"issuing_authority": {
Iltypell : Ilobjectll .

"description": "The authority responsible for issuing the EHIC.",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:issuing_authority",
"properties": {

"id": {

"type": "string",
"minLength": 1,
"maxLength": 20,

"description": "The unique identifier of the EHIC issuing authority.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:issuing_authority:id"
3
"name": {

Iltypell : Ilstring"'

"minLength": 1,

"maxLength": 100,

"description": "The full name of the EHIC issuing authority.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:issuing_authority:name"
1

"country": {
"type": "string",
"pattern": "~[A-z]1{2}$",
"description": "Member State code (ISO 3166-1 alpha-2) representing the country under
whose jurisdiction the EHIC is issued.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:issuing_authority:country"
}
3
"required": [
Ilidll,
Ilname"‘
"country"

1
"additionalProperties": false
I

"date_of_issuance": {

"type": "string",

"format": "date",

"description": "Date determined by the competent institution as either the start of the
administrative validity period of the record represented by this EHIC, or the issuance date of
the EHIC credential. The value is expressed as a full-date (YYYY-MM-DD) in accordance with ISO
8601-1 and RFC 3339. The exact interpretation is to be defined by the competent institution as
part of this schema.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:date_of_issuance"

1
"date_of_expiry": {

Iltypell : Ilstringll ,

"format": "date",

"description": "Date determined by the competent institution as the end of the
administrative validity period of the record represented by this EHIC, or the expiration date of
the EHIC credential. The value is expressed as a full-date (YYYY-MM-DD) in accordance with ISO
8601-1 and RFC 3339. The exact interpretation is to be defined by the competent institution as
part of this schema.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:date_of_expiry"

e
"authentic_source": {
Iltypell : Ilobjectll .

"description": "The competent institution responsible for the EHIC, as registered in the
Electronic Exchange of Social Security Information (EESSI).",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:authentic_source",
"properties": {
n ld n : {
"type": "string",
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"minLength": 1,
"maxLength": 20,

"description": "The unique identifier of the competent institution responsible for the
EHIC, as registered in the Electronic Exchange of Social Security Information (EESSI).",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:authentic_source:id"
3
"name": {
Iltypell : Ilstringll '
"minLength": 1,
"maxLength": 100,
"description": "The full name of the competent institution responsible for the EHIC,
as registered in the Electronic Exchange of Social Security Information (EESSI).",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:authentic_source:name"
}
3
"required": [
"id"‘
"name"

"additionalProperties": false
3
"starting_date": {

"type": "String",

"format": "date",

"description": "Date determined by the competent institution as the start date of the
insurance coverage. The value is expressed as a full-date (YYYY-MM-DD) in accordance with ISO
8601-1 and RFC 3339.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:starting_date"
}

1
"ending_date": {

"type": "String",

"format": "date",

"description": "Date determined by the competent institution as the end date of the
insurance coverage. The value is expressed as a full-date (YYYY-MM-DD) in accordance with ISO
8601-1 and RFC 3339.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:ending_date"
3
"document_number": {
"type": "string",
"minLength": 4,
"maxLength": 50,

"description": "Unique document identifier assigned by the competent institution. This
value identifies the specific EHIC document and may be used for administrative validation.",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:document_number"
}
}
"required": [
llvctll'
lljtill'
"sub",
"iss",
lliatll'
"Cn{",
"personal_administrative_number",
"issuing_authority",
"date_of_issuance",
"authentic_source",
"document_number"
]

13.2 EHIC CREDENTIAL DISPLAY & DISCLOSURE SCHEMA

{

"vet": "urn:eudi:ehic:1",

"name": "DCUEU EHIC SD-JWT VCTM",

"description": "Selective disclosure metadata for EHIC SD-JWT VC",

"$comment": "Implementation of the DCUEU VCTM may require Member State-specific clarifications
to align with national policies governing the display of included claims.",
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"display": [
{

"lang": "en-EU",
"name": "EHIC SD-JwWT vC",
"description": "European Health Insurance Card (EHIC) SD-JWT VvC",
"rendering": {
"svg_templates": [
{

"uri": "https://demo-issuer.wwwallet.org/public/creds/ehic/european-health-
insurance-card-svg-dcteu-01.svg",

"urit#tintegrity": "sha256-KIV+WWHOaFRONkfy5gqx/cRivRNKCrkNBMgHgysNrnO=",

"properties": {

"orientation": "landscape",
"color_scheme": "light",
"contrast": "normal"
}
}
]
}
}
1,
"claims": [
{
"path": [
"personal_administrative_number"
1,
"Sd" : Ilalwaysll '
"display": [
{
"lang": "en-EU",
"label": "Social Security PIN",
"description": "Unique personal identifier used by social security services."
}
]
h
{
"path": [
"issuing_authority"
1,
"sd": "never",
"display": [
{
"lang": "en-EU",
"label": "Issuing Authority",
"description": "The authority responsible for issuing the EHIC."
}
]
Iy
{
"path": [
"issuing_authority",
n id n
1,
Ilsdll : Ilneverll,
"display": [
{
"lang": "en-EU",
"label": " Issuing Authority ID",
"description": "The unique identifier of the EHIC issuing authority ."
}
]
I
{
"path": [
"issuing_authority",
"name"
1,
"sd": "never",
"display": [
{
"lang": "en-EU",
"label": " Issuing Authority Name",
"description": "The full name of the EHIC issuing authority."
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}
]
I
{
"path": [
"issuing_authority",
"country"

";d": "never",
"display": [
{

"lang": "en-EU",
"label": " Issuing Country",

"description": "Country of the EHIC issuing authority."

}
1

]

"path": [
"date_of_issuance"

1
"sd": "never",
"display": [
{

"lang": "en-EU",
"label": "Date of Issuance",
"description": "Issuance date of the EHIC."
}
]

laaaBaad

Ilpathll : [
"date_of_expiry"
]

";d": "never",
"display": [
{

"lang": "en-EU",
"label": "Expiry Date",
"description": "EHIC credential expiry date."
}
]

o

"path": [
"authentic_source"
]

"éd": "never",
"display": [
{

"lang": "en-EU",
"label": "Authentic Source",

"description": "Competent institution as registered in

Repository."

]
Iy
{

"path": [
"authentic_source",
Ilidll

1,

"sd": "never",
"display": [
{

"lang": "en-EU",
"label": " Authentic Source ID",

the EESSI

% DC4EU

Institution

"description": "Identifier of the competent institution as registered in the EESSI

Institution Repository."

I
{
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"path": [
"authentic_source",
"name"

1,

"sd": "never",

"display": [

{

"lang": "en-EU",
"label": " Authentic Source Name",
"description": "Name of the competent institution as registered in the EESSI
Institution Repository."
}
]
I
{
"path": [
"starting_date"
]

1
"sd": "never",
"display": [
{

"lang": "en_EU"’
"label": "Starting Date",
"description": "Start date of the insurance coverage."
}
]
e
{
"path": [
"ending_date"

";d": "never",
"display": [
{

"lang": "en_EUH'
"label": "Ending Date",
"description": "End date of the insurance coverage."
}
]
b
{
"path": [
"document_number"

"éd": "always",
"display": [
{

"lang": "en-EU",
"label": "Document Number",
"description": "Unique EHIC document identifier."

13.3 EXAMPLE OF EHIC CREDENTIAL

{
"vct": "urn:eudi:ehic:1",
"jti": "urn:uuid:9bldebudd-5bld-U7b5-9e3e-2b0elb123U56",
"sub": "did:example:1234567890",
"iss": "https://ehic.issuer.example.eu",
"iat": 1721478000,
"exp": 1753014000,
"nbf": 1721474400,
"enf": {
"jWk": {
n kty n : n EC n .
"crv": "P-256",
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"x": "Uj5_9EFUac9J6TR2z2eMgN3sZ2mD8X_Pb8hx7rk_F1U",
"y": "TFsapV3Z1QGX7YZbVC1VhqflrXe6M3sBLOGgQoKLA9U"
}
3
"personal_administrative_number": "DE987654321",
"issuing_authority": {
Ilidll : IIDVKAII‘
"name": "GKV Spitzenverband - Deutsche Verbindungsstelle Krankenversicherung - Ausland",
"country": "DE"
3
"date_of_issuance": "2025-07-15",
"date_of_expiry": "2030-07-30",
"authentic_source": {
"id": "DE: 103411401",
"name": "AOK Nordwest"
3
"starting_date": "2025-07-01",
"ending_date": "2030-07-30",
"document_number": "80112233445566778043"

13.4 SCHEMA FOR PD A1 CREDENTIAL ISSUANCE

"$schema": "https://json-schema.org/draft/2020-12/schema",
"title": "DCUEU PDA1l SD-JWT VC Schema",

Iltypell : Ilobject"‘

"additionalProperties": false,

"properties": {

"VCt": {
Iltypell : Ilstringll .
"description": "The Verifiable Credential type identifier, as defined in ietf-oauth-sd-
jwt-ve (draft 09).",
"enum": [
"urn:eudi:pdal:1"
]
3,
"jti": {
"type": "string",
"description": "Verifiable Credential unique identifier to prevent replay attacks. It

needs to be unique for the JWT effective lifespan.",
"minLength": 1,
"maxLength": 255

3
"sub": {
Iltypell : Ilstringll .
"description": "Subject identifier for the JWT, representing the principal that is the

subject of the JWT. This is a case-sensitive string containing a unique identifier, as defined
in RFC 7519 (JwT)."

3,
"iss": {
"type": "string",
"format": "uri",
"description": "Issuer identifier for the JWT, expressed as a URI, according to RFC 7519
wt).
3,
"jat": {
"type": "integer",
"description": "Issued at time indicating when the JWT was issued, represented as a
NumericDate (number of seconds since 1970-01-01T00:00:00Z UTC) according to RFC 7519 (JwT)."
ién-F": {
"type": "object",
"description": "Contains confirmation key information used to prove possession of a

private key, as defined in RFC 7800 (Proof-of-Possession Key Semantics for JWTs).",
"properties": {
"jWk"Z {
"type": "object",
"description": "JSON Web Key (JWK) object. Structure not fully specified here."

}
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3
"required": [
"jwk"
1,
"additionalProperties": true
3
"exp": {
"type": "integer",
"description": "Expiration time on or after which the JWT must not be accepted for

processing, represented as a NumericDate (number of seconds since 1970-01-01T00:00:00Z UTC)
according to RFC 7519 (JwT)."

3
"nbf": {
"type": "integer",
"description": "Not before time before which the JWT must not be accepted for processing,

represented as a NumericDate (number of seconds since 1970-01-01T00:00:00Z UTC) according to RFC
7519 (Jwt)."

1
"personal_administrative_number": {

"type": "String",

"minLength": 4,

"maxLength": 50,

"description": "The unique personal identifier assigned to the natural person for social
security services and benefits by the competent institution (Social Security Number). The
electronic identification scheme under which the identifier is issued, as well as the policy
applied to the values of this attribute including, where applicable, specific conditions for its
processing must be defined by the competent institution as part of this schema.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:personal_administrative_number"
}

1
"issuing_authority": {
"type": "Object",

"description": "The authority responsible for issuing the PDAl.",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:issuing_authority",
"properties": {

uiww {

"type": "string",
"minLength": 1,
"maxLength": 20,

"description": "The unique identifier of the PDAl issuing authority.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:issuing_authority:id"
3
"name": {

"type": "string",

"minLength": 1,

"maxLength": 100,

"description": "The full name of the PDAl issuing authority.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:issuing_authority:name"
}

1
"country": {

"type": "string",

"pattern": "~[A-Z]1{2}$",

"description": "Member State code (ISO 3166-1 alpha-2) representing the country under
whose jurisdiction the PDAl is issued.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:issuing_authority:country"
}
i
"required": [
"id"’
"name",
"country"

1

"additionalProperties": false
}

1
"date_of_issuance": {

"type“: "String"’

"format": "date",

"description": "Date determined by the competent institution as either the start of the
administrative validity period of the record represented by this PDAl, or the issuance date of
the PDA1l credential. The value is expressed as a full-date (YYYY-MM-DD) in accordance with ISO
8601-1 and RFC 3339. The exact interpretation is to be defined by the competent institution as
part of this schema.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:date_of_issuance"
H
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"date_of_expiry": {

Iltypell : Ilstringll .

"format": "date",

"description": "Date determined by the competent institution as the end of the administrative
validity period of the record represented by this PDAl, or the expiration date of the PDAl
credential. The value is expressed as a full-date (YYYY-MM-DD) in accordance with ISO 8601-1 and
RFC 3339. The exact interpretation is to be defined by the competent institution as part of this
schema.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:date_of_expiry"

h

"authentic_source": {
Iltypell : Ilobject"'

"description": "The competent institution responsible for the PDAl, as registered in the
Electronic Exchange of Social Security Information (EESSI).",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:authentic_source",
"properties": {
"id": {

"type": "string",
"minLength": 1,
"maxLength": 20,

"description": "The unique identifier of the competent institution responsible for the
PDAl, as registered in the Electronic Exchange of Social Security Information (EESSI).",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:authentic_source:id"
3
"name": {
"type" : "String" ,
"minLength": 1,
"maxLength": 100,
"description": "The full name of the competent institution responsible for the PDAl, as
registered in the Electronic Exchange of Social Security Information (EESSI).",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:authentic_source:name"
}
3
"required": [
llidll .
llnamell
1,

"additionalProperties": false
1
"starting_date": {

"type": "string",

"format": "date",

"description": "Date determined by the competent institution as the start date of the business
decision validity period of the PDAl. The value is expressed as a full-date (YYYY-MM-DD) in
accordance with ISO 8601-1 and RFC 3339.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:starting_date"

}

1
"ending_date": {

"type": "string",

"format": "date",

"description": "Date determined by the competent institution as the end date of the business
decision validity period of the PDAl. The value is expressed as a full-date (YYYY-MM-DD) in
accordance with ISO 8601-1 and RFC 3339.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:ending_date"

}

1

"document_number": {

Iltypell : "String" .

"minLength": 4,

"maxLength": 50,

"description": "Unique document identifier assigned by the competent institution. This value
identifies the specific PDA1l document and may be used for administrative validation.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:document_number"
}

"émployer“: {
Iltypell : Ilarrayll ,
"minItems": 1,

"description": "A list of employer details/details of self-employment, based on EU or Member
State registries.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:employer",

"items": {

"type": "object",
"properties": {
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"type" . {
"type": "string",
"enum": [
Il01l| .
Il02l|
1,
"description": "The type of employment. Allowed values: 01 = Employment, 02= Self-
Employment",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:employer:type"
}

1
"id": {
"type": "string",
"minLength": 1,
"maxLength": 20,

"description": "The unique identifier of the employer/self-employment, in EU or Member
State registries.",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:employer:id"
3
"name": {

"type": "string",
"minLength": 1,
"maxLength": 100,
"description": "The full name of the employer/self-employment, in EU or Member State
registries.",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:employer:name"
}

1
"country": {

"type": "string",

"pattern": "~[A-Z]1{2}$",

"description": "Country code (ISO 3166-1 alpha-2) of the country where the
employer/self-employed is registered.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:employer:country"
}
3
"required": [
"type"‘
"id"‘
"nameh
"country"
]

1

"additionalProperties": false
}

¥

"work_information": {
"type": "object",

"description": "Information about the person's work location, either as a fixed address or no
fixed place of work.",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:work_information",

"properties": {
"no_fixed_place_of_work": {

"type": "string",

"pattern": "~[A-Z]{2}$",

"description": "Country code (ISO 3166-1 alpha-2) of the country where there is no fixed
place of work.",

"$comment": "Namespace:
urn:dgempl:pubeaas:vl:attribute:work_information:no_fixed_place_of_work"

1

"work_address": {
Iltypell : Ilarrayll .
"minItems": 1,

"description": "Structured address list for fixed places of work, with optional company
details.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:work_information:work_address",

"items": {

thpeﬂ: "object",
"properties": {
"formatted": {
Iltypell : Ilstring"’
"minLength": 2,
"maxLength": 512,
"description": "Full formatted address per UPU Sd42 / ISO 191660-4 / OIDC standards.",
"$comment": "Namespace:
urn:dgempl:pubeaas:vl:attribute:work_information:work_address:formatted"
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3
"street_address": {

"type": "string"'

"minLength": 1,

"maxLength": 100,

"description": "Street name.",

"$comment": "Namespace:
urn:dgempl:pubeaas:vl:attribute:work_information:work_address:street_address"

1
"house_number": {
"type": "string"'
"minLength": 1,
"maxLength": 20,
"description": "House or building number.",
"$comment": "Namespace:
urn:dgempl:pubeaas:vl:attribute:work_information:work_address:house_number"

1
"postal_code": {
Iltypell : "String" '
"minLength": 1,
"maxLength": 20,
"description": "Postal or ZIP code.",
"$comment": "Namespace:
urn:dgempl:pubeaas:vl:attribute:work_information:work_address:postal_code"

1
"locality": {
"type" : "String" .
"minLength": 1,
"maxLength": 100,
"description": "City or locality.",
"$comment": "Namespace:
urn:dgempl:pubeaas:vl:attribute:work_information:work_address:locality"
1
"region": {
"tyPE" : "String" .
"minLength": 1,
"maxLength": 100,
"description": "Administrative region.",
"$comment": "Namespace:
urn:dgempl:pubeaas:vl:attribute:work_information:work_address:region"

1
"country": {
"type": "string",
"pattern": "~[A-z]{2}$",
"description": "ISO 3166-1 alpha-2 country code.",
"$comment": "Namespace:
urn:dgempl:pubeaas:vl:attribute:work_information:work_address:country"

1
"company_name": {
"type": "string",
"minLength": 1,
"maxLength": 100,
"description": "Name of the company or ship operator.",
"$comment": "Namespace:
urn:dgempl:pubeaas:vl:attribute:work_information:work_address:company_name"
1
"company_id": {
thpeﬂ: "String"’
"minLength": 1,
"maxLength": 20,
"description": "Company ID from national or EU registries.",
"$comment": "Namespace:
urn:dgempl:pubeaas:vl:attribute:work_information:work_address:company_id"

"flag_base_home": {
"type": "string",
"minLength": 1,
"maxLength": 20,

"description": " Flag state or home base of the company/ship where you will be
employed.",
"$comment": "Namespace:
urn:dgempl:pubeaas:vl:attribute:work_information:work_address:flag_base_home"
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i
"required": [ "locality", "country" 1],
"additionalProperties": false
}
}
3
"anyOof": [

{ "required": [ "no_fixed_place_of_work" ] 1},
{ "required": [ "work_address" ] }

1
"additionalProperties": false
i
"legislation_country": {
Iltypell : Ilstringll .
"pattern": "~[A-z]{2}$",
"description": "Country code (ISO 3166-1 alpha-2) whose legislation is to be applied
during the work abroad.",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:legislation_country"
"transitional_rules": {
"type": "boolean",

"description": "Indication, whether transitional rules apply as provided by the
Regulation.",
"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:transitional_rules"

3
"status_confirmation": {
"type": "string",
"enum": [
"01"‘
"02"‘
Il03l| '
"0”’" .
"05"‘
Il06l| '
Il07l| .
Il08"‘
"09"‘
"10“,
Illlll,
Il12l|

1,

"description": "Employment or posting legal framework category code applicable to the
worker. Allowed values: 01 = Posted employed person, 02 = Employed in 2+ states, 03 = Posted
self-employed, 04 = Self-employed in 2+ states, 05 = Civil servant, 06 = Contract staff, 07 =
Mariner, 08 = Employed & self-employed in different states, 09 = Civil servant + employed/self-
employed, 10 = Flight crew, 11 = Exception, 12 = Local employment.",

"$comment": "Namespace: urn:dgempl:pubeaas:vl:attribute:status_confirmation"

}

1

"required": [
Ilvctll,
lljtill'
Ilsubll,
Ilissll,
lliatll'
llcn{ll,
"personal_administrative_number",
"issuing_authority",
"date_of_issuance",
"authentic_source",
"starting_date",
"ending_date",
"employer",
"document_number",
"work_information",
"legislation_country",
"status_confirmation"

. The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe
X the European Union Programme under Grant Agreement
- P no. 101102611 Page 54

© 2023-2025 DC4EU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | PuB-EAAs Rulebook lE DC!"EU

13.5 PDA1 Credential Display & Disclosure Schema

{

"vet": "urn:eudi:pdal:1",

"name": "DCUEU PDA1 SD-JWT VCTM",

"description": "Selective disclosure metadata for Portable Document Al (PDA1l) SD-JWT VC
including subclaims.",

"$comment": "Implementation of the DCUEU VCTM may require Member State-specific clarifications
to align with national policies governing the display of included claims.",
"display": [

{

"lang": "en-EU",
"name": "DCUEU PDA1l SD-JWT vC",
"description": " Portable Document Al (PDA1) SD-JWT vC",
"rendering": {
"svg_templates": [

"uri": "https://demo-issuer.wwwallet.org/public/creds/pdal/portable-document-al-svg-
dcteu-01.svg",

"uri#integrity": "sha256-KIV+WWHOaFROnkfy5gqx/cRivRNKCrkNBMgHgysNrno=",

"properties": {

"orientation": "landscape",
"color_scheme": "light",
"contrast": "normal"
}
}
]
}
}
1,
"claims": [
{
"path": [
"personal_administrative_number"
1,
"sd": "always",
"display": [
{
"lang": "en-EU",
"label": "Social Security PIN",
"description": "Unique personal identifier used by social security services."
}
]
Iy
{
"path": [
"issuing_authority"
1
"sd": "never",
"display": [
{
"lang": "en-EU",
"label": "Issuing Authority",
"description": "The authority responsible for issuing the PDA1l."
]
Iy
{
"path": [
"issuing_authority",
n id n
1,
"sd": "never",
"display": [
{
"lang": "en-EU",
"label": "Issuing Authority ID",
"description": "The unique identifier of the PDAl issuing authority."
}
]
Iy
{
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"path": [
"issuing_authority",
"name"

1,

"sd": "never",

"display": [

{

"lang": "en-EU",
"label": "Issuing Authority Name",
"description": "The full name of the PDAl issuing authority."
}
]

A

"path": [
"issuing_authority",
"country"

1,

"sd": "never",

"display": [

{

"lang": "en-EU",
"label": "Issuing Country",
"description": "Country of the PDAl issuing authority."
}
]

laoe R ad

Ilpathll : [
"date_of_issuance"

";d": "never",
"display": [
{

"lang": "en_EU"'
"label": "Issuance Date",
"description": "Issuance date of the PDA1."
}
]

e

"path": [
"date_of_expiry"

"éd": "never",
"display": [
{

"lang": "en-EU",
"label": "Expiry Date",
"description": "PDAl credential expiry date."
}
]

A

"path": [
"authentic_source"
]

";d”: "never",
"display": [
{

"lang": "en-EU",

"label": "Authentic Source",

"description": "Competent institution as registered in the EESSI Institution
Repository."

]
Iy
{

"path": [
"authentic_source",
llidll

1,

"sd": "never",
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"display": [
{

"lang": "en_EU"'
"label": "Source ID",
"description": " Identifier of the competent institution as registered in the EESSI

Institution Repository."

}
]

3

{

"path": [
"authentic_source",
Ilnamell

1,

Ilsdll : Ilneverll,

"display": [

{

"lang": "en-EU",
"label": "Source Name",
"description": " Name of the competent institution as registered in the EESSI
Institution Repository."
}
]
h
{
"path": [
"starting_date"
]

";d": "never",
"display": [
{

"lang": "en_EU"'
"label": "Starting Date",
"description": "Start date of the business decision validity period of the PDA1l."
}
]

o

"path": [
"ending_date"
]

"éd": "never",
"display": [
{

"lang": "en-EU",
"label": "Ending Date",
"description": "End date of the business decision validity period of the PDA1l."
}
]

A

Ilpathll . [
"document_number"

"éd": "always",
"display": [
{

"lang": "en-EU",
"label": "Document Number",
"description": "Unique PDAl document identifier."
}
]

e R ad

"path”: [
"employer"

";d": "never",
"display": [
{

"lang": "en-EU",

"label": "Employer",
"description": "List of employer details/details of self-employment."

. The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe
X the European Union Programme under Grant Agreement
- P no. 101102611 Page 57

© 2023-2025 DC4EU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | PuB-EAAs Rulebook lE DC!"EU

}
]
I
{

"path": [
"employer",
"*",

Iltype n
1,
"sd": "never",
"display": [

{

"lang": "en-EU",
"label": "Employment Type",
"description": "Type of the employment."
}
]

laaaBaad

"path": [
"employer",
"*",

"id"

1,

"sd": "never",

"display": [

{

"lang": "en_EUH'
"label": "Employer ID",

"description": "Unique identifier of the employer/self-employment in EU or Member

State registries."

]

laae R ad

"path": [
"employer",
"*",

"name"

1,

"sd": "never",

"display": [

{

"lang": "en-EU",
"label": "Employer Name",
"description": "Name of the employer/self-employment in EU or Member State

A

"path": [
"employer",
"*",
"country"

1,

"sd": "never",

"display": [

{

Illangll: llen_EUlI’
"label": "Employer Country",
"description": "Country where the employer/self-employed is registered."

}
1

P

"pa‘th" . [
"work_information"
]

";d”: "never",
"display": [
{

"lang": "en-EU",
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"label": "Work Info",

"description": "Information about the workplace.

}

]

I
{

"path": [
"work_information",
"no_fixed_place_of_work"

1,

"sd": "never",
"display": [
{

"lang": "en-EU",
"label": "No Fixed workplace",
"description": "Country where there is no fixed
}
]

laae R ad

Ilpathll: [
"work_information",
"work_address"

1,

Ilsdll: llneverll,

"display": [

{

Il'LangII: Ilen_EUII'
"label": "Place of Work",
"description": "List of workplaces."

laaaBaad

"path": [
"work_information",
"work_address",
Il*ll'

"formatted"

1,

"sd": "never",

"display": [

{

"lang": "en-EU",
"label": "Formatted Address",
"description": "Full formatted address."
}
]

v

"pa‘th" : [
"work_information",
"work_address",

Il*ll
"stfeet_address"

1,

"sd": "never",

"display": [

{

"lang": "en-EU",
"label": "Street name",
"description": "Street name."
}
]

P

Ilpathll . [
"work_information",
"work_address",

II*II

1
"house_number"
1,

"sd": "never",
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"display": [
{

"lang": "en-EU",
"label": "House number",
"description": "House/building number."
}
]

laae B ad

Ilpathll : [
"work_information",
"work_address",
Il*ll,

"postal_code"

1,

"sd": "never",

"display": [

{

"lang": "en-EU",
"label": "Postal Code",
"description": "ZIP or postal code."
}
]

e

"path": [
"work_information",
"work_address",
"*",

"locality"

1,

"sd": "never",

"display": [

{

"lang": "en_EUH'
"label": "Locality",
"description": "City or locality."
}
]

e

"pa‘th" : [
"work_information",
"work_address",
ll*ll'

"region"

1,

"sd": "never",

"display": [

{

"lang": "en-EU",
"label": "Region",
"description": "Administrative region."
}
]

o

"path": [
"work_information",
"work_address",

"*"
1
"country"

1,

"sd": "never",

"display": [

{

"lang": "en-EU",
"label": "Country",
"description": "Country code."
}
]

I
{
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"path": [
"work_information",
"work_address",
Il*ll,

"company_name"

1,

"sd": "never",

"display": [

{

"lang": "en-EU",
"label": "Company Name",
"description": "Name of employer company."
}
]

laae B ad

"path": [
"work_information",
"work_address",
"*",

"company_id"

1,

"sd": "never",

"display": [

{

"lang": "en-EU",
"label": "Company ID",
"description": "Employer company ID."
}
]

laae R ad

Ilpathll : [
"work_information",
"work_address",

"*"
1
"flag_base_home"

1,

"sdH: "never",

"display": [

{

"lang": "en-EU",
"label": "Flag State Home Base",
"description": "Flag state or home base of the
employed."
}

]

Iy

{

"path": [
"legislation_country"

]

"éd": "never",
"display": [
{

Illangll: llen_EUII’
"label": "Legislation Country",

company/ship where you will be

"description": "Country of applicable legislation."

}
]
3
{
"path": [
"transitional_rules"
]

";d”: "always",
"display": [
{

"lang": "en-EU",
"label": "Transitional Rules",

"description": "Indication, whether transitional rules apply."

}
]
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}

3

{

"path": [
"status_confirmation"

]

";d": "never",
"display": [
{

"lang": "en-EU",
"label": "Status Confirmation",

}

"description": "Legal status category code applicable to the worker."

1
}
1,

% DC4EU

"schema_uri": "https://demo-issuer.wwwallet.org/public/creds/pdal/portable-document-al-schema—
dcleu-01.json"

13.6 EXAMPLE OF PD A1 CREDENTIAL

"vct": "urn:eudi:pdal:1",

"jti": "urn:uuid:12345678-abcd-ef01-23U45-6789abcdefO1",

"sub": "did:example:abcl23",
"iss": "https://pdal.issuing-authority.example”,
"iat": 1721470000,
"exp": 1724072000,
"nbf": 1721460000,
"Cn'F": {
"jWk": {
Ilktyll : n ECII ,
"CrV"I "P_256",
"x": "abc...xyz",
"y'": "123...789"

}

1
"personal_administrative_number": "1717150699",
"issuing_authority": {

"id": "AUTH123",

"name": "Austrian Social Insurance",

"country": "AT"

I

"date_of_issuance": "2025-06-01",
"date_of_expiry": "2026-06-01",
"authentic_source": {

"id": "AT:9900",

"name": "Austrian Social Insurance Institution"
1
"starting_date": "2025-05-01",
"ending_date": "2026-06-01",
"document_number": "PDA1-AT-2025-000123",
"employer": [

Iltypell : "01" .
"id": "AT-COMPANY-001",
"name": "Vienna Logistics GmbH",
"country": "AT"
}
1,
"work_information": {
"work_address": [

{

"formatted": "Industriestrasse 10, 1200 Wien, Austria",

"street_address": "Industriestrasse",
"house_number": "10",

"postal_code": "1200",

"locality": "Wien",

"region": "Wien",

"country": "AT",
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laaaBaad

"company_name": "Vienna Logistics GmbH",
"company_id": "AT-COMPANY-001",

"formatted": "Freight Port 5, 20457 Hamburg, Germany",
"street_address": "Freight Port",

"house_number": "5",

"postal_code": "20457",

"locality": "Hamburg",

"region": "Hamburg",
"country": "DE",
"company_name": "Vienna Logistics GmbH",
"company_id": "AT-COMPANY-001",
}
]
3,
"legislation_country": "AT",

"transitional_rules": false,
"status_confirmation": "01"
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