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1 Introduction 

1.1 Object of the document 

This document contains the electronic attestation of attributes service policy for the DC4EU 

domain, based on the EBSI ecosystem. 

From the legal perspective, the Amended eIDAS Regulation1 regulates a new digital service 

related to the issuance of Electronic Attestation of Attributes that can be provided to the 

market, as a trust service, or by public sector bodies2 responsible of authentic sources3, under 

public law. We refer to both types of entities as EAA Service Providers (from now on: EAASP). 

When offered as a trust service to the public, an electronic attestation of attributes can be 

issued as a qualified electronic attestation of attributes (from now on: QEAAs) or as a non-

qualified electronic attestation of attributes.  

A QEAA must be issued by a qualified EAA service provider (from now on: QEAASP), which is a 

specific type of a qualified trust service provider (from now on: QEAASP). The Amended eIDAS 

Regulation recognises also electronic attestations of attributes issued by public sector entities 

issuing electronic attestation of attributes, or on its behalf, that are responsible for authentic 

sources (from now on: Pub-EAA providers). These public sector entities must meet 

requirements equivalent to those of QEAASP to receive full legal effects and cross-border 

recognition and be notified; thus, we’ll refer to them as Notified Pub-EAA Providers. 

Non-qualified TSPs and non-notified public sector bodies, which don’t meet requirements 

equivalent to QEAASPs, can also issue (non-qualified) EAAs, under National law. 

QTSPs and Notified Pub-EAA providers shall comply with the requirements for both EAASPs and 

QEAASP. Non-qualified TSPs and non-notified public sector entities shall comply only with the 

requirements for EAASPs. 

 
1 Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic 
identification and trust services for electronic transactions in the internal market and repealing Directive 
1999/93/EC, amended by Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 
December 2022 on measures for a high common level of cybersecurity across the Union, amending 
Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 and 
Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024 amending 
Regulation (EU) No 910/2014 as regards establishing the European Digital Identity Framework. 
2 According to Article 3(7) of the amended eIDAS Regulation, ‘public sector body’ means a state, regional 
or local authority, a body governed by public law or an association formed by one or several such 
authorities or one or several such bodies governed by public law, or a private entity mandated by at least 
one of those authorities, bodies or associations to provide public services, when acting under such a 
mandate. 
3 According to Article 3() of the amended eIDAS Regulation, ‘authentic source’ means a repository or 
system, held under the responsibility of a public sector body or private entity, that contains and provides 
attributes about a natural or legal person or object and that is considered to be a primary source of that 
information or recognised as authentic in accordance with Union or national law, including administrative 
practice. 
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For this document, both groups are EAASP as defined in ETSI TS 119 471 but requirements for 

issuing EAAs applies to both groups and requirements for issuing QEAAs applies only to QEAASP, 

QTSP’s and public sector entities meeting requirements equivalent to those of qualified trust 

service providers. 

Thus, to facilitate the reading of the present document, the references to QEAASPs includes 

QTSPs and Notified public sector bodies, meeting requirements equivalent to those of qualified 

trust service providers. 

The contents are aligned with the technical standards used to evaluate the conformity of trust 

services, mainly ETSI EN 391 401 and ETSI TS 119 47. 1. Some requirements are based in similar 

trust services, such as ETSI EN 319 411-1 and -2. EBSI technical specifications are references as 

appropriate. 

1.2 References 

[1]  Regulation (EU) No 910/2014 of the European Parliament and of The Council of 23 July 

2014 on electronic identification and trust services for electronic transactions in the 

internal market and repealing Directive 1999/93/EC, amended by Directive (EU) 

2022/2555 of the European Parliament and of the Council of 14 December 2022 on 

measures for a high common level of cybersecurity across the Union, amending 

Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive 

(EU) 2016/1148 and Regulation (EU) 2024/1183 of the European Parliament and of 

the Council of 11 April 2024 amending Regulation (EU) No 910/2014 as regards 

establishing the European Digital Identity Framework. 

[2]  Commission Implementing Regulation (EU) 2025/848 of 6 May 2025 laying down rules 

for the application of Regulation (EU) No 910/2014 of the European Parliament and of 

the Council as regards the registration of wallet-relying parties. 

[3]  Commission Implementing Regulation (EU) 2025/846 of 6 May 2025 laying down rules 

for the application of Regulation (EU) No 910/2014 of the European Parliament and of 

the Council as regards cross-border identity matching of natural persons. 

[4]  Commission Implementing Regulation (EU) 2024/2982 of 28 November 2024 laying 

down rules for the application of Regulation (EU) No 910/2014 of the European 

Parliament and of the Council as regards protocols and interfaces to be supported by 

the European Digital Identity Framework. 

[5]  Commission Implementing Regulation (EU) 2024/2979 of 28 November 2024 laying 

down rules for the application of Regulation (EU) No 910/2014 of the European 

Parliament and of the Council as regards the integrity and core functionalities of 

European Digital Identity Wallets. 

[6]  Commission Implementing Regulation (EU) 2024/2977 of 28 November 2024 laying 

down rules for the application of Regulation (EU) No 910/2014 of the European 

Parliament and of the Council as regards person identification data and electronic 

attestations of attributes issued to European Digital Identity Wallets. 
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[7]  Commission Implementing Decision (EU) 2015/1506 of 8 September 2015 laying down 

specifications relating to formats of advanced electronic signatures and advanced 

seals to be recognised by public sector bodies pursuant to Articles 27(5) and 37(5) of 

Regulation (EU) No 910/2014 of the European Parliament and of the Council on 

electronic identification and trust services for electronic transactions in the internal 

market. 

[8]  Commission Implementing Regulation (EU) 2015/1502 of 8 September 2015 on setting 

out minimum technical specifications and procedures for assurance levels for 

electronic identification means pursuant to Article 8(3) of Regulation (EU) No 

910/2014 of the European Parliament and of the Council on electronic identification 

and trust services for electronic transactions in the internal market. 

[9]  European Digital Identity Wallet Architecture and Reference Framework, v2.1.0. 

[10]  ETSI EN 319 401 V3.1.1 (2024-06). Electronic Signatures and Infrastructures (ESI); 

General Policy Requirements for Trust Service Providers. 

[11]  ETSI EN 319 411-1 V1.5.1 (2025-04). Electronic Signatures and Infrastructures (ESI); 

Policy and security requirements for Trust Service Providers issuing certificates; Part 

1: General requirements. 

[12]  ETSI EN 319 411-2 V2.6.1 (2025-06). Electronic Signatures and Infrastructures (ESI); 

Policy and security requirements for Trust Service Providers issuing certificates; Part 

2: Requirements for trust service providers issuing EU qualified certificates. 

[13]  ETSI TS 119 471 V1.1.1 (2025-05). Electronic Signatures and Trust Infrastructures (ESI); 

Policy and Security requirements for Providers of Electronic Attestation of Attributes 

Services. 

[14]  EBSI Verifiable Credentials Playbook.  
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2 Risk assessment 

The EAASP shall carry out a risk assessment to identify, analyse and evaluate trust service risks 

taking into account business and technical issues4. 

The EAASP shall select the appropriate risk treatment measures, taking account of the risk 

assessment results. The risk treatment measures shall ensure that the level of security is 

commensurate to the degree of risk5. 

The EAASP shall determine all security requirements and operational procedures that are 

necessary to implement the risk treatment measures chosen, as documented in the information 

security policy and the trust service practice statement6. 

The risk assessment shall be regularly reviewed and revised7. 

The EAASP’s management shall approve the risk assessment and accept the residual risk 

identified8. 

  

 
4 EN 319 401 REQ-5-01. 
5 EN 319 401 REQ-5-02. 
6 EN 319 401 REQ-5-03. 
7 EN 319 401 REQ-5-04. 
8 EN 319 401 REQ-5-05. 
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3 Policies and practices 

3.1 EAAs Trust Service Practice statement 

The EAASP shall specify the set of policies and practices appropriate for the issuance of a EAAs9. 

They shall be approved by management, published and communicated to employees and 

external parties as relevant10. 

The EAASP shall have a statement of the practices and procedures used to address all the 

requirements of the applicable service policy as identified by the EAASP11.  

The EAASP’s service practice statement shall identify the obligations of all external organizations 

supporting the EAASP's services including the applicable policies and practices12.  

The policy identified in the EAASP's documentation should specify the requirements of the 

electronic attestation of attribute schemes that are to be used13. 

The EAASP should document the revocation mechanism in the EAAS practice statement14 

Relative to the EUDI Wallet, the EAASP shall document in its EAAS practice statement how it 

addresses the risk of attestation provider linkability, including measures taken to prevent 

colluding with Relying Parties to track users15. 

The EAASP' EAAs policy shall include the signature algorithms and parameters employed16, and 

the practice regarding the use of the EAASP keys for signing electronic attestation of attributes17, 

and, if applicable, other operations. 

The EAASP shall make available to subscribers and relying parties its practice statement, and 

other relevant documentation, as necessary to demonstrate conformance to the issuance of 

EAAs policy18. The statement of practices should be available on online means 24x719. 

The EAASP shall have a management body with overall responsibility for the EAASP with final 

authority for approving the EAAS practice statement20. The EAASP shall, after the approval, 

make the revised EAAS practice statement immediately available21. The EAASP’s management 

shall implement the practices 22. 

 
9 EN 319 401 REQ-6.1-01. 
10 EN 319 401 REQ-6.1-02. 
11 EN 319 401 REQ-6.1-03X. 
12 EN 319 401 REQ-6.1-04. 
13 Based on EN 319 411-1 OVR-5.1-03A. 
14 TS 119 471 REQ-EAASP-6.1-02. 
15 TS 119 471 REQ-EAASP-6.1.2-01. 
16 Based on EN 319 411-1 OVR-5.2-04. 
17 Based on EN 319 411-1 OVR-5.2-10. 
18 EN 319 401 REQ-6.1-05X.  
19 Based on EN 319 411-1 OVR-5.2-05. 
20 EN 319 401 REQ-6.1-06. 
21 EN 319 401 REQ-6.1-10. 
22 EN 319 401 REQ-6.1-07. 
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The EAASP shall define a review process for the practices including responsibilities for 

maintaining the EAASP's practice statement 23.  

When the EAASP intends to make changes in its practice statement that might affect the 

acceptance of the service by the subject, subscriber or relying parties, it shall give due notice of 

changes to subscribers and relying parties 24. 

The EAASP shall, following approval, make the revised EAAS practice statement immediately 

available as required25. 

The EAASP shall state in its practices the provisions made for termination of service26. 

3.2 Terms and conditions 

The EAASP shall make the terms and conditions regarding its services available to all subscribers 

and relying parties27. 

The terms and conditions shall at least specify for the issuance of an EAA the following28: 

a) the EAA policy being applied;  

b) any limitations on the use of the service provided including the limitation for damages 

arising from the use of services exceeding such limitations;  

c) the subscriber's obligations, if any; 

d) information for parties relying on the issuance of the EAA; 

e) the period of time during which QTSP's event logs are retained;  

f) limitations of liability;  

g) the applicable legal system;  

h) procedures for complaints and dispute settlement;  

i) whether the issuance of the EAA has been assessed to be conformant with the trust 

service policy, and if so through which conformity assessment scheme; 

j) the EAASP's contact information; and  

k) any undertaking regarding availability. 

Subscribers and parties relying on the trust service shall be informed of precise terms and 

conditions, including the items listed above, before entering into a contractual relationship29. 

 
23 EN 319 401 REQ-6.1-08. 
24 EN 319 401 REQ-6.1-09X. 
25 EN 319 401 REQ-6.1-10. 
26 EN 319 401 REQ-6.1-11. 
27 EN 319 401 REQ-6.2-01. 
28 EN 319 401 REQ-6.1-02. 
29 EN 319 401 REQ-6.2-03, adapted; based on EN 319 411-1 REG-6.3.4-02, adapted. 
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Terms and conditions shall be made available through a durable means of communication30, 

shall be available in a readily understandable language31 and may be transmitted 

electronically32. 

The terms and conditions shall include the indication of what constitutes EAA service 

acceptance33. 

The EAASP shall record the agreement with the EAA Subscriber34. 

The agreement shall involve explicit acceptance of the terms and conditions by a wilful act which 

can be later supported by evidence35. 

The EAASP shall obtain prior consent from EAA Subscribers and EAA Subject, when possible, 

before informing clearly how their personal data will be used and stored36. 

The records identified above shall be retained for the period of time as indicated to the EAA 

Subscriber as part of the terms and conditions37. 

3.3 Information security policy 

The EAASP shall define an information security policy which is approved by management, and 

which sets out the organization's approach to managing its information security38. 

Changes to the information security policy shall be communicated to third parties, where 

applicable. This includes subscribers, relying parties, assessment bodies, supervisory or other 

regulatory bodies39. 

An EAASP information security policy shall be documented, implemented and maintained 

including the security controls and operating procedures for EAASP facilities, systems and 

information assets providing the services40. 

The EAASP shall establish procedures to notify of important changes in the provision of the trust 

service to the appropriate parties in accordance with business requirements and relevant laws 

and regulations, including changes in the provision of services and the intention to cease on its 

provision41. 

 
30 EN 319 401 REQ-6.2-04; based on EN 319 411-1 OVR-6.3.4-04. 
31 EN 319 401 REQ-6.2-05. 
32 EN 319 401 REQ-6.2-06; based on EN 319 411-1 OVR-6.3.4-05. 
33 TS 119 471 REQ-EAASP-6.2.4-02. 
34 TS 119 471 REQ-EAASP-6.2.4-03. 
35 TS 119 471 REQ-EAASP-6.2.4-04. 
36 TS 119 471 REQ-EAASP-6.2.4-05. 
37 TS 119 471 REQ-EAASP-6.2.4-06. 
38 EN 319 401 REQ-6.3-01. 
39 EN 319 401 REQ-6.3-02. 
40 EN 319 401 REQ-6.3-03. 
41 EN 319 401 REQ-6.3-04X 
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The EAASP shall publish and communicate the information security policy to all employees who 

are impacted by it42. 

The EAASP’s information security policy and inventory of assets for information security shall be 

reviewed at planned intervals or if significant changes occur to ensure their continuing 

suitability, adequacy and effectiveness43.  

Any changes that will impact on the level of security provided shall be approved by the 

management body44. 

The configuration of the EAAs issuance service shall be regularly checked for changes which 

violate the EAASP security policies45. 

The maximum interval between two checks shall be documented in the EAA practice 

statement46. 

4 Operational requirements 

4.1 Publication and repository 

The EAASP must publish its identity and accreditation information on EBSI. To this end, the 

EAASP shall create it DID and enrol in the EBSI network. 

The EAASP shall make the EAAs available, complete and accurate to subscribers and subjects47, 

and may make the EAAs available to relying parties only if subject's consent has been obtained48.  

The complete and accurate EAA shall be available for use by the subscriber or subject49. 

4.2 Identification and authentication 

4.2.1 Naming 

The attributes of the EAAs must be in accordance with the corresponding schema, registered in 

EBSI. 

 
42 EN 319 401 REQ-6.3-05X. 
43 EN 319 401 REQ-6.3-06X. 
44 EN 319 401 REQ-6.3-07X. 
45 EN 319 401 REQ-6.3-08X. 
46 EN 319 401 REQ-6.3-09X. 
47 Based on EN 319 411-1 DIS-6.1-01A and DIS-6.1-02A, adapted. 
48 Based on EN 319 411-1 DIS-6.1-01B. 
49 Based on EN 319 411-1 DIS-6.1-02A. 
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4.2.2 Initial verification of the identity of the subject 

The EAASP shall verify the identity of the subscriber and subject, and check that EAA requests 

are accurate, authorized and complete according to the collected evidence or attestation of 

identity50. 

The EAASP shall collect and validate either direct evidence or an attestation from an appropriate 

and authorized source, of the identity (e.g. name) and if applicable, any specific attributes of 

subjects to whom the EAA is issued51, and be the authentic source of any specific attributes 

incorporated in the electronic attestation. 

Verification of the subject's identity shall be at time of registration by appropriate means52. 

Evidence of identity may be provided by a person subcontracted to have checked the persons' 

identity in line with the requirements of this clause53. 

If the subject is a natural person, evidence shall be provided of full name (including surname 

and given names consistent with the national identification practices), and of date and place of 

birth, reference to a nationally recognized identity document, or other attributes which can be 

used to, as far as possible, distinguish the person from others with the same name54. The place 

of birth should be given in accordance with national or other applicable conventions for 

registering births55. 

The EAASP shall record all the information necessary to verify the subject's identity and if 

applicable, any specific attributes of the subject, including any reference number on the 

documentation used for verification, and any limitations on its validity56. 

The subscriber shall provide a physical address, or other attributes, which describe how the 

subscriber shall be contacted57.  

The EAASP shall provide evidence of how they meet applicable data protection legislation within 

their registration process58. 

The EAASP's verification policy shall only require the capture of evidence of identity sufficient 

to satisfy the requirements of the intended use of the EAA59. 

The identity of the natural person and, if applicable, any specific attributes of the person, shall 

be verified60: 

a) by the physical presence of the natural person; or 

 
50 Based on EN 319 411-1 REG-6.2.2-01, adapted, and EN 319 411-1 REG-6.2.2-02AC. 
51 Based on EN 319 411-1 REG-6.2.2-02A, adapted. 
52 Based on EN 319 411-1 REG-6.2.2-02B. 
53 Based on EN 319 411-1 REG-6.2.2-05C. 
54 Based on EN 319 411-1 REG-6.2.2-06. 
55 Based on EN 319 411-1 REG-6.2.2-07. 
56 Based on EN 319 411-1 REG-6.2.2-18, adapted. 
57 Based on EN 319 411-1 REG-6.2.2-21. 
58 Based on EN 319 411-1 REG-6.2.2-22. 
59 Based on EN 319 411-1 REG-6.2.2-23. 
60 Based on EN 319 411-2 REG-6.2.2-02. 



DC4EU – WP4  Trust Framework  

 
13 

b) using methods which provide equivalent assurance in terms of reliability to the physical 

presence and for which the EAASP can prove the equivalence. 

EAAs that a EAASP issues for itself or persons belonging to it (as a subject) shall be requested, 

validated and handled according to the EAASP's defined processes for the selected type of 

qualified or non-qualified EAAs61. 

The Registration Officer(s) that verifies the identity shall not be the natural person to whom the 

EAA is issued to (as a subject)62. 

4.2.3 Identification and authentication for revocation requests 

The EAASP shall document as part of its EAA policy the procedures for revocation of end user 

attestations including63: 

a) Who can submit requests for revocation or reports of events which may indicate the 

need to revoke a EAA. 

b) How they can be submitted. 

c) Any requirements for subsequent confirmation of requests for revocation or reports of 

events which may indicate the need to revoke a EAA. 

d) Whether and for what reasons attestations can be suspended or revoked. 

e) The mechanism used for distributing revocation status information. 

f) The maximum delay between receipt of a revocation or suspension request and the 

decision to change its status information being available to all relying parties. 

g) The maximum delay between the confirmation of the revocation of a EAA, or its 

suspension, to become effective and the actual change of the status information of this 

attestation being made available to relying parties. 

The maximum delay between receipt of a EAA revocation or suspension request and the actual 

change of the EAA status information being available to all relying parties shall be at most 24 

hours64. Otherwise, the EAASP’s EAA policy shall specify exception procedure(s) to be followed 

in case the revocation request cannot be confirmed within 24 hours65 and actions taken along 

with the justification, shall be recorded66. 

If the revocation request requires revocation at a future date, then the scheduled date may be 

considered as the time at which receipt of the request has occurred67. 

The time used for the provision of revocation services shall be synchronized with UTC at least 

once every 24 hours68. 

 
61 Based on EN 319 411-1 REG-6.2.2-25. 
62 Based on EN 319 411-1 REG-6.2.2-26. 
63 Based on EN 319 411-1 REV-6.2.4-01. 
64 Based on EN 319 411-1 REV-6.2.4-03A. 
65 Based on EN 319 411-1 REV-6.2.4-03BA. 
66 Based on EN 319 411-1 REV-6.2.4-03BB. 
67 Based on EN 319 411-1 REV-6.2.4-05A. 
68 Based on EN 319 411-1 REV-6.2.4-07. 
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Requests for revocation and reports of events relating to revocation shall be processed on 

receipt69 and checked to be from an authorised source70. 

4.3 Life cycle of electronic attestation of attributes 

4.3.1 Request of EAAs 

When issuing an EAA, the EAASP shall verify the identity, along with specific attributes where 

applicable, of the EAA Subject and/or EAA Subscriber to whom it is issued in accordance with 

the EAAS and EAA service policyl71. 

The EAASP shall verify that the request contains all necessary information for creating the EAA. 

The EAASP shall collect and verify the following72: 

a) That the EAA subject is identical to the EAA Subscriber; 

b) When the EAA subject differs from the EAA Subscriber, the EAA Subscriber identity, any 

additional information required for verification; and 

c) That the attribute and attribute subject correspond to the EAA Subject. 

If the requested EAA Subject is not the EAA Subscriber then the EEASP shall obtain and verify 

evidence (electronic or otherwise) that confirms the right to act on behalf of the EAA Subject73. 

If validation of the attributes is against authentic source, the EAASP shall verify the identity of 

the authentic source used to verify attributes74. 

When the EAA Subscriber requests the issuance of an EAA for attributes listed in Annex VI that 

requires consultation of an authentic source, and provided that national authorities have 

established a secure access system, the EAASP should be able to verify the authenticity of the 

attribute(s) by at least electronic means75. 

In addition, when the EAA is issued to a EUDIW the following requirements apply: 

If the EAASP is supporting OpenID4VCI, the EAASP should support an attestation issuance 

interface compliant with the OpenID4VCI protocol or an equivalent to issue EAAs to Wallet 

Units, enabling interoperability between trust service providers and Wallet Unit holders76. 

When issuing to a EUDIW, The EAASP shall implement mechanisms to authenticate Wallet Units 

before issuing an EAA, verifying that the Wallet Unit comes from a trusted Wallet Provider77. 

 
69 Based on EN 319 411-1 REV-6.2.4-08. 
70 Based on EN 319 411-1 REV-6.2.4-09. 
71 TS 119 471 REQ-EAASP-4.2.1.1-0.1. 
72 TS 119 471 REQ-EAASP-4.2.1.1-02. 
73 TS 119 471 REQ-EAASP-4.2.1.1-03. 
74 TS 119 471 REQ-EAASP-4.2.1.1-04. 
75 TS 119 471 REQ-EAASP-4.2.1.1-05. 
76 TS 119 471 REQ-EAASP-4.2.1.2-01. 
77 TS 119 471 REQ-EAASP-4.2.1.2-02. 
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The EAASP shall validate that the Wallet Secure Cryptographic Device (WSCD) of the Wallet Unit 

complies with the required security level before issuing an EAA78. 

The subscriber shall have been registered and the subscriber and subject's identity validated 

accordingly79. In addition, the subject's attributes and other information in the attestation to be 

issued shall be assessed to be correct at the time of issuing the EAA80.  

The process used for initial verification of the subject's identity and attributes shall still be an 

applicable process for identity proofing as per the EAA policy at the time issuing the 

attestation81.  In the policy, the EAASP shall specify how much time and at most how often 

and/or under which conditions, the EAA is allowed to be issued after the initial identity 

validation, without a new identity validation of the subscriber and subject82. 

If the subscriber and the subject are not the same, the subscriber shall authorize the issuance 

of the EAA to the subject83. 

4.3.2 Processing of EAAs 

The procedure of issuing EAAs shall be securely and unambiguously linked to the associated 

registration, including the identification of the subject84. 

The EAASP shall check that EAA requests are accurate, authorized and complete according to 

the collected evidence or attestation of identity85. 

Application for an EAAs shall be from a trusted and authorized source such as a registration 

service or a duly authenticated subscriber previously registered86. 

When external registration service providers are used registration data shall be exchanged 

securely and only with recognized registration service providers, whose identity is 

authenticated87. 

4.3.3 Issuance of EAAs 

The EAASP shall request only the minimum data necessary for the issuance of a  EAA, in line 

with the principle of data minimization88. 

The EAASP shall ensure that the minimum set of attributes required for the issuance of EAA are 

acquired in accordance with the EAAP89. 

 
78 TS 119 471 REQ-EAASP-4.2.1.2-03. 
79 Based on EN 319 411-1 REG-6.3.1-00A. 
80 Based on EN 319 411-1 REG-6.3.1-00B. 
81 Based on EN 319 411-1 REG-6.3.1-00C. 
82 Based on EN 319 411-1 REG-6.3.1-00D and EN 319 411-1 REG-6.3.1-00E. 
83 Based on EN 319 411-1 REG-6.3.1-00F. 
84 Based on EN 319 411-1 REG-6.3.2-00A. 
85 Based on EN 319 411-1 REG-6.3.2-00B. 
86 Based on EN 319 411-1 REG-6.3.2-01, adapted. 
87 Based on EN 319 411-1 REG-6.3.2-02. 
88 TS 119 471 REQ-EAASP-4.2.2.1-01. 
89 TS 119 471 REQ-EAASP-4.2.2.1-02. 



DC4EU – WP4  Trust Framework  

 
16 

The EAASP shall verify attributes against one or more authentic or not authentic source, as 

stated in EAAP90. 

The EAASP shall define the attributes to be verified by the content and nature of the EAA defined 

in EAAP91. 

The EAASP shall not verify identity attributes that are not necessary for the EAA issuance92. 

The EAASP shall issue EAA securely to maintain their authenticity and integrity93. 

The EAASP shall take measures against forgery of the EAA94. 

The EAAS shall be able to authenticate itself towards the subject of the EAA and towards the 

means into which the EAA is issued95. 

The EAASP shall issue an EAA in conformance with the EAA service policy and EAAP they claim 

conformity against96. 

If the EAASP supports a status service, EAA’s policy shall indicate in EAA revocation information 

which contains a URL indicating the location where a Relying Party can obtain a status list or 

revocation list, and an identifier or index for this specific certificate or attestation within that 

list97. 

In addition, when the EAA is issued to a EUDIW the following requirements apply: 

Before the EAA is issued to a EUDIW, the EAASP shall verify and validate the PID/LPID received 

from the Wallet Unit98. 

The EAASP shall authenticate to the EUDIW instance implementing mutual authentication 

mechanisms that use an access certificate issued by a qualified Certificate Authority99. 

The EAASP shall validate the EUDIW instance, whether the EUDIW instance is revoked or 

suspended100. 

When the EAA is issued to a EUDIW with wallet binding, the EAASP SHALL verify that:101 

• the WSCD described in the WUA received from the Wallet Unit has proven possession 

of the private key corresponding to the public key in the WUA; and 

• the WSCD has proven possession of the attestation private key. 

 
90 TS 119 471 REQ-EAASP-4.2.2.1-03. 
91 TS 119 471 REQ-EAASP-4.2.2.1-04. 
92 TS 119 471 REQ-EAASP-4.2.2.1-05. 
93 TS 119 471 REQ-EAASP-4.2.2.1-06. 
94 TS 119 471 REQ-EAASP-4.2.2.1-07. 
95 TS 119 471 REQ-EAASP-4.2.2.1-08. 
96 TS 119 471 REQ-EAASP-4.2.2.1-09. 
97 TS 119 471 REQ-EAASP-4.2.2.1-10 
98 TS 119 471 REQ-EAASP-4.2.2.3-01. 
99 TS 119 471 REQ-EAASP-4.2.2.3-02. 
100 TS 119 471 REQ-EAASP-4.2.2.3-03. 
101 TS 119 471 REQ-EAASP-4.2.2.3-04. 
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When the EAA is issued with wallet binding that includes association between two or more 

public keys protected by the same WSCD, the EAASP should verify the said keys are 

associated102. 

When the EAA policy specifies that wallet binding is required, the EAASP shall implement device 

binding, ensuring that the EAA is cryptographically bound to a WSCA used by the EUDI Wallet 

Unit103. 

The EAASP shall:104 

• verify the authenticity of the Wallet Unit by validating the signature over the Wallet 

Unit Attestation (WUA); 

• accept only the trust anchors in the Wallet Provider Trusted List(s) for the Wallet 

Solutions they support; 

• verify that the EUDIW Provider is present in a Wallet Provider Trusted List; 

• authenticate and validate the WUA using the trust anchor(s) registered for the Wallet 

Provider in the Wallet Provider Trusted List; and 

• verify that the Wallet Unit's WUA is not revoked 

When using the OpenID4VCI protocol or equivalent issuance protocol for issuing EAAs to a 

EUDIW, the EAASP shall include its access certificate in its client metadata105. 

The EAASP shall implement measures to mitigate the risk of user linkability, including support 

for limited-validity attestations or once-only attestations as determined by the EAASP policy106. 

The EAASP shall support selective disclosure of attributes in issued EAAs, allowing users to share 

only specific attributes required by a Relying Party without revealing others107. 

The EAASP shall support mechanisms to mitigate the risk of user linkability, including at least 

one of the following108: 

a)  limited-time attestations that expire after a defined period; 

b) once-only attestations that can only be presented once; 

c) rotating-batch attestations that can be used in random order; or 

d) Per-Relying Party attestations that are unique to specific Relying Parties. 

When applicable, the EAASP shall implement mechanisms to bind EAAs to the Wallet Unit's 

device (device binding), ensuring that EAAs cannot be cloned or used from unauthorized 

devices109. 

 
102 TS 119 471 REQ-EAASP-4.2.2.3-05. 
103 TS 119 471 REQ-EAASP-4.2.2.3-06. 
104 TS 119 471 REQ-EAASP-4.2.2.3-07. 
105 TS 119 471 REQ-EAASP-4.2.2.3-08. 
106 TS 119 471 REQ-EAASP-4.2.2.3-09. 
107 TS 119 471 REQ-EAASP-4.2.2.3-10. 
108 TS 119 471 REQ-EAASP-4.2.2.3-11. 
109 TS 119 471 REQ-EAASP-4.2.2.3-12. 
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The EAASP shall support batch issuance when requested by the Wallet Unit, allowing multiple 

EAAs with the same content to be issued simultaneously for privacy-preserving presentations110. 

The EAASP shall ensure that the issued EAA is compatible with both proximity presentation 

flows (supervised and unsupervised) and remote presentation flows (same-device and cross- 

device)111. 

The EAASP may include in the EAA an embedded disclosure policy containing rules determining 

which types of Relying Party are allowed to receive specific attributes from the attestation112. 

The EAASP shall implement mechanisms that allow the re-issuance of the EAA upon request 

from the Wallet Unit, in case of approaching expiration, attribute value changes, or to maintain 

privacy protections, consistent with the approach chosen to mitigate Relying Party linkability113. 

The EAASP shall ensure that each EAA contains unique, cryptographically independent elements 

to prevent tracking across multiple presentations114. 

The EAASP shall ensure that the technical validity period of EAAs is determined considering both 

security requirements and privacy implications, particularly the risk of user tracking115. 

The EAASP should encode and structure the data element identifier and the attribute value 

according to the schema specified in the relevant rulebook for the Attestation Type116. 

The EAASP shall issue EAAs securely to maintain their authenticity117, take measures against 

forgery of electronic attestations118, and should introduce randomness in attestations’ serial 

number, if there is any119. 

The EAASP should not issue EAAs whose lifetime exceeds that of the EAA signing certificate120. 

Otherwise, the EAASP shall ensure that the EAA status can still be verified by relying parties after 

expiry of the EAA signing certificate121. 

Over the lifetime of the EAA a subject distinguished name which has been used in a EAA shall 

never be re-assigned to another subject122. 

The QEAASP shall verify the authenticity of the attributes requested by EAA Subject or EAA 

Subscriber for an identified EAA Subject against the relevant authentic source at national level 

or via designated intermediaries recognised at national level123. 

 
110 TS 119 471 REQ-EAASP-4.2.2.3-13. 
111 TS 119 471 REQ-EAASP-4.2.2.3-14. 
112 TS 119 471 REQ-EAASP-4.2.2.3-15. 
113 TS 119 471 REQ-EAASP-4.2.2.3-16. 
114 TS 119 471 REQ-EAASP-4.2.2.3-17. 
115 TS 119 471 REQ-EAASP-4.2.2.3-18. 
116 TS 119 471 REQ-EAASP-4.2.2.3-19. 
117 Based on EN 319 411-1 GEN-6.3.3-01, adapted. 
118 Based on EN 319 411-1 GEN-6.3.3-02, adapted. 
119 Based on EN 319 411-1 GEN-6.3.3-02A, adapted. 
120 Based on EN 319 411-1 GEN-6.3.3-05, adapted. 
121 Based on EN 319 411-1 GEN-6.3.3-06, adapted. 
122 Based on EN 319 411-1 GEN-6.3.3-10, adapted. 
123 TS 119 471 REQ-QEAASP-4.2.2.2-01. 
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The verification shall be as required by the EAA policy124. 

The verification should, if possible, be carried out electronically125. 

4.3.4 Acceptance of EAAs 

The terms and conditions shall indicate what is deemed to constitute acceptance of the 

attestation of attributes126.  

If the subject is a person (i.e. not a device), and not the same as the subscriber, the subject shall 

be informed of his/her obligations127. 

The EAASP shall record the agreement with the subscriber and if the subscriber and subject are 

two separate entities and the subject is a natural or legal person, with the subject128. 

The agreement shall involve explicit acceptance of the terms and conditions by a wilful act which 

can be later supported by evidence129. 

4.3.5 Use of EAAs 

The EAASP shall include in its practice statement and terms and conditions at least the following 

EAA Subject's obligations130: 

a) an obligation to provide the EAASP with accurate and complete information in 

accordance with the requirements of the present document; 

b) an obligation for EAA to be only used in accordance with any limitations notified to the 

EAA Subscriber and/or the EAA Subject; 

c) prohibition of unauthorized use of the EAA. 

When the EAA Subscriber acts on behalf of a natural or legal person, the EAASP shall ensure that 

the EAA Subject has sole control over it, unless national legislation or EAASPol states 

otherwise131 

In addition, when the EAA is issued to a EUDIW, the EAASP shall ensure that issued EAAs can be 

presented in both proximity flows (supervised and unsupervised) and remote flows (same-

device and cross-device), according to user needs and Relying Party requirements132. 

The subscriber's obligations shall include133:  

a) an obligation to provide the EAASP with accurate and complete information in 

accordance with the requirements of the present document, particularly with regards 

to registration; 

 
124 TS 119 471 REQ-QEAASP-4.2.2.2-02. 
125 TS 119 471 REQ-QEAASP-4.2.2.2-03. 
126 Based on EN 319 411-1 OVR-6.3.4-01, adapted. 
127 Based on EN 319 411-1 OVR-6.3.4-03, adapted. 
128 Based on EN 319 411-1 REG-6.3.4-07, adapted. 
129 Based on EN 319 411-1 REG-6.3.4-08. 
130 TS 119 461 REQ-EAASP-4.2.3.1-01. 
131 TS 119 461 REQ-EAASP-4.2.3.1-02. 
132 TS 119 471  REQ-EAASP-4.2.3.2-01 
133 Based on EN 319 411-1 OVR-6.3.5-01, adapted. 
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b) an obligation for the electronic attestation of attributes to be only used in accordance 

with any limitations notified;  

c) prohibition of unauthorized use;  

d) an obligation to notify the EAASP without any reasonable delay, if any of the following 

occur up to the end of the validity period indicated in the EAA: 

i. control over the EAA has been lost; 

ii. inaccuracy or changes to the EEA content, as notified to the subscriber or to the 

subject; 

e) an obligation, following compromise of the subject's EAA, to immediately and 

permanently discontinue the use of this EAA; and 

f) an obligation, in the case of being informed that the subject's EAA has been revoked, or 

that the issuer has been compromised, to ensure that the EAA is no longer used by the 

subject. 

The notice to relying parties shall recommend the relying party to verify the validity, suspension 

or revocation of the electronic attestation of attributes using current revocation status 

information as indicated to the relying party; take account of any limitations on the usage of the 

attestation indicated to the relying party either in the attestation itself or the terms and 

conditions supplied; and take any other precautions prescribed in agreements or elsewhere134. 

4.3.6 Renewal and modification of EAAs 

Requests for renewal of an EAA issued to an EAA Subscriber shall follow the process set out in 

the EAAS practice statement135. 

The EAASP shall check the validity of the EAA to be renewed and that the information used to 

verify the identity and attributes of the EAA Subject is still valid136. 

In addition, when the EAA is issued to a EUDIW, the EAASP shall enable the initiation by a EUDIW 

Instance of a secured session for re-issuance of attestations issued to this wallet by this 

EAASP137. 

During the renewal of EAAs, if any of the EAASP's terms and conditions has changed, these shall 

be communicated to the subscriber138. 

If any EAA names or attributes have changed, the related registration information shall be 

verified, recorded, and agreed to by the subscriber139. 

4.3.7 Revocation of EAAS 

The EAASP shall follow its policies and practices when revoking an EAA140. 

 
134 Based on EN 319 411-1 OVR-6.3.5-03, adapted. 
135 TS 119 471 REQ-EAAS-4.2.4.1-01. 
136 TS 119 471 REQ-EAAS-4.2.4.1-02. 
137 TS 119 471 REQ-EAAS-4.2.4.2-03. 
138 Based on EN 319 411-1 OVR-6.3.6-08, adapted. 
139 Based on EN 319 411-1 OVR-6.3.8-02, adapted. 
140 TS 119 471 REQ-EAASP-4.2.5.1-01. 
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Revocation process shall always be executed under EAASP's control141. 

The EAASP shall revoke EAA based on authorized and validated EAA revocation requests as soon 

as possible and with a delay of no more than 24 hours after the revocation request was 

received142. 

The EAASP shall inform the EAA Subscriber and the EAA Subject, when possible, of a revoked 

EAA, of the change of status of the EAA143. 

An EAASP issuing short-term EAA shall explicitly describe in the EAAS practice statement which 

EAA cannot be revoked through a revocation management service and which EAA cannot be 

revoked even by the EAASP on its own initiative144. 

The EAASP shall revoke any non-expired EAA when145: 

a) in case of any errors, fraud, or at the request of the EAA Subscriber or EAA Subject; or 

b) the EAA is no longer compliant with the EAAS practice statement, EAASPol or EAAP 

under which it has been issued; or 

c) the EAASP is aware of changes which impact the validity of the EAA; or 

d) the EAASP is aware of a security incident that affects the EAA. 

When an EAA is revoked, the revocation shall apply from that time to all instances of the EAA, 

whether held by the user or previously provided to a relying party. 

In addition, when the EAA is issued to a EUDIW the following requirements apply: 

The EAASP shall implement at least one of the following revocation information mechanisms146: 

• a status list where each bit or group of bits denotes the current revocation status of one 

EAA, or 

• a revocation list containing the identifiers of EAAs revoked by the EAASP. 

The EAASP shall maintain and publish the necessary information for Relying Parties to verify the 

authenticity of issued EAAs, including trust anchors and trusted lists when applicable147. 

The EAASP shall provide a mechanism allowing the Wallet Unit to check the revocation status 

of an EAA without the need to contact the EAASP directly at the time of presentation, in order 

to maintain user privacy148. 

If the Wallet Provider has suspended or revoked the Wallet Unit on which that EAA is residing, 

the EAASP issuing EAAs to EUDIW shall immediately revoke the respective EAAs149. 

 
141 TS 119 471 REQ-EAASP-4.2.5.1-03. 
142 TS 119 471 REQ-EAASP-4.2.5.1-02. 
143 TS 119 471 REQ-EAASP-4.2.5.1-06. 
144 TS 119 471 REQ-EAASP-4.2.5.1-04. 
145 TS 119 471 REQ-EAASP-4.2.5.1-05. 
146 TS 119 471 REQ-EAASP-4.2.5.2-01. 
147 TS 119 471 REQ-EAASP-4.2.5.2-02. 
148 TS 119 471 REQ-EAASP-4.2.5.2-03. 
149 TS 119 471 REQ-EAASP-4.2.5.2-04. 
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When the EAA is valid for longer than 24 hours, the EAASP shall include in the EAA150. 

• a URL indicating the location where a Relying Party can obtain status information, and 

• an identifier or index for this specific EAA within that status system. 

For EAAs issued to a EUDIW with a validity period of less than 24 hours, the EAASP may omit 

revocation information if this is explicitly stated in the EAAS practice statement151. 

When multiple EAAs of the same type with the same content and validity are issued in a batch 

to a EUDIW, the EAASP shall ensure that revocation of one EAA from the batch results in the 

revocation of all EAAs in that batch152. 

When an EAA is revoked, the revocation shall apply from that time to all instances of the EAA, 

whether held by the user or previously provided to a relying party153. 

The EAASP shall describe in its EAA policy how any problems with non-revocable EAAs can be 

notified and how information on this notification can be requested.  

4.3.8 Status Services of EAAs 

If the EAA-policy requires that the EAA supports a status service, the EAASP shall provide 

information and/or services for checking the validity status of the EAA154. 

Revocation status information shall be available 24 hours per day, 7 days per week. Upon system 

failure, EAAS or other factors which are not under the control of the EAASP, the EAASP shall 

make best endeavours to ensure that this information service is not unavailable for longer than 

a maximum period of time as denoted in the EAAS practice statement155. 

The EAASP shall ensure integrity and authenticity of the validity status information156. 

Revocation status information shall include information on the status of EAA at least until the 

EAA expires157. 

The EAASP shall make revocation status information publicly and internationally available158. 

In addition, when the EAA is issued to a EUDIW the following requirements apply: 

The EAASP shall publish its trust anchors in a Trusted List that is accessible to Relying Parties to 

enable signature verification159. 

 
150 TS 119 471 REQ-EAASP-4.2.5.2-05. 
151 TS 119 471 REQ-EAASP-4.2.5.2-06. 
152 TS 119 471 REQ-EAASP-4.2.5.2-07. 
153 TS 119 471 REQ-EAASP-4.2.5.1-08. 
154 TS 119 471 REQ-EAASP-4.3.1-01. 
155 TS 119 471 REQ-EAASP-4.3.1-02. 
156 TS 119 471 REQ-EAASP-4.3.1-03. 
157 TS 119 471 REQ-EAASP-4.3.1-04. 
158 TS 119 471 REQ-EAASP-4.3.1-05. 
159 TS 119 471 REQ-EAASP-4.3.2-01. 
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The EAASP shall support validation of EAAs presented in both proximity flows (supervised and 

unsupervised) and remote flows (same-device and cross-device)160. 

The EAASP shall support at least one of the following attestation formats with their 

corresponding proof mechanisms161: 

• ISO/IEC 18013-5 with its defined proof mechanisms 

• SD-JWT VC (Selective Disclosure for JWT-based Verifiable Credentials) with its defined 

proof mechanisms. 

• W3C Verifiable Credentials Data Format, version 1.1 or 2.0, signed according to JWS. 

The EAASP shall provide the necessary mechanisms to enable Relying Parties to verify device 

binding of the EAA to ensure it was not copied or replayed from another device162. 

The EAASP shall support mechanisms that enable verification of combined presentations of 

attributes when multiple EAAs are presented together, including cryptographic verification that 

the EAAs belong to the same user 163. 

The EAASP shall provide validation mechanisms that can verify the WSCD signs them at the 

required Level of Assurance (LoA)164. 

The QEAASP shall have no information regarding the usage of the (Q)EAAs issued when a validity 

status check is performed165. 

5 EAAs management and operation  

5.1 Internal management 

The parts of the EAASP concerned with the issuance and revocation management of the EAA 

shall be independent for its decisions relating to the establishing, provisioning and maintaining 

and suspending of services in conformance with the applicable EAAS policies166. 

The senior executive, senior staff and staff in trusted roles, of the EAASP concerned with the 

issuance and revocation management of the EAA shall be free from any commercial, financial 

and other pressures which might adversely influence trust in the services it provides167. 

The parts of the EAASP concerned with attestation of attributes issuance and revocation 

management shall have a documented structure which safeguards impartiality of operations168. 

 
160 TS 119 471 REQ-EAASP-4.3.2-02. 
161 TS 119 471 REQ-EAASP-4.3.2-03. 
162 TS 119 471 REQ-EAASP-4.3.2-04. 
163 TS 119 471 REQ-EAASP-4.3.2-05. 
164 TS 119 471 REQ-EAASP-4.3.2-06. 
165 TS 119 471 REQ-QEAASP-4.3.1-06. 
166 TS 119 471 REQ-EAASP-7.1.1-02 
167 TS 119 471 REQ-EAASP-7.1.1-03 
168 TS 119 471 REQ-EAASP-7.1.1-04 
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The EAASP organization shall be reliable169. 

The issuance practices of the EAAs shall be non-discriminatory170. Thus, the EAASP should make 

its services accessible to all applicants whose activities fall within its declared field of operation 

and that agree to abide by their obligations as specified in the EAASP's terms and conditions171. 

The EAASP shall maintain sufficient financial resources and/or obtain appropriate liability 

insurance, in accordance with applicable law, to cover liabilities arising from its operations 

and/or activities172. 

The EAASP shall have the financial stability and resources required to operate in conformity with 

this policy173. 

The EAASP shall have policies and procedures for the resolution of complaints and disputes 

received from customers or other relying parties about the provisioning of the services or any 

other related matters174. 

Conflicting duties and areas of responsibility shall be segregated to reduce opportunities for 

unauthorized or unintentional modification or misuse of the EAASP's assets175. 

5.2 Human resources 

The EAASP shall ensure that all personnel and contractors apply information security in 

accordance with the established information security policy, topic-specific policies and 

procedures of the EASSP176. 

The EAASP shall employ staff and, if applicable, subcontractors, who possess the necessary 

expertise, reliability, experience, and qualifications and who have received training regarding 

cybersecurity and personal data protection rules as appropriate for the offered services and the 

job function177. 

The EAASP shall identify at least one person responsible for network and information security 

and reporting to top management178. 

EAASP's personnel should be able to fulfil the requirement of "expert knowledge, experience 

and qualifications" through formal training and credentials, or actual experience, or a 

 
169 EN 319 401 REQ-7.1.1-01. 
170 EN 319 401 REQ-7.1.1-02. 
171 EN 319 401 REQ-7.1.1-03. 
172 EN 319 401 REQ-7.1.1-04. 
173 EN 319 401 REQ-7.1.1-05. 
174 EN 319 401 REQ-7.1.1-06. 
175 EN 319 401 REQ-7.1.2-01. 
176 EN 319 401 REQ-7.2-01X. 
177 EN 319 401 REQ-7.2-02. 
178 EN 319 401 REQ-7.2-03X 
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combination of the two179. This should include regular (at least every 12 months) updates on 

new threats and current security practices180. 

Appropriate disciplinary sanctions shall be applied to personnel violating EAASP's policies or 

procedures181. 

Information security roles and responsibilities, as specified in the EAASP's information security 

policy, shall be documented in job descriptions or in documents available to all concerned 

personnel and allocated accordingly182. 

Trusted roles, on which the EAASP’s operation is dependent, shall be clearly identified183. 

EAASP's personnel (both temporary and permanent) shall have job descriptions defined from 

the viewpoint of roles fulfilled with segregation of duties and least privilege, determining 

position sensitivity based on the duties and access levels, background screening and employee 

training and awareness184. 

Where appropriate, job descriptions shall differentiate between general functions and EAASP's 

specific functions. These should include skills and experience requirements185. 

Personnel shall exercise administrative and management procedures and processes that are in 

line with the EAASP’s information security management procedures186. 

Managerial personnel shall possess experience or training with respect to the trust service that 

is provided, familiarity with security procedures for personnel with security responsibilities and 

experience with information security and risk assessment sufficient to carry out management 

functions187. 

All EAASP's personnel in trusted roles shall be free from conflict of interest that might prejudice 

the impartiality of the EAASP's operations188. 

Trusted roles shall include roles that involve the following responsibilities189: 

a) Security Officers: Overall responsibility for administering the implementation of the 

security practices.  

b) System Administrators: Authorized to install, configure and maintain the EAASP's 

trustworthy systems for service management.  

c) System Operators: Responsible for operating the EAASP's trustworthy systems on a day-

to-day basis. Authorized to perform system backup.  

 
179 EN 319 401 REQ-7.2-04X. 
180 EN 319 401 REQ-7.2-05X. 
181 EN 319 401 REQ-7.2-06X. 
182 EN 319 401 REQ-7.2-07X. 
183 EN 319 401 REQ-7.2-08X. 
184 EN 319 401 REQ-7.2-09X. 
185 EN 319 401 REQ-7.2-10X. 
186 EN 319 401 REQ-7.2-11X. 
187 EN 319 401 REQ-7.2-12X. 
188 EN 319 401 REQ-7.2-13X. 
189 EN 319 401 REQ-7.2-14X. 
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d) System Auditors: Authorized to view archives and audit logs of the EAASP's trustworthy 

systems.  

The EAASP’s personnel shall be formally appointed to trusted roles by senior management 

responsible for security190. 

Trusted roles shall be accepted by the appointed person to fulfil the role191. 

Personnel shall not have access to the trusted functions until the necessary checks are 

completed192. 

When personnel are working remotely, the EAASP shall implement cybersecurity measures to 

protect information accessed, processed or stored outside the EAASP's premises193. Particularly, 

the EAASP allowing remote working activities shall issue a topic-specific policy on remote 

working that defines the relevant cybersecurity conditions and restrictions194. 

5.3 Asset management 

The EAASP shall ensure an appropriate level of protection of its assets including information 

assets195. 

The assets provided through a supply chain shall be protected196. 

5.3.1 Assets inventory and classification 

The EAASP shall maintain an accurate inventory of assets as a prerequisite for effective technical 

vulnerability management and shall assign a classification consistent with the risk 

assessment197. 

For asset, or group of assets, the inventory shall contain, when applicable198: 

a) a unique asset ID; 

b) an asset description; 

c) the asset owner; 

d) the asset location; 

e) the asset type (e.g. software, hardware, services, facilities, HVAC systems, personnel, 

physical records); 

f) the type of information processed or/stored in the asset and its information 

classification; 

g) the date and version of the asset's last update or patch; 

 
190 EN 319 401 REQ-7.2-15X 
191 EN 319 401 REQ-7.2-16X 
192 EN 319 401 REQ-7.2-17 
193 EN 319 401 REQ-7.2-18X 
194 EN 319 401 REQ-7.2-19X 
195 EN 319 401 REQ-7.3.1-01 
196 EN 319 401 REQ-7.3.1-02X 
197 EN 319 401 REQ-7.3.2-01X 
198 EN 319 401 REQ-7.3.2-02X 
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h) the classification level of the asset; and 

i) the asset's end of life. 

The EAASP shall assign a classification level to each asset, or group of assets, based on 

requirements for protecting confidentiality, integrity, authenticity and availability, and in 

accordance to its risk assessment and business value199. 

The EAASP shall assure that the availability requirements of each asset, or group of assets, 

classified are aligned with the delivery and recovery objectives as described in the business and 

disaster recovery plan200. 

The EAASP shall conduct periodic reviews of the classification levels of the assets201. 

The EAASP shall identify, document and implement rules for the acceptable use of and 

procedures for handling information and other associated assets202. 

The EAASP shall implement and document procedures in case of change or termination process 

of, internal and external personnel, contractors or other third parties to include the return of all 

previously issued physical and electronic assets owned by or entrusted to the EAASP203. 

5.3.2 Storage media handling 

All storage media shall be managed through its life cycle of acquisition, use, transportation and 

disposal in accordance with the EAASP's classification scheme and handling requirements204.  

Storage media used within the EAASP's systems shall be securely handled to protect storage 

media from damage, theft, unauthorized access and obsolescence205. 

Storage media management procedures shall protect against obsolescence and deterioration of 

storage media within the period of time that records are required to be retained206. 

5.4 Access control 

The EAASP shall enforce multi-factor authentication for all accounts capable of directly causing 

EAA issuance207. 

Continuous monitoring and alarm facilities shall be provided to enable the EAASP to detect, 

register and react in a timely manner upon any unauthorized and/or irregular attempts to access 

its resources208. 

 
199 EN 319 401 REQ-7.3.2-03X 
200 EN 319 401 REQ-7.3.2-04X 
201 EN 319 401 REQ-7.3.2-05X 
202 EN 319 401 REQ-7.3.2-06X 
203 EN 319 401 REQ-7.3.2-07X 
204 EN 319 401 REQ-7.3.3-01X 
205 EN 319 401 REQ-7.3.3-02X 
206 EN 319 401 REQ-7.3.3-03X 
207 TS 119 471 REQ-EAASP-7.4-02 
208 TS 119 471 REQ-EAASP-7.4-03 
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The EAASP shall monitor and log all authentication attempts and failures to detect potential 

malicious activities209. 

The EAASP's system access shall be limited to authorized individuals210. 

The EAASP shall administer user access of operators, administrators and other privileged 

accounts and system auditors applying the principle of "least privileges" when configuring 

access privileges. In particular211. 

The EAASP shall provide setting up specific accounts to be used for administrative purposes like 

installation, configuration, management or maintenance212. 

Privileged accounts shall be used only if the privileges are necessary for the specific activity213. 

Strong identification, authentication and authorisation procedures shall be used for privileged 

accounts214. 

Where appropriate, the EAASP shall ensure that users and devices are authenticated by multi-

factor or continuous authentication mechanisms, before accessing the EAASP's network and ITS 

information systems, depending on the classification of the systems to be accessed215. 

The EAASP shall review access rights to privileged and administrator accounts at planned 

intervals, and access rights shall be modified based on organisational changes. The result of the 

review, including the necessary changes of access rights, shall be documented216. 

The EAASP shall ensure that access permissions are modified accordingly upon termination of 

employment or change of function217. 

Access to information and application system functions shall be restricted in accordance with 

the access control policy218. 

The EAASP’s system shall provide sufficient computer security controls for the separation of 

trusted roles identified in EAASP's practices, including the separation of security administration 

and operation functions. Particularly, use of system utility programs shall be restricted and 

controlled219. 

EAASP’s personnel shall be identified and authenticated before using critical applications 

related to the service220. 

 
209 TS 119 471 REQ-EAASP-7.4-04 
210 EN 319 401 REQ-7.4-01 
211 EN 319 401 REQ-7.4-02X 
212 EN 319 401 REQ-7.4-03X 
213 EN 319 401 REQ-7.4-04X 
214 EN 319 401 REQ-7.4-05X 
215 EN 319 401 REQ-7.4-06X  
216 EN 319 401 REQ-7.4-07X 
217 EN 319 401 REQ-7.4-08X 
218 EN 319 401 REQ-7.4-09X 
219 EN 319 401 REQ-7.4-10X 
220 EN 319 401 REQ-7.4-11X 
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EAASP’s personnel shall be accountable for their activities221, for example, by retaining event 

logs. 

Sensitive data shall be protected against being revealed through re-used storage objects (e.g. 

deleted files) or storage media being accessible to unauthorized users222. 

5.5 Cryptographic control 

Appropriate security controls shall be in place for the management of any cryptographic keys, 

cryptographic algorithms, and cryptographic devices throughout their lifecycle223. 

5.5.1.1 Key pair generation and installation  

If the EAASP generates keys for the digital signature of EAA, the EAASP shall generate EAASP 

keys securely, including keys used by revocation and registration services, and shall keep the 

private key secret224. 

The EAASP shall undertake the EAASP key pair generation and the subsequent certification of 

the public key in a physically secured environment by personnel in trusted roles225. 

The EAASP shall create the EAA signing key pair under, at least, dual control226. 

The EAASP shall minimise the number of personnel authorized to carry out EAAS key pair 

generation, in line with the TSP's practices227.  

The EAASP shall use an algorithm specified in ETSI TS 119 312 to perform EAAS key pair 

generation for the EAA signing purposes228.  

The EAASP shall select a key length and algorithm for the EAAS signing key that is specified in 

ETSI TS 119 312 for EAA signing purposes229.  

If the EAASP generates keys for the digital signature of EAA, the EAASP shall have a documented 

procedure for conducting EAAS key pair generation for EAA signing keys for all EAAS230.  

If the EAASP generates keys for the digital signature of EAA, the EAASP shall produce a report 

demonstrating that the ceremony, following the procedure defined above, followed the stated 

steps and ensured the integrity and confidentiality of the key pair231.  

 
221 EN 319 401 REQ-7.4-12X 
222 EN 319 401 REQ-7.4-13X 
223 EN 319 401 REQ-7.5-01X 
224 TS 119 471 REQ-EAASP-7.5.2-01. 
225 TS 119 471 REQ-EAASP-7.5.2-02. 
226 TS 119 471 REQ-EAASP-7.5.2-03. 
227 TS 119 471 REQ-EAASP-7.5.2-04. 
228 TS 119 471 REQ-EAASP-7.5.2-05. 
229 TS 119 471 REQ-EAASP-7.5.2-06. 
230 TS 119 471 REQ-EAASP-7.5.2-07. 
231 TS 119 471 REQ-EAASP-7.5.2-08. Cfr. REQ-EAASP-7.5.2-07. 
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If the EAASP generates keys for the digital signature of EAA, the EAASP shall include at least the 

following information in the report for the key ceremony232:  

a) roles participating in the ceremony (internal and external from the organisation);  

b) functions performed by every role and in which phases; 

c) responsibilities during and after the ceremony; 

d) evidence collected of the ceremony; 

e) the date the ceremony was carried out; 

f) an inventory of the keys generated, which includes, at least, the following information 

for each key: 

– a unique identifier for the key; 

– algorithm, key size and public key fingerprint (SHA256 minimum); 

– the unique identifier and model of the secure cryptographic device (e.g. HSM) 

used for this generation ceremony; and 

– the key generation algorithm and settings configured in the secure 

cryptographic device during the key ceremony, e.g. operation mode, used 

random number generator and other cryptographic parameters.  

If the EAASP uses keys generated by another TSP, the EAASP shall ensure that the entire process 

of key generation and installation complies with the appropriate requirements and shall 

document this in a report demonstrating that integrity and confidentiality were ensured 

throughout the process233.  

5.5.1.2 EAAS key protection and cryptographic module engineering controls 

If the EAASP generates keys for the digital signature of EAA, the EAASP shall generate EAAS key 

pairs—including those used for revocation and registration services—within a secure 

cryptographic device that functions as a trustworthy system234. 

The EAASP shall ensure that this system either235: 

a) holds an assurance level of EAL 4 or higher under ISO/IEC 15408-1, or an equivalent 

national or internationally recognised IT security evaluation scheme, with a security 

target or protection profile that meets the requirements of the present document, 

based on a risk analysis and including physical and other non-technical security 

measures; or 

b) meets the criteria defined in ISO/IEC 19790, FIPS PUB 140-2 Level 3, or FIPS PUB 140-3 

Level 3.  

 
232 TS 119 471 REQ-EAASP-7.5.2-09. 
233 TS 119 471 REQ-EAASP-7.5.2-10. These are specified in REQ-EAASP-7.5.2-01 to REQ-EAASP-7.5.2-09, 
as applicable. 
234 TS 119 471 REQ-EAASP-7.5.3-01. 
235 TS 119 471 REQ-EAASP-7.5.3-02. 
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If the EAASP generates keys for the digital signature of EAA, the EAASP shall operate the secure 

cryptographic device in the configuration described in the relevant certification guidance 

documentation or in an equivalent configuration that achieves the same security objective236.  

If the EAASP generates keys for the digital signature of EAA, the EAASP shall store and use the 

EAAS private signing key within a secure cryptographic device that complies with the 

corresponding requirements237.  

If EAAS keys are generated on the QSCD delivered by QTSP issuing Qualified Certificate, the 

EAASP shall verify that the QSCD meets the appropriate requirements238.  

When the EAAS private key is outside the secure cryptographic device, the EAASP shall protect 

it in a manner that ensures the same level of protection as provided by the secure cryptographic 

device239.  

If the EAASP backs up, stores, or recovers the EAAS private signing key, the EAASP shall ensure 

that personnel in trusted roles carry out the process using at least dual control in a physically 

secured environment240.  

If the EAASP generates keys for the digital signature of EAA: 

• The EAASP shall apply the same or a higher level of security controls to copies of the 

EAAS private signing keys as to the keys currently in use241.  

• If the EAASP stores the EAAS private signing keys and any copies in a dedicated secure 

cryptographic device, the EAASP shall implement access controls to ensure the keys 

remain inaccessible outside the device242.  

• The EAASP shall ensure that the secure cryptographic device remains protected against 

tampering during shipment and storage243.  

• The EAASP shall destroy the EAAS private signing keys stored on the secure 

cryptographic device when retiring the device244.  

5.5.1.3 Other aspects of key pair management  

If the EAASP generates keys for the digital signature of EAA, the EAASP shall use the EAAS private 

signing keys appropriately245.  

The EAASP shall stop using the EAAS private signing keys at the end of their life cycle246.  

 
236 TS 119 471 REQ-EAASP-7.5.3-03. 
237 TS 119 471 REQ-EAASP-7.5.3-04. These are REQ-EAASP-7.5.3-01 and REQ-EAASP-7.5.3-03. 
238 TS 119 471 REQ-EAASP-7.5.3-05. These are REQ-EAASP-7.5.3-01, REQ-EAASP-7.5.3-02, and REQ-
EAASP-7.5.3-03. 
239 TS 119 471 REQ-EAASP-7.5.3-06. 
240 TS 119 471 REQ-EAASP-7.5.3-07. 
241 TS 119 471 REQ-EAASP-7.5.3-08. 
242 TS 119 471 REQ-EAASP-7.5.3-09. 
243 TS 119 471 REQ-EAASP-7.5.3-10. 
244 TS 119 471 REQ-EAASP-7.5.3-11. 
245 TS 119 471 REQ-EAASP-7.5.4-01. 
246 TS 119 471 REQ-EAASP-7.5.4-02. 
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The EAASP shall use EAAS signing keys only for EAA issuance and issuing revocation status 

information, and for no other purpose247.  

The EAASP shall use the EAAS signing keys only within physically secure premises248.  

In addition, when the EAA is issued to a EUDIW the following requirements apply:  

The EAASP shall implement device binding mechanisms that cryptographically bind the EAA to 

the Wallet Secure Cryptographic Device (WSCD) of the Wallet Unit, ensuring that the EAA cannot 

be copied or used from another device249. 

The EAASP shall verify that the public key included in the EAA is associated with a private key 

protected by the WSCD described in the Wallet Unit Attestation (WUA)250. 

The EAASP shall implement cryptographic protocols that support selective disclosure of 

attributes, enabling users to present only specific attributes without revealing others251. 

The EAASP shall ensure that the cryptographic mechanisms used support the verification of 

combined presentation of attributes from multiple EAAs, including verification that they belong 

to the same user252. 

The EAASP shall implement cryptographic controls that mitigate the risk of Relying Party 

linkability and Attestation Provider linkability253. 

The EAASP shall maintain controls that ensure its access certificate and associated private keys 

remain secure, including implementing proper key management procedures254. 

When supporting batch issuance, the EAASP shall support the use of cryptographically 

independent EAAs within a batch to enhance privacy protection255.  

5.6 Physical and environmental security 

The EAASP shall control physical access to components of the EAASP’s system whose security is 

critical to the provision of its trust services and minimize risks related to physical security256. 

Physical access to components of the EAASP's system whose security is critical to the provision 

of its trust services shall be limited to authorized individuals.257. 

 
247 TS 119 471 REQ-EAASP-7.5.4-03. 
248 TS 119 471 REQ-EAASP-7.5.4-04. 
249 TS 119 471 REQ-EAASP-7.5.5-01. 
250 TS 119 471 REQ-EAASP-7.5.5-02. 
251 TS 119 471 REQ-EAASP-7.5.5-03. 
252 TS 119 471 REQ-EAASP-7.5.5-04. 
253 TS 119 471 REQ-EAASP-7.5.5-05. 
254 TS 119 471 REQ-EAASP-7.5.5-06. 
255 TS 119 471 REQ-EAASP-7.5.5-07. 
256 EN 319 401 REQ-7.6-01 
257 EN 319 401 REQ-7.6-02. 
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Controls shall be implemented to avoid loss, damage or compromise of assets and interruption 

to business activities258. 

Components that are critical for the secure operation of the EAAs issuance service, shall be 

located in a protected security perimeter with physical protection against intrusion, controls on 

access through the security perimeter and alarms to detect intrusion259. 

Controls shall be implemented to avoid compromise or theft of information and information 

processing facilities260.  

5.7 Operational security  

The EAASP shall use trustworthy systems and products that are protected against modification 

and ensure the technical security and reliability of the processes supported by them261. 

An analysis of security requirements shall be carried out at the design and requirements 

specification stage of any systems development project undertaken by the EAASP or on behalf 

of the EAASP to ensure that security is built into IT systems262. 

Change control procedures shall be applied for releases, modifications and emergency software 

fixes of any operational software and changes to the configuration which applies the EAASP's 

security policy263. 

The procedures shall include documentation of the changes264. 

The integrity of EAASP's systems and information shall be protected against viruses, malicious 

and unauthorized software265. 

Procedures shall be established and implemented for all trusted and administrative roles that 

impact on the provision of services266. 

The EAASP shall specify and apply procedures for ensuring that267: 

a) security patches are applied within a reasonable time after they come available;  

b) security patches are not applied if they introduce additional vulnerabilities or 

instabilities that outweigh the benefits of applying them; and  

c) the reasons for not applying any security patches are documented. 

 
258 EN 319 401 REQ-7.6-03. 
259 EN 319 401 REQ-7.6-05. 
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The EAASP shall establish, document, implement, monitor, and review configurations, including 

security configurations, of hardware, software, services and networks268. 

The EAASP shall monitor configurations with a comprehensive set of system management 

tools269. 

The EAASP shall review configurations on a regular basis to verify configuration settings, 

evaluate password strengths and assess activities performed270. 

The EAASP shall monitor capacity demands and projections of future capacity requirements to 

ensure that adequate processing power and storage are available271. 

5.8 Network security 

The EAASP shall protect its network and systems from attacks272. 

The EAASP shall segment its systems into networks or zones based on risk assessment 

considering functional, logical, and physical (including location) relationship between 

trustworthy systems and services273. 

The EAASP shall apply the same security controls to all systems co-located in the same zone274. 

The EAASP shall restrict access and communications between zones to those necessary for the 

operation of the EAASP275. 

The EAASP shall explicitly forbid or deactivate not needed connections and services276. 

The EAASP shall review the established rule set on a regular basis277. 

The EAASP shall keep all systems that are critical to the EAASP's operation in one or more 

secured zone(s)278. 

The EAASP shall separate dedicated network for administration of IT systems and EAASP's 

operational network279. 

The EAASP shall logically separate administration systems and networks from other information 

systems and networks280. 
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The EAASP shall separate the production systems for the EAASP's services from systems used in 

development and testing (e.g. development, test and staging systems)281. 

The EAASP shall establish communication between distinct trustworthy systems only through 

trusted channels that are isolated using logical, cryptographic or physical separation from other 

communication channels and provide assured identification of its end points and protection of 

the channel data from modification or disclosure282. 

If a high level of availability of external access to the trust service is required, the external 

network connection shall be redundant to ensure availability of the services in case of a single 

failure283. 

The EAASP shall undergo or perform a regular vulnerability scan on public and private IP 

addresses identified by the EAASP and record evidence that each vulnerability scan was 

performed by a person or entity with the skills, tools, proficiency, code of ethics, and 

independence necessary to provide a reliable report284. The vulnerability scan should be 

performed once per quarter285. 

The EAASP shall protect its network and information systems against malicious and 

unauthorised software by means of malware detection and removal software, which is updated 

at least on a daily basis286. 

The EAASP shall regularly update its malware detection and repair software287. 

The EAASP shall undergo a penetration test on the EAASP's systems at set up and after 

infrastructure or application upgrades or modifications that the EAASP determines are 

significant288. The penetration test should be performed at least once per year289. 

The EAASP shall record evidence that each penetration test was performed by a person or entity 

with the skills, tools, proficiency, code of ethics, and independence necessary to provide a 

reliable report290. 

Controls (e.g. firewalls) shall protect the EAASP’s internal network domains from unauthorized 

access including access by subscribers and third parties291. 

Firewalls should also be configured to prevent all protocols and accesses not required for the 

operation of the EAASP292. 
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The EAASP shall maintain and protect all systems in at least a secure zone and shall implement 

and configure a security procedure that protects systems and communications between 

systems inside secure zones and security perimeters293. 

The EAASP shall configure all systems by removing or disabling all accounts, applications, 

services, protocols, and ports that are not used in the EAAS operations294. 

The EAASP shall use secure, encrypted channels for the transmission of attribute data to protect 

against unauthorized access and data breaches295. 

5.9 Vulnerabilities and incident management 

5.9.1 Monitoring and logging 

The EAASP shall establish mechanisms to detect potential security incidents and to respond 

accordingly by implementing tools and processes to enable continuous monitoring and logging 

of activities on the entity's network and information systems296. 

Monitoring activities should take account of the sensitivity of any information collected or 

analysed297. 

Abnormal system activities that indicate a potential security violation, including intrusion into 

the EAASP's network, shall be detected and reported as alarms298. 

The EAASP shall maintain, document and regularly review logs which shall include299: 

a) outbound and inbound network traffic;  

b) activities regarding user administration and permission management, access (including 

privileged access) to systems and applications;  

c) activities performed with administrator accounts;  

d) assess or changes to critical configuration files and backups;  

e) security relevant logs;  

f) use and performance of system resources;  

g) physical access to facilities, where appropriate;  

h) access and use of network equipment and devices; and  

i) environmental events, where appropriate. 

The EAASP's systems shall be monitored including the monitoring or regular review of audit logs 

to identify evidence of malicious activity implementing automatic mechanisms to process the 

audit logs and alert personnel of possible critical security events300. 
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5.9.2 Incident response 

The EAASP shall establish incident response procedures including containment, eradication and 

recovery301. 

The EAASP shall comply with reporting obligations as mandated by relevant legislative 

frameworks for network and information security incidents, including supervisory authorities302. 

EAASPs shall inform stakeholders about incidents according to agreed communication plans303. 

The EAASP shall establish and maintain effective communication plans that include incident 

categorisation, well-defined escalation procedures, and standardised reporting protocols304. 

The EAASP shall ensure that personnel possess the necessary competencies to proficiently 

detect and respond to security incidents305. 

The EAASP shall create and maintain comprehensive documentation throughout the incident 

detection and response process306. 

The EAASP shall establish clear interfaces between the incident handling and business continuity 

management functions to ensure a coordinated and cohesive response during incidents307. 

The EAASP shall test and review regularly and after incidents roles, responsibilities and 

appropriate procedures308. 

The EAASP shall address any critical vulnerability not previously addressed by the EAASP, within 

a period of 48 hours after its discovery309. 

For any vulnerability, given the potential impact, the EAASP shall create and implement a plan 

to mitigate the vulnerability; or document the factual basis for the EAASP's determination that 

the vulnerability does not require remediation310. 

Incident reporting and response procedures shall be employed in such a way that damage from 

security incidents and malfunctions are minimized311. 

The EAASP shall appoint trusted role personnel to follow up on alerts of potentially critical 

security events and ensure that relevant incidents are reported in line with the EAASP's 

procedures312. 
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5.9.3 Reporting 

The EAASP shall establish procedures to notify the appropriate parties in line with the applicable 

regulatory rules of any breach of security or loss of integrity that has a significant impact on the 

trust service provided and on the personal data maintained therein within 24 hours of the 

breach being identified313. 

Where the breach of security or loss of integrity is likely to adversely affect a natural or legal 

person to whom the trusted service has been provided, the EAASP shall also notify the natural 

or legal person of the breach of security or loss of integrity without undue delay314. 

The TSP shall establish a simple procedure allowing its staff, contractors and customers to report 

possible network and information security incidents315. 

The TSP shall communicate the reporting procedure to its contractors and customers and shall 

train its staff to follow the reporting procedure and to address the appropriate point of 

contact316. 

5.9.4 Event assessment and classification 

The EAASP shall analyse the reported events and assess their severity317, and shall be capable 

to reassess and reclassify events based on new inputs318. 

5.9.5 Post-incident reviews 

The EAASP shall keep itself informed about technical vulnerabilities of all information systems 

it uses319.  

The EAASP shall evaluate the EAASP's exposure to such vulnerabilities and take appropriate 

measures320. 

The EAASP shall identify the root cause of an incident and shall conduct a post-incident review 

possibly resulting in measures mitigating the risk of the recurrence of similar incidents321. 

The EAASP shall ensure that each past incident led to a post-incident review322. 

5.10  Collection of evidence 

The EAASP shall record and keep accessible for an appropriate period of time, including after 

the activities of the EAASP have ceased, all relevant information concerning data issued and 
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received by the EAASP, in particular, for the purpose of providing evidence in legal proceedings 

and for the purpose of ensuring continuity of the service323. 

The confidentiality and integrity of current and archived records concerning operation of 

services shall be maintained324. 

Records concerning the operation of services shall be completely and confidentially archived in 

accordance with disclosed business practices325. 

Records concerning the operation of services shall be made available if required for the 

purposes of providing evidence of the correct operation of the services for the purpose of legal 

proceedings326. 

The precise time of significant EAASP's environmental, key management and clock 

synchronization events shall be recorded327. All security events shall be logged, including 

changes relating to the security policy, system start-up and shutdown, system crashes and 

hardware failures, firewall and router activities and systems access attempts328. 

The time used to record events as required in the audit log shall be synchronized with UTC at 

least once a day329. 

Records concerning services shall be held for a period of time as appropriate for providing 

necessary legal evidence and as notified in the EAASP's terms and conditions330. The issuer shall 

define the retention period of the records specified in this document in accordance with the 

applicable legislation. 

The events shall be logged in a way that they cannot be easily deleted or destroyed (except if 

reliably transferred to long-term media) within the period of time that they are required to be 

held331. 

Evidence of the EAA issuance process shall be collected and securely archived332. 

All security events shall be logged, including changes relating to the security policy, system start-

up and shutdown, system crashes and hardware failures, firewall and router activities and 

system access attempts333. 

All events related to registration including requests for EAA renewal shall be logged334. 
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The EAASP shall document how the information recorded is accessible335. 

The EAASP shall log all events relating to the EAA life-cycle336. 

The EAASP shall log all requests and reports relating to revocation, as well as the resulting 

action337. 

The EAASP shall precisely document the period of retention of the information mentioned 

above in its practices statements and shall indicate which information is subject to be handed-

over through its termination plan338. 

5.11  Business continuity management 

The EAASP shall define and maintain a continuity plan to enact in case of a disaster339.  

In the event of a disaster, including compromise of a private signing key or compromise of some 

other credential of the EAASP, operations shall be restored within the delay established in the 

continuity plan, having addressed any cause for the disaster which may recur (e.g. a security 

vulnerability) with appropriate remediation measures340. 

The EAASP shall maintain backup copies of information and sufficient resources, including 

facilities, network and information systems as well as personnel in accordance with risk 

assessment and business continuity plan341. 

The EAASP shall define backup plans taking into account at least the following342: 

a) recovery times; 

b) assurance of the backup copies' completeness and accuracy (including configuration 

data and information stored in cloud service environment); 

c) storage of backup copies at a safe location or locations which are outside the network 

of the system backed up and are at sufficient distance to escape any damage from a 

disaster at the main site; 

d) physical/environmental and logical controls for backup copies in accordance with their 

information classification level; and 

e) processes for restoring information from backup copies (including approval processes). 

The EAASP shall perform integrity check on the backup copies343. 

The EAASP shall test at planed intervals the recovery of backup copies and redundancies and 

shall take corrective actions in case of findings. The results of these tests shall be documented344. 

 
335 TS 119 471 REQ-EAASP-7.10-05. 
336 TS 119 471 REQ-EAASP-7.10-06. 
337 TS 119 471 REQ-EAASP-7.10-07. 
338 TS 119 471 REQ-EAASP-7.10-08. 
339 EN 319 401 REQ-7.11.1-01X. 
340 EN 319 401 REQ-7.11.1-02X. 
341 EN 319 401 REQ-7.11.2-01X. 
342 EN 319 401 REQ-7.11.2-02X 
343 EN 319 401 REQ-7.11.2-03X. 
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Following a disaster, the EAASP, where practical, take steps to avoid repetition of a disaster345. 

EAASP's systems data necessary to resume operations shall be backed up and stored in safe 

places, preferably also remote, suitable to allow the EAASP to timely go back to operations in 

case of incident/disasters346. 

Back-up copies of essential information and software should be taken regularly347. 

Adequate back-up facilities should be provided to ensure that all essential information and 

software can be recovered following a disaster or media failure348. 

Back-up arrangements should be regularly tested to ensure that they meet the requirements of 

business continuity plans349. 

Backup and restore functions shall be performed by the relevant trusted roles350. 

The TSP shall establish processes for crisis management addressing at least351: 

a) roles and responsibilities in crisis situations; 

b) mandatory and voluntary communications between the TSP and relevant competent 

authorities, and 

c) appropriate controls for maintaining network and information security in crisis 

situations. 

The EAASP shall inform to the following of the compromise: all EAA Subscribers and/or EAA 

Subjects, when possible, and other entities with which the EAASP has agreements or other form 

of established relations, among which relying parties and others TSPs352. 

The EAASP shall revoke any EAA it has issued when the EAASP is informed of the compromise353. 

The TSP shall implement a process for managing and making use of information received from 

National CSIRT or, where applicable, competent authorities useful for crisis management354. 

The TSP shall test and review, at planned intervals or in the post-incident review process, its 

crisis management plan355. 
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5.12  Cessation of activity 

Potential disruptions to subscribers and relying parties shall be minimized as a result of the 

cessation of the EAASP's services, and in particular continued maintenance of information 

required to verify the correctness of trust services shall be provided356. 

The EAASP shall have an up-to-date termination plan357. 

Before the EAASP terminates its services at least the following procedures apply: 

a) Before the EAASP terminates its services, the EAASP shall inform the following of the 

termination: all subscribers and other entities with which the EAASP has agreements or 

other form of established relations, among which relying parties, EAASPs and relevant 

authorities such as supervisory bodies358. 

b) Before the EAASP terminates its services, the EAASP shall make the information of the 

termination available to other relying parties359. 

c) Before the EAASP terminates its services, the EAASP shall terminate authorization of all 

subcontractors to act on behalf of the EAASP in carrying out any functions relating to 

the process of issuing trust service tokens360. 

d) Before the EAASP terminates its services, the EAASP shall transfer obligations to a 

reliable party for maintaining all information necessary to provide evidence of the 

operation of the EAASP for a reasonable period, unless it can be demonstrated that the 

EAASP does not hold any such information361. 

e) Before the EAASP terminates its services, the EAASP's private keys, including backup 

copies, shall be destroyed, or withdrawn from use, in a manner such that the private 

keys cannot be retrieved362. 

f) Before the EAASP terminates its services, where possible EAASP should make 

arrangements to transfer provision of trust services for its existing customers to another 

EAASP363. 

The EAASP shall have an arrangement to cover the costs to fulfil these minimum requirements 

in case the EAASP becomes bankrupt or for other reasons is unable to cover the costs by itself, 

as far as possible within the constraints of applicable legislation regarding bankruptcy364. 

The EAASP shall state in its practices the provisions made for termination of service. This shall 

include a notification of affected entities; and where applicable, transferring the EAASP's 

obligations to other parties365. 
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The EAASP shall maintain or transfer to a reliable party its obligations to make available its public 

key or its trust service tokens to relying parties for a reasonable period366 

The EAASP shall retain the following records after any EAA based on these records ceases to be 

valid367: 

a) log of all events relating to the EAA life cycle; and 

b) attributes attestations data issuance evidence. 

The retention period shall be defined by the EAASP in accordance with national legislation368. 

5.13  Legal compliance 

The EAASP shall ensure that it operates in a legal and trustworthy manner369. 

The EAASP shall provide evidence on how it meets the applicable legal requirements370. 

Trust services provided and end user products used in the provision of those services shall be 

made accessible for persons with disabilities, where feasible371. 

Applicable standards on accessibility such as ETSI EN 301 549 should be taken into account372. 

Appropriate technical and organizational measures shall be taken against unauthorized or 

unlawful processing of personal data and against accidental loss or destruction of, or damage 

to, personal data373. 

The EAASP shall enable privacy-preserving techniques to maintain the privacy of EAA Subject 

and EAA Subscriber personal data374. 

The EAASP shall protect confidentiality and integrity of registration data, especially when 

exchanged with the EAA Subject or between distributed EAASP's system components375. 

The EAASP shall implement data minimization principles in the design of the EAA Policy, 

ensuring that only necessary attributes are included in each specific type of EAA376. 

The EAASP shall not track, link, correlate, or otherwise obtain knowledge of transactions or EAA 

Subject behaviour post-issuance of the EAA unless explicitly authorized by the EAA Subject377. 

 
366 EN 319 401 REQ-7.12-11. 
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The EAASP shall keep logically separate attributes and metadata related to EAA Subject and/or 

EAA Subscribers relating to the provision of EAAS from other data held378. 

The EAASP shall, outside of the issuing of EAA, not export personal data to other services, 

whether provided by the EAASP itself or by other actors, unless explicitly authorized by EAA 

Subject and/or EAA Subscriber379. 

The EAASP shall ensure that its systems are designed to log minimal information about EAA 

issuance and usage, sufficient for security and management purposes, to meet statutory 

requirements and to support auditability and transparency requirements, but not enabling 

tracking of user activities380. 

5.14  Supply chain 

5.14.1 Supply chain policy 

The EAASP shall identify and implement processes and procedures to address security risks 

associated with the use of products and services provided by suppliers, including the ICT supply 

chain381. 

The EAASP shall define, document and implement processes and procedures to manage the 

information security risks associated with the use of supplier's products or services382. 

The supply chain policy shall identify and communicate the TSP's role in the supply chain383. 

These processes and procedures shall include 384:  

a) those to be implemented by the EAASP; 

b) those the EAASP requires the supplier to implement for the commencement of use of a 

supplier's products or services; and  

c) those the EAASP requires the supplier to implement for the termination of use of a 

supplier's products and services. 

5.14.2 Supply chain procedures and processes 

Processes and procedures shall be defined and implemented to manage information security 

risks associated with the information and communication technologies products and services 

supply chain385: 
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a) EAASP shall define information security requirements to apply to ICT product or service 

acquisition386. 

b) EAASP shall require that ICT services suppliers propagate the EAASP's security 

requirements throughout the supply chain if they sub-contract for parts of the ICT 

service provided to the EAASP387. 

c) EAASP shall require that ICT products suppliers propagate appropriate security practices 

throughout the supply chain if these products include components purchased or 

acquired from other suppliers or other entities388.  

d) EAASP shall request that ICT products suppliers provide information describing the 

software components used in products389. 

e) EAASP shall request that ICT products suppliers provide information describing the 

implemented security functions of their product and the configuration required for its 

secure operation390. 

f) EAASP shall implement a monitoring process and acceptable methods for validating ICT 

products and services conform to stated cybersecurity requirements391. 

g) EAASP shall implement a process for identifying and documenting product or service 

components that are critical for maintaining functionality392.  

h) EAASP shall implement a process for identifying and documenting product or service 

components that are critical for maintaining functionality393. 

i) EAASP shall implement a process for identifying and documenting product or service 

components that are critical for maintaining functionality394.  

j) EAASP shall implement a process for identifying and documenting product or service 

components that are critical for maintaining functionality395. 

k) EAASP shall implement a process for identifying and documenting product or service 

components that are critical for maintaining functionality396.  

l) EAASP shall implement specific processes for managing ICT component life cycle and 

availability and associated security risks397.  

5.14.3 Responsibility, third-parties’ agreements and SLA 

When the EAASP makes use of other parties, including trust service component providers, to 

provide parts of its service through subcontracting, outsourcing or other third-party 
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arrangements, it shall maintain overall responsibility for conformance with the supply chain 

policy, its information security policy and the requirements defined in the trust service policy398. 

The EAASP shall have a documented agreement and contractual relationship in place where the 

provisioning of services involves subcontracting, outsourcing or other third-party arrangements 

to ensure that there is clear understanding between the EAASP and the supplier regarding both 

parties' obligations to fulfil relevant information security requirements399. 

When the EAASP makes use of a trust service component provided by another party it shall 

ensure that the use of the component interface meets the requirements as specified by the 

trust service component provider400, and that the security and functionality required by the trust 

service component meet the appropriate requirements of the applicable policy and practices401. 

The EAASP shall establish and maintain a register of suppliers and their agreements to track 

where the EAASP information is managed and/or archived402.  

The EAASP shall regularly review, validate and update its registry of suppliers and their 

agreements to ensure that they are still valid, fit for purpose, and include the relevant 

information security clauses403. 

EAASP shall regularly monitor, review, evaluate and manage change in supplier information 

security practices and service delivery404. 

The EAASP shall define, implement and communicate to all relevant interested parties, topic-

specific policies on the use of cloud services and on how the EAASP intends to manage 

information security risks associated with them405. 
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