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EXECUTIVE SUMMARY

DCA4EU consortium pilots education and professional qualifications, and social security use
cases in the EUDI wallet ecosystem based on the revised elIDAS Regulation [1] and its
Implementing Acts. The ecosystem consists of partners acting in different roles, such as wallet
providers, personal identification data (PID) providers, qualified, public sector body or non-
qualified electronic attestations of attributes providers, and relying parties and intermediaries.
Each of these roles have a varying set of auditing, certification, and sustainability requirements
that they need to comply to. As such, there is a need to provide guidelines for the DC4EU
partners in different roles to have a concise set of requirements to comply with. Some of the
requirements are such that the DC4EU partners should comply to them already during DC4EU
project (i.e. by end of July 2025), whereas most of the requirements are such that it cannot be
assumed that full compliance can be achieved during the duration of the DC4EU project. As
such, this deliverable should act as a tool for DC4EU partners to be able to continuously assess
their compliance even after the DC4EU project has ended.

Requirements related to the different ecosystem roles cover multiple focus areas, such as
privacy and data protection, security, functionality and interoperability, accessibility,
sustainability, and governance. This study focuses on the common set of requirements
originating from following sources:

elDAS Regulation [1]

elDAS Implementing Acts

Standards referenced in the Regulation and Implementing Acts.

Architecture reference framework (ARF) version 1.8.0 [2]

Standards relevant for EUDIW ecosystem and identified in the gap analysis [37]
conducted by the EC.

As such, the national implementation-related requirements are omitted at this phase. It is,
however, possible that the study would be extended later on to cover also national
implementation-related requirements.

From the EUDIW ecosystem roles identified in the ARF 1.8.0, the study focuses on the roles
that are most relevant for the DC4EU ecosystem. These include:

EUDI Wallet Providers

Person Identification Data (PID) Providers

Qualified Electronic Attestation of Attributes (QEAA) Providers

Public Body Authentic Source Electronic Attestation of Attributes (Pub-EAA) Providers
Electronic Attestation of Attributes (EAA) Providers

Relying Parties and Intermediaries

The study may be further extended in the future with additional ecosystem roles, such as
Authentic Sources.

Finally, the study includes as annexes a set of self-assessment checklists for the DC4EU
partners acting in different roles. These self-assessment checklists should be filled out by the
DC4EU partners as part of their piloting process to ensure that they get an up-to-date
understanding about their compliance and about the steps needed to achieve compliance with
EUDIW-related requirements.
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TERMS AND ABBREVIATIONS

ARF - Architecture Reference Framework

CIR - Commission Implementing Regulation

CSA - EU Cybersecurity Act

DCA4EU - Digital Credentials for Europe

EAA - Electronic Attestation of Attributes

EC - European Commission

EDICG - European Digital Identity Cooperation Group
EDICG WG - EDICG Working Group

EGF - Ecosystem Governance Framework

elD - Electronic Identification

EUDI - European Digital Identity

EUDIW - EUDI Wallet

GDPR - General Data Protection Regulation

HAIP - High-Assurance Interoperability Profile

HLR - High-Level Requirement

HLTR - High-Level Technical Requirement

IETF - Internet Engineering Task Force

JSON - JavaScript Object Notation

JWT - JSON Web Token

MSO - Mobile Security Object

OOTS - Once-Only Technical System

OpenID4VCI - OpenlD for Verifiable Credential Issuance
OpenID4VP - OpenID for Verifiable Credential Presentation
PID - Person Identification Data

Pub-EAA - Public Body Authentic Source Electronic Attestation of Attributes
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QEAA - Qualified Electronic Attestation of Attributes

QTSP - Qualified Trust Service Provider

SD-JWT VC - Selective Disclosure JWT Verifiable Credentials

SDG - Single Digital Gateway

SPOC - Single Point of Contact

VCDM - Verifiable Credential Data Model

WSCA - Wallet Secure Cryptographic Application

WSCD - Wallet Secure Cryptographic Device

WUA - Wallet Unit Attestation
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1. INTRODUCTION

EUDI wallets are a critical component to European Union’s digital transformation strategy. The
purpose of the EUDI wallets is to engage public and private sector entities to form an
ecosystem of parties to build secure, interoperable, and privacy-preserving digital identity
solutions. Parties engage in the ecosystem in different roles with varying requirements that are
based on the revised Regulation, its Implementing Acts, the Architecture Reference
Framework (ARF) [2], and different standards. The purpose of the DC4EU auditing,
certification, and sustainability guidelines is to help these parties to ensure that they comply
with the commonly defined requirements when they are acting in different roles as part of the
ecosystem (as defined in section 3.1 of the ARF [2]).

1.1PURPOSE OF THE GUIDELINES

The purpose of these guidelines is to provide a structured framework for auditing, certification,
and sustainability for DC4EU partners taking part in DC4EU consortium piloting activities. They
establish clear requirements for key ecosystem roles, ensuring compliance with the revised
elDAS Regulation, its Implementing Acts, and relevant European and international standards.

By defining best practices for privacy and data protection, security, functionality and
interoperability, accessibility, sustainability, and governance, these guidelines support the
trustworthiness, transparency, and long-term viability of EUDI wallet ecosystem capabilities
across various sectors, including education, professional qualifications, and social security.

1.2 SCOPE

The guidelines will address following aspects related to auditing, certification, and sustainability
of EUDI wallet ecosystem roles:

e Regulatory compliance: Aligning with the eIDAS Regulation and its Implementing Acts,
GDPR, and other applicable frameworks.

e Security and privacy risks: Mitigating threats related to identity fraud, data breaches,
and unauthorised access.

e Interoperability and standardisation: Enabling seamless cross-border use of digital
identity wallets.

e Sustainability and future-proofing: Ensuring long-term viability and adaptability to
emerging technologies.

The guidelines will focus on following EUDIW ecosystem roles:

EUDI Wallet Providers

Person Identification Data (PID) Providers

Qualified Electronic Attestation of Attributes (QEAA) Providers

Public Body Authentic Source Electronic Attestation of Attributes (Pub-EAA) Providers
Electronic Attestation of Attributes (EAA) Providers

Relying Parties

The DC4EU project is Co-funded by
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Finally, the guidelines will provide guidance on auditing and compliance verification through
self-assessment checklists, associated KPIs, and reporting practices. These will include also
considerations for remediation measures in case of non-compliance.

Following topics are out scoped from D8.2

Qualified Electronic Signing and Sealing (QES): Even through these are capabilities of
the EUDI wallets, these are not focus areas for DC4EU consortium piloting. Therefore
requirements related to these are out scoped from D8.2.

Standards and requirements related to low-level cryptographic operations. This
guidelines focuses on the high-level ecosystem roles (e.g. wallet providers, PID
providers, relying parties and intermediaries). As such, it is not in the scope of these
guidelines to assess requirements related to the low-level cryptographic operations that
the wallets, trust services, and other ecosystem roles are assumed to be conducting.
Therefore these are out scoped from D8.2.

1.3 INTENDED AUDIENCE

These guidelines are intended for DC4EU partners involved in the design and development of
EUDI wallet ecosystem capabilities, including:

EUDI Wallet Providers: Partners responsible for developing and maintaining the wallet
capabilities.

Person ldentification Data Providers: Partners that issue person identification data
(PID).

Qualified, Public Sector Body, and Non-Qualified Electronic Attestation of Attributes
Providers: Entities that issue attributes as electronic attestations of attributes.

Relying Parties and Intermediaries: Public and private sector organisations that
consume credentials in their business processes.

Regulatory and Certification Bodies: Authorities responsible for auditing and certifying
wallet compliance.

Security and Privacy Experts: Professionals engaged in risk assessment,
cybersecurity, and privacy assurance.

By adhering to these guidelines, DC4EU partners contribute to the creation of a secure,
trustworthy, and interoperable EUDI wallet ecosystem that benefits individuals, businesses,
and public administrations across Europe.
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2. KEY TOPICS OF AUDITING, CERTIFICATION, AND
SUSTAINABILITY

This section provides an overview of the most important topics related to the auditing,
certification, and sustainability of EUDIW ecosystem capabilities. By following the
requirements related to these topics, it is possible for DC4EU partners to ensure the delivery
of solutions that remain secure, user-centric, and future-proof even after the conclusion of the
piloting. By adhering to these principles, DC4EU partners can take the first steps to build a
resilient and inclusive ecosystem, where individuals and businesses benefit from seamless
and trustworthy digital interactions.

2.1 PRIVACY AND DATA PROTECTION

Compliance with privacy and data protection regulations is essential to ensuring the
trustworthiness, security, and legal validity of the EUDIW ecosystem. The General Data
Protection Regulation (GDPR) [24] sets strict requirements for the lawful processing of
personal data, which must be upheld by all stakeholders.

Following the principles of GDPR, the EUDIW ecosystem partners can ensure, through key
principles such as data minimisation and purpose limitation, that only the necessary
information is collected, processed, and shared. This significantly reduces the risk of misuse
and unauthorised access. Furthermore, explicit and informed user consent is a cornerstone of
privacy compliance, ensuring that individuals maintain full control over their identity data.

EUDI wallets also provide capabilities which can improve the adoption of GDPR principles.
These include e.g. the ability of wallets to support selective disclosure to support data
minimisation. Additionally, EUDI wallets support the use of pseudonymous identification in
cases where strong identification of the individual is not required based on contracts or
legislation. Finally, EUDI wallets offer enhanced ability to request personal data deletion from
relying parties and intermediaries, and support data portability.

DC4EU auditing, certification, and sustainability guidelines ensure that DC4EU partners
appropriately consider GDPR compliance when designing and developing capabilities to the
EUDIW ecosystem.

2.2 SECURITY

Similarly, as with privacy and data protection, also strong security compliance is vital for the
trustworthiness and resilience of the EUDIW ecosystem. As such, key infrastructure
components of the ecosystem must be protected against cyber threats, fraud, and
unauthorised access, aligning with e.g. the EU Cybersecurity Act.

The EU Cybersecurity Act (CSA) [11] establishes a European cybersecurity certification
framework (referenced in Implementing Regulation 2024/2981 [9]), ensuring that EUDI wallets
meet high security standards for confidentiality, integrity, and availability. Certification under
this framework helps build trust among users and service providers by demonstrating robust
security controls. eIDAS Regulation requires wallets to be certified according to a CSA-
compliant scheme. However, this scheme will not be available at the timeframe required by
the eIDAS implementation in Member States. As such, until the harmonised CSA-compliant
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scheme is available, the Member States are required to establish national certification
schemes based on which the wallets will be initially certified.

2.3 FUNCTIONALITY AND INTEROPERABILITY

Ensuring functional compliance and interoperability is essential for the seamless cross-border
usability of EUDI wallets. This applies e.g. to the need for EUDI wallets to support standardised
issuance, storage, and presentation of electronic attestations of attributes (EAAs) across
different services.

To achieve this, the EUDI Wallet ecosystem must adhere to common technical standards and
protocols, such as:

e OpenlD4VCI (OpenlD for Verifiable Credential Issuance) [27] for secure and
standardised issuance of electronic attestations of attributes.

e OpenlD4VP (OpenID for Verifiable Presentations) [29], ISO/IEC 18013-5 [19], and
ISO/IEC 18013-7 [22] for attribute presentation in both remote and proximity use cases,
ensuring compatibility across various verification scenarios.

Additionally, different credential formats must be supported to enable broad interoperability:

e |SO/IEC 18013-5-compliant mdoc / Mobile Security Object (MSO) for machine-
readable identity documents.

e SD-JWT VC (Selective Disclosure JWT Verifiable Credentials) [26] for privacy-
preserving and flexible credential sharing.

e W3C Verifiable Credential Data Model (VCDM) 1.1 [20] and 2.0 [25] for decentralised
and structured identity attestations, and for privacy-preserving and flexible credential
sharing supporting rich data models (Linked Data).

By implementing these standards, the EUDI Wallet guarantees reliable cross-border
interactions, secure credential exchange, and compatibility with existing and future digital
identity infrastructures, thus ensuring a trusted and interoperable European digital identity
ecosystem.

2.4 ACCESSIBILITY

EUDI wallet ecosystem partners should consider accessibility to ensure appropriate level of
inclusion, equal access, and usability for all individuals, including those with disabilities. The
revised eIDAS Regulation mandates compliance with accessibility requirements of Directive
(EU) 2019/882 [31], ensuring that digital identity services are usable by everyone, regardless
of ability.

Beyond regulatory compliance, accessibility enhances user trust, adoption, and digital
inclusion, ensuring that all citizens - especially the elderly, persons with disabilities, and those
with limited digital literacy - can securely and efficiently manage their digital identities. By
prioritising accessibility, the EUDI Wallet ecosystem upholds fundamental rights, fosters
inclusivity, and strengthens Europe’s commitment to a universally accessible digital society.

2.5 SUSTAINABILITY

The DC4EU project is Co-funded by
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In addition to the previous topics, EUDI wallet ecosystem members should consider
sustainability to ensure long-term viability, efficiency, and environmental responsibility of the
EUDI wallet ecosystem. As such, services should scale across the EU, and must be designed
to minimise environmental impact, support long-term scalability, and adapt to future
technological and regulatory changes.

From an environmental perspective, EUDI wallets should optimise energy-efficient
cryptographic operations, secure data storage, and processing mechanisms to reduce their
environmental footprint.

Scalability is essential to support millions of users across different sectors and Member States,
requiring resilient infrastructure, interoperability with evolving standards, and efficient
credential issuance and verification processes. Long-term viability also depends on future-
proofing security, governance, and compliance frameworks, ensuring that wallets remain
relevant, secure, and adaptable in a rapidly evolving digital landscape, and to ensure that
wallets ensure appropriate funding to ensure their financial viability.

By integrating sustainable design principles, the EUDI wallet ecosystem can achieve efficient,
responsible, and future-ready digital identity services that balance security, accessibility, and
environmental consciousness.

2.6 GOVERNANCE

DC4EU has engaged in activities to propose measures to ensure appropriate governance
mechanisms for EUDI wallet ecosystems. This work has been conducted through the
introduction of the DC4EU ecosystem governance framework (EGF) as part of D8.1 [3].
Appropriate governance mechanisms can be used to ensure trust, accountability, and
compliance among the ecosystem members.

An important factor of ecosystem governance is to establish clear roles, responsibilities, and
oversight mechanisms that are based on the revised eIDAS Regulation and formulated in the
Implementing Acts and ARF. These guidelines will focus on following ecosystem roles which
are critical for the success of the overall ecosystem:

e Wallet Providers must ensure secure, privacy-preserving, and interoperable digital
identity solutions.

e Person Identification Data (PID) Providers are responsible for issuing identity attributes.

o EAA, QEAA, and Pub-EAA Providers must comply with elDAS trust and security
requirements when issuing electronic attestations of attributes.

¢ Relying Parties and Intermediaries (public and private service providers) depend on
trusted and standardised processes for EUDI wallets.

A robust certification and audit framework is necessary to ensure that all entities meet elDAS,
GDPR, and cybersecurity requirements. Regular conformity assessments, security audits, and
certification schemes help maintain trust and legal compliance, preventing misuse and
ensuring the long-term reliability of the ecosystem.
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3. SOURCES FOR REQUIREMENTS

This section provides an overview of the different sources of requirements that are relevant for
the EUDI wallet ecosystem members acting in different ecosystem roles. It covers the revised
elDAS Regulation, its Implementing Acts, relevant standards originating from the Regulation
and Implementing Acts, the Architecture Reference Framework (ARF) [2], and other relevant
standards. These requirements cover the topics discussed in section 2 to provide a foundation
for a trustworthy, sustainable, interoperable, secure, and privacy-preserving EUDI wallet
ecosystem.

3.1 EIDAS REGULATION

The Regulation amending the elDAS Regulation [1] was adopted by the Council of the
European Union on 26 March 2024 and published in the Official Journal of the EU on 30 April
2024. As such, the revised eIDAS Regulation entered into force on 20 May 2024. More detailed
legal analysis of the revised elDAS Regulation and its Implementing Acts in the context of
issuance and verification is provided in the DC4EU WP4 deliverable “D4.1 Issuance and
Verification Legal Analysis” [4].

Key elements of the revised eIDAS Regulation pertaining to the establishment of EUDI wallet
ecosystem are covered in following articles:

e Article 5a outlines the key requirements related to European Digital Identity (EUDI)
wallets. It mandates Member States to provide at least one certified EUDI wallet that
complies with the obligations of the Regulation by 24 December 2026.

e Article 5b provides requirements for relying parties and intermediaries, and for their
registration.

e Article 5c includes considerations for the certification of EUDI wallets, including the
need for Member States to establish national certification schemes for the certification
of wallets. Additionally, the revised Regulation requires Member States to designate
accredited conformity assessment bodies that certify wallet solutions in accordance
with national certification scheme.

e Article 5d requires Member States to publish lists of certified EUDI wallets.

e Article 5e outlines the approach related to handling security breaches of EUDI wallets.

e Article 5f sets requirements for public sector online services and certain private relying
parties to accept EUDI wallets as a means for electronic identification and
authentication.

e Article 11a details the requirements related to the cross-border identity matching for
relying parties offering cross-border services.

e Article 15 considers requirements related to accessibility for persons with disabilities
and special needs.

e Article 19a outlines requirements for non-qualified trust service providers that apply to
EAA providers.

e Articles 20-24 and 24a provide requirements for qualified trust service providers
(including QEAA providers) which are applicable to e.g. supervision of QTSPs, initiation
of a qualified trust service, trusted lists, trust marks, general requirements for QTSPs,
and recognition of qualified trust services.

e Article 45b deals with legal effects of electronic attestations of attributes and article 45c
with the use of electronic attestations of attributes in public services.

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page 17 of 80

© 2023-2025 DC4AEU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D8.2: Ecosystem auditing, EE DC4EU
certification, and sustainability guidelines (V.1)

e Requirements for QEAAs are outlined in article 45d and Annex V. For Pub-EAAs, the
requirements are available in article 45f and Annex VII.

e Article 45e deals with the ability of QTSPs issuing QEAAS to verify certain attributes
(outlined in Annex VI) against authentic sources.

¢ Requirements related to the issuance of EAAs to EUDI wallets is covered in article 45g.
Additional rules for the provision of EAA services are available in article 45h.

Electronic signatures and seals as capabilities of EUDI wallets are out scoped from the D8.2
and as such the requirements related to those are not covered by the guidelines.

3.2 EIDAS IMPLEMENTING ACTS

The European Commission has been tasked with establishing detailed technical guidance for
the revised elDAS Regulation through Implementing Acts. Additionally, some aspects related
to the EUDI wallets and associated services will be based on existing Implementing Acts (such
as CIR 2015/1502 [5]). These acts will define e.g. technical, security, and interoperability
specifications for the EUDI wallet and related services, ensuring harmonised implementation
across Member States. Implementing Acts are being published in several batches, with first
batch of Implementing Acts published in December 2024 and second batch being published in
March-April 2025. These DC4EU guidelines will cover the Implementing Acts from these two
batches, along with the existing Implementing Acts that were part of the original elIDAS
regulation.

First batch of published Implementing Acts consists of following:

e Commission Implementing Regulation (EU) 2024/2977 ... laying down rules .. as
regards person identification data and electronic attestations of attributes issued to
European Digital Identity Wallets [6]

o Article 3 deals with the issuance of person identification data (PID) to wallet
units. Enrolling wallet users with assurance level high refers to Implementing
Regulation 2015/1502 [5].

o Article 4 provides guidelines for the issuance of EAAs to wallet units.

Article 5 details the requirements related to the revocation of PIDs.

o Annex provides the technical specifications for PID, e.g. set of natural person
identification data, set of metadata about PID, encoding of PID attributes, and
trust infrastructure details.

e Commission Implementing Regulation (EU) 2024/2979 .. laying down rules .. as
regards the integrity and core functionalities of European Digital Identity Wallets [7]

o Articles 3-7 of Chapter Il provide guidance on the integrity of EUDI wallets,
including wallet unit integrity (Article 3), details of wallet instances (Article 4),
WSCDs (Article 5), wallet unit authenticity and validity (Article 6), and revocation
of WUAs (Article 7). WSCD requirements from Article 5 are further
complemented in Annex I.

o Core functionalities of EUDI wallets are gone through in Chapter Ill, including:

= Formats for PIDs and EAAs (Article 8) — details of the formats are
provided in Annex .

= Transaction logs (Article 9)

= Embedded disclosure (Article 10) — details of the embedded disclosure
policies are provided in Annex IIl.

= Data export and portability (Article 13)

o
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= Pseudonyms (Article 14) — details of pseudonym generation are
provided in Annex V.
o Requirements related to assurance level high (in Articles 3, 4, 13) refer to
Implementing Regulation 2015/1502 [5].
Commission Implementing Regulation (EU) 2024/2980 .. laying down rules .. as
regards notifications to the Commission concerning the European Digital Identity Wallet
ecosystem [8]
o Annex Il section 2 provides information on wallet providers that Member States
need to notify to the European Commission.
o Annex Il section 3 provides information on PID providers that Member States
need to notify to the European Commission.
Commission Implementing Regulation (EU) 2024/2981 .. laying down rules .. as
regards the certification of European Digital Identity Wallets [9]
o Chapter IV outlines the requirements for EUDI wallet providers.
= Article 8 provides the general requirements, such as resilience against
attacks (based on Implementing Regulation 2015/1502), security
requirements (based on Cyber Resilience Act [10] or Article 51 of
Regulation 2019/881 [11]), functional requirements (provided in Annex
[l), and requirements related to documentation and evidence.
o Chapter VII and Article 18 deal with the EUDI wallet certification lifecycle.
o Annex | contains the risk register for EUDI wallets.
Commission Implementing Regulation (EU) 2024/2982 .. laying down rules .. as
regards protocols and interfaces to be supported by the European Digital Identity
Framework [12]
o Atrticle 3 provides the general provisions of protocols and interfaces for wallet
units.
o Article 4 details the requirements of issuing PIDs and EAAs to wallet units.
o Article 5 guides the presentation of attributes to Relying Parties. Further details
about the standards and protocols are provided in the Annex.
o Article 6 provides guidelines to implement the ability for wallet units to
communicate data erasure requests to Relying Parties.
o Article 7 provides guidance on reporting Relying Parties to national data
protection supervisory authorities.

The second batch of Implementing Acts has been under public consultation during late 2024
and is planned to be come into force some time in April 2025. Here are considerations from
the draft versions of these Implementing Acts:

Commission Implementing Regulation .. laying down rules .. as regards cross-border
identity matching of natural persons by public sector bodies [13]

o Article 2 provides the general requirements for identity matching for public
sector bodies acting as Relying Parties in the context of an online cross-border
service offered by or on behalf of that public sector body.

o Functional requirements related to identity matching are provided in subsequent
Articles:

= Article 3 deals with a successful identity matching process.

= Article 4 deals with an unsuccessful identity matching process.

= Article 5 provides guidance related to logging requirements.
Commission Implementing Regulation .. laying down rules .. as regards the submission
of information to the Commission and to the Cooperation Group for the list of certified
European Digital Identity Wallets [14]

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page 19 of 80

© 2023-2025 DC4AEU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D8.2: Ecosystem auditing, EE DC4EU
certification, and sustainability guidelines (V.1)

o Annex contains the information to be submitted by Member States about the
certified wallets.

e Commission Implementing Regulation .. laying down rules .. as regards reactions to
security breaches of European Digital Identity Wallets [15]

o Article 4 deals with the suspension of EUDI wallets as a result of a security
breach.

o Article 5 details the notifications to be submitted in case of a suspension.

o Atrticle 6 provides requirements related to the re-establishment of the provision
and use of EUDI wallets. Accompanying notifications are details in Article 7.

o Withdrawal of EUDI wallets and associated notifications are gone through in
Articles 8 and 9.

o Annex | outlines the criteria for the assessment of a security breach or
compromise.

e Commission Implementing Regulation .. laying down rules .. as regards qualified
electronic attestations of attributes and electronic attestations of attributes provided by
or on behalf of a public sector body responsible for an authentic source [16]

o Article 3 details the issuance of QEAAs and Pub-EAAs. Technical specifications
are provided in Annex I.

o Article 4 provides guidance on the reuse of Single Digital Gateway and Once-
Only Technical System (SDG/OOTS — Regulation 2018/1724) [17].

o Article 5 offers guidance on the revocation of QEAAs and Pub-EAAs.

o Article 6 provides requirements for the notification of Pub-EAA providers.
Information to be submitted is outlined in Annex IlI.

o Atrticle 8 provides details about the registration of attributes to Commission’s
catalogue of attributes, whereas Article 9 offers guidance for catalogue of
schemes for the attestations of attributes.

o Article 10 outlines requirements related to the verification of attributes against
authentic sources or designated intermediaries. Technical specifications are
provided in Annex IV.

e Commission Implementing Regulation .. laying down rules .. as regards the registration
of wallet-relying parties [18]

o Article 4 details the registration policies to be provided by national registers.
Information to be provided to the registers is defined in Article 5. Details
information to be provided can be found from Annex I.

o The registration process is gone through in Article 6.

o Considerations related to Relying Party access certificates are provided in
Article 7 and Annex 1V, and related to Relying Party registration certification in
Article 8 and Annex V.

o Suspension and cancellation of Relying Parties is covered in Article 9.

Further Implementing Acts are planned to be provided in a third batch, but this is out of scope
of these DC4EU guidelines.

3.3 STANDARDS REFERENCED IN THE IMPLEMENTING ACTS

The Implementing Acts contain references to standards. These standards are provided in
below table:

Table 1: Standards referenced in elDAS implementing acts.
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Standard Reference(s) Description
ISO/IEC 18013-5:2021 [19] | CIR 2024/2977 Annex (4) Encoding format of PID
attributes.

CIR 2024/2979 Annex I

Formats for PIDs and EAAs.

CIR 2024/2982 Annex

Presentation of attributes to
Relying Parties.

Verifiable Credentials Data
Model 1.1, W3C
Recommendation, 3 March
2022 [20]

CIR 2024/2977 Annex (4)

Encoding format of PID

attributes.

CIR 2024/2979 Annex Il

Formats for PIDs and EAAs.

WebAuthn -
Recommendation,
2021, Level 2 [21]

wW3C
8 April

CIR 2024/2979 Annex V

Technical specification for
pseudonym generation.

ISO/IEC TS 18013-7:2024
[22]

CIR 2024/2982 Annex

Presentation of attributes to
Relying Parties.

3.4 ARCHITECTURE AND REFERENCE FRAMEWORK (ARF)

European Commission has adopted a recommendation [23] on a Common Union Toolbox for
a coordinated approach through which Commission and Member States develop together a
technical Architecture and Reference Framework (ARF) [2] which sets the common standards
and technical specifications, guidelines and best practices for the establishment of the EUDI
wallet ecosystem and its different roles.

Current version of the ARF is 1.8.0, which is used as the basis to define requirements for
different ecosystem roles that complement the Implementing Acts outlined in section 3.2.
Following table provides a comprehensive list of High-Level Technical Requirements (HLTRS)
which the ecosystem members need to comply to:

Table 2: High-level technical requirements which ecosystem members need to comply to.

Topic Reference Description

Topic 1 - Accessing Public | ARF 1.8.0 Annex 2 — A.2.3.1 | High-level requirements
and Private Online Services related to the online
with a Wallet Unit identification and

authentication of a User
using their Wallet Unit.
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Topic 3 - PID Rulebook

ARF 1.8.0 Annex 2 — A.2.3.3

Requirements specific to the
PID within the EUDI Wallet
ecosystem.

Topic 6 -
authentication
approval

Relying Party
and User

ARF 1.8.0 Annex 2 — A.2.3.6

High-level requirements
related to the proving of
Relying Party’s identity to a
Wallet Unit in the context of a
transaction in which the
Relying Party or intermediary
requests the Wallet Unit to
release some attributes.

Attestation
revocation

Topic 7 -
revocation and
checking

ARF 1.8.0 Annex 2 - A.2.3.7

High-level requirements
(HLRs) relating to the
(possible)  revocation  of
PIDs, QEAAs, PuB-EAAs,
non-qualified EEAs and

WUAs by their providers.

Topic 9 - Wallet Unit

Attestation

ARF 1.8.0 Annex 2 -A.2.3.9

High-level requirements
related to Wallet Unit
Attestations (WUAs), and
their creation and usage.

Topic 10 - Issuing a PID or
attestation to a Wallet Unit

ARF 1.8.0
A.2.3.10

Annex 2 -—

High-level technical
requirements related to PID
and attestation issuance.

Topic 11 - Pseudonyms

ARF 1.8.0
A.2.3.11

Annex 2 -—

High-level requirements
related to the generation of
pseudonyms in accordance
with the W3C WebAuthn API
specification [21].

Topic 12 - Attestation

Rulebooks

ARF 1.8.0
A.2.3.12

Annex 2 -—

High-level requirements for
the Attestation Rulebooks
that will specify the details of
new types of attestations.

Topic 18 - Combined
presentations of attributes

ARF 1.8.0
A.2.3.18

Annex 2 -—

High-level requirements
related to combined
presentation of attributes by
a Wallet Instance to a
Relying Party or
intermediary.

Topic 19 - User navigation
requirements  (Dashboard
logs for transparency)

ARF 1.8.0
A.2.3.19

Annex 2 -—

High-level requirements
related to a dashboard of the
Wallet Unit, which provides a
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record of all transactions
executed through the Wallet
Unit.
Topic 24 - User identification | ARF  1.8.0 Annex High-level requirements
in proximity scenarios A.2.3.24 related to the use of the
Wallet Unit for identification
purposes in proximity
scenarios.
Topic 25 - Unified definition | ARF 1.8.0 Annex High-level requirements
and controlled vocabularies | A.2.3.25 related to the catalogues,
for attributes rulebooks, and schema
providers for attributes.
Topic 26 - Catalogue of | ARF 1.8.0 Annex Similar as Topic 25, but
attestations A.2.3.26 focusing on catalogues of
attestations instead of
catalogues of attributes.
Topic 27 - Registration of | ARF 1.8.0 Annex High-level requirements
PID Providers, Providers of | A.2.3.27 related to the registration of
QEAAs, PuB-EAAs, and the mentioned entities.
(non-qualified) EAAs, and
Relying Parties
Topic 30 - |Interaction | ARF 1.8.0 Annex High-level requirements
between Wallet Units A.2.3.30 related to the interaction
between two Wallet Units.
Topic 31 - PID Provider, | ARF 1.8.0 Annex High-Level Requirements for
Wallet Provider, Attestation | A.2.3.31 the notification of these
Provider, and Access parties by Member States,
Certificate Authority and for the publication of the
notification and publication notified information by the
Commission.
Topic 34 - Migrate to a | ARF 1.8.0 Annex High-level Requirements
different Wallet Solution A.2.3.34 related to a solution ensuring
User's rights to data
portability.
Topic 38 - Wallet Unit | ARF 1.8.0 Annex High-level requirements
revocation A.2.3.38 related to the revocation of
Wallet Units.
Topic 40 - Wallet Instance | ARF 1.8.0 Annex High-level requirements
installation and Wallet Unit | A.2.3.40 related to the installation of a
activation and management Wallet Instance by the User,
the subsequent activation of
the Wallet Unit by the User

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
no. 101102611

Page 23 of 80

© 2023-2025 DC4AEU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D8.2: Ecosystem auditing, EE DC4EU

certification, and sustainability guidelines (V.1)

and the Wallet Provider, and
the management of the
Wallet Unit throughout its
lifetime.

Topic 42 - Requirements for | ARF 1.8.0 Annex 2 -
QTSPs to access Authentic | A.2.3.42
Sources

High-level requirements
related to the ability of
QTSPs issuing electronic
attestations of attributes to
verify those attributes by
electronic means at the
request of the User,
wherever those attributes
rely on Authentic Sources
within the public sector.

Topic 43 - Embedded | ARF 1.8.0 Annex 2 -
disclosure policies A.2.3.43

High-level requirements for
disclosure policies which
may be embedded in an
attestation.

Topic 44 - Relying Party | ARF 1.8.0 Annex 2 -
registration certificates A.2.3.44

High-level requirements for
Relying Party or intermediary
registration certificates.

Topic 48 - Blueprint for | ARF 1.8.0 Annex 2 -
requesting data deletion to | A.2.3.48
Relying Parties

High-level requirements
related to the function of
Users requesting the
deletion of their personal
data from Relying Parties or
intermediaries through their
Wallet Unit.

Topic 50 - Blueprintto report | ARF  1.8.0 Annex 2 -
unlawful ~ or  suspicious | A.2.3.50
request of data

High-level requirements
related to the function of
Users reporting unlawful or
inappropriate attribute
requests  from Relying
Parties or intermediaries.

Topic 51 - PID or attestation | ARF 1.8.0 Annex 2 -
deletion A.2.3.51

High-level requirements
related to a User deleting a
PID or attestation from their
Wallet Unit.

3.5 OTHER RELEVANT STANDARDS
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ARF 1.8.0 [2] contains references to standards that have not yet been incorporated to the
Implementing Acts defined in section 3.2. Following table outlines the relevant standards that
need to be adhered to in order to comply with the requirements from ARF 1.8.0:

Table 3: Relevant standards from ARF 1.8.0.

Standard Reference(s) Description
SD-JWT VC [26] ARF 1.8.0 Annex 2 — A.2.3.1 | Supporting proving
cryptographic binding

between a WSCA and PID or
attestation.

ARF 1.8.0 Annex 2 - A.2.3.3

PID attribute schema and
trust infrastructure compliant
with SD-JWT VC.

ARF 1.8.0 Annex 2 -
A.2.3.10

Using SD-JWT VC as an
attestation format in PID and
attestation issuance.

ARF 1.8.0 Annex 2 -
A.2.3.12

Attestation format to be
defined in the attestation
rulebook.

OpenlID4VP [29]

ARF 1.8.0 Annex 2 -A.2.3.1

Technical specification for

the PID or attestation
presentation for remote
flows.

ARF 1.8.0 Annex 2 — A.2.3.6 | Relying Party and

intermediary authentication
mechanism complying with
OpeniD4VP.

ARF 1.8.0 Annex 2 -
A.2.3.18

Support for combined

attestations.

ARF 1.8.0 Annex 2 -
A.2.3.30

Support for communication
between two wallet units.

ARF 1.8.0 Annex 2 -
A.2.3.44

Transferring Relying Party
registration certificate with
OpenlD4VP.

HAIP [30]

ARF 1.8.0 Annex 2 -A.2.3.1

Remote presentation flows
when the format of the
requested attestation
complies with SD-JWT VC.

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
no. 101102611

Page 25 of 80

© 2023-2025 DC4AEU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D8.2: Ecosystem auditing,

certification, and sustainability guidelines (V.1)

% DC4EU

ARF 1.8.0 Annex 10 -
A.2.3.10

HAIP profile for OpenlD4VCI
in PID or attestation
issuance.

OpenID4VCI [27]

ARF 1.8.0 Annex 2 — A.2.3.9

Use of OpenID4VCI to issue
WUAS.

ARF 1.8.0 Annex 2 -
A.2.3.10

Use of OpenlD4VCI in PID
and attestation issuance.

W3C VCDM v2.0 [25]

ARF 1.8.0 Annex 2 -
A.2.3.12

Attestation format to be
defined in the attestation
rulebook.

IETF Token status list [32]

ARF 1.8.0 Annex 2 - A.2.3.7

Mechanism to implement
attestation revocation and
revocation checking.

W3C Digital Credentials APl | ARF 1.8.0 Annex 2 -A.2.3.1 |Use of W3C Digital
[28] Credentials API in remote
presentation flows.
ARF 1.8.0 Annex2-A.23.6 | Use of W3C Digital
Credentials API in relying
party authentication.
ARF 1.8.0 Annex 2 —| Issuance of PID or

A.2.3.10

attestation with W3C Digital

Credentials API.
ARF 180 Annex 2 —-|Use of W3C Digital
A.2.3.40 Credentials APl in wallet

installation and activation.

ARF 1.8.0 Annex 2 -
A.2.3.51

Use of W3C Digital
Credentials APl in case of
PID or attestation deletion.

As part of the Toolbox process, the Working Group under

European Digital Identity Co-

operation Group (EDICG WG) has conducted a gap analysis [37] on standards that would be
needed in order to offer sufficient level of technical guidance for EUDI wallet ecosystem
members to comply with the Implementing Acts. Following table provides some of these
standards which are in preparatory phase, that the ecosystem members should assess in order
to ensure compliance with the requirements from the Implementing Acts:

Table 4: Standards in preparatory phase from gap analysis.

Standard Status Description
ETSI TS 119 461 [33] V2.1.1 published. Policy and security
requirements for trust service
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components providing
identity proofing of trust
service subjects.

ETSI TS 119 471 [34] V0.0.11 in public review. Policy and Security
requirements for Providers of
Electronic  Attestation of
Attributes Services.

ETSI TS 119 472-1 [35] V0.0.6 in public review. Profiles for Electronic
Attestations of Attributes;
Part 1. General requirements

ETSI TS 119 475 [36] V0.0.4 in public review. Relying party and
intermediary attributes
supporting EUDI  Wallet
user's authorisation
decisions
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4. EUDIW ECOSYSTEM ROLES

This section focuses on the different ecosystem roles of the EUDI wallet ecosystem as defined
in ARF 1.8.0 section 3 [2]. The purpose is to provide a comprehensive list of requirements
applicable for each ecosystem role that would be used as the basis for the self-assessments
of compliance.

4.1 EUDI WALLET PROVIDERS

ARF 1.8.0 [2] defines EUDI wallet providers as “Member States or organisations either
mandated or recognised by Member States making a Wallet Solution available to Users”.

Following table outlines the requirements applicable for EUDI Wallet Providers:

Table 5: Requirements applicable to EUDI Wallet Providers.

Category

Requirement

Source(s) of requirement

Privacy and Data
Protection

Support common protocols
and interfaces for reporting to

national data  protection
authority  about allegedly
unlawful or suspicious

requests of data.

elDAS Art. 5a (4) (d) (iii)
elDAS Art. 5a (5) (a) (x)
GDPR Art. 17

CIR 2024/2982 Art. 7

ARF 1.8.0 Annex 2 —A.2.3.19
ARF 1.8.0 Annex 2 — A.2.3.50

Support data portability to
download user’s data, EAAs,
and configurations, allowing
users to migrate to a different
wallet solution.

elDAS Art. 5a (4) (f)-(9)
CIR 2024/2979 Art. 13
ARF 1.8.0 Annex 2 — A.2.3.34

Not providing information to
EAA providers about the use
of EAAs.

elDAS Art. 5a (5) (b)
elDAS Art. 5a (16) (a)
CIR 2024/2982 Art. 3 (10)

Generation and storage of
pseudonyms (based on W3C
WebAuthn specification [21]).

elDAS Art. 5a (4) (b)

elDAS Art. 5a (16) (b)

CIR 2024/2979 Art. 14

CIR 2024/2979 Annex V
W3C WebAuthn section 4
ARF 1.8.0 Annex 2 - A.2.3.11

Demonstration of compliance
with GDPR  [24] (EU

elDAS Art. 5a (17)
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2016/679), possibly through a
certification.

elDAS Art. 5¢ (5)

Security

Meet the requirements of
assurance level high through
the use of Wallet Secure
Cryptographic  Applications
(WSCAs) and Wallet Secure
Cryptographic Devices
(WSCDs).

elDAS Art. 5a (5) (d)

elDAS Art. 5a (11)

CIR 2024/2979 Art. 4-5

CIR 2015/1502

CIR 2024/2981 Art. 8

ARF 1.8.0 Annex 2 — A.2.3.40

Informing users and other
relevant parties (such as
national SPOCs) about
security breaches or
compromise.

elDAS Art. 5a (6)
elDAS Art. 5e (1)
CIR 2025/xx (Art. 5e) Art. 5

Ensure security-by-design.

elDAS Art. 5a (12)

Certifying the conformity of
EUDI wallet (and elD scheme)
by a conformity assessment
body and in accordance with
schemes pursuant to
Regulation (EU) 2019/881 or
by  national certification
schemes.

elDAS Art. 5¢ (1)-(3)
CIR 2024/2981 Art. 8
CRA (2019/881) Art. 51

Providing details about the
wallet solution and about the
certification to the Member
State, including e.g. the
certificate, certification
assessment  report, and
description of the elD
scheme.

elDAS Art. 5d (2)

CIR 2024/2981 Art. 8

CIR 2024/2981 Art. 18

CIR 2025/xx (Art. 5d) Annex

Prepare  for  suspension,
withdrawal, and possible re-
establishing of the EUDI
wallet in case of security
breach.

elDAS Art. 5e (1)-(3)
CIR 2024/2981 Art. 18
CIR 2025/xx (Art. 5e) Art. 4, 6-9

Functionality and
Interoperability

Management of EAAs based
on ISO/IEC 18013-5 [19], and
W3C VCDM 1.1 [20], W3C
VCDM 2.0 [25] or SD-JWT VC
[26].

elDAS Art. 5a (4) (a)
CIR 2024/2979 Art. 8
CIR 2024/2979 Annex Il
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ISO/IEC 18013-5:2021 Part 5
section 6.2-6.3

W3C VCDM 1.1 section 1.3
W3C VCDM 2.0 section 1.3
ARF 1.8.0 Annex 2 — A.2.3.10
ARF 1.8.0 Annex 2 — A.2.3.51
SD-JWT VC section 3
ETSITS 119 472-1

Authentication to Relying
Parties in online and proximity
cases based on ISO/IEC
18013-5, ISO/IEC 18013-7,
OpenlID4VP, and W3C Digital
Credentials API.

elDAS Art. 5a (4) (a)

CIR 2024/2982 Art. 3 (8)
CIR 2024/2982 Art. 5 (2)-(3)
CIR 2024/2982 Annex

ISO/IEC 18013-5:2021 Part 5
section 9

ISO/IEC 18013-7:2024 Part 7
section A3

ARF 1.8.0 Annex 2 - A.2.3.1
ARF 1.8.0 Annex 2 —A.2.3.9
ARF 1.8.0 Annex 2 — A.2.3.24
OpenID4VP section 3

W3C Digital Credentials API section
1

Supporting selective

disclosure.

elDAS Art. 5a (4) (a)

CIR 2024/2982 Art. 3 (6), (9)
CIR 2024/2982 Art. 5 (4)
ARF 1.8.0 Annex 2 - A.2.3.1

Support common protocols
and interfaces for
communication between two
wallets using ISO/IEC 18013-
5 or OpenlD4VP.

elDAS Art. 5a (4) (c)

elDAS Art. 5a (5) (a) (vi)

CIR 2024/2982 Art. 3 (2), (5), (8)
CIR 2024/2982 Art. 5 (5)

ARF 1.8.0 Annex 2 — A.2.3.30
OpenID4VP section 3

ISO/IEC 18013-5:2021 Part 5
section 8.
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Dashboard with list of Relying
Parties and intermediaries
with which user has
established connection with,
through transaction logs.

eIDAS Art. 5a (4) (d) (i)
CIR 2024/2979 Art. 9
ARF 1.8.0 Annex 2 — A.2.3.19

Support common protocols
and interfaces for requesting
erasure of personal data from
Relying Party or intermediary.

elDAS Art. 5a (4) (d) (ii)
elDAS Art. 5a (5) (a) (ix)

CIR 2024/2982 Art. 6

ARF 1.8.0 Annex 2 — A.2.3.19
ARF 1.8.0 Annex 2 — A.2.3.48

Support common protocols
and interfaces for the
issuance of PID and different
types of EAAs (based on
ISO/IEC 18013-5 [19], and
W3C VCDM 1.1 [20], W3C
VCDM 2.0 [25] or SD-JWT VC
[26]) using OpenlD4VCI [27]
with HAIP profile or with W3C
Digital Credentials API [28].

elDAS Art. 5a (5) (a) (i)

CIR 2024/2979 Art. 8

CIR 2024/2979 Annex Il

CIR 2024/2982 Art. 4

ARF 1.8.0 Annex 2 - A.2.3.3
ARF 1.8.0 Annex 2 — A.2.3.10
SD-JWT VC section 3

ISO/IEC 18013-5:2021 Part 5
section 7

W3C VCDM 1.1 section 3
W3C VCDM 2.0 section 3
HAIP section 4
OpenID4VCI section 3

W3C Digital Credentials API section
1

ETSITS 119 472-1

Support common protocols
and interfaces to receive
presentation requests and to
present attributes to Relying
Parties (based on ISO/IEC
18013-5[19], ISO/IEC 18013-
7 [22], OpenID4VP [29], and
W3C Digital Credentials API
[28]), possibly using
combined presentations.

elDAS Art. 5a (5) (a) (ii)-(ii)
CIR 2024/2979 Art. 8

CIR 2024/2979 Annex I
CIR 2024/2982 Art. 3

CIR 2024/2982 Art. 5 (1)
CIR 2024/2982 Annex

ISO/IEC 18013-5:2021 Part 5
section 6.2-6.3
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ISO/IEC 18013-7:2024 Part 7
section 6.3-6.4

ARF 1.8.0 Annex 2 - A.2.3.1
ARF 1.8.0 Annex 2 — A.2.3.18
ARF 1.8.0 Annex 2 — A.2.3.24
OpenID4VP section 3

W3C Digital Credentials API section
1

Support common protocols
and interfaces for onboarding
by using elD means.

elDAS Art. 5a (5) (a) (v)
CIR 2024/2982 Art. 4 (3)

Support common protocols
and interfaces to authenticate
and identify Relying Parties
and intermediaries.

elDAS Art. 5a (5) (a) (vii)
elDAS Art. 5a (5) (c)
elDAS Art. 5a (8) (b)

CIR 2024/2982 Art. 3 (1), (3), (4),
(5), (7)
ARF 1.8.0 Annex 2 — A.2.3.6

Support common protocols
and interfaces for Relying
Parties and intermediaries to
verify the authenticity and
validity of EUDI wallets free-
of-charge, through the use of

elDAS Art. 5a (5) (a) (viii)
elDAS Art. 5a (8) (a)

CIR 2024/2979 Art. 3, 6-7
ARF 1.8.0 Annex 2 — A.2.3.7

Wallet  Unit  Attestations | ARF 1.8.0 Annex 2 — A.2.3.9

(WUAs). ARF 1.8.0 Annex 2 — A.2.3.38
Token Status List section 1

Implement measures to | eIDAS Art. 5a (5) (e)

handle EAAs with embedded
disclosure policies.

CIR 2024/2979 Art. 10

CIR 2024/2979 Annex I

CIR 2024/2982 Art. 3 (9) (b)
ARF 1.8.0 Annex 2 — A.2.3.43

Support revocation of EUDI
wallets.

elDAS Art. 5a (9)

CIR 2024/2979 Art. 7

ARF 1.8.0 Annex 2 — A.2.3.7
ARF 1.8.0 Annex 2 — A.2.3.38

Token Status List section 1
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Accessibility Users can easily request | elDAS Art. 5a (10)
technical support and report
technical problems.

Issuance, revocation, and use | eIDAS Art. 5a (13)
are free-of-charge.

Compliance with Directive | eIDAS Art. 5a (21)
(EVU) 2019/882.

elDAS Art. 15

Sustainability Ensure scalability and long-

term viability of the wallet

solution.

Ensure minimisation of

environmental impact.
Governance Open-source licensing of | eIDAS Art. 5a (3)

EUDI wallet software

components.

Supporting Member States by | CIR 2024/2980 Annex Il section 2

providing necessary | AR 1.8.0 Annex 2 — A.2.3.31
information for notifications of e R

wallet providers.

4.2 PERSON IDENTIFICATION DATA (PID) PROVIDERS

ARF 1.8.0 [2] defines PID providers as “trusted entities responsible for verifying the identity of
the User in compliance with LoA high requirements, issuing a PID to the Wallet Unit, and
making available, in a privacy-preserving way, information for Relying Parties to verify the
validity of the PID”.

More detailed description of the requirements and capabilities related to PID Providers is
provided in DC4EU WP4 deliverable “D4.2 Onboarding Process Analysis” [38]. Legal analysis
related to PID Providers can be found from DC4EU WP4 deliverable “D4.1 Issuance and
Verification Legal Analysis” [4].

Table 6: Requirements applicable to PID providers.

Category Requirement Source(s) of requirement

Privacy and Data | Demonstration of compliance with
Protection GDPR [24] (EU 2016/679).

Security Enroll wallet users with | CIR 2024/2977 Art. 3 (7)

requirements of assurance level B
high, as set out in CIR 2015/1502 or | ARF 1.8:0 Annex2—A.2.3.10

with additional remote onboarding

The DC4EU project is Co-funded by

Co-funded by the European Union’s Digital Europe
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procedures that together meet the
requirements of assurance level
high.

Functionality and

Interoperability

Ensure that PID uniquely
represents the person associated
with the wallet.

elDAS Art. 5a (5) (f)
CIR 2024/2977 Art. 3 (4)

Provide PID with sufficient amount
of information to authenticate and
validate the PID.

CIR 2024/2977 Art. 3 (2)-(3)
CIR 2024/2977 Annex
ARF 1.8.0 Annex 2 — A.2.3.3

Publish a list of wallet solutions
supported by the PID Provider.

CIR 2024/2977 Art. 3 (6)

PID Provider identifies itself to
Wallet Units with Relying Party
access certificates or with other
similar mechanism.

CIR 2024/2977 Art. 3 (8)
CIR 2025/xx (Art. 5b) Art. 7

CIR 2025/xx (Art. 5b) Annex
v

ARF 1.8.0 Annex 2 - A.2.3.6
ARF 1.8.0 Annex 2 — A.2.3.27
ETSI TS 119 475 section 4.1

Authenticate and validate the WUA
or use other similar mechanism.

CIR 2024/2977 Art. 3 (9)
ARF 1.8.0 Annex 2 - A.2.3.7
ARF 1.8.0 Annex 2 - A.2.3.9
ARF 1.8.0 Annex 2 — A.2.3.38

Token Status List section 1

Public availability of a PID
revocation policy, ability to revoke
PIDs in specific situations (e.g.
upon explicit request from user),
and other revocation-related
functionalities.

CIR 2024/2977 Art. 5
ARF 1.8.0 Annex 2 — A.2.3.7
Token Status List section 1

Population of mandatory and
optional person identification data,
and metadata.

CIR 2024/2977 Annex
ARF 1.8.0 Annex 2 —A.2.3.3

Person Identification Data is
provided in ISO/IEC 18013-5:2021
[19], and W3C VCDM 1.1 [20], W3C
VCDM 2.0 [25] or SD-JWT VC [26]
formats using OpenID4VCI [27] with

CIR 2024/2977 Annex

ISO/IEC 18013-5:2021 Part 5
section 6.3

W3C VCDM 1.1 section 3

Co-funded by
the European Union

The DC4EU project is Co-funded by
the European Union’s Digital Europe
Programme under Grant Agreement
no. 101102611

© 2023-2025 DC4AEU

Page 34 of 80



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | D8.2: Ecosystem auditing,

certification, and sustainability guidelines (V.1)

% DC4EU

HAIP [30] profile or with W3C Digital
Credentials API [28].

W3C VCDM 2.0 section 3
ARF 1.8.0 Annex 2 —A.2.3.3
ARF 1.8.0 Annex 2 — A.2.3.10
SD-JWT VC section 3

HAIP section 4

OpenID4VCI section 3

W3C Digital Credentials API
section 1

ETSITS 119 472-1

Accessibility

Compliance with Directive (EU)
2019/882.

elDAS Art. 15

Sustainability

Ensure scalability and long-term
viability of the PID provider solution.

Ensure minimisation of

environmental impact.

Governance

Data about the PID Provider of the
specific Member State has been
made available in the list of PID
Providers.

CIR 2024/2977 Annex

CIR 2024/2980 Annex |l
section 3

ARF 1.8.0 Annex 2 — A.2.3.31

4.3 QUALIFIED ELECTRONIC ATTESTATION OF ATTRIBUTES
(QEAA) PROVIDERS

ARF 1.8.0 [2] defines QEAA providers as “services provided by QTSPs that maintain an
interface to Wallet Units to provide QEAAs upon request”. Additionally, according to ARF 1.8.0,
they “may also maintain an interface towards Authentic Sources to verify attributes”.

More detailed description of the requirements and capabilities related to QEAA Providers is
provided in DC4EU WP4 deliverable “D4.2 Onboarding Process Analysis” [38]. Legal analysis
related to QEAA Providers can be found from DC4EU WP4 deliverable “D4.1 Issuance and
Verification Legal Analysis” [4] (especially sections 3.4 and 6.3), and functional and
interoperability-related analysis from WP2 deliverable “D2.1 State of the Art Analysis” [39].

Table 7: Requirements applicable to QEAA providers.

Category

Requirement

Source(s) of requirement

Privacy and Data
Protection

Fulfil requirements related to the
processing of personal data.

elDAS Art. 45h (1)-(3)
ETSI TS 119 471 section 7.13
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Security

Preparation of auditing every 24
months by a conformity assessment
body to fulfil the requirements of
elDAS regulation and Article 21 of
Directive (EU) 2022/2555.

elDAS Art. 20 (1)
elDAS Art. 24 (2) (fa)

Preparation for the withdrawal of the
qualified status in case of failure to
remedy possible disruptions.

elDAS Art. 20 (3)

Comply with requirements for QTSP
initiation.

elDAS Art. 21

Verification of the identity of the
person requesting the QEAA, taking
into account the level of assurance
required.

elDAS Art. 24 (1)-(1a)
ETSI TS 119 461 section 4
ETSI TS 119 471 section 4.2.1

Functionality and

Interoperability

Support revocation of QEAA,
publication of revocation status, and
publicly accessible policy related to
validity —or revocation status
management.

elDAS Art. 24 (3)

CIR 2025/xx (Art. 45d-f) Art. 5
ARF 1.8.0 Annex 2 — A.2.3.7
Token Status List section 1
ETSI TS 119 471 section 4.2.5

Provide information on the validity
or revocation status of the QEAAs.
Support high-availability of the
validity status information.

elDAS Art. 24 (4)

CIR 2025/xx (Art. 45d-f) Art. 5
(1)

ARF 1.8.0 Annex 2 — A.2.3.7
Token Status List section 1

ETSI TS 119 471 section 4.3

Support the information in the
QEAA as defined in eIDAS Annex
V.

elDAS Art. 45d (1)

Provide an interface to EUDI wallet
to request, obtain, store, and
manage QEAAs using OpenlD4VCI
[27] with HAIP [30] profile or with
W3C Digital Credentials API [28].

elDAS Art. 45¢g (1)-(2)

ARF 1.8.0 Annex 2 —A.2.3.10
HAIP section 4

OpenID4VCI section 3

W3C Digital Credentials API
section 1

ETSI TS 119 471 section 4.2
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QEAAs should be issued with at
least one of standards listed in CIR
2024/2979 Annex Il or with SD-JWT
VC or W3C VCDM 2.0.

CIR 2024/2977 Art. 4 (1)

CIR 2025/xx (Art. 45d-f) Art. 3
1)

CIR 2025/xx (Art. 45d-f) Annex
Il

ISO/IEC 18013-5:2021 Part 5
section 6.2-6.3

W3C VCDM 1.1 section 3
W3C VCDM 2.0 section 3
ARF 1.8.0 Annex 2 —A.2.3.10
SD-JWT VC section 3

ETSI TS 119 471 section 4.2
ETSI TS 119 472-1

QEAA  Providers will identify
themselves to Wallet Units with
Relying Party access certificates.

CIR 2024/2977 Art. 4 (2)

CIR 2025/xx (Art. 5b) Art. 7
CIR 2025/xx (Art. 5b) Annex IV
ARF 1.8.0 Annex 2 — A.2.3.6
ARF 1.8.0 Annex 2 — A.2.3.27
ETSI TS 119 471 section 4.2
ETSI TS 119 475 section 4.1

Provide QEAA with sufficient
amount of information to
authenticate and validate the
QEAA.

CIR 2024/2977 Art. 4 (3)
ARF 1.8.0 Annex 2 — A.2.3.7
Token Status List section 1
ETSI TS 119 471 section 4.3

Issuance  complies  with the
requirements of the scheme in the
catalogue of schemes.

CIR 2025/xx (Art. 45d-f) Art. 3
)

CIR 2025/xx (Art. 45d-f) Art. 9
ARF 1.8.0 Annex 2 — A.2.3.12

ARF 1.8.0 Annex 2 — A.2.3.26

The provider may use the common
services and data exchange
network from SDG/OOTS to provide
its services.

CIR 2025/xx (Art. 45d-f) Art. 4.

Preparation to

mechanisms,

use discovery
procedures, and

CIR 2025/xx (Art. 45d-f) Art. 10
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services to request verification of
attributes from authentic sources or
designated intermediaries.

CIR 2025/xx (Art. 45d-f) Annex
v

ARF 1.8.0 Annex 2 - A.2.3.42
ETSI TS 119 471 section 4.2

Accessibility

Compliance with Directive (EU)
2019/882.

elDAS Art. 15

Sustainability

Ensure scalability and long-term
viability of the QEAA provider
solution.

Ensure minimisation of

environmental impact.

Governance

Compliance with the requirements
identified for qualified trust service
providers.

elDAS Art. 24 (2)

Preparation to register attributes
issued by the QEAA Provider in the
catalogue of attributes maintained
by the Commission.

CIR 2025/xx (Art. 45d-f) Art. 8
ARF 1.8.0 Annex 2 — A.2.3.12
ARF 1.8.0 Annex 2 - A.2.3.25

Preparation to register the scheme
for the attestation of attributes
issued by the QEAA Provider in the
catalogue of schemes maintained
by the Commission.

CIR 2025/xx (Art. 45d-f) Art. 9
ARF 1.8.0 Annex 2 — A.2.3.12
ARF 1.8.0 Annex 2 — A.2.3.26

4.4 PUBLIC BODY AUTHENTIC SOURCE ELECTRONIC
ATTESTATION OF ATTRIBUTES (PUB-EAA) PROVIDERS

ARF 1.8.0 [2] defines Pub-EAA providers as “issuers of attestations by or on behalf of a public
sector body responsible for an Authentic Source, which are not QTSPS”.

More detailed description of the requirements and capabilities related to Pub-EAA Providers is
provided in DC4EU WP4 deliverable “D4.2 Onboarding Process Analysis” [38]. Legal analysis
related to Pub-EAA Providers can be found from DC4EU WP4 deliverable “D4.1 Issuance and
Verification Legal Analysis” (especially sections 3.3 and 6.3) [4], and functional and
interoperability-related analysis from WP2 deliverable “D2.1 State of the Art Analysis” [39].

Table 8: Requirements applicable to Pub-EAA providers.

Category

Requirement

Source(s) of requirement

Privacy and Data
Protection

Demonstration of compliance with
GDPR [24] (EU 2016/679).
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Security

Verification of the identity of the
person requesting the Pub-EAA,
taking into account the level of
assurance required.

elDAS Art. 45f (2)
elDAS Art. 24 (1)-(1a)
ETSI TS 119 461 section 4

ETSI TS 119 471 section
4.2.1

Functionality and

Interoperability

Support the information in the Pub-
EAA as defined in eIDAS Annex VII.

eIDAS Art. 45f (1)

Support revocation of Pub-EAA,
publication of revocation status, and
publicly accessible policy related to
validity —or revocation status
management.

elDAS Art. 45f (2)

elDAS Art. 24 (3)

CIR 2025/xx (Art. 45d-f) Art. 5
ARF 1.8.0 Annex 2 — A.2.3.7
Token Status List section 1

ETSI TS 119 471 section
425

Provide information on the validity
or revocation status of the Pub-
EAAs. Support high-availability of
the validity status information.

eIDAS Art. 45f (2)
elDAS Art. 24 (4)

CIR 2025/xx (Art. 45d-f) Art. 5
(1)

ARF 1.8.0 Annex 2 —A.2.3.7
Token Status List section 1

ETSI TS 119 471 section 4.3

Provide an interface to EUDI wallet
to request, obtain, store, and
manage Pub-EAAs with issuance
using OpenlD4VCI [27] with HAIP
[30] profile or W3C Digital
Credentials API [28].

elDAS Art. 45¢g (1)-(2)

ARF 1.8.0 Annex 2 — A.2.3.10
HAIP section 4

OpenID4VCI section 3

W3C Digital Credentials API
section 1

ETSI TS 119 471 section 4.2

Pub-EAAs should be issued with at
least one of standards listed in CIR
2024/2979 Annex Il or with SD-JWT
VC or W3C VCDM 2.0.

CIR 2024/2977 Art. 4 (1)
CIR 2025/xx (Art. 45d-f) Art. 3
1)

CIR 2025/xx
Annex Il

ISO/IEC 18013-5:2021 Part 5
section 6.2-6.3

(Art.  45d-f)
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W3C VCDM 1.1 section 3
W3C VCDM 2.0 section 3
ARF 1.8.0 Annex 2 — A.2.3.10
SD-JWT VC section 3

ETSI TS 119 471 section 4.2
ETSI TS 119 472-1

Pub-EAA Providers will identify
themselves to Wallet Units with
Relying Party access certificates.

CIR 2024/2977 Art. 4 (2)
CIR 2025/xx (Art. 5b) Art. 7

CIR 2025/xx (Art. 5b) Annex
v

ARF 1.8.0 Annex 2 - A.2.3.6
ARF 1.8.0 Annex 2 — A.2.3.27
ETSI TS 119 471 section 4.2
ETSI TS 119 475 section 4.1

Provide Pub-EAA with sufficient
amount of information to
authenticate and validate the Pub-
EAA.

CIR 2024/2977 Art. 4 (3)
ARF 1.8.0 Annex 2 — A.2.3.7
Token Status List section 1
ETSI TS 119 471 section 4.3

Issuance  complies  with the
requirements of the scheme in the
catalogue of schemes.

CIR 2025/xx (Art. 45d-f) Art. 3
2)

ARF 1.8.0 Annex 2 —A.2.3.12
ARF 1.8.0 Annex 2 — A.2.3.26

The provider may use the common
services and data exchange
network from SDG/OOTS to provide
its services.

CIR 2025/xx (Art. 45d-f) Art. 4.

Accessibility

Compliance with Directive (EU)
2019/882.

elDAS Art. 15

Sustainability

Ensure scalability and long-term
viability of the Pub-EAA provider
solution.

Ensure minimisation of

environmental impact.
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Governance

Compliance with reliability and
trustworthiness requirements that
are equivalent to QTSPs.

elDAS Art. 45f (2)
elDAS Art. 24 (2)

Preparation to notify the Pub-EAA
provider to the Commission by the
Member States, and to provide
information needed in  the
notification process.

CIR 2025/xx (Art. 45d-f) Art. 6

CIR 2025/xx (Art. 45d-f)
Annex Il

ARF 1.8.0 Annex 2 - A.2.3.31

Preparation to register attributes
issued by the Pub-EAA Provider in
the catalogue of  attributes
maintained by the Commission.

CIR 2025/xx (Art. 45d-f) Art. 8
ARF 1.8.0 Annex 2 —A.2.3.12
ARF 1.8.0 Annex 2 — A.2.3.25

Preparation to register the scheme
for the attestation of attributes
issued by the Pub-EAA Provider in
the catalogue of schemes
maintained by the Commission.

CIR 2025/xx (Art. 45d-f) Art. 9
ARF 1.8.0 Annex 2 — A.2.3.12
ARF 1.8.0 Annex 2 — A.2.3.26

4.5 ELECTRONIC ATTESTATION OF ATTRIBUTES
PROVIDERS

(EAA)

ARF 1.8.0 [2] defines non-qualified EAA providers as “trust services for which the terms and
conditions of issuing EAAs and related services are subject to sectoral rules”.

More detailed description of the requirements and capabilities related to EAA Providers is
provided in DC4EU WP4 deliverable “D4.2 Onboarding Process Analysis” [38]. Legal analysis
related to non-qualified EAA Providers can be found from DC4EU WP4 deliverable “D4.1
Issuance and Verification Legal Analysis” (especially sections 3.2 and 6.3) [4], and functional
and interoperability-related analysis from WP2 deliverable “D2.1 State of the Art Analysis” [39].

Table 9: Requirements applicable to non-qualified EAA providers.

Category

Requirement

Source(s) of requirement

Privacy and Data
Protection

Fulfil requirements related to the
processing of personal data.

elDAS Art. 45h (1)-(3)
ETSI TS 119 471 section 7.13

Security

Requirement for risk management
and notification about security
breaches or disruptions.

elDAS Art. 19a (1)

Functionality and

Interoperability

Provide an interface to EUDI wallet
to request, obtain, store, and
manage EAAs with issuance using
OpenlID4VCI [27] with HAIP [30]

elDAS Art. 45¢g (1)-(2)
ARF 1.8.0 Annex 2 —A.2.3.10
HAIP section 4
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profile or W3C Digital Credentials
API [28].

OpenID4VCI section 3

W3C Digital Credentials API
section 1

ETSI TS 119 471 section 4.2

EAAs should be issued with at least
one of standards listed in CIR
2024/2979 Annex Il or with SD-JWT
VC or W3C VCDM 2.0.

CIR 2024/2977 Art. 4 (1)
CIR 2024/2979 Annex I

ISO/IEC 18013-5:2021 Part 5
section 6.2-6.3

W3C VCDM 1.1 section 3
W3C VCDM 2.0 section 3

ARF 1.8.0 Annex 2 — section
A.2.3.10

SD-JWT VC section 3
ETSI TS 119 471 section 4.2
ETSI TS 119 472-1

Non-qualified EAA Providers will
identify themselves to Wallet Units
with  Relying Party  access
certificates.

CIR 2024/2977 Art. 4 (2)

CIR 2025/xx (Art. 5b) Art. 7
CIR 2025/xx (Art. 5b) Annex IV
ARF 1.8.0 Annex 2 —A.2.3.6
ARF 1.8.0 Annex 2 — A.2.3.27
ETSI TS 119 471 section 4.2
ETSI TS 119 475 section 4.1

Provide the non-qualified EAA with
sufficient amount of information to
authenticate and validate the EAA.

CIR 2024/2977 Art. 4 (3)
ARF 1.8.0 Annex 2 — A.2.3.7
Token Status List section 1
ETSI TS 119 471 section 4.3

Accessibility

Compliance with Directive (EU)
2019/882.

elDAS Art. 15

Sustainability

Ensure scalability and long-term

viability of the EAA provider
solution.
Ensure minimisation of

environmental impact.
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Governance

Possibility for non-qualified EAA
providers to register attributes
issued by the EAA Provider in the
catalogue of attributes maintained
by the Commission.

CIR 2025/xx (Art. 45d-f) Recital
(11)

CIR 2025/xx (Art. 45d-f) Art. 8
ARF 1.8.0 Annex 2 — A.2.3.12
ARF 1.8.0 Annex 2 - A.2.3.25

Possibility for non-qualified EAA
providers to register the scheme for
the attestation of attributes issued
by the EAA Provider in the
catalogue of schemes maintained
by the Commission.

CIR 2025/xx (Art. 45d-f) Recital
(11)

CIR 2025/xx (Art. 45d-f) Art. 9
ARF 1.8.0 Annex 2 — A.2.3.12
ARF 1.8.0 Annex 2 — A.2.3.26

4.6 RELYING PARTIES AND INTERMEDIARIES

ARF 1.8.0 [2] defines relying parties as “natural or legal persons that rely upon an electronic
identification scheme or on a Trust Service”. According to ARF 1.8.0, they “request attributes
contained within a PID, QEAA, PuB-EAA or EAA from the Wallet Unit, subject to the approval
of the User and within the limits of applicable legislation and rules”.

This document does not cover relying party intermediaries as defined in ARF 1.8.0 Annex 2 —
A.2.3.52, as these kind of relying parties are not envisioned to be taking part in DC4EU piloting.

Table 10: Requirements applicable to relying parties.

Category

Requirement

Source(s) of requirement

Privacy and Data
Protection

Support the use of pseudonyms in
cases where user identification is
not required.

elDAS Art. 5b (9)
ARF 1.8.0 Annex 2 — A.2.3.11

Security

Relying parties are prepared to the
situation where their registration is
suspended or cancelled by the
registrar.

CIR 2025/xx (Art. 5b) Art. 9

Functionality and

Interoperability

Support identification and
authentication of the Relying Party
to EUDI wallets with relying party
access certificates.

elDAS Art. 5b (7)-(8)

CIR 2025/xx (Art. 5b) Art. 7
CIR 2025/xx (Art. 5b) Annex IV
ARF 1.8.0 Annex 2 —A.2.3.6
ETSI TS 119 475 section 4.1

Support mechanisms to
authenticate and validate PID and

elDAS Art. 5b (9)
ARF 1.8.0 Annex 2 —A.2.3.1
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EAA information requested from the
EUDI wallet.

ARF 1.8.0 Annex 2 — A.2.3.7
Token Status List section 1

Ensuring  unequivocal identity
matching when acting as Relying
Party for cross-border services
when relying on a wallet or on a
notified electronic  identification
scheme.

elDAS Art. 11a (1)
CIR 2025/xx (Art. 11a) Art. 2-5

Relying parties register themselves
registration certificates which they
can use to communicate to the
wallet users the intended use of the
requested data.

CIR 2025/xx (Art. 5b) Art. 8
CIR 2025/xx (Art. 5b) Annex V
ARF 1.8.0 Annex 2 — A.2.3.27
ARF 1.8.0 Annex 2 —A.2.3.44
ETSI TS 119 475 section 4.4

Accessibility

Possible compliance with Directive
(EVU) 2019/882.

Sustainability

Ensure scalability and long-term
viability of the QEAA provider
solution.

Ensure minimisation of

environmental impact.

Governance

Registration in a Member State,
keeping registration information up-
to-date, and following the Member
State’s registration policies.

elDAS Art. 5b (1)

elDAS Art. 5b (6)

CIR 2025/xx (Art. 5b) Art. 4
CIR 2025/xx (Art. 5b) Art. 6
ARF 1.8.0 Annex 2 — A.2.3.27
ETSI TS 119 475 section 4.4

Provide information required by the
registration, such as name,
registration number, contact details,
and intended use.

elDAS Art. 5b (2)

CIR 2025/xx (Art. 5b) Art. 5
CIR 2025/xx (Art. 5b) Annex |
ARF 1.8.0 Annex 2 — A.2.3.27
ETSI TS 119 475 section 4.4
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5. AUDIT AND COMPLIANCE VERIFICATION

DCA4EU project offers the possibility for its partners to assess their compliance with the revised
elDAS Regulation, its Implementing Acts, and relevant standards, when they are acting in
some of the key EUDIW ecosystem roles. As the implementing acts are still being prepared,
and many of the relevant standards are still in draft phase, it cannot be assumed that the
partners will be able to demonstrate full compliance at this stage. However, as the regulation
requires the Member States to make many of the capabilities available by December 2026, it
is important for partners to get an overview of the compliance status of their services. This
allows the partners to focus their efforts on the areas where most significant gaps occur.

The self-assessment checklists contain information about the timeline by which compliance is
expected. For some of the requirements, compliance is expected by the end of the DC4EU
project (end of July 2025), whereas most of the requirements are such that compliance is
expected by the end of 2026 (December 24, 2026).

This section provides an overview of how the audit and compliance process is conducted in
DC4EU consortium piloting. It offers guidance for DC4EU partners how to assess the maturity
of their solutions and how to address the compliance failures found in the assessments.

5.1 AUDIT PROCEDURE AND REPORTING

The audit procedure and compliance verification by DC4EU partners should be completed
through following steps:

e Step 1: Familiarisation with regulatory requirements
o DC4EU ecosystem partners should review and understand the relevant
compliance materials, including:
= DC4EU WP2 and WP4 deliverables D2.1, D4.1, and D4.2.
The revised regulation as defined in section 3.1.
The relevant implementing acts as defined in section 3.2.
Relevant standards as defined in sections 3.3 and 3.5.
Relevant parts of the ARF 1.8.0 as defined in section 3.4.
Relevant EU privacy and security regulations, such as GDPR and CSA.
o Partners should assign individuals or teams responsible for the regulatory
alignment and preparation for the compliance assessment.
e Step 2: Conducing the self-assessments (supported by WP4, WP5, WP6, and WP7
leadership)
o Each partner should identify the EUDIW ecosystem roles (as defined in section
4) that they will be acting in. Based on these, the partners should perform role-
based structured self-assessments against compliance criteria for their
respective role(s) as defined in Annex I.
o Self-assessments (as defined in Annex I) will focus on following key areas:
Privacy and data protection
Security
Functionality and interoperability
Accessibility
Sustainability
= Governance
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o Self-assessment results must be documented and submitted within a defined
timeframe (by end of May 2025).
e Step 3: Reporting on self-assessment completion
o Partners must report self-assessment completion to WP8 lead by end of May
2025. WP8 lead will act as a central monitoring authority, allowing the tracking
of completion rates as a KPI (KPI #18 in DC4EU Grant Agreement).
o Progress tracking (KPIs) will be aggregated in a dashboard maintained by
DC4EU WP, ensuring visibility into compliance efforts across the ecosystem.
e Step 4: Continuous monitoring and improvement
o Regular updates to the compliance rules defined in Annex | would be required
to reflect changes in regulations, technical standards, and guidelines.
o Partners should establish an internal assessment cycle, ensuring ongoing
compliance rather than a one-time process.
o Findings from assessments should be used to improve policies, security
measures, and operational procedures across the ecosystem.

By following this structured process, the EUDI Wallet ecosystem should ensure transparent,
measurable, and effective compliance management, reinforcing trust and security across the
ecosystem.

5.2 NON-COMPLIANCE AND REMEDIATION MEASURES

It is well understood, that DC4EU partners are not assumed to be able to address all
compliance-related issues during the DC4EU project. WP4, WP5, WP6, and WP7 leaders may
support their partners in completing the self-assessment checklists to assess their compliance.
The partners should, however, continue assessing their solutions through self-assessments,
but also through official external audits and regulatory inspections. Partners should consider
the enforcement timelines for the different roles in the EUDI wallet ecosystem:

Table 11: Enforcement timelines for EUDIW ecosystem roles.

Role(s) Reference(s) Enforcement Timeline

EUDI Wallet Providers elDAS Art. 5a (1) Dec 24 2026

. each Member State shall
provide at least one
European Digital Identity
Wallet within 24 months of
the date of entry into force of
the implementing acts..

Private Relying Parties elDAS Art. 5f (2) Dec 24 2027
Where private relying
parties that provide

services, with the exception
of  microenterprises and
small enterprises as defined
in Article 2 of the Annex to

Commission
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Recommendation

2003/361/EC, are required
by Union or national law to
use strong user
authentication for online
identification or where strong
user authentication for online
identification is required by
contractual obligation,
including in the areas of
transport, energy, banking,
financial services, social
security, health, drinking
water, postal services, digital
infrastructure, education or
telecommunications, those
private relying parties shall,
no later than 36 months from
the date of entry into force of
the implementing acts .. also
accept European Digital
Identity Wallets.
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ANNEX |. SELF-ASSESSMENT CHECKLISTS

This annex contains the self-assessment checklists that the DC4EU partners should complete
after they have familiarised themselves with the compliance-related material and identified the
role(s) that they will have in the EUDI wallet ecosystem (as defined in section 5.1).

After the completion of the self-assessment checklists, the partners should submit them to
WPS8 leader teemu.kaariainen@gov.fi and to the DC4EU consortium coordinators
digitaleurope@es.ey.com. The filled self-assessment checklists should be submitted by end
of May 2025.

SELF-ASSESSMENT CHECKLIST FOR EUDI WALLET
PROVIDERS

This self-assessment checklist should be filled by all identified wallet providers in DC4EU
piloting. This includes both the piloting wallets (IZERTIS, wwwallet by GUNET), and the
Member-State and private sector wallets.

Self-assessment checklists for wallet providers assess compliance against the Regulation, its
Implementing Acts, ARF 1.8.0, and relevant standards. The self-assessment checklists do not
assess compliance against EBSI-related requirements. There are separate compliance
verification mechanisms for EBSI which should be used by wallet providers which are seeking
EBSI-compliance.

Privacy and Data Protection

1. Will your wallet solution support common protocols and interfaces for reporting to national
data protection authority about allegedly unlawful or suspicious requests of data?

More information about the requirement can be found from elDAS regulation article 5a (4) (d) (iii) and article 5a (5)
(a) (x). You should also refer to article 17 of the GDPR and article 7 of the implementing regulation 2024/2982.
Finally, for implementation details you should refer to sections A.2.3.19 and A.2.3.50 of ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

2. Will your wallet solution support data portability to download user’s data, different types of
EAAs, and configurations, thus allowing users to migrate to a different wallet solution?

More information about the requirement can be found from elDAS regulation article 5a (4) (f)-(g). You should also
refer to article 13 of the implementing regulation 2024/2979. Finally, for implementation details you should refer to
section A.2.3.34 in ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24" 2026.

Yes

In progress
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Not started

3. Does your wallet solution ensure that no information is provided to the different types of EAA
providers about the use of different types of EAAs?

More information about the requirement can be found from elDAS regulation article 5a (5) (b) and article 5a (16)
(a). You should also refer to article 3 (10) of the implementing regulation 2024/2982.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

4. Will your wallet solution support the generation and storage of pseudonyms based on W3C
WebAuthn specification?

More information about the requirement can be found from eIDAS regulation article 5a (4) (b) and article 5a (16)
(b). You should also refer to article 14 and annex V of the implementing regulation 2024/2979. For technical details

about the implementation, you should refer to section 4 of the W3C WebAuthn specification and to section A.2.3.11
of ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

5. Will your wallet solution be able to demonstrate compliance with GDPR?
More information about the requirement can be found from elDAS regulation article 5a (17) and article 5c (5).

Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

Security

1. Will your wallet solution meet the requirements of assurance level high through the use of
Wallet Secure Cryptographic Applications (WSCAs) and Wallet Secure Cryptographic Devices
(WSCDs)?

More information about the requirement can be found from elDAS regulation article 5a (5) (d) and article 5a (11).
You should also refer to articles 4-5 in the implementing regulation 2024/2979, to the implementing regulation

2015/1502, and to article 8 in the implementing regulation 2024/2981. For technical details, refer to section A.2.3.40
in ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24" 2026.

Yes
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In progress

Not started

2. Will you have plans in place how to inform users and other relevant parties (such as national
SPOCs) about security breaches or compromise?

More information about the requirement can be found from elDAS regulation article 5a (6) and article 5e(1). You
should also refer to article 5 in implementing regulation 2025/xx dealing with article 5e.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

3. Does your wallet solution ensure security-by-design?
More information about the requirement can be found from eIDAS regulation article 5a (12).

Target date for compliance: July 31st 2025.

Yes

In progress

Not started

4. Will you have a plan in place how to certify the conformity of your wallet solution and the
accompanying elD scheme by a conformity assessment body in accordance with a national
certification scheme?

More information about the requirement can be found from eIDAS regulation article 5c (1)-(3), from article 8 in the
implementing regulation 2024/2981, and from article 51 in CRA regulation (2019/881).

Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

5. Will you have a plan in place how to provide details about your wallet solution and about the
outcome of the certification to the Member State where the wallet solution is established? The
provided information is assumed to contain e.g. the provided certificate, certification
assessment report, and description of the elD scheme accompanying your wallet solution.

More information about the requirement can be found from elDAS regulation article 5d (2). You should additionally

refer to articles 8 and 18 in implementing regulation 2024/2981, and the Annex in implementing regulation 2025/xx
dealing with article 5d.

Target date for compliance: Dec 24" 2026.

Yes
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In progress

Not started

6. Will your wallet solution have a plan in place to prepare for the suspension, withdrawal, or
possible re-establishing of your wallet solution in case of a security breach?

More information about the requirement can be found from eIDAS regulation article 5e (1)-(3). You should also refer
to article 18 in implementing regulation 2024/2981, and to article 4 and 6-9 in implementing regulation 2025/xx
dealing with article 5e.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

Functionality and Interoperability

1. Does your wallet solution support management of different types of EAAs based on ISO/IEC
18013-5, W3C VCDM 1.1, W3C VCDM 2.0, or SD-JWT VC?

More information about the requirement can be found from eIDAS regulation article 5a (4) (a). You should also refer
to article 8 and annex Il in implementing regulation 2024/2979. Information about technical details can be found
from ISO/IEC 18013-5:2021 sections 6.2-6.3, W3C VCDM 1.1 specification section 1.3, W3C VCDM 2.0
specification section, ARF 1.8.0 Annex 2 sections A.2.3.10 and A.2.3.51, SD-JWT VC specification section 3, and
ETSITS 119 472-1.

Target date for compliance: July 31st 2025.

ISO/IEC 18013-5 supported

W3C VCDM 1.1 supported

W3C VCDM 2.0 supported

SD-JWT VC supported

2. Does your wallet solution support authentication to relying parties in online and proximity
cases based on ISO/IEC 18013-5, ISO/IEC 18013-7, OpenlD4VP, or W3C Digital Credentials
API?

More information about the requirement can be found from eIDAS regulation article 5a (4) (a). You should also refer
to articles 3 (8), 5 (2)-(3), and annex in implementing regulation 2024/2982. For technical details of the
implementation, refer to ISO/IEC 18013-5:2021 section 9, ISO/IEC 18013-7:2024 section A3, OpenlD4VP
specification section 3, and W3C Digital Credentials API specification section 1. Additional details can be found
from ARF 1.8.0 Annex 2 sections A.2.3.1, A.2.3.9, and A.2.3.24.

Target date for compliance: July 315t 2025 (except for W3C Digital Credentials API, Dec 24" 2026).

ISO/IEC 18013-5 supported

ISO/IEC 18013-7 supported

OpenlD4VP supported
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W3C Digital Credentials API supported

3. Does your wallet solution support selective disclosure?

More information about the requirement can be found from elDAS regulation article 5a (4) (a). You should also refer
to articles 3 (6), 3 (9), and 5 (4) in implementing regulation 2024/2982. For technical details, refer to section A.2.3.1
in ARF 1.8.0 Annex 2.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

4. Will your wallet solution support common protocols and interfaces for communication
between two wallets using ISO/IEC 18013-5 or OpenlD4VP?

More information about the requirement can be found from eIDAS regulation article 5a (4) (c) and article 5a (5) (a)
(vi). You should also refer to articles 3 (2), 3 (5), 3 (8), and 5 (5) in implementing regulation 2024/2982. For technical

details, refer to section A.2.3.30 in ARF 1.8.0 Annex 2, OpenlID4VP specification section 3, and ISO/IEC 18013-
5:2021 section 8.

Target date for compliance: Dec 24™ 2026.

ISO/IEC 18013-5 supported

OpenlD4VP supported

5. Does your wallet solution offer a dashboard with list of relying parties with which user has
established connection with, through transaction logs?

More information about the requirement can be found from elDAS regulation article 5a (4) (d) (i). You should also
refer to article 9 in implementing regulation 2024/2979. For technical details, refer to section A.2.3.19 in ARF 1.8.0
Annex 2.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

6. Will your wallet solution support common protocols and interfaces for requesting erasure of
personal data from Relying Party?

More information about the requirement can be found from elDAS regulation articles 5a (4) (d) (i) and 5a (5) (a)
(ix). You should also refer to article 6 in implementing regulation 2024/2982. For technical details, refer to sections
A.2.3.19 and A.2.3.48 in ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started
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7. Does your wallet solution support common protocols and interfaces for the issuance of PID
and different types of EAAs based on ISO/IEC 18013-5, W3C VCDM 1.1, W3C VCDM 2.0, or
SD-JWT VC with issuance using OpenlD4VCI with HAIP profile or W3C Digital Credentials
API?

More information about the requirement can be found from elDAS regulation article 5a (5) (a) (i). You should also
refer to article 8 and annex Il in implementing regulation 2024/2979, and article 4 in implementing regulation
2024/2982. Technical details can be found from sections A.2.3.3 and A.2.3.10 in ARF 1.8.0 Annex 2, and in SD-
JWT specification section 3, ISO/IEC 18013-5:2021 section 7, W3C VCDM 1.1 specification section 3, W3C VCDM
2.0 specification section 3, HAIP specification section 4, OpenlD4VCI specification section 3, W3C Digital
Credentials API specification section 1, and ETSI TS 119 472-1.

Target date for compliance: July 315t 2025.

ISO/IEC 18013-5 supported

W3C VCDM 1.1 supported

W3C VCDM 2.0 supported

SD-JWT VC supported

Issuance with OpenID4VCI with HAIP profile supported

Issuance with W3C Digital Credentials API supported

8. Does your wallet solution support common protocols and interfaces to receive presentation
requests and to present attributes to Relying Parties based on ISO/IEC 18013-5, ISO/IEC
18013-7, OpenlD4VP, or W3C Digital Credentials API1? Will your wallet solution also support
combined presentations?

More information about the requirement can be found from elDAS regulation article 5a (5) (a) (ii)-(iii). You should
also refer to article 8 and annex Il in implementing regulation 2024/2979, and article 3, article 5 (1), and annex in
implementing regulation 2024/2982. For technical details, refer to ISO/IEC 18013-5:2021 sections 6.2-6.3, ISO/IEC

18013-7:2024 sections 6.3-6.4, OpenlD4VP specification section 3, and W3C Digital Credentials API specification
1. Additional technical material can be found from sections A.2.3.1, A.2.3.18, and A.2.3.24 in ARF 1.8.0 Annex 2.

Target date for compliance: July 315t 2025 (except for combined presentations — Dec 24" 2026).

ISO/IEC 18013-5 supported

ISO/IEC 18013-7 supported

OpenlD4VP supported

W3C Digital Credentials API supported

Combined presentations supported

9. Will your wallet solution support common protocols and interfaces for onboarding by using
elD means?

More information about the requirement can be found from elDAS regulation article 5a (5) (a) (v). You should also
refer to article 4 (3) in implementing regulation 2024/2982.

Target date for compliance: Dec 24" 2026.

Yes
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In progress

Not started

10. Does your wallet solution support common protocols and interfaces to authenticate and
identify relying parties?

More information about the requirement can be found from elDAS regulation articles 5a (5) (a) (vii), 5a (5) (c), and
5a (8) (b). You should also refer to article 3 (1), (3), (4), (5), (7) in implementing regulation 2024/2982. Technical
details can be found from ARF 1.8.0 Annex 2 section A.2.3.6.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

11. Will your wallet solution support common protocols and interfaces for relying parties to
verify the authenticity and validity of the wallet units free-of-charge, through the use of Wallet
Unit Attestations (WUA)?

More information about the requirement can be found from elDAS regulation articles 5a (5) (a) (viii) and 5a (8) (a).
You should also refer to articles 3, 6, and 7 in implementing regulation 2024/2979. For technical implementation

details, refer to sections A.2.3.7, A.2.3.9, and A.2.3.38 in ARF 1.8.0 Annex 2, and to section 1 in IETF Token Status
List specification.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

12. Will you implement measures in your wallet solution to handle different types of EAAS with
embedded disclosure policies?

More information about the requirement can be found from eIDAS regulation article 5a (5) (e). Also refer to article
10 and annex Il in implementing regulation 2024/2979, and to article 3 (9) (b) in implementing regulation 2024/2982.
For technical implementation details, refer to section A.2.3.43 in ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

13. Will your wallet solution support revocation of wallet units?

More information about the requirement can be found from eIDAS regulation article 5a (9). Refer also to article 7 in
implementing regulation 2024/2979. For technical details, refer to sections A.2.3.7 and A.2.3.38 in ARF 1.8.0 Annex
2, and section 1 in IETF Token Status List specification.

Target date for compliance: Dec 24" 2026.
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Yes

In progress

Not started

Accessibility

1. Will the users of your wallet solution be able to easily request technical support and be able
to report technical problems?

More information about the requirement can be found from elDAS regulation article 5a (10).

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

2. Will the issuance, revocation, and use of your wallet solution be free-of-charge?
More information about the requirement can be found from elDAS regulation article 5a (13).

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

3. Will your wallet solution be able to demonstrate compliance with EU directive 2019/8827?
More information about the requirement can be found from elDAS regulation articles 5a (21) and 15.

Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

Sustainability

1. Will your wallet solution be able to ensure scalability and long-term viability?
Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started
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2. Will your wallet solution be able to ensure minimisation of environmental impact?
Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

Governance

1. Will your wallet solution offer open-source licensing of its software components?
More information about the requirement can be found from eIDAS regulation article 5a (3).

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

2. Will you have a plan in place how to support the Member State, where the wallet solution is
established, by providing necessary information for notifications of wallet providers?

More information about the requirement can be found from annex Il section 2 of implementing regulation 2024/2980.
For technical details, refer to section A.2.3.31 in ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

SELF-ASSESSMENT CHECKLIST FOR PID PROVIDERS

These self-assessment checklists should be filled out by the Member-State PID Providers
identified in DC4EU WPA4.

Privacy and Data Protection

1. Will your PID provider solution be able to demonstrate compliance with GDPR (EU
regulation 2016/679)?

Target date for compliance: Dec 24" 2026.

Yes

In progress

" The DC4EU project is Co-funded by
:' ',’ Co-funded by the European Union’s Digital Europe
s the European Union Programme under Grant Agreement

no. 101102611 Page 56 of 80

© 2023-2025 DC4AEU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D8.2: Ecosystem auditing, EE DC4EU
certification, and sustainability guidelines (V.1)

Not started

Security

1. Will your PID Provider solution be able to enrol wallet users with requirements of assurance
level high, as set out in implementing regulation 2015/1502, or with additional remote
onboarding procedures that together meet the requirements of assurance level high.?

More information about the requirement can be found from article 3 (7) in implementing regulation 2024/2977. For
technical details, refer to section A.2.3.10 in ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

Functionality and Interoperability

1. Does your PID Provider solution ensure that the issued PIDs uniquely represent the person
associated with the wallet?

More information about the requirement can be found from elDAS regulation article 5a (5) (f). Refer also to article
3 (4) in implementing regulation 2024/2977.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

2. Do the PIDs issued by your PID Provider provide sufficient amount of information to
authenticate and validate the PID?

More information about the requirement can be found from articles 3 (2) and 3 (3), and annex in implementing
regulation 2024/2977. For technical details, refer to section A.2.3.3 in ARF 1.8.0 Annex 2.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

3. Will your PID Provider be capable of publishing a list of wallet solutions that it supports?
More information about the requirement can be found from article 3 (6) in implementing regulation 2024/2977.

Target date for compliance: Dec 24" 2026.

Yes
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In progress

Not started

4. Will your PID Provider be capable of identifying itself to Wallet Units with relying party access
certificates or with other similar mechanism?

More information about the requirement can be found from article 3 (8) in implementing regulation 2024/2977, and
in article 7 and annex IV in implementing regulation 2025/xx dealing with article 5b. For technical details, refer to
sections A.2.3.6 and A.2.3.27 in ARF 1.8.0 Annex 2, and to section 4.1 in ETSI TS 119 475.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

5. Will your PID Provider be capable of authenticating and validating wallet unit attestations
(WUAS) or use other similar mechanisms?

More information about the requirement can be found from article 3 (9) in implementing regulation 2024/2977. For
technical details, refer to sections A.2.3.7, A.2.3.9, and A.2.3.38 in ARF 1.8.0 Annex 2, and to section 1 in IETF
Token Status List specification.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

6. Will your PID Provider be able to demonstrate public availability of a PID revocation policy,
ability to revoke PIDs in specific situations (e.g. upon explicit request from user), and
availability of other revocation-related functionalities?

More information about the requirement can be found from article 5 in implementing regulation 2024/2977. For
technical details, refer to section A.2.3.7 in ARF 1.8.0 Annex 2, and section 1 in IETF Token Status List specification.

Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

7. 1s your PID Provider capable of populating mandatory and optional person identification
data, and metadata to the issued PIDs?

More information about the requirement can be found form annex in implementing regulation 2024/2977. For
technical details, refer to section A.2.3.3 in ARF 1.8.0 Annex 2.

Target date for compliance: July 315t 2025.

Yes
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In progress

Not started

8. Is your PID Provider capable of providing PIDs in ISO/IEC 18013-5, W3C VCDM 1.1, W3C
VCDM 2.0, or SD-JWT VC formats with issuance supporting OpenlD4VCI with HAIP profile or
W3C Digital Credentials API?

More information about the requirement can be found from annex in implementing regulation 2024/2977. For
technical details, refer to section 6.3 in ISO/IEC 18013-5:2021, section 3 in W3C VCDM 1.1 specification, section
3 in W3C VCDM 2.0 specification, sections A.2.3.3 and A.2.3.10 in ARF 1.8.0 Annex 2, section 3 in SD-JWT VC
specification, section 4 in HAIP specification, section 3 in OpenlD4VCI specification, section 1 in W3C Digital
Credentials API specification, and ETSI TS 119 472-1.

Target date for compliance: July 315t 2025.

ISO/IEC 18013-5 supported

W3C VCDM 1.1 supported

W3C VCDM 2.0 supported

SD-JWT VC supported

Issuance with OpenID4VCI with HAIP profile supported

Issuance with W3C Digital Credentials API supported

Accessibility

1. Will your PID Provider be capable of demonstrating compliance with EU directive 2019/8827?
More information about the requirement can be found from elDAS regulation article 15.

Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

Sustainability

1. Will your PID Provider be able to ensure scalability and long-term viability?
Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

2. Will your PID Provider ensure minimisation of environmental impact?
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Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

Governance

1. Will your PID Provider be capable of making available data that is needed for the Member
State’s list of PID Providers?

More information about the requirement can be found from annex in implementing regulation 2024/2977 and in
annex Il section 3 in implementing regulation 2024/2980. Technical details can be found from section A.2.3.31 in
ARF 1.8.0 Annex 2.

Target date for compliance: Dec 241 2026.

Yes

In progress

Not started

SELF-ASSESSMENT CHECKLIST FOR QEAA PROVIDERS

These self-assessment checklists should be filled out by DC4EU partners who are planning to
become Qualified Trust Service Providers (QTSPs) to issue QEAAs. Based on initial analysis,
majority of DC4EU partners who will be issuing credentials, are planning to do it in the capacity
of a non-qualified EAA provider or Pub-EAA provider.

Privacy and Data Protection

1. Does your QEAA Provider fulfil requirements related to the processing of personal data as
defined in eIDAS regulation article 45h (1)-(3)?

More information about the requirement can be found from eIDAS regulation article 45h (1)-(3), and from ETSI TS
119 471 section 7.13.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

Security

1. Will your QEAA Provider do preparations for auditing every 24 months by a conformity
assessment body to fulfil the requirements of the elDAS regulation and article 21 of EU
directive 2022/25557?
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More information about the requirement can be found from elDAS regulation articles 20 (1) and 24 (2) (fa).

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

2. Will you have a plan in place for the withdrawal of the qualified status in case of failure to
remedy possible disruptions?

More information about the requirement can be found from elDAS regulation article 20 (3).

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

3. Will you comply with the requirements for QTSP initiation as laid out in elIDAS regulation
article 21?

More information about the requirement can be found from elDAS regulation article 21.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

4. Does your QEAA Provider support the verification of the identity of the person requesting
the QEAA, taking into account the level of assurance required?

More information about the requirement can be found from elDAS regulation article 24 (1)-(1a), and from ETSI TS
119 461 section 4 and ETSI TS 119 471 section 4.2.1.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

Functionality and Interoperability

1. Does your QEAA Provider support revocation of QEAA, publication of revocation status, and
making publicly accessible policy related to validity or revocation status management?

More information about the requirement can be found from elDAS regulation article 24 (3). You should also refer to
article 5 in implementing regulation 2025/xx dealing with articles 45d-f. Technical details can be found from section
A.2.3.7 in ARF 1.8.0 Annex 2, section 1 in IETF Token Status List specification, and section 4.2.5 in ETSI TS
119 471.
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Target date for compliance: July 315t 2025.

Yes

In progress

Not started

2. Does your QEAA Provider provide information on the validity or revocation status of the
QEAAs that it issues, with support for high-availability for the validity status information?

More information about the requirement can be found from elDAS regulation article 24 (4). You should also refer to
article 5 (1) in implementing regulation 2025/xx dealing with articles 45d-f. Technical details can be found from

section A.2.3.7 in ARF 1.8.0 Annex 2, section 1 in IETF Token Status List specification, and ETSI TS 119 471
section 4.3.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

3. Does your QEAA Provider support the information in the QEAA as defined in elDAS
regulation Annex V?

More information about the requirement can be found from elDAS regulation article 45d (1) and annex V.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

4. Does your QEAA Provider offer an interface to EUDI wallets to request, obtain, store, and
manage QEAAs using OpenlD4VCI with HAIP profile or with W3C Digital Credentials API?

More information about the requirement can be found from elDAS regulation article 45g (1)-(2). Technical details
are provided in section A.2.3.10 in ARF 1.8.0 Annex 2. Additional technical details can be found from section 4 in

HAIP specification, section 3 in OpenlD4VCI specification, section 1 in W3C Digital Credentials API specification,
and ETSI TS 119 471 section 4.2.

Target date for compliance: July 315t 2025.

OpenlD4VCI with HAIP profile supported

W3C Digital Credentials API supported

5. Does your QEAA Provider support issuance with at least one of the standards listed in
implementing regulation 2024/2979 Annex Il or with SD-JWT VC or W3C VCDM 2.0?

More information about the requirement can be found from article 4 (1) in implementing regulation 2024/2977, and
article 3 and annex Il in implementing regulation 2025/xx dealing with articles 45d-f. Technical details are provided
in ISO/IEC 18013-5:2021 sections 6.2-6.3, W3C VCDM 1.1 specification section 3, W3C VCDM 2.0 specification

section 3, ARF 1.8.0 Annex 2 section A.2.3.10, SD-JWT VC specification section 3, ETSI TS 119 471 section 4.2,
and ETSI TS 119 472-1
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Target date for compliance: July 315t 2025..

ISO/IEC 18013-5:2021 supported.

W3C VCDM 1.1 supported.

W3C VCDM 2.0 supported.

SD-JWT VC supported.

6. Will your QEAA Provider be capable of identifying itself to Wallet Units with relying party
access certificates?

More information about the requirement can be found from article 4 (2) in implementing regulation 2024/2977, and
in article 7 and annex IV in implementing regulation 2025/xx dealing with article 5b. Technical details are available

in sections A.2.3.6 and A.2.3.27 in ARF 1.8.0 Annex 2. Additional technical details can be found from ETSI TS
119 471 section 4.2 and ETSI TS 119 475 section 4.1.

Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

7. Is your QEAA Provider capable of providing sufficient amount of information to authenticate
and validate the QEAA?

More information about the requirement can be found from article 4 (3) in implementing regulation 2024/2977.
Technical details are available in section A.2.3.7 in ARF 1.8.0 Annex 2. Additional technical details can be found
from IETF Token Status List specification section 1 and ETSI TS 119 471 section 4.3.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

8. Will the issuance process in your QEAA Provider comply with the requirements of the
scheme in the catalogue of schemes?

More information about the requirement can be found from articles 3 (2) and 9 in implementing regulation 2025/xx
dealing with articles 45d-f. Technical details are available in sections A.2.3.12 and A.2.3.26 in ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

9. Will your QEAA Provider plan to use the common services and data exchange network from
SDG/OOQOTS to provide its services?
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More information about the requirement can be found from article 4 in implementing regulation 2025/xx dealing with
articles 45d-f.

Target date for compliance: Dec 24" 2026.

Yes

In progress

No

10. Will your QEAA Provider plan to use discovery mechanisms, procedures, and services to
request verification of attributes from authentic sources or designated intermediaries?

More information about the requirement can be found from article 10 and annex IV in implementing regulation
2025/xx dealing with articles 45d-f. Technical details are available in section A.2.3.42 in ARF 1.8.0 Annex 2 and in
section 4.2 in ETSI TS 119 471.

Target date for compliance: Dec 24" 2026.

Yes

In progress

No

Accessibility

1. Will your QEAA Provider be capable of demonstrating compliance with EU directive
2019/8827?

More information about the requirement can be found from eIDAS regulation article 15.

Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

Sustainability

1. Will your QEAA Provider be able to ensure scalability and long-term viability?
Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

2. Will your QEAA Provider be able to ensure minimisation of environmental impact?
Target date for compliance: Dec 24" 2026.
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Yes

In progress

Not started

Governance

1. Will your QEAA Provider be capable of demonstrating compliance with the requirements
identified for qualified trust service providers?

More information about the requirement can be found from elDAS regulation article 24 (2).

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

2. Will your QEAA Provider be prepared to register its attributes in the catalogue of attributes
maintained by the Commission?

More information about the requirement can be found from article 8 in implementing regulation 2025/xx dealing with
articles 45d-f. Technical details are available in sections A.2.3.12 and A.2.3.25 in ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

3. Will your QEAA Provider be prepared to register its scheme for attestation of attributes in
the catalogue of schemes maintained by the Commission?

More information about the requirement can be found from article 9 in implementing regulation 2025/xx dealing with
articles 45d-f. Technical details are available in sections A.2.3.12 and A.2.3.26 in ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

SELF-ASSESSMENT CHECKLIST FOR PUB-EAA PROVIDERS

Privacy and Data Protection

1. Will your Pub-EAA Provider solution be able to demonstrate compliance with GDPR (EU
regulation 2016/679)?
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Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

Security

1. Does your Pub-EAA Provider support the verification of the identity of the person requesting
the Pub-EAA, taking into account the level of assurance required?

More information about the requirement can be found from elDAS regulation articles 45f (2) and 24 (1)-(1a), and
from ETSI TS 119 461 section 4 and ETSI TS 119 471 section 4.2.1.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

Functionality and Interoperability

1. Does your Pub-EAA Provider support the information in the Pub-EAA as defined in eIDAS
regulation Annex VII?

More information about the requirement can be found from eIDAS regulation article 45f (1) and annex VII.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

2. Does your Pub-EAA Provider support revocation of Pub-EAA, publication of revocation
status, and making publicly accessible policy related to validity or revocation status
management?

More information about the requirement can be found from eIDAS regulation articles 45f (2) and 24 (3). You should
also refer to article 5 in implementing regulation 2025/xx dealing with articles 45d-f. Technical details can be found

from section A.2.3.7 in ARF 1.8.0 Annex 2, section 1 in IETF Token Status List specification, and section 4.2.5 in
ETSITS 119 471.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started
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3. Does your Pub-EAA Provider provide information on the validity or revocation status of the
Pub-EAAs that it issues, with support for high-availability for the validity status information?

More information about the requirement can be found from eIDAS regulation articles 45f (2) and 24 (4). You should
also refer to article 5 (1) in implementing regulation 2025/xx dealing with articles 45d-f. Technical details can be

found from section A.2.3.7 in ARF 1.8.0 Annex 2, section 1 in IETF Token Status List specification, and ETSI TS
119 471 section 4.3.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

4. Does your Pub-EAA Provider offer an interface to EUDI wallets to request, obtain, store,
and manage Pub-EAAs using OpenlD4VCI with HAIP profile or with W3C Digital Credentials
API?

More information about the requirement can be found from elDAS regulation article 45g (1)-(2). Technical details
are provided in section A.2.3.10 in ARF 1.8.0 Annex 2. Additional technical details can be found from section 4 in

HAIP specification, section 3 in OpenlD4VCI specification, section 1 in W3C Digital Credentials API specification,
and ETSI TS 119 471 section 4.2.

Target date for compliance: July 315t 2025.

OpenlID4VCI with HAIP profile supported

W3C Digital Credentials API supported

5. Does your Pub-EAA Provider support issuance with at least one of the standards listed in
implementing regulation 2024/2979 Annex Il or with SD-JWT VC or W3C VCDM 2.0?

More information about the requirement can be found from article 4 (1) in implementing regulation 2024/2977, and
article 3 and annex Il in implementing regulation 2025/xx dealing with articles 45d-f. Technical details are provided
in ISO/IEC 18013-5:2021 sections 6.2-6.3, W3C VCDM 1.1 specification section 3, W3C VCDM 2.0 specification
section 3, ARF 1.8.0 Annex 2 section A.2.3.10, SD-JWT VC specification section 3, ETSI TS 119 471 section 4.2,
and ETSI TS 119 472-1.

Target date for compliance: July 315t 2025.

ISO/IEC 18013-5:2021 supported.

W3C VCDM 1.1 supported.

W3C VCDM 2.0 supported.

SD-JWT VC supported.

6. Will your Pub-EAA Provider be capable of identifying itself to Wallet Units with relying party
access certificates?

More information about the requirement can be found from article 4 (2) in implementing regulation 2024/2977, and
in article 7 and annex IV in implementing regulation 2025/xx dealing with article 5b. Technical details are available
in sections A.2.3.6 and A.2.3.27 in ARF 1.8.0 Annex 2. Additional technical details can be found from ETSI TS
119 471 section 4.2 and ETSI TS 119 475 section 4.1.

Target date for compliance: Dec 24" 2026.
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Yes

In progress

Not started

7. Is your Pub-EAA Provider capable of providing sufficient amount of information to
authenticate and validate the Pub-EAA?

More information about the requirement can be found from article 4 (3) in implementing regulation 2024/2977.
Technical details are available in section A.2.3.7 in ARF 1.8.0 Annex 2. Additional technical details can be found
from IETF Token Status List specification section 1 and ETSI TS 119 471 section 4.3.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

8. Will the issuance process in your Pub-EAA Provider comply with the requirements of the
scheme in the catalogue of schemes?

More information about the requirement can be found from articles 3 (2) and 9 in implementing regulation 2025/xx
dealing with articles 45d-f. Technical details are available in sections A.2.3.12 and A.2.3.26 in ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

9. Will your Pub-EAA Provider plan to use the common services and data exchange network
from SDG/OOTS to provide its services?

More information about the requirement can be found from article 4 in implementing regulation 2025/xx dealing with
articles 45d-f.

Target date for compliance: Dec 24" 2026.

Yes

In progress

No

Accessibility

1. Will your Pub-EAA Provider be capable of demonstrating compliance with EU directive
2019/882?

More information about the requirement can be found from eIDAS regulation article 15.

Target date for compliance: Dec 24" 2026.
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Yes

In progress

Not started

Sustainability

1. Will your Pub-EAA Provider be able to ensure scalability and long-term viability?
Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

2. Will your Pub-EAA Provider ensure minimisation of environmental impact?
Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

Governance

1. Will your Pub-EAA Provider be capable of demonstrating compliance with reliability and
trustworthiness requirements that are equivalent to QTSPs?

More information about the requirement can be found from elDAS regulation articles 45f (2) and 24 (2).

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

2. Will your Pub-EAA Provider be prepared to notify itself to the Commission by the Member
State where it is established, and to provide information needed in the natification process?

More information about the requirement can be found from article 6 and annex Il in implementing regulation 2025/xx
dealing with articles 45d-f. Technical details are available in section 2.3.31 in ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started
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3. Will your Pub-EAA Provider be prepared to register its attributes in the catalogue of attributes
maintained by the Commission?

More information about the requirement can be found from article 8 in implementing regulation 2025/xx dealing with
articles 45d-f. Technical details are available in sections A.2.3.12 and A.2.3.25 in ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

4. Will your Pub-EAA Provider be prepared to register its scheme for attestation of attributes
in the catalogue of schemes maintained by the Commission?

More information about the requirement can be found from article 9 in implementing regulation 2025/xx dealing with
articles 45d-f. Technical details are available in sections A.2.3.12 and A.2.3.26 in ARF 1.8.0 Annex 2.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

SELF-ASSESSMENT CHECKLIST FOR NON-QUALIFIED EAA
PROVIDERS

Privacy and Data Protection

1. Will your non-qualified EAA Provider fulfil requirements related to the processing of personal
data as defined in elDAS regulation article 45h (1)-(3)?

More information about the requirement can be found from elDAS regulation article 45h (1)-(3), and from ETSI TS
119 471 section 7.13.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

Security

1. Will your non-qualified EAA provider fulfil the requirements for risk management and
notifications about security breaches or disruptions as defined in eIDAS regulation article 19a
1)?

More information about the requirement can be found from elDAS regulation article 19a (1).

Target date for compliance: Dec 24" 2026.
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Yes

In progress

Not started

Functionality and Interoperability

1. Does your non-qualified EAA Provider offer an interface to EUDI wallets to request, obtain,
store, and manage non-qualified EAAs using OpenID4VCI with HAIP profile or with W3C
Digital Credentials API?

More information about the requirement can be found from elDAS regulation article 45g (1)-(2). Technical details
are provided in section A.2.3.10 in ARF 1.8.0 Annex 2. Additional technical details can be found from section 4 in

HAIP specification, section 3 in OpenlD4VCI specification, section 1 in W3C Digital Credentials API specification,
and ETSI TS 119 471 section 4.2.

Target date for compliance: July 315t 2025.

OpenlID4VCI with HAIP profile supported

W3C Digital Credentials API supported

2. Does your non-qualified EAA Provider support issuance with at least one of the standards
listed in implementing regulation 2024/2979 Annex Il or with SD-JWT VC or W3C VCDM 2.0?
More information about the requirement can be found from article 4 (1) in implementing regulation 2024/2977, and
annex Il in implementing regulation 2024/2979. Technical details are provided in ISO/IEC 18013-5:2021 sections

6.2-6.3, W3C VCDM 1.1 specification section 3, W3C VCDM 2.0 specification section 3, ARF 1.8.0 Annex 2 section
A.2.3.10, SD-JWT VC specification section 3, ETSI TS 119 471 section 4.2, and ETSI TS 119 472-1.

Target date for compliance: July 315t 2025.

ISO/IEC 18013-5:2021 supported.

W3C VCDM 1.1 supported.

W3C VCDM 2.0 supported.

SD-JWT VC supported.

3. Will your non-qualified EAA Provider be capable of identifying itself to Wallet Units with
relying party access certificates?

More information about the requirement can be found from article 4 (2) in implementing regulation 2024/2977, and
in article 7 and annex IV in implementing regulation 2025/xx dealing with article 5b. Technical details are available

in sections A.2.3.6 and A.2.3.27 in ARF 1.8.0 Annex 2. Additional technical details can be found from ETSI TS
119 471 section 4.2 and ETSI TS 119 475 section 4.1.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started
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4. Is your non-qualified EAA Provider capable of providing sufficient amount of information to
authenticate and validate the non-qualified EAA?

More information about the requirement can be found from article 4 (3) in implementing regulation 2024/2977.
Technical details are available in section A.2.3.7 in ARF 1.8.0 Annex 2. Additional technical details can be found
from IETF Token Status List specification section 1 and ETSI TS 119 471 section 4.3.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

Accessibility

1. Will your non-qualified EAA Provider be capable of demonstrating compliance with EU
directive 2019/8827?

More information about the requirement can be found from eIDAS regulation article 15.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

Sustainability

1. Will your non-qualified EAA Provider be able to ensure scalability and long-term viability?
Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

2. Will your non-qualified EAA Provider ensure minimisation of environmental impact?
Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

Governance

1. Will your non-qualified EAA Provider plan to register its attributes in the catalogue of
attributes maintained by the Commission?
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More information about the requirement can be found from recital (11) and article 8 in implementing regulation
2025/xx dealing with articles 45d-f. Technical details are available in sections A.2.3.12 and A.2.3.25 in ARF 1.8.0
Annex 2.

Target date for compliance: Dec 24" 2026.

Yes

In progress

No

2. Will your non-qualified EAA Provider plan to register its scheme for attestation of attributes
in the catalogue of schemes maintained by the Commission?

More information about the requirement can be found from recital (11) and article 9 in implementing regulation
2025/xx dealing with articles 45d-f. Technical details are available in sections A.2.3.12 and A.2.3.26 in ARF 1.8.0
Annex 2.

Target date for compliance: Dec 24™ 2026.

Yes

In progress

No

SELF-ASSESSMENT CHECKLIST FOR RELYING PARTIES

These self-assessment checklists should be filled out by DC4EU partners who are acting as
Verifiers (as identified by WP7). Intermediaries are left out from the scope of the study.

Privacy and Data Protection

1. Will your relying party be prepared to support the use of pseudonyms in cases where user
identification is not required?

More information about the requirement can be found from elDAS regulation article 5b (9). Technical details are
available in ARF 1.8.0 Annex 2 section A.2.3.11.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

Security

1. Will your relying party be prepared to the situation where its registration is suspended or
cancelled by the registrar?

More information about the requirement can be found from article 9 in implementing regulation 2025/xx dealing with
article 5b.
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Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

Functionality and Interoperability

1. Will your relying party support identification and authentication to EUDI wallets with relying
party access certificates?

More information about the requirement can be found from articles 5b (7) and 5b (8) in elDAS regulation.
Additionally, you should refer to article 7 and annex IV in implementing regulation 2025/xx dealing with article 5b.
Technical details are provided in section A.2.3.6 in ARF 1.8.0 Annex 2 and in ETSI TS 119 475 section 4.1.

Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

2. Does your relying party support mechanisms to authenticate and validate PID and EAA
information requested from the EUDI wallet?

More information about the requirement is available in eIDAS regulation article 5b (9). For technical details, refer to
sections A.2.3.1 and A.2.3.7 in ARF 1.8.0 Annex 2, and to IETF Token Status List specification section 1.

Target date for compliance: July 315t 2025.

Yes

In progress

Not started

3. Will your relying party ensure unequivocal identity matching when acting as relying party for
cross-border services when relying on wallet or on a notified elD scheme?

More information is available in eIDAS regulation article 11a (1) and in articles 2-5 in implementing regulation
2025/xx dealing with article 11a.

Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

Not applicable

4. Will your relying party have plans in place to register itself registration certificates, which it
can use to communicate to the wallet users the intended use of the requested data?
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More information about the requirement is available in article 8 and annex V in implementing regulation 2025/xx
dealing with article 5b. Technical details can be found from sections A.2.3.27 and A.2.3.44 in ARF 1.8.0 Annex 2,
and in ETSI TS 119 475 section 4.4.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

Accessibility

1. Will your relying party be planning to demonstrate compliance with EU directive 2019/8827?
Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

Not
applicable

Sustainability

1. Will your relying party be able to ensure scalability and long-term viability?
Target date for compliance: Dec 24™ 2026.

Yes

In progress

Not started

2. Will your relying party ensure minimisation of environmental impact?
Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

Governance

1. Will your relying party be prepared to register in a Member State, keeping registration
information up-to-date, and to follow the Member State’s registration policies?
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More information about the requirement can be found from elDAS regulation articles 5b (1) and 5b (6). You should
also refer to articles 4 and 6 in implementing regulation 2025/xx dealing with article 5b. Technical specification is
available in section A.2.3.27 in ARF 1.8.0 Annex 2, and in ETSI TS 119 475 section 4.4.

Target date for compliance: Dec 24" 2026.

Yes

In progress

Not started

2. Will your relying party be capable of providing information required by the registration, such
as name, registration number, contact details, and intended use?

More information about the requirement can be found from eIDAS regulation article 5b (2). You should also refer to
article 5 and annex | in implementing regulation 2025/xx dealing with article 5b. Technical details are available in
section A.2.3.27 in ARF 1.8.0 Annex 2 and in ETSI TS 119 475 section 4.4.

Target date for compliance: Dec 24™ 2026.

Yes
In progress
Not started
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CONCLUSIONS

The deliverable has established a structured framework for assessing the compliance of EUDI
wallet ecosystem members in different roles against the requirements originating from the
elDAS Regulation, its Implementing Acts, ARF, and various relevant standards. They establish
clear requirements for key ecosystem roles, and the ability to identify gaps in their compliance.
By defining guidelines for privacy and data protection, security, functionality and
interoperability, accessibility, sustainability, and governance, these guidelines help EUDI wallet
ecosystem members to deploy solutions with compliance against the various requirements.

This document is the first iteration of assessment guidelines for DC4EU consortium piloting
and may be further developed during the project lifecycle. Identified actions to further improve
the coverage of the guidelines are at least:

e Include more ecosystem roles to the study (e.g. governing authorities, schema
providers, authentic sources).

o Create templates and tools for ecosystem members to assess their compliance in a
continuous manner.

¢ Enhance the guidelines by including additional requirement criteria (e.g. NIS2).
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