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EXECUTIVE SUMMARY

This deliverable presents a comprehensive analysis of the onboarding processes for Person
Identification Data (PID) providers, as well as the issuance and verification of attestations
within the framework of the European Digital Identity Wallet (EUDI Wallet). The report outlines
the procedures for integrating PID providers and attestation providers into the Digital
Credentials for Europe (DC4EU) piloting program, ensuring compliance with the Architecture
Reference Framework (ARF) version 1.4.0 and elDAS regulations.

The key objectives of this deliverable are to define the processes for onboarding PID and
attestation providers, ensuring secure and verifiable data handling across Member States. It
addresses the lifecycle of PID and attestations, including registration, validity checks,
revocation, and interoperability standards. Specifically, the report provides guidelines on:

e The structure and requirements for PID issuance and validation during both the
onboarding and verification phases.

e The steps required for attestation providers to comply with ARF and elDAS standards
for the secure exchange of attributes.

e The piloting efforts within the DC4EU consortium, highlighting the involvement of
several Member States such as Austria, Finland, Greece, Spain, and Sweden.

The deliverable also identifies security and privacy considerations, focusing on trust
infrastructure, selective disclosure, and cryptographic standards for the secure issuance and
presentation of PIDs and attestations. The findings contribute to ongoing efforts to harmonize
the use of digital identity solutions across the European Union, supporting the broader goal of
creating a secure, interoperable, and user-centric digital identity ecosystem.

Finally, this document outlines future steps, including further standardization efforts and
updates based on evolving ARF guidelines and regulatory frameworks, to ensure the
scalability and sustainability of the onboarding processes for both PID and attestation providers
within the EUDI Wallet ecosystem.
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ABBREVIATIONS
ARF Architecture Reference Framework
EAA (Non-Qualified) Electronic attestation of attributes
EC European Union Commission
EUDI European Union Digital Identity
JSON JavaScript Object Notation
JWT JSON Web Token
mdoc mdoc - document or application that resides on a mobile device as defined in

ISO/IEC 18013-5 [ISO/IEC 18013-5]

MSO Mobile Security Object [ENISA Digital Identity Standards]

OID4VCI OpenlD for Verifiable Credential Issuance

OID4VP OpenlD for Verifiable Credential Presentation

PID Person Identification Data

PKI Public Key Infrastructure

Pub-EAA Electronic attestation of attributes issued by or on behalf of a public sector body

responsible for an authentic source
QEAA Qualified electronic attestation of attributes
SD-JWT Selective Disclosure for JWTs

VCDM Verifiable Credential Data Model
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1. INTRODUCTION

The purpose of Deliverable 4.2 is to describe the design of the onboarding process for PID
(Person Identification Data) providers, and issuance and verification of attestations (including
Qualified, Non-Qualified, and Public Electronic Attestations of Attributes, and PID). The
deliverable was developed in phases tied to individual milestones of the DC4EU project
(Milestones 15-18). The final deliverable addresses following topics related to the onboarding,
issuance, validation, and revocation of PID providers, PIDs, and attestations in general:

e General information about the PID information guidelines, including PID data model
and PID providers taking part in the DC4EU piloting.

e Information about attestation guidelines, including encoding formats, configurations,
trust infrastructure, and issuing requirements.

e Information about the PID provider onboarding process, including information about the
PID Provider trusted lists.

e Issuance and verification design, including details about Member-State-specific PID
enrolment process, issuance and presentation of PID and attestation attributes,
verification of PID and attestation data, and about PID and attestation revocation.

Concerning PID information, Deliverable 4.2 provides comprehensive process and technical
guidelines for PID issuance and presentation. As such, the purpose is to align and harmonise
(to the extent possible) the use of PID information across Member States taking part in the
DC4EU consortium piloting.

In addition to the onboarding process for PID (Person ldentification Data) providers, this
deliverable also details the onboarding process for the issuance and verification of Electronic
Attestations of Attributes (EAAS), including both Qualified Electronic Attestations of Attributes
(QEAAS) and Public Electronic Attestations of Attributes (PuB-EAAS). The attestation process,
described in the Onboarding Process for Attestation Providers section, allows users to securely
present verified claims (attributes) such as identity or qualification information. The guidelines
for attestation issuance and verification adhere to the Architecture Reference Framework
(ARF) version 1.4.0 [ARF 1.4.0], ensuring compliance with security and privacy standards
within the European Digital Identity Wallet (EUDI Wallet) ecosystem.

The document is structured into two main sections: the first one focusing on Person
Identification Data (section 2) and the second one focusing on attestations (section 3):

e Section 2 provides guidelines and definitions about Person Identification Data (PID). It
starts by discussing PID as part of ARF 1.4.0 [ARF 1.4.0] and discusses the relevant
sections of ARF 1.4.0 that provide requirements for PID issuance, data model,
presentation, and verification. It then continues with the “PID Data Model” section that
describes the current version of the PID attribute schema defined in ARF version 1.4.0
and the encoding formats used when issuing PIDs in mdoc / MSO and SD-JWT
formats. “PID Provider Registration” provides an overview about the process to register
PID Providers and the related trust infrastructure. “PID Validity Evaluation” is divided
into subsections where the first one deals with PID validity evaluation when issuing a
PID to a wallet instance, and the second one with the scenario where a Relying Party
is validating the PID. The “PID Deletion” section provides details about considerations
related to PID deletion and revocation, whereas “PID Providers in DC4EU piloting”
includes the list of Member State-specific PID providers taking part in DC4EU piloting.
It also includes information about the Member State-specific PID data models, i.e.
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which PID attributes can the Member States make available in the issued PID. The
“Other PID providers” section provides an overview of PID provider capabilities as part
of the European Commission (EC) Reference Wallet implementation and how that is
planned to be used in the DC4EU WP7 Interoperability Lab. “PID Provider
Standardisation” section provides an overview how the PID provider capabilities are
planned to be standardised by ETSI and CEN standardisation bodies. Finally, the “next
steps” section discusses how to further develop the PID-related sections in subsequent
versions of the D4.2 deliverable.

e Section 3 starts by describing the onboarding process for attestation providers,
including the details for the registration and authorisation process for attestation
providers. It then continues with the “Attestation Issuance Flow” section, which explains
the step-by-step process for attestation issuance, including user requests, identity
verification, and issuance of attestations in SD-JWT and ISO/IEC 18013-5-compliant
mdoc / MSO formats. “Verification of Attestations” section details the verification
process, including signature validation, revocation status checks, and attribute
verification. “Security and Privacy considerations” covers security and privacy
measures required for the issuance and verification of attestations, including the use
of selective disclosure and encryption standards. “Onboarding of Attestations in
DCA4EU piloting” summarises the work being done in DC4EU WP5, WP6 and WP7 on
issuance and verifications of attestations, and finally, “Next steps for attestations”
outlines the future development of the onboarding process for attestation providers,
including updates based on future ARF versions and standardisation efforts.
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2. PERSON IDENTIFICATION DATA

The elDAS regulation [eIDAS] defines Person Identification Data (PID) as “a set of data that is
issued in accordance with Union or national law and that enables the establishment of the
identity of a natural or legal person, or of a natural person representing another natural person
or a legal person”. As such, the PID is used to establish the strong registry-based identity for
the individual natural or legal person. Use cases piloted by the DC4EU consortium focus
heavily on natural persons (education, professional qualifications, social security). As such,
the DC4EU piloting will be focusing on PIDs for natural persons.

2.1 PID AS PART OF THE ARF

The role of PID information as part of eIDAS regulation is covered by “D4.1 Issuance and
verification legal analysis”. The Architecture Reference Framework (ARF) developed by the
EU Commission (EC) and the elDAS Expert Group of Member States is the main source of
technical requirements for the PID handling conducted as part of the DC4EU consortium
piloting. The currently published version of the ARF is 1.4.0, which is available in EC's ARF
GitHub repository [ARF 1.4.0].

The following sections of ARF 1.4.0 are relevant for PID handling:

e “ARF 1.4.0 Annex 1 — Definitions” provides basic definitions of ARF- and PID-related
terminology including the terms Person Identification Data (PID) and Person
Identification Data (PID) Provider.

e “ARF 1.4.0 Annex 3.1 — PID Rulebook” describes the PID data model in detail.

e “ARF 1.4.0 section 3.3” elaborates the role of PID providers as part of the overall EUDI
Wallet ecosystem.

Other relevant chapters to consider, and content relevant to PID can be found in ARF 1.4.0
section 2.1:

Details on PID issuance requirements, the PID attribute schema, and the Trust Infrastructure
are further elaborated in the respective chapters - specifically Chapter 3 - Ecosystem, Chapter
5 - Attestations and Chapter 6 - Trust Model, Annex 2 (High level requirements in [Topic 2],
[Topic 10] and [Topic 23], and Annex 3.1 - PID Rulebook.).

Also sections 4.4.3 and 4.4.4 on Wallet instance and PID lifecycles can be considered relevant.

Further high level requirements regarding the PID, PID providers and PID issuance are
described in various sections of “ARF 1.4.0 Annex 2 — High Level Requirements”. The main
sections of interest are:

e A.2.3.10 Topic 10 - Issuing a PID or Attestation to the EUDI Wallet

e A.2.3.31 Topic 31 - PID Provider, Wallet Provider, Attestation Provider and Access
Certificate Authority notification and publication

e A.2.3.35 Topic 35 - PID Issuance service blueprint.

Notable changes in ARF 1.4.0 compared to previous versions are:

e According to section 4.2.1 "Interfaces and protocols” PID issuance happens according
to the OpenlID for Verifiable Credential Issuance specification [OID4VCI]. A proprietary
interface for PID issuance is no longer possible.
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e Addition of Annex 2 — High Level Requirements.
o Requirement ISSU_02 states that SD-JWT-VC (and ISO/IEC 18013-5) are the
formats that must be supported.
o Requirement ISSU_O05 introduces the activation of a PID before it can be used
(presented).

2.2 PID DATA MODEL

The PID data model is defined in “ARF 1.4.0 Annex 3.1 — PID Rulebook”. DC4EU has provided
feedback on ARF 1.4.0 and the feedback gathering is coordinated together with DC4EU WP3.
Feedback and its formalities are considered in WP3 deliverable D3.2 which ensures a
harmonised approach for ARF commenting throughout the project delivery. The main
contributions to ARF 1.4.0 commenting were:

e The need for clear transcription rules (capitalisation, character encoding, multivalue
semantics, and language use) for given and family names attributes and the
recommended reintroduction of naming attributes that incorporate the language of the
issuing country. More information can be found inhttps://github.com/eu-digital-identity-
wallet/eudi-doc-architecture-and-reference-framework/issues/220.

e Feedback on date of birth-related attributes. More information can be found in
https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-and-reference-
framework/issues/221.

Notable changes to the PID data model (ARF section 2.3) have been made compared to
previous versions of the PID Rulebook:

e The PID namespace and national namespace have changed from
eu.europa.ec.eudiw.pid.1 to eu.europa.ec.eudi.pid.1 and from
eu.europa.ec.eudiw.pid.<ISO 3166-2 region code>.1 to eu.europa.ec.eudi.pid.<ISO
3166-2 region code>.1.

e The PID data model no longer includes unique_id attribute or other identifier attributes.
Discussions regarding this are underway within the eIDAS Expert Group.

e The data model no longer includes the portrait attribute.

e Presence (mandatory M, optional O) of some PID attributes has changed in ARF
subsection 2.3.7. Some attributes have been classified as conditionally optional (O*).

e Conditionally optional attributes are used for purposes of facilitating identity matching
(at least 4 of them need to be included by PID providers).

e Attributes are no longer categorised as attributes and metadata. All attributes are now
considered attributes.

2.3 PID PROVIDER REGISTRATION

Based on Article 5a section 18 (c) of the revised elDAS regulation [eIDAS regulation], the
Member States are responsible for notifying the European Commission about the providers of
Person Identification Data in their Member States. EC is then responsible for publishing the
information about the Member State-notified PID Providers in a Trusted List that is used as the
trust registry for PID Providers.
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Details of the PID Provider trusted list are provided in ARF 1.4.0 topic 31 that deals with “PID
Provider, Wallet Provider, Attestation Provider and Access Certificate Authority notification and
publication”.

DC4EU will not create a separate trust registry for PID Providers used in DC4EU piloting, but
instead Relying Parties and Attestation providers need to separately trust each PID Provider
that is used in the pilots. These may include the Member State-specific PID Providers listed in
section 2.6 or the Wallet Reference Implementation-specific PID Providers described in section
2.7.

2.4 PID VALIDITY EVALUATION

Many things affect validity of a PID in a presentation and issuance scenario. The lists below
illustrate the complexity of the PID validity evaluation in two main scenarios: when issuing a
PID to a wallet instance or when presenting PID information to Relying Parties.

2.4.1 PID VALIDITY EVALUATION DURING PID ISSUANCE
PROCESS

PID validity evaluation to be conducted by the Wallet Instances as part of PID issuance
process is covered in ARF 1.4.0 Annex 2 topics 10 and 23 (“Issuing a PID or Attestation to
the EUDI Wallet” and “PID issuance and Attestation issuance”). Some examples of the
requirements for wallet instances include:

e Wallet instance shall verify that the issued PID matches the PID issuance request.

e Validation of the signature or seal of the PID using a trust anchor provided in a PID
Provider Trusted List.

e A Wallet Instance SHALL request the User's approval before storing a PID or
attestation obtained from a PID Provider or Attestation Provider.

2.4.2 PID VALIDITY EVALUATION IN PRESENTATION
SCENARIO BY RELYING PARTY

A relying party has to do a long list of checks before they can trust the contents of the presented
PID. More details can be found in ARF section 6.6.3.

Affects PID validity:

e temporal validity expressed with issuance date and expiry_date timestamps and/or
other timestamps such as signed and validUntil in MSO and iat and exp in SD-JWT
e cryptographic validity of the user and device binding signature

PID Provider's seal and status affect PID validity:

e cryptographic validity of the PID Provider's seal on the PID
e PID Provider key trust chain and revocation status of each trust chain component
e PID Provider's status on the PID Provider Trusted List
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Revocation status of the PID has an effect on validity:

e revocation status of the PID expressed within a status list and/or a revocation list
e cryptographic validity of the status list and/or the revocation list

Wallet Instance Attestation (WIA) and Wallet Provider's seal and status affect PID validity:

e temporal validity of the WIA

e revocation and suspension status of the WIA expressed within a status list and/or a
revocation list

e cryptographic validity of the Wallet Provider's seal on the WIA

e Wallet Provider key trust chain and revocation status of each trust chain component

e Wallet Provider's status on the Wallet Provider Trusted List

Other attestations in a combined presentation affect the validity of the whole presentation:

e According to section 6.6.3.9 of the ARF the Relying Party has to verify that all
attestations in a combined presentation belong to the same user.

2.5 PID DELETION

PID deletion by the PID provider is covered by ARF 1.4.0 section 6.6.6 “PID or attestation
deletion”. The section provides an overview of actions that need to be taken in case the user
decides to remove his/her PID from the wallet instance.

2.6 PID PROVIDERS IN DC4EU PILOTING

DC4EU WP4 conducted a survey to DC4EU consortium WP4 members to identify the partners
who could act as PID providers for individual Member States and to identify the PID attributes
that can be made available by the Member States. This will be used as the basis to identify the
PID profiles used in different Member States. The questionnaire was answered by following
Member States and DC4EU partners:

Finland — Finnish Digital and Population Data Services Agency (DVV)
Greece — National Infrastructures for Research and Technology (GRNET)
Spain — Royal Spanish Mint (FNMT)

Sweden — Agency for Digital Government (DIGG)

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page 13 of 57

© 2023-2025 DC4AEU



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | D4.2: Onboarding Process [E DC!‘.EU

Analysis (V 0.9)

The following table provides an overview of the current maturity level of the different PID
providers:

Finland (DVV) Able to issue PID in SD-JWT and mdoc / MSO
formats. Proprietary interface in use. OID4VCI under
development for generic (Q)EAA issuance (no
decision whether OID4VCI will be used for PID
issuance). PID attributes are issued based on national
population register demo environment.

Additional details about DVV PID Provider is available
in Annex 1.

Greece (GRNET) An existing OAuth 2.0 authentication service, that
after successful login returns basic PID info (indicated
as mandatory). More PID info (indicated as optional)
can be obtained by successive web service calls to
different endpoints. PID provider is not controlled by
GRNET but by another Public Entity. The solution is
already in production use. Implementation is based on
a proprietary interface, with support for OAuth 2.0 and
OIDC as well. PID attributes are issued based on
national tax register and population register.

Spain (FNMT) Work in progress (issuer is part of the National Wallet
Pilot Project), ability to issue PID in W3C VCDM
format. OID4VCI support will be included. PID
attributes are issued based on national population
register.

Additional details about FNMT PID Provider can be
found in Annex 2.

Sweden (DIGG) No existing implementation in place. It will be
implemented when necessary specifications are in
place. There might be two versions implemented, first
with mdoc / MSO and finally with both standards. The
procedures for handling PID attributes in Sweden in
order to reach LoA High are well established, but
issuing PID attributes to the wallet are completely new
and will need introduction of new elD-means in order
to reach LoA high for the whole population. Sweden
has an elD-mean for public servants that can be used
in the LSPs. PID attributes will be issued based on
national population register.

Additional details about Digg PID Provider can be
found in Annex 3.

TABLE 1: MATURITY LEVEL OF THE DIFFERENT PID PROVIDERS:

Based on the questionnaire, WP4 has compiled a table outlining the ability of the mentioned
Member States to include PID attributes listed in “PID Data Model” section to the issued PIDs.
The table is limited to the user-related PID attributes that are usually read from the Member
State’s citizen register (or similar). The table does not cover the metadata attributes that are
according to ARF 1.4.0 also part of the PID data set (such as issuance_date, expiry_date and
S0 on).
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PID attribute Data Element Identifier Finland (DVV) Greece Spain (FNMT) | Sweden
(GRNET) (Digg)
Current Family family_name X X X X
name
Current First given_name X X X X
Names
Date of Birth birth_date X X X X
age_over_18 X X
age_over_NN x (15, 20)
age_in_years
age_birth_year X
Unique identifier unique_id X X X
Family Name at family_name_birth
Birth
First Names at given_name_birth
Birth
Place of Birth birth_place
birth_country
birth_state
birth_city
Current Address resident_address
resident_country
resident_state
resident_city
resident_postal_code
resident_street
resident_house_number
Gender gender X X X
Nationality / nationality X X
Citizenship

TABLE 2: USER-RELATED PID ATTRIBUTES FROM THE MEMBER STATE’S CITIZEN REGISTER (OR SIMILAR).
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Sweden will include “age_over_NN” PID attributes as fixed ages only if mandatory. Sweden
has suggested a dynamic handling of age-over attestations and wants to use that instead.

As part of the questionnaire, also Member State-specific PID attributes are planned to be
issued as defined in PID rulebook section 2.2.2. Following table outlines the Member State-
specific attributes that are planned to be issued by each Member State PID Provider:

Provider

PID Member State-specific PID attribute

Description

Finland (DVV)

family_name_national_characters

Family name of the PID holder in
national characters. The value may
use the full UTF-8 character set
(mandatory, tstr). Not in national
namespace.

given_name_national_characters

Given name of the PID holder in
national characters. The value may
use the full UTF-8 character set
(mandatory, tstr). Not in national
namespace.

personal_identity_code

Personal identity code. PID National
namespace (mandatory, tstr).

Greece (GRNET)

afm The Tax ID of the person (9
numbers in char format) (mandatory,
12 characters).
username The username of the

user (mandatory, 256 characters).

fathers_name

String containing person’s father
name (mandatory, 20 characters).

mothers_name

String containing person’s mother
name (mandatory, 20 characters).

personal_identity_card_id

Personal identity code. PID National
namespace (optional, 20
characters).

Spain (FNMT)

unique_id A unique and persistent identifier for
the PID holder (identification number]
of the national identity card).
family_name String containing person’s family
name.
given_name String containing person’s given

names.
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birth_date RFC 3339 full-date string.

age_over_18 Age attestation determining if the
PID holder is over age 18.

Sweden (Digg)

Personal_identity _number A persistent identifier given to
citizens.

TABLE 3: MEMBER STATE-SPECIFIC ATTRIBUTES THAT ARE PLANNED TO BE ISSUED BY EACH MEMBER STATE PID
PROVIDER

2.7 OTHER PID PROVIDERS

In addition to the Member State-specific PID providers, wallets and Relying Parties in DC4EU
piloting can take advantage of the PID provider capabilities of the European Commission's
Wallet Reference Implementation (https://github.com/eu-digital-identity-
wallet/.github/blob/main/profile/reference-implementation.md). @~ The  Wallet Reference
Implementation offers two OpenlD4VCl-based implementations that can be used to simulate
PID issuance for any Member State:

e Python-based implementation https://github.com/eu-digital-identity-wallet/eudi-srv-
web-issuing-eudiw-py. Available for DC4EU pilots testing in https://issuer.eudiw.dev/.

e Kotlin-based implementation https://github.com/eu-digital-identity-wallet/eudi-srv-pid-
issuer. Available for DC4EU pilots testing in https://issuer-backend.eudiw.dev/.

In both cases the PID is available in SD-JWT and mdoc / MSO formats. More information about
the supported formats can be found from the OpenlD4VCI well-known-endpoints of the PID
providers:

e https://issuer.eudiw.dev/.well-known/openid-credential-issuer
e https://issuer-backend.eudiw.dev/.well-known/openid-credential-issuer

DC4EU is currently studying the possibility to make the Wallet Reference Implementation PID
Providers available as part of the DC4EU WP7 Interoperability Lab.

2.8 PID PROVIDER STANDARDISATION

CEN has conducted a gap analysis on the needs for EUDI wallet standardisation through
“European Digital Identity Wallets standards Gap analysis — CEN / TR 17982:2023”. Currently
ETSI and CEN are in the process of specifying the guidelines for the onboarding of user
personal identification data within European Digital Identity Wallets. These guidelines and the
adopted standards were further elaborated in the CEN/ETSI EUDI wallet standardisation
workshop that was held 10-12 September 2024.
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2.9 NEXT STEPS FOR PID

Development of this document will continue in subsequent versions. The following list provides
an outline of the next actions that T4.3 will work on:

Incorporating additional details of the Member State PID providers. These may include
also e.g. the German PID provider through the recent introduction of the German
Architecture proposal for the German elDAS implementation [German elDAS
implementation].

PID definitions are continuously worked on in the ARF development process. Current
version of D4.2 is based on ARF version 1.4.0. This means that changes are needed
to the document when new ARF versions and Implementing Acts become publicly
available.

Update the document based on the Implementing Acts that have been published for
public consultation: https://ec.europa.eu/info/law/better-regulation/have-your-
sayl/initiatives en?text=European%20Digital%?20ldentity%20Wallets.

Update of the document based on ETSI/CEN standardisation strategy gone through in
ETSI/CEN wallet standardisation workshop Sep 10-12 2024.

Possibility for PID Providers to issue pre-provisioned (not yet valid) PIDs as defined in
section 4.4.4 of ARF 1.4.0.

Additional details will be included about the possibility of using Proof-of-Representation
(PoR) credentials for individuals to be able to use wallets on behalf of other natural
persons or on behalf of legal persons.
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3. ATTESTATIONS

3.1 ATTESTATION ISSUANCE AND VERIFICATION OF
ATTESTATIONS

This section outlines the onboarding process for the issuance and verification of Electronic
Attestations of Attributes (EAAS), including Qualified Electronic Attestations of Attributes
((Q)EAAS), non-Qualified EAAs, and Public Electronic Attestations of Attributes (PuB-EAAS),
within the European Digital Identity Wallet (EUDI Wallet) ecosystem. These attestations allow
users to present verified claims (attributes) regarding their identity or other characteristics, in
compliance with the Architecture Reference Framework (ARF) and relevant standards such as
ISO/IEC 18013-5 and the Selective Disclosure for JWTs (SD-JWT) (non-qualified EAAS can
be issued also using other data models and data formats). The attestation process provides a
method for secure and verifiable attribute exchange between users, attestation providers
(including PID Providers, QEAA Providers, and PuB-EAA Providers), and relying parties within
the EUDI Wallet ecosystem.

3.1.1 ONBOARDING PROCESS FOR ATTESTATION PROVIDERS
REGISTRATION AND AUTHORISATION

Attestation providers, including those issuing PuB-EAAs and QEAASs, are required to complete
an onboarding process to ensure compliance with the eIDAS regulation. For non-qualified EAA
providers, the details of the onboarding process are dependent on the governance models of
these specific non-qualified EAAs (i.e. they may have a requirement for provider onboarding
or they may not). PuB-EAA and QEAA Providers must demonstrate their capability to issue
attestations in accordance with the technical and operational guidelines outlined in the ARF.
Non-qualified EAA Providers do not have such obligation and the requirements related to their
capabilities to issue attestations are dependent on their governance model.

The process for QEAA and PuB-EAA providers includes:

e Registration with the relevant national authorities to include the QEAA Provider / PuB-
EAA Provider to the national trusted list, where applicable.

e Compliance with standards for issuance, including the use of ISO/IEC 18013-5 (CBOR
encoding) or SD-JWT (JSON encoding) formats for attestations as stated in “ARF 1.4.0
Annex 3.1 — PID Rulebook”.

The process for Non-Qualified EAA providers could include e.g. following steps:

e Registration with the relevant governing authority to include the non-qualified EAA
provider to the relevant trust registry, where applicable.

e Compliance with standards for issuance, which may include e.g. ISO/IEC 18013-5
(CBOR encoding), SD-JWT VC (JSON encoding), W3C VCDM, or any other formats
for attestations.

3.1.1.2 TRUST INFRASTRUCTURE
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Attestation providers are integrated into the EUDI Walllet trust infrastructure. While any provider
can technically issue an attestation, relying parties must decide whether to accept it based on
the provider’s presence in the relevant Trusted List or other criteria. As outlined in ARF Section
6.3.2.3, these lists contain trust anchors for PID Providers, QEAA Providers, and PuB-EAA
Providers, enabling Relying Parties to verify the authenticity of the attestations. Non-qualified
EAA Providers may also be included in a trusted list, though this is not mandatory. Providers
must publish their public keys for validation purposes, allowing Relying Parties to confirm the
validity and authenticity of issued attestations.

3.1.2 Attestation Issuance Flow
The process of issuing an attestation consists of the following steps:

1. Request: Users may be notified of available attestations through emails, websites, or other
channels, after which they can request the attestation via their EUDI Wallet or the provider's
platform, using methods like QR codes, NFC, or direct website interactions, with the EUDI
Wallet handling provider verification.

2. Verification: The attestation provider verifies the user's identity and conducts additional
checks, such as validating the wallet instance, wallet provider, and the user's right to access
the requested data, before confirming the attributes from trusted sources (e.g., government
databases or registries) prior to issuance.

3. Issuance: Upon successful verification, the provider issues the attestation, which is signed
and encoded in the appropriate format (ISO/IEC 18013-5 or SD-JWT). The attestation is then
stored in the user's EUDI Wallet.

3.1.3 VERIFICATION OF ATTESTATIONS

3.1.3.1 VERIFICATION PROCESS

When a relying party receives an attestation from a user, the following steps are involved in
the verification:

e Signature Validation: The Relying Party verifies the digital signature of the attestation
using the public key of the provider, which can be retrieved from a trusted list. This
process ensures that the attestation was issued by a valid provider. This is covered in
ARF Section 6.6.2.1, where the trust relationship between the Wallet Instance and the
Attestation Provider is established during issuance.

e Revocation Status Check: The Relying Party checks the attestation against the
Attestation Revocation List or the Attestation Status List, as explained in ARF Section
6.6.3.6. The attestation includes a URL that indicates where the revocation or status
list can be obtained. The Relying Party then uses this information to confirm the validity
of the attestation.

e Attribute Verification: The Relying Party verifies that the disclosed attributes in the
attestation meet the requirements for the service being accessed. This involves
checking the validity and integrity of the attributes as per the standards outlined in the
ARF.

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page 20 of 57

© 2023-2025 DC4AEU



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | D4.2: Onboarding Process [E DC!‘.EU

Analysis (V 0.9)
3.1.3.2 HANDLING OF EXPIRED OR REVOKED ATTESTATIONS

If an attestation is expired or revoked, the relying party should not accept it, and the user must
request a new attestation. Relying parties are responsible for ensuring that the attestations
they accept are valid at the time of verification.

3.2 SECURITY AND PRIVACY CONSIDERATIONS

The issuance and verification of attestations within the EUDI Wallet ecosystem follow strict
privacy and security principles, ensuring that only the minimum necessary attributes are
disclosed to relying parties. This is achieved through selective disclosure techniques, primarily
supported by SD-JWT. The ARF specifies that attestations must support at least one of the
recognized formats, including ISO/IEC 18013-5 or SD-JWT.

Although OpenlID4VCI and OpenID4VP are key standards for secure credential issuance and
presentation, they are not restricted to specific formats like SD-JWT or ISO mDL (ISO/IEC
18013-5). These protocols support a wide range of credential formats, including, but not limited
to, these mentioned formats, with the W3C Verifiable Credentials Data Model (W3C VC DM)
being frequently used in the piloting of the EUDI Wallet. As the ecosystem evolves, more
formats and specifications are likely to be added to this list.

Additionally, all interactions between the wallet and relying parties must be encrypted and
secure, as defined in the ARF, ensuring the integrity and confidentiality of data throughout the
credential exchange process.

3.3 ONBOARDING OF SOCIAL SECURITY ATTESTATIONS IN
DC4EU PILOTING

GENERAL DESCRIPTION

The onboarding process for attestations involves issuing social security credentials through e-
government platforms within the DC4EU test environment. This issuance process is closely
aligned with national e-government practices, which can vary significantly between countries.
The goal of the DC4EU pilot is to implement a standardized approach for issuing attestations
in social security coordination that can be adopted by any competent institution across different
countries. This approach aims to enable the issuance of verifiable credentials (VCs) that are
secure, privacy-respecting, and machine-verifiable. The process is conducted by competent
institutions (public bodies) or entities acting on their behalf, ensuring mandatory cross-border
and cross-sectoral acceptance.

The use case begins with a request from a competent institution to an issuer system for the
issuance of a digital credential. This request serves as the triggering event for the issuing
process. The process covers several stages, including notifying the citizen to download
specific items.

Here are some potential testing and piloting issues for the WP6 DC4EU workstream:

1. Interoperability: Ensuring that the e-government platforms and verifiable credentials
(VCs) work seamlessly across different national systems and standards.
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2. Data Privacy and Security: Maintaining high standards of data protection and privacy
while ensuring the security of the credentials issued.

3. User Experience: Ensuring that the onboarding process is user-friendly.

Technical Integration: Integrating the EUDIW and PID systems with national e-
government infrastructures to provide services for citizens without causing disruptions.

5. Compliance with Regulations: Ensuring that the implementation complies with the
legal framework of social security coordination.

6. Scalability: Testing the system’s ability to handle a large number of users and
transactions without performance degradation.

7. Cross-Border Acceptance: Ensuring that credentials issued in one country are
recognized and accepted in another, which involves legal and technical challenges.

8. Stakeholder Coordination: Coordinating between various public bodies and entities
involved in the issuance and verification process.

9. Feedback and Iteration: Collecting feedback from pilot users and making necessary
adjustments to improve the system before full-scale deployment.

3.3.2 PREREQUISITES RELATED TO THE USE CASE

The following requirements must be met so that the issuing process can be carried out
smoothly:

= ¢eIDAS Levels of Assurance (LoA): To ensure high assurance authentication for
accessing the VC using a download service, the eIDAS LoA high must be used. For the
piloting test identities or pseudonyms will be used in the execution phase.

= Download Service Accessibility: A Download Service combining a Pickup System,
Issuer System, and Notification System into a user-friendly workflow, should be
accessible from the citizen’s device. For the piloting, testing environments for all
components will be integrated.

= Internet Connection: An internet connection on the citizen’s device is necessary to
execute the workflow for downloading the credential.

= EUDIW Installation and Functionality: The EUDIW must be installed and fully
functional, with the PID (Personal Identification) onboarded onto the citizen’s device as
an electronic identification means. During the piloting phase, reference implementations
of the EUDI wallet, reflecting various stages of implementation, will be utilized.

= Business Decision: The business decision about the issuance of a credential has been
made by the authentic source, which are the competent institutions of social security
coordination.

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union Programme under Grant Agreement
P no. 101102611 Page 22 of 57

© 2023-2025 DC4AEU



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | D4.2: Onboarding Process

Analysis (V 0.9)

% DC4EU

3.3.3 ROLES, ACTIVITIES AND TASKS

P Co-funded by
LN the European Union

National Demand for Digital Credential

The competent institution (authentic source) creates a demand for issuance of a digital
credential and sends it towards the issuing system.

Cl
Receive Demand
Y The Issuer System, managed by or on behalf of the authentic source, initiates the
process of issuing a digital credential upon receiving a request from a competent
Issuer Tttt
institution.
System

The request is processed within the issuer system, during which relevant attributes are
securely stored.

Upon completion of this process, the issuing system activates a notification protocol
aimed at the citizen.

Cl

National Notification Protocol

The competent institution is responsible for initiating the notification service towards the
citizen.

This notification, generated within a national or institutional framework, serves to inform
the citizen of the successful issuance of their digital credential.

Citizen

Receive Notification

Upon successful preparation of the digital credential, the citizen is notified via a
notification framework.

This notification includes a reference to a Pickup service, which is part of a national or
institutional download service designed specifically for the secure download of digital
credentials.

Pickup Service Authentication

Upon using the reference, the citizen is directed to the Pickup service.

Citizen Here, the citizen is required to authenticate themselves.
Once authenticated, they can proceed with downloading digital credentials.
Provide Download Link
Y When the citizen accesses the Pick Ups service via a smartphone, they are presented
with a direct link for downloading, provided by the issuer system. Conversely, if the
Issuer | citizen is using a secondary device, a QR code is made available.
o ® @ | Download Credential
-
Using the download link or scanning the QR code from a secondary device, the pre-
Ci tizen_ installed EUDIW is started and by authentication with digital identity data (PID) the
download process is initiated.
Provide Credential
v The issuer system issues the digital credential to the citizen.
Issuer
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‘al

Citizen

Store Credential

Once downloaded, the digital credential is securely stored within the citizen’s EUDIW.

The user-friendly interface of the EUDIW allows the citizen to select and view the digital
credential, providing them with the ability to verify the information contained within it as

well as cryptographic validity.

This ensures, that the citizen has full control and visibility of their digital credentials.

TABLE 4: ISSUANCE OF VERIFIABLE CREDENTIALS — ROLES, ACTIVITIES AND TASKS (SEE WP6 DELIVERABLE 6.1)

Issuing of a Verifiable Credential

citizen

O

Competent . i,
et Download Service “a: Citizen
Institution 5 =
Ve
Create demand i
for issuance of
credential -
Recieve demand for issuance of credential

Process

demand for

credential

Create and

store credential
data
Trigger
mm e mmee ! notification to
citizen
Receive notification request
Initiate P
notification { \
service toward:s [N et L E /

Receive request for|credential provision

Process
request for
credential
provision

Provide
credential

Receive notification about preparation of credential

Use link to
download
service

Authenticate for
download
service

Authentication
successful?

Use link for
downloading
credential

Receive ¢redential

Store credential
on the EUDI
wallet
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3.4 ONBOARDING OF EDUCATIONAL AND PROFESSIONAL
QUALIFICATIONS ATTESTATIONS IN DC4EU PILOTING

GENERAL DESCRIPTION

The onboarding process for educational attestations involves issuing digital credentials, such
as education-related micro credentials and diplomas, for students through the DC4EU test
environment. The approach standardises credential issuance across educational institutions,
enabling the issuance of secure, verifiable educational credentials (EducationallDs) that
respect privacy, are machine-verifiable, and can be universally accepted across borders.
Competent educational institutions or authorised bodies initiate and manage this process,
which aligns with eIDAS and other EU digital identity regulations to ensure interoperability
and cross-border recognition.

The onboarding journey begins when a student or authorised institution initiates a request for
an educational credential. This request triggers a multi-step issuance process designed to
validate the student’s identity and eligibility, update institutional records, and enable access
to academic services.

Key testing and piloting challenges:
e Interoperability: Ensuring digital credentials function seamlessly across various
educational and governmental systems in different countries.
o Data Privacy and Security: Protecting personal data and credential integrity
throughout the issuance process while adhering to strict data protection regulations.
e User Experience: Simplifying the onboarding steps for students to ensure easy
access to educational services.
e Technical Integration: Integrating the EUDI wallet (EUDIW) with existing institutional
systems to minimise disruptions while enhancing service accessibility.
o Compliance with Regulations: Meeting the legal requirements for educational
credentials in line with EU standards, including social security and personal data
processing.
e Scalability: Designing a system that can efficiently handle high user volumes,
especially during peak enrolment periods.
o Cross-Border Acceptance: Ensuring credentials issued by one institution are
recognised and accepted across other EU institutions and member states.
o Stakeholder Coordination: Facilitating collaboration among various educational
bodies, institutions, and regulatory entities involved in credential issuance and
verification.
o Feedback and Iteration: Continuously refining the onboarding process based on user
feedback to improve efficiency and usability.
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3.4.2 PREREQUISITES RELATED TO THE USE CASE

To ensure a smooth onboarding process, the following requirements must be fulfilled:
elDAS Levels of Assurance (LoA): High assurance authentication levels should be used to
access and manage educational credentials. For piloting, either verified identities or
pseudonyms can be used.
Credential download service: A user-friendly download service combining secure systems
such as a pickup system, issuer system, and notification system, should be available on

students' devices.

Internet access: Required for students to initiate and complete the credential download

workflow.

EUDIW installation and functionality: The EUDI wallet must be installed and fully functional
on the student’s device, with their PID verified as part of the onboarding process.
Institutional decision-making: Educational institutions must have predetermined criteria for
credential issuance and authorisation to manage credential-related decisions effectively.

3.4.3 ROLES, ACTIVITIES, AND TASKS

‘Role Activity Task System
Student Admission Data Completes and submits personal | Online admission portal
Submission data form
Identity Verification Provides identity verification either | Identity verification system
online or in person with an official
document.
Enrolment Authenticates through elD, digital |elD verification system,
Authentication wallet PID, or in-person Digital wallet PID
verification. verification system, In-
person elD verification
system
Course Selection Selects courses from the available| Course catalogue and
catalogue. selection system
Fee Payment (if Completes fee payment, if Payment gateway
required) applicable, through the payment
gateway.
Credential Acceptance | Accepts EducationallD through Digital wallet, Online
QR code, either via email link, credential issuance portal,
online portal, or in-person On-site credential issuance
issuance. system
Access Institutional Accesses institution,Ads online Remote access portal
Services services after credential issuance.
Educational Data Validation Reviews and validates student Data validation system
Institution Official data received through admission
portal or from an authorised
institution.
Identity Verification Verifies student,Ads identity using | Identity verification system
either online or in-person methods.
Authorised Institution | Data Submission Submits verified student data on | Secure data transfer
Official behalf of the student when system
applicable.
Academic Secretary | Credential Issuance (In-| Initiates credential issuance on- | On-site credential
Person) site, generating a QR code for the |[issuance system, QR code
student to scan and accept. generation system
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Role Activity Task System
Payment System Fee Processing Processes fee payment securely | Payment gateway
Provider through the payment gateway if
required for enrolment.
Identity Verification | Online Identity Provides high-level identity Identity verification system
Service Provider Verification verification, either through online
elD or digital wallet.
Student Information | Record Update Updates the student's status and
System records after credential
issuance.
Email System Secure Link Delivery Sends a secure deep link to the

student,Ads email for online creden
QR Code Generation | Credential Acceptance | Generates a QR code for the

System Flow student to scan as part of
credential acceptance in their
digital wallet.

Remote Access Access to Services Grants the student access to the

Portal institution, access online resources

post-credential acceptance.

TABLE 5: ROLES, ACTIVITIES AND TASKS

NARRATIVE

The educational onboarding journey begins with a student applying to their chosen institution
through one of three pathways: completing an online form, authorised data submission, or
online data submission with elD verification. Once admitted, the student proceeds to
enrolment, authenticating their identity and selecting their courses. Upon completion of any
required payments, the enrolment is finalised.

The next step involves issuing the student’s EducationallD, the digital credential that grants
access to institutional services. Students can receive their EducationallD in person, via email,
or through an online service, ensuring flexibility. Once the credential is stored in their EUDIW,
the student’s records are updated, granting them full access to institutional resources, marking
the end of the onboarding process.

3.4.5 BPMN

1. Admission Phase
Student Data Student provides Student Online admission  [Student completes an online
Submission personal data portal form and submits data to the
institution.
Data Validation Validation of Educational Data validation Official validates the data
submitted data institution official [system received to ensure accuracy
and authenticity.
Authorised Data Institution submits  [Authorised Secure data transfer|Authorised institution sends
Submission data on behalf of institution official |system verified data securely to the
student educational institution.
Online Identity Verify identity online (Student, Identity verification |Student verifies identity either
Verification or in-person Educational system online using elD or in person
institution official

. The DC4EU project is Co-funded by
:* **’ Co-funded by the European Union’s Digital Europe
s the European Union Programme under Grant Agreement

no. 101102611 Page 27 of 57

© 2023-2025 DC4AEU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D4.2: Onboarding Process

Analysis (V 0.9)

% DC4EU

with official document
verification.

2. Enrolment Phase

courses

and selection
system

Authentication Student Student elD verification Student authenticates using
authentication system, Digital one of the provided methods
wallet PID (elD, digital wallet, or in-
verification system, |person verification).
In-person elD
verification system
Course Selection  [Select desired Student Course catalogue |Student browses and selects

courses through the system.

Payment
Processing

Fee payment (if
required)

Student, Payment
system provider

Payment gateway

Student completes payment if
applicable, processed by the
payment system provider.

3. Credential Issuance Phase

institutional online
services

portal

In-Person Issuance at Student, On-site credential  |Student visits the academic
Credential academic secretary |[Academic issuance system secretary, where a QR code
Issuance secretary is generated and scanned to
receive the credential.
Email-Based Issuance via secure |Student Email system, Student receives email with
Issuance deep link Online credential deep link, accesses portal,
issuance portal and scans QR code for
credential acceptance.
Online Service Issuance through Student Online credential Student logs into the portal,
Issuance online portal issuance portal, QR [authenticates, and scans QR
code generation code to accept credential in
system their digital wallet.
4. Student Status Update
Record Update Update student Student Student information system
status in information [information updates the record to reflect
system system credential issuance.
Access Grant Access to Student Remote access Student gains access to

educational institution’s
online services through their
EUDIW.

TABLE 6: DESCRIPTION OF ACTION BY PHASE AND ACTIVITY

Start of Process

Admission

Phase

Admission
Completed?

Online Data

Student
Provides

Enrolment
Phase

o Daw

Credential
Issuance Phase

Enrolment
Completed?

Credential
Issuance
Completed?

Online
Verification

Admission
Method Gateway

Process.

Authorized
Institution

Data via
Online
Form

Pl validation

Idenity
Verification Type

with High-

X

:*'*.’ Co-funded by
LN the European

Submits.
Data

—

The DC4EU project is Co-funded by
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level elD ‘

In-Person
Verification

En:Qsa\nn

Phase

Official
Reviews

3

i

Official
Document
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FIGURE 2: ADMISSION PHASE
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Authentication
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1. Start admission process _‘E
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2. Provide personal data

A&

3. Validate data

i 4. Request authentication
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FIGURE 5: SEQUENCE FLOW (APPLIED EXAMPLE)

.

»
>

Note that the payment related processes may not be required for all professional
associations nor for all their certifications.

3.5 NEXT STEPS FOR ATTESTATIONS

The onboarding process for attestation providers ensures compliance with the technical and
regulatory standards of the EUDI Wallet ecosystem. While any provider may technically
issue attestations, the acceptance of these attestations depends on the decision of the
relying party, based on factors such as the provider’s inclusion in the Trusted Issuer List. The
system is designed to maintain high levels of security and privacy, while enabling reliable
verification of user attributes by relying parties.
In the context of the European Digital Identity (EUDI) Wallet, identity matching refers to the
process of verifying and linking a user’s digital identity with various personal attributes and

The DC4EU project is Co-funded by
the European Union’s Digital Europe

Programme under Grant Agreement

RN Co-funded by
LN the European Union
no. 101102611

© 2023-2025 DC4AEU

Page 30 of 57



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | D4.2: Onboarding Process [E DC!‘.EU

Analysis (V 0.9)

credentials. For the social security use case in DC4EU this includes the EHIC and PDA1
credentials

The identity matching process between the PID and identity information coming from the
issuer with highest level of assurance is crucial. This ensures that the information stored in
the wallet is accurate and belongs to the correct individual, enhancing both security and user
trust. This is crucial for enabling seamless interactions with public and private services
abroad while maintaining control over personal data. How this can be achieved is still
unclear and will be covered by an implementing act.

. The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe
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ANNEX 1
Basic details of PID Provider
Partner Name Finnish Digital Agency
Partner Short Name DVV
Partner Contacts (Name and email) Anne Kari anne.kari@dvv.fi

Petra Lautamaki petra.lautamaki@dwvv.fi

Jyri Sillanpaa jyri.sillanpaa@dvv.fi

PID Provider for Country / Countries Finland
Is there an existing PID provider implementation Yes
available?
Maturity level (in few sentences) Able to issue PID in SD-JWT and mdoc/ MSO

formats. Available now.

Technologies, standards, and protocols used (in | Proprietary interface. OID4VCI support under development.
few sentences)

PID data model, including encoding and configuration

Source  Attributein mdoc Attribute in SD- = Mandatory Data Description | Implementation

JWT Type notes
PID provider birth_date birth_date yes full-date = RFC 3339 full- Inside
demo (based date string.  |"credentialSubject"”
on population object in SD-JWT
register) currently
PID provider |  family_name family_name yes tstr | String containin Inside
demo (based gperson’s "credentialSubject”
on population family name. | object in SD-JWT
register) currently
PID provider [family_name_natio family_name_natio yes tstr Family name of Inside
demo (based nal_characters nal_characters the PID holder "credentialSubject"
on population in national | object in SD-JWT
register) characters. The currently
value
may use the full
UTF-8
character set.
PID provider |  given_name given_name yes tstr | String containin Inside
demo (based gperson’s "credentialSubject”
on population given names. | object in SD-JWT
register) currently
PID provider | given_name_natio given_name_natio yes tstr Given name of Inside
demo (based nal_characters nal_characters the PID holder |"credentialSubject”
in national

. The DC4EU project is Co-funded by
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on population characters. The objectin SD-JWT
register) value currently
may use the full
UTF-8
character set.
PID provider unique_id sub yes tstr A unique and Inside
demo (based persistent  "credentialSubject”
on population identifier for the object in SD-JWT
register) PID currently
holder, assigne
d by the PID
provider.
Note:

requirement for
this attribute
was removed
from ARF in
version 1.2.0.
We are waiting
for updated
requirements
from
commission
(which has
been promised
after the EU
parliament vote

Q1/2024).
PID provider nationality nationality yes tstr|| tstr[] Alpha-2 country Inside
demo (based code as "credentialSubject”
on population specified in ISO object in SD-JWT
register) 3166- currently

1, representing t
he nationality of
the PID
holder. May be
a list of length 1

in SD-JWT.
PID provider gender gender yes uint PID holder’s Inside
demo (based gender, using a "credentialSubject”
on population value as object in SD-JWT
register) defined in currently
ISO/IEC 5218.
PID provider| age_over_15 age_over_15 yes bool Age Inside
demo (based attestation deter "credentialSubject”
on population mining if the | object in SD-JWT
register) PID holder is currently
over age 15.
PID provider| age_over_18 age_over_18 yes bool Age Inside
demo (based attestation deter"credentialSubject”
on population mining if the | object in SD-JWT
register) PID holder is currently
over age 18.
Co-funded by the Europeat Union's Digial Ecrope
* * i P der G A
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PID provider ~ age_over_20 age_over_20 yes bool Age Inside
demo (based attestation deter"credentialSubject”
on population mining if the | object in SD-JWT
register) PID holder is currently
over age 20.
PID provider  personal_identity | personal_identity yes tstr Personal Inside
demo (based code code identity code. "credentialSubject”
on population PID National n| object in SD-JWT
register) amespace currently. Not
namespaced in the
SD-JWT
Metadata
Attribute in mdoc Attribute in Data Datatypein Description = Implementation notes
SD-JWT typein SD-JWT
mdoc
docType vct tstr tstr Verifiable | Not currently implemented
credential type in SD-JWT
issuing_authority iss tstr https url Issuer of the | Currently "fi.dvv.digiid" in

credential. 'SD-JWT, subject to change

mso.validitylnfo.validUntil exp tdate number The date the
credential
expires.
mso.validitylnfo.validFrom iat tdate number The date the |Currently SD-JWT also has
credential is = "nbf" that has the same
issued. value as "iat".
mso.deviceKeylnfo.deviceKey cnf DeviceKey confirmation = Device key
claim object binding
information
mso.deviceKeylInfo.keylnfo["'-  status ASLInfo | status claim | Credential |Not currently implemented.
6986"] object status list SD-JWT implementation

object should be based on HAIP
definition which references
to token status list
specification. mdoc status
is based on ARF
revocation specs draft.
DVV is currently piloting
revocation based on IETF
token status list
specification for the SD-
JWT format.

Example PID

SD-JWT:

eyJANWMi01siTU1JIQjNqQONBWVAnQXdIQkFnSVVYZ1V2dHpRZ211MVBTcFk@Tk14UVRSUKRNTXN3Q2
dZSUtviWk16ajBFQXdJd1JURUXNQWEHQTFVRUJOTUNRV1VARXpBUkINT1ZCQWANQ2x0dmIXVXRVM1Jo
ZEdVeE1UQWZCZO5WQkFvTUdFbHVKR1Z5Ym1WME1GZHBaR2RWZEhNZ1VIUjVIRXgwWkRBZUZ3MH1Nek
ExXTVRZAO9EQTRORGRhRncweUSEQTFNVFV3TORBNESEZGFNRVV4Q3pBSkInT1ZCQVIUQWEGVk1STXdF
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UV1EV1FRSURBCcFRiMjFsTFZOMF1YUmxNU@GV3SHdZRFZRUUtEQmhKYm5SbGNtNWxkQOJIYYVdSbmFYUn
pIRkIwWZVNCTWRHUXdAXVEFUQmdjcWhrak9QuulCQmdncWhrak9QuU1CQndOQOFBUkZ20WIRMO5LdDgr
OTRPVUlaWjgvOWx0ejBHbTdrY3FTRFJUSDF3Y@lYbjEyb01za2IYWkgORVFzaVRXaTZoQnVFdWF1ck
h4M1hQVis20HNYdWJuL@tvMU13VVRBZEINT1ZIUTRFRmdRVU110DhjQWZCTXF1djUvTktZNWxveEQv
SVFQd3dId11EV1Iwak]CZ3dGbOFVSWU40GNBZKINCcXV2NS90S1k1bG94RC9IUVB3dOR3WURWUjBUQV
FILOIBVXdBdOVCL3pBS@InZ3Foa2pPUFFRREFNTKkhBREJFQW1BMmZqSONBQjd1TEZhKzRXNmOXcnBT
akdzUE45ZXh1d0cOSE9zZU1YS1EXQU1nYmMZZMG5zZUVnbXFZdnV6NmkzSTdvdD1YbWhnS@0o30UxyRW
NLREFNZ3BLUTOiXSwiYWXnIjoiRVMyNTYifQ.eyJuYmYiOjE20DUIMjY3NDIsImNyZWR1bnRpYWXTd
WIqZWNOIjp7I19zZCI6WyIyOF1DTkhaNFFJeWNUcVY2SG5DAEtBYKRVbGZoONVZVY1FVRFZWMkhZd1p
nIiwiYUpJbmFXcUZjalZzdF9fbVQxUm1LRUtZOUtTZ1R3RWFYWGUWSVFjSFcwZyIsIjV3alR1d1pKZ
01PVmpfckRIMUFGNERkb25YT@JI50DZzQ11jS1poUWIFTGMiLCIWVF8xam1CRmIONjgzNkU4ANXBqQVZ
UMW4zQ3BON3JYYUMINVVRMXBjcE1nIiwidWNHSOhuTWVCLTNRMEMXVKNWWDIOekFXxQ1RO0OGtmdGRaM
kxPU1htSz1pTSIsIjRveUlCSOtRVOVILVIsNOpoSOdSUnIqeS1tSUs2UGNXNORGV3h1cVQySeeilCI
yZkE2aUJlamtxblA3S2E1Ri1kXz1LWNVWQVIMcEw3dWIkaEVvQUhYZOxvIiwibmcyMW12NGXxiREFTS
EVmejhhcUkwV2RUbVB1ZTI4ZkF1dVR4RVhEeESFQSIsIjI10G1pMUZ6X25PUVhrajVZRTdpNkhYbW9
WSNNYSOhmaENNZEZBQnNNFMGsiLCIXeFRGQMo2RFFDM2JDUDIXNHBfTFdsSHAHZHViNzhuV1BmbTFZN
mZVVWswIiwiT1A1RWtNdUpHdTFmaktUWHE4TVh1cHV1UF9BUHFOdTBNbFFOUWOHN19YRSIsIndjdjJ
WWmY1Qk1aUGhOaWQON3koLVkyVy1rSOQ2TINZLU1ScDh2LWtYUUUiXX0sI19zZF9hbGci0iJzaGEtM
jU2IiwiaXNzIjoiZmkuZHZ2LmRpZ21pZCIsImNuZiI6eyJqd2siOnsia3R5IjoiRUMiLCIjcnYi01i]
QLTIINiIsIngiOiJYV2RXT1UyMkpwLTRRRVE2aFpTd1JOUHIXZWNiS1120U82cmINZUdjcW9ZIiwie
SI6IjZKNkZyd1VXTW1FN2hUNHBMYZz1fZ3V1UD1fT3dOUVB5UXJI1cXI1bX1XZ2sifX0sImV4AcCIEGMTY
5MzMwMjcOMnO.Br8Q3g fwm qCTdQBO8GItA IV19dwkAtRcjaKUPKtM-

EFVApNOWT JUMVM4@fevmS5px3j3-

yAuY01igKbCvmHONw~Wy JyQXZKSE12MEXRVXZVTng1MFJFfNXNRIiwiYmlydGhfZGFOZSIsIFESNTYtM
DEtMjMiXQ~WyJ2cWp4NWM3cjlad3IKM1IhQM2IKUVNNIiwiZ212ZW5FfbmFtZSIsI1IvYmVydCBTb21lu
aSJd~WyI2MF1qZXdtOUVONGIzOVNMQVN6CcGRRIiwiZ212ZW5FfbmFtZVOuYXRpb25hbF9jaGFyYWNOZ
XJzIiwiUm9iZXJIOIFNvaW5pIl0~WyJjZHNXUFI5MS1q0OD1CdC1aV1VCWEVBIiwizZmFtaWx5X25hbWU
iLCITYWxsaW51biJd~WyIOXOVFcOpIemIqZHNrRkxXbVY2dnlnIiwiZmFtaWx5X25hbWVFbmFeaWou
YWxfY2hhcmFjdGVycyIsI1NhbGxpbmVuI1lO~WyImULl1XYWZhV3MxV3FMa21GMzJobVpnIiwidW5pcX
V1X21kIiwiYzJjN2UyYWYtNjEzYi0ONzI3LWEWNDktMjESNMFiNDQzNDBiI1O~WyJTU2FrQOhPcVhT
Und2LUhiaHBnbWp3IiwibmF@aWouYWxpdHkilLCIGSSId~WyIRNTNpMDh6QzhoM@9rb201MmIQV2IRI
iwiZ2VuZGVyIiwxXQ~WyI2VmI40VhrZXdON3BZLW1rZz1iSDdRIiwicGVyc29uYWxfaWR1bnRpdH1f
Y29kZSIsIjIzMDEINi@50T1BI10~WyJhckZuTDFFMHR6ektOemdCVWFiaVF3IiwiYWd1X292ZXIFMT
UiLHRydWVd~WyJIYmNQYjU5S2I3RXFUCTREAOE2SEZNIiwiYWd1X292ZXIfMTgiLHRydWVd~WyJ2V]j
JkTOF5VNZUaHIOYUE4AXOYZzVjIBIiwiYWd1X292ZXIFMjAiLHRydWVd

Payload:

{
"nbf": 1685526742,
"credentialSubject": {

"osd": [
"28YCNHZ4QIycTqV6HnCtKAbDolfh5VocQUDVV2HYvVZg",
"aJInalWgFckVst__mT1RmKEKY9KSgTwEaXXe@IQcHWOg",
"5wjTuvZIgMOV]_rDI1AF4DdonXOBy86sBYcKZhQb_Lc",
"VT_1jiBFb46836E85pjAVnl1n3Cpt7rXaC55UQlpcpMg",
"ucGKHnMeB-3Q0C1VCVX24zAqBTN8kftdZ2LOSXmK9iM",
"40yIBKKQWEI-R17JhKGRRrjy-mIK6PcW7DFWxuqT2KM",
"2fA6iBujkgnP7Ka5F-d_9KZuVAYLpL7ubdhEoAHXgLo",
"ng21mv41bDASHEfz8aqIloWdTmPee28fAeuTXEXDXOEA",
"2e8milFz_nOQXkj5YE7i6HXmopJsXKHfhCMdFABSE@Ok",
"WxTFBj6DQC3bCP214p_ LW1HWGdub78nVPfmlY6fUUkKO",
"NP5EkMuJGulfjKTXq8MXepuuP_APgNu@glQNQoG6_rE",

. The DC4EU project is Co-funded by
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"wcv2VZ5BMZPhNid47y4-Y2W-KkKDENSY-IRp8v-kXQE"
]

¥
" sd_alg": "sha-256",
"iss": "fi.dvv.digiid",
"cnf": {
"jwk™: {
"kty": "EC",
"crv": "P-256",
"x": "XWdWNU22Jp-4QEQ6hZSWRNPriWecbJYv906riMeGcqoY",
"y": "6J6FrwUWNMmME7hT4pLc9_gueP9_OwNQPyQreqremyWgk"
}
}s
"exp": 1693302742
}
mdoc:

omdkb2NUeXBleBh1dS51dXJvcGEuZWMuZXVkaXcucGlkLjFsaXNzdWVyU21lnbmVkomppc3N1ZXIBdX
RohEOhASahGCFZAeIwggHeMIIBhaADAgECAhRA9S+3NCCI7U9K1g0jFBNFEOAYzAKBggghkjOPQQD
AjBFMQswCQYDVQQGEwIBVTETMBEGA1UECAWKU29tZS1TdGFOZTEhRMB8GALUECEWYSW50ZXJuZXQgV2
1kzZ210cyBQdHkg THRKMB4XDTIzMDUXNjA4MDgON10XDTIOMDUXNTA4MDgON1owRTELMAKGALIUEBhMC
QVUxXEzARBgNVBAgMC1NvbWUtU3RhdGUXITAfBgNVBAOMGE ludGVybmVOIFdpZGdpdHMgUHR5IEXQZD
BZMBMGBY(qGSM49AgEGCCqGSMA9AWEHAGIABEW/1tDc0©q32z73g5Qx1nz/2U3PQabuRypINGcfXBwhef
XagyyRtdkfgRCyINaLqEG4S5q6sFHZCcIX7ryxe5uf8qjUzBRMBOGA1UIDEQWBBQh7 zxwB8Eyq6/n80
pjmWjEP8hA/DAFBgNVHSMEGDAWEBQh7zXxwB8Eyq6/n80pimWjEP8hA/DAPBgNVHRMBAFSEBTADAQH/
MA0GCCqGSM49BAMCAQCAMEQCIDZ+MoIAHt4sVr7irghaulkMaw8317G7Abgc6x4xcpDUALIBt9jSex4
SCapi+7PgLcjui3leaGAonvOusRwoMCCCkpFkDCNgYWQMDpmdkb2NUeXB1dW9yZy5pc28uMTgwMTMu
NSAXLm1ETGd2ZXJzaW9uYzEuMGXx2YWxpZGleeUluZm+jZnNpZ251ZMBAGDIwMjMtMDUtMj 1UMDK6ND
Q6NTMUMDYOWM12YWXxpZEZyb23AdDIWMjMtMDULMTZUMDg6MDg6NDdaanZhbGlkViW50aWzAdDIwMjQt
MDUtMTVUMDg6MDg6ENDdabHZhbHV1IRG1NZXNOCc6I4GGV1LMV1cmOwYS51Yy51dWRpdy5walWQuMasAWC
BsEbgmnUWPrp+G/2kvRFfsDSp81Pzv8ze64mhK3TnYwwFYIP5bNfiyBygQfE69SFavAKpmF6JzjNYn
4UwsBx5N/5brAlggHtETCCIaXVgTtDKtxbdo6VnkTT4qxSvd2ufCLUyeQNIDWCBUUhfjnzPmgclfE7
2L sWjJ5ji5BESTHRMeqjG5bdutwwRYIHSwzMXaazWn7PWeESCEWL7X++6/Btt0ghmiPSu30vXTBVgg
EZf8U+qamw8e5736mZgf6K67EZB/6XzTKubV24qYLn8GWCDbwKXeo5gEb8EN6WUGBY cJYBFyHkxatK
iLZUS5d4FxPFwdYIE3kljGL9qsfeWpe5BS77mT7ZPW2DiqGrj7sfn/CnVLcCFgg9asPvYUgpt64mdmqg
crdtFEG1i1FOTRV2T5MCbM1mrKVkIWCCAeHpNY8TdVynNKgNw+M/U4z0sgMzADHAqqWB1lyBUc2wpYIO
ZKjv/81QmCseKzsPv1SvTwTtU5DIfIR90q1RIOVF+6eBt1dS51dXIvcGEuZWMuZXVkaXcucGlkLmZp
LjGhAFggkcxfvkt@83EFrMINFV2xNvfUIrVwL4SGSPNnz02I3KJIttZGV2aWN1S2V5SW5mb6FpZGV2al
N1S2V5pAECIAEhWCBAZ1Y1TbYmn7hARDQF1LBE@®+tZ5xs1i/07quIx4ZyqhiJlYIOieha8FFjJh04U+
KS3Pf4Lnj/fzsDUD8kK3qq3pslolb2RpZ2VzdEFsZ29yaXRobWdTSEEtMjU2WEBAVWSSqicr2k8ro+
6PgjV59vi53zYmDjPI5SW8f+8uQuLoFfoGIDuldvbuqYLxKNbONgO7MdRpkGQdvCfcaPmBram5hbwWvT
CcGFjZX0ieBh1ldS51dXJvcGEuZWMuzZXVkaXcucGlkLjGL2BhYbKRmcmFuZG9tWCAs+fkkNNRNOpGA+9
6MfTR6YT2nAETNn1xyftat6/da/WWhkaWdlc3RIRABSZWx1bWVudFZhbHV12QPsajESNTYtMDETMjNX
ZWx1bWVudE1lkZW50aWZpZXIqYmlydGhfZGFOZdgYWGukZnJhbmRvbVggFrQwO5//PpNy9xovs1GoTr
U5gQJAELledETACkTINZj1loZG1nZXNOSUQBbGVsZW11bnRWYWXx1ZWxSb231cnQgU29pbmlxZWx1bWVu
dE1kZW50aWzZpzZXJ1qZ212ZW5FfbmFtZdgYWICkZnJhbmRvbVggVxRmoH3X4XWUwMkLHGrz6uhL8T505h
xJ8E8bHG5eeN10ZG1nZXNOSUQCbGVSZW11bnRWYWXx1ZWxSb231cnQgU29pbmlxZWx1bWVudE1kZW50
aWZpZXJI4HmdpdmVuX25hbWVbmFOaWouYWxfY2hhcmFjdGVyc9gYWGikZnIhbmRvbVggudBvhao6iT
yfg/QCMrmk3SRYH8rQKiGfnAmG3fSBtZ50ZG1nZXNOSUQDbGVsZW11bnRWYWXx1ZWhTYWxsaW51bnF1
bGVtZW50SWR1bnRpZmllcmtmYW1lpbH1fbmFtZdgYWH2kZnJhbmRvbVggMbpO4mlk3szDhqqKWAS3XE
donSh1lgGdYbX1E2Vt1ZcpoZG1lnZXNOSUQEbGVSZW11bnRWYWX1ZWhTYWxsaW51bnF1bGVtZW50SWR1
bnRpZmllcngfZmFtaWx5X25hbWVFbmFOaWouYWxfY2hhcmFjdGVyc9gYWIOkZnJhbmRvbVggY@D94a
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1f/G/xBw3fvdV15j8YyZ/B78+LxKPnuladlcZoZG1nZXNOSUQFbGVsZW11bnRWYWx1ZXgkYzJjN2Uy
YWYtNjEzYi0ONzI3LWEWNDKtMJESNmFiNDQzNDBicWVsZW11bnRIZGVudGlmaWVyaXVuaXF1ZV9pZN
gYWGKkZnJhbmRvbVggGWHVDXKU/9cmwC6Gk7GtsS8I3YLoUUu6RpMFWDjjOy1oZG1nZXNOSUQGbGVs
ZW11bnRWYWXx1ZWIGSXF1bGVtZW50SWR1bnRpZmllcmtuYXRpb25hbGlOedgYWFukZnJhbmRvbVggTV
J1t1jmKKv4vnJUI6IxtOR3ybJAReTtkSN26TUWsKx0ZG1nZXNOSUQHbGVSZW11bnRWYWX1ZQFXZWx1
bWVUdE1kZW50aWZpZXImZ2VuZGVy2BhYYKRmcmFUZG9tWCCXU1c9ZH6905GCFa/D8S3wX9F7FTpgvb
NNUT7RtZPXnGhkalWd1c3RIRAhsZWx1bWVudFZhbHV19XF1bGVtZW50SWR1bnRpZmllcmthZz2V+b3z1
c18xNdgYWGCkZnIhbmRvbVggkYBZ3xZh+InLxc/ZbmLQilu25/L8E4FFzSkmgEak/LtoZG1nZXNOsSU
QIbGVSZW11bnRWYWX1ZFVXZWXx1bWVUdE1kZW50aWZpZXIrYWd1X292ZXIfMTjYGFhgpGZyYW5kb21Y
IBMCGbVOPU/Rkcq8aPLhtkAS+9V8dQv+ubngScW1VVI2aGRpZ2VzdE1ECmx1bGVtZW50VmMF sdWX1cW
VsZW11bnRJIZGVudGlmaWVya2FnZVOvdmVyXzIweBt1ldS51dXJIvcGEUuZWMuZXVkaXcucGlkLmZpLjGB
2BhYdgRmcmFuZG9tWCCUrCco5GleRHbYkvMNiHQh6/SNB1/73CV5xq50w9s7pGhkaWdlc3RIRABSZIW
x1bWVudFZhbHV1azIzMDEINi@50T1BcWVsZW11bnRIZGVudGlmaWVydnBlcnNvbmFsX21kZW50aXR5
X2NvZGU=

Diagnostic notation:
{
"docType": "eu.europa.ec.eudiw.pid.1l",
"issuerSigned": {
"issuerAuth": [
h'al0126"',

{

33 0:
h'308201de30820185a00302010202145df52fb7342089ed41429638348c504d144380cb300a06
082a8648ce3d0403023045310b30090603550406130241553113301106035504080c0a53616d65
2d53746174653121301f06035504020c18496€7465726e6574205769646769747320507479204C
7464301e170d32333035313630383038343752170d323430353135303830383437523045310b30
090603550406130241553113301106035504080c0a53616d652d53746174653121301f06035504
0a0c18496e7465726e6574205769646769747320507479204c74643059301306072a8648ce3d02
01060822a8648ce3d0301070342000445bfd6d0dcd2adf3ef7839431967cffd94dcf4labeed72a4
834671f5c1c2179+5da832¢c91b5d918110b224d68ba841b84b9abablf1d973d5fbaf2c5eebe7f
Ccaa3533051301d0603551d0e0416041421ef3c7007cl32abate7134a639968c43fc840fc301106
03551d2304183016801421ef3c7007c132abafe7f34a639968c43fc840fc300f0603551d130101
0405300301011 1300a06082a8648ce3d04030203470030440220367e3282001ede2c56bee2ae
a85aba528c6b0f37d7blbb01b81cebl1e317290d402206df6349ec784826a98beecfa8b723ba2df
579al180a27bf4bac470a0c0820a4a4 "’ ,

s

h'd81859030ca66764616354797065781865752e6575726170612e65632e657564
69772e7069642e3167766572736961T6€63312e306c76616c6964697479496e666Ta3667369676e
6564c07818323032332d30352d33315430363a35333a33332e3932315a6976616c696446726f6d
€07818323032332d30352d33315430363a35333a33332e3932315a6a76616c6964556e74696cC0O
74323032342d30352d31355430383a30383a34375a6c76616c756544696765737473a278186575
2e6575726170612e65632e65756469772e7069642e31ab005820c78adbebe8e4b250815a80e454
28ac7a006fd431be8c338a92eae847314e81890158203ad0e55051d140695195¢cf092e99cd66el
c2e31f4cc8cd6d7202fcO5f6bcc20702582015259ec9b88577171816e8c915542ff4c3dcf7cc2d
60be5fal55fb687354b4baB3582039589aa7d96df8at404672e076e1f58d499caecc8do2fe34be
ec7c41f83d214a04582017a1026b66ef2d34daed8d4f2ff19adabfo5c6dbb6alabedabfadd32a2d
€2d0830558208c5598c703d7ba57dd41e06528dfa04ce33b2369773247dc2d44dc8dd6b0584406
582042e949397ad4e0l1a7d1fedd8a988e4283elcad405756e49a5ac64cddc874e96cf07582041dc
31232891d4c57ba3096ee43184e145bed96e1e896b82766ea02b5ab653390858209e1831e9304a
49ab9f24bd4ec3974d5ce47c5814627115ed8fd7c8ca9b45743d09582046bec284cae7b2aallel
50c9dle3edd6802d1ee93e5b2192a0e6c6d786065cecPa58204037030afcb9c4dcb39a9edasd9ol
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c40cbb92f48a9edcb4acabbdcaact6bd6820781b65752e6575726170612e65632e65756469772e
7069642e66692e3121005820d7376019e2f2ac204671daab44415c33aa3672125alf4adf25bb7d
cb1c8d8a596d6465766963654b6579496e666Fal696465766963654b6579a4010220012158205d
6756354db62691b8404432a8594b044d3eb59e71b258bfd3baae231el19caa86225820e89e85af05
1632613b853e292dcf7182e78ff713b03503f242b7aaade9b25a0961646967657374416c676172
6974686d675348412d323536",
h'9512406a8ccac806d8fb2656e2d9aae9ecab544eab32608f18bof9aeechb5eccH
abad4b9e135213f2ec80171a37cc5c481d30acaleb266deea32893f486270c9%¢e",
1,
"nameSpaces”: {
"eu.europa.ec.eudiw.pid.1": [
24 0(<<{
"random" :
h'b6126F3ebccf5b0189afOebc92bccccbcdfd5dd61047210f8c260e33el17e47b4 ",
"digestID": O,
"elementValue": 1004 1("1956-01-23"),
"elementIdentifier": "birth_date",
}>>),
24 0(<<{
"random" :
h'dd635f4ac94efdo004b45608e3bdof4954188c9cd03a75735c60911ff9cc954c8",
"digestID": 1,

"elementValue": "Robert Soini",
"elementIdentifier": "given_name",
}>>),
24 0(<<{
"random" :

h'27fdf1f05c8ef2a1409920420ba8a3c8bbc55718680118254dce36afbl76b0le’,
"digestID": 2,

"elementValue": "Robert Soini",

"elementIdentifier": "given_name_national_characters"”,
}>>),
24 0(<<{

"random" :

h'5f8899dbc299adfa5524bof6a54335d874ab2d81170992cfc45cdal749d5f040" ,
"digestID": 3,

"elementValue": "Sallinen",
"elementIdentifier": "family_name",
}>>),
24 0(<<{
"random" :

h'delfac706c80816600f5ad99ab3fe9c7b3756ab18e0f347ce7b657b509c70a8a",
"digestID": 4,

"elementValue": "Sallinen",

"elementIdentifier": "family name_national_characters"”,
}>>),
24 0(<<{

"random":

h'86c91bfb141bcc8938748d44d033c6af5b2e03d85d054d9973e249720383e9d8",
"digestID": 5,
"elementValue": "c2c7e2af-613b-4727-a049-2196ab44340b",
"elementIdentifier": "unique_id",
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}>>),
24 0(<<{
"random" :
h'1851622eda9e65f5b9a8a1914522a2702410160a4ccl086bb71a92b6+d3d4868" ,
"digestID": 6,

"elementValue": "FI",
"elementIdentifier": "nationality",
}>>),
24 0(<<{
"random" :

h'6d188a9e39a772ad13618a5dbbf1d2609f9867cf91cb7b1d610171fad6bc8aco’,
"digestID": 7,
"elementValue": 1,
"elementIdentifier": "gender",
}>>),
24 0(<<{
"random" :
h'82bfb2994696299810ee29061b3df25494a8f29ba6c5bccd26a4c7d126a8e8bd ",
"digestID": 8,
"elementValue": true,
"elementIdentifier": "age over_ 15",
}>>),
24 0(<<{
"random" :
h'181709aa2e50ede@458eb197e6497531123276cad463eled2763011ea25d1e891 ",
"digestID": 9,
"elementValue": true,
"elementIdentifier": "age_over_18",
}>>),
24 0(<<{
"random":
h'3ad26dce91037e42a6f087caPef89cde3ce3c271bc5bca91d710a6a02523507b ",
"digestID": 10,
"elementValue": true,

"elementIdentifier": "age_over_20",
}>>),
1
"eu.europa.ec.eudiw.pid.fi.1": [
24 0(<<{
"random":

h'36838fe3f25318e3caa26afdo09789f287a0cad8d0aeda5aeced7e3e93a08052c ",

"digestID": 0,

"elementValue": "230156-999A",
"elementIdentifier": "personal_identity_code",

}>>),
1
s
s
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Trust infrastructure

EUDI ARF based trust infrastructure has not been implemented yet for the DVV EUDI demo
wallet.

e Wallet trusts wallet provider (and PID provider) by having a wallet providers root
certificate build in into the application. This mechanism can be further developed to
connect to a external trusted list(s) once the specifications are available.

e Trust between wallet and relying party in the remote use case is established by
using client_id_scheme DID in the openid4vp spesification. Support for Openid
federation based trust model is to be analysed.

e Trust between wallet and relying party in the proximity use case is not implemented
currently. ARF 1.3. (chapter 6.3.2.6) suggests that the relying party would need a
specific reader certificate.

e Trust from the verifier point of view is currently anchored to the issuer certificate used
for signing the PID which verifier needs to trust.

Issuing requirements

PID provider requirements. DVV EUDI demo wallet is currently using DEMO PID issuance
based on a national custom protocol method and only a few predefined mock identities can be
used. DVV isin a process of analyzing the possibility to use Openid4VCl also for PID issuance.

PID Issuance Process Description

Introduction

In Finland the existing elD market is dominated by local banklID's. Majority of the existing elD's
are on LoA subst level. Digital and population services agency (DVV) is responsible for smart
card based FINelD (kansalaisvarmenne / citizen certificate) which is nationally recognized as
LoA High elD means. Finland has no (eIDAS1) notified elD's Finland but is about to start the
notification process for FINelD. For the EUDI wallet PID DVV's plan is to use Finnish population
registry (VTJ) as the authentic source and DVV would be the PID provider as well as the wallet
provider. There are currently some 4.6 million valid NFC readable passports and about 1.6
million valid national ID cards which containing FINelD.

The PID enrolment process in Finland is outlined through two main scenarios:
1. Mobile
a. using LoA high elD
b. using LoA subst elD +<additional steps which are to be defined>
2. Counter (government employee assisted enrolment)
Disclaimer:

Please note that the described PID enrollment process is subject to change, as the plans have
not yet been finalized and the details of the eIDAS2 requirements are not yet available.

All scenarios have the same prerequisites:

1. User has a mobile device (Android or iOS) which is supported by the FI EUDI wallet
app.
User downloads the FI EUDI wallet app to his/her mobile device.

3. User initializes the app, for example creates a security PIN-code.
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Scenario la: Mobile - using LoA high elD

1. User logs into the initialized FI EUDI wallet <operational state> and selects option to
enrol PID using a LoA high elD (kansalaisvarmenne / citizen certificate).

2. Using mobile devices NFC and the smart card based elD user performs contactless
authentication towards the PID provider using the elD.

a. PID provider will able to use the elD's SATU identifier for identity linking and perform
PID attribute lookup from the national population register (VTJ)

3. PID provider fetches the necessary attributes from VTJ and creates SD-JWT and mDL
versions of the PID and signs the created VC's.

4. User's EUDI wallet downloads and stores the created attestations securely on the users
device.

5. EUDI Wallet is enrolled successfully and wallet state changes into <valid state>.
Scenario 1b Mobile -LoA subst elD +<additional steps which are to be defined>

1. User logs into the initialized FI EUDI wallet <operational state> and selects option to
enrol PID using a LoA subst + <additional steps>.

User is directed to PID provider enrolment workflow.
User authenticates using LOA subst via national IDP (Suomi.fi e-identification).
Additional steps to step up from LoA subst to LoA high have not yet been planned.

ok WD

One possible solution would be to use "document proofing" where the user's travel
document (passport) would be read using mobile devices NFC and a selfie / videoselfie
would be taken and using a verification service the authentication, passport and
selfie/videoselfie information would be used to make sure that the enrolment process
would comply with LoA high requirements.

b. PID provider will able to use the elD's HETU identifier for PID attributes lookup from
the national population register (VTJ).

5. PID provider fetches the necessary attributes from VTJ and creates SD-JWT and mDL
versions of the PID and signs the created VC's.

6. User EUDI wallet downloads and stores the created attestations securely on the users
device.

7. EUDI Wallet is enrolled successfully and wallet state changes into <valid state>.
Counter (government employee assisted enrolment)

1. User logs into the initialized FI EUDI wallet <operational state> and selects option to
enrol PID using Counter (government employee assisted enrolment).

2. The user reports to a designated counter at an agreed-upon time. A counter-employee
visually inspects the user’s physical ID like passport, verifies that the id matches the
person who is present at the counter and does other additional validity checks and
fetches the user's information from the VTJ (authentic source) for inspection.

3. Counter-employee links the end users device to the PID request using a mechanism
which is still to be defined.

a. It could involve QR code base linking or some other means.
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b.

7.
Concerns / open items
1.

Based on the national development done earlier there is an existing PID request
mechanism from the mobile device to the PID provider but it will need further
development to be used in EUDI context.

Once the device and counter-employee operated issuance process are linked PID
enrolment can continue.

PID provider fetches the necessary attributes from VTJ and creates SD-JWT and mDL
versions of the PID and signs the created VC's.

User EUDI wallet downloads and stores the created attestations securely on the users
device.

EUDI Wallet is enrolled successfully and wallet state changes into <valid state>.

The amount of activated FINelD's (kansalaisvarmenne / citizen certificate) is unknown
and the annual usage, as seen from the national IDP, is only few percentages. This
would mean that this enrolment option will not be videly used. Additional measures
needs to be taken before 2026 in order to increase the percentage of activated
FINelD's.

Finland has not yet any notified elD's.

There are no guidelines yet available from Traficom (national conformity assessment
body) how to do the step up from LoA subst to LoA high. There is a plan to update the
national elD scheme requirements during 2024.

DVV has created a proprietary PID enrolment method during the national development
program. There are no decisions yet whether Finland will use the "existing method" or
further develop the PID issuance to be based on OID4VCI.

DVV has developed a common eSealing service which is planned to be used in PID /
QEAA issuer signature creation. The current target is to go live with the eSeal-service
AES-level by the end of february 2024. Further development is needed to reach the
elDAS2 required QES-level.

ARF is vague on the presence of the user portrait. VTJ (the authentic source of the
PID) does not contain portraits and Finland is not planning to include portrait in the PID.
Our assumption is that the EUDI wallet will include other QEAA's like DTC, mobile
driving license or national ID card which will include a shareable / presentable portrait.

DVV is waiting for some ARF related requirements to be clarified, for example wallet
trust evidence, wallet attestation and revocation, before continuing planning and wallet
/ backend development.

Currently there is only one keypair associated with the use of PID which makes the use
of PID correlatable. ARF guidance is still vague how correlation should be tackled and
which credential types or which kind of use of selective disclosure attributes need to
avoid correlation. In order to avoid correlation between RP's further development is
needed to enhance the privacy features of the PID and it's usage. Possible solutions
are for example short PID lifecycle or batch issuance (multiple copies of the PID with
different associated keys). Other possible solution would be to use some kind of key
blinding mechanism in attestation presentations. However key blinding itself does not
resolve all correlation issues as any persistent attributes like issue/expirydate can be
used for correlation as well.
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PID enrolment in LSP pilot using DVV EUDI demo wallet

Due to legislative reasons only test PID will be issued into the DVV EUDI demo wallet during
LSP pilot.

1. User logs into the initialized FI EUDI wallet and selects option to enrol DEMO PID.

2. User selects PID identity from a predefined list and the selected PID is enrolled into the
wallet without additional steps.

Trust Model

As the discussion and specification relating to EUDIW trust model is still in flux, the broader
trust model is still to be defined.

On the DVV EUDI demo wallet trust is currently hard coded into the application via bundled
CA and PID issuance URI endpoint.

PID provider trust list registration

ARF toolbox "EPIC 31- PID Wallet and attestation providers registration" (status currently
unpublished) suggests the minimum information from PID provider that needs to be registered
and notified to the commission.

The common set of information to be notified about PID Providers SHALL include at least:
Identification data:
MS/Country of establishment

Name

e oo F

Where applicable:
i.  registration number as in official record, and
ii.  Official record identification data
2. Associated PID validation mechanism:
a. PID provider certificate supporting validation of PID signatures/seals

Documentation

Currently available public material consist of the description of the DVV EUDI demo wallet and
it's supported use cases. More information like Openid4VCl and Openid4VP implementation
will be published soon.

Finnish EUDI Wallet Demo mobile application
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ANNEX 2

Basic Details of PID Provider

Partner Name

Fabrica Nacional de Moneda y Timbre — Real Casa de ||
Moneda (Royal Spanish Mint)

Partner Short Name

FNMT

Partner Contacts (Name and email)

Fernando Mata Fernando.mata@fnmt.es

Marfa Garcia ext-1641.mgf@fnmt.es

PID Provider for Country / Countries

Spain

Is there an existing PID provider implementation
available?

Currently testing in a pre-production environment (the)
issuer is part of the National Wallet Project “Cartera
Digital”)

Maturity level (in few sentences)

Able to issue PID in W3C Verifiable Credentials Datal
Model.

Technologies, standards, and protocols used (in few|
sentences)

- W3C DM (JSON-LD)
- PID Issuance: OID4VCI
- PID Revocation implemented using Verifiable

Credential Status List v2021

PID Data Model including encoding and configuration

Source Attribute Mandatory Data Description Implementation notes
Type
Based on populationunique_id yes tstr A unique andinside
register persistent ., . —
identifier for thd credentialSubject
PID holderobject
(identification
number of the
national identity
card).
Based on populationffamily_name yes tstr String containinglinside
register person’s  family], . —
name. credentialSubject
object
Based on populationgiven_name yes tstr String containinglinside
register ’ i . .
g Eg:ﬁgg S glVen"credennaISubject"
object
Based on populationbirth_date yes full-date |RFC 3339 full{Inside
register date string. . .
g atesiring "credentialSubject”
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% DC4EU

object

Based on populationage_over_18 no bool Age  attestationinside
register determining if the|, . —
PID holder is overl credentialSubject
age 18. object

Metadata

Attribute in W3C Data type Description

type Array [tstr] -

id tstr Credential unique identification

issuer JSON object Contains the following attributes: “id”, "issuingAuthority’]
and “issuingCountry”

issuanceDate full-date Date and time when a credential becomes valid. W3C|
\VC DM 1.1. Attribute format: yyyy-mm-dd hh:mm:ss

Issued full-date Deprecates issuanceDate in version W3C VC DM 2.0,
Attribute format: yyyy-mm-dd hh:mm:ss

validFrom full-date Represents the date and time the credential becomes|
\valid, which could be a date and time in the future or in
the past. If a validUntil value also exists, the validFrom
value MUST express a datetime that is temporally the
same or earlier than the datetime expressed by the
validUntil value. Attribute format: yyyy-mm-dd hh:mm:ss

validUntil full-date Represents the date and time the credential ceases to
be valid, which could be a date and time in the past or in|
the future. If a validFrom value also exists, the validUntil
value MUST express a datetime that is temporally the
same or later than the datetime expressed by the
validFrom value. Attribute format: yyyy-mm-dd
hh:mm:ss

proof JSON object There are many types of cryptographic proofs including,

but not limited to, digital signatures and zero-knowledge]
proofs.

credentialSchema

JSON object

Contains the following attributes: “id” and “type”

credentialStatus

JSON object

Contains the
"statusPurpose”,
“statusListCredential”

following afttributes:  “type”, “id”,
"statusListindex” and

Example PID
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nyets |
"type": [
"VerifiableCredential",
"VerifiableAttestation",
"eIDAS2PID"

1,
"@context": [
"https://www.w3.0rg/ns/credentials/v2"

: "2024-03-19T10:46:422",
: "2024-03-19T10:46:422",
": "2024-03-19T10:46:422",
schema": ({

https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x880fael8b08lac646667£65138ec2al59cb0£9d2420e9f
ff6f°36e90ebb7c056“,

"type": "JsonSchema"

e

"credentialSubject™: {

ks L
"did:key:22dmzDB1cgPx8Vki7JbuuMmFYrWPgYoytykUZ3eyght1lj9KbrSNtolXXZFRDSStnZPJ1tLKTc39AT3Ae1EW99bThMpXIgEg8BagpX
i i SHWMghTWrMUTe 7pHHBVO3Zktnuj ZVd7THUTCW] rvEv4mlr8yTKQt35e"

til": "2024-05-08T10:46:332",
ialstatus™: {

e": "StatusList2021Entry",
https://api-pilot.ebsi.fnmt.es/trusted-issuers-registry/vd/issuers/did:ebsi:zbZNFMXCENfAaR177nSMYg8/proxies/0x
1‘“fcd3f“1d 3°elcb4350147910c°°“3d2&4°cc‘5dd353bdj4ofob303b3“7o/c* denciales-estado/1#91396",

5 e": "revocation",

: "91396",

ntial": "

https://api-p t.ebsi.fnmt.es/trusted-issuers-registry/vd/issuers/did:ebsi:zbZNFMXCENfAaR177n9MYg8/proxies/0x
112f6d3£21d2639¢19b8896147910c9923d2e4%ec15dd8a3bd846£60363b3276/credenciales-estado/1"

}
b

Trust Infrastructure

The trust framework for the “Cartera Nacional” National wallet project relies in a Decentralized
Trust Registry located in a Distributed Ledger which is an EBSI clone. Below, find the Trust

Relationships included in the Minimum Viable Product:
Relationship Description
User — attestation Provider The User SHALL be able to verify that the

Issuer/Attestation Provider is authorized to issue the
specific Credential that is being requested.

User — Relying Party The User SHALL be able to verify that the Relying Party
is authorized to request user’s PID.

Relying party registered in TIR The accreditation as a Relying Party and its public keys
SHALL be registered in a searchable registry accessible
to users.
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attestation Provider registered in TIR Issuer/Attestation Provider accreditation and the public
keys used to sign the Credentials is issuing must be
registered in a registry accessible to Users.

Relying party - attestation Provider \When the User presents the PID the Relying Party is
able to verify that the PID was issued by an accredited
Issuer/Attestation Provider.

attestation Provider verifies User ID To issue the PID, Issuer/Attestation Provider must be
able to identify the User.

User Credential linked to User ID \When the Credential is issued, it must be securely
linked to the User. During the presentation process, it
should be possible to verify that the presenter is the
legitimate owner of the Credential.

Credential Status Credential presented by the user must not be
revocated.

Issuing Requirements

Currently, the process is integrated with a digital onboarding service. Adding alternative
procedures like physical presence of the natural person or using a qualified certificate is
under consideration at this moment.

PID Issuance Process Description

Introduction

Spain is currently working in a Minimum Viable Product as the first step of the process. In
this first phase, the PID issuance process is done through a digital onboarding service (LoA
high).

Disclaimer:

Please note that the described PID issuance process is subject to change, as the plans have
not yet been finalized. Adding alternative procedures like presence of the natural person, or
using a qualified certificate is under consideration at this moment. These processes must
assure LoA High.

Prerequisites:

1. User has a mobile device (Android or iOS) which is supported by the Cartera Digital
wallet app.

User downloads the Cartera Digital wallet app to his/her mobile device.

User initializes the app.

Scenario: Mobile - using LoA high elD

1. User logs into the initialized Cartera Digital wallet <operational state> and selects
option “Request an FNMT-RCM PID”.
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2. A web browser automatically opens, in that browser the issuer (FNMT-RCM) informs
that a digital onboarding process must be completed.

3. The user completes the video identification process by presenting his/her
identification document.

4. An automatic verification is performed, including a query to the data held by the
Spanish police.

5. Within a maximum of 48 working hours, a video-accrediting agent will validate the
request.

6. Once validated, FNMT-RCM issuer emits a PID with all the data gathered during the
digital onboarding process.

7. User EUDI wallet downloads and stores the created attestations securely on the user
device.

8. EUDI Wallet is enrolled successfully and wallet state changes into <valid state>.

Trust Model

ARF toolbox "EPIC 31- PID Wallet and attestation providers registration” (status currently
unpublished) suggests the minimum information from PID provider that needs to be
registered and notified to the commission.

The common set of information to be notified about PID Providers SHALL include at least:
Identification data:

MS/Country of establishment

Name

e o o F

Where applicable:
i registration number as in official record, and
ii.  Official record identification data

2. Associated PID validation mechanism:

a. PID provider certificate supporting validation of PID signatures/seals
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ANNEX 3
Basic Details of PID Provider
Partner Name Swedish Agency of Digital Government
Partner Short Name DIGG
Partner Contacts (Name and Sarah Amandusson sarah.amandusson@digg.se
email _
) Roger Fagerud roger.fagerud@digg.se
Peter Lee Altmann peter.altmann@digg.se
Magnus Hoflin magnus.hoflin@digg.se
PID Provider for Country / Sweden
Countries
Is there an existing PID provider No

implementation available?

Maturity level (in few sentences) | PID issuance in SD-JWT under development. The procedures for handling
PID attributes in SE in order to reach LoA High are well established but
issuing it to the wallet are completely new and will need introduction of new
elD-means in order to reach LoA high for the whole population. We have an
elD-mean for public servants that we might be able to use in the LSPs.

Technologies, standards, and [To ensure SD-JWT compliance the plan is to follow the OID5VC HAIP. JWT
protocols used (in few sentences) and CWT status list spec, OAuth 2.0 CA spec

PID Data Model including encoding and configuration

This document is a draft and details are likely to change in the months to come since it is
under development. The text is mostly based on the addendum to the PID rulebook detailing
SD-JWT VC compliant PID attestation, with the main purpose to ensure the ARF mandated
SD_JWT VC support.

This table defines the claims that can be included in an SD-JWT VC compliant PID. Where
possible, registered IANA claim names should be used. To facilitate id matching as much as
possible we will add all attributes we are able to provide.

SD-JWT VC claims Normative Data |[M/ Source Additional comments
(body only) definition / type | O
description

Subject related claims registered at IANA

sub SD-JWT VC M [ Personnr/Samordningsnr | The identifier of the Subject of
section 4.2.2.2. based on population register|the PID attestation. Corresponds
to unique_id in 1ISO 18013-5.

family_name OIDC Core 1.0 | tstr | M Population register
section 5.1
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given_name OIDC Core 1.0 | tstr [ M Population register
section 5.1
birthdate OIDC Core 1.0 | Full- | M Population register Can replace "birthdate_year" if
section 5.1 date the claim value is only year. RFC
3339 full date string
birth_family_name | OIDC IA section | tstr | O Population register Not every MS assigns a name at
4.1 birth. This value is the first family
name given to
birth_given_name | OIDC IA section | tstr | O Population register
4.1
place_of _birth OIDC IA section | tstr | O Population register Object that includes country,
4.1 region, locality. Corresponds to
birth_place, birth_country,
birth_state, and birth_city in ISO
18013-5.
address OIDC IA section (0] Object that includes many
4.3 address related attributes.
Corresponds to specific address
attributes in 1ISO 18013-5.
gender OIDC Core 1.0 | uint [ O Population register or Using a value as defined in
section 5.1 derived from ISO/IEC 5218
Personnr/Samordningsnr
nationalities OIDC IA section (@) Population register Single element string array. Will
4.1 probably need a change in
Swedish law.
picture OIDC Core 1.0 ? | Likely to be based on photo |Note that the expected type here
section 5.1 taken during issuance of a | is string URL. There are photos
new elD-mean. First in the passport data and national
available when the new elD | ID card, but it would require
is established. need a change in Swedish law to
use it for this purpose.

Subject related clai

ms not registered at IANA

age over_18

bool

bool

M Derived from population

register

Claim about the subject’s age in
years. If the subject is equal to
or above 18 years of age, the

value is true otherwise false. SE
will include “age_over as fixed

ages only if mandatory. We have

suggested a dynamic handling of

age-over attestations and want

to use that instead

age_over NN

bool

bool

Derived from population
register

Claim about the subject's age in
years. If the subject is equal to
or above NN years of age, the

value is true otherwise false.
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age_in_years number uint | O Population register The subject’s current age in
years.
birthdate_year See birthdate uint [ O Population register "YYYY". Corresponds to
"age_birth_year" in ISO 18013-
5.

Attestation related claims registered at IANA

iat REC 7519 M Note that it is unclear whether or
section 4.1.6 not iat corresponds to
issuance_date in ISO 18013-5.

The HAIP section 9.1 specifies
that iat refers to both signature
and claim names unless
separate claim defined for claim

names.
exp REC 7519 M Note that it is unclear whether or
section 4.1.4 not exp corresponds to

expiry_date in ISO 18013-5.

The HAIP section 9.1 specifies
that exp refers to both signature
and claim names unless
separate claim defined for claim
names.

Can be omitted if status is
present. If exp is present, cannot|
be selectively disclosed.

Can never be a later date than
the expiry date of the underlying
document used for identity
proofing, or the document used
for requesting the PID
attestation.

jti RFC 7519 (0]
section 4.1.7

iss RFC 7519 M Must be HTTPS URL according
section 4.1.1 to HAIP. SD-JWT VC relies on
well-known issuers.
Corresponds to
"issuing_authority" and
"issuing_country" in ISO 18013-
5. Since well-known, should be
possible to get
"issuing_jurisdiction" from it too.
Cannot be selectively disclosed.

See also JWT issuer metadata
requests and responses in SD-
JWT VC section 5.1.

nbf RFC 7519 (@]
section 4.1.5
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cnf RFC 7800 M Mandatory when cryptographic
section 3.1 device binding is to be
supported. Details in SD-JWT
VC.

Other claims not registered at IANA

issuance_date PID rulebook M Claim issuance date if different
(see also HAIP validity information is required
section 9.1) (see HAIP 9.1).
status HAIP M Mandatory if status list used.

Detailed in JWT CWT Status
List. Can be omitted if exp is
present or if other validity status
mechanism is used.

vct HAIP M Cannot be selectively disclosed.
IANA registration underway.
Must be same as ISO 18013-5
equivalent doctype.

Note that the claims include only the JWT body claims. To support the presentation flows and the holder binding
mechanisms that SD-JWT VC compliant PID attestations rely on, additional claims must be included. These
additional claims remain to be defined.

Example PID
{

"iss":"https://example.com/pid/se/digg",

“iat": 1262301000,

"exp": 1290876543,

"vct":"eu.europa.ec.eudiw.pid. 1",

"status": {
"idx": 0,
"uri": "https://lexample.com/statuslists/1"

2

"_sd™[
"MmHridD40fgoVnyVgrZB11MLAyoOgAjfZvcEFplINgY",
<...>

"30tXPtscqF4mEN3bkiV6CXd300pR67rYnmdtiLnbHJE"

1,

" sd_alg":"sha-256",

"enf":{
"jwk":{
"kty":"EC",
"crv":"P-256",
"X":"TCAER19Zvu30HF4j4W4viSVoHIP1ILilIDIs7vCeGemc",
"y "ZXIWWbZMQGHVWKVQ4hbSlirsVfuecCE6t4j TOF2HZQ"
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}
}
}

The _sd array would include all the mandatory and optional claims that the user has and that
are selectively disclosable. If the issuer decides not to make a subject related claim
selectively disclosable, then that claim should be part of the JWT body.

Trust Infrastructure and Issuing Requirements

The trust mechanism in an SD-JWT VC compliant PID is as follows: The IETF SD-JWT and
SD-JWT-VC specifications define holder binding through key binding (mentioned here and
detailed here). The specification also details verification. While there are many ways to
manage keys for an SD-JWT VC, the HAIP defines web PKI and x.509 as mandatory to
implement. The SD-JWT VC specification details JWT Issuer Metadata (web PKI) and is
relevant for the HAIP mandated key management. The validity status information using
status lists is defined in the JWT and CWT status list specification (link). The OAuth 2.0
attestation-based client authentication (link) details a mechanism that enables the user to
prove that it is in control of a valid Wallet Instance.

PID Issuance Process Description
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Wallet Instance Issuer elD Provider Authentic Source

User has installed / setup
EUDIW App into Operational state

Generate key pair (k,K) and
store k in Secure Module

o

The Swedish PID Provider(s) are well-known
to the Swedish EUDIW Solution(s)
Multiple discovery options are possible

PID request (WIA)
[2] >

The Issuer now knows that the Wl is valid

Authn request

Authn request

The elD Provider authenticates the User according to their process

Authn response

< 15
Authn response
(6] »>
Key binding request
< L]
° Key binding response (K)
Ve PID attribute set request and response

Compose PID attestation claims

U

Generate proof mechanism

U

Sign PID attestation

U

Generate refresh token

PID response (PID, Refresh token)

Y

Store PID

A

Store refresh token

*©

Wallet Instance Issuer elD Provider Authentic Source

Current Model for elD Issuance in Sweden

Sweden currently operates an open model for issuing elDs. Providers, both private and
public organizations, develop their own elD solutions with their own issuance processes.
They then apply to DIGG, the Swedish Agency for Digital Government, to be audited against
the national elD framework, “Svensk e-legitimation.” This audit process ensures that issuers
verify identities against the official Swedish population register and that users’ two-factor
authentication methods are under the sole control of the identified user.
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We are likely to adopt a similar model for digital wallet solutions. Since elD providers already
have established processes for reissuing elDs, the effort required to adapt these processes
to issue a wallet and a Personal Identifier (PID) to individuals who already possess an elD
will be minimal.

Challenges and Considerations

One challenge is that most elDs currently issued in Sweden are of Level of Assurance (LoA)
Substantial. While eID providers have procedures for checking passports during the
reissuance process, it is uncertain if these procedures will be accepted as sufficient to meet
the requirements for LoA High.

Sweden has pre-notified one elD at LoA High, which will likely be used as one of the options
during the Large-Scale Pilot (LSP). However, since this elD is issued only to civil servants, it
does not address the needs of the general population.

A new elD solution at LoA High is currently in development in Sweden. This will involve
cooperation with a public agency with offices across the country, where in-person onboarding
can be conducted. One of the aims is to enable private elD providers to replace their own
onboarding processes with an ID exchange based on this new elD. Digg will serve as both a
wallet and PID provider during the LSP and has been suggested by a government report to
become the responsible authority for PID and wallet issuance. Additionally, Digg is likely to
issue attestations for attributes not included in the PID dataset, but necessary for identity
matching as an extra service.

Concerns and Unanswered Questions

The main concern with this plan is the time it will take for the new LoA High elD to cover the
entire population. As a result, Sweden will begin by using a combination of several
processes.

One question that remains unresolved is whether Sweden will introduce a process for direct
issuance based on physical ID documents. Currently, we do not see any significant benefits
for users or the ecosystem compared to issuing a wallet/PID based on the government-
owned elD. If the advantages of introducing a separate process, based on identity
verification through physical presence and physical ID documents, are minimal, we will not
implement such a process.

Another unresolved issue is how Sweden should meet the requirement, or preference, to
include a photo of the user. None of the relevant elD solutions currently contain user photos,
and neither does the population register. Some stakeholders argue that the photo should be
retrieved from passports. While Swedish passports are electronically readable, and
technically, it is easy to extract the photo, current regulations do not permit this. Additionally,
there are concerns about using a photo that could be up to five years old for a PID that might
remain valid for a long period.

Finally, users should have the ability to report loss of control over their wallet/PID, prompting
the provider to revoke the PID. Additionally, the PID provider should have the authority to
revoke the PID if the attributes associated with it change in the population register, or if the
user is reported deceased.
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CONCLUSIONS

This deliverable outlines the onboarding processes for PID providers and the issuance and
verification of attestations within the DC4EU project, ensuring alignment with the ARF and
elDAS regulations.

The project has faced several challenges, particularly regarding evolving ARF requirements
and ongoing uncertainties around key technical specifications, such as wallet attestation,
revocation processes, and the handling of user portraits. These uncertainties have slowed
development and complicated coordination within the pilot.

Despite these challenges, progress has been made, and the piloting has offered valuable
insights into improving interoperability and security in PID and attestation management.
Continued collaboration and timely updates from regulatory bodies will be essential for the
successful implementation of the European Digital Identity initiative.
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