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EXECUTIVE SUMMARY

This report describes the legal requirements set forth by the eIDAS Regulation, as amended
by the elIDAS 2 Regulation, for the onboarding of users to the European Digital Identity Wallet,
including the Person ldentification Data, Qualified Electronic Attestation of Attributes and
Electronic Attestations of Attributes issued by or on behalf of Public Sector Bodies responsible
for Authentic Sources.
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TERMS AND ABBREVIATIONS

EEA Electronic Attestation of Attributes

EEAPSB Electronic Attestation of Attributes issued by or on behalf of a public sector body
responsible for an authentic source

EID Electronic identification

EDIW European Digital Identity Wallet

PID Person Identification Data

QEEA Qualified Electronic Attestation of Attributes
QTSP Quialified Trust Service Provider

TSP Trust Service Provider
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1. ALEGAL INTRODUCTION OF THE EDIW AS AN EID MEANS

As stated by Article 1(a) of the eIDAS Regulationl, the Regulation lays down the conditions
under which Member States are to recognise natural and legal persons’ electronic identification
means falling under a notified electronic identification scheme of another Member State and
provide and recognise European Digital Identity Wallets (EDIWS).

Thus, the Regulation applies to EDIWs provided by Member States, alongside with the
electronic identification schemes that have been notified by a Member State (Article 2(1) of the
elDAS Regulation2), which are maintained.

The EDIW is legally defined as an electronic identification means which allows the user to
securely store, manage and validate person identification data and electronic attestations of
attributes for the purpose of providing them to relying parties and other users of European
Digital Identity Wallets, and to sign by means of qualified electronic signatures or to seal by
means of qualified electronic seals (Article 3(42) of the eIDAS Regulation3).

Article 5a(4)(a) of the eIDAS Regulation4, further characterises the EDIW, which shall enable
the user, in a manner that is user-friendly, transparent, and traceable by the user to: [...]
securely request, obtain, select, combine, store, delete, share and present, under the sole
control of the user, person identification data and, where applicable, in combination with
electronic attestations of attributes, to authenticate to relying parties online and, where
appropriate, in offline mode, in order to access public and private services, while ensuring that
selective disclosure of data is possible.

It is noteworthy to introduce the main elements of the definition of the EDIW as an electronic
identification means. Figure 1 depicts graphically the main concepts and their relationships.

The definition of electronic identification means already existed at the eIDAS Regulation,
Article 3(2), and it has been amended to adapt it to the European digital identity framework:

elDAS original definition: ‘electronic identification means’ means a material and/or immaterial
unit containing person identification data and which is used for authentication for an online
service.

elDAS 2 modified definition: ‘electronic identification means’ means a material and/or
immaterial unit containing person identification data and which is used for authentication for
an online service or, where appropriate, for an offline service.

1 Replaced by Article 1(1) of the eIDAS 2 Regulation.
2 Amended by Article 1(2)(a) of the eIDAS 2 Regulation.
3 Added by Article 1(3)(j) of the eIDAS 2 Regulation.

4 Added by Article 1(5) of the elDAS 2 Regulation.
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FIGURE 1. ELECTRONIC IDENTIFICATION CONCEPTUAL MAP

The main change is the extension of the potential usage of any electronic identification means
(not only the EDIW) to be used, where appropriate, for authentication for an offline service as
well. As this would be challenging for the majority of the currently existing elD means, Article
3(57) of the eIDAS Regulation5, defines the ‘offline use of European Digital Identity Wallets’
as follows: as regards the use of European Digital Identity Wallets, an interaction between a
user and a third party at a physical location using close proximity technologies, whereby the

5 Added by Article 1(3)(j) of the eIDAS 2 Regulation.
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European Digital Identity Wallet is not required to access remote systems via electronic
communication networks for the purpose of the interaction.

While the EDIW is not required to have access to remote systems in this authentication process
to be able to operate, the third party systems’ can be obliged to be online; thus, offline refers
only to the subject using the EDIW.

‘Authentication’ was already defined by the eIDAS Regulation, and the eIDAS 2 Regulation
has only slightly amended the definition: an electronic process that enables the confirmation
of the electronic identification of a natural or legal person or the confirmation of the origin and
integrity of data in electronic form. The amendment describes more explicitly the function of
the authentication process with respect to the electronic identification process to avoid any
confusion; that is, to confirm the electronic identification of the person. In this sense,
authentication can be seen as the dynamic part of the electronic identification.

The concept of ‘person identification data’ was already defined by the eIDAS Regulation,
Article 3(3), and it is adapted to the new EDIW ecosystem:

elDAS original definition: ‘person identification data’ means a set of data enabling the
identity of a natural or legal person, or a natural person representing a legal person to
be established.

elDAS 2 modified definition: ‘person identification data’ means a set of data, issued in
accordance with Union or national law, enabling the identity of a natural or legal person,
or of a natural person representing a natural or legal person, to be established.

As per these legal definitions, person identification data (or PID) is a set of data, but it is not
itself an electronic identification means (on the contrary, person identification data is contained
in an electronic identification means). It is the EDIW which is an electronic identification means,
like others such as identity cards with enhanced security features (as per Regulation (EU) No
2019/1157).

This set of data is cited in Article 12(4)(d) of the elIDAS Regulation6, as part of the
interoperability framework, which shall include a reference to a minimum set of person
identification data necessary to uniquely represent a natural or person, legal person, or a
natural person representing natural or legal persons which is available from electronic
identification schemes.

Article 12 of the eIDAS Regulation has been further developed by Commission Implementing
Regulation (EU) 2015/1501 of 8 September 2015 on the interoperability framework pursuant
to Article 12(8) of Regulation (EU) No 910/2014 of the European Parliament and of the Council
on electronic identification and trust services for electronic transactions in the internal market
(CIR 2015/1501).

Because Article 12 refers to national electronic identification schemes and EDIWs shall be
provided (and PIDs shall be issued) under an electronic identification scheme of assurance
level high (Article 5a(11)), CIR 2015/1501 would be partially applicable to EDIWs and PIDs.

More specifically, Article 11 of CIR 2015/1501 states the following:

6 Amended by Article 1(12)(c) of the eIDAS 2 Regulation.
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1. Aminimum set of person identification data uniquely representing a natural or a legal
person shall meet the requirements set out in the Annex when used in a cross-border
context.

2. A minimum data set for a natural person representing a legal person shall contain
the combination of the attributes listed in the Annex for natural persons and legal
persons when used in a cross-border context.

3. Data shall be transmitted based on original characters and, where appropriate, also
transliterated into Latin characters.

Because EDIWs are legally defined as electronic identification means, Article 5a(5)(d)
mandates that European Digital Identity Wallets shall, in particular: [...] (d) meet the
requirements set out in Article 8 with regard to assurance level high, in particular as applied to
the requirements for identity proofing and verification, and electronic identification means
management and authentication.

This means that EDIWs must fulfil the requirements set forth in Commission Implementing
Regulation (EU) 2015/1502 of 8 September 2015 on setting out minimum technical
specifications and procedures for assurance levels for electronic identification means pursuant
to Article 8(3) of Regulation (EU) No 910/2014 of the European Parliament and of the Council
on electronic identification and trust services for electronic transactions in the internal market
(CIR 2015/1502). While it may be relatively straightforward to fulfil the legal requirements when
a same organisation provides both the EDIW and the PID, when each role is performed by
different organisations it is not easy to assign the different tasks.

Article 5a(5)(f) reinforces that European Digital Identity Wallets shall, in particular: (f) ensure
that the person identification data, which is available from the electronic identification scheme
under which the European Digital Identity Wallet is provided, uniquely represents the natural
person, legal person or the natural person representing the natural or legal person, and is
associated with that European Digital Identity Wallet.

Therefore, it is not legally clear that an EDIW provided without any PID can be considered as
an electronic identification means, which entails that it would not be an EDIW at all, because
it would not fulfil the essential conceptual requirement of being an electronic identification
means. From this, it logically follows that any EDIW should be provided at least with a PID.
Nothing would prevent, then, that using that EDIW the user could request a second (or more)
PID and store it in her EDIW.

Additionally, the wording of Article 5a(4)(a) seems to prevent the possibility of using a wallet
without a PID, using a (Q)EEA for authenticating the user to relying parties. This is because
its function is to securely [..] present [...] person identification data and, where applicable, in
combination with the QEEA by using the EDIW itself, but of course it could use other methods,
e.g. by requesting the physical appearance of the user.

In any case, Article 5a(16) requires that the technical framework of the European Digital
Identity Wallet shall: [...] (b) enable privacy preserving techniques which ensure unlinkability,
where the attestation of attributes do not require the identification of the user.

Because, as we'll see, qualified electronic attestations of attributes and electronic attestations
of attributes issued by or on behalf of a public body responsible for an authentic source must
include a set of data unambiguously representing the entity to which the attested attributes are
referring to or a pseudonym, which shall be clearly indicated, this requirement can only be
fulfilled by implementing selective disclosure techniques.
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electronic attestations of attributes to authenticate to relying parties [...].

Article 5a(5) states that European Digital Identity Wallets shall, in particular: (a) support
common protocols and interfaces: [...] (ii) for relying parties to request and validate person
identification data and electronic attestations of attributes; (iii) for the sharing and presentation
to relying parties of person identification data, electronic attestation of attributes or of
selectively disclosed related data online and, where appropriate, in offline mode. Certainly,
using the conjunction ‘or’ instead of ‘and’ would have helped to support more strongly the
argument that a wallet (without a PID) can hold (Q)EEAs.

Adopting a practical perspective, the only consequence for a user of having a wallet without a
PID would be that a QTSP issuing a QEEA would not be able to identify the user requesting
the physical appearance of the user.

In any case, Article 5a(16) requires that the technical framework of the European Digital
Identity Wallet shall: [...] (b) enable privacy preserving techniques which ensure unlinkability,
where the attestation of attributes do not require the identification of the user.

Because, as we’ll see, qualified electronic attestations of attributes and electronic attestations
of attributes issued by or on behalf of a public body responsible for an authentic source must
include a set of data unambiguously representing the entity to which the attested attributes are
referring to or a pseudonym, which shall be clearly indicated, this requirement can only be
fulfilled by implementing selective disclosure techniques.
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2. ONBOARDING USERS TO PROVIDE AN EDIW AND THE
CORRESPONDING PID

As explained before, EDIWSs are legally defined as electronic identification means issued under
an electronic identification scheme of level of assurance ‘high’. Thus, the general regime is
applicable. We'll see, though, that the eIDAS 2 has proposed specific rules for the enrolment
of the user to the EDIW.

The general legal regime

Article 1 of CIR 2015/1502 states that assurance levels low, substantial and high for electronic
identification means issued under a notified electronic identification scheme shall be
determined with reference to the specifications and procedures set out in the Annex.

According to Article 2 of CIR 2015/1502, the specifications and procedures set out in the Annex
shall be used to specify the assurance level of the electronic identification means issued under
a notified electronic identification scheme by determining the reliability and quality of following
elements:

(a) enrolment, as set out in section 2.1 of the Annex to this Regulation pursuant to Article
8(3)(a) of Regulation (EU) No 910/2014;

(b) electronic identification means management, as set out in section 2.2 of the Annex to this
Regulation pursuant to Article 8(3)(b) and (f) of Regulation (EU) No 910/2014;

(c) authentication, as set out in section 2.3 of the Annex to this Regulation pursuant to Article
8(3)(c) of Regulation (EU) No 910/2014;

(d) management and organisation, as set out in section 2.4 of the Annex to this Regulation
pursuant to Article 8(3)(d) and (e) of Regulation (EU) No 910/2014.

Thus, the enrolment component requirements are fully applicable to EDIWs. We present them
in a compiled table of the requirements applicable to level of assurance ‘high’, as per Annex
of CIR 2015/1502:.

Domain Requirements

Application and | 1. Ensure the applicant is aware of the terms and conditions related to the use of the
registration electronic identification means.

2. Ensure the applicant is aware of recommended security precautions related to the
electronic identification means.

3. Collect the relevant identity data required for identity proofing and verification.

Identity proofing | 1. The person can be assumed to be in possession of evidence recognised by the Member
and verification | State in which the application for the electronic identity means is being made and
(natural person) | representing the claimed identity.

2. The evidence can be assumed to be genuine, or to exist according to an authoritative
source and the evidence appears to be valid.

3. It is known by an authoritative source that the claimed identity exists and it may be
assumed that the person claiming the identity is one and the same.

4. At least one of the following options:

a. The person has been verified to be in possession of evidence recognised by the Member
State in which the application for the electronic identity means is being made and
representing the claimed identity
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and

the evidence is checked to determine that it is genuine; or, according to an authoritative
source, it is known to exist and relates to a real person

and

steps have been taken to minimise the risk that the person's identity is not the claimed
identity, taking into account for instance the risk of lost, stolen, suspended, revoked or expired
evidence.

b. An identity document is presented during a registration process in the Member State where
the document was issued and the document appears to relate to the person presenting it

and

steps have been taken to minimise the risk that the person's identity is not the claimed
identity, taking into account for instance the risk of lost, stolen, suspended, revoked or expired
documents.

c. Where procedures used previously by a public or private entity in the same Member State
for a purpose other than the issuance of electronic identification means provide for an
equivalent assurance to those set out for the assurance level substantial, then the entity
responsible for registration need not to repeat those earlier procedures, provided that such
equivalent assurance is confirmed by a conformity assessment body referred to in Article
2(13) of Regulation (EC) No 765/2008 of the European Parliament and of the Council or by
an equivalent body.

d. Where electronic identification means are issued on the basis of a valid notified electronic
identification means having the assurance level substantial or high, and taking into account
the risks of a change in the person identification data, it is not required to repeat the identity
proofing and verification processes. Where the electronic identification means serving as the
basis has not been notified, the assurance level substantial or high must be confirmed by a
conformity assessment body referred to in Article 2(13) of Regulation (EC) No 765/2008 or
by an equivalent body.

5. At least one of the following options:
a. Requirements 1 to 4, plus one of the alternatives listed in points (a) to (c) has to be met:

(@) Where the person has been verified to be in possession of photo or biometric
identification evidence recognised by the Member State in which the application for the
electronic identity means is being made and that evidence represents the claimed identity,
the evidence is checked to determine that it is valid according to an authoritative source;

and

the applicant is identified as the claimed identity through comparison of one or more physical
characteristic of the person with an authoritative source.

(b) Where procedures used previously by a public or private entity in the same Member State
for a purpose other than the issuance of electronic identification means provide for an
equivalent assurance to those set out for the assurance level high, then the entity responsible
for registration need not to repeat those earlier procedures, provided that such equivalent
assurance is confirmed by a conformity assessment body referred to in Article 2(13) of
Regulation (EC) No 765/2008 or by an equivalent body

and
steps are taken to demonstrate that the results of the earlier procedures remain valid.

(c) Where electronic identification means are issued on the basis of a valid notified electronic
identification means having the assurance level high, and taking into account the risks of a
change in the person identification data, it is not required to repeat the identity proofing and
verification processes. Where the electronic identification means serving as the basis has
not been notified, the assurance level high must be confirmed by a conformity assessment
body referred to in Article 2(13) of Regulation (EC) No 765/2008 or by an equivalent body

and
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steps are taken to demonstrate that the results of this previous issuance procedure of a
notified electronic identification means remain valid.

b. Where the applicant does not present any recognised photo or biometric identification
evidence, the very same procedures used at the national level in the Member State of the
entity responsible for registration to obtain such recognised photo or biometric identification
evidence are applied.

Identity proofing | 1. The claimed identity of the legal person is demonstrated on the basis of evidence
and verification | recognised by the Member State in which the application for the electronic identity means is
(legal person) being made.

2. The evidence appears to be valid and can be assumed to be genuine, or to exist according
to an authoritative source, where the inclusion of a legal person in the authoritative source is
voluntary and is regulated by an arrangement between the legal person and the authoritative
source.

3. The legal person is not known by an authoritative source to be in a status that would
prevent it from acting as that legal person.

4. At least one of the following options:

a. The claimed identity of the legal person is demonstrated on the basis of evidence
recognised by the Member State in which the application for the electronic identity means is
being made, including the legal person's name, legal form, and (if applicable) its registration
number

and

the evidence is checked to determine whether it is genuine, or known to exist according to
an authoritative source, where the inclusion of the legal person in the authoritative source is
required for the legal person to operate within its sector

and

steps have been taken to minimise the risk that the legal person's identity is not the claimed
identity, taking into account for instance the risk of lost, stolen, suspended, revoked or expired
documents.

b. Where the procedures used previously by a public or private entity in the same Member
State for a purpose other than issuance of electronic identification means provide for an
equivalent assurance to those set out in section 2.1.3 for the assurance level substantial,
then the entity responsible for registration need not to repeat those earlier procedures,
provided that such equivalent assurance is confirmed by a conformity assessment body
referred to in Article 2(13) of Regulation (EC) No 765/2008 or by an equivalent body.

c. Where electronic identification means are issued on the basis of a valid notified electronic
identification means having the assurance level substantial or high, it is not required to repeat
the identity proofing and verification processes. Where the electronic identification means
serving as the basis has not been natified, the assurance level substantial or high must be
confirmed by a conformity assessment body referred to in Article 2(13) of Regulation (EC)
No 765/2008 or by an equivalent body.

5. Requirements 1 to 4, plus one of the alternatives listed in points 1 to 3 has to be met:

1. The claimed identity of the legal person is demonstrated on the basis of evidence
recognised by the Member State in which the application for the electronic identity means is
being made, including the legal person's name, legal form, and at least one unique identifier
representing the legal person used in a national context

and
the evidence is checked to determine that it is valid according to an authoritative source.

2. Where the procedures used previously by a public or private entity in the same Member
State for a purpose other than issuance of electronic identification means provide for an
equivalent assurance to those set out in section 2.1.3 for the assurance level high, then the
entity responsible for registration need not to repeat those earlier procedures, provided that
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such equivalent assurance is confirmed by a conformity assessment body referred to in
Article 2(13) of Regulation (EC) No 765/2008 or by an equivalent body

and
steps are taken to demonstrate that the results of this previous procedure remain valid.

3. Where electronic identification means are issued on the basis of a valid notified electronic
identification means having the assurance level high, it is not required to repeat the identity
proofing and verification processes. Where the electronic identification means serving as the
basis has not been natified, the assurance level high must be confirmed by a conformity
assessment body referred to in Article 2(13) of Regulation (EC) No 765/2008 or by an
equivalent body

and

steps are taken to demonstrate that the results of this previous issuance procedure of a
notified electronic identification means remain valid.

Binding between | 1. The natural person is not known by an authoritative source to be in a status that would
the  electronic | prevent that person from acting on behalf of the legal person.

identification
means of natural
and legal
persons 3. The identity proofing of the natural person acting on behalf of the legal person is verified
as having been performed at level high.

2. The binding has been established on the basis of nationally recognised procedures, which
resulted in the registration of the binding in an authoritative source.

4. The binding has been verified on the basis of a unique identifier representing the legal
person used in the national context; and on the basis of information uniquely representing
the natural person from an authoritative source.

TABLE 1. ELECTRONIC IDENTIFICATION SCHEME LOA 'HIGH' REQUIREMENTS

CIR 2015/1502 does not contain any rule regarding the binding between the electronic
identification means of a natural person representing another legal person, which is a novelty
from the eIDAS 2 Regulation, but probably the same requirements will apply mutatis mutandis.

A specific legal regime for the onboarding of the user to the EDIW

Recital (28) of the eIDAS 2 Regulation states that the on boarding of Union citizens and
residents in the Union to the European Digital Identity Wallet should be facilitated by relying
on electronic identification means issued at assurance level high, but it immediately adds that
electronic identification means issued at assurance level substantial should be relied upon only
in cases where harmonised technical and operational specifications and procedures using
electronic identification means issued at assurance level substantial in combination with
supplementary means of identity verification will allow the fulfilment of the requirements set out
in this Regulation as regards assurance level high. Some examples mentioned by Recital (28)
include the possibility to use remote onboarding procedures, qualified certificates supported
by qualified electronic signatures, qualified electronic attestation of attributes or a combination
thereof.

This possibility is to be developed via implementing acts, which would cover harmonised
technical and operational specifications and procedures for onboarding of users by using
electronic identification means, including those issued at assurance level substantial.

It is forecasted that this specific legal regime considers using existing electronic identification
means. After all, as Recital (8) of the eIDAS 2 Regulation recognises, European Digital Identity
Wallets are expected to benefit from building on the experience gained with existing electronic
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identification means and from the infrastructure of notified electronic identification schemes
deployed at Union and national level.

Recital (21) also states that Member States may provide for legal and organizational measures
in order to increase flexibility for issuers of European Digital Identity Wallets, to facilitate the
uptake and use of European Digital Identity Wallets by seamlessly integrating them with the
ecosystem of public and private digital services already implemented at national, local or
regional level.

This specific legal regime is mentioned by Article 5a(5)(a), which mandates the EDIW to
consider common protocols and interfaces [...] (v) to securely onboard the user by using an
electronic identification means in accordance with Article 5a(24), which precisely says that the
Commission shall, by means of implementing acts, establish a list of reference standards and,
where necessary, establish specifications and procedures in order to facilitate the onboarding
of users to the European Digital ldentity Wallet either by electronic identification means
conforming to assurance level high or by electronic identification means conforming to
assurance level substantial in conjunction with additional remote onboarding procedures that
together meet the requirements of assurance level high.

This implementing act is additional to and different of the EDIW main implementing act,
forecasted in Article 5a(23), which will be adopted 6 months after the date of the entering into
force of the amending Regulation. Note that, even in this case, the alternative mechanisms
use as reference framework the requirements defined at CIR 2015/1502, which really defines
the meaning of level high.
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3. A LEGAL PRIMER TO ELECTRONIC ATTESTATION OF
ATTRIBUTES

One of the main novelties of the elIDAS 2 Regulation is the establishment of a legal regime
with respect to identity attributes, following the logic of the trust services market. As explained
by Recital (7) of the eIDAS 2 Regulation, the framework for a European Digital Identity is
intended to achieve a shift from the reliance on national digital identity solutions only, to the
provision of electronic attestations of attributes valid and legally recognised across the Union,
adding that providers of electronic attestations of attributes should benefit from a clear and
uniform set of rules, while public administrations should be able to rely on electronic documents
in a given format. Therefore, for Recital (54) of the eIDAS 2 Regulation it should be possible
to issue and handle trustworthy electronic attributes and contribute to reducing administrative
burden, empowering Union citizens and residents in the Union to use them in their private and
public transactions.

The amended elDAS defines an ‘electronic attestation of attributes’ as an attestation in
electronic form that allows the authentication of attributes (new Article 3(44)7), where ‘attribute’
is defined as a characteristic, quality, right or permission of a natural or legal person or of an
object (new Article 3(43)8).

Recital (10) of the elIDAS 2 Regulation points out that both users and service providers should
be able to benefit from the same legal value provided to electronic attestations of attributes
across the Union, which requires a set of harmonised rules for this activity, which is included
in the collection of trust services. Recital (55) of the eIDAS 2 Regulation consistently considers
that any service provider that issues attested attributes in electronic form such as diplomas,
licenses, birth certificates or powers and mandates to represent or act on behalf of natural or
legal persons should be considered to be a trust service provider of electronic attestation of
attributes.

It is worthy to note that the previous versions of this text included in Recital (55) referred to
“any entity that issues attestations”. With the final text, it is clearer that entities issuing
attestations of attributes as part of their own processes, instead of offering the service of
issuance to the market, would not be subject to the Regulation. This is aligned with other trust
services and with Article 2(2) of the eIDAS Regulation. One example would be a Higher
Education Institution issuing an academic diploma according to national law.

Thus, the eIDAS 2 Regulation defines two new trust services with respect to electronic
attestations of attributes: issuing of electronic attestations of attributes and validation of
electronic attestation of attributes (see Article 3(16), points (g) and (h)9).

Both trust services can be offered by natural or legal persons (public and private sector bodies),
under the principle of free access to the market and free circulation of the services in the
internal market. As other trust services, the issuance of electronic attestations of attributes can
be provided as a non-qualified or as a qualified service.

7 Added by Atrticle 1(3)(j) of the eIDAS 2 Regulation.
8 Added by Article 1(3)(j) of the eIDAS 2 Regulation.
9 Amended by Article 1(3)(d) of the eIDAS 2 Regulation.
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A ‘qualified electronic attestation of attributes’ (QEEA) is defined as an electronic attestation
of attributes, which is issued by a qualified trust service provider and meets the requirements
laid down in Annex V (Article 3(45) of the eIDAS Regulation10).

The qualification procedure can be seen as a prior administrative authorisation because the
trust service provider cannot start offering the service to the public until it appears on a trusted
list managed by the corresponding supervisory body. Figure 2 shows this particular regulatory

structure.
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FIGURE 2. QUALIFIED TRUST SERVICE REGULATORY STRUCTURE

On the other hand, we find in the Regulation a specific legal regime for the so called ‘electronic
attestation of attributes issued by or on behalf of a public sector body responsible for an
authentic source’ (EAAPSB), which are defined as an electronic attestations of attributes
issued by a public sector body responsible for an authentic source or by a public sector body
designated by the Member State to issue such attestations of attributes on behalf of the public
sector bodies responsible for authentic sources in accordance with Article 45f and meeting the
requirements laid down in Annex VIl (Article 3(46) of the eIDAS Regulation11).

This is a special case of non-qualified EEA where the provider of the EEA must be an authentic
source or an entity acting on behalf of the authentic source; that is, a repository or system,
held under the responsibility of a public sector body or private entity, that contains and provides
attributes about a natural or legal person or object and that is considered to be a primary source
of that information or recognised as authentic in accordance with Union or national law,
including administrative practice (as per Article 3(47) of the eIDAS Regulation12). For

10 Added by Article 1(3)(j) of the eIDAS 2 Regulation.
11 Added by Article 1(3)(j) of the eIDAS 2 Regulation.
12 Added by Article 1(3)(j) of the elDAS 2 Regulation.
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example, a Higher Education Institution is typically the authentic source of official diplomas
and, therefore, it can issue EEAs for diplomas under this specific regime.

To ensure the legal trustworthiness of these EEAPSBs, Article 45f(2) of the elDAS
Regulation13 mandates that the Member State where public sector bodies referred to in Article
3, point (46), are established shall ensure that the public sector bodies that issue electronic
attestations of attributes meet a level of reliability and trustworthiness equivalent to qualified
trust service providers in accordance with Article 24. While reasonable, this provision will
prevent many public sector bodies responsible of authentic sources from issuing EEAPSBS,
or they will subcontract the service, possibly to QTSPs.

QTSPs issuing QEEAs will have access to a set of authentic sources within the public sector
to verify some attributes by electronic means at the request of the user and in accordance with
national or Union law (Article 45e(1) of the eIDAS Regulation). These attributes are listed in
Annex VI of the elIDAS Regulation: 1. Address; 2. Age; 3. Gender; 4. Civil status; 5. Family
composition; 6. Nationality or citizenship; 7. Educational qualifications, titles and licenses; 8.
Professional qualifications, titles and licenses; 9. Powers and mandates to represent natural
or legal persons; 10. Public permits and licenses; 11. For legal persons, financial and company
data.

Both a QEEA and an EEAPSB shall have the same legal effect as lawfully issued attestations
in paper form (Article 45a(2) of the eIDAS Regulation14), while a non-qualified EEA shall not
be denied legal effect and admissibility as evidence in legal proceedings solely on the grounds
that it is in electronic form, or that it does not meet the requirements for qualified electronic
attestations of attributes (Article 45a(1) of the eIDAS Regulation15). Following the Higher
Education Institution example, both a QEEA or an EEAPSB attesting the diploma will receive
the same legal effects a the original, paper-based, diploma.

Additionally, a QEEA provided in one Member State shall be recognised as a qualified
electronic attestation of attributes in all other Member States (Article 24a(9) of the elDAS
Regulation16) and an EEAPSB shall be recognised as an attestation of attributes issued by or
on behalf of a public sector body responsible for an authentic source in all Member States
(Article 45b(3) of the eIDAS Regulation17).

These are, indeed, the main legal incentives for using EEAS, especially in regulated markets
and cross-border activities, but only when sectorial requirements of form do not prevent using
the electronic form or impose specific form requirements, according to Article 2(3) of the eIDAS
Regulation18.

An exception to the legal validity of QEEAs is, of course, the PID, which fits in the definition as
an electronic attestation of identity attributes and is not subject to the trust services regulation
but to the electronic identification legal regime, as already introduced. Moreover, Article 45¢ of
the eIDAS Regulation19 considers the special case of a QEEA containing person identification
data used in public services in the following terms: When an electronic identification using an

13 Added by Article 1(46) of the elDAS 2 Regulation.
14 Added by Article 1(46) of the elDAS 2 Regulation.
15 Added by Article 1(46) of the elDAS 2 Regulation.
16 Added by Article 1(22) of the elDAS 2 Regulation.
17 Added by Article 1(46) of the elDAS 2 Regulation.
18 Amended by Article 1(2)(b) of the eIDAS 2 Regulation.
19 Added by Article 1(46) of the elDAS 2 Regulation.
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electronic identification means and authentication is required under national law to access an
online service provided by a public sector body, person identification data in the electronic
attestation of attributes shall not substitute electronic identification using an electronic
identification means and authentication for electronic identification unless specifically allowed
by the Member State. This means that Member States are not mandated to accept QEEAS
where they would require an EDIWSs or other elD means, but they can do it voluntarily. The
same Article follows saying that in such a case, qualified electronic attestation of attributes
from other Member States shall also be accepted, to avoid generating new barriers to the
proper functioning of the internal market.

This provision clearly shows that a very same technical artifact (a credential with identity
attributes) can be subject to different legal regimes, reinforcing the idea that the difference
between a PID and an EEA is just a juridical one. In any case, trust services do not have ‘levels
of assurance’ and thus it would not make sense to equate a QEEA with a LoA high.

Finally, the intention of the eIDAS 2 Regulation is that EEAs are issued to a user with an
EDIW20, but this is not the only potential scenario for EEAs having legal value. For instance,
an interoperability platform used for exchanging citizen’s documents (even without her
intervention) could very well exchange QEEAs or EEAPSBS, to ensure the legal validity of the
exchanged information.

20 See Articles 5a, 45f(8) and 45g of the eIDAS Regulation.
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4. ONBOARDING USERS TO PROVIDE ELECTRONIC ATTESTATION
OF ATTRIBUTES

One of the essential obligations of any issuer of EEAs is to identity the subject to whom the
EEA will be provided. This is specially relevant in the case of QEEAs and EEAPSBSs, because
of their legal effect and cross-border recognition.

According to Recital (74) of the eIDAS 2 Regulation, this Regulation lays down an obligation
for qualified trust service providers to verify the identity of a natural or legal person to whom
[...] the qualified electronic attestation of attribute is issued based on various harmonized
methods across the Union, adding that to ensure that [...] qualified electronic attestations of
attributes are issued to the person to whom they belong and that they attest the correct and
unique set of data representing the identity of that person, qualified trust service providers
issuing [...] qualified electronic attestations of attributes should, at the moment of their
issuance, ensure with complete certainty the identification of that person.

Indeed, both QEEAs and EEAPSBs must include set of data unambiguously representing the
entity to which the attested attributes are referring to or a pseudonym and, therefore, it is
essential to determine the real identity of the requester.

Recital (74) follows explaining that moreover, in addition to the mandatory verification of the
identity of the person, if applicable [...] when issuing a qualified electronic attestation of
attributes, qualified trust service providers should ensure with complete certainty the
correctness and accuracy of the attested attributes of the person to whom the [...] qualified
electronic attestation of attributes is issued, supporting the legal regime of using authentic
sources for verifying the corresponding attributes, among other mechanisms. This is later
mentioned explicitly by the same recital, as follows: those methods should include the
possibility for the qualified trust service provider issuing a qualified electronic attestation of
attributes to verify the attributes to be attested by electronic means at the request of the user
and in accordance with Unién or national law, including against authentic sources.

Finally, and most importantly, Recital (78) says that these obligations of result and complete
certainty in verifying the attested data should be supported by appropriate means, including by
using one or, where required, a combination of specific methods provided for in this Regulation,
strengthening the legal liability of the QEEA provider under Article 13 of the eIDAS Regulation.
The wording used by the recital (obligation of result and complete certainty) shows the intention
of reinforcing the QTSP identification practices, and to do it in a highly harmonised way.

Because using only one of the methods included in the Regulation may not be sufficient for
achieve the obligation of result of full certainty, Recital (78) reminds that it should be possible
to combine those methods to provide an appropriate basis for the verification of the identity of
the person to whom [...] a qualified electronic attestation of attributes is issued, specifying that
it should be possible for such a combination to include reliance on electronic identification
means which meet the requirements of assurance level substantial in combination with other
means of identity verification. Such electronic identification would allow the fulfiiment of the
harmonised requirements set out in this Regulation as regards assurance level high as part of
additional harmonised remote procedures, ensuring identification with a high level of
confidence.
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In this context, article 24(1) of the eIDAS Regulation21 has been amended as follows:

1. When issuing a qualified certificate or a qualified electronic attestation of attributes, a
qualified trust service provider shall verify the identity and, if applicable, any specific attributes
of the natural or legal person to whom the qualified certificate or the qualified electronic
attestation of attributes is to be issued.

la. The verification of the identity referred to in paragraph 1 shall be performed, by appropriate
means, by the qualified trust service provider, either directly or by means of a third party, on
the basis of one of the following methods or, when needed, on a combination thereof in
accordance with the implementing acts referred to in paragraph 1c:

(a) by means of the European Digital Identity Wallet or a notified electronic identification
means, which meets the requirements set out in Article 8 with regard to the assurance level
‘high’;

(b) by means of a certificate of a qualified electronic signature or of a qualified electronic seal
issued in compliance with point (a), (c), or (d).

(c) by using other identification methods which ensure the identification of the person with a
high level of confidence, the conformity of which shall be confirmed by a conformity
assessment body.

(d) through the physical presence of the natural person or of an authorised representative of
the legal person by appropriate procedures and in accordance with national laws.

1b. The verification of the attributes referred to in the paragraph 1 shall be performed, by
appropriate means, by the qualified trust service provider, either directly or by means of a third
party, on the basis of on one of the following methods or, when necessary, on a combination
thereof, and in accordance with the implementing acts referred to in paragraph 1c:

(a) by means of the European Digital Identity Wallet or a notified electronic identification means
which meets the requirements set out in Article 8 with regard to the assurance level high;

(b) by means of a certificate of a qualified electronic signature or of a qualified electronic seal,
issued in accordance with paragraph 1a, point (a), (c) or (d);

(c) by means of a qualified electronic attestation of attributes;

(d) by using other methods, which ensure the verification of the attributes with a high level of
confidence, the conformity of which shall be confirmed by a conformity assessment body;

(e) by means of the physical presence of the natural person or of an authorised representative
of the legal person by means of appropriate evidences and procedures, in accordance with
national laws.

21 Amended by Article 1(21)(a) of the eIDAS 2 Regulation.

Co-funded by
the European Union

Page 23 of 26

© 2023-2025 DC4EU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | D4.1: Legal Analysis (V 0.2) [E DC4EU

The amended version of Article 24 of the eIDAS Regulation introduce significant changes with
respect to the original text, summarised in the following table.

Scope Article 24(1) applies both to the issuance of qualified certificates for
electronic signatures or seals and the issuance of qualified
attestations of attributes, but with a slightly different legal regime.

Harmonisation level Article 24(1) considers a maximum level of harmonisation with respect
to the methods, or combination thereof, for verification of identity and
other attributes, which will be applied in accordance with a specific
implementing act (Article 24(1c) of the eIDAS Regulation22).

Methods for the verification of identity | Article 24(1) introduces the use of the EDIW as the first method of the
of the subject list.

Using other electronic identification means is now only possible if
those electronic identification means have been notified and meet the
requirements of assurance level high.

It is not anymore required that the electronic identification means had
been issued after the physical presence of the natural person or of an
authorised representative of the legal person.

Using other identification methods recognised at national level is
deprecated. Instead, these will be adopted as part of the
implementing act.

The last method is the physical presence of the natural person or of
an authorised representative of the legal person by appropriate
procedures and in accordance with national laws. This is the only
method where national laws may play a significant role.

Methods for the verification of | Article 24(1b) authorises the four methods for the verification of identity
attributes of the subject (with slights adaptations) and adds an additional fifth method, which is
using a qualified electronic attestation of attributes.

Therefore, it will be possible to use the attributes contained in a QEEA
to issue another QEEA (but not for issuing a qualified certificate for
electronic signature).

TABLE 2. IDENTITY AND ATTRIBUTES VERIFICATION REQUIREMENTS

With respect to EEAPSBES, it is not legally clear whether Article 24(1) is applicable in its strict
terms. As explained before, according to Article 45f of the elDAS Regulation, the Member State
where the public sector bodies referred to in Article 3, point (46), are established shall ensure
that the public sector bodies that issue electronic attestations of attributes meet a level of
reliability and trustworthiness equivalent to qualified trust service providers in accordance with
Article 24.

The wording of the legal text obliges the Member State to ensure public sector bodies issuing
EEAs meet an equivalent level of reliability, instead of imposing exclusively using the identity
and attribute verification methods provided for in Article 24, points (1a) and (1b).

Thus, Member States could define, at the national level, other identity and attributes verification
methods, with the only limitation that they ensure an equivalent level of reliability and

22 Added by Article 1(21)(a) of the eIDAS 2 Regulation.
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trustworthiness. It seems obvious that these providers will have a strong incentive in using, at
least, the EDIW or other notified elD means to verify the identity of the subject requesting an
EEAPSB, but Member States can truly facilitate, via national legislation, other verification
methods for other attributes, such as, for example, a national interoperability platform.
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