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EXECUTIVE SUMMARY

This report presents the activities undertaken in the Task T3.2 “Coordination with EC elDAS
Expert Group” throughout the duration of the project, describing the effective establishment
and maintenance from DC4EU of feedback loops with EC Services, elIDAS Expert Group
(renamed as “European Digital Identity Cooperation Group” following entry into force of revised
elDAS regulation), wallet Reference Implementation team and towards other stakeholder
groups in the European Digital Identity Ecosystem interested in respective feedbacks (co-
legislators of eIDAS Implementing Regulations, other Large Scale Pilot projects running in
parallel to DC4EU, standardization bodies, etc.).

The report opens with an initial section providing the context and justification about the
relevance of Large Scale Pilots feedback for key iterative outcomes of eIDAS Toolbox process,
in particular the Architecture and Reference Framework and wallet Reference Implementation,
describing in detail the process led from “Internal and External Collaboration and Alignment”
work package with other work packages to provide comparative analyses of ARF successive
versions and to collect, prioritize, revise and consolidate coherent and consistent feedback
items in each feedback round. Approach taken to optimize this process since ARF v1.4 is also
explained. Benefits both for DC4EU (e.g. better awareness of and alignment with key eIDAS
Toolbox ARF and wallet Reference Implementation outcomes as well as Implementing Acts)
and for stakeholders (consideration of LSP requirements and recommendations for a
sustainable, scalable and interoperable wallet ecosystem) are highlighted.

The subsequent sections cover in detail the respective feedback processes covered from the
task regarding ARF (Section 2), Wallet Reference Implementation (Section 3), Implementing
Acts (Section 4) and Other Feedback Loops (Section 5). Details are provided on how each
round of feedback was organized with a multi-disciplinary and multi-perspective approach
through the involvement of experts from the different technical and piloting work packages,
detailing timelines followed, discussion and consensus-building mechanisms and a providing
qualitative and quantitative information about feedback instances: this allows to better
understand the absolute amounts of feedback elements, the participation in them from different
work packages, the different types of feedback items, the range of subjects addressed by
DC4EU experts and their importance to the project, etc. To underscore the bidirectional nature
of these feedback loops, special attention was paid to evidence instances of impact and
acknowledgment of feedback provided from the project, such ARF responses from ARF
editorial team to feedback provided as GitHub Issues, direct discussion with EC services in
LSP Coordination Group and bilateral meetings, assessment of finally adopted Implementing
Acts in comparison to DC4EU comments provided to drafts (two sets), etc. In particular in the
case of ARF, different thematic areas can be observed which have been re-visited in feedback
items over different iterations, highlighting their importance for the project (see also Section 6—
Conclusions).

It is important to note (see Section 6 — Conclusions) that both task-related KPIs (number of
participations/contributions provided from DC4EU to ARF and wallet Reference
Implementation and other relevant topics) and number of comparative analyses of ARF
iterative releases) have been successfully satisfied with respect to established targets.
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Introduction

o DC4EU

The main objective of the current document is to report with sufficient level of detail and in an
orderly manner all activities under the scope of and undertaken by Task T3.2 “Coordination
with eIDAS Expert Group” within the “Internal and External Collaboration and Alignment” Work
Package, which is to establish effectively and whenever possibly bidirectional collaboration
activities and feedback loops with the elIDAS Expert Group (now European Digital Identity
Cooperation Group) in relation to the eIDAS Toolbox (Architecture Reference Framework) and
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reference wallet iterative releases with consideration to revised elDAS regulation related
Implementing Acts covering a wide range of aspects (from provision and exchange of attributes
to functionality and security of the wallet, trust and governance and several other key wallet
functionalities, scenarios and flows). These activities serve to channel DC4EU requirements
and recommendations for their consideration by incumbent stakeholders in the elDAS Toolbox
process (those in charge of ARF and wallet Reference Implementation iterative releases), EC
Services, co-legislators working on Implementing Acts drafts, standardisation bodies, other
Large-Scale Pilot projects and organisations from private and public sectors otherwise
participating in the European Digital Identity wallet ecosystem. This is related fulfilment of
Milestone #MS10 “Coordination activities with EC eIDAS Expert Group” and of Work Package
KPIs #1 and #4, see Section 6 - Conclusions.

Relation to other Work Packages and Deliverables

According to the nature of activities in Task T3.2 “Coordination with elDAS Expert Group” and
the specific methodological processes adopted for feedback collection and consolidations for
both ARF, wallet Reference Implementation, Implementing Acts and other feedback loops,
interaction with all other WPs in DC4EU has been at the centre of these activities, in particular:

e Very close interaction with WP2 “Analysis, planification and design” with respect to
complementary analysis of ARF where from ARF v1.4 this work package proposed
initial feedback items to explore with other work packages

e Close collaboration with WP7 “Integrations and development® as well to ensure the
alignment of DC4EU’s components implementation and integration with iterative
releases of the eIDAS Architecture Reference Framework and in particular for providing
code analysis the wallet Reference Implementation as basis for discussion of findings
with other technical work packages to consolidate feedback on this Reference
Implementation

e Continued interactions with WP4 “Onboarding base identity”, WP5 “Education and
Professional Credentials”, WP6 “Social Security” and WP8 “Ecosystem building, policy
support and sustainability” for feedback collection to ARF successive version as well
as to three sets of Implementing Acts and to other feedback loops

e Interactions with WP1 “Project management and coordination” to formally deliver
feedback reports to EC Services and in Have Your Say Portal and to back the seamless
implementation of agreed processes with other work packages and with WP9
“Communications and Dissemination” to report contributions of Task T3.2 to project
milestones in DC4EU website and disseminate internally and externally its activities
through newsletters and other channels
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1. SIGNIFICANCE & METHODOLOGY IN DC4EU FOR LSP
FEEDBACK PROCESS

1.1 The Role and Significance of Feedback Process for LSPs

This report covers and describes the bidirectional and iterative collaboration process with
elDAS Expert Group (now European Digital Identity Wallet Cooperation Group) to incorporate
subsequent releases of Common Union Toolbox specifications (“Architecture Reference
Framework”) and reference identity wallet application and to provide recommendations
(feedback) from the project regarding such iterative releases. It delivers a comprehensive
overview of the activities undertaken in order to establish and manage bi-directional
collaboration activities between DC4EU and the EC, relevant EC services, as well as the
elDAS Expert Group towards the eIDAS Toolbox and reference wallet iterative releases with
consideration to elDAS related implementing acts and the deliverables from Common Union
Toolbox Working Groups covering aspects from provision and exchange of attributes to
functionality and security of the wallet, reliance and governance.

As indicated already in the first official version of Architecture and Reference Framework (ARF)
available since April 2023, the ARF “will be used by the LSPs to inform and guide pilot system
design and architecture development together with the release of the reference
implementation. The LSPs are expected to provide feedback on the ARF as they develop and
interact with Relying Party services, Qualified or non-qualified Electronic Attestations of
Attributes (Q)EAA Providers, Person lIdentification Data (PID) Providers and Users in
meaningful transactions under the proposed used cases”. This serves as confirmation of the
goal undertaken within DC4EU, in particular in Task 3.2 “Coordination with the EC elDAS
Expert Group!” (now elDAS Digital Identity Cooperation Group?) to align activities within the
project with the process to be established for iterative releases of the eIDAS Architecture
Reference Framework, closely collaborating with other work packages and leveraging training
workshops and support services for the LSPs, covering various key wallet functionalities,
scenarios and flows and to provide feedback that serves to channel findings and lessons
learned on the user journeys of the academic and social security LSPs for improvements in
successive releases of the reference elDAS wallet and ARF, as well as to drafts of
Implementing Acts once the main Regulation text was adopted.

Task T3.2 proposed, discussed with other work packages and refined over time an ARF
feedback collection and consolidation process which is described in next Subsections 1.2 and
1.3. ARF feedback in Task T3.2 is different but complementary from ARF analyses performed
by Task T2.1 “Analysis” in the “Analysis, planification and design” work package: in Task T3.2
the focus of the analysis has been on factual and text-based comparison between ARF
versions to raise awareness of additions and changes marking the evolution of these technical
guidelines and high level requirements and then to drive inter-WP consensus building on
chosen and prioritised feedback items whereas Task T2.1 (“Analysis”) in the “Analysis,
planification and design” work package, ARF analysis has been related to its scope to define
the logical and architectural design of DC4EU ecosystem seeking alignment with ARF as much

1 See https://ec.europa.eu/transparency/expert-groups-register/screen/expert-
groups/consult?lang=en&grouplD=3032
2 See https://digital-strategy.ec.europa.eu/en/policies/european-digital-identity-cooperation-group
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as feasible considering project’s functional and non-functional requirements (including for
EAAs and (Q)/Pub-EAAs, user journeys design, APIs alignment, etc. Both complementary
approaches and scopes have been increasingly aligned over time in a mutually beneficial inter-
work package collaboration, which has been instrumental as well to optimize DC4EU’s ARF
feedback process. The feedback activities covered in this D3.2 deliverable are also
complementary to feedback provided by Member States’ representatives (from countries like
Spain, Austria, Greece, Finland, Sweden, Denmark... among others) in the elIDAS Expert
Group/EDICG and which are also active contributors in many cases in DC4EU activities.

Task T3.2, also took the lead to define, agree and conduct another process in close
collaboration with the work package “Integrations and development” (including specific bilateral
workshops with multiple work packages) to provide feedback to the initial release of the
wallet’'s Reference Implementation when it was made available to the LSPs (see subsection
3.1.2).

To finish this introductory consideration of the role of the feedback process and loops for LSPs
and for DC4EU in particular, it is necessary to highlight a number of benefits and positive
interaction loops that DC4EU assesses to have gained thanks to these activities as well as
benefits DC4EU believes these same activities have and will still be generated to the wider
European Digital Identity Wallet ecosystem communities:

A. Creation of wide awareness inside the Project on novelties and updates through
successive ARF versions as well as with draft Implementing Acts as they are published
for open public consultation process. This underscores the importance given in DC4EU
to covering all functionality required in the piloting process while simultaneously
complying with regulatory frameworks and aligning as much as feasible with later
versions of ARF e.g. ARF 1.5.

B. This mentioned awareness provides a sound basis for the alignment in the project with
both legally-binding updated and successively adopted sets of Implementing Acts and
the technical specifications (including protocols and standards), guidelines and High-
Level Requirements incrementally provided, refined and improved in successive ARF
versions. This is directly relevant for numerous activities, interactions and deliverables
both within work packages (WP2, WP4, WP5-6. WP7, WP8...) and between them (WP7
with WP5-6, WP2 with WP7 and WP5-6...)

C. The process of inter-work package discussions managed by T3.2 leader for assessing,
prioritising, consolidating and making consistent and coherent different feedback items
to ARF versions has a beneficial impact, both on the Project and on the European
Digital Identity Wallet ecosystem, as:

i. itallows DC4EU multidisciplinary experts from multiple work packages to focus
on those aspects that are more relevant to convey from the Project to the
respective stakeholders in charge of Toolbox

ii. it fosters inter-work package dialogue and in-depth discussion of i.e. ARF
topics, Reference Implementation features, draft Implementing Acts provisions,
etc. allowing a much deeper understanding of all issues at stake, the
interdependencies between related topics and requirements

ii. it allows elDAS Expert Group/EDICG/ARF editorial team, wallet Reference
Implementation teams to consider and, where relevant, incorporate LSPs
feedback instances towards core ARF Toolbox building blocks (subsequent
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versions of ARF main text and Annexes including High Level Requirements,
Rule Books, etc., ARF Discussion topics and Discussion Papers and Reference
Implementation components)

iv.  As per the previous point, this also enables possibilities to work together with
the LSPs in addressing any potential discrepancies between contractual
requirements of each of the LSPs and ARF development, which is an on-going
work where many topics need to be iteratively and incrementally addressed.

D. Feedback to releases of Wallet Reference Implementation allows consideration by its
team of features, functionalities and technical specifications and standards needed with
high priority by the LSPs (and which are also covered in ARF and Implementing Acts),
potential issues and solutions to maximize integration possibilities with other
ecosystem components including Authentic Sources, (Q)/Pub-EAA Providers, Relying
Party (Verifiers) and to address interoperability with other prototypical wallet
implementations implemented following ARF technical specifications. This type of
interaction loop was actually well received by DG CNECT as it was confirmed that the
EC is also interested in tailoring the wallet development to suit the project's needs while
aligning with the ARF and regulatory framework and to do so through coordination
meetings (general LSP and specific bilateral) and through continued feedback from the
project team.

1.2 Internal DC4EU Methodology for Feedback Collection to ARF, Implementing Acts

and Reference Implementation
The definition of the overall process for feedback collection to the elDAS Toolbox ARF
(Technical Specifications) iterative versioning process®, was led by Atos and was discussed
from summer 2023 in various iterations with “Internal and External Collaboration and
Alignment” Work Package Leader and with the Project Management and Coordination team
as well as with the rest of work packages attending DC4EU’s technical workshop in Athens at
the end of September 2023.

Thus, it was agreed, as per normal contractual responsibilities, that all feedback resulting from
the task outputs towards EC Services (e.g. DG CNECT, DG DIGIT and HADEA) would be
channelled through the Project Management and Coordination team as it is in charge of
managing all interactions with EC Services. Regarding relationship to elDAS Expert Group /
European Digital Identity Cooperation Group and considering that participation in them is
strictly restricted to Member States appointed experts and that T3.2 leading partner is thus not
participating directly in the closed meetings of this Group of experts, it was considered as most
appropriate option for ARF feedback to be indirectly provided to them (e.g. reports submitted
to EC services) and occasionally more directly through DC4EU representatives (e.g. when
LSPs were invited to workshops to discuss ARF Epics) and through ARF GitHub public issues
when the repository was made available (ARF v1.4 and subsequent feedback iterations), see
Section 2. Following also task goals, findings and lessons learned on the user journeys of the
academic and social security pilots, together from other technical and more horizontal work
packages, were channelled for improvements in successive releases of the reference eIDAS
wallet (see section 3).

3 See https://ec.europa.eu/digital-building-
blocks/sites/display/EUDIGITALIDENTITYWALLET/Technical+Specifications
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The process was also presented to the EC Services (DG CNECT, HADEA) in a meeting on
October 19", 2023, in parallel to the launching within the Consortium of the first feedback
collection round for ARF v1.1 (see section 1 below). The ultimate goal of this process, which
has been preserved through subsequent iterations of feedback collection for the different
published versions of the ARF, has been to ensure a consistent, coherent and unified feedback
from the project, simultaneously enabling all incumbent project work packages to get a better
understanding of the ARF iterations vis-a-vis the DC4EU needs, motivating feedback items to
them. To ensure these properties of DC4EU feedback to the ARF, a transparent process was
defined, making use of a common feedback template to collect feedback items consistently
and supported through different activities for awareness raising of its features and the
necessary timelines for completion of the collection of feedback items, their discussion and
consolidation. This was managed through multiple email communications, through
presentation at recurrent Work Package Leaders meetings of the procedural approach and its
progress, and through the availability of draft collected feedback items in the project’s internal
repositories. When needed, discussion of topics to refine their details and to merge when
necessary and to avoid any contradictions between similar feedback items was organised,
both in ad hoc sessions with feedback owners or with all Work Package leaders in the periodic
meetings for them.

In essence, the originally defined process, which was followed comprehensively for ARF 1.3.0
feedback, included the following steps:

1. Atos uploads to a specific shared folder all documents available from ARF
published version. For initial versions (v1.1 and v1.2), a summary presentation
with all key points in each section of the main text of the ARF, see section 1
below. Furthermore, additional inputs from elDAS Digital Identity Cooperation
Group/elDAS Expert Group (e.g. related to Epics backlog, discussion topics
and papers, etc.) are considered when made available to the task leader
through GRNET (which is also Member State representative at this Group) or
else through information made available to LSPs by DG CNECT in bilateral
meetings or LSP Coordination Group meetings
2. With this basis, and in the subsequent few weeks, DC4EU work packages
leaders and a few experts appointed by them as proxies (so that interactions
are limited for better effectiveness of the process) proceed to analyse specific
sections of relevance to them, preparing relevant feedback items to be provided
using a special feedback collection template that included necessary details
(see Figure 1 below):
¢ qualifying the type of feedback (Clarification Request, Proposed
Improvement, Conflictive Specification/Element problematic for DC4EU,
Requested Addition, Priority Changes in the ARF Backlog and Other)

¢ the section, page and points affected

e priority of the feedback in terms of ARF changes importance and its impact
for DC4EU

o feedback clear and concise description including necessary context and
details

¢ internal and external rationale for the feedback justifying its relevance

3. Provided forms are analysed and, if necessary, in case of
incomplete/unclear/conflicting feedback from work packages, these issues are

The DC4EU project is Co-funded by

Co-funded by the European Union’s Digital Europe

the European Union  Programme under Grant Agreement

no. 101102611 Page 16 of 145

© 2023-2025 DC4EU



DCAEU | DIGITAL CREDENTIALS FOR EUROPE | D3.2 Coordination Report with eIDAS Expert Group [E DC4EU

presented to the concerned work packages, normally in periodic Work Package
leader meetings. If so agreed, a meeting (‘ARF Feedback Workshop’) is
organised by Atos with all incumbent WPs to present their comments and
resolve doubts and reach common understanding, potentially improving and/or
reformulating feedback descriptions. In this way, inputs strategically relevant for
the project from ARF content (including elDAS Digital Identity Cooperation
Group/elDAS Expert Group workshops for LSPs) and from the project to the
ARF editorial team / eIDAS Digital Identity Cooperation Group/ eIDAS Expert
Group can be discussed more in depth by the corresponding project experts
(for example related to ecosystem architecture, trust models, PID and
onboarding, piloting domains, components development and integration,
ecosystem building and policy support)

4. Atos consolidates a document with the final version of DC4EU feedback to this
ARF version and provides it to WP1 for its final approval by Strategic Committee
/ Work Package Leaders and its submission by WP1 via established channels
to EC Services (and thus indirectly to elDAS Digital Identity Cooperation
Group/elDAS Expert Group). In later iterations the feedback was also uploaded
to DC4EU repository in LSP Confluence portal for other LSPs to see and from
ARF v1.4.0 also to ARF GitHub in the form of public Issues

1. FEEDBACK 1

Affected Section/Annex (*):
PDF Page(s) (*):
Type of feedback (*):
[Clarification request]
[Proposed improvement]
DCAEU | DIGITAL CREDENTIALS FOR EUROPE 0 (J)‘ [Conflictive specification element / problematic for DC4EU]
[Requested addition]

[Priority changes in ARF backlog]

ARF FEEDBACK FORM - COVER
[Other]

Name(s) (*): WP Leader (and proxies if applicable)

Importance of related ARF change (in latest version) to which this feedback relates:
WP (%) [CRITICAL] [MAJOR] [MINOR]

p e ) Impact for DC4EU (%): [CRITICAL] [MAJOR] [MINOR]
rganization(s) (*):
Feedback Description (*): (Please describe here the feedback with the necessary context and
details to make it fully understandable, going to the point with clarity and as much conciseness

e-mail (*) as possible).

Date (). Rationale (justification details relevant for internal discussion):

Rationale (formal justification towards elDAS EG) (*):
ARF version (k.

FIGURE 1: ORIGINAL DC4EU ARF FEEDBACK FORM, COVER AND FEEDBACK ITEM FIELDS
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Figure 2 below provides a synthetic overview of the process:

= Atos prepares

* Afos prepares and * Feedback items.
containing changes » Atos assesses . WWW
and novelties in potential conflicts, : g.EQLE!.e.?. o
latest ARF overlaps, etc. Feedback. £ EC_ report
(compared to = Discussion with Cansolidation *Report is sent to EC
previous version) WPL & Proxies and uploaded to LSP

* Feedback form » Participation in Cmm‘_’trggi:‘:i(’?@ ,
available to describe elDAS EG i:W!..:é‘.m......m.R": 1“4 0]ssues
feedback items workshops Tor Sai

FIGURE 2: FEEDBACK TO ARF COLLECTION & CONSOLIDATION PROCESS OVERVIEW

Timewise, the aim of the process is to collect, revise and consolidate the feedback in a limited
timeframe of a few weeks (2-4), so that this feedback could be taken into account in a timely
manner, if possible before the publication of the next ARF version.

For description of methodological process followed for the Reference Implementation please
see subsection 3.1.2. Process that was followed to provide feedback to the different Public
Consultations for draft Implementing Acts is described in Section 4.

1.3 ARF Feedback Process Optimisation since ARF 1.4

Starting from ARF v1.4.0 publication in May 2024, and aiming for a shorter, more streamlined
and effective feedback collection and consolidation process, Atos together with GRNET as
Work Package leader proposed a number of changes that were first agreed with the “Analysis,
planification and design” Work Package leader (GUNET) and later presented to the rest of
Work Package Leaders in their conference call of May 16" 2024. In this way it can be expected
DC4EU can provide these feedback sets for each subsequent published version generally in
a month after each ARF version, with better chances to have them considered as ARF
publication frequence was also expected to speed up. The role of “Internal and External
Collaboration and Alignment” work package continues to be to:

a. Provide preliminary and preparatory materials in the form of structured
documents and highlighting important changes and considerations

b. preparing and managing feedback form and shared spreadsheet for gathering
structured feedback on top of that initially provided from the “Analysis,
planification and design” Work Package (10 days were proposed for this work
package to provide their baseline feedback items)

c. presenting a consolidated new version after organizing any alignment meeting
necessary (plenary or with individual WPs).

These were the main changes proposed and implemented to optimise the process:

e Use of a shared and structured spreadsheet file (‘ARF Comments List’) to keep all
feedback items well ordered, and using same fields as in collection template (see
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below): a concise topic title and with a main contributor (acting as “Rapporteur” in
charge of facilitating item discussion and consolidation) and secondary contributors,
label indicating type of feedback, (Sub)Section(s) and pages interval of ARF
document(s) addressed, a concise description of the feedback item and other fields to
track existence of feedback form and submission as GitHub Issue as well as final
decisions to include, remove, merge individual feedback items

e In another section of the same spreadsheet, work package leaders were also
requested to consider previously submitted feedback in ARF 1.3.0, marking each of
them as [Addressed, Partially Addressed, Not Addressed Yet or Won't Fix] and whether
they proposed to: [Resubmit, Update, Do Nothing or mark the topic as Obsolete]

e Provision of an updated and simplified template (see Figure 3 below) where tabular
format was adopted following that used in ARF v1.3.0 submitted feedback report in
order to ease at-a-glance visualization of key fields and aligning each feedback item
type of feedback with those listed in Chapter 8 of Arf 1.4.0 as labels for GitHub Issues.
Some fields such as the ‘Importance for ARF’ and ‘Impact for DC4EU’ also became
optional, given their subjective nature and the risk of excessive use of ‘HIGH’ value

FEEDBACK N [SHORT, CLEAR DESCRIPTIVE TITLE OF

FEEDBACK]
E"Kﬂif Title | [Short, Clear Descriptive Title of Feedback]
Affected
(Sub)Section/An PDF Page(s) Interval
nex
I[mportance for . Impact for | [LOW][MEDIUM][HIGH]
ARF (%)| %}%ﬂ JIMEDIUM][HI DC4EU(™)|
Type of | [See below, please .
feedback(*) | select one] Reporting WPs
Description (*)

Justification and proposed action(s) towards eIDAS EG (¥)

[Flease describe here the feedback with the necessary context and details fo make it fully
understandable, going fo the point with clarity and as much conciseness as possible. If
necessary add in Appendix any information that is foo lengthy to include in the description,
please note we aim for tables that are not longer than 1 page / 250 words (exceptionally for
complex feedbacks 1.5 pages)].

Rationale (justification details relevant for internal discussion)

[Recommended to be provided)

FIGURE 3 : UPDATED FEEDBACK COLLECTION TEMPLATE V2.2
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-Provision of important guidance in form of tips for writing feedback items (proposed by Atos
and GRNET mainly):

e Each feedback point needs to be specific to a problem and presented in a coherent,
concise and understandable way (avoiding being verbose or over-analytical about specific
techniques or technologies) and taking into account (i) its criticality for the whole European
Wallet project (and not just for one LSP), (ii) the fact that the ARF is a work in progress and
not a final version, (iii) the time that the recipients of our feedback will need to spend
reading and understanding it. Please clearly and concisely state i) what the identified
problem is, ii) why this is important, and iii) what the proposed solution is

e For assigning of Importance of ARF and Impact for DC4EU please carefully think about
choice of [LOW, MEDIUM, HIGH] avoiding ‘over-use’ of “HIGH”.

¢ Consideration that the ARF is not legally binding and is only intended to serve as a general
technical guide for Member States to develop the Official European Identity Wallets. Only
the legal text and the accompanying implementing Acts have legal consequences and
therefore there is little or no value in feedback that advocates changes that can only be
fulfilled in a legal context

e Being a general technical guide, it does not need to be strictly followed down to the last
detail when developing an LSP wallet, but as a general guide that is still evolving and
changing. Therefore, as long as the core protocols and specifications are followed,
alternative technical approaches can be experimented and tested in the context of LSPs.
Missing or incomplete parts of the ARF and alternative technologies not explicitly listed
should not be seen as a reason for blocking the LSP's work but can be proposed to be
added if relevant for the community of EU Digital Identity Wallets stakeholders

¢ Keeping in mind to differentiate between the LSP focus to demonstrate ways to exploit the
concept of a wallet in specific use cases (considering use case data models, the needs of
relying parties and authentic sources in the pilot domain, etc.) rather than to develop a
productive wallet ecosystem that is ready to be used in real life by real users. Feedback
should accordingly not prioritise /focus on sophisticated, non-core aspects of wallet
lifecycle and their requirements which are not necessary/key to solve a specific problem in
a specific domain

e Strict observance of timeframe requested (two weeks) for consideration of initial feedback
items provided as baseline from the “Analysis, planification and design” Work Package to
other work packages and to add from these other work packages more feedback items
they identify as relevant, with respective descriptions being clear, concise and to the point
aiming generally for 1 page per feedback item including all necessary content for making
it understandable. Then, Atos as leader of the process with support from GUNET, would
devote one week to assess received feedback and determine if a meeting is required
involving specific contributors to resolve potential incomplete/overlapping/contradictory
feedbacks and generating a consolidated draft for approval by the Strategic Committee
within 4 weeks since the initial list of feedback items is made available from the “Analysis,
planification and design” Work Package
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2. ARF FEEDBACK PROCESS

2.1 |Initial versions of Architecture Reference Framework (1.1.0 and 1.2.0)

Following the preliminary outline of the ARF which had been published in February 2022
(covering at a conceptual level the wallet, its functionalities, security aspects and core use
cases)?, the first version of the ARF (1.0), aiming “to provide a set of the specifications needed
to develop an interoperable European Digital Identity (EUDI) Wallet Solution based on common
standards and practices”, was published on February 13", 2023° (soon before the Large Scale
Pilots were launched). It was also indicated that it had the purpose “to be used by the European
Commission developing a reference implementation of an EUDI Wallet and the consortia
piloting the use of the reference implementation in the context of Large-Scale Pilots”. All
subsequent versions of ARF, from 1.0 to the latest version are available from:
https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-and-reference-
framework/releases (for the convenience of readers of this deliverable, PDF files for each of
the corresponding ARF versions can also be obtained through ARF version links available in
the mentioned URL).

During the first month of DC4EU, on April 23 2023, ARF v1.1 was published and Atos
prepared for DC4EU partners in May 2023 a slide deck comprehensively detailing in a
straightforward and easy to understand manner (summarized in bullet points for each section
and including all relevant diagrams from the document) the information in this version which
was considered a minor release with respect to the initial release, featuring a new chapter with
initial Use Cases (corresponding to Epics® provided during the first Sprint of the elDAS Digital
Identity Cooperation Group/elDAS Expert Group) focused on remote identification and
authentication with high Level of Assurance to access online public and private services’ and
on Mobile Driving License with EUDI Wallet® (other use cases such as Health, Educational
credentials and professional qualifications,, Digital Finance and Digital Travel Credentials were
also introduced for future development). This version also included five Annexes describing
corresponding service blueprints related to these use cases. While still waiting for ARF v1.2 to
be officially published, Atos internally launched a process to collect feedback to this 1.1 version
on October 18™", 2023, setting up an internal list of experts nominated as ‘Proxies’ from each
work package that would participate in this and subsequent rounds of feedback in addition to
the Work Package Leaders. Collected feedback items for ARF 1.1 (five) were provided mainly
by “Onboarding base identity” Work Package and by “Internal and External Coordination” Work
Package and the report can be found in “APPENDIX A: ARF 1.1 FEEDBACK REPORT”. They

4 See https://digital-strategy.ec.europa.eu/en/library/european-digital-identity-architecture-and-reference-
framework-outline

5 See https://digital-strategy.ec.europa.eu/en/library/european-digital-identity-wallet-architecture-and-
reference-framework

6 Understood in Agile project management as large, high-level and significant work items (decomposable into
smaller user stories) that represent a significant piece of functionality or a major feature helping the eIDAS
Expert Group prioritize the work and to capture and organize big ideas or requirements that will provide
substantial value to the ARF once completed.

7 See EPIC-01:Accessing Public and Private Online Services with EUDI Wallet - Issue #29 - eu-digital-identity-
wallet/eudi-doc-architecture-and-reference-framework

8 See EPIC-02:Mobile Driving License with EUDI Wallet - Issue #39 - eu-digital-identity-wallet/eudi-doc-
architecture-and-reference-framework
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cover aspects ranging from requesting an in-depth analysis of the trust model capable of
covering multiple flows and scenarios of use, to enhancements of user-centric approach with
mandatory access control mechanism to complement discretional access control in cases
where this is needed, aspects related with PID attributes (nationality that should be mandatory
and addressing cases when it can have multiple values) as well as request for inclusion of
DC4EU’s use case of Social Security and of requirements provided initially to EC services and
NiScy related to Verifiable Credentials. This report was submitted to EC services within another
document also comprising further information requested by DG CNECT on December 19™
2023 (it was eventually also uploaded to LSP Confluence portal together with other DC4EU
reports on feedback to ARF).

At the end of June 2023, a preliminary draft of ARF v1.2.0 became available to DC4EU
although it was not yet published due to the ‘embargo’ decision made by the EC while waiting
for the legal and political process (interinstitutional negotiations between co-legislators or
‘Trilogues’) for the revision of the eIDAS Regulation to conclude (this also resulted in delay for
the publication of the initial release of the wallet's Reference Implementation). The “Internal
and External Collaborations” Work Package started analysing the preliminary draft on June
27", 2023 and Atos prepared on June 30" another slide deck analysing the main text
necessary details, summarized in bullet points for each section and including all relevant
diagrams from the document the information for this new version, highlighting the new
additions and changes in this version (e.g. addition of a new chapter exploring in some depth
Trust Model within EUDI Wallet ecosystem and 2 annexes with initial iterations of PID and mDL
Rule Books). Atos also informally analysed in July the 2 mentioned Annexes providing some
comments on them internally, especially relevant for the “Onboarding Base Identity” Work
Package (but no formal analysis was possible at the time as the publication of the whole ARF
was significantly delayed) while studying with GRNET aspects covered in LSP Coordination
Group meeting that took place on June 28", 2023, including those related to ARF v1.2.0
adoption, information on upcoming Epics in eIDAS Digital Identity Cooperation Group/elDAS
Expert Group backlog and initial news regarding future Developers’ Community Webinar on
the wallet Reference Implementation. Finally on November 16", 2023 ARF 1.2 updated version
appeared on GitHub®, however it was decided to first conclude ARF v1.1 feedback collection
process and to assess whether DC4EU feedback should focus on ARF v1.3 which was
expected to be a major iteration, as its publication seemed close.

Atos also performed and shared with partners in the DC4EU internal repository an internal
comparative analysis of a new version of elDAS regulation text, available once the Political
Agreement between the EU Parliament and the Council was reached on November 11, 2023.
This was relevant as additional background for ARF analysis and feedback.

2.2 elDAS Digital Identity Cooperation Group (elDAS Expert Group) Workshops

In preparation for publication of ARF 1.3, all LSPs were invited to participate in three elIDAS
Digital Identity Cooperation Group/elDAS Expert Group workshops in Luxembourg which took
place on 17-18" January (54" elIDAS EG meeting), January 31%-February-1%t (55" eIDAS EG
meeting) and February 14-15" 2024 (56" elDAS EG meeting). DC4EU was formally
represented by Atos and SUNET in the first workshop whilst DVSV and GUNET were the

9 See https://github.com/skounis/architecture-and-reference-
framework/tree/80d00cf5ad1c3930235e4140b1fc8a975638f787/docs
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representatives for the second workshop and GUNET and DRV-Bund for the third (DRV-Bund
also acted as Rapporteur for Epics 25 and 26). The workshops addressed detailed discussions
on the ARF backlog Epics listed below as this was also seen as relevant as well in terms of
agreeing on high level requirements relevant for the preparation of the first Implementing Acts
to follow the imminent approval of revised eIDAS Regulation:

18t Workshop

e Epic 12: Minimum requirements for (Q)EAA rule books

e Epic 41: Minimum requirements for authentic source provided EAAs
e Epic 42: QTSP access to authentic sources

e Epic 43: EAA embedded disclosure policies

2" Workshop

o Epic 09: EUDI Wallet Trust Evidence

o Epic 38: Wallet Instance Revocation

o Epic 31: PID, Wallet, and Attestation Providers registration
o Epic 40: List of trusted lists

3" Workshop

e Epic 20: Authorizing online payments with the EUDI Wallet

o Epic 25: Unified definition and controlled vocabulary for attestation attributes
o Epic 26: Attestations catalogue

o Epic 28: EUDI wallet for legal person

e Epic 29: Delegation paradigm

Atos participated in internal preparation meetings for the workshops and also reported on the
discussions of the second workshop, collecting information as well from other partners that
represented the project in the subsequent workshop. DC4EU actively provided inputs directly
in workshop discussions addressing aspects such as:

¢ Requirements for domain specific (e.g. social security) rule books, including support to
different attestation schemas for given credential types and clarification of identification of
(Q)EAA holder and its relation to delegation and migration scenarios, respectively
addressed in Epics 29 and 34 (Epic 12)

o Enforcement of embedded disclosure policies leading to blocking of requests from relying
parties not registered for a specific attestation schema of an attestation type (Epic 43)

o Clarification of semantic aspects (e.g. “certificates” as concept vs certificates as specific
technical mechanism with revocation and update), on the use of more scalable methods
for registering the trust lists (e.g. EBSI services) alongside the possible consideration and
benchmarking of further approaches/frameworks for trust management in addition to
PKIl/Trusted Services Lists (EBSI, DID-based, OpenlD Federation), on the notifications for
registration of wallet/PID/EAA providers, etc. (Epics 31 and 40)

e Mechanisms to be implemented by wallet providers allowing wallet instance suspension
and revocation with consideration of what identifiers to use (PID, WTE) and preserving
privacy (Epic 38)
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e Contributions to discussions around the new concept of Wallet Trust Evidence (e.g. privacy
aspects considering how it will be registered and its possible association to the PID), the
convenience to abstract the definition of HSM and to use a common interface in order to
cater for different types of implementations, etc. (Epic 09)

o Addressing of Issuer-Citizen trust model (e.g. when using OpenlD4VCI) with various
possibilities including receiving trust from the verification of the issuer against a trusted list
of Issuers; validation of identity and attestation in one single processing step achieved by
comparison of the included attributes thanks to standardized attributes namespaces
defined for attestation rule books (Epics 25 & 26)

2.3 ARFv1.3 Feedback

ARF 1.3.0 publication finally took place on March 7" 2024%°, once the European Parliament
voted in favour of the revised elDAS regulation'! and after several months delay considering
reasons of political sensitivity relevant while the legislative process for concluding the main
text of the eIDAS Regulation progressed. It was released as a draft to gather public feedback
prior to its adoption by the Expert Group. It was subsequently presented on March 11" in a
webinar for LSPs and elDAS Digital Identity Cooperation Group/elDAS Expert Group together
with the initial release of the wallet's Reference Implementation. As on other occasions, Atos
made the core text and Annexes available to partners in the internal project repository and also
prepared a version of the main text with text additions/changes highlighted and comments for
renumbering of subsections with respect to prior version in order to facilitate their analysis.

Main updates were for chapters 5 (Data Model for PID and (Q)EAA specifying few mandatory
attributes for PID and the need to ensure uniqueness for them between different persons), 6
(Trust Model with revision of MUST and SHALL requirements) and 7 (Specifications for Wallet
Solutions renamed from a similar chapter in previous version and with explicit reference to
“other attestation rulebook”). Furthermore, 2 new Annexes were added (Annex 8 - EUDI Wallet
Design Guide and Annex 9 - Design Guide Data Sharing Scenarios).

The feedback collection process was discussed with project leaders attending the second
DC4EU Technical Workshop in Athens on March 12", 2024 (where there was also detailed
discussion on the outcomes of the elDAS Digital Identity Cooperation Group/elDAS Expert
Group Workshops for specific Epics mentioned above) and it was officially launched by Atos
on March 13th 2024, using the commonly agreed template to collect such feedbacks (see
Section 1.2) and after having requested Work Package

leaders to update the internal list of contacts for feedback collection (experts from Work
Packages appointed as Proxies). Initially a period of 3 weeks was agreed to collect feedback
items requested from DC4EU Work Packages, which was further extended until mid-April.
Feedback items were provided from WP2 (GUNET, Poste Italiane), WP3 (Atos), WP4 (GEANT,
Logalty, Ministry of Finance of Finland), WP5 (URV), WP6 (DVSV), WP7 (SUNET). Both Atos
and GRNET reviewed all received feedback items through the standard forms agreed for the

10 See Release v1.3.0 - eu-digital-identity-wallet/eudi-doc-architecture-and-reference-framework

1 European Parliament legislative resolution of 29 February 2024 on the proposal for a regulation of the
European Parliament and of the Council amending Regulation (EU) No 910/2014 as regards establishing a
framework for a European Digital Identity (COM(2021)0281 — C9-0200/2021 — 2021/0136(COD)),
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0117 EN.pdf
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process, providing also comments to feedback item owners for clarification of various aspects
(which resulted in changes). Atos also organised and led an inter-project alignment meeting
on April 18" with participation of all technical WPs (co-located with a Work Package Leaders
meeting) in order to consolidate the individual feedback items received. For this meeting Atos
prepared a list using Excel spreadsheet so that it would be easy to go over all available
feedback responses and make decisions regarding their formulation and their final inclusion in
ARF 1.3 feedback report from DC4EU. Atos shared the results from the meeting with all
contributors with focus on finalising open points through subsequent numerous bilateral
interactions with the different involved experts. Resulting from the discussions in the inter-
project feedback consolidation alignment meeting and during subsequent days, a first draft of
the consolidated feedback report was prepared by Atos on April 29th with still some relevant
pending comments for content rationalisation (elimination, clarification of descriptions and
providing examples, combination of some feedbacks, etc.) to be addressed internally by some
Work Package Leaders and which were solved in the following days. The ARF draft was
discussed by the Strategic Committee which agreed to proceed with submission. Atos
concluded the process preparing a final version that was delivered to the coordinating team
for submission on May 13", Finally, the report was submitted on May 24" to EC services, see
full details in APPENDIX B: ARF 1.3 FEEDBACK REPORT. Overall the feedback collection
and consolidation process took substantially more time than plan due to a combination of
factors: it was the first ARF iteration where the agreed feedback collection process and
template was used, given this was a major ARF release for LSPs that had been delayed for
several months, a large number of feedback items were produced and discussed (up to 7 were
discarded/combined with other items while 27 were finally submitted) featuring significant
inherent complexity that required several loops of interactions with the proposing authors (and
between work packages) and, last but not least, the process was carried out in parallel to
several high priority activities. Including feedback collection from same experts for the initial
release of the Reference Implementation of the European Digital Identity Wallet (see Section
3).

Figure 4 below depicts a breakdown of the 27 provided feedback items according to their type
where it can be seen the majority are request for additions, followed by clarification requests
and proposed improvements:
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# Occurrences per Feedback Type

6;22% 7;26%
13; 48% W 1. 4%

Clarification Request
m Conflictive specification element / problematic for DC4EU
Requested Addition

Proposed Improvement

FIGURE 4 : NUMBER OF FEEDBACK ITEM OCCURRENCES PER FEEDBACK TYPE

In Figure 5 below the number of feedback items'? in which the different contributing DC4EU
work packages have participated is provided, where it can be seen that almost two-thirds (62%,
20 items) are items in which the pilots (Social Security and Education and Professional
Credentials) have participated, with relevant participation from “Analysis, planification and
design”, “Onboarding base identity” and “Integrations and development” work packages as
well (38%, 12 items).

#Feedback Items per WP

3;9% 4;13%

9; 28%

m Analysis, planification and design

= Onboarding base identity
Education and Professional Credentials
Social Security

= Integrations and development

21n some cases, specific items were provided by more than one work package, therefore the total amount of
contributions exceeds the total amount of feedback items.
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FIGURE 5: NUMBER OF FEEDBACK ITEMS PER WORK PACKAGE

Figure 6 below depicts the importance of changes in ARF for which feedback items were
provided and their impact for DC4EU, as assessed by contributing Work Packages:

Importance of ARF Changes related to Impact for DC4EU
Feedback Items

5;18%
2; 7% 8; 30%‘ ’
12;45%
13; 48%
14;52%
MINOR MAJOR = CRITICAL MINOR MAJOR = CRITICAL

FIGURE 6 : IMPORTANCE OF ARF CHANGES RELATED TO FEEDBACK ITEMS AND IMPACT FOR DC4EU

On a qualitative level, DC4EU seized this opportunity for providing feedback on a number of
especially important topics from the respective perspectives of DC4EU work packages
requesting additions and improvements as well as seeking clarifications (please see full details
in APPENDIX B: ARF 1.3 FEEDBACK REPORT):

¢ While elDAS trust model can be supported over different trust infrastructures, DC4EU
recommended explicitly acknowledging decentralised (dPKI) backend infrastructure
that can enhance the trust model while also increasing availability and scalability for
the system (furthermore, since DC4EU also uses dPKI supported on EBS], it is able to
provide valuable know-how and lessons learned regarding e.g. necessary standards
and protocols for interoperability with dPKI). Related to this, it is recommended to
acknowledge decentralised Verifiable Data Registries as decentralised trust anchor
store, alternative to XML or CDDL-CBOR based trusted lists managed by a trusted list
provider (DC4EU will showcase benefits of this approach and how certain limitations of
trust list implementation using XML files can be overcome). (c.f. Feedback items #8
and #20)

e Considering legal requirements (e.g. Art 5a(5) of the approved elDAS regulation) for
cross-border unequivocal identity matching (which should be approached in a
harmonised and interoperable manner as well), the mandatory attributes currently
defined in this version of the ARF for Personal Identity Data seemed insufficient to
uniquely represent persons also because unique identifier as persistent as possible in
time is also not mandatory. Clear guidance for all stakeholders to address this
challenge should be provided in ARF. Issues with mentioned approaches (e.g. national
attributes defined in domestic PID namespaces) are discussed in the feedback as well
as potential options to address it (e.g. minimum data set based on SAML tokens as
defined in CIR (EU) 2015/01 working as EU identity federation PIDs, concatenation of
PID issuer country with some national identifier or wallet identifier, etc.). Note: changes
in subsequent ARF versions for PID Rulebook (Annex 3.01) seem to have considered
this matter (as well as UTF-8 encoding for attributes like family/given_name catering
different national characters). (Feedback items #2 and #6)
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o Clarifications regarding validity and acceptance of attestations (as legal documents) in
case of operational wallets (without PID or with revoked PID), inasmuch this affects
definition user journeys and domain-specific rule books, and whether (Q)EAAs can be
issued to such wallets and what trust services such wallets can access. (Feedback item
#1)

o Clarifications of trust for authentic sources (with an explicit mechanism for its
establishment and verification or transitive/implicit through (Q)EAA providers) so that
relying parties can verify if specific Authentic Sources that issue specific attributes can
be trusted. Subsequent ARF versions are addressing this concerns through
specifications for PID/Attestation Providers registration and notification. (Feedback
item #3)

e Awareness raising on the importance of clarifying mechanisms for delegation in the
context of trust relationships built over different types of bindings, with appropriate
consideration of delegation use cases in consultation with the LSPs. (Feedback item
#4)

e Addition of social security use cases: EHIC and PDA-1 (Feedback item #9). They were
later included as from ARF v1.5.0.

o Clarifications requests regarding attestations binding to wallet instances and
verification of holder binding on a technical level aligned with business requirements
(i.e. proof of correct usage of credentials). (Feedback items #10 and #11)

e Proposed improvement to consider W3C VCDM 2.0 (considering also the use of
SD_JWT VC format for attestations (feedback item #13) as well as JSON and JSON-
LD (Feedback item #21). Both were introduced in later versions of ARF

e Suspended credentials management is a requirement at least for certain domains
(Education), therefore an addition was requested for detailed protocols supporting
“suspended” status for credentials and suspended lists. (Feedback item #22)

e Recommendation to extend governance of attestations providers with roles and
responsibilities for entities involved in issuing verifiable accreditations so that it can be
verified what specific types of (Q)EAAs providers are legally entitled to issue. (feedback
item #25)

2.4 ARFv1.4 Feedback

DC4EU had access to a draft of ARF v1.4.0 in LSP Confluence on May 7" 2024, while all its
files were finally and formally published to the general public in the ARF GitHub repository on
May 22", 20242 (not implying formal endorsement or adoption by Member States but marking
an important milestone towards the first batch of Implementing Acts). For this iteration of
feedback collection, Atos together with “Internal and External Collaboration and Alignment” and
“Analysis, Planification and Design” Work Package leaders, refined and optimized the
feedback collection process (see details in Section ARF Feedback Process Optimisation since ARF
1.1.3) where collaboration with the latter Work Package was very close to produce a first
assessment of the main novelties in the new ARF version, proposing an initial list of feedback
items. In order to facilitate the preliminary identification of potential feedback items in a baseline
document by the “Analysis, Planification and Design” Work Package, Atos also performed a

13 See https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-and-reference-
framework/tree/v1.4.0/docs
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prior comparative analysis for the changes in the main document as well as for updates in the
PID Rule Book (Annex 3.01), highlighting and explaining in comments all changes and added
subsections, uploading edited files to the internal project repository with specific prefixes.
Furthermore 3 important new annexes were added with High Level Requirements (Annex 2),
Pseudonyms Rule Book (Annex 3.03) and Certification Requirements (Annex 6) for which Atos
also provided commented versions given their relevance (7 other new Annexes were provided
too detailing different flows for Qualified Electronic Signature, Annexes 4.06 to 4.12). The
“Integrations and development” Work Package leader was also given early access to these
materials, inasmuch new requirements had been introduced that could be relevant for
DC4EU’s implementation of Issuer/Verifier component features.

Atos also highlighted at the beginning of the process a list of High-Level Requirements covered
in Annex 2 (some for the first time) that could be more relevant for DC4EU:

Users Identification and Authentication (Topic 1)

Relying Party Authentication and User Approval (Topic 6)
Attestation Validity Checks and Revocation (Topic 7)

Wallet Trust Evidence (Topic 9), PID/Attestation Issuance (Topic 10)
Attestation Rulebooks (Topic 12)

Signing Documents (Topic 16)

Identity Matching (Topic 17)

Attribute Combined Presentations (Topic 18)

Logs & Dashboard (Topic 19)

Attestation Attributes Catalogue (Topics 25-26)

RP Registration (Topic 27)

Delegation (Topic 29)

Backup & Restore and Migration to a Different Wallet (Topics 33-34)
PID Issuance Blueprint (Topic 35)

(Issuer) Access to Authentic Sources (Topic 42)

Embedded Disclosure Policy (Topic 43)

In addition, updates in Annex 3.01 PID Rule Book, especially changes in Personal Identity
Data Attribute Schema were identified as very relevant in relation to the previously provided
feedback item #2 in ARF 1.3.0 requesting harmonized guidance for cross-border identity
matching (in this new definition of PID schema, the PID Rulebook establishes new requirement
for PID Providers to include at least 4 of 6 optional attributes to facilitate identity matching).

Once the optimized feedback collection process was discussed with all Work Package leaders
on May 16" and further refined in terms of internal milestones between Atos, GRNET and
GUNET and, once the “Analysis, planification and design” Work Package had also made
available an initial shared spreadsheet with a baseline of feedback items in tabular format, the
process was launched formally by Atos towards expert contributors from the rest of Work
Packages on May 28" 2024 with a very detailed set of instructions. On May 30™ these were
again discussed in Work Package leaders meeting, also preparing presentation of initially
identified topics at LSP Coordination meeting. Progress with the process was reviewed again
in Work Package leaders meeting of June 13t .

Preliminary versions of crucial feedback topics (seven items) were presented from WP3 (Atos)
in the LSP Coordination meeting of June 5" on behalf of “Analysis, planification and design”
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work package leader that couldn’t participate. These correspond with topics #1 to #6 below
(one item was dropped). Subsequently, other work packages improved and extended the list
to twelve items in the finally submitted report and in ARF GitHub Issues. Other topics were
added by and internally discussed with other work packages until June 14" (actually extended
until June 20" to include additional final feedback elements), with Atos and GUNET preparing
a consolidated version for approval by the Strategic Committee until June 24", 2024. It is to
be noted that Atos managed the first part of this process in parallel to concluding submission
of DC4EU’s feedback report to ARF 1.3.0 and to the initial release of the Reference
Implementation of the EUDI Wallet.

The feedback report was approved by the Strategic Committee finally submitted to EC Services
and uploaded to LSP Confluence on June 28", 2024 (together with feedback to Reference
Wallet Implementation, see section 3), that is, four weeks after formal launch of the process
with the identified baseline feedback items, as planned in the optimised feedback process.
More importantly, this was achieved successfully within the timeline formally requested by the
elDAS Digital Identity Cooperation Group/elDAS Expert Group to provide comments (until
June 30" 2024). Some of the feedback items re-iterated content clarifications and proposed
enhancements initially requested with ARF v.1.3.0 feedback report, inasmuch DC4EU
identified such requests were still pending to be adequately considered.

For this feedback round, and as recommended by the team in charge of ARF GitHub repository,
the 12 provided feedback items were, in addition to being submitted to EC services and in
LSPs Confluence, also made available as ARF GitHub Issues!* which can be found in the
following clickable links (below each feedback, responses from ARF editorial team and other
contributors can also be found):

#1. Technical silos of wallets and PID/attestation providers may hinder combined presentations
in cross-border scenarios. (GitHub Issue #216)

#2. Representation Attestations Framework. (GitHub Issue #217)

#3. Inclusion of Social Security Use Cases. ((GitHub Issue #218)

#4. Further guidelines to address the challenge of unigueness of PID for identity matching to
fulfil with obligations in the Reqgulation (Art. 5a(5)). (GitHub Issue #219).

#5. Clarifications on the naming attributes in PIDs and equivalence of values between ISO/IEC
18013-5 and SD-JWT formats (GitHub Issue #220).

#6. Enhanced Data Minimization Approaches (GitHub Issue #221).

#7. Harmonized Technical Requirements for QTSP and AS integration (GitHub Issue #222).

#8. Add Selective Disclosure Mechanisms Using SD-JWS (GitHub Issue #223)

#9. OpenlD Federation and dPKI Trust Frameworks support (GitHub Issue #224)

14 See Issues - eu-digital-identity-wallet/eudi-doc-architecture-and-reference-framework
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#10. Clarifications on cryptographic proofs based on hardware-bound keys and keys
association mechanisms (GitHub Issue #225)

#11. Defining and describing the SD-JWT (VC) details of the PID (GitHub Issue #226)

#12. ARF section on privacy considerations and unlikability (GitHub Issue #227)

On a quantitative level, 75% of provided feedback items were enhancement requests with
less feedback types on content clarification compared to the previous version of ARF, see
Figure 7 below.

# Occurences per Feedback Type

1;8%

2;17%

9; 75%

Compatibility and integration © Enhancement request

Content clarifications

FIGURE 7 : NUMBER OF OCCURRENCES OF FEEDBACK ITEMS PER FEEDBACK TYPE

Regarding participation in feedback items from five work packages®®, over 40% (contribution
in 7 feedback items) were from the “Analysis, planification and design work package” (as could
be expected given the prominent role of this work package in the process), while 30%
(contribution in 5 feedback items) were provided by piloting work packages and other work
packages participated in other 5 feedback items (29%). See Figure 8 below:

5 1n some cases, specific items were provided by more than one work package, therefore the total amount of
contributions exceeds the total amount of feedback items.
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= Social Security

= Ecosystem building, policy support and sustainability

FIGURE 8 : NUMBER OF FEEDBACK ITEMS CONTRIBUTED FROM WPS

Qualitatively, it can also be observed that 6 of the items (#2, #3, #4, #5, #6, #8 and #9) are
related in varying degrees previously submitted items for ARF 1.3.0 DC4EU feedback report:

Need for High-Level Requirements and guidelines for implementing delegation
scenarios in balance with other regulations (e.g. Company Law Directive)

Re-iteration of need to include Social Security use cases

Risks with reliance on naming attributes for unequivocal cross-border identity matching
(specially in unsupervised modes via API) instead of an APl-compatible identifier
Guidelines and common standards for given and family name PID attributes with
equivalence of values in both ISO/IEC 18013-5 and SD-JWT formats

Consideration of schema to verify derivative predicates of type_age_over_*

SD-JWS consideration to meet business semantic requirements of rich, large and
sophisticated data models in Education such as European Language Model (ELM)
leveraging contextual information through JSON-LD formats and implementing
selective disclosure requirements based on IETF SD-JWT

Address interoperability between different types of trust frameworks considering
provisioning frameworks other than PKI (like dPKI of EBSI) to showcase scalable and
feature-rich solutions that emphasize policies and permissions among all stakeholders
of the LSP by using more expressive metadata schemes and API-based mechanisms
for discovering features and assertions

On the other hand, completely new feedback items focused on aspects of high relevance for
DC4EU such as:

Facilitation of cross-border scenarios of combined presentations and, consequently,
avoidance of technical silos, through a mandate by European certification scheme to
issue QEAAs to all certified EUDI Wallets (or alternatively to have this aspect

The DC4EU project is Co-funded by

Co-funded by . the European Union’s Digital Europe
the European Union Programme under Grant Agreement
no. 101102611 Page 32 of 145

© 2023-2025 DC4EU

o DC4EU



DCAEU | DIGITAL CREDENTIALS FOR EUROPE | D3.2 Coordination Report with eIDAS Expert Group [E DC4EU

addressed in domain specific rule books with sufficient details about holder binding
(Feedback item #1)

¢ Need of common, harmonized technical standards across Member States for QEAAs-
Authentic Sources communication so that technical interoperability is provided and
QTSPs may offer services that span Authentic Sources from multiple Member States
(Feedback item #7)

o Clarifications on cryptographic proofs based on hardware-bound keys and keys
association mechanisms, acknowledging the rapid evolution of landscape of
cryptographic primitives, flexibly incorporating novel approaches such as Split-ECDSA
and HDK (Feedback item #10)

o Urgent need to define and describe the SD-JWT (VC) details of the PID for remote
online usage scenarios, following IANA naming conventions and other JWT best
practices and mapping PID CDDL attribute names into IANA claims (Feedback item
#11)

¢ Recommendation for inclusion of an ARF section on privacy considerations and
unlikability considering a security threat model, including scenarios involving colluding
Issuers and RPs, approaches like short-term cryptographic primitives aimed at
counteracting colluding RPs and novel privacy-enhancing technologies that likely
render batch issuance approaches unnecessary, while also including the rationale
behind design choices (Feedback item #12)

From October to December 2024, the ARF editorial team provided responses to almost all of
the 12 DC4EU ARF 1.4.0 Feedback GitHub Issues, effectively closing most of them (with the
exception of the feedback on alternative trust infrastructures) after ARF 1.10 release in May
2025, but they are still available through the links provided further above. The provided
responses demonstrate a good consideration of all feedback items and range from:

e Requests to further clarify changes sought in the ARF

e Explanation of how aspects affecting interoperability are addressed via test standards
to avoid silos

e Acknowledging the need to add a section on delegation aspects

e Use of optional personal_administrative_number for API-based identity matching,
response to transcription rules in name-related fields for both foreseen attestation
formats

e On-going evolution of ZKP discussion topic in relation to request to include a scheme
allowing to derive predicates at transaction time

o Positive acknowledgment of QTSP to Authentic Source interface (included later in
Annex 2 QSTPAS_01 and QSTPAS_07 requirements and DC4EU commented back in
May 2025)

e Confirmation about possibility to use SD-JWS when using W3C VDM 2.0 format

¢ Rationale behind X-509 certificates approach for trust model for PIDs, QEAAs and Pub-
EAAs opening possibility to use other trust frameworks for EAAs and considerations
about scalability for Relying Parties

¢ Confirmation of consideration of cryptographic proofs in discussion with paper authors
of HBK, Split-ECDSA, and Proof of Association “for the security of the EUDI Wallet
ecosystem as well as for tackling potential challenges regarding key management”
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e Confirmation of update with SD JWT VC-compliant PID encoding and followed
approach to avoid conflicting claim names

o Detailed response regarding approaches to privacy and unlinkability (issues to support
ZKP-algorithms until there is broad support for them on secure hardware available to
mobile devices and alternatives with issuing one-time-usage attestations or using
'rotating batches' of attestations to avoid RP-to-RP collusions and with internal and
external oversight and audit procedures of issuers for RP-to-Issuer collusions)

The “Analysis, planification and design” work package prepared for further discussion of some
of these aspects during bilateral DC4EU-EC services meetings but the chance to do so
unfortunately didn’t arise due to the high priority of other agenda items.

2.5 ARFv1.5 Feedback

ARF v1.5.0 was published in GitHub on February, 4" 2025 and, as on previous releases, Atos
started the process of feedback by analysing changes with respect to ARF v1.4.0. The main
changes are: in the main text of the ARF, in Annex 2 of High Level Requirements, in Annex
3.01 (PID Rulebook) and in Annex 6 Certification!®, considering also that this was the first ARF
version based on and considering the first batch of 5 Implementing Acts* (see more details
about them in Section 4). Acknowledging it is not possible to propose changes affecting already
adopted Implementing Acts, it was agreed to try to avoid producing any DC4EU feedback items
touching their scope or to eventually raise such aspects, if necessary, outside of ARF feedback
process. ARF v1.5.0 was also considered a major release in terms of project-wide efforts to
align with its requirements, guidelines and technical specifications, to the extent feasible.

* Already adopted first set of Implementing Regulations:

* Integrity and core functionalities (EU 2024/2979, covers requirements in Art. 5a (8))

» Protocols and interfaces to be supported (EU 2024/2982, covers requirements in Art. 5a(5))

» Person Identification Data and Electronic Attestations of Attributes ((EU 2024/2977, covers
requirements in Art. 5a(4))

* Notifications to the Commission (EU 2024/2980, covers requirements in Art. 5a(18))

« Certification (EU 2024/2981, covers requirements in Art. 5¢(1)(2)(3))

The process internal steps and milestones were discussed and agreed with Work Package
leaders in their online meeting of February 6%, 2025, following the optimized approach defined
for ARF 1.4.0 (see Section 1.3) and with the goal to complete the process in around one month
from making available internal spreadsheet with initial topics for feedback items. Based on this,
Atos and GUNET prepared an initial list of five items, shared with the rest of work packages in
a spreadsheet in the project’s internal repository on February 10", more specifically on the
following 5 on-going ARF discussion topics!’:

16 There were some minor changes in Annexes 1 (Definitions), 3.02 (mDL Rulebook), Annex 5.01 and 5.02
(Design Guide and Data Sharing Scenarios) for which Atos also produced comparative versions highlighting
them.

17 See https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-and-reference-
framework/blob/main/docs/discussion-topics/README.md
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. A - Privacy risks and mitigation

. B - Re-issuance and batch issuance of PIDs and Attestations
. D - Embedded Disclosure Policies

. E - Pseudonyms, including User authentication mechanism

. V - PID rulebook

AREF files with highlights of changes and explanatory comments for them were prepared and
shared with DC4EU partners by Atos via the internal repository also on February 10™ together
with instructions to Work Package leaders and proxies for them to propose more topics,
especially when changes in ARF v1.5.0 (or lack of support of certain features) could be
perceived as a highly problematic or a showstopper in particular for implementation and
integration of needed features for any of the pilots and/or could prevent piloting in practice
specific (aspects of) defined User Journeys. As explained above, they were also requested to
avoid to the extent possible including items that aim to introduce modifications for those parts
of the ARF v1.5 that are directly aligned with the already adopted Implementing Regulations.
It was also requested to also check the already provided 12 feedback items as part of previous
feedback to ARF 1.4.0 (see Section 2.4) to assess if some of those had now been considered
for ARF v1.5.0. Items were requested to be included until February 19" (later extended to
February 26™). Atos produced on February 24" 2025, an internal report of status regarding the
12 feedback items submitted for DC4EU ARF v1.4.0 feedback, with requests to respective
Work Packages that contributed these items to check available responses from ARF editorial
team and requesting decisions to re-include some items in this new round of feedback (some
were confirmed to have been already satisfactorily addressed), also considering new content
in ARF v1.5.0 and the available information in recent ARF Discussion Topics.

The "Analysis, planification and design” work package leader helped to review, sanitize, and
harmonize the collected feedback from a project-wide technical perspective and Atos prepared
a first draft of the topics for internal analysis on March 11", 2025. Based on this draft, Atos
organized a specific conference call with Work Package experts on March 14" to revise the
collected topics aiming to achieve a final version that the Strategic Committee could approve
for submission. Final content adjustments were performed with the contributing work packages
and Atos produced a final version that was submitted to the Strategic Committee on March
19™. The feedback, which includes 25 feedback items (see further below), was submitted finally
to EC services and uploaded to LSP Confluence on March 31!, 2025.

As for the previous ARF, each feedback item was published as a GitHub Issue in ARF GitHub?®
and can be found in the following clickable links (below each feedback, responses from ARF
editorial team and other contributors can also be found):

#1. ARF DISCUSSION TOPIC A: PRIVACY RISKS AND MITIGATION. (GitHub Issue #452)

#2. ARF Discussion topic B: Re-issuance and batch issuance of PIDs and
Attestations (GitHub Issue #453)

#3. ARF Discussion topic D: Embedded Disclosure Policies (GitHub Issue #454)

18 See |ssues - eu-digital-identity-wallet/eudi-doc-architecture-and-reference-framework
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#4. ARF Discussion topic D: Embedded Disclosure Policies (GitHub Issue #455)

#5. ARF Discussion topic D: Embedded Disclosure Policies (GitHub Issue #456)

#6. ARF Discussion Topic F: Credentials API (GitHub Issue #457)

#7. ARF Discussion Topic V: PID Rulebook (Portrait) (GitHub Issue #458)

#8. ARF Discussion Topic V: PID Rulebook Serialisation Compatibility (GitHub Issue #459)

#9. Relying Party / Intermediary Wallet Authentication Mechanisms (GitHub issue #460)

#10. Deletion of PID / Attestation for Stateless WSCD (GitHub issue #461)

#11. Relying Party Instance authenticates the Wallet Unit and the Wallet Provider (GitHub
issue #462)

#12. Key Binding for Relying Party Verification of Device Issuing PID / Attestation (GitHub
issue #463)

#13. WUA Proof of Association During PID / Attestation Issuance Related to Proof of
Possession (GitHub issue #464)

#14. Multiple PIDs with Different Subjects (GitHub issue #465)

#15. Trusted Lists for Qualified Service for the Management of Remote Qualified Electronic
Signature / Seal Creation Devices (GitHub issue #466)

#16. Trusted Lists for Non-Qualified Services (GitHub issue #467)

#17. Management of Relying Party Registration Certificates by Intermediaries (GitHub issue

#468)
#18. Missing Wallet Unit Interfaces (GitHub issue #469)

#19. Requirements for QTSP And (Pub-)EAA Providers (GitHub issue #470)

#20. Wallet Unit Evaluation of Disclosure Policy Requirements (GitHub issue #471)

#21. Guidance for Groups of Attributes Disclosure (GitHub issue #472)

#22. Attestation Rulebooks Definition (GitHub issue #473)

#23. Level of Assurance (GitHub issue #474)

#24. Focus on Non-Qualified EAAs (GitHub issue #475)

#25. Scalability and Relying Party Reqistration (GitHub issue #476)

On a qualitative level, it can be noted that over 40% of feedback items (11) were suggestions
for improvements, while technical and content clarification amounted for 38% (10 items) with
5 other items belonging to errors and corrections (2), enhancement requests (2) and other
types of feedback (1). See Figure 9 below.
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Regarding participation in feedback items from five work packages??, this time the “Onboarding
base identity” contributed to 13 different feedback items (45%), followed by the 2 pilots (9 items
or 31%), “Analysis, planification and design” work package (14% or 4 items) and “Integrations
and development” work package (10%, 3 items). See Figure 10 below.

#Ocurrences per Feedback Type

2; 8%
2; 8%

11; 42%
6;23%

4;
15
%
7 1;4%
Suggestions for improvements = Enhancements requests

Content clarification Technical clarification

= Errors and corrections = Other

FIGURE 9 : NUMBER OF OCCURRENCES OF FEEDBACK ITEMS PER FEEDBACK TYPE

#Feedback Items per WP

3;10%

4;14%
5;17%

4;14%

Analysis, planification and design = Onboarding base identity
Education and Professional Credentials = Social Security

= Integrations and development

FIGURE 10 : NUMBER OF FEEDBACK ITEMS CONTRIBUTED FROM WPS

On a qualitative level, it can be observed that most items are new considering new content in
this ARF version and related Discussion Topics, although some feedback items related to
privacy e.g. item #1 extends on previous feedback in this area in ARF 1.4.0 DC4EU feedback

1% 1n some cases, specific items were provided by more than one work package, therefore the total amount of
contributions exceeds the total amount of feedback items.
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report, and also the Relying Party scalability concerns (through registration certificates
managed by intermediaries) mentioned in items #17 and #25 or the need to consider
alternative approaches to trusted lists for non-qualified EAAs and proper consideration of EAAs
themselves given their importance for the ecosystem (items #16 and #24) had been previously
raised by the project. Some important aspects that can be highlighted about this round of
feedback and related ARF editorial team responses are listed below (it is to be noted that the
vast majority of issues were closed as completed in ARF GitHub after ARF v.1.10 publication
in mid-May 2025, unless otherwise stated):

e Recommendation to assess privacy risks related to Digital Credential APIs used for
Verifiable Credentials due to possibility of centralized control over credentials
interactions as well as to carefully assess and limit role of browsers in its
implementation; responses received from the ARF editorial team explained the reasons
to choose this approach (in order to avoid significant issues with custom URL schemes
in remote presentation flows) and requirements discussed with Member States that the
DC API will have to meet (captured in Discussion Paper on Topic F, Section 4.4.3.1 of
the ARF main document and requirement OIA_08 in Annex 2) before support for it will
be required from Wallet Units and Relying Parties, while W3C will have to specify the
exact way DC API operates. (Feedback items #1 and #6)

e Recommendation to devote careful consideration of automatic deletion of same
credential(s) from previous batches and where version of the credential plays an
important role. Detailed guidelines are needed for wallet providers and issuers on re-
issuance of ‘same credential’. The feedback item is still open (Feedback item #2)

e Considerations around Embedded Disclosure Policies (Discussion Topic D), were
provided by the pilots and by “Planification, analysis and design” and “Onboarding base
identity” work packages, highlighting the need for further specification of technical
implementation of such policies (both in credential data models in wallet-relying party
registration certificates metadata), considering the need for fine-grained and national-
specific access rights (to specific information blocks) by specific relying parties
(required in Social Security). Recommendation to consider “Information Disclosure” in
attestations rule book comprising Selective and Embedded Disclosures and addressing
issuer liability with policies that preserve context information. Guidance to be provided
for Relying Parties to specify groups of attributes to be disclosed. Responses were
provided explaining why policy languages for Embedded Disclosure Policies was
discarded, implementing instead only the two policies required in the corresponding
Implementing Act; furthermore, two approaches were described to avoid situations
where a Relying Party may misinterpret certain attributes disclosed by the Wallet Unit
if certain other attributes are not disclosed. (Feedback items #3, #4, #5 and #21)

e Comments on Topic V (PID Rule Book) regarding recommendation to display portrait
in in-person (proximity) flows for visual (supervised) checking and seeking clarification
on PID serialisation compatibility between SD-JWT-VC specifications and W3C
Verifiable Credentials Data Model (under CIR 2024/2977). Response was received only
about portrait attribute display, but it seems suggestion had been misinterpreted as
what is sought is visual inspection by a trained officer. The issue on serialisation
compatibility remains still Open. (Feedback items #7 and #8)

o Feedback regarding Relying Party / Intermediary Wallet Authentication Mechanisms
was responded confirming that indeed for registration certificates, the selected
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protocols ISO/IEC 18013-5 and OpenlD4VP need to be adapted and that the format of
registration certificates is to be determined in a technical specification. (Feedback item
#9)

o PID/Attestation Deletion for stateless WSCD where (encrypted) keys are stored outside
the WSCD (essential for approaches like HDK used for key unlinkability in batch EAA
issuance) imply user authentication by the Wallet Unit using definitions in requirement
WUA_02 in Annex 2. Response received confirms this. (Feedback item #10)

e Request to remove WUA validation by Relying Party and instead validate
PID/attestation and its binding to key specified within the PID/attestation itself, to also
maintain protocol integrity and support unlinkability. Received response confirms that
WUA will not be considered in Relying Party interface for Standards and Technical
Specifications workstream and that requesting and verifying a WUA is no longer
mandatory after ARF v.1.6.0. (Feedback items #11 and #12)

e Comments related to WUA Proof of Association During PID / Attestation Issuance
Related to Proof of Possession through a single WSCA invocation (e.g. in batch
issuance scenarios) and using HDK/ARKG approaches. Response acknowledges this
referring to new requirements introduced in ARF v1.9. (Feedback item #13)

¢ Discussion on multiple PIDs in Wallet Units: DC4EU indicates it shouldn’t be permitted
for them to have different subjects. Response confirms this is now the case since ARF
v1.8 but may need to be revised for delegation cases. (Feedback item #14)

e Importance of some missing Wallet Unit interfaces (Attribute Deletion Request to
Relying Party Interface and the Reporting Relying Party to DPA Interface) was
highlighted and acknowledged in received response referring to recent Member States’
discussions in Discussion Paper for Topics L and M to be integrated in a future ARF
version (Feedback item #18)

e Comment on excessive focus on Level of Assurance high when the majority of
transactions can use a lower level of assurance was acknowledged in response,
modifying phrasing to specify this level of assurance is for user identification (identity
proofing) and authentication to various online services using PID. (Feedback item #23)

e Other feedback items on authorisation requirements for EAA providers and information
of Relying Parties in “attribute certificate” were acknowledged to not have been
sufficiently clear in ARF v1.5.0. (Feedback items #19 and #20)

2.6 ARFv1.6-1.9 Feedback

In line with shorter feedback deadlines in eIDAS Digital Identity Cooperation Group/elDAS
Expert Group related to an accelerated pace of newer ARF version releases, ARF 1.6.0 and
ARF v1.7.0 were published on March 3™ and March 17" respectively of 2025, while DC4EU’s
feedback for ARF v1.5.0 was in the last stages of preparation. ARF v1.8.0 was published on
March 28", 2025 and ARV v1.9 on April 16™, 2025.

These newer ARF released versions incorporate various aspects from on-going Discussion
Topics and it was suggested by and agreed with “Analysis, planification and design” work
package to group feedback around two of Discussion Topics of special relevance for DC4EU
(encompassing content valid from versions ARF v1.6 to ARF v1.9):
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e Topic D — Embedded Policy Disclosure® (relevant text from the related discussion
paper was included in sections 6.6.2.7 and 6.6.3.4 and Annex 2 topic 43 in ARF v1.8.0)

e Topic X — Relying Party Registration?! (this topic was first included in ARF v1.7.0 and
then updated in ARF v1.8.0 in section 7.4.3.5.3 and Annex 2 Topic 53).

For each of the successive ARF versions 1.6 to 1.9, Atos as usual performed text-based
comparisons of all updates and changes (e.g. considering changes in certain sections in main
document regarding various discussion topics, various specific topics of High-Level
Requirements in Annex 2 and updates in Annex 3.01 PID Rulebook) producing commented
and highlighted versions to facilitate understanding and analysis by partners. In parallel,
DC4EU’s “Analysis, planification and design” Work Package leader also checked how the two
topics mentioned below have been reflected in these latest ARF versions.

The analysis took as inputs above GitHub pages with corresponding discussion papers and
discussion threads, as well as relevant sections ARF in latest versions published between
March and April 2025 (comprising from 1.6 to 1.9). On April 10", 2025 a first draft was prepared
by the “Analysis, planification and design” work package which was discussed on April 14"
with “Social Security” and “Education and Professional Qualifications” work package leaders.

Therefore, and on this occasion, DC4EU feedback to ARF was simultaneously and specifically
a feedback item to selected ARF Discussion Topics while it is also considering their inclusion
so far in ARF versions 1.6-1.9 and thus can be considered as simultaneous feedback to all
those ARF versions. The feedback to both topics, was finally submitted to EC services,
uploaded to LSP confluence and to the specific pages of the Discussion Topics on April 29,
2025 and can be found here:

e DCA4EU Feedback to Topic D — Embedded Policy Disclosure: https://github.com/eu-
digital-identity-wallet/eudi-doc-architecture-and-reference-
framework/discussions/393#discussioncomment-12983257

e DC4EU Feedback to Topic X — Relying Party Registration: https://github.com/eu-
digital-identity-wallet/eudi-doc-architecture-and-reference-
framework/discussions/431#discussioncomment-12983286

The feedback item related to Embedded Policy Disclosure analyses the framework structuring
access management decision rules based on attestation provider-defined Embedded
Disclosure Policies (acting as guidelines for the citizen presented by the wallet) and set of
X.509 certificates defined during Relying Party or Intermediary registration. However, DC4EU
argues that selective disclosure policies that only provide user-facing guidelines lack the
necessary granularity to define robust and enforceable authorization rules and it is thus critical
to localize authorization policies to account for contextual, role-based, and often jurisdiction-
specific requirements. While it is acknowledged that some simplifications are often needed to
avoid overengineering, embedding or hardcoding all authorization-relevant information directly
into attestations, introduces significant limitations, e.g. lack of flexibility and scalability

20 Related paper for this discussion topic can be found here: https://github.com/eu-digital-identity-wallet/eudi-
doc-architecture-and-reference-framework/blob/main/docs/discussion-topics/d-embedded-disclosure-
policies.md

21 Related paper for this discussion topic can be found here: https://github.com/eu-digital-identity-wallet/eudi-
doc-architecture-and-reference-framework/blob/main/docs/discussion-topics/x-relying-party-registration.md
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(hindered by explicitly listing each Relying Party by its identifier) which are required to
supported an anticipated large number of Relying Parties and the dynamic nature of private
sector scenarios (with frequent onboarding of new entities, deprecation of existing ones, and
ongoing shifts in service offerings). Furthermore, access controls relying on static trust anchors
risk being prohibitively generic in many cases. DC4EU proposes as alternative a role-based
access control to function independently or in combination with trust anchor policies),
introducing the use of business relevant attributes (activity/sector codes) and leveraging
European catalogues, vocabularies and legal entity registers during the Relying
Party/Intermediary registration process. In this way, an attestation provider may grant access
to e.g. all healthcare providers or all higher education institutions while enabling fine-grained
access control too in alignment with sector-specific requirements. Additional complementary
remarks and request for clarifications are also provided. No feedback has been received so
far to this feedback item.

The feedback item on Relying party Registration (based on v0.3 of the Discussion Paper on
this topic), warns of risk of creating a “European island” in terms of interoperability as the
suggested mechanism is based on Public Key and Attribute Certificates. Long-term scalability
is considered by DC4EU to be better ensured with more agile and dynamic mechanisms for
governing policies and permissions, e.g. extending schema to support (pluggable) delegated
access policy decision mechanisms, enabling APIl-based policy evaluations and reducing
reliance on revocation-heavy models. Attributes that Relying Parties are eligible to request
should be classified as mandatory or optional based on their relevance to specific service
contexts, ensuring data minimization, leveraging selective disclosure and supporting purpose
limitation. Registration certificates should explicitly define such attribute groupings, tied to the
Relying Party’s declared purpose and established at the time of its registration. While some
GitHub users have provided complementary comments, the ARF editorial team hasn’t yet
provided comments either to this item.

After this last feedback from DC4EU, ARF versions 1.10, 2.0.0, 2.1.0 and 2.2.0 were published
in the ARF GitHub on May 2", May 28", June 6" and June 20", 2025. Atos shared the
respective files and also performed comparative changes and updates analysis for versions
1.10 to 2.1.0. However, given the advanced status of piloting and the focus on producing final
deliverables it was assessed by Work Package leaders no further feedback rounds would be
feasible or possible.
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3. WALLET REFERENCE |IMPLEMENTATION FEEDBACK
PROCESS

3.1 Feedback to Initial Release

3.1.1 ECand OWF Webinars

Following publication of wallet Reference Implementation on March 7™, 2024, a webinar was
organised by the EC and NiScy team on March 11" for the elDAS Digital Identity Cooperation
Group/elDAS Expert Group and Large Scale Pilots (which were also approaching their first
year milestones) with the dual goal to present newly released ARF v1.3, the initial release
(‘Minimum Viable Product’) of the Reference Implementation of the European Digital Identity
Wallet in GitHub?? for Android and iOS, as well as the launch of the wallet website?. The
context of when the webinar took place was also the final stages of the legislative work for the
revised elDAS regulation (it was announced that the Parliament’s Plenary had successfully
voted the official text with publication in the OJEU expected for May 2024) and that work had
started on the Implementing Acts).

The webinar gathered a large audience of around 400 participants, which highlighted the large
interest in the mentioned topics, in particular considering the expectation around the long
awaited first release of code for the reference implementation of the wallet, given its critical
importance for the Large Scale Pilots (involving over 300 entities, including companies and
public administrations), which are expected to assess it for feedback and to perform
interoperability testing, to the maximum extent feasible.

The technical and functional scope covered by the published source code was presented in
terms of its respective Use Cases (e.g. accessing online services) supporting both proximity
and remote scenarios (the latter with OpenlD4VP draft 19 (mDoc+MSO (CBOR)) and SD-JWT
library) as well as issuance with OID4VCI draft 12 (limited SD-JWT support) and to issuance
of PID and mDL. Open sources licensing aspects were also covered (Apache 2.0+EUPL 1.2),
as well as a high-level design description (see Figure 11 below) and walkthroughs for remote
and proximity presentation of PID and mobile driving license, respectively.

22 Reference Implementation, https://github.com/orgs/eu-digital-identity-wallet/repositories
2 See https://ec.europa.eu/digital-building-blocks/sites/display/EUDIGITALIDENTITYWALLET
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FIGURE 11 : HIGH-LEVEL DESIGN OF WALLET REFERENCE IMPLEMENTATION (SOURCE: EC, “EIDAS EXPERT GROUP AND LSPS, CODE AND ARF

PUBLICATION” WEBINAR, MARCH 11™, 2024)

The webinar included useful navigation of all repositories and explanation of:

a) available software libraries in GitHub (Core or Kit / coordinator layer, proximity sharing,
online presentation, data storage and crypto management) as simplified APIs of EUDI
Wallet functionalities for coders and wallet providers, see Figure 12 below

b)

extended by app and relying party coders and wallet providers

c)

and support of latest drafts of OIDC4VP and OIDC4VCI%¢

d)

% See https://issuer.eudiw.dev/

Wallet Ul Demo apps?* and videos?® for Android and iOS, designed for being easily
Upcoming updates in terms of features and upgrades e.g. to latest protocol updates

Process and governance model for contributions to the reference implementation?’ as
well as Issues management through GitHub and support mailbox

25 See https://github.com/eu-digital-identity-wallet/eudi-app-android-wallet-ui?tab=readme-ov-file{demo-

videos

26 From August 2024 a roadmap with quarterly releases for the reference implementation was published
aligned with ARF ongoing work, see https://github.com/orgs/eu-digital-identity-wallet/projects/24 and
https://github.com/eu-digital-identity-wallet/eudi-wallet-reference-implementation-roadmap

27 See https://github.com/eu-digital-identity-wallet/eudi-app-ios-wallet-ui/blob/main/CONTRIBUTING.md
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FIGURE 12 : HIGH-LEVEL OVERVIEW OF THE USED REPOSITORIES FOR THE ANDROID PLATFORM?®

On March 18" 2024, a similar webinar with a large audience of over 270 participants was
organised by the Open Wallet Foundation, further raising awareness on the Reference
Implementation among open-source developers and elD business leaders’ communities at
international level.

3.1.2 Methodological Process for Reference Implementation Feedback

Leveraging this basis of provided information to LSPs in webinars and with the availability of
the Reference Implementation’s open-source code basis in GitHub, Atos formally launched
internally on March 21%t 2024 a comprehensive internal process to gather feedback within
DC4EU on the initial release. The process was also discussed in detail with leader from
“Integrations and development” Work Package — WP7 and with project coordination. Initial
aspects of the process were initially discussed with all work package leaders in the physical
technical workshop of DC4EU (12" -13™" March 2024).

The defined goal for this feedback process was to analyse with the direct support from
“Integrations and development” Work Package — WP7, the technical and functional capabilities
in the reference implementation released code (Android version for the mobile app and back-
end Python and Kotlin libraries). A previously produced document with contributions of DC4EU
experts from different work packages, eliciting technical and functional requirements expected
for candidate wallets for piloting (covering high level goals and general requirements but also
technical specifications and protocols it should support, privacy and security by design
requirements, agent management functions, keys management, verifiable credentials
issuance and presentation, management of stored information, notifications, EBSI-profile
specific requirements) was also considered for this exercise.

With the basis of this analysis the envisaged process had the goal to also combine different
technical and piloting Work Packages perspectives (“Analysis, planification and design” - WP2,
“Onboarding base identity” - WP4, “Education and Professional Credentials” - WP5, “Social
Security” - WP6 and “Ecosystem building, policy support and sustainability” — WP8) and to
document different identified gaps in the current Reference Implementation release, usable as
sound basis towards DG CONNECT in case it was found necessary to start piloting with

28 Source: EU Digital Identity Wallet, https://github.com/eu-digital-identity-wallet#android-overview
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alternative wallet approaches for the initial phase of piloting (i.e. wwWallet). The internally
agreed process thus comprised the following activities:

¢ In the context of “Integrations and development” Work Package, partner GRNET led a
high-level preliminary analysis of the Reference Implementation open-source libraries
(Wallet Core, Remote Presentation, Issuing, Wallet Data Storage and Cryptographic
Management, Wallet Ul App and Demo App/videos). The components, considered as
work in progress, were tested individually aiming to understand their functioning, thus
producing a description of wallet available functionalities, technical standards and
protocols supported in this initial release that did not aim to be an official code review
or audit, but a stand-alone assessment which was also independent (code developers
were not involved). The first conclusions from this activity were made available
internally to work package leaders on April 19" 2024.

e Atos organised between April 22" and April 30", 2024 five individual remote bilateral
workshops with the leaders and inviting experts proposed by them of the above
mentioned Work Packages in order to gather more in-depth insights from them. A
common agenda and format was followed whereby, in the first part of the meeting,
“Integrations and development” Work Package leader from SUNET and technical
expert from GRNET presented findings of the technical and functional analysis
performed over the wallet. This was followed by a dialogue focused on topics of specific
interest for each work package (e.g. discussions with both pilots referred more to
business requirements) and where Atos helped kickstart the discussion proposing
different aspects where the specific perspectives and expertise of the Work Packages
participants could be more relevant in terms of generating relevant feedback.

e After the bilateral workshops, Atos, that was responsible for the notes taking,
consolidated all collected views and shared them for further refinement to the Work
Package leaders incorporating their revisions and extracting and confirming
conclusions as ‘Key Take-Aways” to the document in APPENDIX C: REFERENCE
IMPLEMENTATION FEEDBACK REPORT during the month of May before submitting
a final version for quality review process by the Strategic Committee in June, prior to
its submission to EC services and to other LSPs in the specific Confluence portal on
June 27", 2024. Within this timeline and process, initial feedback was also provided to
EC services (DG CNECT, HADEA) and to NiScy during a bilateral meeting on May 6th
and subsequently in written form on May 9th, including DC4EU's preliminary analysis
and evaluation of the Reference Wallet Implementation, including as findings
identification of some relevant differences and limitations with respect to the project's
technical, functional and business requirements, also considering expectations for
alignment of the Reference Implementation with ARF (subsequent versions).

Figure 13 below synthesizes the above-described process:
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FIGURE 13 : PROCESS FOR REFERENCE IMPLEMENTATION FEEDBACK IN DC4EU

3.1.3 Main Findings

The code analysis established a reference line for the discussion with work package leaders.
The focus was on assessing how main components worked (the two provided issuers and the
verifier with their backend endpoints and Web Uls) together with provided libraries. The Kotlin-
based Issuer was seen to work correctly together with OAuth server using Keycloak to
assemble PID in both mso-mdoc and (specification-conformant) SD-JWT format and with
interface for authentic sources, storing credentials in memory, possibly with possibility to also
work with deferred credentials and displaying QR-code to end-user. However, no support was
observed (in Issuer nor wallet) for: dPKI (EBSI)/DID registry, OpenlID federation or other trust
infrastructure, VCDM 1.1/2.0, EAAs revocation. The Python-based issuer could not be made
to run (insufficient available documentation) and wallet version that was tested first was the
Android version, including the sample credentials available for testing (PID, driving license).
Issuance was seen to support OpenlD4VCI (draft 12) to issue W3C VC but only for
Authorization Code Flow and mso_mdoc whilst proximity presentation worked with mso_mdoc
and a helper app for QR/NFC/BLE engagement and remote presentation uses OpenlD4VP
(draft 19). The wallet was capable to display W3C VC EAAs. Other aspects required further
investigation, as well as testing iOS version of wallet (see below).

A summary of the preliminary analysis findings is provided in Figure 14 below for
convenience:
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Reference implementation v1 preliminary analysis

5 DCA4EU

PROS (Fulfils/Mostly Fulfils) CONS (Does not yet- fulfil, Mostly . To Be Confirmed
doesn’t fulfil)

Kotlin Issuer . Mo support for dPKI (EBSI), DID Registry, . Ma trust infrastructure supported from Wallet (no EBSI profiles)
Canissue PID (in SD-JWT and mso-mdac formats) and mDL (mso-mdoc .of"E"ItD Ffde')““"“ iz No revocation supported from wallet
format) infrastructure)
Can display QR Code and store issued credentials in memory ::;:i??e:rm ECCVECEEER(ZO RS

Usable in WP7 Interop Lab interface with Authentic Sources No support for Revocation

MNo suppart for mDL as SD-JWT-VC

Python Issuer 2 Mot tested yet, based on initial review same - Couldn’t run a full scenario (no test scenarios in published
OAuth/CIDC/Open|D4VC StatusezEbove repo) => pending to make Python Issuer run
Capable of issuing PID and mDL in CBOR/mdoc (ISC 18013-5) and SD-
IWT
Android* Wallet tested, contains sample credentials (national ID, driving o Mo trust infrastructure supported from Wallet -« ‘W3C VC (SD-JWT basic de/encoding, storage and display) -
license), mature enough for interop tests. Declares support for: (no dPKI, either EBSI profiles) Android
gss:l:;i(:f!;:i?v:?ent issuance (only Authorization Code Flow + . hN:;\:ﬂ?iré]th W3C VCDM 1.1 (2.0 will also Acceptance/storagein wallet of VG (shown in video, nat
Proximity presentation: mso_mdoc, QR/NFC/BLE engagement, uses . Mo revocation supported from wallet tested) => integration of Issuer Wallst
helper app . Support for delegation
Remote presentation: Open|D4VP i05 wallet to be tested:
Q4 2023 Basic Requirements (Social Security) +  BLE/QR-code-based mdoc data retrieval (jOS)
Issue W3C VC (Open|D4VCI) +  OpenlD4VCI draft 13, OIDCAVP draft 18, SIOP v2 (10S)
Display W3C VC in wallet {all credential info and QR Code) . mDL {org.is0.18013.5.1.mDL) and EUDIW PID
* i0S to be tested later leu.europa.ec.eudivw.pid.1) formats
Verifier * AuthN with PID/elD
Web-based Ul . More extensive analysis of Verifier e.g. Wallet - Verifier integration, SD-

Verifier back-end (*verifier endpoint") with good documentation JWT verification

Published code builds / serves pages

Proof exchange via Presentation Exchange 2.0.0

FIGURE 14 : PRELIMINARY ANALYSIS OF REFERENCE IMPLEMENTATION V1 - FINDINGS SUMMARY

Regarding specific discussions with five DC4EU work packages leaders and experts, the
corresponding outcomes are listed in itemized form in APPENDIX C: REFERENCE
IMPLEMENTATION FEEDBACK REPORT. Furthermore, based on collected feedback from
these work packages, 27 questions / 9 requests were formulated for consideration by the
Reference Implementation team which can be found at the end of this Appendix covering
points of special importance to DC4EU around topics like (list here not comprehensive, please
check Appendix):

More details on trust management and its enforcement (lists of PID providers/Issuers
and Relying Parties) and about possibilities to reinforce in the future in a more scalable,
comprehensive and robust manner elDAS trust model including extending it beyond
classical PKI

e Support with SD-JWT and OpenlD4VCI with VC DM as well as OpenlD4VP of domain-
specific EAAs (beyond mobile driving licences and PID) and including rich data models
within Issuer-Wallet-Verifier flows

¢ Related to previous point incremental support for W3C VC DM 2.0, SD-JWT-VC and
eventually SD-JWT-VC-DM (relevant to properly support within education domain ELM
that uses VCDM from W3C, serialized in both JSON and JSON-LD)

e Mechanisms to request PIDs from PID issuers in remote flows

e Details on SD-JWT signing of attestations, on the management of cryptographic keys
and on which verifications can be performed on presented EAAs beyond cryptographic
verification of the wallet from which they originate (e.g. validity period/ statusof
credentials)

e Scenarios for interactions with issuers and/or relying parties without requiring
previously a PID to obtain / present EAAs
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e Future consideration of delegation scenarios and of revocation/suspension flows which
are important for DC4EU pilots as well as backup & restore functionalities

¢ Addressing of identity matching challenges and pseudonymous identification support,

e More details on wallet and holder bindings, deferred credentials, support to wallet
WTEs/WUAs, support to Level of Assurance ‘High’ requirements for electronic
identification means at wallet level

Furthermore it was requested to have a clear roadmap and release plan with detailed features
for Reference Wallet Implementation releases so that LSPs can better understand when
features important for the projects will become available, to try to align project timelines
considering its integration and validation in different project activities, together with ensuring
LSPs can have a clear understanding on how their specific requirements are being / will be
considered and prioritised to avoid risks of the RWI lacking key functionalities that the
LSPs need. It was suggested to have more in-depth discussion between NiScy and the LSPs
on security and privacy requirements like multi-factor authentication, end-point / trust anchors
discovery mechanisms, mutual trust mechanisms in proximity flows, etc. Similarly for data
models and formats (e.g. JAdES compliance for SD-JWT-VC, experience with SD-JWS in
EBSI, possibilities to include support to eventually translate/transform SD-JWT-VC-DM to /
from VCDM, etc.).

3.2 Feedback to Subsequent Releases of the Reference Implementation

A new version of the Reference Implementation, featuring significant update to its user
interface?® and new key features (the SD-JWT document type and rQES through both Wallet-
driven and Relying Party Centric models) was released on January 27, 2025%. Latest status
of features implementation®! indicates alignment with ARF up to v1.8 (e.g. PID details as
specified in the PID Rulebook of that version).

The reference implementation has been progressively improving since its initial release.
Documentation is now (June 2025) completed for the implemented features and permits test
setups of the main components (issuer, wallet mobile app, verifier).

In practice, basing a national wallet implementation on reference implementation has had the
following two issues: a lack of a common trust infrastructure and a basis on evolving standards
versions (OpenlD4VCI/OpenlD4VP "drafts").

1. Lack of common trust infrastructure

The EUDI wallet has envisioned a common infrastructure that binds together issuers, wallets,
and verifiers, by indicating how each entity can trust another entity ("is this RP valid?", "is this
credential issuer a valid national PID issuer?"). Different approaches have been proposed,
such as blockchain ledgers (EBSI) and federation infrastructures (OpenlD Connect
Federation), which in turn enable advanced features (such as credential revocation and wallet
lifecycle management).

2 See https://github.com/eu-digital-identity-wallet/eudi-wallet-reference-implementation-roadmap/issues/10
30 See https://github.com/eu-digital-identity-wallet/eudi-wallet-reference-implementation-
roadmap/discussions/60

31 See https://github.com/eu-digital-identity-wallet/eudi-wallet-reference-implementation-
roadmap/discussions/68
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In practice, the ARF has recently provisioned Trusted Lists, a generalized view of the
requirements of such an infrastructure but the actual feature is still in development in the
reference implementation (https://github.com/eu-digital-identity-wallet/eudi-wallet-reference-
implementation-roadmap/issues/19).

Lacking a common agreed trust infrastructure, the pragmatic solution during national and
cross-border tests and large-scale piloting has so far been to fall back to ad-hoc Public Key
Infrastructures (PKIs). To perform successful tests, different kinds of security certificates have
to be circulated among the participants of interoperability tests such as IACA (Issuing Authority
Certificate Authority) certificates, root certificates, and self-signed TLS/mdoc-signing
certificates; IACA certificates also may require setup of custom Certificate Revocation List
servers (which must not be behind HTTP, as is usually the case: https://github.com/eu-digital-
identity-wallet/eudi-lib-android-iso18013-data-transfer/issues/45).

This situation should be expected to be soon resolved, with the delivery of the Trusted Lists
feature in the reference implementation, but it is still a problem for current interoperability tests.

2. Standards evolution

The core protocols used in the EUDI Wallet are OpenlD4VCI (for credential issuance) and
OpenID4VP (for credential presentation). These protocols are still evolving and are
progressing through a series of versions. These versions are called "drafts" and a component
may be implementing a specific one, for instance, a given issuer may implement "OpenID4VCI
draft 13".

During the duration of the project, these protocols have evolved to meet emerging technical
and business requirements, often breaking backwards compatibility. The reference
implementation codebase has had to support specific versions at specific times: the main
issuer is transitioning from OpenlD4VCI draft 13 to OpenlD4VCI draft 15 while the verifier
started at OpenID4VP draft 18 and has now reached support for OpenlD4VP draft 24.

The reference implementation supports specific versions of the protocols at specific times,
possibly due to pragmatic reasons.

Since new features appear in versions with support for recent drafts of the standards, using
the reference implementation for new features (such as QES signing or better SD-JWT-VC
format support) means that new versions of the protocols are used. This affects interoperability
tests in cross-border scenarios where the other party is still using a previous version of a
protocol and the tests are either blocked or delayed until the other party further develop their
software components.
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4. IMPLEMENTING ACTS FEEDBACK PROCESS

The legislative work has been progressing during the lifetime of DC4EU project in parallel to
the technical work track® of the elDAS Toolbox process|[2], the latter of which is comprising
both the elDAS Toolbox activities like the ARF and wallet Reference Implementation and the
Large Scale Pilots (which are also participating in them not only testing technical specifications
and components’ interoperability in real world setting but giving direct feedback and engaging
in dialogues with incumbent EC services, NiScy, Member States’ Expert Groups, etc.). In
particular, this legislative track is producing Implementing Regulations that can be seen as the
‘how-to’ guide that provide specific details on how the eIDAS Regulation is put into practice in
terms of the way how key the general principles outlined in the regulation are applied in
practice, including standardization, technical specifications, and certification requirements for
electronic identification and trust services. They are needed, and thus foreseen in the
Regulation, to ensure a consistent and effective implementation across the EU of eIDAS and
the digital identity wallets ecosystem, in order to foster a secure and trustworthy digital
environment for electronic interactions.

As foreseen in the adopted eIDAS Regulation [1] which entered into force in May 202433, and
continuing the work on secondary legislation in the context of the European Digital Identity
Wallets framework, three different rounds of Implementing Regulations, also known as
Implementing Acts, have been presented successively in draft form so far, aiming to collect
feedback from citizens, businesses and other stakeholders through public consultation in the
Have Your Say Portal®*, thus allowing their real participation in the policies development
process. Through this process, LSPs and DC4EU in particular, are also given the opportunity
to identify potential issues, suggest improvements, and ensure the diverse needs of users are
met. This is extremely important for the DC4EU consortium, considering the fact that, as stated
in the purpose section of the successive ARF versions, “only the adopted [European Digital
Identity Regulation], and the implementing and delegated acts adopted under that Regulation,
are mandatory” (whereas the ARF itself lacks this legal prescriptive nature). Implementing Acts
will thus need to be complied with in the same manner as the main body of the elDAS
Regulation itself by stakeholders involved in the digital identity wallets ecosystem, such as
those represented in DC4EU consortium.

The first two sets of Implementing Acts have, at the time of writing this deliverable, also
undergone the Comitology process® (elIDAS Committee C47300%) and final texts were
adopted respectively on December 4™, 2024 (first round of 5 Implementing Regulations,) and
May 7%, 2025 (second round of four Implementing Regulations)®’. A total of 120 comments

32 See https://ec.europa.eu/digital-building-
blocks/sites/display/EUDIGITALIDENTITYWALLET/About+the+initiative

33 See https://digital-strategy.ec.europa.eu/en/news/entry-force-digital-identity-regulation

34 See https://ec.europa.eu/info/law/better-regulation/have-your-
say/initiatives_en?text=European%20Digital%20Identity%20Wallets

35 See https://commission.europa.eu/law/law-making-process/adopting-eu-law/implementing-and-delegated-
acts/comitology en

36 See https://ec.europa.eu/transparency/comitology-register/screen/committees/C47300/consult?lang=en

37 Both of which entered into force 20 days after their publication in the Official Journal of the European Union,
that is December 24, 2024 and May 27, 2025.
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provided from DC4EU were counted, of which 53 have been partially or totally considered
when comparing the finally adopted texts with the original drafts, a 45.7% which is highly
significant and positive for DC4EU. Figure 15 below depicts the total number of comments
provided in each round, and the percentage with respect to total number of comments provided
between the three rounds.

Answers Provided per Round of Impl.
Regulations Drafts

ml

65; 54%

o2

FIGURE 15: TOTAL NUMBER AND RELATIVE % OF COMMENTS PROVIDED IN EACH ROUND OF IMPL. ACTS DRAFTS

Figure 16 below depicts the number of considered comments in the final texts for first and
second rounds respectively (third round is not considered as final texts corresponding to
Implementing Acts approved for adoption are not yet available).

% of Comments Considered in Adopted IAs
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FIGURE 16: PERCENTAGE OF COMMENTS CONSIDERED IN THE 2 SETS OF ADOPTED IAS
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4.1 Feedback to the First Round of Implementing Acts

In this case, the feedback period for comments in the Have Your Say Portal was open between
August 12" and September 9™, 2024, comprising 5 Implementing Regulations® that detail the
requirements for the core functionalities, for the protocols and interfaces needed for the
operation of the wallet, attestations lifecycle, certification and the trust ecosystem of EU Digital
Identity Wallets (between brackets the respective eIDAS Regulation articles addressed are
indicated):

e Integrity and Core Functionalities, laying down rules and necessary provisions to
ensure that Member States provide wallets that are interoperable and can be used for
all their intended purposes successfully enabling their adoption e.g. secure online
cross-border identification for a wide range of public and private services, sharing of
electronic attestations, issuance of electronic signatures. [Art. 5a (8)]

¢ Protocols and Interfaces to be Supported, aiming to ensure the proper
implementation of protocols and interfaces crucial for the effective operation of the
wallets, enabling: successful issuance and presentation of identification data and
electronic attestations, data sharing between wallet units and relying parties and
efficient communication with relevant parties. [Art. 5a(5)]

o Personal Identification Data and Electronic Attestations of Attributes, aiming to
ensure the smooth lifecycle management of both personal identification data and
electronic attestations, covering issuance, verification, revocation and suspension;
this guarantees that users’ personal identification data and electronic attestations are
issued to the wallet and can be disclosed to relevant parties. [Art. 5a(4)]

o Trust Framework (Electronic Notifications System), aiming to ensure that the
electronic notification system established by the European Commission acts as a
secure and transparent communication channel for exchanging information between
the Commission and the Member States. [Art. 5a(18))]

o Certification, laying down the requirements for certification of the conformity of
European Digital Identity Wallets and which establishes that, where Member States
cannot use European cybersecurity certification schemes based on Regulation (EU)
2019/881 or if such schemes are not sufficient, they must establish national
certification schemes to supplement them that must, for instance, specify the
competence requirements and an evaluation process. [Art. 5¢(1)(2)(3)]

During the second half of August and as soon as the Public Consultation period opened, Atos
checked with corresponding leaders of Legal Analysis task (Logalty) in the Onboarding Based
Identity Work Package and Analysis, Planification and Design Work Package (GUNET), in
order to obtain some preliminary feedbacks as basis for wider consultation among other Work
Package leaders and their proxies in a second and final stage. With the basis of feedback
obtained from partner Logalty to three of the drafts and counting as well on additional feedback
to all drafts from partner Atos, Atos as leader of T3.2 led the efforts to internally raise awareness
by mail about the opportunity to provide feedback to Work Package Leaders and their proxies
on September 2" and established the internal process for them to provide feedback within the

38 See https://ec.europa.eu/digital-building-
blocks/sites/display/EUDIGITALIDENTITYWALLET/Your+feedback+wanted+help+shape+the+European+Digital+Id
entity+Framework
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necessary deadline and considering time to internally revise and consolidate received inputs.
This process consisted of gathering comments in editable Word versions generated from the
drafts of the Implementing Regulations in PDF format (and their corresponding Annexes),
directly obtained from the Portal mentioned above and uploaded to the project’s internal
repository. The proposed Implementing Regulations extend revised elDAS regulation Arts. 5a
and 5c¢ with specifications, procedures and reference standards for different requirements laid
down in those articles.

Partners Logalty and Atos (both from Spain) provided comments and edits with track changes
directly over the editable versions of the drafts while Certsign (Romania) internally provided
their feedback for the 5 drafts in a separate document and Atos also incorporated it, inasmuch
it was also related or complementary to similar existing comments to the editable versions in
order to have a common set of feedbacks. Finally, all feedback items were provided individually
uploaded in the Have Your Say Portal in single files in PDF format (comprising comments to
regulations drafts main body and annexes where appropriate), with the support from DC4EU
Coordination team in the following links (the files were also uploaded to the common Wiki for
LSP projects in Confluence):

¢ Integrity and Core Functionalities: htips://ec.europa.eu/info/law/better-
regulation/have-your-say/initiatives/14341-European-Digital-ldentity-Wallets-integrity-
and-core-functionalities/F3494412 en

¢ Protocols and Interfaces to be Supported: htips://ec.europa.eu/info/law/better-
regulation/have-your-say/initiatives/14339-European-Digital-ldentity-Wallets-
protocols-and-interfaces-to-be-supported/F3494398 en

¢ Personal Identification Data and Electronic Attestations of Attributes:
https://ec.europa.eu/info/law/better-requlation/have-your-say/initiatives/14340-
European-Digital-Identity-Wallets-person-identification-data-and-electronic-
attestations-of-attributes/F3494379 en

e Trust Framework (Electronic Notifications System):
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/14338-
European-Digital-Identity-Wallets-trust-framework/F3494443 en

e Certification: https://ec.europa.eu/info/law/better-regulation/have-your-
say/initiatives/14337-European-Digital-Identity-Wallets-certification/F3494390 en

The final texts were adopted on December 4" 20243 and published in the following links:

e CIR (EU) 2024/2977 (C/2024/8498) regarding PID and EAA: https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=0J:L 202402977

e CIR (EU) 2024/2979 (C/2024/8495) regarding integrity and core functionalities:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=0J:L. 202402979

¢ CIR (EU) 2024/2980 (C/2024/8516) regarding obligations for notifications to the
Commission concerning the elD Wallet ecosystem: https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=0J:L._202402980

39 See https://digital-strategy.ec.europa.eu/en/news/commission-adopts-technical-standards-cross-border-
european-digital-identity-wallets and https://digital-strategy.ec.europa.eu/en/library/implementing-regulation-
european-digital-identity-wallets
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o CIR (EU) 2024/2981 (C/2024/8507) regarding standards, specifications and
procedures for a certification framework for elD wallet solutions: htips://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=0J:L._202402981

o CIR (EU) 2024/2982 (C/2024/8496) regarding the protocols and interfaces of elD
Wallets solutions: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=0J:L 202402982

After this publication, Atos performed a comparative analysis of the extent to which the final
texts seemed to consider (partially or fully) some of the provided feedback items to the
corresponding draft texts. The detailed analysis, including the original text in drafts for which
comments were provided and final text in the adopted Implementing Regulations accompanied
with brief explanations of how the comments seem to have been considered can be found in
APPENDIX D: DC4EU CONSIDERED COMMENTS TO IMPLEMENTING REGULATIONS
(FIRST AND SECOND SETS). Furthermore, Atos also produced and shared with Work
Package leader a presentation listing the most relevant points in the approved Implementing
Acts, in some cases with focus on cybersecurity aspects (e.g. for Certification CIR (EU)
2024/2981).

In the case of these five Implementing Acts, 36 DC4EU feedback items are observed to have
been partially or fully taken out of a total of 65 feedbacks submitted for the 5 drafts (and
Annexes where relevant), representing a 55.4% of the total DC4EU provided feedback (Atos
had also internally identified a list of the comments that had not been apparently been
considered). Taking into account both the absolute values of considered comments and their
relative proportion to total number of comments and taking into account in particular that for
each draft texts the number of submitted feedbacks of individual and organisations submitted
in the Have Your Say portal where in the range of several hundreds, DC4EU sees this level of
consideration of our feedback as highly positive and even remarkable that a majority of
provided comments have been considered at least partially.

On a more qualitative level, the types of submitted feedback which appears to have been
considered in the finally adopted texts (recitals, articles or annexes) is quite varied, ranging
from straightforward corrections of typographical errors to addition of further procedural and/or
technical detail requested for some processes (e.g. validity verification by wallet-relying parties
of wallet units, explicit mention to selective disclosure or other data minimisation techniques,
clarification of which data can be exported for later recovery, addition of PAdES ETSI standard
and ISO standards for facial image...) or further consideration of certain aspects reformulating
previous descriptions (e.g. data protection and security in backup and recovery processes,
independence from wallet units in identification and authentication mechanisms for wallet
users...), replacement or better specification of certain terms in certain contexts (e.g. data
objects are clarified to be wallet unit attestations considering policies for revocation,
requirement of what conditions Member States need to include to explain how they would
process optional personal_administrative_number if using it, better formulations in some cases
to ensure wider consideration of cross-border scenarios), removal of redundant / unnecessary
information (e.g. accessibility to log files of wallet users regarding reports sent to DPAs,
mention to ‘integrated or external’ signature creation applications)... In some cases, comments
have served to remedy apparent gaps or inconsistencies of a more important nature such as:
including missing specification of attributes for legal person identity data, requirement to
support all needed signature/seal creation formats mentioned specified in an Annex and not
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only one, explicit indication of Member States’ obligation to ensure uniqueness of person
identification data issued to a given wallet, consideration of potential role PID providers in
wallet users’ enrolment, explicit consideration of only Level of Assurance High for enrolment of
such users, modification to require supporting at least one mDoc or VCDM 1.1 for EAAs issued
to wallet units, considering of data protection requirements for certification of wallets,
modification to ‘should’ for a joint roadmap for access to Secure Embedded Elements,
improving with details how evaluation of WSCD should be performed, more precise
specification regarding which formats need to be supported for requesting issuance of
PID/EAAs, addition of ISO/IEC TS 18013-7:2024 to also support OpenlD4VP in addition to
mDoc, etc.

In more detail, consideration ranges between 0 to 70% depending on the Implementing
Regulation draft:

e For CIR (EU) 2024/2977 13 comments out of 22 comments have been partially or fully
considered (59.1%)

e For CIR (EU) 2024/2979, 12 comments have been partially or fully taken up out of 21
comments (57.1%)

e For CIR (EU) 2024/2981, 4 comments out of 9 have been partially or fully considered
(44.4%)

e For CIR (EU) 2024/2982, 7 out of 10 comments were considered (70%).

e Lastly, for CIR (EU) 2024/2980 no comments were considered (but only 3 were
provided)

Figure 17 below depicts % of comments partially or fully considered in the respective adopted
Implementing Acts relative to total comments submitted in the public consultation of this first
round.

% Comments Considered in Adopted IAs (1st Round)
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FIGURE 17. PERCENTAGE OF COMMENTS CONSIDERED IN IAS (15 ROUND)
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4.2 Feedback to the Second Round of Implementing Acts

Similarly to the previous case, a new set of five Implementing Acts drafts outlining the exact
legally mandatory specifications required for the wallets, were published and a public
consultation opened in the Have Your Say portal, on November 29" 20244 (between brackets
the respective eIDAS Regulation articles addressed are indicated):

e Security Breaches, defining how security breaches must be handled, and when and
how breached wallets should be suspended. [Art. 5¢(5)]

o Electronic Attestations of Attributes, providing specifications needed to issue
Qualified Electronic Attestations of Attributes (QEAA) and Electronic Attestations of
Attributes (EAA), including how to achieve interoperability and details on revocation
mechanisms. [Art. 45d(5), 45e(2), 45f(6) and 45f(7)]

o Wallet lists, setting out rules for Member States to submit information on certified
wallet solutions for the machine-readable list of certified wallets to be published and
maintained by the European Union. [Art. 5d(7)]

¢ Identity matching — Cross-border identity matching of natural persons by public
sector bodies (RP), setting out necessary provisions for Member States to ensure
correct identity matching in cross-border authentications. [Art. 11a(3)]

o Relying parties — The reqistration of relying parties and the common
mechanism for allowing the identification and authentication of relying parties,
setting out rules for the registration of wallet relying parties via national registers. [Art.
5b(11)]

As on the previous occasion, Atos managed the feedback collection process internally
uploading PDF versions of each of the drafts and annexes as well as corresponding editable
Word versions and raising awareness towards Work Package Leaders and their proxies, with
the goal to also increase participation of partners with respect to the first round. Atos gave clear
instructions on how to provide the feedback with track changes and comments and directly
over the editable versions of the drafts and where partner Logalty was invited to provide a first
round of comments as well as Atos. The process was launched on November 29" aiming to
collect the feedback for revision and consolidation by December 18" (the formal deadline was
extended from December 27" until January 2", 2025). Atos sent multiple subsequent
reminders as the internal deadline approached to ensure participation.

The partners that finally provided comments were: Dachverband Der
Sozialversicherungstrager (umbrella organisation of social insurance institutions, Austria),
Danish Agency for Labour Market and Recruitment-STAR (Denmark), Atos (Spain), Logalty
(Spain). All received comments were consolidated into individual feedback files in PDF format
(comprising comments to regulations drafts main body and annexes where appropriate) and
uploaded in the Have Your Say Portal on December 27™, 2024, with the support from DC4EU
Coordination team. They can be found in the below links (the files were also uploaded to the
common Wiki for LSP projects in Confluence):

40 See https://ec.europa.eu/digital-building-
blocks/sites/display/EUDIGITALIDENTITYWALLET/Your+feedback+wanted+on+new+round+of+implementing+Ac

ts
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o Security Breaches: https://ec.europa.eu/info/law/better-regulation/have-your-
sayl/initiatives/14401-European-Digital-Identity-Wallets-security-
breaches/F3513040 en

e Electronic Attestations of Attributes: https://ec.europa.eu/info/law/better-
regulation/have-your-say/initiatives/14402-European-digital-identity-framework-
verification-of-electronic-attestation-of-attributes/F3513046 en

e Wallet Lists: hitps://ec.europa.eu/info/law/better-reqgulation/have-your-
say/initiatives/14403-European-Digital-Identity-Wallets-list-of-certified-
wallets/F3513047 en

o Cross-border Identity Matching of Natural Persons by Public Sector Bodies
(RP): https://ec.europa.eu/info/law/better-requlation/have-your-say/initiatives/14400-
European-Digital-ldentity-Framework-cross-border-identity-matching/F3513042 en

¢ Relying Parties Registration: https://ec.europa.eu/info/law/better-requlation/have-
your-say/initiatives/14399-European-Digital-lIdentity-Wallets-registration-of-relying-
parties/F3513045 en

It is noteworthy that for this round of feedback, the number of total submitted feedback items
from individuals and organisations was notably fewer than in the first round, in the order of few
tens per Implementing Act draft.

After the Comitology process, final texts for 4 Implementing Regulations (all except
QEAASs/EAAs provided by or on behalf of a public sector body responsible for an authentic
source) were published on May 7', 2025* and published in the below links:

e CIR (EU) 2025/847 (C/2025/2620) Reactions to Security Breaches of European
Digital Identity Wallets: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=0J:L._202500847

e CIR (EU) 2025/849 (C/2025/2623) Submitting information to the Commission for
the list of certified European Digital Identity Wallets: https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=0J:L._202500849

e CIR (EU) 2025/846 (C/2025/2618) Cross-border identity matching for natural
persons: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=0J:L._202500846

e CIR (EU) 2025/848 (C/2025/2621) Registration of wallet-relying parties:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=0J:L_202500848

Atos proceeded to make comparative analysis with respect to the draft text, aiming to identify
which elements of feedback seemed to have been partially or fully taken up. In this regard, 17
comments have been partially or fully taken up of a total of 51 (it is not included in the analysis
the Implementing Act Draft on Electronic Attestations of Attributes as it has not yet been
adopted and a final text has not been published). This means that, effectively, one third of the
comments (33.3%) have been seemingly considered (partially or fully) in the final texts. The
detailed analysis, including the original text in drafts for which comments were provided and
final text in the adopted Implementing Regulations accompanied with brief explanations of how
the comments seem to have been considered can be found in APPENDIX D: DC4EU

41 See https://ec.europa.eu/digital-building-
blocks/sites/display/EUDIGITALIDENTITYWALLET/European+Commission+adopts+new+round+of+EU+Digital+Id
entity+Wallet+implementing+regulations
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https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/14400-European-Digital-Identity-Framework-cross-border-identity-matching/F3513042_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/14399-European-Digital-Identity-Wallets-registration-of-relying-parties/F3513045_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/14399-European-Digital-Identity-Wallets-registration-of-relying-parties/F3513045_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/14399-European-Digital-Identity-Wallets-registration-of-relying-parties/F3513045_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202500847
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202500847
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202500849
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202500849
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202500846
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202500848
https://ec.europa.eu/digital-building-blocks/sites/display/EUDIGITALIDENTITYWALLET/European+Commission+adopts+new+round+of+EU+Digital+Identity+Wallet+implementing+regulations
https://ec.europa.eu/digital-building-blocks/sites/display/EUDIGITALIDENTITYWALLET/European+Commission+adopts+new+round+of+EU+Digital+Identity+Wallet+implementing+regulations
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CONSIDERED COMMENTS TO IMPLEMENTING REGULATIONS (FIRST AND SECOND
SETS).

On a more qualitative level, the types of submitted feedback which appears to have been
considered in the finally adopted texts (recitals, articles or annexes) is quite heterogeneous.
Besides correction of some typographical errors, in some cases, detail has been added which
shows better consideration of possibilities to improve applicability and/or scope of provisions
(e.g. that cross-border identity matching can be carried out by relying parties themselves using
their own registers, addition of ‘other assisting measures’ to avoid the need to perform identity
matching process repeatedly, applicability of provisions to non-public sector relying parties) or
removed (mention to Member States as relying parties in relation to log-keeping obligations).
Some comments were related to inconsistency between different parts of same draft text (e.qg.
wallet unit withdrawal in addition to suspension, suspension or cancellation of wallet-relying
parties when requested by themselves, duration of record keeping obligations by registrar,
etc.). In some cases, new recitals/text were added providing more clarity (e.g. options available
during three-month period to remedy breaches/compromises leading to wallet suspensions,
manner / timeframe in which wallet suspension or withdrawal is to be informed, policies for
wallets to inform wallet users in case of relying parties requesting excessive information, etc.).
In some cases, standards are more precisely referenced following comments. Last but not
least, some modifications are important as they better cover needs or future possibilities e.g.
possibility to have as many lists of attestations and attributes as intended uses of attributes to
be requested by relying parties, other mechanisms (verification procedures) for verification of
wallet relying parties in certain cases.

In more detail, consideration ranges between 0% to 62.5% depending on the Implementing
Regulation draft:

o For CIR (EU) 2025/846 7 comments out of 14 comments have been partially or fully
considered (50%)

o For CIR (EU) 2025/847, 5 comments have been partially or fully taken up out of 8
comments (62.5%)

e For CIR (EU) 2025/848, 9 comments out of 24 have been partially or fully considered
(37.5%)

e For CIR (EU) 2025/849, none of the 5 comments were considered (0%)

Figure 18 below depicts % of comments partially or fully considered in the respective
adopted Implementing Acts relative to total comments submitted in the public consultation
of this second round.
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FIGURE 18: PERCENTAGE OF COMMENTS CONSIDERED IN ADOPTED IAS (2> ROUND)

4.3 Feedback to the Third Round of Implementing Acts

A public consultation to a third set of 12 Implementing Acts drafts was launched in the Have
Your Say Portal*?, most of them focusing on trust services. The consultation was open between
April 15", 2025 and May 13%", 2025. Similarly to previous occasions, Atos managed internally
the process within DC4EU consortium, preparing editable Word copies of the draft texts (and
their Annexes) and uploading them to the project internal repository, raising awareness
towards Work Package Leaders and their proxies about the consultation in Work Package
Leaders meeting of April 24" and requesting comments and amended text suggestions with
track changes. Feedback was requested until May 9" and subsequently extended to May 12"
(sending multiple subsequent reminders as the deadline approached) proceeding after that to
revision and consolidation of the feedback items and editorial work to generate single files in
PDF format for uploading to the Have Your Say portal with support from DC4EU Coordination
team.

Following advice from partner Logalty (leader of Legal Analysis task in the Onboarding Based
Identity Work Package) to focus on two of the drafts more directly related to DC4EU scope,
feedback was specifically requested for:

o Verification of identity and attributes at qualified certificate or qualified
attestation of attributes issuance: https://ec.europa.eu/info/law/better-
regulation/have-your-say/initiatives/14645-Verification-of-identity-and-attributes-at-
qualified-certificate-or%E2%80%AF qualified-attestation-of-attributes-issuance _en as
it impacts directly in the QEAA issuance process. Regarding this draft, some publicly
available ETSI standards referenced in its Annex were also provided to partners: ETSI
standards (on Identity Proofing - ETSI TS 119 461 V2.1.1- and QES validation - ETSI
TS 119 172-4 v1.1-).

42 See https://ec.europa.eu/digital-building-
blocks/sites/display/EUDIGITALIDENTITYWALLET/New+Implementing+Acts+ready+for+your+feedback
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e Management of remote QES creation devices as qualified trust service:
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/14647-
Management-of-remote-qualified-signature-creation-devices-as-a-qualified-trust-
service _en, as it impacts also in the QEAA issuance process. Regarding this draft,
some publicly available ETSI standards referenced in its Annex were also provided to
partners: ETSI TS 119 431-1 V1.3.1 ETSI, EN 319 401 V3.1.1 and ETSI TS 119 312
V1.4.3.

The partners that finally provided comments were Logalty (Spain) and Certsign (Romania). Al
received comments were consolidated by Atos into individual feedback files in PDF format
(comprising comments to regulations drafts main body and annexes where appropriate) and
DCA4EU coordination team uploaded them in the Have Your Say Portal on May 13", 2025. They
can be found in the below links (the files were also uploaded to the common Wiki for LSP
projects in Confluence):

o Verification of identity and attributes at qualified certificate or qualified
attestation of  attributes issuance: https://ec.europa.eu/info/law/better-
regulation/have-your-say/initiatives/14645-Electronic-signatures-and-seals-identity-of-
recipients-of-qualified-certificates-implementing-act-/F3551239 en

e Management of remote QES creation devices as qualified trust service:
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/14647-
Electronic-signatures-and-seals-remote-qualified-creation-devices-implementing-act-
[F3551238 en

In the case of these 2 drafts, in addition to DC4EU other 24 and 31 organisations submitted
feedback respectively.

Since the Comitology process is still on-going at the time of writing this subsection and the final
texts of corresponding Implementing Acts are still pending adoption, it was not possible to
make a comparative analysis to check to which extents provided comments have been
considered as was done for the other two sets of Implementing Acts.
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5. SUPPORT TO OTHER FEEDBACK LOOPS

A consultation period was open from ETSI from November 29" until December 20", 2024 to
collect feedback for a stable draft version v0.0.11 of ETSI TS 119 471: Policy and Security
Requirements for Electronic Attribute Attestation Providers which was made publicly available
by ETSI*?, including to the EU Digital Identity Wallets ecosystem stakeholders for feedback
collection. Together with Logalty, leader of “Legal Analysis” Task in DC4EU, Atos managed
feedback collection within the consortium. The consultation period was initially announced by
Logalty to the partners of “Onboarding Based Identity” Work Package on November 26%", 2024
and more widely to Work Package leaders on December 5", 2024. Atos prepared a Word
format version of the standard stable draft and Logalty prepared a commenting template (see
Figure 19 below), both of which were placed by Atos in a folder in the project’s internal
repository. Partners were asked to use the form to provide their feedback identifying the text
to be changed, a brief explanation on the rationale and the proposed text. Atos wrote to all
partners on December 9" with the instructions to provide their feedback using the template,
uploading their files identified with partner name suffix to the shared folder.

Feedback items were submitted using the requested form template by seven DC4EU partners:
Vecozo (Netherlands), UMA (Spain), Atos (Spain), ICI Bucharest (Romania), DVV (Finland),
SMALS (Belgium) and NFZ (Poland). In total 77 editorial, technical and general comments
were submitted: 4 from Vecozo, 8 from NFZ, 10 from SMALS, 27 from DVV, 19 from Atos, 4
from ICI Bucharest and 5 from UMA.

These forms were reviewed and consolidated by partner Logalty, which submitted a
consolidated feedback document to this ETSI Technical Specification ESI December 23 2024
(linked to its upcoming ESI-84b* meeting scheduled on January 15", 2025). Atos
subsequently also uploaded this feedback to LSP Confluence portal.

Public Review: Comments on Draft ETSI TS 119 471 V0.0.11

Electronic Signatures and Trust Infrastructures (ESI); Policy and Security requirements for Providers of Electronic Attestation of Attributes Services

Organization Clause/ | Paragraph Type of COMMENTS Proposed change RESOLUTION
name Subclause |  Figure/ comment on each camment submitted
Table (Generalf

FIGURE 19 : COMMENTING TEMPLATE USED FOR ETSI TS 119 471 FEEDBACK COLLECTION

DC4EU has also provided feedback* on June 11", 2025 to the Open Call for Evidence for an
Impact Assessment initiative on the European Business Wallet launched by the EC in the Have
Your Say portal*® and which was included as a priority in the Commission Work Programme

43 See https://docbox.etsi.org/esi/Open/Latest Drafts/ETSI%20DRAFT%20TS 119 471v0.0.11-public.pdf

44 See https://portal.etsi.org/Meetings.aspx#/meeting?Mtgld=48673

45 See https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/14663-European-Business-
Wallet-digital-identity-secure-data-exchange-and-legal-notifications-for-simple-digital-business/F3565152 en
46 See https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/14663-European-Business-
Wallet-digital-identity-secure-data-exchange-and-legal-notifications-for-simple-digital-business en
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2025%" and with a new regulation based on the amended elIDAS Regulation which is expected
for Q4 2025.

DC4EU’s provided feedback acknowledges the strategic importance of the European Business
Wallet to increase productivity and competitiveness, especially considering easing of
administrative burdens for economic operators and public administrations through its secure
and legally recognized communication channels, data interoperability and legally recognized
digital powers of attorney. It then recommends considering the web application implementation
for this wallet in particular (as also mentioned in Annex 2 Topic 28 — Wallet unit for legal
persons*) considering “the use of electronic seals of legal persons and electronic
signatures of natural persons linked to the legal person, especially in the light of the new
qualified trust service for the management of remote signature and seal creation devices”,
complementary to the issuance of powers and mandates (as electronic attestations of
attributes) to the wallets of representatives or employees of legal entities.

An important aspect highlighted in this feedback is the need to “ensure that the business wallet
has the capacity to carry out semantic processing, combining vocabularies and using
ontologies” for document management and business processes that are highly oriented to
consume structures data and, for this purpose, to expand the use of formats like JSON-LD.

Furthermore, the feedback highlights the importance for trust management mechanisms and
the major business value of considering DC4EU’s vision of hybrid trust models based on EBSI
(for non-qualified EAAs issued by non-qualified TSPs or non-notified Pub_EAA providers), also
taking into account options for giving contractual/legal validity to business wallet attestation in
international commerce. Such approach enables automated trust processing (to assess
whether an EAA is trustworthy inasmuch the non-qualified issuing it can e.g. be verified to be
authorized to issue such an EAA).

Last but not least, the feedback focuses on the important aspect, for the rapid and major
adoption of the European business wallet, of its use in international relations with third
countries outside the EU: this would require making its trust model more flexible through the
intervention of relying parties’ intermediaries that could also act as bridges to existing national
or sectorial federated identity infrastructures.

47 See https://commission.europa.eu/strategy-and-policy/strategy-documents/commission-work-
programme/commission-work-programme-2025 en

48 See https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-and-reference-
framework/blob/main/docs/annexes/annex-2/annex-2-high-level-requirements.md#a2328-topic-28---wallet-
unit-for-legal-persons
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6. CONCLUSIONS

In line with Task T3.2 “Coordination with the EC elDAS Expert Group” and as explained
throughout this deliverable, the work in Task T3.2 “Coordination with the EC elDAS Expert
Group” has been decisive to inform the Consortium and to organise, consistently and
comprehensively collect, revise and consolidate project-wide feedback delivery to:

i) the Architecture and Reference Framework (ARF versions: 1.1,
1.3,1.4,1.5,1.6-1.9) - see Section 2,

i) the European Digital Identity Wallet Reference Implementation (RI) (initial
release and subsequent) — see Section 3,

iii) Implementing Acts — (three rounds of Public Consultations and 12 draft
Implementing Acts) see Section 4 and

iv) Other feedback loops — (ETSI TS 119 471, European Business Wallet) see
Section 5

The feedback from DC4EU has been directed through multiple channels to the key
stakeholders of the EUDI Wallet Ecosystem most directly in charge of iteratively implementing
the elDAS Toolbox: i) the European Commission services (in particular DG CNECT and DG
DIGIT), ii) the European Digital Identity Cooperation Group (formerly known as the elIDAS
Expert Group) and ARF editorial team, iii) the wallet Reference Implementation team (NiScy),
iv) co-legislators in the case of Implementing Acts, v) standardisation bodies (e.g. ETSI) and
vi) the other 3 Large Scale Pilots as well as vii) other interested stakeholders (considering
available feedback items uploaded to the ARF public GitHub).

The multiple channels for externally conveying the above-mentioned instances of DC4EU
feedback (to ensure its effectiveness and consideration by the above-mentioned stakeholders,
also often establishing bidirectional interactions) have included:

o Official feedback reports delivered by mail by “Projects management and
coordination” work package to DG CNECT for their consideration at the level of eIDAS
Expert Group/EDICG/ARF editorial teams

e Online public issues in Github since ARF v1.4, including in most cases responses
from the ARF editorial team

o Feedback uploaded to LSP Confluence portal

o Bilateral discussions with EC services and Reference Implementation team in
LSP Coordination Group and specific EC-DC4EU bilateral coordination meetings

o Direct contributions by DC4EU appointed representatives (and other DC4EU
partners participating as Member State representatives) in specific eIDAS Expert
Group workshops where LSPs were invited

e Comments to draft Implementing Acts and European Business Wallet uploaded
to the Have Your Say Portal

e Contributions to standardisation

e Other inter-LSP interactions in the context of specific workshops where DC4EU
has been invited to participate or vice versa

In performing the activities that are detailed in this report, DC4EU’s Task T3.2 “Coordination
with the EC elDAS Expert Group” has been actively contributing to Milestones fulfilment of
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the “Internal and External Collaboration and Alignment” work package“®: more specifically,
to MS10 “Coordination activities with EC eIDAS Expert Group” which was due until M12
(March 2024). It has also directly contributed to achieve Key Performance Indicators defined
at the level of the same Work Package (see subsection 4.2 “KPIs” in D3.1 - Collaboration &
Cooperation Strategy and Activities Report[4]), and which are within the specific scope of the
mentioned task. In this regard, these were the specific relevant KPIs defined for this task and
the achieved values at the end of the project:

TABLE 1: WORK PACKAGE KPIS DEFINED FOR TASK T3.2

KPI KPI Description Target
#

1 Participation and Contributions/Feedback from | 12/14 (5 feedback reports to
DC4EU partners to the eIDAS Expert Group & | ARF v1.1, 1.3, 1.4, 1.5, 1.6-
Coordination Group on ARF and Wallet Reference | 1.9 + 3 direct interactions in
Implementation or other relevant topics elDAS EG workshops + 3
feedbacks to sets of
Implementing Acts + Wallet
Reference Implementation
initial release feedback +
feedback to  European
Business Wallet + feedback
to ETSI TS 119 471)

4 Analysis and identification of major changes in | 10/12 (Provided for ARF

iterative releases of the ARF v1.1, v1.2, v1.3, v14, v1.5,
v1.6, v1.7, v1.8, v1.9, v1.10,
v2.0,v2.1)

As it can be seen, both KPIs related to the scope of Task T3.2, have been successfully
achieved and surpassed in their respective target values. Furthermore, Task T3.2 has
been actively and importantly supporting a wide range of different activities where the work
package has been involved, and consequently, other KPIs such as KPI #3 (which measures
the number interactions with EC bodies and entities with participation from WP3 and other
DC4EU partners), KPI #5 (which measures the number of meetings/workshops with other
Wallet related Consortia and projects) or KPI #8 (which measures the number of DC4EU
internal alignment workshops). All of WP3 KPIs are reported with their latest status in D3.3 -
Coordination Activities Report 0.

49 See “DC4EU_WP3_Milestones_List.xIsx” available here: https://www.dc4eu.eu/wp-
content/uploads/2024/06/DC4EU WP3 Milestones Lists.xIsx Note: since the 3 WP3 milestones were due in
M12, the list does not include activities after March 2024 although activities related to ARF, Implementing Acts,
Reference Implementation and other feedback loops are duly reported in this deliverable.
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TABLE 2: QUALITATIVE ANALYSIS OF DC4EU’S CONTRIBUTION TO FEEDBACK LOOPS

FEEDBACK LOOP #FEEDBACK ITEMS / COMMENTS

Architecture Reference Framework v1.1 5

Architecture Reference Framework v1.3 | 27

Architecture Reference Framework v1.4 | 12 (also as GitHub Issues)
Architecture Reference Framework v1.5 | 25 (also as GitHub Issues)
Architecture Reference Framework v1.6- | 2 (also as GitHub Issues)
1.9
Wallet Reference Implementation (Initial | 36 (27 questions, 9 requests)
Release)

15t Set of Implementing Acts Drafts 65
2" Set of Implementing Acts Drafts 51
3 Set of Implementing Acts Drafts 4

ETSITS 119 419 77

Quantitatively, DC4EU has produced 71 ARF feedback items towards elDAS Expert
Group/European Digital Identity Cooperation Group (specifically 5 items to ARF v1.1, 27 items
to ARF v1.3, 12 items to ARF v1.4, 25 items to ARF v1.5 and 2 items to ARF discussion topics
in the context of v1.6-1.9). There was opportunity that was leveraged for direct dialogue
regarding several specific ARF Epics in the three workshops that DC4EU expert
representatives attended with the other LSPs in January and February 2024. Indirectly,
Member States in DC4EU are also represented in the Group and were thus also able to
consider in the context of their own their national positions and interests those items that could
coincide in some cases with some items discussed within DC4EU and provided as formal
feedback. More importantly, and through all the 39 online Issues provided from the
Consortium in the public ARF GitHub (for feedback rounds starting with ARF 1.4 and also
encompassing ARF 1.5 and 2 especially relevant Discussion Topics also incorporated in ARF
versions 1.6-19), bidirectional exchange was established with the ARF editorial team,
that actually responded on behalf of the EC to 33 of them (85% of DC4EU GitHub Issues).
As it can be seen in subsections 2.4 and 2.5, received responses show a high level of
consideration and appreciation of DC4EU feedback, in multiple cases with specific impact in
later versions of the ARF.

The qualitative nature of provided feedback to the ARF is explained in more detail in the
respective subsections within Section 2, but there are a number of key areas where DC4EU
has focused and occasionally emphasized over subsequent rounds of feedback, considering
both:

i) The project and piloting requirements for the wallet and its related ecosystem e.g.
support to alternative decentralised trust infrastructures, W3C VCDM 1.1 & 2.0
credential formats as well as IETF SD-JWT VC technical standard and support for
large and rich data models with both JSON and JSON-LD serialization and SD-
JWS signatures, need to support revocation of EAAs

i) Other wide-ranging recommendations thinking in the longer term for the wallet
ecosystem in production conditions and its scalability, flexibility and interoperability
(list below is illustrative rather than comprehensive)
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a. future support to delegation scenarios including between natural persons and
in the context of trust relationships built over different types of bindings

b. considering policy-based authorization and mandatory access control for wallet
user-centric data sharing

c. recommendations on domain-specific rule books enabling flexibility for
accommodating Member States and sectorial requirements

d. requirements for evolution of embedded disclosure policies to accommodate
more advanced enforcement scenarios for access to holder attestations (e.g.
fine-grained and national-specific access rights to specific information blocks
by specific relying parties)

e. possibility to enhance scalability for registration of Relying Parties and Issuers
and to performed additional verifications regarding possibility to issue specific
types of credential by relying on decentralised trust management approaches
in combination with centralised PKI approaches

f. continued guidance to Member States stakeholders responsible for
unequivocal natural person cross-border identity matching

g. avoidance of technical silos with support for QEAAs issuance to all certified
wallets or at least addressing this issue in domain-specific rulebooks with
sufficient details regarding holder binding and with common standards for
Authentic Sources to (Q)EAAs Providers communication

h. flexible incorporation of novel approaches for cryptographic proofs and keys
association mechanisms

i. continued focus on privacy risks (including those of Digital Credentials APIs)
and unlinkability based on security threat models and considering privacy
enhanced technologies like derivative predicates and short-term crypto
primitives

j- issues with certain aspects of batch issuance/re-issuance of credentials,

k. need to specify certain Wallet Unit interfaces (e.g. attributes deletion request or
reporting relying party to data protection authorities)

I. specific contributions on Embedded Disclosure Policies and Relying Party
Registration discussion topics (see details in subsection 2.6)

Considering the comments provided by DC4EU to Public Consultations in the Have Your Say
Portal (https://ec.europa.eu/info/law/better-regulation/have-your-say en) for 3 different sets of
draft Implementing Acts, in total 120 comments were submitted for 12 different
Implementing Acts drafts (and Annexes where relevant): 5 in first set, another 5 in second
set and 2 in the third set. For the first two sets of Implementing Acts, and comparing submitted
comments with the actual finally adopted texts, it was assessed some 55% and 33% of
comments appeared to have been considered partially or fully for 10 of the
Implementing Acts (and their Annexes). This shows a very positive impact, which is very
relevant considering the large number of comments submitted in these Public Consultations
(e.g. in the order of hundreds of organisations and individuals submitting thousands of
individual comments to each of the first 5 Implementing Acts drafts of the first set).

In the case of the feedback to the initial release of the Reference Implementation of the
EU Digital Identity Wallet, 36 feedback items were submitted, consolidated as 27
questions and 9 requests to the wallet’'s Reference Implementation team and comprising a
multidisciplinary, multi-sided approach since these were provided by experts from five different
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DC4EU work packages (see subsection 3.1 for more details). DC4EU’s subsequent
assessment of new iterations of the wallet Reference Implementation acknowledges progress
in implemented features and related documentation; however, and while test setups of the
main components (issuer, wallet mobile app and verifier) are possible, two main issues are
identified as still outstanding: i) lack of a common trust infrastructure (Trusted Lists support is
still in development) can still impact interoperability tests and ii) OIDC protocols evolution with
varying support to different specific drafts of them in the Reference Implementation also has
an impact on interoperability tests in cross-border scenarios where involved parties don’t use
exact same versions of those protocols (see more details in Section 3.2).

Regarding support to standards feedback (ETSI TS 119 471: Policy and Security
Requirements for Electronic Attribute Attestation Providers) 77 comments were provided and
additionally highly relevant feedback was also provided to the European Business Wallet
Call for Evidence in the Have Your Say Portal through a 3-page document.
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7. APPENDIX A: ARF 1.1 FEEDBACK REPORT

FEEDBACK #1

Affected Section/Annex: 6.2. Architecture Components
PDF Page(s): 30

Type of feedback: [Proposed improvement]

Importance of related ARF change (in latest version) to which this feedback relates:
[MAJOR]

Impact for DC4EU: [MAJOR]

Feedback Description: In the ARF v1.1 the concept of Trust Model is blandly described in
section 6.2: the Trust Model is just one of the components of the architecture that encompasses
many different layer and typologies of elements. The Trust Model plays a central role in the
ecosystem and the way it is involved by the different actors throughout will deeply shape how
the citizens, the enterprises and the public bodies will trust this new way of handling digital
identities. For this reason, a more complete and in-depth analysis of the Trust Model is very
much needed.

Rationale (justification details relevant for internal discussion): While the discussions
about the real implementation of the EUDIW ecosystem often are focused on the wallet app
itself, we (as an LSP) are designing an ecosystem in which the wallet app is just a small
component. A central piece in this complex ecosystem is the Trust Model and how such a
component will interface and interact with other actors/components has a huge impact on the
implementation and user experience. Having the Trust Model in mind is one of the first steps
to be taken in planning the implementation.

Rationale (formal justification towards eIDAS EG): The Trust Model is a central piece in
the Architecture, and everybody is aware of its role. In our opinion, it is particularly challenging
to design it considering the wide range of different use cases we want to accommodate in the
ARF. Just an example of such a complexity is the difference in the flows we envision in the
ARF: Proximity supervised flow; Proximity unsupervised flow; Remote cross-device flow;
Remote same-device flow (from Section 6.4). Some of the answers we should find are: how
the Trust Model can accommodate flows where at least one of the parties is not connected?
How the Trust Model can help in designing scenarios of use in which some requirements can
be relaxed (e.g., using my public library badge to borrow a book respect to using my PID,
together with other (Q)EAA to get a bank loan).

FEEDBACK #2

Affected Section/Annex: 6. Reference Architecture and Flows, 6.5. The Wallet Configurations
PDF Page(s):28,35

Type of feedback: [Proposed improvement]

Importance of related ARF change (in latest version) to which this feedback relates:
[MAJOR]

Impact for DC4EU: [MAJOR]
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Feedback Description: EUDI Wallet's user-centric approach effectively transforms each
wallet instance into a data controller, placing users in sole responsibility for authorizing the
sharing of their personal data with any Relying Party (RP). To support this innovative model,
the ARF provides guidelines and technical specifications governing mutual party identification,
the formulation of credential requests (Presentation Exchange), and the selective disclosure
capabilities for users.

However, this user-centric model represents a significant shift in the personal data sharing
paradigm, giving rise to design challenges in the areas of access control decisions and consent
management within wallets. Moreover, this new model redefines the mapping of actors to
existing GDPR roles and complicates the interpretation of liability and responsibilities.

Rationale (justification details relevant for internal discussion):

Inspired by the discussions with WP6 on the Social Security use cases. The below
enhancements may sound a bit futuristic in the VC world, however, are more than defaults in
the realm of OAUTH2 market. This is an indication that we are only at the beginning of the
journey.

Rationale (formal justification towards elDAS EG):

By addressing the following considerations, EUDI Wallet can enhance its user-centric
approach, ensure compliance with privacy regulations and facilitate secure and efficient data
sharing.

Policy based Authorization: Users should have the ability to ascertain whether a trusted RP is
eligible to request access to personal data specified in a presentation definition. Policy-based
authorization decisions should precede the consent phase to protect against data misuse and
uphold data minimization principles. This authorization process can occur at the level of
(Qualified) Electronic Attestation of Attributes (QEAA) or at the level of registered presentation
definitions per RP. This is particularly crucial when dealing with sensitive personal data, such
as Social Security information.

Digital Receipts and Proof of Submission: After the completion of the presentation flow, RPs
should provide users with a signed digital receipt of the exchanged data. These digital receipts
serve multiple purposes, including providing users with tangible proof of their data submission.
This is especially valuable in situations where users need to demonstrate that they have
submitted specific data to an RP, establishing a clear audit trail and evidence of compliance
with data sharing requests. The payload of these receipts can adhere to the 1ISO 27560
standard to formalize and streamline the exchange of audit records and can be modelled as
self-issued Verifiable Credentials.

Mandatory Access Control: EUDI Wallet's data sharing model operates on the premise of
Discretionary Access Control which means that the credential holder can independently
provide information to any RP, bypassing issuer or authentic source data release policies.
However, legal requirements or contractual agreements may necessitate that issuers have the
ability to restrict the recipients of credentials to a specific group of eligible RPs, either on an
advisory or mandatory basis.

Thus, we may need to consider the complement of Discretionary Access Control model, with
a Mandatory Access Control mechanism on a case-by-case basis.

FEEDBACK #3
Affected Section/Annex: 5.1.1.1. PID Attributes for Natural Persons
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PDF Page(s): 24
Type of feedback: [Clarification request]

Importance of related ARF change (in latest version) to which this feedback relates:
[MAJOR]

Impact for DC4EU (*): [MINOR]

Feedback Description: The PID is the keystone of the QEAA and plays the important role of
being the first QEAA a citizen must install on his/her own wallet fully working and ready to
interact with the ecosystem. In this scenario it is of paramount importance the number of
attributes contained by the PID. The nationality attribute is marked as optional, but it is relevant
in every cross-border use case in general and, in particular, for LSPs ones. We need to clearly
address in the ARF where the nationality attribute is released and how such attribute gets its
values.

Rationale (justification details relevant for internal discussion): In the current version of
AREF it is stated that nationality may be a multi-value attribute, let us consider two corner cases
(a) a citizen with two nationalities; (b) and statelessness. In case (a) who will provide a PID
stating that the citizen has two nationalities? If the nationality attribute is present in the PID,
citizens with multiple nationalities should be able to obtain more than one PID. Is this possible?
The attribute of nationality could be issued as a QEAA after the issuance of the PID. This would
solve the multi-value attribute problem, but it should be a decision on which all the Member
States should agree. The statelessness case (b) is, to some extent, a corner-case but still, for
the ARF, is something that it should be addressed: is the statelessness QEAA? If yes, who is
the Issuer for such a QEAA?

Rationale (formal justification towards eIDAS EG): The ARF must consider all the possible
use cases even the most remote, and while the statelessness is a corner case because of the
number (4.4millions worldwide (from Wikipedia)), the multiple nationalities may be relevant for
many cross-border use cases.

FEEDBACK #4
Affected Section/Annex: ARF BACKLOG
Type of feedback: [Epic addition request]

Feedback Description: An EPIC about Social Security should be included. Please see
appendix A for a proposal about this EPIC contents.

Rationale (formal justification towards eIDAS EG): Social security is an important aspect
of European integration and facilitates the mobility of people within Europe. Furthermore, social
security is part of the LSPs cases and will therefore be implemented in the context of specific
use cases.

The inclusion of the specifications into the ARF through an EPIC will ensure visibility and
acceptance at European level, allowing for future operation in an official/production regime.

FEEDBACK #5
Affected Section/Annex: ARF full document
PDF Page(s): N/A

Type of feedback: [Proposed improvement]
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Importance of related ARF change (in latest version) to which this feedback relates:
[MAJOR]

Impact for DC4EU: [MAJOR]

Feedback Description: In the ARF v1.1 all requirements from DC4EU related to Verifiable
Credentials (W3C-VC VCDM) as well as other capabilities previously shared to EC and
contractor are not included.

Appendix EPIC-XX: SOCIAL SECURITY WITH EUDI WALLET
Description

As a competent institution in social security coordination, | want to provide a digital version of
the EHIC and PDA1 for the citizen allowing faster access to services in compliance with EU
regulations.

As a EUDI Wallet user, | want to obtain, store, and present my EHIC and PDA1 using the EUDI
Wallet to prove my EHIC and PDA1 conveniently, securely, and in compliance with the EU
regulations and the regulations in the Member States. As a relying party | want to start a
verification challenge with the citizen to avoid fraud and error and to check the compliance with
the regulation in social security coordination.

User: Issuer/Authentic Source (Competent Institution)
Goals: Issue a Qualified Attestation of Attributes bound to the citizens digital identity.

Reason: Effortlessly and securely issue the attestations of social security attributes linked to
the citizens digital identity.

User: EUDI Wallet user.

Goals: (1) Obtain a Qualified Attestation of Attributes from a competent social security
institution, (2) Store/retrieve my QEAAs in my EUDI wallet (3) self-sovereign present
attestations in a verifying challenge with a Relying party, (4) self-sovereign check the status of
my attributes, (5) self-sovereign issue a credential to another EUDI Wallet based on a selected
presentation schema from a register and (6) check the historical interactions executed via the
wallet.

Reason: Effortlessly and securely present social security attestations linked to my digital
identity.

User: Relying Party (“Verifier”)
Goals: Verifying Qualified Attestation of Attributes for a citizen in a verifying challenge.

Reason: Effortlessly and securely verify the validity of the attestations of social security
attributes

presented by an EUDI wallet linked to a citizen's digital identity.

Acceptance Criteria
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» The EUDI Wallet app allows users to securely receive, store and manage a digital version of
the EHIC and PDA1 documents.

* The EUDI Wallet allows users to participate in a verification challenge with relying parties
+ The EUDI Wallet allows sharing of information with other EUDI wallets.

+ Should be defined functional specifications of the EUDI Wallet for the 'Social Security'
business scenario, including:

o The data schemas for EHIC and PDA1 attestations are defined.

o Distinguishing national specifications from common specifications requiring Member
States' consensus.

o Outlining further details for common requirements, if needed.

o Standardizing the representation of specifications and consolidating them in a single
document.

Definition of Done

o Documentation: Any necessary documentation has been created and is up to date.

o Stakeholder Approval: The completed work has been reviewed and approved by
relevant stakeholders, such as product owners, projects managers and elDAS Expert
Group.

e Proposal of change to ARF.
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8. APPENDIX B: ARF 1.3 FEEDBACK REPORT

8.1 Issuance of (Q)EAA to a Wallet in Operational State and Assessment of
Implications of Downgrading to such state

#1 Title Issuance of (Q)EAA to a Wallet in Operational State and Assessment
of Implications of Downgrading to Such State
Affected
Section/Anne | Section 4.2.4 PDF Page(s) | 26-27
X
Importance CRITICAL

for ARF MAJOR Impact for DC4EU
Type of I .

feedback Clarification Request Reporting WPs | WP2, WP5, WP6

Description

In DC4EU (WP5 pilot) we will have cases of (Q)EAA issuance to wallet without PID
(operational wallet). Therefore, it is of paramount importance to: (i) have a clear definition of
what is (conceptually) an operational wallet and (ii) of how (Q)EAA can be issued to such a
wallet: how would a non-PID based issuance flow to issue credentials be defined e.g.
recognizing the citizen by other means and then provide the (Q)EAA. Once that (Q)EAA is
stored in an operational wallet, it is unclear how an operational wallet with no identity
onboarded will handle these credentials e.g. in verification contexts. This looks like enabling
the possibility of issuing a legal binding document to a wallet with unknown possession. In a
cross-border context such a practice could be challenging to accept, it may be difficult to
deem this as an adequate level of trust.

Clarification for this critical aspect of the ecosystem is required, since a broad acceptance is
a pillar of the user journeys. Validity and acceptance of attestations are crucial for the design
of the user journeys in the Large-Scale Pilots as well as the definition of the rule book for
social security credentials. Legal entities issuing credentials in social security are public
service or entities acting on behalf of public services. Attestations considered in the large-
scale pilots of social security are legal documents based on EU regulations and they will be
issued to the owner of a wallet which in the standard case is also the subject of the attestation.
They cannot be qualified as loyalty cards, since they need identification of the holder in a
issuing and verification situation The verifier who is not part of the social security domain,
must trust this identification and must be able to validate this relation by electronic means
outside the country where a credential has been originally issued.

Furthermore, and as stated in Section 4.2.4, “Once an EUDI Wallet Instance holds a valid
PID set, it is considered valid. If the PID expires or is revoked, the EUDI Wallet is not
automatically unusabile, its state is merely downgraded back to operational. This may affect
the validity of a (Q)EAA or a certificate for QES.”

The implications of this downgrade on the validity and acceptance of legal documents at the
European level are unclear. The key questions arising from this downgrade are: (1) Does the
attestation remain valid? (2) If it remains valid, is it mandatory (MUST) or optional (MAY)) for
it to be accepted in a cross-border situation where the attestation is tied to the holder?
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Furthermore, it is ambiguous under what circumstances and to what degree the level of trust
changes, and which trust services can be accessed via an operational wallet.

Another point of uncertainty is how one can verify a past situation where a PID credential and
a Social Security Credential were valid. Clarification on these points is needed.

Validity and acceptance of attestations of attributes are crucial for the design of the user
journeys and the definition of the rule book for social security credentials.

Justification and proposed action(s)

The situation concerning validity and acceptance is unclear from a business and legal
perspective. The use of an operational wallet in a cross-border context is unclear: it is clearly
stated in Section 4.2.4 that when the wallet is operational “The User can request an
attestation, such as a PID or a (Q)EAA” but the provided examples (e.g. loyalty cards) are
not really QEAA and the situation concerning validity and acceptance of such attestations is
unclear from a business and legal perspective. Therefore, a more comprehensive concept of
(Q)EAA issuance would benefit from more examples. Can it be confirmed that cases can be
supported where a proper (Q)EAA can be issued to an only operational wallet, and can it be
defined more precisely how this issuance would work on a functional, organisational/legal
and technical level?

8.2 Harmonised and Interoperable Approach for Unequivocal Cross-border Identity
Matching

Harmonised and Interoperable Approach for Unequivocal Cross-
border Identity Matching
Annex 06 PID PID Rulebook pp. 5-9, p.11
Affected | Rulebook, Sections
Section/Anne | 2.3.1,2.3.2,2.4.1 and | PDF Page(s) | ARF pp.28-29
x | 2.2.2. Section 5.1.1 of
ARF
Importance Impact for
for ARF | CRITICAL DC4EU

Conflictive specification
element / problematic
for DC4EU

#2 Title

MAJOR

Type of
feedback

Reporting

WPs WP2, WP4

Description
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"User unique identifier (as persistent as possible in time)” that was mandatory in the 2014
elDAS Regulation®® (still mentioned in table 5, p.58 of ARF 1.3.0), is no longer included as
PID mandatory attribute in the PID Rulebook. While it is stated in section 2.3.1 of PID
Rulebook that “the detailed process for identity matching, especially for cross-border use
cases will be detailed in a future version of ARF”, it is a point of concern that unique
identification of persons with complete certainty (to satisfy provisions in the approved elDAS
Regulation text for the PID to uniquely represent the natural person, legal person or the
natural person representing the natural or legal person, see below*) is not feasible based on
Given Name, Family Name and Date of Birth mandatory attributes in PID. How can ambiguity
(non-uniqueness) in PID be avoided in the absence of a mandatory attribute that ensures
uniqueness of identity and as persistent as needed for purported use of the PID? (Note: this
attribute is not necessarily defined at EU or national level but can be unique per domain).

Even when Section 2.2.2 of PID rulebook states: “ISO/IEC 18013-5 specifies a mechanism
called domestic namespaces, allowing PID Providers to issue such national attributes to an
EUDI Walllet. To do so, a PID Provider SHALL define a domestic PID namespace. Within that
namespace, the PID Provider is free to define any attribute it needs, for example, a national
social security number or taxpayer identification number (TIN).”, this could potentially result
in an overly complicated approach and/or with negative impact for cross-border
interoperability**. Also section 2.4.1 of PID Rulebook states that “Metadata associated with
the PID may additionally detail the date of issuance and/or expiration, the issuing authority
and/or Member State, information necessary to perform holder binding and/or proof of
possession, the information or location of the services that can be used to enquire about the
validity status of and potentially more information” but it is unclear if these two approaches
above are aimed at / can be used for addressing in a harmonised and general manner the
cross-border identity matching requirements***. Is it perhaps expected that the relying parties
request additional attributes directly from the user that can be used in their specific domain
and/or service for reliable cross-border matching (if user has it) e.g. social security number,
fiscal identification number, etc. or to present (electronic) identification means different from
the EUDI Wallet?

In order to address this problem of cross-border unequivocal identity matching, one option
to consider could be the possibility of adopting the same approach for EUDIW PIDs as that
in CIR (EU) 2015/1501 based in SAML tokens (EU identity federation PIDs)****. Adopting
the minimum data set already defined by CIR (EU) 2015/1501 based in SAML tokens (EU
identity federation PIDs) for EUDIW would ensure consistency of electronic identification
schemes (where the PID is created and managed): it would allow both reusing the cross-
border identity matching solutions already in place in some Member States and it would
facilitate using PID when providing trust services because SAML PIDs are already included
in ETSI EN 319 412 series for issuing certificates.

* Article 5a(5) of the approved elDAS Regulation mandates that "European Digital Identity
Wallets shall, in particular: [...] (f) ensure that the person identification data, which is available
from the electronic identification scheme under which the European Digital Identity Wallet is
provided, uniquely represents the natural person, legal person or the natural person

50 “A unique identifier constructed by the sending Member State in accordance with the technical specifications
for the purposes of cross-border identification and which is as persistent as possible in time”, CIR 2015/1501,
Annex, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32015R1501.
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representing the natural or legal person, and is associated with that European Digital Identity
Wallet;"

**A concrete example would be a case where a Relying Party requests a unique identifier in
a presentation request. In case the unique identifiers would be in the national namespaces,
then the Relying Party would separately need to include each Member State’s attribute in
the presentation request.

*** Please note that a solution based in cross-border identity matching would only be limited
to public sector RPs, this rendering barely useless the PID (and therefore, the EUDIW) as
an elD in regulated sectors.

****A concrete example can serve to further illustrate some relevant aspects: as indicated in
CIR (E) 2015/1501 Annex 1 (d) “(d)a unique identifier constructed by the sending Member
State in accordance with the technical specifications for the purposes of cross-border
identification and which is as persistent as possible in time.”

This translates currently as <sending MS>/<receiving MS>/identifier -> FI/ES/010101-111A

As in wallet the PID attributes are issuer-signed, the <receiving country> cannot be part of
the attribute. We also know that, in certain Member States, social security numbers are
identical cross borders. So, for a person identifier to be unique on EU level it would be
needed to concatenate at least PID issuing country and some national identifier (result could
be like FI010101-111A). If interoperability to elDAS1 node identifiers would be needed, the
elDAS1 format could be derived from the wallet identifier, e.g. FI010101-111A -> Fl/<Relying
party MS>/010101-111A. This would be possible if the wallet PID provider and the IDP behind
the eIDAS1 node would be able to provide the same national identifier.

Justification and proposed action(s)

A working approach is needed by Member States relying parties offering cross-border
services to users of valid EUDI wallets and by qualified trust service providers issuing QEAAs
to them to ensure unequivocal identity matching. It is unclear how this can be done in a
harmonised and interoperable way without more mandatory attributes in the PID or additional
request for data to users or supporting identification means. ARF should be improved with
clear guidance for all stakeholders required to perform unequivocal identity matching.

8.3 Mechanism of Trust Verification for Authentic Sources

#3 | Title [ Mechanism of Trust for Authentic Sources
LIS Section 4.1
Sectlon/Ann)e( Section 6.3.2.2 PDF Page(s) | 20-21, 42-44
Impact for
Importance | MAJOR DC4EU CRITICAL
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Type of | Clarification .

feei;Fl;ack Request e WP2
Description
In the context of Art. 45e (that mentions “measures are taken to allow qualified trust service
providers of electronic attestations of attributes to verify those attributes by electronic means
at the request of the user, in accordance with Union or national law”), Art. 45f and Annex VII
of the elDAS Regulation, and referring to the more general case of a (Q)EAA that is a different
organization with respect to the Authentic Source, ARF should provide a mechanism of trust
for authentic sources, such that, as a verifier, | should be able to verify that a specific
Authentic Source that issued a specific attribute, is to be trusted (e.g. a included in Trusted
Lists or equivalent). Diagram (Figure 1) in Section 4.1 should reflect this trust relationship.

Justification and proposed action(s)

Mechanism of Trust (establishment and verification) for Authentic Sources is not addressed
explicitly in ARF. Should this be a case of transitive or implicit trust between (Q)EAAs
providers and Authentic Sources (in p.20 it is stated that “Authentic Sources in scope of
Annex VI are required to provide interfaces to (Q)EAA Providers to verify the authenticity of
the above attributes, either directly or via designated intermediaries recognised at national
level”) this should still be explained as well in Section 6.3.2.2.

8.4 Mechanism for delegation

#4 | Title [ Mechanism of Delegation
Affected
Section/Anne | Whole ARF PDF Page(s) | N/A
X
Importance | MAJOR Impact for DC4EU | MAJOR
Type of s . "
feedback Requested addition Reporting WPs WP2, WPG?
Description

In the life cycle of issuance and use of (Q)EAA and PID there is an implicit relation between
the person holding the wallet and the subject whose data are present in the PID and
(Q)EAA: they must be same person. A citizen can obtain and present credentials about
herself. There is no explicit reference to use-cases where | can ask a (Q)EAA for by
daughter, my temporary disabled father etc... This is relevant for many uses, like travelling
with minors or in case of emergency: in each of these cases there is the need for a
mechanism of delegation where a citizen can act on behalf of some other citizen, in terms
of collecting (Q)EAA and use them to access services.

Justification and proposed action(s)
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The lack of a delegation mechanism is a huge “hole” in the ARF. Section 6.3.2.5 states
“Use cases involving legal representation and similar situations, which imply that the
person presenting is different from the User, but the same as the person having the legal
representation rights, are out of scope of the current version of the Trust Model and will be
explored in future versions of this document.” Appropriate consideration of all relevant
delegation use cases should be addressed, in consultation with DC4EU and other LSPs.
We must distinguish between official representation which will be a credential officially
issued by a qualified issuer and an authorised transfer, which will be a wallet-to-wallet
interaction. There is an EPIC about the delegation paradigm which covers this issue. Pure
copying in the EUDI wallet Ecosystem as well as copying it to other wallets MUST not be
possible without corrupting the trust relationships. This is strongly related to holder binding,
PID binding, wallet binding etc. which build this trust relationships. These are very critical
issues in a cross-border context and there must be no space for interpretation in any trust
relationship.

The DC4EU project is Co-funded by

Co-funded by the European Union’s Digital Europe

the European Union  Programme under Grant Agreement

no. 101102611 Page 79 of 145

© 2023-2025 DC4EU



DCAEU | DIGITAL CREDENTIALS FOR EUROPE | D3.2 Coordination Report with eIDAS Expert Group [ﬁ DC4EU

8.5 Request for detailed specification of wallet instance attestations

#5 | Title | Request for Detailed Specification of Wallet Instance Attestations
Sectionmred | 6.2.2/6.2.2.1 PDF Page(s) | 37
Importance | MAJOR 'mpggzgj MINOR
fe?é?oic?lz Requested addition Reporting WPs WP4
Description

Note 15 indicates “Please note that work on further specifying the EUDI Wallet Instance
Attestation is planned to be carried out. This section may need to be revised depending on
the results of that work. For instance, EUDI Wallet Instance Attestation may not be issued in
all cases nor are alternative possibilities excluded from consideration.”

It is not clear how the further specifications from eIDAS Expert Group will address this.

Justification and proposed action(s)

Clarification would be needed to determine when Wallet Instance Attestations will be
specified with enough detail.

8.6 Names in National Characters
#6 | Title | PID names in national characters

Affected | PID rulebook - 2.3 PID
Section/Annex | attributes

PDF Page(s) | 7

Importance | MAJOR Impact for DC4EU | MINOR
Type of ) ]
feedback Proposed improvement Reporting WPs | WP4
Description

family_name_national_characters and given_name_national_characters have been
removed from PID attribute data set (with respect to previous eIDAS implementation).
Although national / custom attributes can be used to encode names in national characters,
this could probably lead to interoperability problems.

It would also be necessary to clarify in the main PID fields concerning names are intended
to contain the transcribed English name. We suggest reusing the experience of ETSI TC
ESI for this issue when issuing certificates for electronic signatures.

Justification and proposed action(s)

Consider adding to latin-1 encoded for family_name and given_name fields two extra
fields with UTF-8 [RFC3629] encoding to support other national characters.
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8.7 Harmonised Approach for User Onboarding with PID/QEAA Providers

27 | Titl HARMONISED APPROACH FOR USER ONBOARDING WITH
e PID/QEAA PROVIDERS
6.3.1.3
Affected 40-41
Section/Annex PDF Page(s)
Importance CRITICAL Impact for DC4EU | MAJOR
Type of . .
feedback Requested addition Reporting WPs WP4
Description

Section 6.3.1.1 states: “2. The Provider SHALL be able to trust the User, meaning that the
Provider is sure about the identity of the User. This is necessary to be able to determine the
value of the attributes that the Provider will attest to. For instance, a PID Provider SHALL
ensure it provides the correct family name and date of birth to the Wallet Instance. Please
note that the method by which the provider performs user identification and authentication
is out of scope of this document”. Section 6.3.1.3 does not provide any content. The
amended elDAS Regulation refers to two different possibilities for the onboarding of users
to the wallet: using elD means issued at level of assurance high and electronic identification
means issued at assurance level substantial in combination with supplementary means of
identity verification, to be set out in implementing acts (cf. Recital (28) and Article 5a.24).

A similar approach is taken for the verification of the identity and attributes when issuing
QEEAs (cf. Recital (74) and Article 24.1c).

Regarding ASEEAs, Article 45f.2 mandates that public sector bodies that issue electronic
attestations of attributes meet a level of reliability and trustworthiness equivalent to qualified
trust service providers in accordance with Article 24. Therefore, ASEEA providers will have
more flexibility, but they will need to offer this equivalent level of reliability and
trustworthiness.

DC4EU WP4 is precisely dedicated to the onboarding both of PIDs and QEEAs/ASEEAs.
Therefore, it is important to clarify the ARF applicability.

Justification and proposed action(s)

Article 5a.24 amended elDAS Regulation Implementing Act and Article 24.1c amended
elDAS Regulation Implementing Act will harmonise onboarding to the European Digital
Identity Wallet or for issuing QEEASS either by electronic identification means conforming to
assurance level high or by electronic identification means conforming to assurance level
substantial in conjunction with additional remote onboarding procedures that together meet
the requirements of assurance level high. This should be covered at least partially by the
ARF.
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8.8 \Verifiable Data Registries (VDRs) for Trust of EUDI Wallet Ecosystem parties

. Verifiable data registries (VDRs) for trust of EUDI Wallet
#8 Title .

Ecosystem Parties

6.3.1.2
Affected 40-43
Section/Annex 6.3.2.2 PDF Page(s)
Importance CRITICAL | Impact for DC4EU CRITICAL
Type of Requested .
feedback addition REEOE, il WP4

Description

The current description of section 6.3.2.2 considers only two methods for conveying
cryptographic trust anchors (i.e. Provider’s public keys) to relying parties, including peer-to-
peer communication and trusted lists. Only trusted lists are considered appropriate for PIDs
and QEEAS/ASEEAs. The ARF considers trusted lists as centrally managed by a trusted list
provider, implicitly promoting XML-based lists (such as ETSI TS 119 612) or CDDL-CBOR-
based lists (such as mDL ISO/IEC 18013-5 Annex C).

There exist other possibilities, generally known as Verifiable Data Registries (see definition
in https://www.w3.org/TR/vc-data-model-2.0/), that should be considered as well. EBSI is an
example of this approach, providing a decentralised trust anchor store that allows the
implementation of trusted lists.

In support of tech-stack neutrality, please consider adding Verifiable Data Registries (VDRS)
to the options allowing trust between users and/or relying parties / service providers and
other stakeholders.

Justification and proposed action(s)

Verifiable Data Registries (VDRs) are a new way to manage and store trust anchors, allowing
the user to trust a provider. When VDRs are decentralised, such in EBSI’s approach, they
overcome the limitations of the trust list implementation using XML files. DC4EU will
showcase the benefits of using this new mechanism of trusted lists, i.e. Trusted Issuer
Registry.

8.9 Social Security Use Cases
#9|  Title | Social Security Use Cases

Affected | 3.3
Section/Annex

PDF Page(s) | N/A

Importance | MAJOR Impact for DC4EU | MAJOR
Type of " :
feedback Requested addition Reporting WPs | WPG, WP7
Description
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A significant use case for the EUDI Wallet involves allowing Users to acquire, store, and
display an EHIC as an attestation of health insurance. In this use case, the User employs
an EUDI Wallet to present an EHIC to health care providers to receive necessary health
care. The use case concentrates on proximity supervised and unsupervised flows, which
involve scenarios where the User is physically near a Relying Party, and the attributes
exchange and disclosure occurs using proximity technologies (e.g., QR code, NFC,
Bluetooth). The second use case scenario involves the PDA1 which is an attestation of
applicable legislation, and it ensures that workers’ social security rights are appropriately
applied during temporary postings across EU member states.

Justification and proposed action(s)

The Social Security Use Cases are of utmost importance in cross border situations in
Europe. Social Security Credentials support the European Citizen in there right of free
movement. Social Security is a funded LSP for the EUDI wallet ecosystem.

Include the use-cases in the ARF. Additionally, it should also be added in the EPICs
backlog.

8.10 (Q)EAAs and holder binding by a Relying Party
#10 | Title | (Q)EAAs and holder binding by a Relying Part

Affected | 5.2.1
Section/Annex

PDF Page(s) | 26

Impact for
DC4EU

Reporting WPs | WP6

Importance | MAJOR CRITICAL

Type of | Clarification
feedback | request

Description
For credentials issued to the EUDI wallet, a mere “should” (Requirement 5 “(Q)EAA
SHOULD include all the information (as an attribute or as any other signed value) required
to perform verification of the holder binding by a Relying Party”) may not be sufficient. If it's
solely for visualizing the holder binding, it might be adequate. However, this would imply
the existence of a “technical’ (cryptographic?) holder binding that can be verified
electronically, which is critical for large scale piloting of social security coordination.
In the context of Large-Scale Pilots (LSPs) for social security, we’re dealing with data
models that aren’t self-contained. In these models, global basic identity information isn’t
incorporated within the credential itself. Instead, in a verification situation we rely on the
identity (PID) to whom it has been (implicitly) bound, issued during the issuing process.
Further clarification on these points is needed, whether there will be both a technical and
business holder binding. For the social security user journeys for the proximity use case,
we need the possibility to check holder binding and correct possession by electronic means
without visual inspection.
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Justification and proposed action(s)

The proof of correct usage of credentials by electronic means is an important business
requirement in a verification challenge between a citizen and a verifier in social security
coordination. GDPR and data minimisation principles must be taken into account.

8.11 Required Trust Relationships and Bindings for Attestation Releases
# 11 | Title | Required trust relationships and bindings for attestation releases

Affected | 6.3.2.1
Section/Annex

PDF Page(s) | 26

Importance | MAJOR Impact for DC4EU | CRITICAL
Type of e ]
feedback Clarification request Reporting WPs | WP6
Description

An attestation is assumed to be bound to the EUDI Wallet Instance (and thus the device).
What is the objective of this user binding in terms of the EUDI wallet. Is an EUDI Wallet
instance an operational or a valid EUDI wallet when this wallet binding takes place. If it is a
valid EUDIW there will be an implicit binding to the wallet holder. This PID which allows the
proof of correct usage (correct possession) in an off- and online scenario. If the PID is not
valid anymore or the (Q)EAA is issued to an operational wallet this proof of correct usage
seems not possible anymore and the issuing to the correct wallet holder seems not
guaranteed.

In the context of Large-Scale Pilots (LSPs) for social security, we are engaged with data
models that are not self-contained processes that require authentication and identification
with level of assurance high. In these models, identity (PID) information is not embedded
within the credential itself. Instead, it is extracted from the PID and subsequently is utilised
for identification and authentication in the issuing process as well as the verification process
in both online and offline scenarios. Further clarification on the binding to the wallet is needed
so that the user journeys can be designed properly, and a comprehensive trust model can be
established.

Justification and proposed action(s)

The proof of correct usage of credentials by electronic means is an important business
requirement in a verification challenge between a citizen and a verifier in social security
coordination.
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8.12 Clarification on PID Attributes
#12 | Title | CLARIFICATION ON PID ATTRIBUTES

Affected | 5.1 PID attributes
Section/Annex

PDF Page(s) | 29-30

Importance | MAJOR Impact for DC4EU | MAJOR
Type of o s i
feedback Clarification request Reporting WPs | WP6
Description

The optional PID attributes include age_over_* attestations, which seems to be an attempt
to encode an implementation of derivative predicates as they are called in the W3C
specification. This is a very poor solution for that concept, most likely stemming from a
preferred trust on the PID issuer as opposed to the EUDI Wallet issuer. Such derivative
predicates should be supported by the EUDI Wallet specification instead of being a PID
attributes with trust derived from the EUDI Wallet issuer.

While verifiable credentials are open-ended assertions, derivative predicates are more
specific. Derivative predicates enhance privacy by enabling fine-grained control over what
information is revealed. They empower users to share only relevant details while keeping
the rest confidential. This is crucial for protecting personal data in digital interactions.
Derivative predicates allow selective disclosure of information, enhancing privacy and
security which is important for different social security use cases where different qualities
of verifiers are involved. These would most likely be signed by the wallet instance in a
combination with the attestation providers’ signature.

. In previous versions of the ARF there has been mention of a portrait to support the
requirement for ‘Picture ID’ — it seems to have been removed again. Clarification on the
role of biometric information in the PID is crucial to investigate certain off- and online
scenarios

Under certain circumstances a visual inspection of identity data adds additional trust in the
system for social security use cases, especially in certain offline scenarios.

Justification and proposed action(s)

The proof of correct usage of credentials by non-electronic means (PID attributes) is an
business requirement in a verification challenge between a citizen and a verifier in social
security coordination.
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8.13 VC Data Model Version

#13 | Title | VC DATA MODEL VERSION
5.2.1 Issuing

Affected | Requirements for
Section/Annex | (Q)EAA

PDF Page(s) | 33

Importance | CRITICAL Impact for DC4EU | CRITICAL
Type of ]
feedback Proposed Improvement Reporting WPs | WP6
Description

Requirement 6 mentions W3C Verifiable Credentials Data Model 1.1 — this should be
updated to 2.0. Additionally, this seems to be at odds with the intention of using SD-JWT or
SD-JWT-VC. The physical data model to be used in the issuing process as well as the
capabilities of the format in terms of proximity flows using different technologies (e.g. NFC,
Bluetooth) is critical for the large-scale pilots in social security.

Rationale (justification details relevant for internal discussion): The correct credential format
used in DC4EU is of outmost importance.

Justification and proposed action(s)

The correct credential format used in DC4EU is of utmost importance.

8.14 Use of Portrait in Proximity Flows
#14 | Title | USE OF PORTRAIT IN PROXIMITY FLOWS

7.5.2 General Relying
Affected | Party authentication
Section/Annex | mechanism

PDF Page(s) | 46

Importance | MAJOR Impact for DC4EU | MAJOR

Type of | Proposed
feedback | Improvement

Description

e The description of the use of Portrait seems to be somewhat problematic.

o Adigital transfer of biometric information has the downside that the User lose
control of the information — it implies a level of trust that might not be called
for.

o A better solution would be to, for the proximity use-case, merely display the
portrait in the trusted EUDI Wallet app for visual (analog) inspection by the
Relying Party representative. This implies that the Relying Party must trust
the EUDI Wallet instance on screen.

e Reciprocal use of portrait for the representative of the Relying Party is missing. This
should be included as otherwise the trust level will be reduced from the current level

Reporting WPs | WP6
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where a citizen can inspect the ID card of an official. Rationale (justification details
relevant for internal discussion): Generating the sufficient level of Trust for all
stakeholders.

Justification and proposed action(s)

Generating the sufficient level of Trust for all stakeholders.

8.15 Personal Trust in Proximity Use Cases
#15 | Title | PERSONAL TRUST IN PROXIMITY USE CASES
7.5.2 General Relying

Affected | Party authentication
Section/Annex | mechanism

PDF Page(s) | 64

Importance | MAJOR Impact for DC4EU | MAJOR
Type of _
feedback Proposed Improvement Reporting WPs | WP6
Description

The authentication mechanism ensures the technical trust between devices, but not the
personal trust between citizen and representative in the proximity use-cases. How can
the citizen/user be sure that the device is held by a true representative of the relying
party?

Justification and proposed action(s)

Generating the sufficient level of Trust for all stakeholders.

8.16 Trust throughout a EUDI Wallet Instance lifecycle
# 16 | Title | Trust throughout a EUDI Wallet Instance lifecycle

Affected | 6.2
Section/Annex PDF Page(s) | 36-37
Importance | MAJOR 'mpsg:“éod MAJOR
Type of ]
feedback Proposed Improvement Reporting WPs | WP6
Description

The relying party is required to place trust in both the Wallet provider and the Wallet instance.
The Wallet provider is deemed trustworthy due to their status as a qualified provider, a
qualification that can be verified by any relying party. However, during a verification
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challenge (whether proximity-based or not), the relying party must also extend their trust to
the Wallet instance.

The source of this trust is ambiguous:

e |s it derived from the binding of the Wallet to the device?

¢ Ordoes it stem from the fact that a digital identity has been onboarded?
If we consider the second scenario, it implies that an operational EUDI wallet will not be
trustworthy. This raises further questions about the nature of trust in this context.

Justification and proposed action(s)

Generating the sufficient level of Trust for all stakeholders.

8.17 Possible Use and Trust Verification of Derived Predicates

#17 | Title | Possible Use and Trust Verification of Derived Predicates
6.3.2.1 Required Trust
Affected ; -
Section/Annex Relationships PDF Page(s) | 41-42
Impact for
Importance | MAJOR DC4EU MAJOR
Type of .
feedback Proposed Improvement Reporting WPs | WP6
Description

The assumption that all attestations are signed by the attestations provider might interfere
with the concept of derived predicates. These would most likely be signed by the wallet
instance in a combination with the attestation providers signature.

The conflict arises because attestations are external statements with fixed content, while
derived predicates are internally computed based on dynamic conditions.

When using derived predicates, the system combines information from multiple attestations
(each with its own signature). However, the derived predicate itself does not have a single
signature—it emerges from the logical operations applied to the attestations.

Verifying the derived predicate’s correctness becomes more complex because it involves
evaluating the logical expressions rather than simply checking a signature.

Justification and proposed action(s)

Generating the sufficient level of Trust for all stakeholders.
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8.18 PID Attributes for Legal Persons

#18 | Title | PID ATTRIBUTES FOR LEGAL PERSONS

Affected | Section 5.1.1.2

Section/Annex PDF Page(s) | 29

Importance | MAJOR Impact for DC4EU | MINOR
Type of o _
feedback Clarification request Reporting WPs | WP7
Description

When and where will the PID Attributes for Legal Persons going to be specified?

Justification and proposed action(s)

The legal PID is an important part of the regulation so it would also be good to know how
that will work and look to be able to relate to it in the pilots.

8.19 Trust Model

#19| Title | Trust Model

Affected | Section 6

Section/Annex PDF Page(s) | 35

Importance | CRITICAL Impact for DC4EU | CRITICAL
Type of . -
feedback Clarification request Reporting WPs | WP7
Description

The whole section 6 about trust model for the wallet ecosystem is missing a lot of sections
and information. When can we expect this information to be available?

Justification and proposed action(s)

The trust model for the wallet ecosystem is a critical part of the stitching the whole
ecosystem together and not having a good understanding of how the trust infrastructure
should work is a huge risk for both delays in the project and assumptions having to be
made that might be wrong.
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8.20 Integration with the DPKI

Integration with the dPKI (European Blockchain Services
Infrastructure - EBSI)
Sections 4 & 6 (new
Affected | section) and update (5.1,
Section/Annex | 5.2 and 4.2)

# 20 Title

PDF Page(s)

Importance | CRITICAL Impact for DC4EU | CRITICAL
Type of " )
feedback Requested addition Reporting WPs | WP5
Description

An explicit mention of dPKI as a backend infrastructure to enhance the trust model and
decentralized capabilities of the EUDI Wallet is needed to be included. eIDAS trust model
can be supported over different trust infrastructures: CA/Trusted Lists, dPKI, OpenlD
Federation.

EBSI can support classical x.509v3 information and can store in distributed registries trust
chains and trust marks of both X.509 and OpenlID Federation. Having decentralised
infrastructure can also increase availability and scalability for the ecosystem.

Outline standards and protocols for interoperability with dPKI, including:

e Data format and exchange protocols.
e Security standards for blockchain interactions.
e Compliance checks and balances with electronic ledger nodes

These proposals should reference and align with existing sections such as the data model
specifications (Sections 5.1 and 5.2), the lifecycle definitions (Section 4.2), and potentially
new sections dedicated to interoperability and electronic ledgers integration protocols.

Justification and proposed action(s)

dPKI should be mentioned in ARF, in DC4EU we will use dPKI supported on EBSI.

8.21 Support for Verifiable Credentials
# 21 | Title | Support for Verifiable Credentials

Affected | Section 5
Section/Annex

PDF Page(s) | 28-34

Importance | CRITICAL Impact for DC4EU | MAJOR
Type of " )
feedback Requested addition Reporting WPs | WP5
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Description

Define support for W3C Verifiable Credentials Data Model 1.1 and 2.0 supporting both
JSON and JSON-LD.

Justification and proposed action(s)

There is need to support both JSON and JSON-LD formats for W3C VCs and therefore
both VC Data Models 1.1 and 2.0 should be supported.

8.22 Suspended Credentials Management

# 22 | Title Suspended Credentials Management
Sectionored Section 6.5.4.3 PDF Page(s) | 24, 50
Importance | CRITICAL Impact for DC4EU | MAJOR
f e?é';‘::: Requested addition Reporting WPs | WP5
Description

Include definitions and processes for handling the "Suspended" status for (Q)EAAs
(mandatory in Education domain, e.g. in some MS judicial investigation puts the Diploma in
suspended mode). 2 lists may be needed for revoked and suspended credentials and 2
services to check them.

Add detailed protocols for the "suspended" state of credentials, defining the conditions
under which credentials can be suspended (e.g., due to regulatory issues, during
investigations, etc.).

Add detailed protocols for the transition criteria between active, suspended, and revoked
states, including stakeholder notifications and required actions to change states.

Detail the impact of each state on the user’s ability to use the credential and the system’s
method for checking the credential's status.

Add a new subsection that details the requirements for maintaining and accessing the
Suspension List. Explain the protocols for updating this list, who maintains it, and how often
they are updated.

Describe the security measures in place to protect these lists from unauthorized access
and ensure their integrity.

Justification and proposed action(s)
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Suspended credentials management is a requirement at least for certain domains
(Education) and it should be contemplated in ARF (counter to what is stated in Section
6.3.4.3 indicating that suspension is more complex to manage than revocation and where
it is recommended that (Q)EAA Providers should not suspend any attestation).

8.23 Add Selective Disclosure Mechanisms Using SD-JWS
# 23 | Title | Add Selective Disclosure Mechanisms Using SD-JWS

Affected | Section 7
Section/Annex

PDF Page(s) | 55-72

Importance | CRITICAL Impact for DC4EU | MAJOR
Type of " )
feedback Requested addition Reporting WPs | WP5
Description

Specifications for implementing Selective Disclosure using SD-JWS (Selective Disclosure
JSON Web Signature) to enhance user privacy. This allows users to share part of their data
within a credential without exposing the full content.

Add and explain the integration of SD-JWS in the existing EUDI Wallet architecture to provide
users with the ability to control the visibility of their attributes effectively.

Justification and proposed action(s)

Selective Disclosure needs to be compliant with JAJES and not restricted to a specific
mechanism (SD-JWT is not JAdES compliant).

8.24 Enhanced Description of Selective Disclosure Mechanisms
# 24 | Title | Enhanced Description of Selective Disclosure Mechanisms

Affected | Sections 5.1-5.2
Section/Annex

PDF Page(s) | 28-34

Importance | MINOR Impact for DC4EU | MINOR
Type of N _
feedback Requested addition Reporting WPs | WP5
Description

Expand the selective disclosure section to include detailed protocols and algorithms for
selective disclosure of credentials (e.g. how to specify mandatory/optional attributes),
ensuring privacy while maintaining trust.
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Expand the selective disclosure section to include use cases specific to educational and
professional credentials, highlighting the benefits of selective disclosure in these contexts.

Justification and proposed action(s)

Improvement of selective disclosure specifications and examples in ARF.

8.25 Governance and Use Case Implementation via Verifiable Accreditations
Governance and Use Case Implementation via Verifiable

Accreditations
Section 4, new
subsection under Roles PDF Page(s) | 28-34
in the Ecosystem

# 25 Title

Affected
Section/Annex

Importance | CRITICAL Impact for DC4EU | MAJOR
Type of " )
feedback Requested addition Reporting WPs | WP5
Description

Define roles and responsibilities for entities involved in issuing verifiable accreditations,
including educational institutions, certifying bodies, and others as part of the governance
model.

Detail the use cases in public and private sectors where these verifiable accreditations can
be applied, enhancing the document's applicability and guidance for real-world
implementation.

Justification and proposed action(s)

In business use cases governance does not only imply whether an entity is allowed to issue
or not a (Q)EAA but also what specific types of (Q)EAAs they are legally entitled to issue.
E.g. a secondary school can't issue tertiary (Q)EAAs.

8.26 Legal and Regulatory Compliance- GDPR
# 26 | Title | Legal and Regulatory Compliance - GDPR

Affected | Section 1, new
Section/Annex | subsection

PDF Page(s) | 7-9

Importance | MINOR Impact for DC4EU | MINOR
Type of N _
feedback Requested addition Reporting WPs | WP5
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Description

Define roles and responsibilities for entities involved in issuing verifiable accreditations,
including educational institutions, certifying bodies, and others as part of the governance
model.

Detail the use cases in public and private sectors where these verifiable accreditations
can be applied, enhancing the document's applicability and guidance for real-world
implementation.

Justification and proposed action(s)

In business use cases governance does not only imply whether an entity is allowed to
issue or not a (Q)EAA but also what specific types of (Q)EAAs they are legally entitled to
issue. E.g. a secondary school can't issue tertiary (Q)EAAs.

8.27 Consent and Mandates

# 27 | Title | Consent and Mandates
CIEEEL Section 2,4.1and 7 PDF Page(s)
Section/Annex T
Importance | CRITICAL Impact for DC4EU | MAJOR
Type of - .
feedback Requested addition Reporting WPs | WP5
Description

Update section 2 to explicitly define "consent" and "mandates" as they apply to the EUDI
Wallet and associated transactions

Include how consent must be obtained and revoked by the user within the EUDI Wallet
architecture

Detail the processes for establishing, verifying, and managing mandates, including the
legal implications and the rights of the mandator and the mandatary.

Justification and proposed action(s)

ARF is missing explicit definition and processes specification related to “consent” and
‘mandates”.
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9. APPENDIX C: REFERENCE IMPLEMENTATION FEEDBACK
REPORT

9.1 INTRODUCTION

The list of conclusions on feedbacks from different DC4EU Work Packages provided in
this document is the result of an internal process of feedback gathering obtained
through specific bilateral meetings organised from Task 3.2 “Coordination with the EC
elDAS Expert Group” within DC4EU’s WP 3 “Internal and External Coordination and
Alignment” which is in charge of the iterative and bidirectional external collaboration
activities between DC4EU and the EC and NiScy team towards the eIDAS Toolbox and
Reference Wallet Implementation (RWI) iterative releases. The process was managed
in close collaboration with other Work Packages providing the content of the feedbacks
(WP2, WP4, WP5, WP6 and WP8) with the close assistance from WP7 which
presented to each Work Package preliminary findings of its technical assessment of
components in the initial release of the Reference Wallet Implementation, initially tested
in isolation (not through connected flows).

This process was presented and discussed in face-to-face meeting in Athens in March
2024 and confirmed in meeting with Work Package Leaders as well. WP3 managed
the arrangement of all the bilateral meetings with each Work Package, including the
taking of notes, incorporating revisions and extracting and confirming conclusions as
‘Key Take-Aways” with the Work Package leaders as the basis for the content of this
document. To facilitate readability text has been highlighted using bold style and italics
when it refers to direct questions / requests to EC-NiScy team responsible for RWI
releases.

The Strategic Committee has finally revised and approved the current provided list and
channels for its dissemination. DC4EU expects that the provided feedback is useful for
complementing initial feedback provided to EC and NiScy during a bilateral meeting on
May 6th and subsequently in written form on May 9th, including DC4EU's preliminary
analysis and evaluation of the Reference Wallet Implementation, identifying
shortcomings in the project's functional and business requirements. The latter is
provided for reference in the next page as it summarizes information provided as basis
for discussion to Work Packages, but it is to be noted that WP7 continues to analyse
this initial release and may in due course expand the findings further.
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Reference implementation v1 preliminary analysis EE DC!"EU

PROS (Fulfils/Mostly Fulfils) CONS (Does not yet- fulfil, Mostly . To Be Confirmed
doesn’t fulfil)

Kotlin Issuer . No support for dPKI (EBSI), DID Registry, . No trust infrastructure supported from Wallet (no EBSI profiles)
. Can issue PID (in SD-JWT and mso-mdoc formats) and mDL (mso-mdoc Q?en:D Fted e;atxon (orother trust . No revocation supported from wallet
format) infrastructure;

. No support for W3C VCDM 1.1 (2.0 will also

. Can display QR Code and store issued credentials in memory be required)

C Usable in WP7 Interop Lab interface with Authentic Sources - No support for Revocation

. No support for mDL as SD-JWT-VC

Python Issuer . Not tested yet, based on initial review same . Couldn’t run a full scenario (no test scenarios in published
. OAuth/OIDC/Openl|D4VC status as shove, repo) => pending to make Python Issuer run
. Capable of issuing PID and mDL in CBOR/mdoc (ISO 18013-5) and SD-
JWT
Android* Wallet tested, contains sample credentials (national ID, driving . No trust infrastructure supported from Wallet  « W3C VC (SD-JWT basic de/encoding, storage and display) -
license), mature enough for interop tests. Declares support for: {no dPKI, either EBSI profiles) Android
& 2'::?:::5‘:?&:;8“ Eelance ienvatiotzation Code Eovt > Eeo ri‘;i?;:)for RS CMERMEE T2 OWillalse . Acceptance/storage in wallet of VC (shown in video, not
= Proximity presentation: mso_mdoc, QR/NFC/BLE engagement, uses *  No revocation supported from wallet testediEglntegtazion ofleuervvallet
helper app . Support for delegation
. Remote presentation: OpenlD4VP i0OS wallet to be tested:
+ Q42023 Basic Requirements (Social Security) +  BLE/QR-code-based mdoc data retrieval (iOS)
. Issue W3C VC (OpenlID4VCI) . OpenlD4VCI draft 13, OIDC4VP draft 18, SIOP v2 (iOS)
. Display W3C VC in wallet (all credential info and QR Code) . mDL (org.is0.18013.5.1.mDL) and EUDIW PID
* 05 to be tested later {eu.europa.ec.eudiw.pid.1) formats
Verifier . AuthN with PID/elD
. Web-based Ul . More extensive analysis of Verifier e.g. Wallet - Verifier integration, SD-

. Verifier back-end (“verifier endpoint”) with good documentation IWIiverication

. Published code builds / serves pages

. Proof exchange via Presentation Exchange 2.0.0

*
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9.2 Feedback from WP2

Below the main conclusions can be found: they were elicited and confirmed after meeting on April
26, 2024, with WP2 “Planification, Analysis and Design” where WP7 presented preliminary
findings of the technical analysis performed over the initial release of EU Digital Identity Wallet
Initial Release from NiScy to WP2 experts, as basis for general discussion over those findings
and for gathering feedback also based on the specific requirements and expectations stemming
from the perspectives addressed by this Work Package across its different activities in this phase
of the project. The whole process was designed and led by Atos as T3.2 (“Coordination with the
EC elDAS Expert Group”) leader as part of bidirectional collaboration activities between DC4EU
and the EC-NiScy team in charge of iterative releases of the Reference Wallet Implementation.

Item | Description Question
# /Request
#

2.1 Trust frameworks are a central piece of the ecosystem and need to be | R1
defined to properly support multiple trust relationships; support for them 1
needs to be clearly addressed in the RWI as lacking this support is a Q

very big risk and could become a huge problem (e.g. to use effectively | Q2
the RWI in DC4EU LSP use cases).

Note: to avoid interoperability risks between different wallets and with the
RWI (e.g. due to LSP projects making choices that may lead to silos), we
expect that consensus is fostered and that specific advice and sample
implementations are provided in relation to topics such as trust model
support, both through ARF and RWI subsequent releases and as soon
as possible. Defining this is also of great importance considering the
upcoming Implementing Acts. Given that DC4EU aims to explore (eIDAS
2.0) trust model supported on two different trust frameworks (EBSI
and OpenlD Federation), our findings in this regard could be of
particular value and an area for collaboration in the context of RWI
work.

2.2 In the current release of RWI, the wallet cannot be used unless a PID | Q3
is downloaded first (passing from ‘Operational’ to ‘Valid’ state). However,
some use cases in Education domain may need to use wallets without Q4
PID (just in Operational state) in scenarios like accessing the university
library and we would need this to be addressed as otherwise it could have
a huge impact if DC4EU had to modify the Android and iOS version of the
wallets with own effort to achieve this. Other existing open-source
wallets (e.g. wwWallet) do support requesting Verifiable Credentials
with or without a PID.

2.3 Delegation seems to be not supported yet (asking a credential on behalf, | Q5
creating a delegation relationship) and it is important to be addressed
also from usability perspective.

2.4 Revocation support seems to be missing and this functionality also | Q6
can be related to having the trust model implementation properly
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defined considering different trust frameworks and taking into
consideration scalability requirements.

2.5 We consider relevant to consider in the RWI functionalities that will have a | Q7
high impact on the user experience, but which also may entail high
complexity in the context of the wallet ecosystem. One such case is the Q8
case when a user loses their device including the wallet instance, some
backup & restore support with security and privacy guarantees
should be available to users in order to avoid having to re-register all
lost credentials in a new wallet instance requesting them from the
different Issuers again and with economic cost in some cases (this is
due to the fact that both PID and (Q)EAAs are signed by Issuers for a
specific wallet instance and when private keys are exclusively stored in the
wallet instance). Different strategies for this would need to be studied
along with their advantages and disadvantages (e.g. perhaps use of
remote WSCD/HSMs could facilitate migration to a different device) as well
as limitations to access /use secure hardware components (e.g. TEESs)
on devices.

2.6 Clear obligations exist regarding identity matching but this problem | Q9
also depends on different combinations (permutation / intersection)
of available attributes from Member States for different cases of users
with PIDs issued from different Member States. In some cases, this is
done nationally via attributes which can be used only nationally as they are
not known / have meaning outside the concerned country.

2.7 Usability is a very important area where specific collaboration | Q10
strategies can be discussed and established with LSP projects like
DC4EU.
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9.3 Feedback from WP4

Below the main conclusions can be found: they were elicited and confirmed after meeting on April
22M 2024, with WP4 “Onboarding Base Identity” where WP7 presented preliminary findings of
the technical analysis performed over the initial release of EU Digital Identity Wallet Initial Release
from NiScy to WP4 experts, as basis for general discussion over those findings and for gathering
feedback also based on the specific requirements and expectations stemming from the
perspectives addressed by this Work Package across its different activities in this phase of the
project. The whole process was designed and led by Atos as T3.2 (“Coordination with the EC
elDAS Expert Group”) leader as part of bidirectional collaboration activities between DC4EU and
the EC-NiScy team in charge of iterative releases of the Reference Wallet Implementation.

Item | Description Question
# /Request
#

4.1 Reference Code Analysis: Initial findings indicate availability of support for | Q12
SD-JWT for PID issuance which can be useful for interoperability testing

(not for use case testing) although SD-JWT support by wallet couldn’t Q13
yet be tested. Currently no support was found for trust frameworks | Q14
different from trust lists/PKI (e.g. EBSI or OpenlD Federation) nor
revocation. Some flows and components from Reference Wallet
Implementation are pending further testing by WP7 (GRNET team), also
pending clarification with NiScy regarding important aspects like set up of
trust infrastructure (how to obtain and use correctly cryptographic keys by
issuer/wallet) and full flows with SD-JWT (Issuer-Wallet-Verifier).

4.2 Risks are identified related to lack of clear roadmap information for next | R2
Wallet releases from NiScy, some deficiencies in_technical R3
documentation and possibility that important requirements from LSPs
are_not prioritised/implemented _in_a timely manner for_ project
integration & piloting needs (it can be likely that requirements coming
from ARF/Implementing Acts are addressed with the highest priority). It is
also seen that crucial aspects like support of trust models like EBSI
and OpenlD Federation is missing from implementation (except basic
PKl/trusted list-based mechanisms) potentially due to possible
orientation to support mDL/ISO 18013-5 first and/or because of lack of
precise specifications regarding this in the ARF.

DC4EU has identified the need to address identified gaps in a collaborative
process with DG CNECT and NiScy, allowing as well the project to make
informed choices in a timely manner (with impact on project activities
scoping and planning), based on a clear understanding regarding what
support the project can expect for important missing features and
requirements and by when will such support be available. We also
highlight the need to schedule more frequent and bidirectional exchanges
on specific technical and strategic matters (including identified gaps) to
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eventually achieve adequate complementarity and convergence with
reference implementation.

4.3 DC4EU can provide a very important contribution as LSP with its
focus on facilitating the implementation and validation through
piloting of an interoperability layer that abstracts from specific
infrastructure details, e.g. exploring / eventually demonstrating in practice
how more than one trust framework could be supported and offering
common services like discoverability mechanisms.

4.4 Other aspects related to how important security and privacy R4
requirements (e.g. multi-factor authentication, endpoint/trust anchors
discovery mechanisms, etc.) are supported in the reference code
would also be relevant to discuss with NiScy.

4.5 Some aspects discussed in relation to reference code, e.g. lack of | R5
effective support to use of wallets in operational state (without PID)
and on how effective identity matching will be supported in cross-
border scenarios (e.g. for QEAA issuance) are also closely related to
specific feedback items for ARF 1.3.0 provided in adifferent document
from different work packages.
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9.4 Feedback from WP5

Below the main conclusions can be found: they were elicited and confirmed after meeting on April
301, 2024, with WP5 “Educational Credentials and Professional Qualifications” where WP7
presented preliminary findings of the technical analysis performed over the initial release of EU
Digital Identity Wallet Initial Release from NiScy to WP5 experts, as basis for general discussion
over those findings and for gathering feedback also based on the specific requirements and
expectations stemming from the perspectives addressed by this Work Package across its different
activities in this phase of the project. The whole process was designed and led by Atos as T3.2
(“Coordination with the EC eIDAS Expert Group”) leader as part of bidirectional collaboration
activities between DC4EU and the EC-NiScy team in charge of iterative releases of the Reference
Wallet Implementation.

Iltem | Description Question
# /Request
#

5.1 Current lack of trust framework support in the initial release of RWI | Q1
(beyond use of certificates and static trust lists) is seen as a critical gap | rg
from DC4EU perspective, i.e. in terms of the suitability of the RWI to
be used in project’s Use Case testing as well as in its Interoperability
Lab; such supportis needed for many critical processes: from verifying
credentials (source, status, etc.) issued in the context of our pilot use cases,
to support essential governance processes related to organisations’
onboarding and deployment of different roles/actors, among others.

-Is this support in the roadmap of next releases and with which priority
i.e. when would RWI components be ready for being integrated with
decentralized PKI wusing EBSI and OpenlD Federation trust
frameworks?

-DC4EU would also request a more comprehensive documentation /
explanation of the current support for signing of SD-JWT attestations,
keys management and for verification processes e.g. it seems that only
verification (claimed to be) done on VPs is to check cryptographically that
they originate from a wallet provided by a reliable wallet provider.

5.2 A proper support of rich Data Models is also a key point as it is a | Q15
central foundational element to in__turn_support business
requirements. Support for VC Data Model v1.1 from W3C (required in
ARF v1.3 and communicated along with other basic requirements from
DCA4EU like need for proper selective disclosure method support) and VC
Data Model v2.0 is apparently missing in current release of RWI as
well as for SD-JWT-VC-DM (as standardized format for releasing
electronic attestations of attributes).

53 Furthermore, closer discussion of some technical aspects related to | R7
data models and formats e.g. JAdES compliance for SD-JWT-VC,
experience with SD-JWS in EBSI, possibilities to include support to
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eventually translate/transform SD-JWT-VC-DM to/from VCDM etc.
could be mutually beneficial for the RWI implementation and DC4EU.

54 Regarding identity High LoA, it is needed to onboard citizens in | Q16
educational or professional qualifications domains (e.g. based on PID) as Q17
well as for requesting official issuance of degrees. Therefore, mechanisms
are needed to be able to request PIDs from PID Issuers (in non-
proximity format): how is this planned to be supported in the RWI
(beyond the current manual entering of PID attributes or selection of
existing PIDs from a database)?

In addition, and after onboarding, educational identity claims (that can be
used for non-foundational identity proofing processes) would also be issued
by education institutions (that would be included as credentials in student
wallets). Thus, proper support for OpenlD4VCIl with VCDM and EBSI
profile and SD-JWT/SD-JWT-VC-DM format is a requirement (also for
Degrees support) in the Issuer to Wallet flows and also for OpenlID4VP
remote document presentation.

In addition, it would be relevant to exchange ideas regarding the
challenges around unequivocal cross-border identity matching
(considering that only 3 PID attributes are mandatory).

5.5 Usability _and user_experience testing of the RWI is important for | Q10
Education domain. We look forward to specific discussions on this with | 11
EC and NiScy team to agree on ways to collaborate in this matter.

5.6 It can be foreseen some scenarios with minors (like primary/secondary | Q5
certificates issuing in schools and for some students that when starting
tertiary education are still minors) that need to be represented by
guardians (parents or other legal tutors). Thus delegation support
should also be on the RWI roadmap and DC4EU would welcome
details in this regard.

5.7 Eventually, support for suspension of previously issued (Q)EAAS is a
functionality that the Education and Professional Qualifications pilot may
need to be supported in the RWI. We would like to discuss this matter
further with NiScy team.
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9.5 Feedback from WP6

Below the main conclusions can be found: they were elicited and confirmed after meeting on April
26", 2024, with WP6 “Social Security” where WP7 presented preliminary findings of the technical
analysis performed over the initial release of EU Digital Identity Wallet Initial Release from NiScy
to WP6 experts, as basis for general discussion over those findings and for gathering feedback
also based on the specific requirements and expectations stemming from the perspectives
addressed by this Work Package across its different activities in this phase of the project. The
whole process was designed and led by Atos as T3.2 (“Coordination with the EC elDAS Expert
Group”) leader as part of bidirectional collaboration activities between DC4EU and the EC-NiScy
team in charge of iterative releases of the Reference Wallet Implementation.

Item | Description Question
# /Request
#

6.1 Reference code testing pursues multiple purposes: to identify where it
doesn’t address our requirements in DC4EU to indicate this to EC/NiScy
and also to study how to achieve good interoperability between reference
wallet implementation and other solutions. As the reference
implementation progresses, we can eventually use it next to other
components for interoperability testing (in WP7 Interoperability Lab)
even if not yet ready for use case testing.

6.2 Importance of discussing with the EC-NisCy what is foreseen | Q10
regarding setting up models / benchmarking for UI/UX (usability) Q11
testing to assess interaction of end-users with wallet for the user
journeys and DC4EU / other LSPs can play a relevant role for this. This is
extremely important from the business side for all wallet use cases.

6.3 Importance of proximity flows using NFC for some use cases (e.g. | R8
EHIC), similarities with credit card flows. We would welcome a more
detailed discussion on this with EC-NiScy team.

6.4 Key importance of (scalable) trust model support: it is important to align | Q1
with EC so that there is really a support linked to the wallet in_order to be
able to use EBSI and OpenlD Federation from a technical standpoint
and also addressing governance aspects e.g. qualification process to
register Issuers in a suitable registry. More details are expected as well
in (QYEAAs rule book to understand flexibility to implement trust model
e.g. which registries can be implemented locally. When and how will RWI
support this?

6.5 In order to define properly the user journeys more details are needed | Q18
on wallet and holder bindings supported on__cryptographic
mechanisms (WTE/WIA).
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6.6 Backup and restore functionality is needed to avoid the costs | Q7
associated to having to request again issuance of potentially numerous Q8
credentials and to ensure this backup and restore is done in a proper,
authorized manner.

6.7 More details are needed on current and planned support for deferred | Q19
credentials and how this may link to pushing notifications to users
e.g. to inform that a (Q)EAA is ready to be downloaded in a wallet from an
Issuer. Also, on mechanisms to combine multiple credentials technically
while simultaneously protecting users from being tracked.

6.8 Revocation support: it is a pillar for domain of Social Security, therefore it | Q6
is needed to know details in order to align technically of how it will be
supported (mechanisms) and when it will be available in the reference
code.

6.9 Mutual trust mechanisms are needed to create trust for citizens also | R9
in_proximity flows, including visual inspection (e.g. of portraits). Also
important to address how to satisfy verification challenge from Verifiers
on validity period/status of credentials. We would welcome a more
detailed discussion on this with EC-NiScy team.

6.10 | Delegation mechanisms need to be detailed as it is currently unclear | Q5
when and how they will be supported in Reference Wallet
Implementation for cases like authorization to use a credential from one
person to another and addressing cases where Issuer may be aware of the
relationship between both persons.
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9.6 Feedback from WP8

Below the main conclusions can be found: they were elicited and confirmed after meeting on April
22M 2024, with WP8 “Ecosystem building, policy support and sustainability” where WP7
presented preliminary findings of the technical analysis performed over the initial release of EU
Digital Identity Wallet Initial Release from NiScy to WP8 experts, as basis for general discussion
over those findings and for gathering feedback also based on the specific requirements and
expectations stemming from the perspectives addressed by this Work Package across its different
activities in this phase of the project. The whole process was designed and led by Atos as T3.2
(“Coordination with the EC eIDAS Expert Group”) leader as part of bidirectional collaboration
activities between DC4EU and the EC-NiScy team in charge of iterative releases of the Reference
Wallet Implementation.

Iltem | Description Question
# /Request
#

8.1 Management of PID providers in this first release of the RWI seems to
be based on basic mechanisms instead of using a defined trust
framework, e.g. there is a web page for users to select Issuing country
from a pre-defined list and an administrator can configure with keys -
PKl/certificates chain- the Issuer but it is not clear whether there exists / will
exist an external infrastructure from which to get keys.

Note: this support of different trust frameworks to implement the
elDAS trust model is an important requirement with high priority for
DCA4EU (pilots) and is now also in line to what is stated in ARF 1.4 Section
6.1.1 where possibility to have different implementations that rely on
different formats (of trust anchors) specified in the context of different trust
frameworks is explicitly established.

8.2 Regarding SD-JWT support, it does not seem to be currently Q13
supported for mDL or other credentials (except for PID, at least in Kotlin Q22
Issuer).

Timeline to support SD-JWT-VC and SD-JWT-VC-DM is unclear.

8.3 The wallet is not supporting potential scenarios of interaction (with | Q3
Relying Parties) without a PID (essentially it can’t be used without a PID). Q4
However ARF 1.3.0 indicates that “In the operational state of the EUDI
Wallet Instance the User can request an attestation, such as a PID or a
(Q)EAA”. Will the RWI support such scenarios? When?

8.4 DC4EU would welcome clarification about the availability of Wallet | Q23
Trust Evidence (WTE) and Wallet Instance Attestation (WIA)

capabilities.

8.5 DC4EU would welcome clarification on_how the RWI fulfils / will fulfil | Q24
the requirements of a LoA High electronic identification means. As
authentication factors we can see use of PIN (something user knows) and
possession of private keys tied to PID (something user has). While we
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acknowledge that the RWI is for now only a sample implementation of
wallet not directly deployable to be a ‘LoA High’-certified wallet, what
additional steps in that direction can be expected and when?

8.6 DC4EU would welcome details from NiScy on when and to which | Q25
extent QES implementation will fulfil the requirements of QSCD.

8.7 DC4EU would welcome details regarding to which extent the RWI | Q18
considers how to implement pseudonymous identification as defined | Q26
in the Regulation and what is the envisaged timeline for this. In

particular, what holder binding mechanisms that prevent user tracking Q27
(e.g. use of different keys for the VP signing) will be supported. This is
linked to the definition of privacy guidelines for pseudonymisation in the
EUDI Wallet Toolbox context.
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9.7 Conclusion- questions & requests to RWI team

Table below lists the questions and requests resulting from DC4EU specific internal
workshops with incumbent project Work Packages to discuss initial release (in some
cases some topics appeared multiple times subsequent discussions and they have not
been repeated but it can be seen in the last column of the table when this is the case).
Please refer to items mentioned in last column for further context to each
question/request.

Q/R | Description Relates
# to Item

R1 DC4EU would welcome a clear overview regarding how trust is 2.1
currently enforced and verified e.g. how is it verified that a wallet is
allowed to interact with other ecosystem roles?

Q1 | What is the priority and the timeline to include a more 2.1
comprehensive, scalable and robust implementation for eIDAS trust | 5 1
model in the RWI i.e. supporting trust frameworks like EBSI and 6.4
OpenlID Federation, beyond use of certificates and static trust lists and |
also addressing governance aspects like onboarding of Issuers in 8.1
suitable registries?

Please see also Q20, Q21
Q2 | Which specific trust frameworks are going to be considered so that | 2.1

they can be supported in a provably interoperable manner, in
particular would EBSI and OpenID Federation be supported?

Q3 | Isit planned to support scenarios where it is possible to request an | 2.2
Q4 | EAA or interact with a Verifier without a PID? 8.3

If so, when?

Note: we are also open to study this in more detail with NiScy team
to find potential avenues for collaboration.

Q5 | When will RWI support delegation scenarios and how is this support | 2.3
envisaged to be implemented? 5.6

Note: we have such scenarios in the Education and Professional | g 10
Qualifications pilot that need to be represented by guardians (parents or
other legal tutors). e.g. with minors (like primary/secondary certificates
issuing in schools and for some students that when starting tertiary
education are still minors). Also in Social Security Pilot there can be cases
like authorization to use a credential from one person to another and
where an Issuer may be aware of the relationship between both persons.

Q6 | When will RWI start supporting revocation and suspension flows | 2.4
(considering both revocation/suspension of attestations and of | 57

6.8
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wallets) and on which mechanisms would this be based e.g.
revocation registries?

Note: suspension is a functionality that Education and Professional
Qualifications pilot would like to further discuss with NiScy team.

Q7 | What is the RWI team envisaging to provide backup & restore 2.5
Q8 support? 6.6
In which timeframes?

Q9 | How is the RWI aiming to support identity matching challenges? 2.6

Q10 | How does NiScy aim to assess usability and user_experience | 2.7
Q11 | feedback from end-users e.g. in terms of setting up models / 55
benchmarking for testing these aspects and to verify that 6.2
implemented processes and concepts are easy for them to |
understand and manage from different wallet options and screens?

How do you envisage collaboration with LSPs on this matter?

Q12 | To which extent is SD-JWT supported by the current Android and | 4.1
Q13 | i0S wallets for different types of credentials and within Issuer- g
Q14 Wallet-Verifier flows?

What is the timeline in the roadmap of next releases to support this
more fully, that is, to support SD-JWT for domain-specific
credentials (in addition to PID) over OpenlD4VCI and presenting
them over OpenID4VP (i.e. in a fully integrated manner from Issuer
to Wallet and from Wallet to Verifier)?

What kind of support will be provided towards different trust
infrastructures and what is the timeline for this in the roadmap of
next releases?

R2 | A clear_roadmap and release plan with detailed features for | 4.2
R3 | Reference Wallet Implementation releases from NiScy should be
made available to the LSPs. This is also needed e.g. for DC4EU to
know when the RWI will have features important for the project
available to try to align project timelines considering its integration
and validation in different project activities.

A transparent process should be defined so that LSPs have a clear
understanding on how their specific requirements are being / will be
considered and prioritised to avoid risks of the RWI lacking key
functionalities that the LSPs need.

R4 | Certain aspects related to support of important security and privacy | 4.4
reguirements would benefit from more in-depth discussion between
NiScy and DC4EU (and other LSPs). These refer to topics like multi-
factor authentication, end-point / trust anchors discovery
mechanisms, among others.
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R5 DC4EU (and presumably other LSPs) are providing specific | 4.5
feedbacks to ARF which should also be considered by NiScy for
Reference Wallet Implementation (e.g. on aspects like those
addressed in Q3, Q4 and Q9).

R6 DC4EU would also request a more comprehensive documentation / | 5.1
explanation of the current support for signing of SD-JWT
attestations, keys management and for verification processes e.g. it
seems that the only verification (claimed to be) done on VPs is to check
cryptographically that they originate from a wallet provided by a reliable
wallet provider.

Q15 | What is the timeline for having rich Data Models supported in the | 5.2
RwWI?

Note: we see it reasonable that support for these standards can
happen incrementally extending the RWI code base_e.g. starting from
W3C VC DM 1.1 and proper selective disclosure method, then adding
support for W3C VC DM 2.0 and SD-JWT-VC-DM (and eventually SD-
JWT-VC-DM), to properly support within education domain ELM (that
uses VCDM from W3C, serialized in both JSON and JSON-LD

R7 DC4EU would welcome the possibility to discuss more closely some | 5.3
technical aspects related to _data models and formats e.g. JAdES
compliance for SD-JWT-VC, experience with SD-JWS in EBSI,
possibilities to include support to eventually translate/transform
SD-JWT-VC-DM to/from VCDM etc. as this would be mutually
beneficial for the RWI implementation and DC4EU.

Q16 | How is it planned to support in the RWI mechanisms to request PIDs | 5.4
from PID Issuers (in remote flows) i.e. beyond the current manual
entering of PID attributes or selection of existing PIDs from a
database?

Q17 | To which extent is support for OpenID4VCI with VCDM and EBSI | 5.4
profile _and SD-JWT/SD-JWT-VC-DM going to be available for
credentials different from the PID in the Issuer to Wallet flows and
also for OpenlD4VP remote document presentation?

R8 DC4EU would welcome a detailed discussion with NiScy regarding | 6.3
proximity flows using NFC.

Q18 | Can you please provide more details on wallet and holder bindings | 6.5

supported on cryptographic mechanisms? See also Q27. 8.7
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Q19 | Can you please provide more details on deferred credentials and | 6.7
how this may link to pushing notifications to Users?

R9 DC4EU would welcome a detailed discussion with NiScy regarding | 6.9
mutual trust mechanisms in proximity flows and on how to satisfy
verification challenge from Verifiers on validity period / status of
credentials.

Q20 | It would be relevant to have a clear understanding from NiScy team | 8.1
Q21 | on whether the intention is to work with a list of trusted PID
providers (or Issuers in general and also for Relying Parties) i.e. is
the only way to identify a trusted Issuer the approach that is used in
ISO/IEC 18013-5 where a keystore of public keys (or certificates) is
in place with details about the trusted (mDL) issuers and if that is
the case will this be extended to support integration with trust
frameworks such as EBSI and OpenlD Federation?

If the aim is to use list of trusted PID providers, DC4EU would
welcome clarification on whether EC with eIDAS Expert Group
would define such list in the ARF, also understanding how that is
intended to scale (e.g. if each wallet and/or each relying party would
need to maintain a list of PID providers or Issuers of (Q)EAAs /
EAAPSBs (Pub-EAA Providers) that is also maintained up-to-date
and how to ensure this synchronization).

What would be the timeline for this support in the RWI releases?
Q22 | What is the timeline for having SD-JWT VC also supported in the | 8.2

RWI? Note: SD-JWT VC is now included in ARF 1.4 as well as HAIP,
OpenlID4VC High Assurance Interoperability Profile for SD-JWT.

Are there plans to support SD-JWT-VC-DM at some point as well?

Q23 | Does the reference implementation have any concrete capabilities | 8.4
related to WTEs or WIAs or when are these planned to be
incorporated to the scope of the reference wallet?

Q24 | While we acknowledge that the RWI is for now only a sample | 8.5
implementation of wallet not directly deployable to be a ‘LoA High’-
certified wallet, what additional steps in that direction (fulfilling the
requirements of a LoA High electronic identification means) can be
expected and when?

Q25 | When and to which extent QES implementation will fulfil the | 8.6
requirements of QSCD?

Q26 | To which extent the RWI considers how to implement 8.7
Q27 | bseudonymous identification as defined in the Regulation and what
is the envisaged timeline for this.
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What holder binding mechanisms that prevent user tracking (e.g.
use of different keys for the VP signing) will be supported?
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10. APPENDIX D: DC4EU CONSIDERED COMMENTS TO IMPLEMENTING REGULATIONS
(FIRST AND SECOND SETS)

In table below, a detailed recollection of all DC4EU feedbacks (52) is provided which can be con be considered to have been partially
or fully considered in final adopted texts of first and second sets of Implementing Regulations is included, depicting the original text in
drafts for which comments were provided and final text in the adopted Implementing Regulations with brief explanation of how the
comments seem to have been considered:
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Implementing Act &

Draft Text & Provided Comment (Partner)

Section

Final Text

2024/2977 (PID & EAA),
Art 3, paragraph 4

“‘Member States shall ensure that the set of
person identification data attributes issued to a
given wallet user is unique”

DC4EU has provided feedback to ARF 1.4.0
requesting guidelines on how uniqueness is to be
achieved. Annex Il of this Implementing
Regulation introduces changes in PID attributes
including more mandatory attributes and new
optional attributes like age_over_13 (but not
age_over_NN), personal_administrative_number,
document_number and portrait. This would
require additional clarification as to how the
optionality of newly introduced attributes can
impact cross-border exchanges or general
functionalities and, in particular, in regards to
Member States' obligation to ensure uniqueness
of PID data. (Atos)

“Member States shall ensure that the person
identification data issued to a given wallet user is
unique for the Member State.”

It seems it has been considered the comment on
Member States’ obligation to ensure uniqueness of
PID data.

Co-funded by
the European Union

101102611

© 2023-2025 DC4EU

The DC4EU project is Co-funded by the
European Union’s Digital Europe
Programme under Grant Agreement no.

Page 113 of 145



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | COORDINATION REPORT WITH EIDAS EXPERT

GROUP

5 DC4EU

2024/2977 (PID & EAA),
Art 3, paragraph 7

“Member States shall enrol wallet users in
accordance with the requirements relating

to enrolment, as set out in Commission
Implementing Regulation (EU) 2015/1502 (OJ L
235, 09.09.2015, ELLI: hitps://eur-
lex.europa.eu/eli/req_impl/2015/1502/0j.)”

Can Member States delegate this enrolment on
Providers of Person Identification Data?

In which cases and under which conditions, if
any, could in-person steps be avoided for
enrolling wallet users? (Atos)

“‘Member States shall enrol wallet users in
accordance with the requirements relating to
enrolment at assurance level high, as set outin
Commission Implementing Regulation (EU)
2015/1502 (OJ L 235, 09.09.2015, ELI: https://eur-
lex.europa.eu/eli/reg_impl/2015/1502/0j.). In the
context of the enrolment process, providers of
person identification data shall perform identity
verification of the wallet user in accordance
with the requirements related to identity proofing
and verification before issuing the person
identification data to the wallet unit of the
corresponding wallet user.”

It seems role of Providers of PID has been
considered as well as details regarding identity
proofing.
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2024/2977 (PID & EAA), | “Member States shall enrol wallet users in

Art 3, paragraph 7 accordance with the requirements relating

to enrolment, as set out in Commission
Implementing Regulation (EU) 2015/1502 (OJ L
235, 09.09.2015, ELI: https://eur-
lex.europa.eu/eli/req_impl/2015/1502/0j.)”

The legal basis for this |A draft is Article 5a(23),
which refers to paragraphs 4, 5, 8 and 18 of
Article 5a. Thus, enrolment of user wallets should
not be subject to this IA.

On the other hand, Article 5a(24) of the amended
elDAS Regulation says: "The Commission shall,
by means of implementing acts, establish a list of
reference standards and, where necessary,
establish specifications and procedures in

order to facilitate the onboarding of users to the
European Digital Identity Wallet either by
electronic identification means conforming to
assurance level high or by electronic
identification means conforming to assurance
level substantial in conjunction with additional
remote onboarding

procedures that together meet the requirements
of assurance level high".

CIR (EU) 2015/1502 provides minimum technical
specifications and procedures for LoA high or
level

substantial, but surely it does not contain any
additional onboarding procedures that allow a
LoA substantial system to achieve LoA high. Until
these requirements are defined, the onboarding
of users should be done using LoA high.

(Logalty)

“‘Member States shall enrol wallet users in
accordance with the requirements relating to
enrolment at assurance level high, as set outin
Commission Implementing Regulation (EU)
2015/1502 (OJ L 235, 09.09.2015, ELI: https://eur-
lex.europa.eu/eli/reg_impl/2015/1502/0j.). In the
context of the enrolment process, providers of
person identification data shall perform identity
verification of the wallet user in accordance
with the requirements related to identity proofing
and verification before issuing the person
identification data to the wallet unit of the
corresponding wallet user.”

It seems comment to consider explicitly and only
enrolment of wallet users at assurance level high
has been considered.
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2024/2977 (PID & EAA), | “Electronic attestations of attributes issued to
Art 4, paragraph 1 wallet units shall comply with the list of
standards set out in Annex | of Implementing
Regulation (EU) 2024/XXX regards integrity and
core functionalities. “

This list currently only mentions mDoc and
VCDM 1.1: it should support as well VCDM 2.0
and SD-JWT VC as in ARF 1.4.0. (Atos)

“Electronic attestations of attributes issued to
wallet units shall comply with at least one of the
standards in the list set out in Annex | of
Implementing Regulation (EU) 2024/2979.”

It seems comment is partially considered as
mentioned Annex still mentions same versions of
standards but both standards are no longer
required to be supported simultaneously by EAAs
issued to wallets.

2024/2977 (PID & EAA), | “Providers of person identification data or

Art 5, paragraph 1 electronic attestation of attributes issued to a
wallet unit shall have written and publicly
accessible policies for validity status
management, including, where applicable, the
conditions under which such person
identification data or electronic attestation of
attributes can be revoked.”

Revocation is not in the scope of ISO/IEC 18013-
5. How is this to be implemented in a harmonised
and interoperable manner? (Logalty)

In order to ensure the greatest possible
standardisation, additional specifications should
be made here with regard to the structure and
publication location of the policies. This could be
based on the structure of Trust Service Practice
Statements (TSPS). (Certsign)

DC4EU Feedback (Partner Atos): Is

suspension not considered? This may be
important in some domains. (Atos)

“Providers of person identification data issued
to a wallet unit shall have written and publicly
accessible policies relating to validity status
management, including, where applicable, the
conditions under which such person identification
data can be revoked without delay.”

It has been added that policies must include
conditions for PID revocation “without delay” which
seems to relate to the request for more concretion
in the first comment (1 out of 3 comments are
partially considered).
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2024/2977 (PID & EAA),
Art 5, paragraph 4 (a)

“(a) upon the explicit request of the wallet
user on whose wallet unit the person
identification data or electronic attestation of
attributes are stored;”

Is it possible that the user has more than one
valid wallet unit? (Atos)

“(a) upon the explicit request of the wallet user
fo whose wallet unit the person identification
data or electronic attestation of attributes were
issued to;”

Modification may respond to provided comment.

2024/2977 (PID & EAA),
Art 5, paragraph 4

“(d) upon becoming aware that the value of
one or more attributes in the person
identification data or the electronic attestation of
attributes have changed; ”

Issuing credentials e.g. for chambered profession
like medical doctors the chamber must have the
right to revoke. The same applies for authentic
sources if a licence is revoked.

Attributes changes awareness could be changed
through their own knowledge or through
information from authentic sources or other third
parties who have confirmed an attribute (please
consider such cases in the formulation of this
point). (Certsign)

“(c) in other situations determined by the providers
of person identification data or electronic
attestations of attributes in their policies referred to
in paragraph 1.”

Listed circumstances have been reduced from 5 to
3 points and point ¢) can cover comment by
reference to providers’ policies.

2024/2977 (PID & EAA),
Annex

Attributes seem to cover only natural persons.
Attributes for a legal person’s wallet should be
also specified. (Certsign)

Comment is taken up, section 2 (tables 3 &4) now
include specification of legal person attributes.

2024/2977 (PID & EAA),
Annex, Section 1

family_name_birth, given_name_birth, sex: Why
now mandatory? Is it for achieving uniqueness
obligation? (Atos)

Comment seems to have led to reconsideration as
these attributes have been reverted to Optional.
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2024/2977 (PID & EAA),
Annex, Section 1

issuance_date and expiry_date: The format
specifies two different date formats (tdate or
fulldate), please use fulldate for simplicity and to
ensure it's always clear if the data is in or
exclusive.

It's not specified that data/time values need to
specify the time zone. Please require that all
times are encoded in UTC. (Certsign)

Comments partially considered: issuance_date is
no longer included and expiry_date is moved to
metadata without specifying date format.

2024/2977 (PID & EAA),
Annex, Section 1

personal_administrative number: this is a new
optional attribute; details about its purpose and

usage when available should be made clear e.g.

in a cross-border usage context. (Atos)

“A value assigned to the natural person that is
unique

among all personal administrative numbers issued
by the provider of person identification data.
Where

Member States opt to include this attribute, they
shall describe in their electronic identification
schemes under which the person identification
data

is issued, the policy that they apply to the values of
this attribute, including, where applicable, specific
conditions for the processing of this value.”
Comment considered as description now makes
reference to inclusion of conditions for processing
the attribute in the policy of elID scheme under
which PID is issued.

2024/2977 (PID & EAA),
Annex, Section 1

portrait: “Facial image of the wallet user”

It should be clarified if there are format and
quality

requirements (e.g. image resolution) in case
portrait is used (e.g. similar to ICAO Doc 9303)
and if there are special requirements regarding
data protection for this biometric information.
(Atos)

“Facial image of the wallet user compliant with ISO
19794-5 or ISO 39794 specifications.”

Comment has been considered as now relevant
standards are mentioned.
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2024/2977 (PID & EAA),
Annex, Section 2

“(2) Verifiable Credentials Data Model 1.1.", W3C
Recommendation, 03 March 2022 and

the person identification data attributes must be
encoded in JSON”: VCDM 2.0 and SD-JWT VC
should be considered as well given they are
supported in ARF 1.4.0. (Atos)

(2) ‘Verifiable Credentials Data Model 1.1.”, W3C
Recommendation, 3 March 2022.

Mention to JSON encoding has been removed
(likely in prevision to update when VCDM 2.0 and
SD-JWT VC are in more mature state).

2024/2979 (Integrity and
Core Functionalities),
Recital (5) now (7)

Missing 'to' before 'genuine wallets’ (Atos)

Wallet units are to enable providers of person
identification data or electronic attestations of
attributes to verify that they are issuing this data or
attestations to genuine wallet units of the wallet
user.

Typo has been corrected.

2024/2979 (Integrity and
Core Functionalities),
Recital (5), now (9)

“After issuance, those providers should be able to
continue to monitor whether the wallet unit used
for issuance is still valid, so that they may revoke
issued person identification data or electronic
attestations of attributes when wallet units are no
longer valid.”

Further details on the way to implement this
monitoring by PID/EAA Providers would be
desirable e.g. should it be done upon renewal of
PID/EAA or more frequently? (Atos)

“Wallet unit attestations should make it possible for
wallet-relying parties which request attributes from
wallet units, to verify the validity status of the wallet
unit that they are communicating with, as wallet
unit attestations are to be revoked when a wallet
unit is no longer considered valid. The information
regarding the validity status of the wallet units
should be made available in an interoperable
manner, to ensure that it can be used by all wallet-
relying parties.

Moreover, for cases where wallet users lost
their wallet units or no longer have control
over it, wallet providers should enable wallet
users to request the revocation of their wallet
unit.”

It seems comment was considered as mention to
monitoring was removed and further detail
regarding validity status and its verification process
were added.
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2024/2979 (Integrity and | “To ensure data protection by design and by

Core Functionalities), default, the wallets should be provided with
Recital (6), now (8), (9) | several privacy enhancing features.[...]”
and (10) It should perhaps be considered to mention

selective disclosure as a data protection
mechanism for data minimisation. (Atos)

Mention to selective disclosure has been added to
recital (10).

In Recital (8) mention is now included to other
techniques as well like “ephemeral wallet unit
attestations or batch issuance” and in Recital (9)
“This may include the usage of multiple wallet unit
attestations for different purposes, disclosing
only the minimally relevant information about the
wallet necessary for a transaction, or to limit the
lifetime of the wallet unit attestation as an
alternative to the use of revocation identifiers”.

2024/2979 (Integrity and | “Backup and recovery objects log the person

Core Functionalities), identification data and electronic attestations of
Regulation (EU) No attributes that have been issued to a particular
910/2014 now (13) wallet unit. This function is needed to enable

wallet users to request attestation providers to re-
issue the relevant data to another wallet unit, for
example, making it possible to recover lost wallet
units or to transfer information from one wallet
provider to another to exercise the user’s right

to data portability.”

Who will offer functionality associated to backup
and recovery objects, the Wallet Provider, the
Member State...? Where will they be stored?
Can critical assets be stored locally only on
mobile devices? What are the consequences if
they get lost? Conversely, will it be permitted for
user private keys be stored and managed
remotely? If so, under what conditions and
requirements and

by which organisations? (Atos)

“‘Data export and portability objects can log the
person identification data and electronic
attestations of attributes that have been issued to
a particular wallet unit. These objects allow wallet
users to extract the relevant data from their wallet
unit in order to strengthen their right to data
portability. Wallet providers are encouraged to use
the same

technical solutions to also implement backup and
recovery processes for wallet units, making it
possible to recover lost wallet units or to transfer
information from one wallet provider to another,
where appropriate and insofar as this can be done
without impairing the right to data protection and
the security of the digital identity ecosystem.”

It seems comments have been considered in re-
writing of this recital considering also aspects of
data protection and security in the backup and
recovery processes for wallet units.
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2024/2979 (Integrity and
Core Functionalities),
Art. 6, paragraph 3 (c)
(d) (now (b)

“(c) ensure wallet users have the right to request
revocation of their wallet unit;“

Is it implied that there can be only one wallet unit
at any given moment for a given user or how will
the user indicate which wallet unit they want to
revoke?

Would it be relevant to consider wallet unit
suspensions (e.g. while a mobile is being
searched in case it is later found)? (Atos)

“(d) provide suitable mechanisms for the secure
authentication of wallet users; “

This should be the case in particular for critical
requests like wallet unit revocation. (Atos)

“(c) ensure wallet users have the right to
request revocation of their wallet unit
attestations, using the authentication
mechanisms referred to in point (b).”

It seems comment has been considered, clarifying
a user can have more than one wallet unit
attestation.

“(b) provide mechanisms, independent of wallet
units, for the secure identification and
authentication of wallet users;”

Point b) is now more detailed given the importance
of such mechanisms.

2024/2979 (Integrity and
Core Functionalities),
Art. 6, paragraph 2

“Wallet providers shall establish a publicly
available policy specifying the conditions
and the timeframe for the revocation of data
objects relating to wallet units that they

have provided.”

What are these data objects? Is this different
compared to the revocation of the wallet unit
attestation/s? (Logalty)

“Wallet providers shall establish a publicly
available policy specifying the conditions and
the timeframe for the revocation of wallet unit
attestations.”

It seems comment has been considered as data
objects has been replaced by wallet unit
attestations.

2024/2979 (Integrity and
Core Functionalities),
Article 9 paragraph 2
(now 4)

“Wallet solutions shall keep log files relating to
reports sent by the wallet user to the data
protection authorities via their wallet unit. These
log files shall be accessible to the wallet users of
the wallet unit concerned.”

Why is this different from paragraph (3) of this
same Article? In both cases wallet users have
access. (Logalty)

“Wallet instances shall log reports sent by the
wallet user to the data protection authorities via
their wallet unit.”

It seems comment was considered as second
sentence was removed.
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2024/2979 (Integrity and | “Wallet providers shall ensure that wallet
Core Functionalities), users who are natural persons have, for
Article 11 paragraph 3 nonprofessional purposes, free-of-charge
access to integrated or external signature
creation applications which allow the creation of
free-of-charge qualified electronic signatures
using the certificates referred to in paragraph 1.°
Are "remote" services excluded or are they
considered as "external"? (Logalty)

“Wallet providers shall ensure that wallet users
who are natural persons have, at least for non-
professional purposes, free-of-charge access to
signature creation applications which allow the
creation of free-of-charge qualified electronic
signatures using the certificates referred to in
paragraph 1.”

Mention to “integrated or external” has been
removed possibly considering comment.

2024/2979 (Integrity and | “( ¢ ) supporting signatures or seals in at least

Core Functionalities), one of the formats referred to in Annex |lI;
Article 12 paragraph 2 ( | In the case of the wallet provider, perhaps they
c) should cover all of them, to prevent barriers in

cross-border transactions with public sector
bodies. (Logalty)

Annex Il mandates ALL specified formats to be
supported, not only one. (Atos)

“( ¢ ) creating signatures or seals in accordance
with at least the mandatory formats referred to in
Annex |V;”

It seems comments were considered as now all
mandatory formats in the Annex need to be
covered for creating signatures or seals and not
only one.

2024/2979 (Integrity and | Please specify which data are covered by data

Core Functionalities), recovery functionality. Precise definition is
Article 13 important, otherwise uncertainty remains.
(Certsign).

Article is renamed to “Data export and portability”:
“Wallet units shall, where technically feasible and
excepting cases of critical assets, support secure
export and portability of personal data of the wallet
user, to allow the wallet user to migrate to a wallet
unit of a different wallet solution in a way that
ensures level of assurance high as set out in
Implementing Regulation (EU) 2015/1502.”
Regarding the first comment, it is now mentioned
that personal data can be exported excepting
cases of critical assets and LoA High for migration
process is now specified.
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2024/2979 (Integrity and | “1. ‘No policy’, indicating that wallet users may
Core Functionalities), only disclose electronic attestations of attributes
Annex Il (now II) to authenticated relying parties.”

"Should" is a better word, as the wallet user
decides if she wants to disclose data again the
embedded disclosure policy.

Does this make sense? All relying parties are
authenticated. The text should be clarified.
(Logalty)

“2. ‘Authorised relying parties only policy’,
indicating that wallet users may only disclose
electronic attestations of attributes to
authenticated relying parties which are explicitly
listed in the disclosure policies.*

Does this refer to specific relying parties or to
categories of relying parties? The text is obscure
and should be clarified. (Logalty)

“3. ‘Specific root of trust’ indicating that wallet
users may only disclose the specific electronic
attestation of attributes to authenticated relying
parties with authentication certificates derived
from a specific (or list of specific) root
certificate(s).”

This approach may create barriers for presenting
EEAs to RPs as different MS can deploy PKis for
RPs, thus creating silos. (Logalty)

“1. ‘No policy’ indicating that no policy applies to
the electronic attestations of attributes.

2. ‘Authorised relying parties only policy’,
indicating that wallet users may only disclose
electronic attestations of attributes to
authenticated relying parties which are explicitly
listed in the disclosure policies.

3. ‘Specific root of trust’ indicating that wallet
users should only disclose the specific electronic
attestation of attributes to authenticated wallet-
relying parties with wallet-relying party access
certificates derived from a specific root (or list of
specific roots) or intermediate certificate(s).”
Some changes to points 1 and 3 so partial
consideration of comments seems to have taken
place.
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2024/2979 (Integrity and
Core Functionalities),
Annex Il (now V)

“(a) PAdES (PDF Advanced Electronic
Signature) for signing of PDF format; “
Please define standard for 1. a). Reference to
Standard is missing (ETSI EN 319 142)
(Certsign)

1. “PAdES (PDF Advanced Electronic
Signature) as specified in ETSI EN 319
142-1 V1.1.1 (2016-04); Electronic
Signatures and Infrastructures (ESI);
PAdES digital signatures; Part 1: Building
blocks and PAdES baseline signatures”
Comments taken and PAdES is now mandatory.

2024/2981(Certification),
Recital (2)

“Certification of wallets against data protection
requirements is optional for Member States
pursuant to Article 5¢(5) of Regulation (EU) No
910/2014 and is therefore not covered by this
Regulation.”

Certification against data protection requirements
is not covered.

However, (i) trust and acceptance will also
depend at large on strong data protection and (ii)
there could be risk of fragmentation if there is
lack of harmonization/obligation to certify data
protection in wallets.

ARF Annex 6 does refer to requirements on data
protection for Wallet Providers and to functional
requirements like "reporting a relying party to a
national data protection authority where an
allegedly unlawful or suspicious request

of data is received from that relying party". It also
states that "Compliance with the requirements
set out in Article 5a of this Regulation related to
the personal data processing operations may be
certified pursuant to Regulation (EU) 2016/679.
(Atos)

Comments seems to be considered as Recital 2 is
now removed and data protection is mentioned in
Recital (1) alongside other requirements.
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2024/2981(Certification),
Recital (7) now (8)

“Fully mobile, secure and user-friendly wallets
require the availability of standardised and
certified tamper-resistant solutions, such as
embedded Secure Elements or embedded SIM
platforms in mobile devices. Therefore, and
without prejudice to Regulation (EU) 2022/1925
of the European Parliament and of the Council 3,
a common policy and governance framework
for accessing Secure Elements in mobile
devices

could be considered.”

'Could' may be insufficient, maybe 'should' would
be more appropriate. (Atos)

“Fully mobile, secure and user-friendly wallets are
supported by the availability of standardised and
certified tamper-resistant solutions, such as
embedded secure elements, external devices such
as smartcards, or embedded SIM platforms in
mobile devices. It is important to ensure the timely
access to embedded secure elements for national
elD means and wallets and to coordinate efforts by
Member States in this area. The European Digital
Identity Cooperation Group established pursuant
to Article 46e(1) of Regulation (EU) No 910/2014
(‘Cooperation Group’), should therefore establish a
dedicated subgroup for this purpose. Consulting
relevant stakeholders, this subgroup should agree
on a joint roadmap for access to embedded secure
elements fo be considered by the Commission for
the review report on the Regulation (EU) No
910/2014. In order to facilitate the uptake of the
wallet at national level, the Commission should
furthermore, in cooperation with Member States,
develop and continuously update a manual for use
cases as part of the Architecture and Reference
Framework.”

‘Should’ is now mentioned for joint roadmap for
access to embedded secure elements.
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2024/2981(Certification), | “Furthermore, other national certification “[...] Furthermore, other national certification
Recital (13) schemes, such as the Certification de Sécurité de | schemes should be allowed to be used for less

Premier Niveau (‘CSPN’) in France and
Beschleunigte Sicherheitszertifizierung (‘BSZ’) in
Germany or equivalent schemes, should be
allowed to be used for less sensitive product
components, as well as any scheme established
in standard CEN EN 17640 for fixed time
cybersecurity evaluation methodology”.

It could be relevant to provide examples of 'less
sensitive product components' or else to provide
a list of the more sensitive components: e.g. is it
the WSCA, WSCD and wallet instance? (Atos)

sensitive product components, such as those
established following the standard CEN EN 17640
for fixed time cybersecurity evaluation
methodology.”

It is now stated which standard is relevant to
considered for less sensitive product components
established according to it.
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2024/2981(Certification),
Annex |V Paragraph 2

“In all cases, the WSCD shall be evaluated
outside of the national certification schemes.
However, national certification schemes shall
formulate assumptions for this evaluation of the
WSCD and specify the evaluation activities to
confirm these assumptions.”

It should be specified where it shall be evaluated
instead. (Atos)

“(2) The WSCD or part thereof may be within the
object of certification when it is provided by the
certificate holder or applicant, or outside of its
scope when it is embedded in a device
provided by the end user. In addition, national
certification schemes shall specify the evaluation
activities to verify the suitability of the WSCD, in
the two following cases:

(a) if the WSCA depends on the particular WSCD
(i.e. if it needs to be evaluated as a composite
product based on the WSCD) then the
evaluation of the WSCA shall require access
to additional information related to the WSCD’s
certification, including, in particular, its evaluation
technical report;

(b) if an architecture considered in the scheme
uses several WSCDs, or if some of the operations
on critical assets are performed outside of the
WSCD, then national certification schemes shall
include evaluation activities to ensure that the
overall solution offers the expected level of
security.”

Evaluation is now much better detailed to
understand when WSCD will be evaluated within
national certification schemes or not.

Co-funded by
the European Union

© 2023-2025 DC4EU

The DC4EU project is Co-funded by the
European Union’s Digital Europe
Programme under Grant Agreement no.
101102611

Page 127 of 145




DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | COORDINATION REPORT WITH EIDAS EXPERT

GROUP

5 DC4EU

2024/2982 (Protocols
and Interfaces) Recital
(3), now (5)

“In order to ensure transparency and
trustworthiness of wallet relying parties towards
wallet users, the protocols and interfaces used by
the wallet solutions should provide wallet users
with a reliable mechanism to authenticate wallet
relying parties and other wallet units. Inversely,
wallet providers should provide a mechanism to
authenticate and validate relying parties receive
assurances with respect to trustworthiness and
authenticity of the wallet units.”

All checks that need to be made available by
Wallet Providers related to relying party validation
should be made explicit i.e. does it suffice to
check against a trusted list for trustworthiness or
is it necessary to also assess whether requested
data from User is permitted and proportional (and
how)? (Atos).

It should be clarified if the mentioned mechanism
to authenticate and validate that relying parties
receive assurances with respect to
trustworthiness and authenticity of wallet unit
needs to work both in remote (online) and
proximity (including without Internet connectivity)
flows? (Atos).

An additional sentence is added in Recital (5):
“Further, the technical infrastructure of the wallets
should also be designed to ensure that only the
minimal necessary amount of data is transferred
only to the authorised relying parties, while
keeping unlinkability between the different
transactions.”

First comment is partially considered for data
minimization aspects. Also recital (7) includes data
protection requirements (privacy enhancing
features). One of two comments have been
partially considered.

Co-funded by
the European Union

101102611

© 2023-2025 DC4EU

The DC4EU project is Co-funded by the
European Union’s Digital Europe
Programme under Grant Agreement no.

Page 128 of 145




DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | COORDINATION REPORT WITH EIDAS EXPERT

GROUP

5 DC4EU

2024/2982 (Protocols
and Interfaces) Recital
(7), now (9)

“In order to enable swift reactions in the case of
any data protection concerns related to Article
5a(4)(d)(iii) of Regulation (EU) No 910/2014,
wallet providers should ensure that wallet
solutions provide mechanisms for the easy
reporting of a relying party to the competent
national data protection authority, where an
allegedly unlawful or suspicious request for data
is received. Appropriate flexibility should be left to
wallet providers and data protection authorities in
establishing suitable mechanisms for interacting
with the data protection authorities of the Member
State that issued the electronic identification
scheme under which the relevant wallet is
provided.”

For cross-border transactions of varying
complexity, guidance should be provided on how
to determine which is 'the competent national
data protection authority' as well as where the
information necessary to contact it is available
and how it is maintained. It could also help to
establish the minimum data items that should be
provided in the context of reporting of a relying
party (some data provided by the User such as
contextual description/justification of the request
and others could be technical data of the
transaction(s) involved). It should be clarified if
any data that must be provided includes personal
data, and in that case, it should be clarified who
is the data controller and data processor in this
context. (Atos)

“In order to enable swift reactions in the case
of any data protection concerns related to
Article 5a(4)(d)(iii) of Regulation (EU) No
910/2014, wallet providers should ensure that
wallet solutions provide mechanisms for
reporting of a relying party to the competent
national data protection authority. Appropriate
flexibility should be left to wallet providers and data
protection authorities in establishing suitable
mechanisms for interacting with data protection
authorities of the Member States.”

New formulation refers more generically to
Member States data protection authorities (not
only to that of the Member State issuing
identification scheme under which the relevant
wallet is provided). This can help ensure wider
consideration of cross-border dimension as
indicated in the comment.
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2024/2982 (Protocols Typo “person identification n data”

Typo is corrected

paragraph 5 a), now 3 a) | data or of electronic attestations of attributes, the
wallet unit shall request it in all formats supported
by the wallet solution;”

Are these the 4 formats mentioned in section 5.2
of ARF v1.4.0 and will all wallet solutions be
required to support all of them? Note: If different
wallet solutions would not support a common set
of formats, this would have a direct and negative
impact on interoperability. (Atos)

For the PID, it may be convenient to impose a
minimum set of formats to all wallet solutions,

Article 24(1a), for example). This is not the case
for EEAs. (Logalty)

because of its particular utility and importance (cf.

and Interfaces) Art.4 (Atos and Certsign)

paragraph 5, now 3

2024/2982 (Protocols “a) where wallet users use their wallet unit to | “a) where wallet users use their wallet unit to
and Interfaces) Art. 4, request the issuance of person identification request the issuance of person identification

data or of electronic attestations of attributes
from providers of person identification data or
providers of electronic attestations of attributes
that enable issuance of person identification data
or electronic attestations in more than one format,
the

wallet unit shall request it in all formats referred to
in Article 8 of Implementing Regulation (EU)
2024/2979 laying down rules for the application of
Regulation (EU) No 910/2014 as regards the
integrity and core functionalities of European
Digital Identity Wallets;”

New text is more precise regarding which formats
need to be supported for requesting issuance of
PID/EAAs, relating to those in Implementing
Regulation (EU) 2024/2979.
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2024/2982 (Protocols “Wallet providers shall ensure that wallet

and Interfaces) Art. 5, solutions support protocols and interfaces for
paragraph 1 and Annex | the presentation of attributes to wallet relying
parties, remotely and in proximity, in accordance
with standard set out in the Annex.”

Important: Annex only mentions mDL whereas
ARF also specifies OpenlD4VP is required.
OpenID4VP (and OpendID4VCI) also need to be
supported

for remote flows (even if these are considered as
being less mature compared to other standards).
(Atos)

This standard cannot be fully used for remote
interactions, as "server retrieval method" may
infringe Article 5a(16)(a), as noted in clause
8.3.2.2.1 ISO/IEC 18013-5. Therefore, it does not
comply with Article 5(1) of the proposed IA. Only
"device retrieval method" can be used, without
using the "server retrieval token" option.
Furthermore, reusing server retrieval tokens
introduce linkability (see table E.1, principle 10,
and clause E.8.5, of ISO/IEC 18013-5),
prohibited by Article 5a(16)(b) of the amended
elDAS Regulation. It follows that only CBOR can
be used, because JSON is only used in server
retrieval (see clauses 8.3.2.2.2 and 8.3.3.2.2),
rendering impossible the presentation of a VCDM
PID or EEA. (Logalty)

To be able to release and certify wallet solutions
as early as possible, the implementing acts
should refer to already proven and validated
standards, technology and processes used by
industry.

Annex has been updated adding also ISO/IEC TS
18013-7:2024 so apparently comments have been
considered.
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The standard Open ID for Verifiable Presentation
and Open ID for VCI should be added.
Referencing only one Standard is not sufficient
SD -JWT can’t be implemented with mDoc
protocol. (Certsign)

2024/2982 (Protocols “Paragraphs 1 to 4 shall apply mutatis mutandis
and Interfaces) Art. 5, to interactions between two wallet units in
paragraph 5 proximity. Where wallet providers intend to
enable interactions between two wallet units
remotely, they shall implement mechanisms that
ensure an equivalent level of trustworthiness to
that set out in paragraphs 1 to 4 of this Article. “
Please clarify who determines this equivalence.

Last sentence was removed, possibly due to
further consideration motivated by the comment.

under Article 51 of Regulation (EU) 2016/679 of
the Member State that issued the electronic
identification scheme under which the relevant
wallet is provided.”

If a wallet is issued under elD of Member State A
and a user wants to report a relying party of
Member State B, does this mean that the report
is sent only to supervisory authorities in Member
State A? Will they in turn contact those in
Member State B? (Atos)

(Logalty)
2024/2982 (Protocols “Wallet providers shall ensure that wallet units “Wallet providers shall ensure that wallet units
and Interfaces) Art. 7, allow wallet users to easily report wallet relying allow wallet users to easily report wallet-relying
paragraph 1 parties to supervisory authorities established parties to supervisory authorities established under

Article 51 of Regulation (EU) 2016/679.”

New formulation refers more generically to
supervisory authorities established under GDPR
(not only to that of the Member State issuing
identification scheme under which the relevant
wallet is provided). This can help ensure wider
consideration of cross-border dimension as
indicated in the comment.
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2025/846 (Cross-border
Identity Matching of
Natural Persons) Recital

(1)

“Regulation (EU) No 910/2014 requires that the
European Digital Identity Wallets (‘wallets’) and
notified electronic identification means can be
used to authenticate towards online cross-border
services. In such cross-border authentication
scenarios, records containing attributes
pertaining to the user of wallets or the notified
electronic identification means are sometimes
already available to the relying party through an
external register, or through their own register,
often in the form of a user account. In these
instances, certain attributes pertaining to the user
which are obtained from the wallets or from the
notified electronic identification means should be
matched by or on behalf of that relying party, for
example by using a centralised solution operated
by a public sector body, against those attributes
already held by that relying party or by a register
relied upon by the relying party, for example a
population register or a database with user
account information.”

Example of a centralised solution operated by a
public sector body is given but can it be
understood as well that it is acceptable for the
Relying Party to also carry out the matching by
itself? (Atos)

“‘Regulation (EU) No 910/2014 requires that
European Digital Identity Wallets (‘wallets’) and
notified electronic identification means are
available as an option for authentication to
gain access to online cross-border public
services provided by Member States. In such
cross-border authentication cases, records
containing information pertaining to the user of
the wallet or the user of notified electronic
identification means are sometimes already
available to the relying party through the relying
party’s own register or an external register, and,
often in the form of a user account. In these
instances, certain information pertaining to the
user, obtained from the wallets or from the notified
electronic identification means, may be matched
by or on behalf of that relying party. For example,
this could be accomplished by using a
centralised solution operated by a public sector
body, against the information already held by that
relying party or by a register relied upon by the
relying party, indicatively a population register or a
database with user account information.”
Comment is apparently considered through
introduction of mention to relying party’s own
register for matching by the relying party itself.

2 other comments from DVSV and Danish Agency
for Labour Market and Recruitment-STAR do not
seem to be considered.
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2025/846 (Cross-border
Identity Matching of
Natural Persons) Recital
(8), now (9)

“With the objective of making appropriate
recourse mechanisms available whenever
identity matching is applied, Member States
acting as relying parties or the party acting on its
behalf should keep appropriate logs in relation to
the matching process, the attributes used for
matching and any other supporting
documentation provided by the natural person
and the outcome of the identity matching
process. Further, these logs should be retained
for a minimum of six months and a maximum of
twelve months with the objective to enable the
registration and processing of complaints by
users. The retention time could be extended if
required by Union or national law.”

Does this obligation apply only to Member States
when acting as Relying Parties and to relying
parties acting on their behalf but not to other
relying parties? Should logs also include the
values matched i.e. those obtained from person
identification data as well as values from pre-
existing attributes at the relying party used for the
matching? (Atos)

“To make appropriate recourse mechanisms
available whenever identity matching is performed,
relying parties or the parties acting on their behalf
or registers relied upon by relying parties should
keep appropriate logs concerning the identity
matching process, the information used for
matching and any other supporting documentation
provided by the natural person as well as the
outcome of the identity matching process. These
logs should be retained for a minimum of 6 months
and a maximum of 12 months to enable the
registration and processing of complaints by users.
The retention time could be extended if required by
Union or national law.”

First part of the comments is apparently
considered as the mention to Member States
acting as relying parties has been removed.
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2025/846 (Cross-border | “To avoid that wallet users need to undergo the “To avoid wallet users needing to perform the
Identity Matching of identity matching process repeatedly to access identity matching process repeatedly, Member
Natural Persons) Recital | the same services, Member States may require States may require that identity matching systems
(9), now (10) that identity matching systems are capable of be capable of issuing an electronic attestation of
issuing an electronic attestation of attributes with | attributes with a link between the wallet user and a
a link between the wallet user and a register in register in which that user is registered as a
which they are registered as known users. known user. Alternatively, Member States may

Alternatively, Member States may store a link as | store an association as a reference to a register
a reference to a register that is accessible to the | that is accessible to the relying party or other

relying party.” assisting measures.”

This would be an Identity Linking Credential and | Apparently comment has led to consideration of
should link the provided PID to the internal “other assisting measures”. 2 other comments from
identifier for the service specific user account. Atos are not considered.

(Danish Agency for Labour Market and
Recruitment-STAR)
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2025/846 (Cross-border | “Member States may rely on centralised identity
Identity Matching of matching systems, operated by a public sector
Natural Persons) Article | body established in that Member State, to ensure
2 paragraph 8 and now | that notified electronic identification means or
also 9 wallets from another Member State can be
matched with existing registrations and records at
identity assurance level high using online
procedures. This may include additional
documentation provided by the user.”

-Art. 2 refers to public sector bodies acting as
relying parties. Therefore, do none of these
obligations apply as well to non-public sector
relying parties? Would there be cases for non-
public sector relying parties where they could be
also allowed to use centralised identity matching
systems operated by a public sector body
established in their MS?

-How will this additional documentation be
provided by the user? Also through the wallet?
(Atos)

“8. Member States may rely on centralised identity
matching systems, operated by a public sector
body established in that Member State, to ensure
that notified electronic identification means or
wallets from another Member State can be
matched

with existing registrations and records using online
procedures.

9. Where Member States enable wallet-relying
parties which are not public sector bodies to
perform identity matching the mechanisms and
procedures laid down in this Regulation shall
apply, where applicable.”

First comment seems considered by introduction of
paragraph 9 which caters for relying parties that
are not public sector bodies and covers also other
mechanisms and procedures laid down in
subsequent articles.

Mention to additional documentation has also been
removed, possibly considering second comment.
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2025/847 (Security
Breaches) Recital (4),
now (5)

“Without prejudice to Regulation (EU) 2019/881
of the European Parliament and of the Council 6
and Regulation (EU) 2024/2847 of the European
Parliament and of the Council and in particular to
the handling of vulnerabilities and their
consideration as security breaches, in case of a
security breach or a compromise of the wallet
solutions or of the validation mechanisms
referred to in Article 5a(8) of Regulation (EU)
No 910/2014, or of the electronic identification
scheme under which the wallet solutions are
provided, reactions to such security breaches
and compromises need to follow in a fast,
coordinated and secure manner across Member
States to protect users and to maintain trust in
the digital identity ecosystem. Therefore,
Member States should ensure the timely
suspension of the provision and of the use of
wallets affected by a security breach or
compromise.”

Possibility of withdrawal is also mentioned in
recital (5) so this possibility may also need to be
contemplated in this sentence. (Atos)

“To ensure appropriate reactions to a security
breach or compromise, Member States should
assess whether a security breach or compromise
of a wallet solution, of the validation mechanisms
referred to in Article 5a(8) of Regulation (EU) No
910/2014, or of the electronic identification scheme
under which a wallet solution is provided, affects
the reliability of that wallet solution or of other
wallet solutions. Such an assessment should be
based on uniform criteria, such as the number and
category of wallet users, of natural persons, and of
wallet-relying parties impacted, the nature of
impacted data, the duration of the compromise or
security breach, the limited availability of a service
and financial losses, and the potential compromise
of personal data. These criteria should provide
Member States with flexibility and discretion to
establish in a proportionate manner whether the
reliability of a wallet solution is affected and
whether the suspension or, where justified by the
severity of the breach or compromise, the
withdrawal of the wallet solution is appropriate.
These criteria should not trigger an automatic
withdrawal of a wallet solution or an automatic
suspension of the provision and the use of a wallet
solution, but they should be duly considered by
Member States when deciding if a withdrawal, or
suspension of the provision and the use, of a
wallet solution are necessary.”

According to the comment, possibility of withdrawal
is now mentioned in final text.
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2025/847 (Security

(10), new recital (11)

Breaches) recitals (9),

Is there no obligation to provide new wallet units
under a new wallet solution (or new wallet
version of same solution in cases under scope of
recital (9)) in a given time frame to minimise the
severe negative impacts derived from non-
availability of wallet? E.g. it may be reasonable to
consider that citizens and businesses may
increasingly rely on EU Digital Identity wallets as
their main means for accessing digital services
so cases of suspension and specially withdrawal
of wallet solutions can result in being very
disruptive in terms of socio-economic impacts.
(Atos)

New Recital (11): “The period of three months
following the suspension of the provision and the
use of a wallet solution, and during which the
security breach or compromise having led to that
suspension is to be remedied, should provide for a
time limit after which the wallet solution is to be
withdrawn unless an appropriate remedy has been
implemented. Member States however are free to
require the security breach or compromise to be
remedied within a time limit that is shorter than
three months, taking into account, in particular and
where relevant, the extent, duration and
consequences of that security breach or
compromise. Where the security breach or
compromise is not or cannot be remedied within
the time limit set by the Member State, the
Member State may require the wallet solution to
be

withdrawn before the expiration of the period of
three months. Member States should use this time
period during which a security breach or
compromise that led to the suspension of the
provision and the use of a wallet solution has to be
remedied to prepare the potential withdrawal of
that wallet solution and the resulting
communications.”

New recital provides more clarity about timeframe
and options available during the indicative 3-month
period to remedy security breach/compromise
leading to suspension, which is related to the
comment.
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2025/847 (Security
Breaches) Article 5,
paragraph 1

“Where a Member State suspends the provision
and the use of a wallet solution, it shall inform the
affected wallet users and the wallet-relying
parties registered in accordance with Article 5b of
Regulation (EU) No 910/2014; “

Which channels should be used by Member
States to inform wallet users and registered
wallet relying parties? (Atos)

“Information in a clear, comprehensive and easily
accessible manner about the suspension of the
provision and the use of a wallet solution shall be
provided, without undue delay and no later than 24
hours after the suspension of the provision

and the use of the wallet solution, to: [...]”
Comment is partially addressed in final text
indicating manner in which information about
suspension of the provision and use of a wallet
solution is to be provided.

2025/847 (Security
Breaches) Article 9,
paragraph 1

“Where a Member State withdraws a wallet
solution, that Member State shall, without undue
delay inform the affected wallet user and the
wallet-relying parties registered in accordance
with Article 5b of Regulation (EU) No 910/2014.”
Which channels should Member States use to
inform wallet users and registered wallet relying
parties? (Atos)

“Information in a clear, comprehensive and easily
accessible manner about the withdrawal of a wallet
solution shall be provided, without undue delay
and no later than 24 hours after the withdrawal of
the wallet solution, to:[...]”

Comment is partially addressed in final text
indicating manner in which information about
withdrawal of a wallet solution is to be provided.
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2025/847 (Security
Breaches) Annex

“it has an impact on more than 1 % of the wallet
users of the affected wallet solution or on more

paragraph 1 j), now 1 f) | than 100 000 of those wallet users, whichever

number is smaller;

— itis a result of a successful suspectedly
malicious activity;

— it is likely to affect personal data as
defined in Articles 9(1) and 10 of Regulation
(EU) 2016/679;

— itis likely to affect personal electronic
communications;

— itis likely to result in a high risk to the
rights and freedoms of natural persons;

— itis likely to affect vulnerable individuals.”
Is it correct to interpret that any of these
conditions as shown by indentation means that
the condition of 1% of wallet users or 100 000
users are impacted must be also met to consider
there is a compromise in the privacy, integrity,
confidentiality
or authenticity of data stored, transmitted or
compromised in the wallet solution?

Or the indented solutions are at the same level
than percentage or number of users impacted so
that when any one of them are met it can be
considered that there is a compromise in the
privacy, integrity, confidentiality or authenticity of
data stored, transmitted or compromised in the
wallet solution? (Atos)

“the privacy, integrity, confidentiality or
authenticity of data stored, transmitted or
processed in the wallet solution is compromised,
or is capable of being compromised, in one or
more of the following ways:

— it has an impact on more than 1 % of the wallet
users of the affected wallet solution or on more
than

100 000 of those wallet users, whichever number
is smaller;

— itis a result of a successful suspectedly
malicious activity;

— itis aresult or is likely to be a result of one or
more known vulnerabilities, including those
handled in accordance with Commission
Implementing Regulation (EU) 2024/2981 ( 1 );

— itis likely to impact personal data in a manner
that is likely to result in a risk to the rights and
freedoms of the natural persons concerned
and, in particular, in case of breach of
personal data as defined in Articles 9(1) and 10
of Regulation (EU) 2016/679;

— it is likely to impact personal electronic
communications;

— itis likely to result in a high risk to the rights
and freedoms of natural persons;

— it is likely to impact vulnerable natural persons;”
Indentation has been corrected putting at same
level all of them and thus considering provided
guestion in comment.
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2025/848 (Registration “[...] To enable wallet users to verify that the

of Relying Parties) attributes being requested by the wallet-relying
Recital (11), now (9) and | party are within the scope of their registered
(10) attributes, Member States may require the

issuance of wallet-relying party registration
certificates to registered wallet-relying
parties.[...]”

Will verification functionality be expected to be
carried out automatically by the wallet instance
informing the user of whether the requested
attributes are actually within scope the relying
party’s registered attributes whenever a (Q)EAA
is

requested to be presented from the wallet (based
on the registration certificates issued to wallet
relying parties)?

New Recital (10): “To protect users against
oversharing information with wallet-relying parties
and warn them in such cases, Member States
should include common access policies in their
certificate policies that would enable a wallet
solution to inform the wallet user whenever a
wallet-relying party is asking for more information
than what they have registered or been authorised
to access.”

New recital seems related to provided comment as
it covers information by wallet solution to users in
case of relying parties requesting excessive
information.

2025/848 (Registration “Registrars may suspend or cancel a registration
of Relying Parties) of a wallet-relying party where such a suspension
Article 9, paragraph 1 or cancellation is requested by a supervisory

body pursuant to Article 46a(4), point (f) of
Regulation (EU) No 910/2014 or where the
registrars have reasons to believe that:[...]”
Or also caused by the request of the wallet
relying party itself as mentioned in Art. 6 (5)7.
(Atos)

A paragraph 3 has been added: “Registrars shall
suspend or cancel a registration of a wallet-
relying party where the request for cancellation
or suspension is made by the same wallet-relying
party.”

Content of new paragraph 3 includes what is
mentioned in the provided comment.
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2025/848 (Registration
of Relying Parties)
Article 10

“Registrars shall record the information provided
for the registration of a wallet-relying party,

and of any subsequent updates for as long as
necessary in accordance with Union and national
law.”

Recital (9) mentions “at least ten years”,
shouldn’t this be also mentioned here? (Atos)

“‘Registrars shall keep records of the
information provided by wallet-relying parties
and registered in accordance with Annex | for
the registration of a wallet-relying party and the
issuance of the wallet-relying party access
certificates and the wallet-relying party registration
certificates, and of any subsequent changes to this
information, for 10 years.” Comment has been well
considered.

2025/848 (Registration
of Relying Parties)
Annex |, paragraph 7,
now 9

“A list of the attributes that the relying party
intends to request, expressed as a friendly name
and a technical name including the namespace
that the attributes are grouped under in a
machine-readable format for automated
processing, with an indication if they are
mandatory or optional.”

It should be considered that multiple lists may
need to be provided when different attestations or
subsets of attestations are required for different
services. (Atos)

“For each intended use, a list of the data, including
attestations and attributes, that the relying party
intends to request, a user-friendly name and a
technical name, the attestation type and any other
syntaxes that the data is grouped under, in a
machine-readable format for automated
processing.”

Final text includes acknowledgement of possibility
to have as many lists as intended uses, in line with
the provided comment.

2025/848 (Registration
of Relying Parties)
Annex Il, 2, paragraph
1.1)

“The API shall:

(1) be a REST API, supporting JSON as
format with JAdES or ASIC signature
format in accordance with the relevant
requirements specified in Section 1 of this
Annex;”

Reference to ASIC signature format should
be removed, to maintain consistency with Section
1 of this Annex. (Logalty)

“The single common API shall:

(a) be a REST API, supporting JSON as a format
and signed in accordance with the relevant
requirements

specified in Section 1;”

Mention to ASIC was removed, in line with the
provided comment.
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2025/848 (Registration
of Relying Parties)
Annex lll, paragraph 2

“The verification that a wallet-relying party is a
provider of non-qualified electronic attestations of
attributes or a provider of remote creation of
electronic signatures or seals as a non-qualified
trust service shall be based on the national
trusted lists issued in accordance with Article 22
of Regulation (EU) No 910/2014 of the European
Parliament and of the Council.”

Issuing national trusted lists is not mandatory.
Therefore, other mechanisms for this verification
must be allowed. (Logalty)

“The verification that a wallet-relying party is a
provider of non-qualified electronic attestations of
attributes or a provider of remote creation of
electronic signatures or seals as a non-qualified
trust service shall be based, where applicable, on
the national trusted lists published in accordance
with Article 22 of Regulation (EU) No 910/2014, or,
for non-qualified trust service providers who are
not registered in the national trusted lists, on
verification procedures that Members States have
set out in their registration policies as laid out in
Article 4.”

In line with the comment, other mechanisms
(verification procedures) for verification of wallet
relying parties are now mentioned for certain
cases.

2025/848 (Registration
of Relying Parties)

)

Annex IV, paragraph 3.

“the obligation for the providers of wallet-relying
party access certificates to log all wallet-relying
party access certificates they have issued to
ensure certificate transparency, in compliance
mutatis mutandis with IETF RFC 9162;”

RFC 9162 is not an standard and it is an
experimental RFC and oriented to TLS
certificates,

making this proposal, highly risky, especially for a
Regulation. (Logalty)

“a description, where relevant, on how a provider
of wallet-relying party access certificates logs all
wallet-relying party access certificates they have
issued, in compliance with internet engineering
task force (‘IETF’) request for comments (‘RFC’)
9162 Certificate Transparency version 2.0;”

Final text details better the IETF reference,
seemingly acknowledging the provided comment.
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2025/848 (Registration “The certificate policy and certificate practice “The wallet-relying party registration certificate

of Relying Parties) statement applicable to the provision of policy and certificate practice statement applicable

Annex V, Paragraph 3 wallet-relying party registration certificates shall to the provisioning of wallet-relying party
comply with IETF RFC 3647 and IETF RFC registration certificates shall be syntactically and
5755, and shall in particular include: [...] semantically harmonised across the Union and
This RFC (IETF RFC 5755), published in 2010, is | shall comply with at least the applicable NCP
called 'Internet Attribute Certificate Profile for requirements as specified in standard ETSI EN
Authorization' and it only provides a skeleton for | 319411-1 version
transporting ASN.1 codified attributes. These 1.4.1 (2023-10), and shall include: [...]”
attribute certificates have never succeeded in the | Final text has removed mention to the RFC
market and should not be the standard way to indicated in the provided comment, replacing it by
represent attributes ETSI standard EN 319411-1 v1.4.1.

intended to be use by relying parties. A better
approach is to use JSON. (Logalty)

2025/848 (Registration | “the obligation for the providers of wallet-relying “a description, where relevant, on how a provider
of Relying Parties) party registration certificates to log all wallet- of wallet-relying party registration certificates logs
Annex V, Paragraph 3, relying party registration certificates they have all wallet- relying party registration certificates they
(j) now (i) issued to ensure certificate transparency, in have issued;”
compliance mutatis mutandis with IETF RFC Mention to RFC has been removed, in line with
9162;” provided comment.

See comment above. (Logalty)
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