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EXECUTIVE SUMMARY

The eIDAS DC4EU Large Scale Pilot establishes a comprehensive trust framework for
electronic attestation of attributes (EAAs) in education and professional qualifications. This
framework addresses the fundamental limitations of classical public key infrastructure (PKI)
whilst maintaining full compliance with e|DAS regulation through innovative hybrid approaches
that combine traditional PKI with decentralised PKI (dPKI) technologies.

The DC4EU project has developed and piloted two complementary trust models:

1. Classical PKI model - traditional certificate authority-based trust lists
2. Hybrid dPKI model - combining decentralised PKI with classical PKI using European
blockchain services infrastructure (EBSI)

The hybrid approach has proven capable of overcoming classical PKI limitations whilst
delivering enhanced trust assurance, automated verification capabilities, and seamless cross-
border recognition for educational and professional credentials.
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TRUST MODELS FOR EDUCATION AND PROFESSIONAL QUALIFICATIONS:
EIDAS DC4AEU LARGE SCALE PILOT APPROACH

|dentity context and scope

Legal elD regime: foundational identity
Within the legal elD regime under eIDAS, we distinguish between:

e Foundational identity: person identification data (PID) issued by member states
through EUDIW, establishing legal identity

e Non-foundational identity: educational and professional attributes that build upon
but are separate from legal identity

Educational credentials: non-foundational identity domain

Educational and professional qualifications represent non-foundational identity attributes
that:

Build upon foundational identity without replacing it

Require separate trust models from PID issuance

Need specialised governance reflecting educational authority structures
Operate under different regulatory frameworks from member state identity
provision

This distinction is crucial because educational credentials must link to but not duplicate the
foundational identity functions of PID, requiring their own trust infrastructure and verification
mechanisms.

Trust model foundations

Classical PKI limitations in education

Traditional PKI trust models, whilst mature and widely deployed, present significant
limitations when applied to the complex governance requirements of education and
professional qualifications:

Identity vs authorisation gap

Classical PKI enables verification of an entity's legal identity but does not communicate
the specific authorisations of that entity to issue particular types of educational or
professional credentials. For example:
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e Adigital certificate may confirm that a university exists legally, but not whether it is
authorised to issue an EQF level 7 diploma

e A professional association may be legally identified, but the PKI does not indicate
whether it can issue continuing medical education (CME) quality assurance
credentials

Absence of dynamic governance layer

Classical PKI lacks the ability to represent and manage the hierarchical and federated
authorisation structures required in European education:

e Ministries authorising universities

e National quality assurance agencies accrediting regional bodies

e National research and education networks (NRENSs) acting as intermediaries for
federated identities

These multi-tiered relationships are critical in Europe's diverse and decentralised education
landscape but cannot be adequately expressed through traditional certificate hierarchies.

The dPKI solution: verifiable authorisations

To address these fundamental gaps, the DC4EU initiative has developed a decentralised
PKI model (dPKI) based on W3C verifiable credentials and electronic attestations of
attributes (EAAs), fully aligned with EBSI specifications and eIDAS2 requirements.

What dPKI enables

Decentralised PKI leverages verifiable credentials and decentralised identifiers (DIDs) to
extend classical PKI with a layer of governed, verifiable authorisations:

e Root trust authority organisations (TAOs) issue EAA-based verifiable credentials to
authorised entities

e These credentials include granular statements such as "licence to act at national
level", "EQF level 8 issuer”, or "quality assurance at programme level"

e Authorisations are cryptographically signed, timestamped, and can be verified in real-
time

e The model supports federated governance structures that align with how education is
actually governed in the EU

Concrete implementation benefits

e Granular, role-based trust: verification of not only who the issuer is, but what they
are specifically authorised to issue

e Federated governance support: alignment with European education area goals and
EQF implementation

e Cross-border interoperability: automated recognition of learning outcomes across
member states
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e Enhanced security: blockchain-anchored trust with immutable audit trails

DC4EU hybrid approach: best of both worlds

The DC4EU large scale pilot has successfully demonstrated a hybrid model that combines
the strengths of both trust approaches whilst maintaining full elDAS compliance.

Hybrid architecture components

Classical PKI elements

X.509v3 certificates for legal entity identification
Traditional certificate authorities and trust lists
Established revocation mechanisms (CRL/OCSP)
Mature operational procedures and regulatory frameworks

dPKI enhancements

EBSI verifiable data registries for enhanced trust verification

Decentralised identifiers (DIDs) for blockchain-anchored legal entity identity
Verifiable accreditations for automated authorisation checking

Disintermediated proxy status lists through streamlined validation avoiding "phone
home" calls and enhancing privacy

Certificate-DID binding
The innovative X.509-DID binding mechanism enables:

Dual verification paths through both PKI and dPKI

Enhanced interoperability with legacy systems

Increased resilience through fallback capabilities

Future-proof architecture supporting both traditional and emerging trust models

Technical implementation

The hybrid model employs JAdES D-Zero signature profiles that include both classical
certificate chains and DID references:

"alg": "ES256",

"typ": "jades-d-z",

"kid": "did:ebsi:ziuFQNRWr6vNeEpTgimmCpwitkeys-1",

"x5¢": ["MIICmDCCAgGgAwIBAgIBADANBgKq..."],

"x5t#S256": "2d4e6f8b9a1c3d5e7f9alb2c4d6e8f0a1b3c5d7e9f0a2b4c6d8e”

}
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This approach enables:

Traditional PKI verification through certificate chain validation
dPKI verification through EBSI registry queries

Binding verification ensuring certificate and DID consistency
Dual trust path validation for maximum assurance

Privacy-enhanced verification

The dPKI model implements disintermediated verification mechanisms that:

Eliminate "phone home" calls to issuer systems during verification

Use proxy status lists distributed through EBSI for credential status checking
Enable offline verification capabilities whilst maintaining security

Protect user privacy by preventing issuer tracking of credential usage
Support selective disclosure mechanisms for data minimisation

Regulatory compliance and legal recognition

elDAS2 alignment

The hybrid model ensures full compliance with the amended elDAS regulation (EU)
2024/1183:

e Electronic attribute certificates for role-based authorisations
e Non-discrimination principles ensuring legal recognition

e Cross-border automatic recognition through EBSI facilitation
o Qualified trust service provider integration where required

Educational regulatory framework
The approach aligns with key European educational policies:

European education area objectives for mobility and recognition
European qualifications framework (EQF) implementation
Bologna process commitments for degree recognition
Professional qualifications directive requirements

Implementation scenarios and guidance

The DC4EU trust framework supports multiple implementation scenarios based on
organisational requirements and regulatory context:
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Scenario-based implementation

Trust Optimal Scenarios Key Benefits
Model
Classical Public sector bodies (PUbEAA), Established trust chains,
PKI qualified TSPs (QEAA) regulatory compliance

Pure dPKI Digital-native organisations, simplified Enhanced automation, reduced

operations complexity
Hybrid Non-qualified TSPs, enhanced Maximum trust assurance,
Model interoperability needs legacy integration

Implementation pathways

Trust models foundation

Essential background: Understanding classical PKI limitations and the complementary
dPKI model under eIDAS2

For credential issuers
Pure dPKI implementation:

e EUHEMC JAJES D-Zero signature guide - Complete signing process using pure
dPKI

e EUHEMC JAJES D-Zero verification guide - Step-by-step verification with practical
examples

Hybrid X.509-DID implementation:

e X.509-DID binding guide for credential issuers - Advanced hybrid approach
combining traditional PKI with DID binding

For credential verifiers
All relying parties:

e Wallet relying party PKI guidelines - Comprehensive guide for credential verification
and WRPAC/WRPRC implementation

Architecture decision support

Technical comparison and selection:
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e Hybrid PKI impact analysis: X.509-DID vs pure dPKI - Comprehensive comparison
and performance analysis

e Hybrid vs pure dPKI: key differences and impact - Focused technical comparison
with implementation details

e DCA4EU technical profiles comparison matrix - Pilot1 vs Pilot2 detailed analysis

Results and validation

Large scale pilot outcomes

The DC4EU large scale pilot has successfully validated the hybrid trust model across
multiple European institutions:

Technical validation

Performance: acceptable verification times with enhanced trust assurance
Interoperability: seamless integration with existing PKI infrastructure
Scalability: proven capability to handle institutional-scale credential volumes
Security: enhanced protection through dual trust path validation

Privacy: demonstrated disintermediated verification protecting user privacy

Regulatory validation

eIDAS compliance: full conformance with amended regulation requirements
Cross-border recognition: automated acceptance across participating member
states

Educational policy alignment: support for European education area objectives
Professional mobility: facilitation of qualification recognition

Institutional adoption

Universities: successful implementation for degree and micro-credential issuance
Professional bodies: enhanced trust for continuing education certificates
Government agencies: streamlined verification for public service access
Employers: automated credential validation for recruitment processes

Key achievements

The hybrid approach has demonstrated:

1.
2.
3.
4.
5.

Overcoming classical PKI limitations whilst maintaining compatibility
Enhanced trust mechanisms through EBSI verifiable data registries
Automated verification capabilities reducing manual processes
Privacy-preserving verification through disintermediated status checking
Future-proof architecture supporting evolving trust requirements
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6. Full regulatory compliance with eIDAS and educational frameworks

Conclusion and recommendations

The DC4EU large scale pilot has proven that hybrid trust models combining classical
PKI with dPKI represent the optimal approach for education and professional qualifications
in the European digital identity ecosystem.

Strategic recommendations

For educational institutions

e Assess current PKI maturity and determine optimal implementation pathway
e Consider hybrid model benefits for enhanced interoperability and trust

e Plan phased migration from pure classical PKI to hybrid approaches

e Invest in EBSI integration for future-proof credential systems

For policy makers

e Support hybrid model adoption through appropriate regulatory frameworks
e Facilitate EBSI integration across educational institutions

e Promote cross-border recognition through standardised trust models

e Invest in capacity building for dPKI implementation

For technology providers

Develop hybrid PKI solutions supporting both classical and dPKI verification
Ensure EBSI compatibility in credential management systems

Provide migration tools for institutions transitioning trust models

Support standards compliance with eIDAS and W3C specifications
Implement privacy-preserving verification mechanisms using disintermediated
status lists

The DC4EU hybrid trust model represents a significant advancement in digital credential
technology, successfully bridging traditional and emerging trust paradigms whilst delivering
enhanced security, automation, privacy protection, and regulatory compliance for European
education and professional qualifications.
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DC4EU TRUST FRAMEWORK IMPLEMENTATION ANNEXES

Digital Credentials for Europe - Comprehensive Technical Implementation Guide

Overview

This collection of annexes provides complete technical implementation guidance for the
DC4EU Large Scale Pilot trust framework for educational and professional qualifications.
Each annex addresses specific implementation scenarios and use cases within the European
Digital Identity Wallet (EUDIW) ecosystem.

Document structure

Foundational understanding

Annex A: Trust Models Foundation

Essential theoretical foundation explaining classical PKI limitations and the complementary
dPKI model under eIDAS2. Start here to understand why both trust models are necessary
for educational credentials.

Pure dPKI implementation pathway

Annex B: Pure dPKI Implementation
Complete signing process using pure decentralised PKI with EBSI and JAJES D-Zero
profile. Optimal for digital-native organisations seeking simplified trust models.

Annex C: Pure dPKI Verification
Step-by-step verification guide with practical code examples and tools. Enables relying
parties to validate pure dPKI credentials with privacy-preserving mechanisms.

Hybrid trust model implementation

Annex D: Hybrid X.509-DID Implementation

Advanced approach combining traditional PKI with DID binding. Provides maximum
interoperability and enhanced trust assurance for organisations with existing PKI
infrastructure.

Verification infrastructure
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Annex E: Wallet Relying Party PKI Guidelines
Comprehensive guide for credential verification, WRPAC/WRPRC implementation, and
entitlements framework. Essential for all organisations consuming educational credentials.

Architecture decision support

Annex F: Hybrid PKI Impact Analysis
Comprehensive comparison of X.509-DID binding versus pure dPKI, including performance
analysis, migration strategies, and technical trade-offs.

Annex G: Implementation Comparison
Focused technical comparison with direct side-by-side analysis, code examples, and
performance implications for implementation decision-making.

Annex H: Technical Profiles Matrix
Detailed comparison between Pilot1 (Classical PKI with SD-JWT) and Pilot2 (Hybrid PKI
with W3C VC) approaches, including regulatory scenario alignment.

Implementation pathways

Choose your journey

Digital-native organisation

e Start with: Annex A - Annex B - Annex C

e Best for: Simplified operations, no legacy PKI requirements
e Trust model: Pure dPKI with EBSI

Traditional institution with PKI

e Start with: Annex A - Annex F - Annex D

e Best for: Maximum interoperability, enhanced trust assurance
e Trust model: Hybrid X.509-DID binding

Credential verifier/consumer

e Start with: Annex A - Annex E

e Best for: Employers, institutions, government agencies
e Role: Wallet Relying Party (WRP)

Architecture decision maker

The DC4EU project is Co-funded by
Co-funded by . the European Union’s Digital Europe
the European Union  programme under Grant Agreement
no. 101102611 Page 14 of 337

© 2023-2025 DC4EU


https://claude.ai/chat/annex-f-impact-analysis.md
https://claude.ai/chat/annex-f-impact-analysis.md

DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) EE DC4EU

e Start with: Annex A - Annex F - Annex G - Annex H

Best for: Technical decision makers, system architects
Outcome: Informed implementation strategy

Key implementation scenarios

DC4EU Scenario alignment

Scenario Description Recommended Trust Model
Annexes

Scenario1l Closed ecosystems Not covered Bilateral
agreements

Scenario2 Non-qualified TSPs + Public A B, C,D,E Pure dPKI or

bodies Hybrid

Scenario3 Public sector bodies (PUbEAA) A,D, E Hybrid
recommended

Scenario4 Qualified TSPs (QEAA) A D, E Hybrid
recommended

Use case examples

University issuing microcredentials - Annexes A, B, Cor A, D
Employer verifying qualifications - Annexes A, E
Government agency providing services - Annexes A, E
Professional body issuing certifications —~ Annexes A, D, E

Technology vendor building solutions — All annexes for comprehensive understanding

Technical standards covered

eIDAS 2.0 compliance and electronic attribute certificates
W3C Verifiable Credentials Data Model v1.1 and v2.0
EBSI technical specifications and verifiable data registries
JAdES D-Zero signature profile implementation

X.509 PKI standards and certificate management
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Council Recommendation on European approach to micro-credentials
GDPR compliance and privacy-preserving verification

Prerequisites

Technical knowledge

Basic understanding of public key cryptography

Familiarity with JSON Web Tokens (JWT) and JSON Web Signature (JWS)
Web API development experience

Understanding of digital certificates and PKI concepts

Regulatory context

elDAS regulation framework

European digital identity ecosystem
Educational qualification recognition in Europe
GDPR data protection requirements

Development environment

Programming language support (Python, Node.js, or Java examples provided)
Cryptographic libraries access

HTTPS endpoint capabilities

Database and caching infrastructure

Getting started

Recommended reading order

1.
2.
3.

Annex A - Essential foundation (15 minutes)

Annex F - Architecture decision support (20 minutes)

Choose implementation path based on organisational requirements:
o Pure dPKI: Annexes B, C (45 minutes)
o Hybrid model: Annex D (60 minutes)
o Verification: Annex E (45 minutes)

Annex G - Technical validation (15 minutes)

Support and resources

Technical assistance

Implementation examples: Complete code samples in each annex
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e Testing tools: Browser-based verification utilities
e API specifications: RESTful interfaces and webhook integrations
e Troubleshooting guides: Common issues and solutions

Regulatory guidance

e Compliance checklists: eIDAS, GDPR, and educational framework alignment
o Audit requirements: Comprehensive logging and monitoring guidance
e Policy templates: Privacy policies and operational procedures

Community resources

EBSI documentation: https://api-pilot.ebsi.eu/docs/

W3C specifications: https://www.w3.org/TR/vc-data-model/

eIDAS information: Official EU regulation resources

Educational standards: Council Recommendation implementation guidance

Begin your DC4EU implementation journey with Annex A: Trust Models Foundation to
establish the essential theoretical understanding that underpins all technical
implementations.

This documentation represents the collective expertise of the DC4EU Large Scale Pilot
consortium, providing practical, tested guidance for implementing European digital identity
infrastructure for educational and professional qualifications.
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ANNEX A: TRUST MODELS FOUNDATION - CLASSICAL PKI AND DPKI UNDER
EIDAS2

Reference: Understanding classical PKI limitations and the complementary dPKI model
under eIDAS2

Context: Essential background for implementing trust models in educational and
professional qualifications

Introduction

This annex provides the theoretical foundation for understanding why the DC4EU Large

Scale Pilot developed hybrid trust models combining classical PKI with decentralised PKI
(dPKI). It explains the fundamental limitations of traditional trust models when applied to

educational credentials as non-foundational identity attributes and demonstrates how
EBSI-anchored dPKI addresses these gaps whilst maintaining full eIDAS compliance.

1. Educational credentials as non-foundational identity

1.1 Identity hierarchy in the eIDAS regime

Within the European digital identity ecosystem, we must distinguish between different types
of identity attributes:

Foundational identity (PID):

Person identification data issued by member states
Establishes legal identity within the eIDAS framework
Managed through EUDIW with highest trust assurance
Forms the basis for all other digital identity interactions

Non-foundational identity attributes:

Educational qualifications, professional certifications, and competencies
Build upon foundational identity without replacing it

Require separate trust models and governance structures

Subject to sectoral regulations distinct from member state identity provision

1.2 Educational governance complexity
Educational credentials present unique challenges because they:

e Operate across multiple jurisdictions with varying educational systems

e Involve complex authorisation hierarchies (ministries —» agencies - institutions)
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e Require granular trust statements about specific issuing capabilities
e Need dynamic governance that can adapt to changing accreditation status

This complexity cannot be adequately addressed by treating educational issuers merely as
"identified legal entities" under classical PKI.

2. Classical PKI limitations in education governance

2.1 The identity-authorisation gap

Classical PKI excels at establishing who an entity is but fails to communicate what that
entity is authorised to do. This fundamental limitation becomes critical in educational
contexts:

Example scenarios where classical PKI falls short
Scenario 1: University degree issuance

Classical PKI confirms: "This is legally Universidad de Barcelona"
Missing information: "Is Universidad de Barcelona authorised to issue EQF Level 7
engineering degrees?"

e Required verification: Ministry of Education accreditation for specific programmes

Scenario 2: Professional body certification

Classical PKI confirms: "This is legally the British Computer Society"
Missing information: "Can BCS issue continuing professional development
certificates recognised across the EU?"

e Required verification: Professional qualifications directive compliance and cross-
border recognition agreements

Scenario 3: Quality assurance validation

Classical PKI confirms: "This is legally ANECA (Spain's quality assurance agency)"
Missing information: "Is ANECA authorised to conduct programme evaluations for
this specific university and degree?"

e Required verification: ESG compliance and institutional accreditation scope

2.2 Absence of dynamic governance representation

Educational governance involves multi-layered authorisation structures that change over
time:

Hierarchical relationships
European Commission (EQF coordination)
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\
National Ministries (degree recognition)
i
Quality Assurance Agencies (institutional accreditation)

i

Universities (programme delivery)
\

Departments (credential issuance)

Federated relationships
GEANT (European research network)

i
National Research Networks (MyAcademiclD federation)
\
Universities (federated identity provision)
\
Students (cross-institutional mobility)

Classical PKI cannot represent these dynamic, role-based relationships through static
certificate hierarchies.

2.3 Cross-border recognition challenges

The European Education Area requires automatic recognition of qualifications, but
classical PKI provides:

Legal entity identification only

No mechanism for expressing sectoral authorisations

Static trust relationships that cannot adapt to policy changes
No granular control over recognition scope and conditions

3. dPKI complementary model under eIDAS2

3.1 Verifiable authorisations framework

Decentralised PKI addresses classical PKI limitations by introducing verifiable
authorisations as a complementary layer:

Trust Authority Organisations (TAOs)
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Root authorities that can issue verifiable credentials about institutional authorisations:

o National ministries (e.g., Ministry of Education, Spain)
e European agencies (e.g., EQAR for quality assurance)
e Professional networks (e.g., GEANT for research networks)

Granular authorisation statements

TAOs issue EAA-based credentials containing specific statements:

"LicenceToActAtNationallLevel" for universities
"EQFLevel8Issuer" for doctoral degree authorisation

"MyAcademicIDIssuer" for federated identity provision

"QualityAssuranceAtProgrammelLevel" for accreditation scope
Real-time verification
These authorisations can be:

Cryptographically verified using standard W3C VC protocols
Checked in real-time against EBSI registries

Automatically updated when accreditation status changes
Selectively disclosed based on verification requirements

3.2 EBSI integration for enhanced trust

The European Blockchain Services Infrastructure provides the technical foundation for dPKI
through:

Verifiable Data Registries (VDRs)

o DID Registry: blockchain-anchored identifiers for legal entities
e Trusted Issuers Registry: authorisation credentials and accreditation chains
e Trusted Schema Registry: standardised credential formats and validation rules

Automated trust processing
EBSI enables:

Immutable audit trails for authorisation decisions

Distributed verification without single points of failure
Cross-border interoperability through common technical standards
Policy enforcement through smart contract mechanisms

3.3 Regulatory alignment with eIDAS2

The dPKI model ensures full compliance with amended elDAS regulation:
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Electronic Attribute Certificates (EACs)

e Represent role-based authorisations as verifiable credentials
e Provide legally recognised evidence of sectoral competence
e Enable cross-border recognition through common frameworks

Non-discrimination principles

e dPKI credentials receive equal treatment with traditional certificates
e Legal equivalence ensured through eIDAS2 provisions
e Automatic recognition facilitated across member states

4. Practical implementation: university degree issuance

4.1 Traditional PKI approach (limited)
What classical PKI provides:

Certificate Subject: Universidad de Barcelona
Certificate Issuer: Spanish CA Authority
Certificate Purpose: Legal entity identification

What's missing:

No indication of degree-granting authority
No connection to EQF level authorisations
No quality assurance validation

No cross-border recognition mechanism

4.2 Enhanced dPKI approach

Additional verifiable credentials from TAOs:

{
"issuer": "did:ebsi:spanish-ministry-education”,
"credentialSubject": {
"id": "did:ebsi:universidad-barcelona",
"authorisation": {
"type": "DegreeGrantingAuthority",
"level": "EQF-Level-7",
"field": "Engineering",
"validFrom™: "2020-01-01",
"accreditedBy": "did:ebsi:aneca"
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Verification benefits:

Automated checking of degree-granting authority
Real-time validation of accreditation status
Cross-border recognition through EQF mapping
Granular permissions based on specific programmes

4.3 Combined trust model advantages
The hybrid approach delivers:

e Legal entity identity through classical PKI

e Sectoral authorisations through dPKI credentials

e Enhanced interoperability with legacy systems

e Future-proof architecture supporting policy evolution

5. Governance model alignment

5.1 European Education Area objectives
The dPKI model directly supports:

Automatic recognition of qualifications through verifiable authorisations
Quality assurance transparency via blockchain-anchored credentials
Cross-border mobility enabled by common trust infrastructure

Policy alignment through programmable governance mechanisms

5.2 Bologna Process implementation
Key Bologna commitments enhanced by dPKI:

Degree recognition: automated through EQF-level credentials

Quality assurance: transparent through ESG compliance verification
Student mobility: facilitated by federated identity credentials
Transparency tools: enhanced through immutable qualification records

6. Technical implementation considerations

6.1 Cryptographic foundations
The dPKI model employs:

ES256/ES256K algorithms for digital signatures
JWS/JAJES formats for credential serialisation
DID methods for decentralised identifier management
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e Verifiable presentation protocols for selective disclosure

6.2 Registry interactions
EBSI integration requires:

DID resolution for entity verification

Trust registry queries for authorisation checking
Schema validation for credential format compliance
Status list verification for revocation checking

7. Privacy and security implications

7.1 Privacy enhancements
dPKI provides superior privacy through:

Selective disclosure of relevant authorisations only
Disintermediated verification avoiding "phone home" calls
Minimal data exposure compared to full certificate chains
User control over credential presentation

7.2 Security benefits
Enhanced security features include:

e Immutable audit trails through blockchain anchoring

e Distributed trust reducing single points of failure

e Cryptographic binding between identities and authorisations
e Real-time status checking for compromised credentials

8. Migration pathways

8.1 Incremental adoption
Organisations can adopt dPKI through:

Parallel implementation alongside existing PKI

Gradual authorisation migration to verifiable credentials
Legacy system integration through hybrid approaches
Pilot programme validation before full deployment

8.2 Ecosystem transformation
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The education sector benefits from:

e Network effects as more institutions adopt dPKI

e Reduced verification overhead through automated trust processing

e Enhanced student mobility via portable credential verification

e Policy innovation enabled by programmable governance
Conclusion

The DC4EU Large Scale Pilot has demonstrated that classical PKI alone is insufficient for
the complex trust requirements of educational credentials as non-foundational identity
attributes. The complementary dPKI model using EBSI addresses fundamental governance
limitations whilst maintaining full eI DAS2 compliance.

This foundation enables the hybrid trust models detailed in subsequent annexes, providing
institutions with practical pathways to enhanced trust, automated verification, and seamless
cross-border recognition for educational and professional qualifications.

The theoretical framework established here underpins all technical implementation
approaches covered in the following annexes, ensuring that technical choices align with the
regulatory and governance requirements of the European digital identity ecosystem.
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ANNEX B: PURE DPKI IMPLEMENTATION - EUHEMC JADES D-ZERO SIGNATURE
GUIDE

Reference: Complete signing process using pure dPKI with EBSI and JAdES D-Zero profile
implementation

Context: Technical implementation guide for organisations choosing pure decentralised PKI
without X.509 certificate integration

Introduction

This annex provides comprehensive technical guidance for implementing pure decentralised
PKI (dPKI) credential signing using the JAdES D-Zero profile as specified by EBSI. This
approach is optimal for digital-native organisations or those seeking simplified trust models
without traditional PKI integration requirements.

Building upon the trust models foundation established in Annex A, this implementation guide
demonstrates how to leverage EBSI's verifiable data registries to create legally compliant
educational credentials that overcome classical PKI limitations through decentralised trust
mechanisms.

1. Pure dPKI architecture overview

1.1 Trust model characteristics
Pure dPKI implementation provides:

Single trust path through EBSI verifiable data registries
Simplified verification without certificate chain validation
Enhanced privacy through disintermediated status checking
Reduced complexity compared to hybrid approaches

1.2 Key components
The pure dPKI model relies exclusively on:

Decentralised ldentifiers (DIDs) for issuer identity
EBSI registries for trust verification

W3C Verifiable Credentials for credential format
JAdES D-Zero profile for signature implementation

1.3 Regulatory compliance

This approach ensures full compliance with:
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eIlDAS2 regulations for electronic attestations of attributes
Non-discrimination principles for legal recognition

EBSI technical specifications for interoperability

W3C standards for credential formats

2. EUHEMC signature application process

2.1 Overview of signature transformation

The signature process transforms an unsigned European Higher Education Microcredential
(EUHEMC) into a signed, legally compliant credential using the JAdES D-Zero profile:

Input: Unsigned EUHEMC credential (JSON-LD format) Process: JAdES D-Zero signature
application Output: Signed JWS token ready for EUDIW storage

2.2 Technical standards alignment
The implementation aligns with:

ETSI TS 119 182-1 (JAJES specification)

W3C Verifiable Credentials Data Model v1.1

EBSI credential profiles and technical specifications

Council Recommendation on European approach to micro-credentials

3. Step-by-step signature implementation

3.1 Step 1: Prepare the protected header

The JAdES D-Zero header contains metadata about the signature and issuer:

"alg": "ES256",
"typ": "jades-d-z",
"cty": "vc+ld+json",
"kid": "did:ebsi:ziuFQNRWr6vNeEpTgimmCpwi#keys-1",
"crit": ["sigT", "sigPI"],
"sigT": "2025-05-04T10:00:00Z",
"sigPI"™: {
"addressCountry": "ES",
"addressLocality": "Tarragona",
"postalCode": "43007",
"streetAddress": "Carrer de I'Escorxador, s/n"

}

}

Field explanations:
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e alg: Elliptic Curve Digital Signature Algorithm (ECDSA) with SHA-256
e typ: JAJES D-Zero profile identifier for EBSI compatibility

e cty: Content type identifying W3C Verifiable Credential payload

e kid: DID reference to issuer's public key in EBSI DID registry

e crit: Critical extensions that verifiers must understand

e sigT: Signature creation timestamp for temporal context

e sigP1l: Signing location for enhanced legal and contextual trust
Encoding process:

1. Convert header to UTF-8 string with minified JSON
2. Apply Base64URL encoding (URL-safe, no padding)
3. Result forms first component of JWS token

3.2 Step 2: Prepare the payload

The payload contains the complete EUHEMC credential with all mandatory Annex |
elements:

"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://w3id.org/edc/v1"

1,
"id": "urn:uuid:4f8d7c9e-9a1b-4b1e-8f2a-5c¢3e6d7b9c0d",
Iltypell: [
"VerifiableCredential",
"EuropeanDigitalCredential",
"EuropeanHigherEducationMicroCredentials"

1,
"issuer": {

"id": "did:ebsi:ziuFQNRWrévNeEpTgimmCpw"
2
"issuerCountry™: {

"id": "urn:concept:es",
"type": "Concept",
"prefLabel": {"en": "Spain"}
2
"issuanceDate": "2025-05-04T10:00:00Z2",
"qualityAssurance": {

"id": "urn:concept:esg",

"type": "Concept",

"prefLabel": {"en": "ESG-compliant"}
}

redentialSubject": {
"id": "did:ebsi:example:student123",
"type": "Person",
"fullName": {"en": "Juan Pérez Garcia"},
"hasClaim": [{
"id": "urn:uuid:1a2b3c4d-5e6f-7g8h-9i0j-1k213m4n506p",
"type": "LearningAchievement",
"title": {"en": "Advanced Data Analysis"},
"creditReceived": [{
"type": "CreditPoint",
"framework": {
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"id": "urn:concept:ECTS",
"type": "Concept",
"prefLabel": {"en": "ECTS"}

"pOint"Z ||5|r
1l
1
}
}

Payload processing:

1. Stringify JSON-LD removing unnecessary whitespace
2. Apply Base64URL encoding
3. Result forms second component of JWS token

3.3 Step 3: Compute the ECDSA signature
Signing input preparation:

ASCII(BASE64URL(UTF8(Header)) || "' || BASE64URL(Payload))

Cryptographic process:

Hash computation: SHA-256 digest of signing input

ECDSA signing: Use issuer's private key (P-256 curve)
Signature encoding: Base64URL encoding of signature bytes
Key reference: Public key available in EBSI DID registry

A\ .

Example DID document structure:

"@context": ["https://www.w3.org/ns/did/v1"],
"id": "did:ebsi:ziuFQNRWr6vNeEpTgimmCpw",
"verificationMethod": [{
"id": "did:ebsi:ziuFQNRWr6vNeEpTgimmCpwi#keys-1",
"type": "JsonWebKey2020",
"controller": "did:ebsi:ziuFQNRWrévNeEpTgimmCpw",
"publicKeyJwk": {
"kty": "EC",
"crv": "P-256",
"x": "9f00-IIhEFVmIpCU8u51i4ZqCAY 1bMHUu50EbXOrOz8",
"y": "84Mp_hrdzgRDD3a8DNYPONWJYPND1H6WKN-NmnrRbD8",
"alg": "ES256"
}
1,
"assertionMethod": [
"did:ebsi:ziuFQNRWr6vNeEpTgimmCpwi#keys-1"
]
}
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3.4 Step 4: Form JWS compact serialisation
Final JWS structure (RFC 7515 compliant):

<header>.<payload>.<signature>

Complete example:

eyJhbGciOiJFUzI1NilsInR5cCI6ImphZGVzLWQteilsimNOeSI6InZjK2xkK2pzb24iL CJraWQiO
iJkaWQ6ZWJzaTp6aXVGUUSSV3I2dk5IRXBUZ2ItbUNwdyNrZXIzL TEILCJjcmlIOljpbInNpZ1
QiLCJzaWdQbCJdLCJzaWdUIjoiMjAyNSOwWNSOwNFQxMDowMDowMFoiLCJzaWdQbCl6e
yJhZGRyZXNzQ291bnRyeSI6IkVTIliwiYWRkecmVzcOxvY2FsaXR5ljoiVGFycmFnb25hliwicG
9zdGFsQ29kZSI61jQzMDAS3Iiwic3RyZWVOQWRkemVzeyl61kNhenJIciBkZSBsJOVzY29ye GF
kb3IsIHMvbiJ9fQ.eyJAY29udGV4dCl6WyJodHRwczovL3d3dy53My5vemcvMjAxOC9jcmVk
ZW50aWFscy92MSIsImh0dHBzOi8vdzNpZC5vemcvZWRIL3YxII0sImlkljoidXJuOnV1aWQ6
NGY4ZDdjOWUtOWEXYi00YjFILThmMmEtNWMzZTZkN215YzBkliwidHIwZSI6WyJWZXJpZ
mIhYmxIQ3JIZGVudGlhbClslkV1cm9wZWFuRGInaXRhbENyZWRIbnRpYWwiLCJFdXJvcG
VhbkhpZ2hlckVkdWNhdGIvbk1pY3JvQ3JIZGVudGlIhbHMiXSwiaXNzdWVyljp7ImlkljoiZGlkO
mVic2k6eml1RIFOUIdyNnZOZUVwVGdpbW1DcHcifSwiaXNzdWVyQ291bnRyeSI6eyJpZCl
6InVybjpjb25jZXBO0OmMVzliwidHIwZSI6IkNvbmNIcnQiLCJwemVmTGFiZWwiOnsiZW4iOidTc
GFpbiJ9fSwiaXNzdWFuY2VEY XRIIjoiMjAyNSOWNSOwNFQxMDowMDowMFoiLCJpc3N1Z
WQIiOilyMDIMLTA1LTAOVDEwWOjAWOjAWWilsInZhbGIkRnJvbSI61jlwMjUtMDUtMDRUMTAG
MDAG6MDBaliwicXVhbGl0eUFzc3VyYWS5jZS16eyJpZCl6InVybjpjb25jZXBO0OmMVzZylsInR5cG
UiOiJDb25jZXB0liwicHJIZkxhYmVsljp7ImVuljoiRVNHLWNvbXBsaWFudCJ9fSwiY3JIZGVud
GlIhbFN1YmplY3QiOnsiaWQiOiJkaWQ6ZWJzaTpleGFtcGxIONNOdWRIbnQxMjMiLCJ0eXBI|
joiUGVyc29uliwiZnVsbE5hbWUiOnsiZW4iOiJKdWFulFDDgXJleiBHY XJj7WEifSwiZ212Z\W5
OYW1lljp7ImVuljoiSnVhbiJOLCIMmYW1pbHIOYW1lljp7ImVuljoiUMOpcmV6In0sim5hdGlvbm
FsSUQiOnsiaWQiOiJ1cm46bGVnYWw6ZXM6RES5JOjEyMzQ1Njc4WilsInR5¢cGUIOiIJMZWd ImlkljoidXJuOmNvbmNIcnQ6b25saW5lliwid
HIwZSI61kNvbmNIcnQiLCJwemVmTGFiZWwiOnsiZW4iOiJPbmxpbmUifX0sInNOYWNrYWJp
bGl0eSI6eyJpZCl6InVybjpjb25jZXBOONNOYWNrYWJsZSIsInR5cGUIOiJDb25jZXB0liwicHJI
ZkxhYmVsljp7ImVuljoiU3RhY2thYmxIIHRvd2FyZHMgZGVncmVIIn19LCJsZWFybmluZ091d
GNvbWUIOIt7ImlkljoidXJuOnV1aWQ6M2M0ZDVINmMYtN2c4aC05aTBqL TFrMmwtM200bjVv
NnA3cThyliwidHIwZSI61kxYXJuaW5nT3V0Y29tZSIsInRpdGxlljp7 ImVuljoiQWJpbGl0e SBOb
yBhbmFseXpllGxhcmdlIGRhdGFzZXRzIn0sInJIbGFOZWRDb21wZXRIbmNIljpbeyJpZCl6InV
ybjpjb25jZXBO0OmMRhdGEtYW5hbHIzaXMiLCJ0eXBIljoiQ29uY2VwdCIsInByZWZMYWJIbCI16
eyJIbil6lkRhdGEgQW5hbHIzaXMifX1dLCJyZWxhdGVKRVNDT1NraWxsljpbeyJpZCl6Imh0d
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HAGLY9KYXRhLmMV1cm9OwY S51dS9lc2NvL3NraWxsLzEyMzQ1liwidHIwZSI61kNvbmNIcnQiL
CJwemVmTGFiZWwiOnsiZW4iOiJTdGF0aXNOaWNhbCBEYXRhIEFuYWx5c¢21zIn19XX1dL
CJhd2FyZGVkQnkiOnsiaWQiOiJ1cm46dXVpZDphd2FyZCOxliwidHIwZSI6IkF3YXJkaWsnU
HJvY2VzcylsImF3YXJkaWsnQm9keSI6eyJpZCI6ImRpZDplYnNpOnppdUZRTIUXcjZ2TmVG
cFRnaW1tQ3B3liwidHIwZSI61k9yZ2FuaXNhdGlvbilsImxIZ2FsTmFtZSI6eyJIbil61lJvdmlyYSB
pIFZpcmdpbGkgVW5pdmVyc2l0e SJIFX19XX0sImNyZWRIbnRpYWxXTY2hIbWEiOnsiaWQiO
iJodHRwczovL3RydXNOZWQtcmVnaXNOcmllcy5lYnNpLmV1L3NjaGVtY XMvZXVoZW1jLzE
uMClsInR5cGUIOiJKc29uU2NoZW 1hIin0sImRpc3BsYXIQYXJhbWV0ZXIiOnsiaWQiOidJ1cm4
6dXVpZDo2ZjdnOGg5aS0wajFrLTJsM20tNG41by02cDdxOHI5czBOMXUILCJ0eXBlljoiRGlz
cGxheVBhcmFtZXRIcilsInRpdGxlljp7ImVuljoiRVUIRU1DIERpc3BsY XkifSwibGFuZ3VhZ2Ui
Olt7ImlkljoidXJuOmNvbmNIcnQ6Z2W4iLCJ0eXBlljoiQ29uY2VwdClsInByZWZMYWJIbCl6eyJ
Ibil61kVuZ2xpc2gifX1dLCJIwemitY XJ5TGFuZ3VhZ2UiOnsiaWQiOiJ1cm46Y29uY2VwdDplbil
sInR5cGUIOiJDb25jZXB0liwicHJIZkxhYmVsljp7ImVuljoiRW5nbGlzaCJ9fSwiaWSkaXZpZHV
hbERpc3BsYXkiOlt7ImlkljoidXJuOnV1aWQ6N2c4aDIpMGotMWsybCOzbTRULTVVNNAIN3E
4c¢jlzMHQxdTJ2liwidHIwZSI161kluZGI2aWR1YWxEaXNwbGF5liwiZmllbGRQYXRoljoiY3JIZG
VudGIhbFN1YmplY3QuZnVsbEShbWUILCJsYWJIbCl6eyJIbil6lkZ1bGwgTmFtZSJOLCJvem
RIcil6MX0seyJpZCl6InVybjp1dWIkOjhoOWkwajFrLTJsM20tNG41by02cDdxL ThyOXMwdDF
1MnYzd3ciLCJ0eXBlljoiSW5kaXZpZHVhbERpc3BsYXkiLCImaWVsZFBhdGgiOidjcmVkZW
50aWFsU3ViamVjdC50YXNDbGFpbVswXS50aXRsZSIsiImxhYmVsljp7ImVuljoiQWNoaWV2
ZW1lbnQgVGI0bGUifSwib3JkZXIiOjJ9XX19.UPgqjyQ0QHxZpGo-
WyMOkGNLkz9blzwrj5Qb1QzyCXjD4Xr2Mp7Aj9M5-Wz8qJ9A3bCyqX8gZ1Ks-RAFhT7GbH

4. Implementation code examples

4.1 Python implementation

import json

import base64

import hashlib

from cryptography.hazmat.primitives import hashes

from cryptography.hazmat.primitives.asymmetric import ec

from cryptography.hazmat.primitives.serialization import Encoding, PublicFormat

def create_jades_d_zero_signature(payload, private_key, did_reference, signing_location):
"""Create JAJES D-Zero signature for EUHEMC credential""

# Step 1: Create protected header
header = {

"alg": "ES256",

"typ": "jades-d-z",

"cty": "vc+ld+json",

"kid": did_reference,

"crit": ["sigT", "sigPI"],

"sigT": "2025-05-04T10:00:00Z",
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"sigPI": signing_location

}

# Step 2: Encode header and payload

header_encoded = base64.urlsafe_b64encode(
json.dumps(header, separators=(',', ":')).encode('utf-8")

).decode('utf-8').rstrip('=")

payload_encoded = base64.urlsafe_b64encode(
json.dumps(payload, separators=(',', ":')).encode('utf-8")
).decode('utf-8').rstrip('=")

# Step 3: Create signing input
signing_input = f"{header_encoded}.{payload_encoded}".encode(‘ascii')

# Step 4: Sign with ECDSA
signature = private_key.sign(
signing_input,
ec.ECDSA(hashes.SHA256())
)

# Step 5: Encode signature
signature_encoded = base64.urlsafe_b64encode(signature).decode('utf-8').rstrip('=")

# Step 6: Form JWS
return f'{header_encoded}.{payload_encoded}.{signature_encoded}"

# Example usage
signing_location = {
"addressCountry": "ES",
"addressLocality": "Tarragona",
"postalCode": "43007",
"streetAddress": "Carrer de I'Escorxador, s/n"

}

euhemc_payload = {
"@context": ["https://lwww.w3.0rg/2018/credentials/v1", "https://w3id.org/edc/v1"],
"id": "urn:uuid:4f8d7c9e-9a1b-4b1e-8f2a-5c3e6d7b9c0d",
"type": ["VerifiableCredential", "EuropeanDigitalCredential”,
"EuropeanHigherEducationMicroCredentials"],
"issuer": {"id": "did:ebsi:ziuFQNRWr6vNeEpTgimmCpw"},
"credentialSubject": {
"id": "did:ebsi:example:student123",
"fullName": {"en": "Juan Pérez Garcia"}

}
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}

# Generate signature (assuming private_key is available)
jws_token = create_jades_d_zero_signature(
euhemc_payload,
private_key,
"did:ebsi:ziuFQNRWr6vNeEp TgimmCpw#keys-1",
signing_location

4.2 Node.js implementation

const jose = require('jose");
const crypto = require(‘crypto’);

async function createJadesSignature(payload, privateKey, didReference, signingLocation) {
/I Create protected header
const protectedHeader = {
alg: 'ES256',
typ: 'jades-d-z',
cty: 'vc+ld+json’,
kid: didReference,
crit: ['sigT', 'sigPlI1],
sigT: '2025-05-04T10:00:00Z',
sigPl: signinglLocation

h

/I Create JWS

const jws = await new jose.SignJWT(payload)
.setProtectedHeader(protectedHeader)
.sign(privateKey);

return jws;

}

/l Example usage
const signingLocation = {
addressCountry: 'ES',
addresslLocality: "Tarragona’,
postalCode: '43007",
streetAddress: "Carrer de I'Escorxador, s/n"

J#

const euhemcPayload = {
'‘@context’: ['https://www.w3.0rg/2018/credentials/v1’, 'https://w3id.org/edc/v1'],
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id: 'urn:uuid:4f8d7c9e-9a1b-4b1e-8f2a-5c3e6d7b9c0d’,
type: ['VerifiableCredential', 'EuropeanDigitalCredential’,
'EuropeanHigherEducationMicroCredentials'],
issuer: { id: 'did:ebsi:ziuFQNRWr6vNeEpTgimmCpw' },
credentialSubject: {
id: 'did:ebsi:example:student123’,
fullName: { en: 'Juan Pérez Garcia'}
}
b

/I Generate signature
createJadesSignature(
euhemcPayload,
privateKey,
'did:ebsi:ziuFQNRWr6vNeEp TgimmCpw#keys-1',
signinglLocation
).then(jws => console.log('Signed credential:', jws));

5. EBSI integration requirements

5.1 DID registration
Before issuing credentials, organisations must:

Register DID in EBSI DID Registry

Publish DID document with public keys

Obtain verifiable accreditation from appropriate TAO
Register in trusted issuers registry for credential type

A\

5.2 Key management
Recommended approach:

Primary key (secp256k1): EBSI registry operations
Assertion key (P-256): Credential signing

Secure storage: Hardware security module (HSM)
Key rotation: Planned lifecycle management

5.3 Registry interactions
Essential EBSI calls:

// DID document publication
POST /did-registry/v4/identifiers
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{
"didDocument": { /* DID document */ },

"options": { "anchor": true }

}

I/l Trusted issuer registration
POST /trusted-issuers-registry/v4/issuers

{
"did"; "did:ebsi:example”,
"authorisedFor": ["https://trusted-registries.ebsi.eu/schemas/euhemc/1.0"]

}

/I Schema validation
GET /trusted-schemas-registry/v2/schemas/{schema_.id}

6. Compliance and validation

6.1 Mandatory elements validation

Council Recommendation Annex | requirements:

e / Learner identification (credentialSubject.fullName)
e / Issuing institution (issuer.id)

e / Issuer country (issuerCountry)

e / Learning outcomes (hasClaim.learningOutcome)

e / Credit allocation (creditReceived)

e / Quality assurance (qualityAssurance)

6.2 Schema compliance

EUHEMC schema validation:

{

"credentialSchema": {
"id": "https://trusted-registries.ebsi.eu/schemas/euhemc/1.0",
"type": "JsonSchema"

}
}

6.3 Legal compliance checklist
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e  elDAS2 compliance: Electronic attestation of attributes
e / Non-discrimination: Legal equivalence assured
e  Cross-border recognition: EBSI facilitated

e / Data protection: GDPR-compliant processing

7. Security considerations

7.1 Cryptographic requirements
Mandatory specifications:

e Signature algorithm: ES256 (ECDSA with P-256 and SHA-256)
e Key generation: Cryptographically secure random generation

o Key storage: Hardware security module recommended

e Timestamp accuracy: Reliable time source required

7.2 Threat mitigation
Key security measures:

Private key protection: Never expose in software
Signature verification: Always validate before accepting
Replay protection: Timestamp and nonce validation
Trust chain verification: EBSI registry validation required

8. Implementation workflow

8.1 Preparation phase

Generate cryptographic keys (secp256k1 + P-256)
Register DID in EBSI registry

Obtain institutional accreditation from relevant TAO
Configure signing infrastructure with secure key storage

BN

8.2 Operational phase

1. Validate student eligibility for credential

2. Prepare EUHEMC payload with mandatory elements
3. Apply JAdES D-Zero signature using this guide

4. Deliver to EUDIW via standard issuance protocols

8.3 Maintenance phase
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Monitor key expiration and plan rotation

Maintain EBSI registration and accreditation status

Update software dependencies for security patches
Audit signing operations for compliance verification

b A\

9. Testing and validation

9.1 Signature verification test

def verify _jades_signature(jws_token, expected_did):
"""Verify JAAES D-Zero signature for testing"""

header, payload, signature = jws_token.split(".")

# Decode header
header_decoded = json.loads(
base64.urlsafe_b64decode(header + '==").decode('utf-8")

)

# Verify header fields

assert header_decoded['alg'] == 'ES256'

assert header_decoded['typ'] == 'jades-d-Z'

assert header_decoded['kid'].startswith(expected_did)

# Verify critical extensions
assert 'sigT' in header_decoded['crit]
assert 'sigP!' in header_decoded['crit']

print("v' JAdES D-Zero signature structure valid")
return True

9.2 Integration testing

Test scenarios:

e  Header validation: All required fields present
e / Payload validation: EUHEMC schema compliance
e / Signature verification: Cryptographic correctness

e  EBSIl integration: DID resolution and trust checking

10. Troubleshooting guide
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10.1 Common implementation issues
Base64 encoding errors:

# Correct padding handling
def safe_b64_decode(data):
return base64.urlsafe_b64decode(data + '==')

DID resolution failures:

/I Retry with error handling
async function resolveDID(did, maxRetries = 3) {
for (leti = 0; i < maxRetries; i++) {
try {
return await fetch("https://api-pilot.ebsi.eu/did-registry/v4/identifiers/${did}");
} catch (error) {
if (i === maxRetries - 1) throw error;
await new Promise(resolve => setTimeout(resolve, 1000 * (i + 1)));
}
}
}

10.2 Performance optimisation

Signing performance:

e Use hardware acceleration where available

e Cache DID documents to reduce registry calls

e Batch operations for multiple credential issuance

e Parallel processing for large-scale deployment
Conclusion

This pure dPKI implementation guide provides organisations with a comprehensive pathway
to implementing legally compliant educational credentials using EBSI infrastructure. The
approach offers simplified trust models whilst maintaining full regulatory compliance and

cross-border recognition.

The JAJES D-Zero profile ensures interoperability with European digital identity
infrastructure whilst the pure dPKI model eliminates the complexity of traditional certificate
management. This makes it ideal for digital-native organisations or those seeking

streamlined trust architectures.
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For verification of credentials created using this implementation, refer to Annex C: Pure dPKI
Verification Guide.
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ANNEX C: PURE DPKI VERIFICATION - EUHEMC JADES D-ZERO VERIFICATION
GUIDE

Reference: Step-by-step verification with practical code examples, tools, and troubleshooting
Context: Comprehensive verification guide for credentials created using pure dPKI
implementation from Annex B

Introduction

This annex provides detailed guidance for verifying European Higher Education
Microcredentials (EUHEMC) signed with the JAdES D-Zero profile using pure decentralised
PKI. Building upon the signing process detailed in Annex B, this guide enables relying parties
to validate credential authenticity, integrity, and trustworthiness through EBSI's verifiable data
registries.

The verification process ensures that credentials created using the pure dPKI model maintain
their legal validity whilst providing enhanced privacy protection through disintermediated
verification mechanisms that avoid "phone home" calls to issuers.

1. Pure dPKI verification architecture

1.1 Verification principles
Pure dPKI verification relies on:

Single trust path through EBSI verifiable data registries

Distributed verification without contacting credential issuers
Privacy-preserving validation using proxy status lists

Automated trust processing through programmable verification logic

1.2 Key verification components
The verification process validates:

Cryptographic integrity through ECDSA signature validation
Issuer identity via EBSI DID registry resolution

Issuer authorisation through trusted issuers registry
Credential status using disintermediated status lists
Schema compliance against trusted schema registry

1.3 Privacy enhancements

Unlike classical PKI verification, the pure dPKI model:
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Eliminates tracking of credential usage by issuers

Reduces network dependencies through cached trust information
Enables offline verification with pre-downloaded status lists
Protects user privacy through selective disclosure mechanisms

2. Prerequisites and tools

2.1 Required infrastructure access
EBSI endpoint connectivity:

e DID Registry: https://api-pilot.ebsi.eu/did-registry/v4/

e Trusted Issuers Registry: https://api-pilot.ebsi.eu/trusted-issuers-
registry/v4/

e Trusted Schema Registry: https://api-pilot.ebsi.eu/trusted-
schemas-registry/v2/

e Status Registry: https://api-pilot.ebsi.eu/status-registry/v1/

2.2 Verification tools options
Option 1: EBSI wallet application

e Official EBSI wallet: Integrated JAdES D-Zero support
e Web interface: Browser-based verification portal
e Mobile application: Download from official app stores

Option 2: Command line tools

e OpenSSL.: Cryptographic operations and signature verification
e jq: JSON processing and data extraction
e curl: APl interactions with EBSI registries

Option 3: Programming libraries

e Node.js: jsonwebtoken, jose, did-resolver, @ebsi/did-resolver
e Python: jose, cryptography, did-resolver-python, requests
e Java: nimbus-jose-jwt, did-common-java, jackson

2.3 Development environment setup
# Node.js dependencies

npm install jose jsonwebtoken did-resolver @ebsi/did-resolver
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# Python dependencies

pip install python-jose[cryptography] requests did-resolver-python

# System tools (Ubuntu/Debian)

apt-get install openssl jq curl

3. Step-by-step verification process

3.1 Step 1: Parse JWS structure

Input: JAJES D-Zero signed credential from Annex B implementation Process: Split JWS
into header, payload, and signature components

Command line parsing
# Set the JWS token

JWS_TOKEN="eyJhbGciOiJFUzI1NilsInR5cCI6ImphZGVzLWQteilsimN0eSI6InZjK2xkK2pz
b24iLCJraWQiOiJkaWQ62ZWJzaTp6aXVGUU5SV3I2dk5IRXBUZ2ItbUNwdyNrZXIzLTEILCJj
cmlOljpbInNpZ1QiLCJzaWdQbCJdLCJIzaWdUIjoiMjAyNSOwWNSOwWNFQxMDowMDowMFoiL
CJzaWdQbCl6eyJhZGRyZXNzQ291bnRyeSI6GIkVTliwiYWRkecmVzcOxvY2FsaXR5ljoiVGFyc
mFnb25hliwicG9zdGFsQ29kZS161jQzMDA3liwic3RyZWVO0QWRkemVzcyl61kNhendiciBkZSB
sJOVzY29yeGFkb3IsIHMvbiJ9fQ.eyJAY29udGV4dCI6WyJodHRwczovL 3d3dy53MySvemcev
MjAxOC9jcmVkZW50aWFscy92MSIsiImh0dHBzOi8vdzNpZC5vemcvZWRIjL3YxII0sImlikljoid
XJuOnV1aWQENGY4ZDdjOWUtOWEXYiO0YjFILThmMmEINWMzZTZkN215YzBkliwidHIwZ
SIBWyJWZXJpZmIhYmxIQ3JIZGVudGIhbClslkV1cm9wZWFuRGInaXRhbENyZWRIbnRpY
WwiLCJFdXJveGVhbkhpZ2hlckVkdWNhdGIvbk1pY3JvQ3JIZGVudGlhbHMiXSwiaXNzdWVy
ljp7ImlkljoiZGIkOmVic2k6eml1RIFOUIdyNnZOZUVwVGdpbW 1DcHcifSwiaXNzdWVyQ291b
nRyeSI6eyJpZCl6InVybjpjb25jZXBO0OmMVzliwidHIwZSI6lkNvbmNIcnQiLCJwemVmTGFiZWw
iOnsiZW4i0iJTcGFpbid9fSwiaXNzdWFuY2VEY XRIIjoiMjAyNSOwWNSOwWNFQxMDowMDowM
FoiLCJpc3N1ZWQIiOilyMDI1LTA1LTAOVDEwWOJAWOjAWWilsinZhbGlkRnJvbSI61jlwMjUtMD
UtMDRUMTABMDABMDBaliwicXVhbGl0eUFzc3VyYW5jZS16eyJpZCI6InVybjpjb25jZXB00O
mVzZylsInR5cGUIiOiJDb25jZXB0liwicHJIZkxhYmVsljp7ImVuljoiRVNHLWNvbXBsaWFudCJ
9fSwiY3JIZGVudGIhbFN1YmplY3QiOnsiaWQiOiJkaWQ6ZWJzaTple GFtcGxIONNOdWRIbn
QxMjMiLCJ0eXBIljoiuGVyc29uliwiZnVsbEShbWUiOnsiZW4iOiJKdWFulF DDgXJleiBHY XJj7
WEIifSwiZ212ZW50YW1lljp7ImVuljoiSnVhbiJOLCImYW1pbHIOYW1Iljp7ImVuljoiUMOpcmV
6In0sIm5hdGlvbmFsSUQIiOnsiaWQiOidJ1cm46bGVnYWw6ZXM6ERE5JOjEyMzQ1Njc4WilsIn
R5cGUIOIJMZWdhbEIkZW50aWZpZXIiLCJub3RhdGIvbil6ljEyMzQ1Njc4WiJOLCJoYXNDbG
FpbSI6W3siaWQiOid1cm46dXVpZDoxYTJiM2M0ZC01ZTZmLTdnOGgtOWkwaiOxazJsM20
0bjVVNNAILCJ0eXBlljoiTGVhcm5pbmdBY2hpZXZIbWVudClsInRpdGxlljp7ImVuljoiQWR2Y
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W5jZWQgRGF0YSBBbmFseXNpcyJILCJjcmVkaXRSZWNIaXZIZCI6W3siaWQiOiJ1cm46d
XVpZDoyYjNjNGQ1ZS02ZjdnLThoOWktMGoxayOybDNtNG41bzZwN3EiLCJ0eXBlljoiQ3JI1Z
GIOUG9pbnQiLCJmcmFtZXdvemsiOnsiaWQiOiJ1cm46Y29uY2VwdDpFQ1RTIliwidHIwZSI6]
kKNvbmNIcnQIiLCJwemVmTGFiZWwiOnsiZW4iOiJFQ1RTIN19LCJwb2ludCI61jUifVOsIimxidm
Vsljp7ImlkljoidXJuOmNvbmNIcnQ6ZXFmNilsInR5cGUIOiJDb25jZXB0liwicHJIZkxhYmVsljp7
ImVuljoiRVFGIExIdmVsIDYifX0sInBhcnRpY2lwYXRpb25Gb3Jtljp7 ImlkljoidXJuOmNvbmNIc
nQ6b25saW5slliwidHIwZSI6IkNvbmNIcnQiLCJwemVmTGFiZWwiOnsiZW4iOiJPbmxpbmUifX
0sINNOYWNrYWJpbGl0eSI6eyJpZCl6InVybjpjb25jZXBOONNOYWNrYWJsZSIsInR5¢cGUIOiJ
Db25jZXB0liwicHJIZkxhYmVsljp7ImVuljoiU3RhY2thYmxIIHRvd2FyZHMgZGVncmVIIn19LC
JsZWFybmluZ091dGNvbWUIOIt7ImlkljoidXJuOnV1aWQ6M2M0ZDVINmYtN2c4aC05aTBqL
TFrMmwtM200bjVvNnA3cThyliwidHIwWZSIGIkxIY XduaW5nT3V0Y29tZSIsInRpdGxlljp7 ImVulj
0iQWJpbGIl0eSBObyBhbmFseXpliGxhcmdlIGRhdGFzZXRzIn0sInJIbGFOZWRDb21wZXRIb
mNIlljpbeyJpZCl6InVybjpjb25jZXBOOMRhdAGEtYW5hbHIzaXMiLCJ0eXBIljoiQ29uY2VwdClsl
nByZWZMYWJIbCl6eyJIbil6 IkKRhdGEgQW5hbHIzaXMifX1dLCJyZWxhdGVKRVNDT1NraWx
sljpbeydpZCIl6ImhOdHABLYIKYXRhLmMV1cm9OwY S51dS9Ic2NvL3NraWxsLzEyMzQ1 liwidHIw
ZSI6IkNvbmNIcnQIiLCJwemVmTGFiZWwiOnsiZW4iOidJTdGF0aXNOaWNhbCBEYXRhIEFuY
Wx5¢21zIn19XX1dLCJIhd2FyZGVkQnkiOnsiaWQiOiJ1cm46dXVpZDphd2FyZCOxliwidHIwWZS
I6IkF3YXJkaW5snUHJvY2VzcylsiImF3YXJkaW5nQm9keSI6eyJpZCI6ImRpZDplYnNpOnppd
UZRTIJXcjZ2TmVGcFRnaW1tQ3B3liwidHIwZSI61k9yZ2FuaXNhdGlvbilsiImxIZ2FsTmFtZSI16
eydlbil6lldvdmlyYSBplFZpcmdpbGkgVW5pdmVyc210e SJIFX19XX0sImNyZWRIbnRpYWXTY
2hlbWEiOnsiaWQiOiJodHRwczovL3RydXNOZWQtcmVnaXNOcmllicy5lYnNpLmV1L3NjaGVt
YXMvZXVoZW1jLzEuMClIsInR5cGUiOiJKc29uU2NoZW1hIn0sImRpc3BsYXIQYXJhbWV0Z
XliOnsiaWQiOiJ1cm46dXVpZDo2ZjdnOGg5aS0wajFrLTJsM20tNG4 1by02cDdxOHI5¢czBOM
XUiLCJ0eXBIljoiRGIzcGxheVBhcmFtZXRIcilsInRpdGxlljp7ImVuljoiRVUIRU1DIERpc3BsYX
kifSwibGFuzZ3Vhz2UiOlt7ImlkljoidXJuOmNvbmNIcnQ6ZW4iLCJ0eXBlljoiQ29uY2VwdClsin
ByZWZMYWJIbCl6eydJIbil6lkVuZ2xpc2gifX1dLCJIwemltY XJ5TGFuZ3VhZ2UiOnsiaWQiOiJ1c
m46Y29uY2VwdDplbilsInR5cGUiIOiJDb25jZXB0liwicHJIZkxhYmVsljp7ImVuljoiRW5nbGlzaC
JOfSwiaW5skaXZpZHVhbERpc3BsYXkiOlt7ImlkljoidXJuOnV1aWQ6N2c4aDIpMGotMWsyb C
0zbTRULTVVNNAtN3E4cjlzMHQxdTJ2liwidHIwZSI61kluZGI2aWR1YWxEaXNwbGF5liwiZmll
bGRQYXRoljoiY3JIZGVudGlhbFN1YmplY3QuZnVsbE5hbWUILCJsYWJIbCl6eyJIbil61kZ1b
GwgTmFtZSJ9LCJvemRIcileMX0seyJpZCl6InVybjp1dWIkOjhoOWkwajFrLTJsM20tNG41by
02cDdxLThyOXMwdDF1MnYzd3ciLCJ0eXBIljoiSW5kaXZpZHVhbERpc3BsYXkiLCJmaWVs
ZFBhdGgiOiJjcmVkZW50aWFsU3ViamVjdC50YXNDbGFpbVswXS50aXRsZSIsImxhYmVslj
p7ImVuljoiQWNoaWV2ZW1lbnQgVGI0ObGUIifSwib3JkZXIiOjJ9XX19.UPgqjyQ0QHxZpGo-
WyMOKGNLkz9blzwrj5Qb1QzyCXjD4 Xr2Mp7Aj9M5-Wz8qJ9A3bCygX8gZ1Ks-
RAFhT7GbH"

# Split into components

IFS=""read -r HEADER PAYLOAD SIGNATURE <<< "$JWS_TOKEN"

echo "Header: $HEADER"
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echo "Payload: $PAYLOAD"

echo "Signature: $SIGNATURE"

# Decode and display
echo "$HEADER" | base64 d | jq "'

echo "$PAYLOAD" | base64 -d | jq "'

Python parsing implementation
import base64
import json

from typing import Tuple, Dict, Any

def parse_jws_token(jws_token: str) -> Tuple[Dict[Any, Any], Dict[Any, Any], str]:

""Parse JWS token into header, payload, and signature components

try:

header_b64, payload_b64, signature_b64 = jws_token.split('.")

# Decode header and payload (add padding if needed)

header_decoded = json.loads(
base64.urlsafe_b64decode(header_b64 + '==").decode('utf-8")

)

payload_decoded = json.loads(

base64.urlsafe_b64decode(payload_b64 + '==").decode('utf-8')
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return header_decoded, payload_decoded, signature_b64

except (ValueError, json.JSONDecodeError) as e:

raise ValueError(f'Invalid JWS format: {e}")

# Example usage

header, payload, signature = parse_jws_token(jws_token)
print("Header:", json.dumps(header, indent=2))
print("Payload type:", payload.get('type'))

print("Issuer DID:", payload.get('issuer’, {}).get('id"))

3.2 Step 2: Validate header fields
Critical validation: Ensure header conforms to JAdES D-Zero specification
def validate_jades_header(header: Dict[Any, Any]) -> bool:

"""Validate JAdES D-Zero header fields for pure dPK|"""

# Required algorithm and type
required_fields = {

‘alg': 'ES256',

'typ": 'jades-d-z',

'cty": 'vctld+json'

for field, expected_value in required_fields.items():
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if header.get(field) != expected_value:

raise ValueError(f"Invalid {field}: expected {expected_value}, got {header.get(field)}")

# Validate critical extensions
if 'crit' not in header:

raise ValueError("Missing critical extensions field")

required_crit = ['sigT", 'sigPI']
if not all(field in header['crit'] for field in required_crit):

raise ValueError("Missing required critical extensions")

# Validate DID key identifier
if 'kid' not in header:

raise ValueError("Missing key identifier")

if not header['kid'].startswith('did:ebsi:'):

raise ValueError("Invalid DID format in kid field")

# Validate signature timestamp
if 'sigT' not in header:

raise ValueError("Missing signature timestamp")

# Validate signing place
if 'sigPI' not in header:

raise ValueError("Missing signing place")
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required_sigpl_fields = ['addressCountry', 'addressLocality']
sigpl = header['sigPI']
for field in required_sigpl_fields:

if field not in sigpl:

raise ValueError(f"Missing {field} in signing place")

print("v' Header validation passed")

return True

# Example validation
try:
validate_jades_header(header)

print("Header is valid for pure dPKI verification")

except ValueError as e:

print(f"Header validation failed: {e}")

3.3 Step 3: Validate payload schema

EUHEMC compliance: Verify payload conforms to European microcredential standards
def validate_euhemc_payload(payload: Dict[Any, Any]) -> bool:

"""Validate payload against EUHEMC schema requirements"""

# Check required W3C VC fields

required_vc fields = [@context', 'id', 'type', 'issuer’, 'credentialSubject’]

for field in required_vc_fields:
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if field not in payload:

raise ValueError(f"Missing required VC field: {field}")

# Validate context
required_contexts = [
"https://www.w3.0rg/2018/credentials/v1",

"https://w3id.org/edc/v1"

for context in required_contexts:
if context not in payload['@contextT:

raise ValueError(f"Missing required context: {context}")

# Validate credential types
required_types = |
'VerifiableCredential',
'EuropeanDigitalCredential’,
'EuropeanHigherEducationMicroCredentials'
]
for cred_type in required_types:
if cred_type not in payload[‘type]:

raise ValueError(f"Missing required credential type: {cred_type}")

# Validate Council Recommendation Annex | mandatory elements

annex_i_fields = ['issuerCountry', 'issuanceDate’, 'qualityAssurance']
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for field in annex_i_fields:
if field not in payload:

raise ValueError(f"Missing Annex | mandatory field: {field}")

# Validate credential subject
credential_subject = payload['credentialSubject’]

required_subject_fields = ['id', 'type’, 'fullName', 'hasClaim']

for field in required_subject_fields:
if field not in credential_subject:

raise ValueError(f"Missing credential subject field: {field}")

# Validate learning achievement claims
claims = credential_subject['hasClaim']
if not isinstance(claims, list) or len(claims) == 0:

raise ValueError("Missing learning achievement claims")

for claim in claims:
required_claim_fields = ['id', 'type’, 'itle', 'creditReceived']
for field in required_claim_fields:
if field not in claim:

raise ValueError(f"Missing claim field: {field}")

# Validate credential schema reference

if 'credentialSchema' not in payload:
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raise ValueError("Missing credential schema reference")

schema_ref = payload['credentialSchema']
expected_schema = "https://trusted-registries.ebsi.eu/schemas/euhemc/1.0"
if schema_ref['id'] |= expected_schema:

raise ValueError("Invalid schema reference")

print("v' Payload schema validation passed")

return True

# Example validation
try:
validate_euhemc_payload(payload)
print("Payload conforms to EUHEMC schema")
except ValueError as e:

print(f"Payload validation failed: {e}")

3.4 Step 4: Resolve DID and retrieve public key
EBSI DID resolution: Retrieve issuer's public key from decentralised registry
import requests

from typing import Optional

def resolve_did_key(did_url: str) -> Dict[Any, Any]:

"""Resolve DID to retrieve public key from EBSI registry""
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# Extract DID and key fragment
if '#'in did_url:

did, key_fragment = did_url.split(‘#')
else:

raise ValueError("Invalid DID URL format")

# EBSI DID resolution endpoint

did_resolver_url = f"https://api-pilot.ebsi.eu/did-registry/v4/identifiers/{did}"

try:
response = requests.get(did_resolver_url, timeout=10)
response.raise_for_status()

did_document = response.json()

# Find the verification method

verification_methods = did_document.get('verificationMethod', [])

for method in verification_methods:
if method['id"].endswith(f"#{key_fragment}"):
# Extract public key from JWK format

public_key_ jwk = method['publicKeyJwk']

# Validate key type and curve for pure dPKI
if public_key_jwk.get('kty") = "EC":

raise ValueError("Invalid key type - must be EC")
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if public_key_jwk.get(‘crv') 1= 'P-256":

raise ValueError("Invalid curve - must be P-256")

print(f"v’ Successfully resolved DID: {did}")

return public_key_jwk

raise ValueError(f'Key {key_fragment} not found in DID document")

except requests.RequestException as e:

raise ValueError(f"Failed to resolve DID: {e}")

# Example DID resolution
try:
did_url = header['kid']
public_key jwk = resolve_did_key(did_url)
print("Public key retrieved:", public_key_jwk['alg)
except ValueError as e:

print(f"DID resolution failed: {e}")

3.5 Step 5: Verify cryptographic signature

ECDSA verification: Validate signature using resolved public key
from cryptography.hazmat.primitives.asymmetric import ec

from cryptography.hazmat.primitives import hashes

from cryptography.hazmat.backends import default_backend

import base64
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def verify_ecdsa_signature(jws_token: str, public_key jwk: Dict[Any, Any]) -> bool:

"""Verify ECDSA signature for pure dPKI credential™"
header_b64, payload_b64, signature_b64 = jws_token.split(".")

# Reconstruct signing input

signing_input = f"{header_b64}.{payload_b64}".encode('ascii')

# Decode signature

signature_bytes = base64.urlsafe_b64decode(signature_b64 + '==")

# Convert JWK to cryptography public key
x_bytes = base64.urlsafe_b64decode(public_key jwk['x'] + '==")

y_bytes = base64.urlsafe_b64decode(public_key jwk['y'] + '==")

x_int = int.from_bytes(x_bytes, byteorder='big")

y_int = int.from_bytes(y_bytes, byteorder='big'")
# Create public key object
public_numbers = ec.EllipticCurvePublicNumbers(x_int, y_int, ec.SECP256R1())

public_key = public_numbers.public_key(default_backend())

# Verify signature

try:
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public_key.verify(
signature_bytes,
signing_input,

ec.ECDSA(hashes.SHA256())

print("v Signature verification passed")

return True
except Exception as e:

raise ValueError(f"Signature verification failed: {e}")

# Alternative using jose library

from jose import jws

def verify_signature_jose(jws_token: str, public_key_jwk: Dict[Any, Any]) -> bool:

"""Verify signature using jose library for convenience
try:
payload = jws.verify(jws_token, public_key jwk, algorithms=['ES256")
print("v" Signature verification passed (jose)")

return True
except Exception as e:

raise ValueError(f"Signature verification failed: {e}")

# Example verification

try:
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verify_ecdsa_signature(jws_token, public_key_ jwk)
print("Cryptographic integrity confirmed")
except ValueError as e:

print(f"Signature verification failed: {e}")

3.6 Step 6: Check EBSI trusted issuers registry
Authorisation validation: Verify issuer is authorised for EUHEMC issuance
def check_trusted_issuers_registry(issuer_did: str) -> bool:

"""Check if issuer is authorised in EBSI Trusted Issuers Registry™"

# EBSI Trusted Issuers Registry endpoint

trust_registry_url = f"https://api-pilot.ebsi.eu/trusted-issuers-
registry/v4/issuers/{issuer_did}"

try:

response = requests.get(trust_registry url, timeout=10)

if response.status_code == 200:

issuer_info = response.json()

# Check if issuer is authorised for EUHEMC

authorised_schemas = issuer_info.get(‘authorisedFor', [])

euhemc_schema = "https://trusted-registries.ebsi.eu/schemas/euhemc/1.0"

if euhemc_schema in authorised_schemas:
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print("v Issuer is authorised in EBSI Trust Registry")

# Additional validation: check accreditation chain
accreditations = issuer_info.get(‘accreditations’, [])

if accreditations:

print(f"v" Issuer has {len(accreditations)} accreditation(s)")

return True
else:

raise ValueError("Issuer not authorised for EUHEMC credentials")

elif response.status_code == 404:
raise ValueError("Issuer not found in Trust Registry")
else:

response.raise_for_status()

except requests.RequestException as e:

raise ValueError(f"Failed to check trust registry: {e}")

# Example trust registry check

try:
issuer_did = payload['issuer]['id"]
check_trusted issuers_registry(issuer_did)

print("Issuer authorisation confirmed")
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except ValueError as e:

print(f"Trust registry check failed: {e}")

3.7 Step 7: Check credential status (privacy-preserving)
Disintermediated verification: Check revocation status without contacting issuer
def check_credential_status_privacy_preserving(credential_id: str) -> bool:

"""Check credential status using privacy-preserving status lists"""

# EBSI Status Registry endpoint (proxy status lists)

status_registry_url = f"https://api-pilot.ebsi.eu/status-
registry/v1/credentials/{credential_id}/status"

try:

response = requests.get(status_registry url, timeout=10)

if response.status_code == 200:

status_info = response.json()

# Check status fields
is_revoked = status_info.get('revoked', False)

is_suspended = status_info.get('suspended’, False)

if is_revoked:
raise ValueError("Credential has been revoked")

if is_suspended:
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raise ValueError("Credential is currently suspended")

print("v’ Credential status is active")

return True

elif response.status_code == 404:

# Credential not in revocation registry - assume valid
print("v’ Credential not found in revocation registry (valid)")

return True
else:

response.raise_for_status()

except requests.RequestException as e:
# If status registry unavailable, log warning but don't fail
print(f"A Could not check credential status: {e}")
print("A Proceeding with verification (status registry unavailable)")

return True

# Example status check

try:
credential_id = payload['id']
check_credential_status_privacy_preserving(credential_id)
print("Credential status verification completed")

except ValueError as e:
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print(f"Status check failed: {e}")

4. Complete verification implementation

4.1 Comprehensive verification function
def verify_euhemc_pure_dpki(jws_token: str) -> Dict[str, Any]:

"""Complete EUHEMC credential verification using pure dPK|"""

verification_result = {
'valid": False,
'trust_model": 'pure_dpki',
'issuer": None,
'subject’: None,
'achievement': None,
'issued': None,
'verification_steps": {},

‘errors': []

try:

print("Q Starting pure dPKI EUHEMC verification...")

# Step 1: Parse JWS structure

try:

header, payload, signature = parse_jws_token(jws_token)
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verification_result['verification_steps']['parsing’] = True
print("v' JWS parsing successful")

except Exception as e:
verification_resulf['errors'].append(f"Parsing failed: {e}")

return verification_result

# Step 2: Validate header
try:
validate_jades_header(header)

verification_resulf['verification_steps'|['header_validation'] = True
print("v' Header validation successful")

except Exception as e:
verification_result['errors'].append(f"Header validation failed: {e}")

return verification_result

# Step 3: Validate payload schema
try:
validate_euhemc_payload(payload)

verification_resulf['verification_steps']['schema_validation'] = True
print("v' Schema validation successful")

except Exception as e:
verification_resulf['errors'].append(f"Schema validation failed: {e}")

return verification_result
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# Step 4: Resolve DID and get public key

try:
public_key_jwk = resolve_did_key(header['kid")
verification_resulf['verification_steps'|['did_resolution'] = True

print("v" DID resolution successful")

except Exception as e:
verification_result['errors'].append(f"DID resolution failed: {e}")

return verification_result

# Step 5: Verify cryptographic signature
try:
verify_signature_jose(jws_token, public_key jwk)

verification_result['verification_steps']['signature_verification"] = True
print("v" Signature verification successful")

except Exception as e:
verification_resulf['errors'].append(f'Signature verification failed: {e}")

return verification_result

# Step 6: Check trust registry
try:
check_trusted_issuers_registry(payload['issuer']['id'])

verification_resulf['verification_steps'|['trust_registry'] = True
print("v” Trust registry check successful")

except Exception as e:
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verification_result['errors'].append(f"Trust registry check failed: {e}")

return verification_result

# Step 7: Check credential status
try:
check_credential_status_privacy_preserving(payload['id")

verification_result['verification_steps'|['status_check'] = True
print("v Status check successful")

except Exception as e:
verification_resulf['errors'].append(f"Status check failed: {e}")

return verification_result

# Extract key information

verification_result.update({
'valid": True,
'issuer': payload['issuer'['id",
'subject’. payload['credentialSubject]['fullName'],
‘achievement': payload['credentialSubject]['hasClaim'|[0]['title"],
'issued": payload[issuanceDate"],
'verification_method": 'pure_dpki_ebsi'

)

print("[E4 Pure dPKI EUHEMC verification successfull")

return verification_result
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except Exception as e:

verification_result['errors'].append(f"Unexpected error: {e}")
print(f" $ Verification failed: {e}")

return verification_result

# Example verification
if _name_ ==" main__ "
sample_jws = "eyJhbGciOiJFUzI1NilsInR5cCI6ImphZGVzLWQteil..." # From Annex B

result = verify_euhemc_pure_dpki(sample_jws)

if result['valid']:
print("\n[§] Verification Summary:")
print(f" Issuer: {result[issuer}")
print(f" Subject: {result['subject]['enT}")
print(f" Achievement: {result['achievement]['en']}")
print(f" Issued: {result['issued}")
print(f" Trust Model: {result['trust_model]}")

else:
print("\n & Verification Failed:")

for error in result['errors']:

print(f* < {error}")

5. Browser-based verification tool
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5.1 Simple HTML verification interface
<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<titte>EUHEMC Pure dPKI Verifier</title>
<script src="https://cdnjs.cloudflare.com/ajax/libs/jose/4.14.4/index.umd.min.js"></script>
<style>
body { font-family: Arial, sans-serif; max-width: 1200px; margin: 0 auto; padding: 20px; }
.container { background: #f5f5f5; padding: 20px; border-radius: 8px; margin: 20px 0; }
.result { padding: 15px; border-radius: 5px; margin: 10px 0; }
.success { background: #d4edda; border: 1px solid #c3e6cb; color: #155724; }
.error { background: #f8d7da; border: 1px solid #f5c6¢b; color: #721c24; }
.warning { background: #fff3cd; border: 1px solid #ffeaa7; color: #856404; }
textarea { width: 100%; height: 200px; font-family: monospace; }

button { background: #007bff; color: white; padding: 10px 20px; border: none; border-
radius: 5px; cursor: pointer; }

button:hover { background: #0056b3; }
.step { margin: 10px 0; padding: 10px; background: white; border-radius: 5px; }
.step-title { font-weight: bold; margin-bottom: 5px; }
.step-result { font-size: 14px; }
</style>
</head>

<body>
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<h1>Q, EUHEMC Pure dPKI Verifier</h1>

<p>Verify European Higher Education Microcredentials signed with JAdJES D-Zero using

pure dPKI</p>

<div class="container">

<h3>Credential Input</h3>

<textarea id="jwsInput" placeholder="Paste EUHEMC JWS token here (from Annex B

implementation)..."></textarea>
<br><br>
<button onclick="verifyCredential()"> (® Verify Credential</button>
<button onclick="clearResults()">@ Clear Results</button>

</div>

<div id="verificationSteps"></div>

<div id="result"></div>

<script>
async function verifyCredential() {
const jwsToken = document.getElementByld(‘jwsInput').value.trim();
const stepsDiv = document.getElementByld('verificationSteps');

const resultDiv = document.getElementByld('result’);

/I Clear previous results
stepsDiv.innerHTML = ";

resultDiv.innerHTML =";
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if (!jwsToken) {
showError('Please paste a JWS token');

return;

try {

showStep('Parsing JWS Structure', 'Extracting header, payload, and signature...");

// Step 1: Parse JWS structure

const [headerB64, payloadB64, signatureB64] = jwsToken.split(".");

if (lheaderB64 || 'payloadB64 || !signatureB64) {

throw new Error('Invalid JWS format - must have three dot-separated parts');

const header = JSON.parse(atob(headerB64));

const payload = JSON.parse(atob(payloadB64));

updateStep('Parsing JWS Structure', 'v' Successfully parsed JWS components',

'success');

/] Step 2: Validate header
showStep('Header Validation', 'Checking JAdES D-Zero compliance...");

validateHeader(header);
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updateStep('Header Validation', 'v Header conforms to JAdES D-Zero

specification’, 'success');

// Step 3: Validate payload
showStep('Payload Validation', 'Checking EUHEMC schema compliance...");

validatePayload(payload);

updateStep('Payload Validation', 'v' Payload conforms to EUHEMC schema',

'success');

// Step 4: DID Resolution (simulated)
showStep('DID Resolution’, 'Resolving issuer DID from EBSI registry...");

const issuerDid = payload.issuer.id;

updateStep('DID Resolution', *v' Resolved DID: ${issuerDid}", 'success');

/I Step 5: Trust Registry Check (simulated)

showStep('Trust Registry', 'Checking issuer authorisation...");

updateStep('Trust Registry', 'V Issuer authorised for EUHEMC issuance’,

'success');

/I Step 6: Status Check (simulated)

showStep('Status Check', 'Verifying credential status...");

updateStep('Status Check', 'v' Credential is active (not revoked/suspended)’,

'success');
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// Display results

showSuccess(payload);

} catch (error) {

showError("Verification failed: ${error.message}");

function validateHeader(header) {
const required = {
'alg': 'ES256',
'typ": ‘jades-d-z',

'cty": 'vc+ld+json'

for (const [field, expected] of Object.entries(required)) {

if (header[field] == expected) {

throw new Error(‘Invalid ${field}: expected ${expected}, got ${header]field]}");

if (lheader.kid || lheader.kid.startsWith('did:ebsi:")) {

throw new Error(‘Invalid or missing DID in kid field');

The DC4EU project is Co-funded by

Co-funded by i the European Union’s Digital Europe

the European Union  programme under Grant Agreement
no. 101102611

© 2023-2025 DC4EU

Page 68 of 337



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) EE DC4EU

if ("header.crit || lheader.crit.includes('sigT") || !header.crit.includes('sigPl")) {

throw new Error('Missing required critical extensions');

function validatePayload(payload) {
/I Check required contexts
const requiredContexts = [
'https://www.w3.0rg/2018/credentials/v1’,

'https://w3id.org/edc/v1’

requiredContexts.forEach(context => {
if ('payload['@context] || payload['@context'].includes(context)) {

throw new Error("Missing required context: ${context}’);

s

/I Check credential type

const requiredTypes = ['VerifiableCredential', 'EuropeanDigitalCredential’,
'EuropeanHigherEducationMicroCredentials'];

requiredTypes.forEach(type => {
if (Ipayload.type || !payload.type.includes(type)) {

throw new Error("Missing required credential type: ${type});
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h;

/I Check mandatory fields

const mandatoryFields = ['issuer’, issuerCountry', 'issuanceDate’,
‘credentialSubijectT;

mandatoryFields.forEach(field => {
if (Ipayload[field]) {

throw new Error(*Missing mandatory field: ${field}");

N;

function showStep(title, description) {

const stepsDiv = document.getElementByld('verificationSteps');
const stepDiv = document.createElement('div');
stepDiv.className = 'step';
stepDiv.id = “step-${title.replace(/\s+/g, '-').toLowerCase()}';
stepDiv.innerHTML ="

<div class="step-title">${title}</div>

<div class="step-result">${description}</div>

stepsDiv.appendChild(stepDiv);

function updateStep(title, message, type) {
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const stepld = “step-${title.replace(/\s+/g, '-').toLowerCase()} ;
const stepDiv = document.getElementByld(stepld);
if (stepDiv) {
const resultDiv = stepDiv.querySelector('.step-result');
resultDiv.textContent = message;

stepDiv.className = “step ${type};

function showSuccess(payload) {
const resultDiv = document.getElementByld('result’);
const subject = payload.credentialSubject;

const achievement = subject.hasClaim && subject.hasClaim][0];

resultDiv.innerHTML ="

<div class="result success">
<h3>[ Verification Successful</h3>

<p><strong>Trust Model:</strong> Pure dPKI (EBSI)</p>
<p><strong>Issuer:</strong> ${payload.issuer.id}</p>

<p><strong>Subject:</strong> ${subject.fullName ? subject.fulName.en : 'Not
specified'}</p>

<p><strong>Achievement:</strong> ${achievement ? achievement.title.en : 'Not
specified'}</p>

<p><strong>Issue Date:</strong> ${payload.issuanceDate}</p>

<p><strong>Country:</strong> ${payload.issuerCountry.prefLabel.en}</p>
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<div style="margin-top: 15px; padding: 10px; background: #e8f4f8; border-
radius: 5px;">

<strong>Privacy Note:</strong> This verification was performed without
contacting the credential issuer, protecting your privacy through EBSI's disintermediated
verification mechanism.

</div>

</div>

function showError(message) {
const resultDiv = document.getElementByld('result’);
resultDiv.innerHTML ="

<div class="result error">
<h3> ¥ Verification Failed</h3>

<p>${message}</p>

<div style="margin-top: 15px; padding: 10px; background: #fff3cd; border-
radius: 5px;">

<strong>Note:</strong> This is a simplified browser-based verification. For
production use, implement full cryptographic verification with proper EBSI registry access.

</div>

</div>

function clearResults() {

document.getElementByld('jwsInput').value = ";
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document.getElementByld('verificationSteps').innerHTML = ";
document.getElementByld('result’).innerHTML = ";
}
</script>
</body>

</html>

6. Performance optimisation

6.1 Caching strategies
import time
from functools import Iru_cache

import requests_cache

# Set up HTTP caching for EBSI registry calls

session = requests_cache.CachedSession(
cache_name='ebsi_verification_cache',
expire_after=3600, # Cache for 1 hour

allowable_methods=['GET]

@Iru_cache(maxsize=100)

def cached_did_resolution(did: str) -> Dict[Any, Any]:

"""Cache DID resolution results to improve performance

return resolve_did_key_with_cache(did)
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def resolve_did_key with_cache(did_url: str) -> Dict[Any, Any]:
"""DID resolution with HTTP caching""
# Use cached session for EBSI calls
response = session.get(f"https://api-pilot.ebsi.eu/did-registry/v4/identifiers/{did}")

# ... rest of implementation

6.2 Batch verification
def verify_multiple_credentials(jws_tokens: List[str]) -> List[Dict[str, Any]]:

"""Optimised batch verification for multiple credentials
results = []

# Group by issuer DID to batch DID resolutions
issuer_groups = {}
for token in jws_tokens:
header, payload, _ = parse_jws_token(token)
issuer_did = payload['issuer['id']
if issuer_did not in issuer_groups:
issuer_groupslissuer_did] =[]

issuer_groupslissuer_did].append(token)

# Batch process by issuer
for issuer_did, tokens in issuer_groups.items():

# Resolve DID once per issuer
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public_key_ jwk = resolve_did_key(f'{issuer_did}#keys-1")

# Verify all credentials from this issuer
for token in tokens:
try:
result = verify_euhemc_pure_dpki(token)
results.append(result)
except Exception as e:

results.append({'valid": False, 'error": str(e)})

return results

7. Quick verification checklist

7.1 Visual inspection checklist

Pre-verification checks:

e / JWS format: Three dot-separated Base64URL components

e / Header algorithm: alg setto ES256

e / Header type: typ setto jades-d-z

e / DID reference: kid starts with did:ebsi:

e  Credential type: Includes EuropeanHigherEducationMicroCredentials
e  Schema reference: Points to official EUHEMC schema

e / Mandatory fields: All Annex | requirements present

e / Issuer information: Recognised educational institution DID

7.2 Technical verification steps

Complete verification process:

The DC4EU project is Co-funded by
Co-funded by . the European Union’s Digital Europe
the European Union  programme under Grant Agreement
no. 101102611 Page 75 of 337

© 2023-2025 DC4EU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) cﬁ DC4EU

1. « Parse JWS Structure - Extract header, payload, signature
v/ Validate Header Fields - JAdES D-Zero compliance

v Validate Payload Schema - EUHEMC requirements

v Resolve DID Document - EBSI registry query

v Verify ECDSA Signature - Cryptographic integrity

v Check Trust Registry - Issuer authorisation

N o o & o b

v Verify Status - Privacy-preserving revocation check

8. Troubleshooting common issues

8.1 Network connectivity problems

def resilient_ebsi_query(url: str, max_retries: int = 3) -> requests.Response:

""Resilient EBSI registry queries with exponential backoff™"

for attempt in range(max_retries):
try:
response = requests.get(url, timeout=10)
response.raise_for_status()
return response
except requests.RequestException as e:
if attempt == max_retries - 1:

raise e

wait_time = 2 ** attempt # Exponential backoff
print(f"Retry attempt {attempt + 1} after {wait_time}s...")

time.sleep(wait_time)

The DC4EU project is Co-funded by

Co-funded by . the European Union’s Digital Europe

the European Union  programme under Grant Agreement
no. 101102611

© 2023-2025 DC4EU

Page 76 of 337



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) cﬁ DC4EU

8.2 Base64 encoding issues
def safe_base64_decode(data: str) -> bytes:
"""Handle Base64URL decoding with proper padding"""
# Add padding if needed
padding = len(data) % 4
if padding:

data +="'=""* (4 - padding)

return base64.urlsafe_b64decode(data)

8.3 JSON parsing errors
def safe_json_parse(data: str) -> Dict[Any, Any]:
"""Safe JSON parsing with detailed error reporting"""
try:
return json.loads(data)
except json.JSONDecodeError as e:

raise ValueError(f"Invalid JSON at line {e.lineno}, column {e.colno}: {e.msg}")

9. Security considerations

9.1 Validation security

Critical security checks:

Always verify signatures before trusting credential content
Validate all required fields to prevent malformed credentials
Check EBSI trust registries for current authorisation status
Implement timeout handling for network operations

Log verification attempts for audit purposes

The DC4EU project is Co-funded by
Co-funded by . the European Union’s Digital Europe
the European Union  programme under Grant Agreement
no. 101102611 Page 77 of 337

© 2023-2025 DC4EU




DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) cﬁ DC4EU

9.2 Privacy protection
Privacy-preserving practices:

Use EBSI status lists instead of contacting issuers directly

Cache verification results appropriately without storing sensitive data
Implement selective disclosure when sharing verification results
Avoid logging personal information from credentials

10. Integration examples

10.1 REST API integration

from flask import Flask, request, jsonify

app = Flask(__name__)

@app.route('/verify/euhemc', methods=['POST")
def verify_euhemc_api():

"""REST API endpoint for EUHEMC verification"""

try:
data = request.get_json()

jws_token = data.get('credential’)

if not jws_token:

return jsonify({'error". 'Missing credential parameter'}), 400

result = verify_euhemc_pure_dpki(jws_token)

return jsonify(result), 200 if result['valid'] else 400
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except Exception as e:
return jsonify({'error": str(e)}), 500
if _name__ =='_main__"

app.run(debug=True)

10.2 Command line tool
#!/usr/bin/env python3
import sys

import argparse

def main():
parser = argparse.ArgumentParser(description="EUHEMC Pure dPKI Verifier')
parser.add_argument(‘credential’, help="JWS token to verify')
parser.add_argument('--verbose', '-Vv', action='store_true', help="Verbose output’)

parser.add_argument('--output', '-0', choices=[json’, 'text'], default="text', help="Output
format’)

args = parser.parse_args()

try:

result = verify_euhemc_pure_dpki(args.credential)

if args.output == 'json":
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print(json.dumps(result, indent=2))
else:
if result['valid']:
print("E4 Verification successful")

print(f'lssuer: {result['issuer}")
print(f"Subject: {result['subject'en}")
else:

print(" ¥ Verification failed")

for error in result['errors':

print(f"Error: {error}")
sys.exit(0 if result['valid'] else 1)

except Exception as e:
print(f"Error: {e}")
sys.exit(1)

if _name__ =='_ main__"

main()

Conclusion

This comprehensive verification guide enables relying parties to validate EUHEMC
credentials created using the pure dPKI implementation from Annex B. The approach
provides:

e Complete cryptographic validation using ECDSA signature verification
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e Privacy-preserving verification through EBSI's disintermediated status lists
e Automated trust processing via verifiable data registries
e Cross-border recognition through standardised EBSI infrastructure

The pure dPKI verification model represents a significant advancement over traditional PKI
verification by eliminating issuer tracking whilst maintaining full security and legal compliance.
This makes it ideal for privacy-conscious implementations and large-scale automated
verification systems.

For organisations implementing hybrid X.509-DID models, refer to Annex D for additional
verification requirements and certificate binding validation procedures.
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ANNEX D: HYBRID X.509-DID IMPLEMENTATION - ADVANCED TRUST MODEL
GUIDE

Reference: Advanced hybrid approach combining traditional PKI with DID binding and EBSI
integration workflows

Context: Comprehensive implementation guide for organisations requiring maximum
interoperability between traditional PKI infrastructure and decentralised identity systems

Introduction

This annex provides detailed guidance for implementing the hybrid X.509-DID binding model
within the DC4EU trust framework. Building upon the trust models foundation established
in Annex A and the pure dPKI implementation covered in Annexes B and C, this advanced
approach combines the strengths of traditional PKI with decentralised identity technologies to
create a future-proof trust architecture.

The hybrid model addresses the specific needs of organisations that must maintain legacy
PKI compatibility whilst leveraging EBSI's enhanced trust capabilities for educational
credential issuance and verification. This approach is particularly suited to DC4EU Scenario
2 implementations where enhanced trust mechanisms are essential for non-qualified
Electronic Attestations of Attributes (EAAs).

1. Hybrid trust model architecture

1.1 Fundamental principles
The hybrid X.509-DID model operates on the principle of dual trust path validation:

e Traditional PKI path: Certificate chain validation through established certificate
authorities
Decentralised PKI path: DID resolution and verification through EBSI registries
Binding verification: Cryptographic linking between X.509 certificates and DID
public keys

e Enhanced trust assurance: Combined validation providing maximum confidence

1.2 Key architectural components

Classical PKI elements

X.509v3 certificates issued by recognised certificate authorities

Traditional trust chains through established CA hierarchies

Certificate revocation mechanisms (CRL/OCSP) for status verification
Regulatory compliance with existing PKI standards and elDAS requirements
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dPKIl enhancements

EBSI verifiable data registries for enhanced trust verification

Decentralised identifiers (DIDs) for blockchain-anchored legal entity identity
Verifiable accreditations enabling automated authorisation checking
Privacy-preserving verification through disintermediated proxy status lists

Certificate-DID binding mechanism

Cryptographic binding using SHA-256 certificate thumbprints (x5t#S256)
Consistency validation ensuring identical public key material
Lifecycle synchronisation maintaining alignment between certificate and DID
updates

e Audit trail creation providing comprehensive verification evidence

1.3 Implementation benefits

The hybrid approach delivers:

Maximum interoperability with existing PKI infrastructure

Enhanced trust assurance through dual verification paths

Resilient verification with fallback capabilities during system unavailability
Future-proof architecture supporting evolving trust requirements
Regulatory compliance meeting both traditional and emerging standards
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1.4 Overall architecture
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2. Step-by-step implementation process

2.1 Phase 1: Cryptographic key generation
Dual key pair generation for hybrid operations:

from cryptography.hazmat.primitives.asymmetric import ec
from cryptography.hazmat.primitives import serialization

from cryptography.hazmat.backends import default_backend

def generate_hybrid_key_pairs():

""Generate key pairs for hybrid X.509-DID implementation

# Primary key pair for credential signing and X.509 certificates
primary_private_key = ec.generate_private key(ec.SECP256R1(), default_backend())

primary_public_key = primary_private_key.public_key()

# Secondary key pair for EBSI registry operations (secp256k1)
secondary_private_key = ec.generate_private_key(ec.SECP256K1(), default_backend())

secondary_public_key = secondary_private_key.public_key()

return {
'‘primary": {
'private_key'": primary_private_key,
'public_key": primary_public_key,
'curve': 'P-256',

'purpose”: 'credential_signing_and_certificates'

The DC4EU project is Co-funded by
Co-funded by . the European Union’s Digital Europe
the European Union  programme under Grant Agreement
no. 101102611 Page 85 of 337

© 2023-2025 DC4EU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) cﬁ DC4EU

2

'secondary"; {
'private_key'": secondary_private_key,
'public_key'": secondary_public_key,
‘curve': 'secp256k1',

'purpose’: 'ebsi_registry_operations'

# Example key generation for Universidad Carlos Ill de Madrid

key_pairs = generate_hybrid_key pairs()

print("v" Generated hybrid key pairs for X.509-DID implementation")

Secure key storage requirements:

Hardware Security Module (HSM) storage for production environments
Access control policies restricting key usage to authorised operations
Backup and recovery procedures ensuring key availability and continuity
Key rotation planning for lifecycle management and security maintenance

2.2 Phase 2: Certificate Signing Request (CSR) creation
Generate CSR for X.509v3 certificate issuance:

from cryptography import x509

from cryptography.x509.oid import NameOID, ExtendedKeyUsageOID

from cryptography.hazmat.primitives import hashes

def create_hybrid_csr(organization_info, primary_private_key):

"""Create CSR for hybrid X.509-DID implementation™"
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# Subject information
subject = x509.Name([
x509.NameAttribute(NameOID.COUNTRY_NAME, organization_info['country"),

x509.NameAttribute(NameOID.STATE_OR_PROVINCE_NAME,
organization_info['state']),

x509.NameAttribute(NameOID.LOCALITY_NAME, organization_info['locality'),

x509.NameAttribute(NameOID.ORGANIZATION_NAME,
organization_info['organization"),

x509.NameAttribute(NameOID.COMMON_NAME, organization_info['common_name'),

x509.NameAttribute(NameOID.ORGANIZATIONAL_UNIT_NAME,
organization_info['ou'])

)

# Create CSR builder

csr_builder = x509.CertificateSigningRequestBuilder().subject_name(subject)

# Add Subject Alternative Name with organization URL
san = x509.SubjectAlternativeName([
x509.UniformResourceldentifier(organization_info['url'])

)

csr_builder = csr_builder.add_extension(san, critical=False)

# Add Key Usage
key_usage = x509.KeyUsage(

digital_signature=True,
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key_encipherment=False,
key agreement=False,
key_cert_sign=False,
crl_sign=False,
content_commitment=True,
data_encipherment=False,
encipher_only=False,
decipher_only=False

)

csr_builder = csr_builder.add_extension(key_usage, critical=True)

# Add Extended Key Usage for document signing

ext_key_usage = x509.ExtendedKeyUsage([
ExtendedKeyUsageOID.CODE_SIGNING, # For credential signing
ExtendedKeyUsageOID.EMAIL_PROTECTION # For S/IMIME compatibility

)

csr_builder = csr_builder.add_extension(ext_key usage, critical=False)

# Sign CSR with primary private key

csr = csr_builder.sign(primary_private _key, hashes.SHA256(), default_backend())
return csr

# Example CSR creation for Universidad Carlos Ill de Madrid

uc3m_info = {
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‘country": 'ES',

'state': 'Madrid',

'locality": 'Madrid',

'organization’: 'Universidad Carlos Il de Madrid',
‘common_name": 'uc3m.es’,

'ou’: 'Digital Credentials Department’,

'url": 'https://www.uc3m.es'

csr = create_hybrid_csr(uc3m_info, key_pairs['primary'|['private_key'])

# Serialize CSR for submission to CA

csr_pem = csr.public_bytes(serialization.Encoding.PEM)

print("v’ Created CSR for hybrid implementation")

Important considerations:

No DID inclusion in CSR or certificate - binding occurs through DID document
Standard PKI fields maintaining compatibility with existing CA processes
Appropriate key usage flags for credential signing operations

Subject Alternative Name for organization URL verification

2.3 Phase 3: Certificate acquisition and validation
Submit CSR to Certificate Authority and obtain X.509v3 certificate:
def validate_received_certificate(certificate_bytes, expected_public_key):

"""Validate received certificate matches our public key

# Parse certificate
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cert = x509.load_pem_x509_certificate(certificate_bytes, default_backend())

# Extract public key from certificate

cert_public_key = cert.public_key()

# Verify public key matches our generated key
expected_public_numbers = expected_public_key.public_numbers()

cert_public_numbers = cert_public_key.public_numbers()

if (expected_public_numbers.x = cert_public_numbers.x or
expected_public_numbers.y |= cert_public numbers.y):

raise ValueError("Certificate public key does not match generated key")

# Validate certificate fields

subject = cert.subject

print(f"v” Certificate issued for:

{subject.get_attributes_for_oid(NameOID.ORGANIZATION_NAME)[0].value}")
print(f"v" Valid from: {cert.not_valid_before}")

print(f"v’ Valid until: {cert.not_valid_after}")

return cert

# Example certificate validation

# certificate_pem = ""-----BEGIN CERTIFICATE-----...""" # Received from CA
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# cert = validate_received_certificate(certificate_pem.encode(),
key_pairs['primary']['public_key'])

2.4 Phase 4: DID registration and document creation
Register DID in EBSI registry with dual key support:

import hashlib

import base64

from datetime import datetime

def create_hybrid_did_document(organization_info, key_pairs, certificate):

"""Create DID document with X.509 certificate binding""

# Generate DID (placeholder - actual DID generation follows EBSI specifications)

did = f"did:ebsi:zbEEqQFdKA1wgmDA71kHMUK3" # Example DID

# Compute certificate thumbprint for binding
cert_der = certificate.public_bytes(serialization.Encoding.DER)

cert_thumbprint = hashlib.sha256(cert_der).hexdigest()

# Convert public keys to JWK format
def ec_key _to_jwk(public_key, curve, certificate_thumbprint=None):
"""Convert EC public key to JWK format™"

public_numbers = public_key.public_numbers()

# Determine coordinate byte length based on curve
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if curve =="'P-256"
coord_size = 32
crv = 'P-256'
alg = 'ES256'

elif curve == 'secp256k1":
coord_size = 32
crv = 'secp256k1’
alg = 'ES256K'

else:

raise ValueError(f"Unsupported curve: {curve}")

# Convert coordinates to base64url
x_bytes = public_numbers.x.to_bytes(coord_size, byteorder='big’)

y_bytes = public_numbers.y.to_bytes(coord_size, byteorder='big’)

x_b64 = base64.urlsafe_b64encode(x_bytes).decode(‘ascii').rstrip('=")

y_b64 = base64.urlsafe_b64encode(y_bytes).decode(‘ascii').rstrip('=")

jwk = {
'kty": 'EC',
'crv': crv,
'X': x_b64,
'y':y_b64,

'alg": alg
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# Add certificate thumbprint for hybrid binding
if certificate_thumbprint:

JWK['x5t#S256'] = certificate_thumbprint

return jwk

# Create verification methods

primary_jwk = ec_key_to_jwk(
key_pairs['primary']['public_key'],
'P-256",

cert_thumbprint

secondary_jwk = ec_key_ to_jwk(
key_pairs['secondary']['public_key'],

'secp256k1"

# Construct DID document
did_document = {
'‘@context’: [
'https://www.w3.org/ns/did/v1',

'https://w3id.org/security/suites/jws-2020/v1'
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id": did,
‘controller': [did],
‘verificationMethod": [
{
'id": f{did}#L3yUYRBQeUCYhOf8dyUi7IkqgW_kr3JovF5XHWjBgnno',
'type': 'JsonWebKey2020',
‘controller": did,

'‘publicKeyJwk': secondary_jwk

id": f{did}#uPJtfsQgb1zWV25SOE9HwWUSyzjVRfoPQVLUh-eZ79RU',
'type': 'UJsonWebKey2020',
'controller': did,

'‘publicKeyJwk': primary_jwk

1,

‘authentication': [
f{did}#L3yUYRBQeUCYhOf8dyUi7IkqW_kr3JovF5XHWjBgnno',
f{did}#uPJtfsQgb1zWV25SOE9HWU5yzjVRfoPQVLUh-eZ79RU'

1,

'assertionMethod": [
f{did}#uPJtfsQgb1zWV25SOE9HwWU5yzjVRfoPQVLUh-eZ79RU'

1,

‘capabilitylnvocation': [

f{did}#L3yUYRBQeUCYhOf8dyUi7lIkqW_kr3JovF5XHWjBgnno'
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return did_document, did

# Example DID document creation

did_document, did = create_hybrid_did_document(uc3m_info, key_pairs, cert)

print(f"v’ Created DID document with X.509 binding: {did}")

Key features of hybrid DID document:
e Dual verification methods: secp256k1 for EBSI operations, P-256 for credential
signing
Certificate binding: x5t#S5256 field linking certificate to DID

Role-based key usage: Different keys for different operational purposes
Compliance alignment: Structure follows EBSI DID method specifications

2.5 Phase 5: EBSI registry integration
Register DID and obtain verifiable accreditation:
import requests

import json

def register_hybrid_did_ebsi(did_document, secondary_private_key):

"""Register DID document in EBSI registry with hybrid support™"

# EBSI DID Registry endpoint

ebsi_did_endpoint = "https://api-pilot.ebsi.eu/did-registry/v4/identifiers"
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# Prepare registration payload
registration_payload = {
'didDocument": did_document,
'options": {
'‘anchor’: True,

'updateKey'": did_document['id] +
'#L.3yUYRBQeUCYhOf8dyUi7lkqgW_kr3JovF5XHW]|Bgnno'

}

# Sign registration request (simplified - actual implementation requires proper EBSI
authentication)

try:
response = requests.post(
ebsi_did_endpoint,
json=registration_payload,
headers={'"Content-Type". 'application/json'},

timeout=30

if response.status_code == 201:
print("v" Successfully registered DID in EBSI registry")

return response.json()
else:

raise ValueError(f'DID registration failed: {response.status_code} - {response.text}")
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except requests.RequestException as e:

raise ValueError(f"Failed to register DID: {e}")

def obtain_verifiable_accreditation(did, credential_type):

"""Obtain verifiable accreditation from appropriate Trust Authority Organisation"""

# This would typically involve interaction with national education authorities

# For demonstration, we show the structure of expected accreditation

accreditation_example = {
'‘@context’: ['https://www.w3.0rg/2018/credentials/v1’, 'https://w3id.org/edc/v1'],
'id": 'urn:uuid:accreditation-12345',
'type': ['VerifiableCredential', 'VerifiableAccreditation'],
'issuer”: 'did:ebsi:spanish-ministry-education’,
'issuanceDate'": datetime.now().isoformat(),
‘credentialSubject": {
'id": did,
‘authorisation": {
'type': '"EducationalCredentiallssuer’,
'scope’: credential_type,
'level: 'EQF-Level-6-7',
'validFrom': datetime.now().isoformat(),

'accreditedBy": 'did:ebsi:aneca-spain’
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print(f"v’ Accreditation structure prepared for {credential_type}")

return accreditation_example

# Example EBSI integration

# registration_result = register_hybrid_did_ebsi(did_document,
key_pairs['secondary']['private_key'])

accreditation = obtain_verifiable_accreditation(did,
"EuropeanHigherEducationMicroCredentials")

2.6 Phase 6: EUDIW relying party registration
Register as Wallet Relying Party with appropriate entitlements:
def register_eudiw_relying_party(organization_info, certificate):

"""Register as EUDIW relying party for credential issuance

# Determine appropriate entittement based on organization type

entitlements =[]

if organization_info.get('type') == 'public_university":
entitlements.append('PUB_EAA_Provider'")

elif organization_info.get('type') == 'private_institution':
entitlements.append('Non_Q_EAA_Provider")

else:

entitlements.append('Service_Provider')
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# WRPAC (Wallet Relying Party Access Certificate) requirements
wrpac_requirements = {
'subject_name": {
'organizationName': organization_info['organization'],
‘countryName': organization_info['country],
‘commonName': organization_info['common_name']
3
'subject_alternative_name": {
‘dnsName": organization_info['url']
2
‘entitlements': entitlements,

'certificate_policy": 'https://registry.eu/policies/wrpac-education’

print(f"v' EUDIW relying party registration prepared with entitlements: {entitlements}")

return wrpac_requirements

# Example EUDIW registration
uc3m_info['type'] = 'public_university'

wrpac_info = register_eudiw_relying_party(uc3m_info, cert)

3. Hybrid credential issuance process

3.1 Enhanced credential creation
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Create EUHEMC with hybrid signature support:

def create_hybrid_euhemc_credential(student_info, achievement_info, organization_info,

did):

""Create EUHEMC credential for hybrid X.509-DID signing"™

credential = {

'‘@context": [
'https://www.w3.0rg/2018/credentials/v1’,
'https://w3id.org/edc/v1'

1,

'id": f'urn:uuid:{uuid.uuid4()}'

type': [

'VerifiableCredential',
'EuropeanDigitalCredential’,

'EuropeanHigherEducationMicroCredentials

1,
'issuer”: {

'id": did,

'name". organization_info['organization']
12

'issuerCountry": {

'id": f'urn:concept:{organization_info['country'].lower()}",

'type': 'Concept’,

'‘prefLabel": {'en": organization_info['country_name']}
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'issuanceDate": datetime.now().isoformat(),
'issued': datetime.now().isoformat(),
'validFrom': datetime.now().isoformat(),
'qualityAssurance’: {
'id" 'urn:concept:esg’,
'type': 'Concept’,
'‘prefLabel": {'en": 'ESG-compliant’}
3
‘credentialSubject": {
'id": student_info['student_did",
'type". 'Person’,
'fullName": {'en": student_info['full_name'},
'‘givenName': {'en": student_info['given_name'},
'familyName": {'en": student_info['family_name"},
'nationallD": {

id":
f'urn:legal:{organization_info['country'].lower()}:DNI:{student_info['national_id']}",

'type': 'Legalldentifier’,

'notation": student_info['national_id",

'spatial'; {
'id": f'urn:concept:{organization_info['country'].lower()}",
'type': 'Concept’,

'prefLabel: {'en": organization_info['country_name']}

5
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'hasClaim": [{
'id": f'urn:uuid:{uuid.uuid4()}'
'type': 'LearningAchievement’,
'title": {'en': achievement_info['title']},
'description": {'en": achievement_info['description']},
‘creditReceived": [{
'id": f'urn:uuid:{uuid.uuid4()}',
'type": 'CreditPoint’,
'framework": {
'id": 'urn:concept:ECTS',
'type': 'Concept’,
'prefLabel': {'en": 'ECTS"}
12
'point": str(achievement_info['ects_credits'])
1,
level": {
'id": f'urn:concept.eqf{achievement_info['eqf level]}",
'type": 'Concept’,
'‘prefLabel: {'en": f'EQF Level {achievement_info['eqf_level']}"}
12
'participationForm': {
'id": f'urn:concept:{achievement_info['delivery _mode'}",
'type': 'Concept’,

'prefLabel: {'en': achievement_info['delivery_mode'].title()}
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'stackability": {
'id"; 'urn:concept:stackable’,
'type': 'Concept’,
'‘prefLabel: {'en": 'Stackable towards degree'}
3
'learningOutcome’: [{
'id": f'urn:uuid:{uuid.uuid4()}',
'type': 'LearningOutcome’,
title": {'en": outcome'title'},
'relatedCompetence”: [{
'id": f'urn:concept:{outcome['‘competence_id']}",
'type': 'Concept’,
'prefLabel': {'en': outcome['competence name']}
1,
'relatedESCOSKill": [{
'id": outcome['esco_url',
'type": '‘Concept’,
'‘prefLabel': {'en": outcome['esco_skill_name'}
1
} for outcome in achievement info['learning_outcomes'],
'‘awardedBy": {
'id": f'urn:uuid:award-{uuid.uuid4()}',
'type': 'AwardingProcess',
‘awardingBody": {
'id": did,
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'type': 'Organisation’,

'legalName’: {'en': organization_info['organization']}

b
12

‘credentialSchema’: {

'id": 'https://trusted-registries.ebsi.eu/schemas/euhemc/1.0',

'type': 'UsonSchema'
I3
'displayParameter": {
'id": f'urn:uuid:{uuid.uuid4()},
'type": 'DisplayParameter’,
title": {"en": 'EUHEMC Display'},
'language’: [{
'id": 'urn:concept:en’,
'type': 'Concept’,
'prefLabel": {'en": 'English'}
1,
'‘primaryLanguage’: {
'id": 'urn:concept:en’,
'type': 'Concept’,
'‘prefLabel: {'en": 'English'}
12

'individualDisplay": [
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'id": f'urn:uuid:{uuid.uuid4()},

'type': 'IndividualDisplay’',

'fieldPath': 'credentialSubject.fullName',
'label": {'en": 'Full Name'},

'order": 1

id": f'urn:uuid:{uuid.uuid4()}',

'type': 'IndividualDisplay’',

'fieldPath': 'credentialSubject.hasClaim][0].title',

'label": {'en": 'Achievement Title'},

'order"; 2

return credential

# Example credential creation

import uuid

student_info ={

'student_did": 'did:ebsi:example:student123’,
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'full_name": 'Juan Pérez Garcia',
'given_name". 'Juan’,
'family_name": 'Pérez’,

'national_id": '12345678Z'

achievement_info = {
'title": 'Advanced Data Analysis',

'description': 'A comprehensive microcredential covering statistical data analysis methods
and applications.',

'ects_credits": 5,

'eqf level': 6,

'delivery_mode": 'online’,

'learning_outcomes": [{
'title": 'Ability to analyse large datasets',
‘competence_id'": 'data-analysis’,
‘competence_name': 'Data Analysis',
'esco_url'": 'http://data.europa.eu/esco/skill/12345',
'‘esco_skill_name'": 'Statistical Data Analysis'

b

uc3m_info['country_name'] = 'Spain’

credential = create_hybrid_euhemc_credential(student_info, achievement_info, uc3m_info,
did)

print("v' Created EUHEMC credential for hybrid signing")
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3.2 Hybrid signature application
Apply JAdES D-Zero signature with X.509 certificate embedding:

def create_hybrid_jades_signature(payload, primary_private_key, certificate, did_reference,
signing_location):

"""Create JAJES D-Zero signature with X.509-DID hybrid model™"

# Compute certificate thumbprint for binding
cert_der = certificate.public_bytes(serialization.Encoding.DER)

cert_thumbprint = hashlib.sha256(cert_der).hexdigest()

# Encode certificate chain for embedding
cert_pem = certificate.public_bytes(serialization.Encoding.PEM)

cert_b64 = base64.b64encode(cert_pem).decode('ascii')

# Create enhanced header with both PKI and dPKI elements
header = {

‘alg": 'ES256',

'typ": 'jades-d-z',

'cty": 'vc+ld+json’,

'kid": did_reference,

'x5¢": [cert_b64], # Certificate chain embedding

'X5t#S256'": cert_thumbprint, # Certificate thumbprint for binding

‘crit": ['sigT’, 'sigPI'],

'sigT": datetime.now().isoformaty(),
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'sigP!I": signing_location

# Standard JWS creation process
header_encoded = base64.urlsafe_b64encode(
json.dumps(header, separators=(',', ':')).encode('utf-8")

).decode('utf-8').rstrip('=")

payload_encoded = base64.urlsafe_b64encode(
json.dumps(payload, separators=(',', ":')).encode('utf-8")

).decode('utf-8').rstrip('=")

# Create signing input

signing_input = f'{header_encoded}.{payload_encoded}".encode(‘ascii')

# Sign with primary private key (same key used for certificate)
signature = primary_private_key.sign(
signing_input,

ec.ECDSA(hashes.SHA256())

# Encode signature

signature_encoded = base64.urlsafe_b64encode(signature).decode('utf-8").rstrip('=')

# Form complete JWS
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jws_token = f'{header_encoded}.{payload_encoded}.{sighature_encoded}"
return jws_token

# Example hybrid signature creation

signing_location = {
‘addressCountry": 'ES',
'‘addressLocality": 'Madrid',
'postalCode': '28903',

'streetAddress': 'Avenida de la Universidad, 30'

did_key _reference = f"{did}#uPJtfsQgb1zWV25SOE9HWU5yzjVRfoPQVLUh-eZ79RU"

hybrid_jws = create_hybrid_jades_signature(
credential,
key_pairs['primary']['private_key'],
cert,
did_key_reference,

signing_location

print("v" Created hybrid JAdES D-Zero signature with X.509-DID binding")
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4. Hybrid verification process

4.1 Dual path verification implementation
Comprehensive verification with binding validation:
def verify _hybrid_credential(jws_token):

"""Verify credential using hybrid X.509-DID validation"""

verification_result = {

'valid": False,

'trust_model": 'hybrid_x509_did',

'verification_paths": {
'pki_path": False,
'dpki_path': False,
'binding_verified": False

2

'issuer_info'": {},

'certificate_info": {},

‘errors”: []

try:

print("Q, Starting hybrid X.509-DID verification...")

# Step 1: Parse JWS structure

header, payload, signature = parse_jws_token(jws_token)
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print("v' JWS parsing successful")

# Step 2: Validate header for hybrid model

validate_hybrid_header(header)

print("v’ Hybrid header validation successful")

# Step 3: Extract and validate certificate
if '’x5¢' not in header:

raise ValueError("Missing certificate chain in hybrid model")

cert_b64 = header['x5c"][0]
cert_der = base64.b64decode(cert b64)

certificate = x509.load_der_x509_certificate(cert_der, default_backend())

verification_result['certificate_info"] = {
'subject': str(certificate.subject),
'issuer": str(certificate.issuer),
'serial_number"; str(certificate.serial_number),
'not_before'": certificate.not_valid_before.isoformat(),

'not_after": certificate.not_valid_after.isoformat()
}

print("v" Certificate extraction successful")

# Step 4: Verify certificate-DID binding
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verify _certificate_did_binding(header, certificate)

verification_resulf['verification_paths']['binding_verified'] = True

print("v” Certificate-DID binding verified")

# Step 5: PKI verification path

try:
verify _certificate_chain(certificate)
verify _certificate_revocation_status(certificate)
verify_signature_with_certificate(jws_token, certificate)

verification_resulf['verification_paths']['pki_path'] = True
print("v" PKI verification path successful")

except Exception as e:

verification_result['errors'].append(f"PKI verification failed: {e}")

print(f"A PKI verification failed: {e}")

# Step 6: dPKI verification path

try:
did_document = resolve_did_document(header['kid")
public_key jwk = extract_public_key from_did(did_document, header['kid")
verify_signature_with_did_key(jws_token, public_key jwk)
check_ebsi_trust registries(payload['issuer]['id"])

verification_resulf['verification_paths']['dpki_path'] = True
print("v" dPKI verification path successful")

except Exception as e:
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verification_result['errors'].append(f"dPKI verification failed: {e}")

print(f"A dPKI verification failed: {e}")

# Step 7: Determine overall result

if (verification_result['verification_paths'|['binding_verified'] and
(verification_result['verification_paths']['pki_path"] or

verification_result['verification_paths']['dpki_path'])):

verification_result['valid'l = True
verification_resulf['issuer_info'] = {

'did": payload['issuer']['id",

'name"; payload['issuer'].get('name’, 'Unknown"),

‘country": payload['issuerCountry']['prefLabel']['en’]

trust_level = 'maximum’ if all(verification_result['verification_paths'].values()) else

'high'

verification_result['trust_level'] = trust_level

print(f'E4 Hybrid verification successful with {trust_level} trust level")

else:

verification_resulf['valid'] = False

print(" 9 Hybrid verification failed")

return verification_result
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except Exception as e:

verification_result['errors'].append(f"Unexpected error: {e}")
print(f" $ Verification failed: {e}")

return verification_result

def verify_certificate_did_binding(header, certificate):

""Verify X.509 certificate is properly bound to DID""

# Compute certificate thumbprint
cert_der = certificate.public_bytes(serialization.Encoding.DER)

computed_thumbprint = hashlib.sha256(cert_der).hexdigest()

# Check against header thumbprint
header_thumbprint = header.get('x5t#S256")
if header_thumbprint != computed thumbprint:

raise ValueError("Certificate thumbprint mismatch in header")

# Resolve DID document
did_url = header['kid']

did_document = resolve_did_document(did_url)

# Find matching verification method with same thumbprint
verification_methods = did_document.get('verificationMethod', [])

binding_found = False
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for method in verification_methods:
jwk = method.get('publicKeyJwk', {})
if jwk.get('x5t#S256') == computed_thumbprint:
# Verify key material consistency
if verify_key_material_consistency(certificate, jwk):
binding_found = True

break

if not binding_found:

raise ValueError("Certificate not properly bound to DID")

return True

def verify_key_material_consistency(certificate, jwk):

"""Verify certificate and JWK contain identical public key

# Extract public key from certificate
cert_public_key = certificate.public_key()

cert_numbers = cert_public_key.public_numbers()

# Extract coordinates from JWK
x_bytes = base64.urlsafe_b64decode(jwk['x'] + '==")

y_bytes = base64.urlsafe_b64decode(jwk['y'] + '==")
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jwk_x = int.from_bytes(x_bytes, 'big’)

jwk_y =int.from_bytes(y_bytes, 'big')

# Compare coordinates

return cert_numbers.x == jwk_x and cert_numbers.y == jwk_y

# Example hybrid verification

verification_result = verify_hybrid_credential(hybrid_jws)

if verification_result['valid']:

print("\n[E) Hybrid Verification Summary:")

print(f" Trust Model: {verification_result['trust_modelT}")

print(f" Trust Level: {verification_result['trust_level]}")

print(f" PKI Path: {'v" if verification_result['verification_paths'|['pki_path'] else 'x'}")

print(f" dPKI Path: {'v" if verification_resulf['verification_paths'|['dpki_path'] else 'x"}")

print(f" Binding: {'V" if verification_result['verification_paths']['binding_verified'] else 'X'}")

else:
print("\n ¥ Verification Failed:")

for error in verification_result['errors']:

print(f" < {error}")

5. Lifecycle management

5.1 Key rotation procedures
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Coordinated rotation for hybrid model:
def rotate_hybrid_keys(current_did, old_certificate, organization_info):

"""Coordinate key rotation for hybrid X.509-DID model""

rotation_plan = {
'phase_1" 'Generate new key pairs’,
'phase_2" 'Request new certificate’,
'phase_3": 'Update DID document’,
'phase_4" "Transition period management’,

'phase_5" 'Old key deactivation'

print("[&] Starting hybrid key rotation process...")

# Phase 1: Generate new key pairs

new_key pairs = generate_hybrid_key pairs()

print("v' Phase 1: New key pairs generated")

# Phase 2: Request new certificate

new_csr = create_hybrid_csr(organization_info, new_key_pairs['primary']['private_key'")

print("v' Phase 2: New CSR created (submit to CA)")

# Simulate certificate reception (in practice, wait for CA)

# new_certificate = receive_certificate_from_ca(new_csr)
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# Phase 3: Update DID document
def update_did_document_with_new_key(did, new_key_pairs, new_certificate):

""Add new verification method to DID document™"

# Compute new certificate thumbprint

cert_der = new_certificate.public_bytes(serialization.Encoding.DER)

new_thumbprint = hashlib.sha256(cert_der).hexdigest()

# Create new verification method
new_verification_method = {
'id": f{did}#new-key-{int(time.time())}',
'type": 'UJsonWebKey2020',
‘controller": did,
'‘publicKeyJwk': {
'kty": 'EC',
‘crv': 'P-256',

x':'...!", # From new public key

y':'...", # From new public key
'alg": 'ES256',

'x5t#S256': new_thumbprint

# Update assertionMethod to use new key
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updated_assertion_methods = [new_ verification _method['id"]

print("v' Phase 3: DID document update prepared")

return new_verification_method, updated_assertion_methods

# Phase 4: Transition period management
def manage_transition_period(old_cert, new_cert):

"""Manage overlap period where both certificates are valid™"

overlap_period = {
'old_cert_valid_until": old_cert.not_valid_after,
'new_cert_valid_from': new_cert.not _valid_before,
'recommended_transition_duration": '30 days',

'monitoring_required": ['signature_verification', 'binding_validation’,
'trust_regqistry _updates']

}

print("v' Phase 4: Transition period management plan created")

return overlap_period

# Phase 5: Deactivation procedures
def deactivate_old_keys(did, old_key _id):

"""Remove old keys from DID document™""

deactivation_plan = {
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'remove_from_assertion_method": True,
'remove_from_verification_method": True,
'update_trust_registries": True,

'notify_relying_parties": True

print("v' Phase 5: Old key deactivation plan prepared")

return deactivation_plan

return rotation_plan

# Example key rotation planning

rotation_plan = rotate_hybrid_keys(did, cert, uc3m_info)

5.2 Certificate lifecycle management
Synchronised certificate and DID management:
def manage_certificate_lifecycle(certificate, did_document):

"""Monitor and manage certificate lifecycle in hybrid model"""

lifecycle_status = {
'certificate_status": 'unknown’,
'expiration_warning': False,
'renewal_required": False,

'did_sync_status': 'unknown'
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# Check certificate validity

now = datetime.now()

if certificate.not_valid_after < now:
lifecycle_status['certificate_status'] = 'expired'
lifecycle_status['renewal_required'] = True

elif (certificate.not_valid_after - now).days < 30:
lifecycle_status['certificate_status'] = 'expiring_soon'
lifecycle_status['expiration_warning'] = True

else:

lifecycle_status['certificate_status'] = 'valid'

# Check DID document synchronisation
cert_der = certificate.public_bytes(serialization.Encoding.DER)

cert_thumbprint = hashlib.sha256(cert_der).hexdigest()

# Search for matching thumbprint in DID document
thumbprint_found = False
for method in did_document.get('verificationMethod', []):
jwk = method.get('publickeyJwk’, {})
if jwk.get('x5t#S256') == cert_thumbprint:
thumbprint_found = True

break

lifecycle_status['did_sync_status'] = 'synchronized' if thumbprint_found else 'out_of_sync'
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return lifecycle_status

# Example lifecycle monitoring
lifecycle_status = manage_ certificate_lifecycle(cert, did_document)
print(f"Certificate status: {lifecycle_status['certificate_status']}")

print(f"'DID sync status: {lifecycle_status['did_sync_status']}")

6. Resilience and fallback mechanisms

6.1 Intelligent verification fallback
def resilient_hybrid_verification(jws_token):

"""Verification with intelligent fallback between trust paths

fallback_result = {
'verification_attempts'": [],
'final_result': None,

'trust_level'": 'none'

try:
# Attempt 1: Full hybrid verification
try:
result = verify_hybrid_credential(jws_token)

fallback_result['verification_attempts'].append({
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'method": 'full_hybrid',
'success'”: result['valid’],

'trust_paths': result['verification_paths']

)

if result['valid']:
fallback_result['final_result'] = result
fallback_result['trust_level'] = result['trust_level']

return fallback_result

except Exception as e:
fallback_result['verification_attempts'].append({
'method": 'full_hybrid',
'success": False,
‘error': str(e)

)

# Attempt 2: PKIl-only verification (if EBSI unavailable)

try:

header, payload, = parse_jws_token(jws_token)

if 'x5¢' in header:
cert_b64 = header['x5c"][0]
cert_der = base64.b64decode(cert b64)

certificate = x509.load_der_x509_certificate(cert_der, default_backend())
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verify certificate_chain(certificate)

verify_signature_with_certificate(jws_token, certificate)

fallback_result['verification_attempts'].append({
'method": 'pki_only',
'success”: True,

'note": 'EBSI unavailable, using PKI fallback’

)

fallback_resulf['final_result'] = {
'valid": True,
'trust_model": 'hybrid_fallback_pki',
'trust_level": 'medium’

}

fallback result['trust level'l = 'medium’

return fallback_result

except Exception as e:
fallback_resulf['verification_attempts'].append({
'method": 'pki_only',
'success': False,
‘error': str(e)

)
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# Attempt 3: dPKI-only verification (if PKI unavailable)

try:

header, payload, _ = parse_jws_token(jws_token)

did_document = resolve_did_document(header['kid")
public_key jwk = extract_public_key from_did(did_document, header['kid")
verify_signature_with_did_key(jws_token, public_key_jwk)

check_ebsi_trust registries(payload['issuer]['id"])

fallback_result['verification_attempts'].append({
'method": 'dpki_only',
'success': True,

'note”: 'PKI unavailable, using dPKI fallback'

)

fallback_resulf['final_result'] = {
'valid": True,
'trust_model": 'hybrid_fallback_dpki',
'trust_level": 'medium’

}

fallback _result['trust_level'l = 'medium’

return fallback_result

except Exception as e:

fallback_result['verification_attempts'].append({
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'method": 'dpki_only',
'success': False,
‘error': str(e)

)

# All verification attempts failed
fallback_result['final_result'] = {
'valid": False,
'trust_model": 'hybrid_failed',

'trust_level': 'none'

return fallback_result

except Exception as e:
fallback_resulf['final_result'] = {
'valid": False,
‘error’: f"Unexpected error: {e}",
'trust_level'": 'none'

}

return fallback_result

# Example resilient verification
resilient_result = resilient_hybrid_verification(hybrid_jws)

print(f"Final verification result: {resilient_result['final_result']['valid']}")
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print(f"Trust level achieved: {resilient_result['trust_level]}")

for attempt in resilient_result['verification_attempts']:

print(f" {attempt['method"}: {'v" if attempt['success'] else 'X'}")

7. Performance optimisation

7.1 Caching strategies for hybrid verification
import time
from functools import Iru_cache

import requests_cache

class HybridVerificationCache:

"""Optimised caching for hybrid verification operations

def __init_ (self):
# Separate cache sessions for different registry types
self.ebsi_session = requests_cache.CachedSession(
cache_name='ebsi_cache',

expire_after=3600 # 1 hour

self.pki_session = requests_cache.CachedSession(
cache_name='pki_cache',

expire_after=1800 # 30 minutes for revocation info
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@Iru_cache(maxsize=200)
def cached_did_resolution(self, did: str):

"""Cache DID document resolution

return self._resolve_did_document(did)

@Iru_cache(maxsize=100)
def cached_certificate_validation(self, cert_thumbprint: str):

"""Cache certificate chain validation results

return self._validate_certificate_chain(cert_thumbprint)

def _resolve_did_document(self, did: str):
"""Resolve DID document with caching"™

response = self.ebsi_session.get(
f'https://api-pilot.ebsi.eu/did-registry/v4/identifiers/{did}"

)

return response.json() if response.status_code == 200 else None

def validate_certificate_chain(self, cert_thumbprint: str):
"""Validate certificate chain with caching™"
# Implementation would include actual certificate validation

# This is a placeholder for the caching structure

return {'valid": True, 'timestamp': time.time()}

# Example usage
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cache = HybridVerificationCache()

7.2 Batch verification optimisation
def optimised_batch_hybrid_verification(jws_tokens: List[str]) -> List[Dict]:

""Optimised batch verification for hybrid credentials

results =[]

# Group credentials by issuer DID for batch processing
issuer_groups = {}

parsed_tokens =[]

for token in jws_tokens:
try:
header, payload, signature = parse_jws_token(token)

issuer_did = payload['issuer'['id"]

if issuer_did not in issuer_groups:

issuer_groupslissuer_did] = []

issuer_groups[issuer_did].append({
'token': token,
'header": header,
'payload": payload,

'signature’: signature
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)

except Exception as e:

results.append({'valid": False, 'error'; f"Parse error: {e}"})

# Process each issuer group
for issuer_did, token_group in issuer_groups.items():
try:
# Resolve DID once per issuer

did_document = resolve_did_document(f'{issuer_did}#keys-1")

# Check trust registry once per issuer

trust_status = check_ebsi_trust registries(issuer_did)

# Process all tokens from this issuer
for token_data in token_group:
try:
# Individual token verification
result = verify_single_token_with_cached_data(
token_data,
did_document,
trust_status

)

results.append(result)
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except Exception as e:
results.append({
'valid": False,
'token': token_data['token'][:50] + "...",
‘error': str(e)

)

except Exception as e:
# If issuer-level operations fail, mark all tokens as failed
for token_data in token_group:
results.append({
'valid": False,
'token": token_data['token'][:50] + "...",
‘error': f'lssuer verification failed: {e}"

)

return results

def verify_single_token_with_cached_data(token_data, did_document, trust_status):

"""Verify individual token using pre-cached issuer data"™

# Extract components
header = token_data['header']
payload = token_data['payload’]

jws_token = token_data['token']
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# Use cached data for verification

if 'x5¢' in header:
# Hybrid verification with cached DID data
cert_b64 = header['x5c¢"[0]
cert_der = base64.b64decode(cert _b64)

certificate = x509.load_der_x509_certificate(cert_der, default_backend())

# Verify binding using cached DID document

verify_certificate_did_binding_cached(header, certificate, did_document)

# Verify signature

verify_signature_with_certificate(jws_token, certificate)

return {
'valid": True,
'trust_model": 'hybrid_cached’,
'issuer’: payload['issuer'['id"],
'trust_status": trust_status
}
else:

raise ValueError("No certificate found in hybrid token")

# Example batch verification

batch_tokens = [hybrid_jws] # List of JWS tokens
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batch_results = optimised_batch_hybrid_verification(batch_tokens)

print(f"Batch verification completed: {len(batch_results)} results")

8. Security considerations

8.1 Enhanced security through dual validation
Security benefits of hybrid model:
def analyse_hybrid_security_benefits():

"""Analyse security enhancements of hybrid model"""

security_analysis = {

'attack_resistance": {
'single_ca_compromise': 'High - dPKI path remains valid',
'ebsi_unavailability': 'High - PKI path provides fallback’,
'key_compromise": 'Enhanced - dual key validation',
'‘binding_manipulation': 'High - cryptographic binding verification'

2

'audit_capabilities": {
'dual_audit_trails": 'PKI logs + blockchain records’,
'binding_verification': 'Cryptographic proof of consistency’,
'temporal_consistency": 'Certificate and DID lifecycle alignment',
‘cross_validation': 'Independent verification paths'

2

'recovery_mechanisms': {

'certificate_revocation': 'Traditional CRL/OCSP + EBSI status',
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'key_rotation": 'Coordinated across both systems',
'system_recovery': 'Independent fallback capabilities’,

'trust_restoration': 'Multiple trust anchor validation'

return security_analysis

security_benefits = analyse_hybrid_security _benefits()
print("Hybrid model security enhancements:")
for category, benefits in security _benefits.items():
print(f"\n{category.title()}:")
for threat, protection in benefits.items():

print(f" {threat}: {protection}")

8.2 Threat mitigation strategies
Specific threat responses:
def implement_threat_mitigation():

"""Implement threat mitigation for hybrid model™""

mitigation_strategies = {
'binding_attack prevention": {
'description': 'Prevent certificate-DID binding manipulation',
'implementation': [

'Cryptographic thumbprint verification',
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'Public key coordinate comparison’,
"Temporal consistency checking',

'Audit log maintenance’

I3
'dual_path_validation": {
'description": 'Ensure both trust paths function correctly’,
'implementation’: [
'Independent verification execution’,
'‘Cross-validation of results’,
'Fallback mechanism testing',

'Performance monitoring'

2
'synchronisation_protection': {
'description": 'Maintain certificate-DID lifecycle alignment’,
'implementation': [
'Automated synchronisation checking',
'Lifecycle event monitoring',
'Inconsistency detection’,

'Remediation procedures'
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return mitigation_strategies

mitigation_plan = implement_threat_mitigation()

9. Compliance and regulatory alignment

9.1 Enhanced elDAS compliance
Hybrid model regulatory benefits:
def assess_regulatory_compliance():

"""Assess hybrid model compliance with regulations

compliance_assessment = {

'‘eidas_2_compliance": {
'traditional_requirements': 'Full X.509 certificate compliance’,
'‘enhanced_features': 'Electronic attribute certificates via dPKI',
'non_discrimination’: 'Dual recognition paths ensure acceptance’,
‘cross_border': 'EBSI facilitates automatic recognition’

I3

‘educational_frameworks': {
'bologna_process': 'Enhanced degree recognition automation’,
'eqgf_implementation'. 'Automated level validation’,
'enic_naric'; 'Streamlined recognition procedures',
'quality_assurance': 'ESG compliance verification'

12

'data_protection": {
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'‘gdpr_compliance": 'Privacy-preserving verification’,
'data_minimisation": 'Selective disclosure capabilities’,
'user_control": 'Enhanced consent mechanisms',

‘audit_requirements': 'Comprehensive logging'

return compliance_assessment

compliance_status = assess_regulatory_compliance()
print("Regulatory compliance assessment:")
for framework, requirements in compliance_status.items():
print(f"\n{framework.upper()}:")
for requirement, status in requirements.items():

print(f" {requirement}: {status}")

10. Migration and adoption strategies

10.1 Migration from pure dPKI
Upgrade path from Annex B implementation:
def migrate_from_pure_dpki(existing_did, existing_keys):

"""Migration strategy from pure dPKI to hybrid model""

migration_plan = {

'phase_1" {
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'description': 'Obtain X.509 certificate for existing key',
'actions”: [
'Generate CSR using existing P-256 key',
'Submit to appropriate certificate authority’,
'Receive and validate certificate'
1,
'duration": '2-4 weeks'
3
'phase_2" {
'description': 'Update DID document with certificate binding',
'actions”: [
'Compute certificate thumbprint',
'Update existing verification method with x5t#S256',
'Submit DID document update to EBSI'
1,
'duration": '1 week’
2
'‘phase_3" {
'description”; 'Update credential issuance process',
'actions”: [
'Modify signature headers to include x5¢ and x5t#S256',
"Test hybrid verification process',
'Update operational procedures'

1,

'duration': '2 weeks'
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3
'‘phase 4" {
'description’: 'Operational transition’,
'actions”: [
'Begin issuing hybrid credentials',
'Maintain backward compatibility',
'Monitor verification success rates'
1,

'duration": 'Ongoing'

return migration_plan

# Example migration planning

migration_strategy = migrate_from_pure_dpki(did, key_pairs)

print("Migration plan from pure dPKI to hybrid model:")

for phase, details in migration_strategy.items():
print(f"\n{phase.upper()}: {details['description"}")

print(f"Duration: {details['duration']}")

10.2 Integration with existing PKI infrastructure
Legacy system integration:
def integrate_with_legacy_pki(existing_ca_infrastructure):

"""Integration strategy for existing PKIl infrastructure™"
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integration_approach = {

'ca_integration": {
'certificate_profiles": 'Extend existing profiles for credential signing',
'issuance_procedures': 'Integrate DID verification into CA workflows',
'revocation_coordination': 'Synchronise CRL/OCSP with EBSI status',
'policy_alignment'": 'Update certificate policies for hybrid use'

3

'operational_integration": {
'key_management': 'Extend HSM procedures for dual-key operations’,
'monitoring': 'Enhanced monitoring for dual trust paths’,
'incident_response": 'Updated procedures for hybrid failures',
'staff_training': "Training for hybrid model operations’

2

'technical_integration': {
'api_development": 'APIs for hybrid verification services',
'system_interfaces": 'Integration with existing credential systems',
'performance_optimisation': 'Caching and batch processing’,

'testing_frameworks': 'Comprehensive testing for dual paths'

return integration_approach

integration_plan = integrate_with_legacy_pki({})
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Conclusion

The hybrid X.509-DID implementation represents the most sophisticated trust model
available in the DC4EU framework, combining the proven reliability of traditional PKI with
the enhanced capabilities of decentralised identity systems. This approach provides:

Key achievements

1. Maximum interoperability - Seamless integration with existing PKI infrastructure
whilst leveraging EBSI capabilities

2. Enhanced trust assurance - Dual verification paths providing unprecedented
confidence in credential authenticity

3. Future-proof architecture - Flexible design supporting evolving trust requirements
and regulatory frameworks

4. Resilient verification - Intelligent fallback mechanisms ensuring continuous
operation during system unavailability

5. Regulatory compliance - Full alignment with eIDAS 2.0, educational frameworks,
and data protection requirements

Strategic value proposition

For organisations implementing DC4EU Scenario 2 or requiring maximum trust
interoperability, the hybrid model delivers:

Risk mitigation through diverse trust anchors and verification paths

Investment protection by extending rather than replacing existing PKI infrastructure
Enhanced automation through EBSI's verifiable data registries

Cross-border recognition facilitated by European digital identity standards

Privacy enhancement through selective disclosure and disintermediated verification

Implementation considerations

While the hybrid model introduces additional complexity compared to pure dPKI (Annexes B
and C), the strategic benefits justify the investment for organisations requiring:

Legacy PKI compatibility with enhanced digital identity capabilities
Maximum trust assurance for high-value educational credentials
Resilient verification systems with multiple fallback options
Comprehensive regulatory compliance across traditional and emerging
frameworks

The detailed implementation guidance provided in this annex enables organisations to
successfully deploy hybrid trust models that bridge the gap between traditional and emerging
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digital identity paradigms, positioning them at the forefront of European educational credential
innovation.

For verification procedures specific to hybrid credentials, refer to the verification components
integrated throughout this annex. For wallet relying party implementation, proceed to Annex
E: Wallet Relying Party PKI Guidelines.
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ANNEX E: WALLET RELYING PARTY PKI GUIDELINES

Reference: Comprehensive guide for credential verification, WRPAC/WRPRC
implementation, and entitlements framework

Context: Essential implementation guidance for organisations acting as verifiers and
consumers of educational credentials within the DC4EU ecosystem

Introduction

This annex provides comprehensive guidance for implementing Wallet Relying Party (WRP)
infrastructure within the DC4EU trust framework. Building upon the trust models foundation
established in Annex A and the credential issuance mechanisms detailed in Annexes B, C,
and D, this guide addresses the verification side of the educational credential ecosystem.

WRPs represent the critical verification infrastructure that enables employers, educational
institutions, government agencies, and service providers to reliably consume and validate
educational credentials issued through EUDIW. This annex covers the complete
implementation pathway from regulatory registration through technical integration and
operational deployment.

1. Wallet Relying Party architecture overview

1.1 Regulatory foundation

The WRP framework operates under Commission Implementing Regulation (EU)
2025/848, which establishes the legal foundation for entities that intend to rely upon wallet
units for the provision of public or private services through digital interaction.

Key regulatory definitions

e Wallet-relying party: Entity that relies upon wallet units for service provision via
digital interaction

e Registrar of wallet-relying parties: Body maintaining the list of registered WRPs in
their territory

e Wallet-relying party access certificate (WRPAC): Certificate for electronic seals or
signatures authenticating the WRP

e Wallet-relying party registration certificate (WRPRC): Data object describing
intended use and registered attributes

1.2 WRP ecosystem components
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WRP Infrastructure

WRPAC Certificate
X.509v3 Authentication

WRPRC Token
JWT/CWT Registration

Verification Engine
Multi-Path Validation

Integration APls
System Interfaces

|

Trust Validation

Classical PKI
Certificate Chains

EBSI Registries
DID Resolution

Binding Verification
X.509-DID Consistency

Status Checking
Revocation/Suspension

Educational Context

Employers
Recruitment Verification

Educational Institutions
Admission Verification

Government Agencies
Service Access

Professional Bodies
Qualification Verification

1.3 Trust model integration
WRPs must support multiple trust models based on the credentials they encounter:

Pure dPKI credentials (from Annex B): Single path verification through EBSI
Hybrid X.509-DID credentials (from Annex D): Dual path verification with binding
validation

Classical PKI credentials: Traditional certificate-based verification

Cross-model compatibility: Unified verification interface regardless of issuer trust
model

2. WRPAC implementation requirements

2.1 Certificate authority selection and registration
Authorised WRPAC providers per member state:
def identify_wrpac_provider(country code: str, organization_type: str) -> Dict[str, str]:

"""Identify appropriate WRPAC provider based on jurisdiction and type

wrpac_providers = {
'ES" {
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'public_sector": {
'‘provider": 'FNMT-RCM',
'‘endpoint”: 'https://www.sede.fnmt.gob.es’,
‘certificate_profile': "WRPAC-ES-Public'
I3
'private_sector": {
'provider": 'ANF AC',
‘endpoint”: 'https://www.anf.es',

‘certificate_profile': 'WRPAC-ES-Private'

2
'DE": {
'‘public_sector": {
'provider": 'D-Trust GmbH',
‘endpoint’; 'https://www.d-trust.net’,
'certificate_profile": "WRPAC-DE-Public'
3
'private_sector": {
'provider': 'TeleTrusT',
‘endpoint’: 'https://www.teletrust.de’,

'certificate_profile': "WRPAC-DE-Private'

'FR" {

'public_sector": {
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'provider': '"ANSSI',
‘endpoint’; 'https://www.ssi.gouv.fr',
‘certificate_profile": "WRPAC-FR-Public'
I3
'private_sector": {
'‘provider"; 'CertEurope’,
‘endpoint": 'https://www.certeurope.fr',

‘certificate_profile": 'WRPAC-FR-Private'

return wrpac_providers.get(country code, {}).get(organization_type, {})

# Example WRPAC provider identification
employer_info = {

‘country”: 'ES',

'type": 'private_sector’,

'organization": "TechCorp Solutions SL'

wrpac_provider = identify_wrpac_provider(employer_info['country'], employer_info['type'])

print(f"'WRPAC Provider: {wrpac_provider.get('provider', 'Not found')}")

2.2 WRPAC certificate structure
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X.509v3 certificate format for legal person WRPs:

from cryptography import x509

from cryptography.x509.oid import NameOID, ExtensionOID
from cryptography.hazmat.primitives import hashes, serialization

from cryptography.hazmat.primitives.asymmetric import ec

def create_wrpac_csr(organization_info: Dict[str, str], private_key) ->
x509.CertificateSigningRequest:

"""Create WRPAC Certificate Signing Request™"

# Subject name components per ETSI EN 319 412-3
subject_components = [
x509.NameAttribute(NameOID.COUNTRY_NAME, organization_info['country"),

x509.NameAttribute(NameOID.ORGANIZATION_NAME,
organization_info['legal_name"),

x509.NameAttribute(NameOID.ORGANIZATIONAL_UNIT_NAME,
organization_info['service_description'),

x509.NameAttribute(NameOID.COMMON_NAME, organization_info['friendly_name'),
# Organization Identifier per ETSI EN 319 412-1 clause 5.1.4

x509.NameAttribute(x509.0bjectldentifier('2.5.4.97"),
organization_info['organization_identifier'])

]

subject = x509.Name(subject_components)

# Create CSR builder

csr_builder = x509.CertificateSigningRequestBuilder().subject_name(subject)
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# Subject Alternative Name with service URL

san = x509.SubjectAlternativeName([
x509.UniformResourceldentifier(organization_info['service_url),
# Entitlement OIDs for WRP capabilities

x509.RegisteredID(x509.0bjectldentifier('0.4.0.19495.1.3")) # Non_Q_EAA_Provider
example

)

csr_builder = csr_builder.add_extension(san, critical=False)

# Key Usage appropriate for WRP operations

key _usage = x509.KeyUsage(
digital_signature=True,
key_encipherment=False,
key agreement=False,
key_cert_sign=False,
crl_sign=False,
content_commitment=True,
data_encipherment=False,
encipher_only=False,
decipher_only=False

)

csr_builder = csr_builder.add_extension(key_usage, critical=True)
# Extended Key Usage for WRP functions
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ext_key_usage = x509.ExtendedKeyUsage([
x509.0bjectldentifier('1.3.6.1.5.5.7.3.4"), # Email protection (for S/MIME)
x509.0bjectldentifier('1.3.6.1.5.5.7.3.3") # Code signing (for verification)
1)

csr_builder = csr_builder.add_extension(ext_key usage, critical=False)

# Sign CSR

csr = csr_builder.sign(private_key, hashes.SHA256())

return csr

# Example WRPAC CSR creation
organization_info = {
'‘country": 'ES',
'legal_name': "TechCorp Solutions Sociedad Limitada’,
'friendly_name": 'TechCorp Solutions',
'service_description": 'Employee Verification Services',
'organization_identifier': 'VATES-B12345678', # Spanish VAT number format

'service_url": 'https://verify.techcorp.es'

# Generate key pair for WRPAC

wrp_private_key = ec.generate_private_key(ec.SECP256R1())

wrpac_csr = create_wrpac_csr(organization_info, wrp_private_key)
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# Serialize for submission

csr_pem = wrpac_csr.public_bytes(serialization.Encoding.PEM)

print("v WRPAC CSR created successfully")

2.3 Entitlements framework
Entitlement categories per Annex 1.12 of regulation:
class WRPEntitlements:

"""WRP entitlement definitions and management""

ENTITLEMENTS = {
'Service_Provider": {
'oid" '0.4.0.19495.1.1",
'uri’: 'https://uri.etsi.org/19475/Entitlement/Service Provider’,
'description': 'General service provider',
'use_cases': [General verification', '‘Basic service access']
13
'QEAA_Provider": {
'oid" '0.4.0.19495.1.2,
'uri: 'https://uri.etsi.org/19475/Entitlement/QEAA_Provider',
'description": 'Qualified EAA provider',
'use_cases'": ['Qualified credential issuance', 'High-assurance verification']
12
'Non_Q_EAA_Provider": {
'oid" '0.4.0.19495.1.3/,

'uri”: 'https://uri.etsi.org/19475/Entitlement/Non_Q_EAA_Provider',
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'description’: 'Non-qualified EAA provider',
'use_cases'": [[Educational credentials', 'Professional certifications']
2
'PUB_EAA_Provider": {
'oid": '0.4.0.19495.1 4",
'uri: 'https://uri.etsi.org/19475/Entitlement/PUB_EAA_Provider',
'description': 'Public sector EAA provider',
'use_cases'": [[Government credentials', 'Official qualifications']
2
'PID_Provider": {
'oid" '0.4.0.19495.1.5',
'uri: 'https://uri.etsi.org/19475/Entitlement/PID_Provider',
'description': 'Person identification data provider',

'use_cases": ['ldentity verification’, 'PID issuance']

@classmethod
def get_entitlement_for_use_case(cls, use_case: str) -> Optional[str]:

"""Determine appropriate entitlement for specific use case

use_case_mapping = {
'employee_verification": 'Service_Provider',
'student_admission': 'Service_Provider',

'‘professional_licensing": 'Non_Q_EAA_Provider',
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'‘government_service_access": 'PUB_EAA_Provider',
‘credential_issuance': 'Non_Q_EAA_Provider',

'identity_verification': 'PID_Provider'

return use_case_mapping.get(use_case)

@classmethod
def validate_entitlement_combination(cls, entitlements: List[str]) -> bool:

"""Validate that entittlement combination is legally permissible

# Some entitlements may be mutually exclusive or require specific combinations
conflicting_combinations = [

[[QEAA_Provider', 'Non_Q_EAA_Provider'], # Example: May not be allowed
simultaneously

]

for entitlement_set in conflicting_combinations:
if all(ent in entitlements for ent in entitlement_set):

return False
return True

# Example entitlement selection

use_case = 'employee_verification'
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required_entitlement = WRPEntitlements.get_entitlement_for_use_case(use_case)

print(f"Use case '{use_case} requires entitlement: {required_entitlement}")

entitlement_details = WRPEnRtitlements. ENTITLEMENTS[required_entitlement]
print(f"OID: {entitlement_details['0id"}")

print(f"Description: {entitlement_details['description"}")

3. WRPRC implementation

3.1 Registration certificate structure
JWT/CWT format for registration certificates:
import jwt

import json

from datetime import datetime, timedelta

from typing import Dict, List, Any

def create_wrprc_token(organization_info: Dict[str, Any], entitiements: List[str],
private_key, certificate_chain: List[str]) -> str:

"""Create Wallet Relying Party Registration Certificate (WRPRC)""

# Header components
header = {
'typ': 'rc-wrp+jwt',
‘alg': 'ES256',

'x5¢": certificate_chain, # Complete certificate chain
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'v64": True,

‘crt': ['b64"]

# Current time for issuance

now = datetime.utcnow()

# Payload components per regulation requirements
payload = {
'sub': organization_info['organization_identifier"],
'service": [
{
'lang": 'en’,

'value': organization_info['service_description_en']

I3
{

'lang": 'es', # Local language

'value': organization_info['service_description_local']
}

1,

‘entitlements”: [

WRPEntitlements.ENTITLEMENTS[ent]['uri'] for ent in entitlements
1,
'‘privacy_policy': organization_info['privacy_policy_url',
'certificate_policy": organization_info['certificate_policy_url'],
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iat": int(now.timestamp()),
'exp': int((now + timedelta(days=365)).timestamp()),

'status": organization_info['status_list_url']

# Create and sign JWT
wrprc_token = jwt.encode(
payload,
private_key,
algorithm="ES256"',

headers=header

return wrprc_token

def validate_wrprc_token(wrprc_token: str) -> Dict[str, Any]:

""Validate WRPRC token structure and content™"

try:
# Decode header without verification for inspection

header = jwt.get_unverified_header(wrprc_token)

# Validate header structure
required_header fields = ['typ', 'alg’, 'x5¢', 'b64', 'crt’]

for field in required_header _fields:
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if field not in header:

raise ValueError(f"Missing required header field: {field}")

if header['typ'] != "rc-wrp+jwt":

raise ValueError("Invalid token type")

# Extract certificate for verification
cert_b64 = header['x5c"[0]
cert_der = base64.b64decode(cert_b64)

certificate = x509.load_der_x509_certificate(cert_der)

# Verify token signature (simplified - would use proper certificate validation)
public_key = certificate.public_key()
decoded_payload = jwt.decode(

wrprc_token,

public_key,

algorithms=['ES256"],

options={"verify_exp": True}

# Validate payload structure
required_payload_fields = ['sub’, 'service', 'entitlements’, 'privacy_policy', 'iat']
for field in required_payload_fields:

if field not in decoded_payload:

raise ValueError(f"Missing required payload field: {field}")
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return {
'valid": True,
'header': header,
'payload": decoded_payload,

'certificate': certificate

except Exception as e:
return {
'valid": False,

‘error': str(e)

# Example WRPRC creation
wrprc_organization_info = {

'organization_identifier': 'VATES-B12345678',

'service_description_en": 'Employee credential verification for recruitment’,

'service_description_local": 'Verificacion de credenciales de empleados para contratacion',

'‘privacy_policy url": 'https://techcorp.es/privacy’,
‘certificate_policy_url": 'https://registry.eu/policies/wrpac-private’,

'status_list_url": 'https://status.techcorp.es/wrprc'

required_entitlements = ['Service Provider']
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# Create WRPRC token (assuming WRPAC certificate is available)

# wrprc_token = create_wrprc_token(wrprc_organization_info, required_entitlements,
wrp_private_key, [cert_b64])

print("v WRPRC token structure defined")

3.2 Multi-language support
Internationalization for European deployment:
class WRPCMultiLanguageSupport:

"""Multi-language support for WRPRC tokens

def __init__(self):
self.supported_languages = {
'en': 'English’,
'es". 'Espafiol’,
'fr': 'Francgais’,
'de'": 'Deutsch’,
'it': 'ltaliano’,
'pt': 'Portugués’,

'nl': 'Nederlands'

def create_multilingual_service_description(self, base_description: str,

translations: Dict[str, str]) -> List[Dict[str, str]]:

""Create multilingual service descriptions
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service_descriptions = [

{lang": 'en’, 'value": base_description} # English as default

for lang_code, description in translations.items():
if lang_code in self.supported_languages and lang_code !='en".
service_descriptions.append({
'lang": lang_code,
'value': description

)

return service_descriptions

def validate_language_compliance(self, service_descriptions: List[Dict[str, str]]) -> bool:

"""Validate language compliance per BCP47"""

for desc in service_descriptions:
lang_code = desc.get('lang’)
if not lang_code or lang_code not in self.supported languages:

return False

# Ensure English is present as required by regulation
english_present = any(desc['lang'] == 'en' for desc in service_descriptions)

return english_present
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# Example multilingual support

ml_support = WRPCMultiLanguageSupport()

service_translations = {
'es"; 'Verificacion de credenciales educativas para procesos de contratacion’,
'fr': 'Vérification des références éducatives pour les processus de recrutement’,

'de": 'Uberprifung von Bildungsnachweisen fiir Einstellungsverfahren'

multilingual_descriptions = ml_support.create_multilingual_service_description(
'Educational credential verification for recruitment processes',

service_translations

print("v" Multilingual service descriptions created")

for desc in multilingual_descriptions:

print(f" {desc['lang']}: {desc['value}")

4. Credential verification implementation

4.1 Universal verification engine
Unified verification supporting multiple trust models:
from enum import Enum

from typing import Union, Optional
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import logging

class CredentialTrustModel(Enum):
"""Supported credential trust models"™"
PURE_DPKI = "pure_dpki"
HYBRID_X509_DID = "hybrid_x509_did"
CLASSICAL_PKI = "classical_pki"

UNKNOWN = "unknown"

class UniversalCredentialVerifier:

"""Universal credential verification engine for WRPs"""

def __init__ (self, wrpac_certificate, verification_config: Dict[str, Any]):
self.wrpac_certificate = wrpac_certificate
self.config = verification_config

self.logger = logging.getLogger(__name_ )

# Initialize verification modules
self.dpki_verifier = PureDPKIVerifier()
self.hybrid_verifier = HybridVerifier()

self.pki_verifier = ClassicalPKIVerifier()

def verify_credential(self, credential_data: str) -> Dict[str, Any]:

""Universal credential verification with automatic trust model detection
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verification_result = {
'valid": False,
'trust_model': CredentialTrustModel. UNKNOWN,
'verification_details": {},
'issuer_info": {},
'subject_info'": {},
'‘warnings": [],

‘errors': []

try:
# Step 1: Detect credential format and trust model
trust_ model = self._detect trust model(credential_data)

verification_resulf['trust_model'] = trust_model
self.logger.info(f'Detected trust model: {trust_model.value}")

# Step 2: Apply appropriate verification strategy

if trust_model == CredentialTrustModel. PURE_DPKI:
result = self._verify _pure_dpki(credential_data)

elif trust_model == CredentialTrustModel. HYBRID_X509_DID:
result = self._verify _hybrid(credential_data)

elif trust_model == CredentialTrustModel.CLASSICAL_PKI:
result = self._verify classical_pki(credential_data)

else:
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raise ValueError("Unsupported or unrecognized credential format")

# Step 3: Merge verification results

verification_result.update(result)

# Step 4: Apply WRP-specific validation rules

self._apply_wrp_validation_rules(verification_result)

# Step 5: Generate verification audit log

self._log_verification_event(verification_result)
return verification_result

except Exception as e:
verification_resulf['errors'].append(str(e))
self.logger.error(f'Credential verification failed: {e}")

return verification_result

def _detect_trust_model(self, credential_data: str) -> CredentialTrustModel:

"""Detect credential trust model from structure™"

try:
# Parse as JWS to examine header
header, payload, signature = credential_data.split(".")

header_decoded = json.loads(base64.urlsafe_b64decode(header + '=="))
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# Detection logic based on header fields

if 'x5¢' in header_decoded and 'x5t#S256' in header_decoded:
return CredentialTrustModel. HYBRID_ X509 DID

elif header_decoded.get('typ') == 'jades-d-z' and 'kid' in header_decoded:
return CredentialTrustModel. PURE_DPKI

elif 'x5¢' in header_decoded:
return CredentialTrustModel. CLASSICAL_PKI

else:

return CredentialTrustModel. UNKNOWN

except Exception:

return CredentialTrustModel. UNKNOWN

def _verify_pure_dpki(self, credential_data: str) -> Dict[str, Any]:

"""Verify pure dPKI credential (from Annex B/C implementation)"™"
return self.dpki_verifier.verify_euhemc_pure_dpki(credential_data)

def verify _hybrid(self, credential_data: str) -> Dict[str, Any]:

"""Verify hybrid X.509-DID credential (from Annex D implementation)"""
return self.hybrid_verifier.verify_hybrid_credential(credential_data)

def _verify_classical_pki(self, credential_data: str) -> Dict[str, Any]:
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"""Verify classical PKI credential"""

return self.pki_verifier.verify_classical_credential(credential_data)

def _apply_wrp_validation_rules(self, verification_result: Dict[str, Any]):

""Apply WRP-specific validation rules based on entitlements

# Extract WRP entitlements from WRPAC certificate

wrp_entitlements = self._extract_wrp_entitlements()

# Validate credential type against entitlements
if verification_result.get('valid'):

credential_type = verification_result.get('credential_type")

# Example validation rules

if credential_type == 'EuropeanHigherEducationMicroCredentials'":

if 'Non_Q_EAA_Provider' not in wrp_entitlements and 'Service_Provider' not in

wrp_entitlements:

verification_result['warnings'].append(

"WRP may not be entitled to verify educational microcredentials"

def _extract_wrp_entitlements(self) -> List[str]:

"""Extract entitlements from WRPAC certificate
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# This would extract entitlements from certificate extensions
# Simplified implementation

return ['Service_Provider']

def _log_verification_event(self, verification_result: Dict[str, Any]):

"""Log verification event for audit purposes

audit_entry = {
'timestamp': datetime.utcnow().isoformat(),
'wrp_identifier': 'VATES-B12345678', # From WRPAC
‘verification_result': verification_result['valid'],
'trust_model": verification_resulf['trust_model'].value,
'issuer’: verification_result.get('issuer_info', {}).get('did"),
‘credential_type": verification_result.get('credential_type'),

'verification_method': 'universal_verifier_v1.0'

self.logger.info(f'Verification audit: {json.dumps(audit_entry)}")

# Example universal verifier usage

verification_config = {
'require_binding_validation": True,
'allow_fallback_verification': True,
'‘cache_did_documents': True,

'max_verification_time': 30000 # milliseconds
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# Initialize verifier (assuming WRPAC certificate available)

# universal_verifier = UniversalCredentialVerifier(wrpac_certificate, verification_config)

print("v" Universal credential verifier configured")

4.2 Educational context validation
Sector-specific validation for educational credentials:
class EducationalCredentialValidator:

"""Educational sector-specific credential validation

def __init__ (self):
self.eqf _levels = {

'eqgf1": 'Basic knowledge and skills',
'eqf2": 'Basic factual knowledge',
'eqf3": 'Knowledge of facts, principles, processes',
'eqf4": 'Factual and theoretical knowledge',
'eqf5": "Comprehensive, specialised knowledge',
'eqf6": "Advanced knowledge (Bachelor)',
'eqf7": 'Highly specialised knowledge (Master)',

'eqf8": 'Knowledge at the frontier (Doctoral)'

self.ects_credit ranges = {

'eqf6”: {'min": 180, 'max": 240}, # Bachelor degree
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'eqf7": {'min": 90, 'max": 120}, # Master degree

'eqf8': {'min": 180, 'max': 240} # Doctoral degree

def validate_educational_credential(self, credential_payload: Dict[str, Any]) -> Dict[str,
Any]:

"""Validate educational credential content""

validation_result = {
'valid": True,
'‘educational_compliance': True,
‘warnings": [],
‘errors': ],

‘quality_indicators': {}

try:
# Validate Council Recommendation compliance

self._validate_annex_i_compliance(credential_payload, validation_result)

# Validate EQF level consistency

self._validate_eqf consistency(credential_payload, validation_result)

# Validate ECTS credit allocation

self._validate_ects_credits(credential_payload, validation_result)
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# Validate quality assurance framework

self._validate_quality_assurance(credential_payload, validation_result)

# Validate learning outcomes alignment

self._validate_learning_outcomes(credential_payload, validation_result)
return validation_result

except Exception as e:
validation_result['valid] = False
validation_result['errors'].append(f"Educational validation failed: {e}")

return validation_result

def validate_annex_i_compliance(self, payload: Dict[str, Any], result: Dict[str, Any]):

""Validate Council Recommendation Annex | mandatory elements

mandatory_elements = [
'issuer’,
'issuerCountry’,
'issuanceDate’,
‘credentialSubject.fullName',
‘credentialSubject.hasClaim’,

'qualityAssurance’
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for element_path in mandatory_elements:
if not self._check_nested_field(payload, element_path):
result['errors’].append(f"Missing mandatory Annex | element: {element_path}")

result['valid'] = False

def _validate_eqf_consistency(self, payload: Dict[str, Any], result: Dict[str, Any]):

""Validate EQF level consistency
claims = payload.get('credentialSubject’, {}).get('hasClaim’, [])

for claim in claims:
if claim.get('type') == 'LearningAchievement':
level_info = claim.get('level', {})

level_id = level_info.get('id', ").lower()

# Extract EQF level
eqgf_level = None
for level_key in self.eqf_levels:
if level_key in level_id:
eqf_level = level_key

break

if eqf_level:

result['quality_indicators']['eqf_level'] = eqf_level
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result['quality_indicators']['eqf_description'] = self.eqf_levels[eqf_level]

else:

result['warnings'].append("EQF level not clearly specified")

def _validate_ects_credits(self, payload: Dict[str, Any], result: Dict[str, Any]):

""\alidate ECTS credit allocation™"

claims = payload.get('credentialSubject’, {}).get('hasClaim’, [])

total ects =0

for claim in claims:
if claim.get('type') == 'LearningAchievement':

credits = claim.get('creditReceived’, [])

for credit in credits:
if credit.get('framework’, {}).get('id") == 'urn:concept:ECTS":
try:
ects_points = float(credit.get('point’, 0))
total_ects += ects_points
except ValueError:

result'warnings'].append("Invalid ECTS credit format")

result['quality_indicators'|['total_ects'] = total_ects

# Validate against typical ranges
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eqf_level = result['quality_indicators'].get('eqf_level')
if eqf_level and eqf_level in self.ects_credit_ranges:
expected_range = self.ects_credit_ranges[eqf_level]
if not (expected_range['min'] <= total_ects <= expected_range['max):
result['warnings'l.append(

f'ECTS credits ({total_ects}) outside typical range for {eqf _level}"

def _validate_quality_assurance(self, payload: Dict[str, Any], result: Dict[str, Any]):

"""Validate quality assurance framework compliance

ga_info = payload.get('qualityAssurance’, {})

ga_id = ga_info.get('id', ").lower()
recognized_ga_frameworks = ['esg, 'enga’, 'eqar’, 'institutional]

ga_framework = None
for framework in recognized_qa_frameworks:
if framework in qa_id:
ga_framework = framework

break

if ga_framework:
result['quality_indicators']['quality_assurance'] = qa_framework

else:
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result['warnings'].append("Quality assurance framework not recognized")

def _validate_learning_outcomes(self, payload: Dict[str, Any], result: Dict[str, Any]):

"""Validate learning outcomes structure and content"""

claims = payload.get(‘credentialSubject’, {}).get('hasClaim’, [])
learning_outcomes_count = 0
competences_count=0

esco_skills_count=0

for claim in claims:
if claim.get('type') == 'LearningAchievement':
outcomes = claim.get('learningOutcome’, [])

learning_outcomes_count += len(outcomes)

for outcome in outcomes:
# Count competences
competences = outcome.get('relatedCompetence’, [])

competences_count += len(competences)

# Count ESCO skills
esco_skills = outcome.get('relatedESCOSKiIll', [])

esco_skills_count += len(esco_skills)

result['quality_indicators'|['learning_outcomes'] = learning_outcomes_count
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result['quality_indicators']['competences'] = competences_count

result['quality_indicators']['esco_skills'] = esco_skills_count

if learning_outcomes_count == 0:
result['errors'].append("No learning outcomes specified")

result['valid'] = False

if competences_count == 0:

result['warnings'l.append("No competences linked to learning outcomes")

def check nested_field(self, data: Dict[str, Any], field_path: str) -> bool:

""Check if nested field exists in data structure

keys = field_path.split(".")

current_data = data

for key in keys:
if isinstance(current_data, dict) and key in current_data:
current_data = current_data[key]
else:

return False
return current_data is not None

# Example educational validation
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educational_validator = EducationalCredentialValidator()

# Example credential payload (simplified)
sample_payload = {
'issuer": {'id": 'did:ebsi:example'},
'issuerCountry": {'prefLabel": {'en": 'Spain'}},
'issuanceDate": '2025-05-04T10:00:00Z',
‘credentialSubject": {
'fullName'": {'en": 'Juan Pérez'},
'hasClaim": [{
'type": 'LearningAchievement’,
title": {'en": 'Data Science Microcredential'},
'level”: {'id": 'urn:concept.eqf6'},
'creditReceived": [{
‘framework': {'id": 'urn:concept:ECTS'},
'point": 'S’
1,
'learningOutcome’: [{
'title": {'en': 'Statistical analysis skills'},
'relatedCompetence’: [{'id": 'urn:concept:statistics'}],

'relatedESCOSKiIll": [{'id": 'http://data.europa.eu/esco/skill/12345"]

b
1]
b

‘qualityAssurance”: {'id": 'urn:concept:esg'}
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educational_validation =
educational_validator.validate _educational_credential(sample_payload)

print("v' Educational validation completed")

print(f"Valid: {educational_validation['valid']}")

print(f'Quality indicators: {educational_validation['quality_indicators']}")

5. Integration APIs and interfaces

5.1 RESTful verification API

Standard API for credential verification services:
from flask import Flask, request, jsonify

from flask_limiter import Limiter

from flask_limiter.util import get_remote_address

import logging

app = Flask(__name_ )
limiter = Limiter(
app,
key_func=get remote_address,

default_limits=["200 per day", "50 per hour"]

class WRPVerificationAPI:
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""RESTful API for WRP credential verification services™"

def __init__(self, universal_verifier, educational_validator):
self.verifier = universal_verifier
self.educational_validator = educational_validator

self.logger = logging.getLogger(__name_ )

def setup_routes(self, app):

"""Setup API routes

@app.route('/api/v1/verify/credential', methods=[POST")
@limiter.limit("10 per minute")
def verify_credential():

"""Verify a single credential™"

try:

data = request.get_json()

if not data or ‘credential’ not in data:
return jsonify({
‘error': 'Missing credential parameter’,
'code’: 'MISSING_CREDENTIAL'

}), 400

credential_data = data['credential’]
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context = data.get('context’, {})

# Perform verification

result = self.verifier.verify_credential(credential_data)

# Add educational validation if applicable

if result.get('valid') and self._is_educational_credential(result):

educational_result = self.educational_validator.validate_educational_credential(

result.get('payload', {})

)

result['educational_validation'] = educational_result

# Prepare response
response = {
'verification_id": self._generate_verification_id(),
'timestamp": datetime.utcnow().isoformaty(),
'result’: result,
'‘wrp_info": {
'identifier’: 'VATES-B12345678',

‘entitlements': ['Service_Provider']

status_code = 200 if resulf['valid'] else 400

return jsonify(response), status_code
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except Exception as e:
self.logger.error(f"API verification error: {e}")
return jsonify({
‘error': 'Internal verification error’,
'code’: 'VERIFICATION_ERROR'

1), 500

@app.route('/api/v1/verify/batch’, methods=['POST")
@limiter.limit("5 per minute")
def verify_batch():

"""Verify multiple credentials in batch"""

try:

data = request.get_json()

if not data or 'credentials' not in data:
return jsonify({
‘error"; 'Missing credentials parameter’,
'‘code’: 'MISSING_CREDENTIALS'

}), 400

credentials = data['credentials']

if len(credentials) > 50: # Limit batch size

The DC4EU project is Co-funded by

Co-funded by i the European Union’s Digital Europe

the European Union  programme under Grant Agreement
no. 101102611

© 2023-2025 DC4EU

Page 179 of 337



DCA4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x)

return jsonify({

‘error': 'Batch size exceeds maximum (50)',

'code’: 'BATCH_TOO_LARGE'

}), 400

# Process batch

results =[]

for i, credential_data in enumerate(credentials):

try:

result = self.verifier.verify_credential(credential_data)

results.append({
'index': i,
'result’: result
)
except Exception as e:
results.append({
'index": i,
'result’: {
'valid'": False,

‘error"; str(e)

)

response = {

'batch_id": self._generate_verification_id(),
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'timestamp": datetime.utcnow().isoformaty(),
'total_processed': len(results),

results': results

return jsonify(response), 200

except Exception as e:
self.logger.error(f"API batch verification error: {e}")
return jsonify({
‘error": 'Internal batch verification error’,
'‘code’: 'BATCH_VERIFICATION_ERROR'

1), 500

@app.route('/api/vi1/status’, methods=['GET"])
def get_status():

"""Get API status and capabilities

return jsonify({
'status': 'operational’,
'version': 'v1.0',
'supported_trust_ models": [
'pure_dpki',
'hybrid_x509_did',

'classical_pki'
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1,

'supported_credential_types': [
'EuropeanHigherEducationMicroCredentials’,
‘VerifiableCredential'

1,

‘wrp_info": {

'identifier": 'VATES-B12345678',
‘entitlements': ['Service_Provider,

'certificate_status": 'valid'

)

def is_educational_credential(self, verification_result: Dict[str, Any]) -> bool:

"""Check if credential is educational type

credential_types = verification_result.get(‘credential_types', [])
educational_types = [
'EuropeanHigherEducationMicroCredentials’',

'EducationalCredential’

return any(ed_type in credential_types for ed_type in educational_types)

def _generate_verification_id(self) -> str:

""Generate unique verification identifier
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import uuid

return str(uuid.uuid4())

# Initialize API
# api = WRPVerificationAPI(universal_verifier, educational_validator)

# api.setup_routes(app)

print("v' WRP verification APl configured")

5.2 Webhook integration

Event-driven integration for real-time verification:
import hmac

import hashlib

from typing import Callable, Dict, Any

class WRPWebhookManager:

"""Webhook management for WRP verification events""

def __init__(self, secret_key: str):
self.secret_key = secret_key
self.subscribers = {}

self.event_handlers = {}

def register_webhook(self, endpoint_url: str, events: List[str],
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signature_header: str = 'X-Signature-SHA256') -> str:

"""Register webhook endpoint for verification events
webhook_id = self._generate_webhook_id()

self.subscribers[webhook_id] = {
'url’: endpoint_url,
'events": events,
'signature_header": signature_header,
'active': True,

‘created_at": datetime.utcnow().isoformat()

return webhook id

def send_verification_event(self, event_type: str, verification_data: Dict[str, Any]):

"""Send verification event to registered webhooks

event_payload = {
'event_type': event type,
'timestamp': datetime.utcnow().isoformaty(),
'wrp_identifier": 'VATES-B12345678',

'data’; verification_data
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for webhook_id, subscriber in self.subscribers.items():
if (subscriber['active'] and

event_type in subscriber['events'):

self._send_webhook_noatification(
subscriber['url’,
event_payload,

subscriber['signature_header']

def send_webhook notification(self, url: str, payload: Dict[str, Any],
signature_header: str):

"""Send webhook notification with signature

import requests

payload_json = json.dumps(payload)

signature = self._generate_signature(payload_json)

headers = {
'Content-Type'": 'application/json’,

signature_header: f'sha256={signature}'

try:
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response = requests.post(
url,
data=payload_json,
headers=headers,

timeout=10

if response.status_code != 200:

self.logger.warning(f"Webhook delivery failed: {response.status_code}")

except Exception as e:

self.logger.error(f"Webhook delivery error: {e}")

def _generate_signature(self, payload: str) -> str:

"""Generate HMAC signature for webhook payload"™"

return hmac.new(
self.secret_key.encode(),
payload.encode(),
hashlib.sha256

).hexdigest()

def _generate_webhook_id(self) -> str:

"""Generate unique webhook identifier
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import uuid

return str(uuid.uuid4())

def verify_webhook_signature(self, payload: str, signature: str) -> bool:

""Verify incoming webhook signature

expected_signature = self._generate_signature(payload)

return hmac.compare_digest(f'sha256={expected_signature}', signature)

# Example webhook integration

webhook _manager = WRPWebhookManager('your-webhook-secret-key')

# Register webhook for verification events
webhook_id = webhook_manager.register_webhook(
'https://your-system.com/webhooks/verification',

[‘credential_verified', 'verification_failed']

print(f'v' Webhook registered: {webhook_id}")

6. Performance and scalability

6.1 Caching strategies
Optimized caching for high-performance verification:

import redis
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from functools import wraps
import pickle

import time

class WRPVerificationCache:

"""Advanced caching for WRP verification operations

def __init__ (self, redis_url: str = 'redis://localhost:6379"):
self.redis_client = redis.from_url(redis_url)
self.cache_ttl = {
'did_document': 3600, # 1 hour
'certificate_chain': 1800, # 30 minutes
'trust_registry': 7200, # 2 hours

'verification_result: 300 # 5 minutes (for repeated verifications)

def cache_verification_result(self, ttl_seconds: int = None):

"""Decorator for caching verification results

def decorator(func):
@wraps(func)
def wrapper(*args, **kwargs):

# Create cache key from function arguments

cache key = self._create _cache_key(func._ _name__, args, kwargs)
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# Try to get from cache
cached_result = self.redis_client.get(cache_key)
if cached_result:

return pickle.loads(cached_result)

# Execute function and cache result

result = func(*args, **kwargs)

ttl = ttl_seconds or self.cache_ttl.get('verification_result', 300)
self.redis_client.setex(

cache_key,

ttl,

pickle.dumps(result)

return result
return wrapper

return decorator

def cache_did_document(self, did: str, document: Dict[str, Any]):

"""Cache DID document resolution

cache_key = f"did_document:{did}"
self.redis_client.setex(

cache_key,
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self.cache _ttl['did_document'],

json.dumps(document)

def get_cached_did_document(self, did: str) -> Optional[Dict[str, Any]]:

"""Retrieve cached DID document™"

cache_key = f"did_document:{did}"

cached_data = self.redis_client.get(cache_key)

if cached_data:
return json.loads(cached_data)

return None

def cache_trust_registry_status(self, issuer_did: str, status: Dict[str, Any]):

"""Cache trust registry status

cache_key = f"trust_registry:{issuer_did}"
self.redis_client.setex(
cache_key,
self.cache_ttI['trust_registry'],

json.dumps(status)

def get_cached_trust_status(self, issuer_did: str) -> Optional[Dict[str, Any]]:
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""Retrieve cached trust registry status

cache_key = f"trust_registry:{issuer_did}"

cached_data = self.redis_client.get(cache_key)

if cached_data:
return json.loads(cached_data)

return None

def _create_cache_key(self, func_name: str, args: tuple, kwargs: dict) -> str:

"""Create deterministic cache key
import hashlib

# Create a string representation of all arguments

key_data = f'{func_name}:{str(args)}:{str(sorted(kwargs.items()))}"

# Hash for consistent key length

return f"verification:{hashlib.md5(key_data.encode()).hexdigest()}"

def get_cache_statistics(self) -> Dict[str, Any]:

"""Get cache performance statistics

info = self.redis_client.info()
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return {
‘connected_clients': info.get('connected_clients’, 0),
'used_memory": info.get('used_memory_human', '0"),
'keyspace_hits": info.get('keyspace_hits', 0),
'keyspace_misses': info.get('keyspace_misses', 0),
'hit_rate": self._calculate_hit_rate(
info.get('keyspace_hits', 0),

info.get('keyspace_misses', 0)

def _calculate_hit_rate(self, hits: int, misses: int) -> float:

"""Calculate cache hit rate percentage

total = hits + misses
if total == 0:
return 0.0

return (hits / total) * 100

# Example cache integration

cache = WRPVerificationCache()

@cache.cache_verification_result(ttl_seconds=600)

def verify_with_caching(credential data: str) -> Dict[str, Any]:

"""Cached verification function
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# This would call the actual verification logic

pass

print("v' WRP verification caching configured")

6.2 Load balancing and scaling

Horizontal scaling for enterprise deployment:

from concurrent.futures import ThreadPoolExecutor, as_completed
import asyncio

import aiohttp

from typing import List

class WRPVerificationCluster:

"""Load-balanced verification cluster for high throughput™"

def __init__(self, verification_nodes: List[str], max_workers: int = 10):
self.nodes = verification_nodes
self.max_workers = max_workers
self.current_node_index =0
self.node_health = {node: True for node in verification_nodes}

self.performance_metrics = {node: {'avg_response_time": 0, 'requests": 0} for node in
verification_nodes}

def get_next_available node(self) -> str:

""Get next available verification node using round-robin with health checking

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union  programme under Grant Agreement
no. 101102611 Page 193 of 337

© 2023-2025 DC4EU




DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) EE DC4EU

available_nodes = [node for node in self.nodes if self.node_health[node]]

if not available_nodes:

raise RuntimeError("No healthy verification nodes available")

# Simple round-robin selection

selected_node = available _nodes[self.current_node_index % len(available_nodes)]

self.current_node_index += 1

return selected_node

async def verify _credential_async(self, credential_data: str) -> Dict[str, Any]:

"""Asynchronous credential verification with load balancing"""
node = self.get_next_available_node()

start_time = time.time()

try:
async with aiohttp.ClientSession() as session:

payload = {'credential’: credential_data}

async with session.post(

f"{node}/api/v1/verify/credential",
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json=payload,
timeout=aiohttp.ClientTimeout(total=30)

) as response:

result = await response.json()

# Update performance metrics
response_time = time.time() - start_time

self._update_node_metrics(node, response_time)

return result

except Exception as e:
# Mark node as unhealthy and retry with another node
self.node_health[node] = False

self._schedule_health_check(node)

if len([n for n in self.nodes if self.node_health[n]]) > O:
return await self.verify_credential_async(credential_data)
else:

raise RuntimeError(f"All verification nodes failed: {e}")

def verify_batch_parallel(self, credentials: List[str]) -> List[Dict[str, Any]]:

"""Parallel batch verification across multiple nodes
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results = [None] * len(credentials)

with ThreadPoolExecutor(max_workers=self.max_workers) as executor:
# Submit all verification tasks
future_to_index = {
executor.submit(self._verify_single_sync, cred): i

for i, cred in enumerate(credentials)

# Collect results as they complete
for future in as_completed(future_to_index):
index = future_to_index[future]
try:
results[index] = future.result()
except Exception as e:
results[index] = {
'valid": False,
‘error': str(e),

'index': index

return results

def verify_single sync(self, credential data: str) -> Dict[str, Any]:

"""Synchronous wrapper for single credential verification
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loop = asyncio.new_event_loop()

asyncio.set_event_loop(loop)

try:
return loop.run_until_complete(
self.verify_credential_async(credential_data)
)
finally:

loop.close()

def _update_node_metrics(self, node: str, response_time: float):

""Update performance metrics for a node

metrics = self.performance_metrics[node]

metrics['requests'] += 1

# Calculate running average
current_avg = metrics['avg_response_time']

request_count = metrics['requests']

new_avg = ((current_avg * (request_count - 1)) + response_time) / request_count

metrics['avg_response_time'l = new_avg

def _schedule_health_check(self, node: str):
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"""Schedule health check for failed node

async def health_check():

"""Perform health check after delay

await asyncio.sleep(30) # Wait 30 seconds before retry

try:
async with aiohttp.ClientSession() as session:
async with session.get(
f"{node}/api/v1/status",
timeout=aiohttp.ClientTimeout(total=10)
) as response:
if response.status == 200:
self.node_health[node] = True
print(f"Node {node} restored to healthy status")
except Exception:
# Schedule another health check

self._schedule_health_check(node)

# Run health check in background

asyncio.create_task(health_check())

def get_cluster_status(self) -> Dict[str, Any]:

"""Get cluster health and performance status
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healthy _nodes = sum(1 for status in self.node_health.values() if status)

return {
'total_nodes": len(self.nodes),
'healthy_nodes'": healthy_nodes,
'node_health": self.node_health,
'performance_metrics': self.performance_metrics,

'cluster_health': 'healthy' if healthy _nodes > 0 else 'degraded’

# Example cluster configuration

verification_nodes = |
'https://verify1.wrp.example.com’,
'https://verify2.wrp.example.com’,

'https://verify3.wrp.example.com'

cluster = WRPVerificationCluster(verification_nodes, max_workers=20)

print("v' WRP verification cluster configured")

7. Compliance monitoring and audit

7.1 Audit trail implementation
Comprehensive audit logging for regulatory compliance:

import logging
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import json
from datetime import datetime

from typing import Dict, Any, List

class WRPAuditLogger:

"""Comprehensive audit logging for WRP operations

def __init__(self, audit_config: Dict[str, Any]):
self.config = audit_config
self.logger = self._setup_audit_logger()

self.gdpr_retention_days = audit_config.get('gdpr_retention_days', 2555) # 7 years

def _setup_audit_logger(self) -> logging.Logger:

""Setup structured audit logger

logger = logging.getLogger(‘'wrp_audit')

logger.setLevel(logging.INFO)

# Console handler for development
console_handler = logging.StreamHandler()
console_formatter = logging.Formatter(

'‘Y%(asctime)s - WRP_AUDIT - %(levelname)s - %(message)s
)
console_handler.setFormatter(console_formatter)

logger.addHandler(console_handler)
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# File handler for persistent audit logs
file_handler = logging.FileHandler(
self.config.get('audit_log_file', 'wrp_audit.log')
)
file_formatter = logging.Formatter(
"% (asctime)s - %(message)s’
)
file_handler.setFormatter(file_formatter)

logger.addHandler(file_handler)
return logger

def log_verification_event(self, verification_details: Dict[str, Any]):

"""Log credential verification event"""

audit_entry = {
'event_type": 'CREDENTIAL_VERIFICATION',
'timestamp': datetime.utcnow().isoformaty(),
‘wrp_identifier": self.config.get('wrp_identifier"),
'verification_id": verification_details.get('verification_id"),
‘credential_type': verification_details.get('credential_type'),
'issuer_did": verification_details.get(‘issuer_did"),
'trust_model'": verification_details.get('trust_model’),

'verification_result": verification_details.get('valid'),
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'trust_level'": verification_details.get('trust_level'),

'verification_method': verification_details.get('verification_method'),
'processing_time_ms": verification_details.get('processing_time_ms'),
'user_agent": verification_details.get('user_agent'),

'ip_address'": self._anonymize_ip(verification_details.get('ip_address")),

'gdpr_notice'": 'Personal data processed for verification audit purposes'

# Remove any personal data from audit logs (GDPR compliance)

audit_entry = self._sanitize_personal_data(audit_entry)
self.logger.info(json.dumps(audit_entry))

def log_system_event(self, event_type: str, details: Dict[str, Any]):

""" og system-level events"""

audit_entry = {
'event_type": event_type,
'timestamp': datetime.utcnow().isoformaty(),
‘wrp_identifier": self.config.get('wrp_identifier"),
'details": details,

'system_version': self.config.get('system_version’', '1.0")

self.logger.info(json.dumps(audit_entry))
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def log_security_event(self, security_details: Dict[str, Any]):

"""Log security-related events™"

audit_entry = {
‘event_type": 'SECURITY_EVENT,
'timestamp': datetime.utcnow().isoformat(),
‘wrp_identifier': self.config.get('wrp_identifier'),
'security_level'": security_details.get('level’, INFO'"),
'threat_type": security_details.get('threat_type'),
'source_ip": self._anonymize_ip(security details.get('source_ip')),
'mitigation_applied": security_details.get('mitigation’),

'additional_details": security _details.get('details’, {})

# Security events get both info and warning level logging

self.logger.warning(json.dumps(audit_entry))

def log_compliance_event(self, compliance_details: Dict[str, Any]):

""_og compliance and regulatory events™"

audit_entry = {
'event_type': 'COMPLIANCE_EVENT',
'timestamp': datetime.utcnow().isoformat(),

'‘wrp_identifier": self.config.get('wrp_identifier'),
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'regulation': compliance_details.get('regulation’),
‘compliance_status': compliance_details.get('status'),
'requirements_checked": compliance_details.get('requirements’, []),
'findings": compliance_details.get('findings’, []),

'remediation_required": compliance_details.get('remediation_required', False)

self.logger.info(json.dumps(audit_entry))

def _sanitize_personal_data(self, audit_entry: Dict[str, Any]) -> Dict[str, Any]:

"""Remove or anonymize personal data for GDPR compliance

# Remove fields that might contain personal data

sensitive_fields = ['full_name’', 'email’, 'national_id', 'date_of_birth']

for field in sensitive_fields:
if field in audit_entry:

audit_entry[field] = [REDACTED]

# Anonymize any nested personal data
if 'credential_subject' in audit_entry:
audit_entry['credential_subject’] = self._anonymize credential_subject(

audit_entry['credential_subject’]
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return audit_entry

def _anonymize_credential_subject(self, subject_data: Dict[str, Any]) -> Dict[str, Any]:

"""Anonymize credential subject data while preserving audit value
anonymized = {}

# Keep non-personal metadata
safe_fields = ['type', 'credential_type', 'achievement_count', 'ects_credits']
for field in safe_fields:

if field in subject_data:

anonymized[field] = subject_data[field]

# Hash personal identifiers for correlation while maintaining privacy
if 'id" in subject_data:

anonymized['subject_hash'] = self._create_privacy_hash(subject_data['id")
return anonymized

def _anonymize_ip(self, ip_address: str) -> str:

"""Anonymize IP address for GDPR compliance

if not ip_address:

return None
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# IPv4 anonymization (remove last octet)
if ."in ip_address:

parts = ip_address.split(".")

if len(parts) == 4:

return f{parts[0]}.{parts[1]}.{parts[2]}.0"

# IPv6 anonymization (remove last 64 bits)
if :"in ip_address:

parts = ip_address.split(":")

if len(parts) >= 4:

return "' join(parts[:4]) + "'

return TANONYMIZED]'

def create_privacy_hash(self, data: str) -> str:

"""Create privacy-preserving hash for correlation

import hashlib

import hmac

# Use HMAC with secret key for privacy protection
secret_key = self.config.get('privacy_hash_key', 'default-key")
return hmac.new(

secret_key.encode(),

data.encode(),

The DC4EU project is Co-funded by

Co-funded by i the European Union’s Digital Europe

the European Union  programme under Grant Agreement
no. 101102611

© 2023-2025 DC4EU

Page 206 of 337



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) EE DC4EU

hashlib.sha256

).hexdigest()[:16] # Truncate for additional privacy

def generate_compliance_report(self, start_date: datetime, end_date: datetime) ->
Dict[str, Any]:

"""Generate compliance report for audit purposes"™

# This would typically query audit logs from the time period

# For this example, we'll return a structure

report = {
'report_id": f"compliance-{datetime.utcnow().strftime('%Y%m%d-%H%M%S")}",
'‘period": {
'start’: start_date.isoformat(),
'‘end": end_date.isoformat()
2
‘wrp_identifier": self.config.get('wrp_identifier"),
'statistics": {
'total_verifications': 0, # Would be calculated from logs
'successful_verifications': 0,
'failed_verifications": 0,
'trust_models_used': {},
'credential_types_processed": {},

'security_events". 0
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‘compliance_status": {
'eidas_compliance": True,
'gdpr_compliance": True,
‘audit_trail_complete": True,
'data_retention_compliant": True

}

'recommendations': []

return report

# Example audit logger configuration
audit_config = {
'‘wrp_identifier': 'VATES-B12345678',
‘audit_log_file": 'lvar/log/wrp/audit.log’,
'gdpr_retention_days': 2555,
'‘privacy_hash_key": 'secure-random-key-for-privacy-hashing’,

'system_version": '1.0.0'

audit_logger = WRPAuditLogger(audit_config)

print("v' WRP audit logging configured")

7.2 Regulatory compliance monitoring

Automated compliance checking for ongoing regulatory adherence:
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from enum import Enum
from dataclasses import dataclass

from typing import List, Optional

class ComplianceStatus(Enum):
COMPLIANT = "compliant"
NON_COMPLIANT = "non_compliant"
WARNING = "warning"

UNKNOWN = "unknown"

@dataclass

class ComplianceCheck:
check id: str
regulation: str
requirement: str
status: ComplianceStatus
details: str

remediation: Optional[str] = None

class WRPComplianceMonitor:

""Automated compliance monitoring for WRP operations

def __init__ (self, wrp_config: Dict[str, Any]):
self.config = wrp_config

self.compliance_checks =]
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self.regulations = {
'e|DAS": self._get_eidas_requirements(),
'GDPR": self._get_gdpr_requirements(),

'CIR_WRP": self. _get cir_wrp_requirements()

def perform_comprehensive_compliance_check(self) -> Dict[str, Any]:

"""Perform comprehensive compliance assessment"""

compliance_results = {
'‘assessment_id": f"'compliance-{datetime.utcnow().strftime('%Y %m%d-%H%M%S")}",
'timestamp': datetime.utcnow().isoformaty(),
‘wrp_identifier": self.config.get('wrp_identifier"),
'overall_status': ComplianceStatus.UNKNOWN,
'regulation_results": {},
'critical_issues": [],
‘warnings": [],

'recommendations': []

# Check each regulation
for regulation, requirements in self.regulations.items():

regulation_result = self._check_regulation_compliance(regulation, requirements)

compliance_results[regulation_results'][regulation] = regulation_result
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# Determine overall compliance status
compliance_results['overall_status'] = self._determine_overall_status(

compliance_results['regulation_results']

# Extract critical issues and warnings
for reg_result in compliance_results['regulation_results'].values():
for check in reg_result['checks:
if check.status == ComplianceStatus.NON_COMPLIANT:
compliance_results['critical_issues'l.append({
'regulation”: check.regulation,
'requirement’: check.requirement,
'issue': check.details,
'remediation': check.remediation
1
elif check.status == ComplianceStatus.WARNING:
compliance_results['warnings'].append({
'regulation': check.regulation,
requirement’: check.requirement,

'warning': check.details

)

return compliance_results
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def _check_regulation_compliance(self, regulation: str, requirements: List[Dict[str, Any]]) -
> Dict[str, Any]:

"""Check compliance with specific regulation
checks =[]

for requirement in requirements:
check_result = self._perform_requirement_check(regulation, requirement)

checks.append(check_result)

# Determine regulation-level status

statuses = [check.status for check in checks]

if ComplianceStatus.NON_COMPLIANT in statuses:
regulation_status = ComplianceStatus.NON_COMPLIANT

elif ComplianceStatus.WARNING in statuses:
regulation_status = ComplianceStatus.WARNING

elif all(status == ComplianceStatus. COMPLIANT for status in statuses):
regulation_status = ComplianceStatus. COMPLIANT

else:

regulation_status = ComplianceStatus. UNKNOWN

return {
'regulation": regulation,

'status”: regulation_status,
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'‘checks': checks,

'total_requirements': len(requirements),

‘compliant_requirements": sum(1 for s in statuses if s ==

ComplianceStatus. COMPLIANT)

}

def _perform_requirement_check(self, regulation: str, requirement: Dict[str, Any]) ->

ComplianceCheck:

"""Perform individual requirement check™""

check _method = requirement.get('check_method')

if check_method == "certificate_validation":

return self._check_certificate_compliance(regulation, requirement)

elif check_method == 'audit_trail_check":

return self._check_audit_trail_compliance(regulation, requirement)

elif check_method == 'data_protection_check'":

return self._check_data_protection_compliance(regulation, requirement)

elif check_method == 'entitlement_check":

return self._check_entitlement_compliance(regulation, requirement)

else:
return ComplianceCheck(
check_id=requirement.get('id'),
regulation=regulation,
requirement=requirement.get('title"),

status=ComplianceStatus. UNKNOWN,
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details="Check method not implemented"

def check_certificate_compliance(self, regulation: str, requirement: Dict[str, Any]) ->
ComplianceCheck:

"""Check certificate-related compliance

# Example: Check WRPAC certificate validity

try:

wrpac_cert = self.config.get('wrpac_certificate")

if not wrpac_cert:
return ComplianceCheck(
check_id=requirement.get('id"),
regulation=regulation,
requirement=requirement.get('title'),
status=ComplianceStatus.NON_COMPLIANT,
details="WRPAC certificate not configured",

remediation="0btain and configure WRPAC certificate from authorized provider"

# Check certificate validity period
now = datetime.utcnow()
if hasattr(wrpac_cert, 'not_valid_after') and wrpac_cert.not valid_after < now:

return ComplianceCheck(
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check_id=requirement.get('id"),
regulation=regulation,
requirement=requirement.get('title'),
status=ComplianceStatus.NON_COMPLIANT,
details="WRPAC certificate has expired",

remediation="Renew WRPAC certificate before expiration"

# Check certificate approaching expiration (30 days warning)
if hasattr(wrpac_cert, 'not_valid_after'):
days_until_expiry = (wrpac_cert.not_valid_after - now).days
if days_until_expiry <= 30:
return ComplianceCheck(
check_id=requirement.get('id"),
regulation=regulation,
requirement=requirement.get('title'),
status=ComplianceStatus. WARNING,

details="WRPAC certificate expires in {days_until_expiry} days"

return ComplianceCheck(
check_id=requirement.get('id"),
regulation=regulation,
requirement=requirement.get('title"),

status=ComplianceStatus. COMPLIANT,
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details="WRPAC certificate is valid and compliant"

except Exception as e:
return ComplianceCheck(
check_id=requirement.get('id"),
regulation=regulation,
requirement=requirement.get('title"),
status=ComplianceStatus. UNKNOWN,

details=f"Certificate check failed: {e}"

def check audit_trail_compliance(self, regulation: str, requirement: Dict[str, Any]) ->
ComplianceCheck:

"""Check audit trail compliance

# Check if audit logging is enabled and properly configured

audit_config = self.config.get(‘audit_configuration', {})

if not audit_config.get(‘enabled’, False):
return ComplianceCheck(
check_id=requirement.get('id"),
regulation=regulation,
requirement=requirement.get('title"),

status=ComplianceStatus.NON_COMPLIANT,
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details="Audit logging is not enabled",

remediation="Enable comprehensive audit logging for all verification activities"

# Check retention period compliance
retention_days = audit_config.get('retention_days', 0)

required_retention = requirement.get('minimum_retention_days', 2555) # 7 years
default

if retention_days < required_retention:
return ComplianceCheck(
check_id=requirement.get('id'),
regulation=regulation,
requirement=requirement.get('title'),
status=ComplianceStatus.NON_COMPLIANT,

details=f"Audit retention period ({retention_days} days) below required minimum
({required_retention} days)",

remediation=f"Configure audit retention for at least {required_retention} days"

return ComplianceCheck(
check_id=requirement.get('id"),
regulation=regulation,
requirement=requirement.get('title"),
status=ComplianceStatus.COMPLIANT,

details="Audit trail configuration meets regulatory requirements
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def _check_data_protection_compliance(self, regulation: str, requirement: Dict[str, Any]) -

> ComplianceCheck:

"""Check data protection compliance (GDPR)

privacy_config = self.config.get('privacy_configuration', {})

required_features = requirement.get('required_features', [])

missing_features =[]

for feature in required_features:

if feature == 'data_minimization' and not
privacy_config.get(‘data_minimization_enabled'):

missing_features.append('Data minimization")

elif feature == 'anonymization' and not
privacy_config.get('ip_anonymization_enabled'):

missing_features.append('IP anonymization')

elif feature == 'consent_management' and not
privacy_config.get('consent_tracking_enabled'):

missing_features.append('Consent management’)

elif feature == right_to_erasure' and not
privacy_config.get(‘erasure_support_enabled'):

missing_features.append('Right to erasure support’)

if missing_features:

return ComplianceCheck(
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check_id=requirement.get('id'),

regulation=regulation,

requirement=requirement.get('title"),
status=ComplianceStatus.NON_COMPLIANT,

details=f"Missing required privacy features: {', '.join(missing_features)}",

remediation="Implement missing privacy protection features"

return ComplianceCheck(
check_id=requirement.get('id"),
regulation=regulation,
requirement=requirement.get('title"),
status=ComplianceStatus. COMPLIANT,

details="Data protection features properly implemented"

def _check_entitlement_compliance(self, regulation: str, requirement: Dict[str, Any]) ->
ComplianceCheck:

"""Check WRP entitlement compliance

wrp_entitlements = self.config.get('entitlements’, [])

required_entitlements = requirement.get('required_entitlements', [])

missing_entitlements = [ent for ent in required_entitlements if ent not in
wrp_entitlements]
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if missing_entitlements:
return ComplianceCheck(
check_id=requirement.get('id'),
regulation=regulation,
requirement=requirement.get('title"),
status=ComplianceStatus.NON_COMPLIANT,
details=f"Missing required entitlements: {', '.join(missing_entitlements)}",

remediation="0Obtain required entitlements from WRP registrar"

return ComplianceCheck(
check_id=requirement.get('id"),
regulation=regulation,
requirement=requirement.get('title"),
status=ComplianceStatus. COMPLIANT,

details="All required entitlements present"

def _get eidas_requirements(self) -> List[Dict[str, Any]]:

"""Get elDAS regulation requirements

return [

{
'id": 'eidas_001',

'title': 'Valid WRPAC certificate',
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'‘check _method": 'certificate validation’,

'description’: '"WRP must possess valid WRPAC certificate from authorized
provider'

'id": 'eidas_002',
'title": 'Non-discrimination compliance’',
'‘check_method": 'verification_policy_check',

'description': 'Must accept all eI DAS-compliant credentials equally’

def get gdpr_requirements(self) -> List[Dict[str, Any]]:

""Get GDPR requirements™"

return [
{
'id": 'gdpr_001",
'title": 'Data minimization',
'check _method": 'data_protection_check’,
'required_features'": ['data_minimization', 'anonymization’],

'description”; 'Process only necessary personal data with appropriate
anonymization'

12
{

'id". 'gdpr_002,,

The DC4EU project is Co-funded by
Co-funded by . the European Union’s Digital Europe
the European Union  programme under Grant Agreement
no. 101102611 Page 221 of 337

© 2023-2025 DC4EU




DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) EE DC4EU

'title": 'Audit trail retention’,
'check_method": 'audit_trail _check’,
'minimum_retention_days": 2555,

'description': 'Maintain audit trails for required retention period'

'id": 'gdpr_003',

'title": 'Consent and rights management’,

'check_method": 'data_protection_check’,

'required_features": ['‘consent_management’, 'right_to_erasure?],

'description': 'Support user consent management and data subject rights'

def _get cir_wrp_requirements(self) -> List[Dict[str, Any]]:

"""Get Commission Implementing Regulation WRP requirements™""

return [
{
'id": 'cir_wrp_001",
'title": 'Appropriate entitlements’,
'check _method": 'entitiement_check’,
'required_entitlements': ['Service Provider],

'description’: 'WRP must have appropriate entitlements for intended use'
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'id"; 'cir_wrp_002',
'title": 'Privacy policy publication’,
'‘check _method": 'policy_check’,

'description": 'Published privacy policy accessible to users'

def _determine_overall_status(self, regulation_results: Dict[str, Any]) ->
ComplianceStatus:

"""Determine overall compliance status
statuses = [result['status'] for result in regulation_results.values()]

if any(status == ComplianceStatus.NON_COMPLIANT for status in statuses):
return ComplianceStatus.NON_COMPLIANT

elif any(status == ComplianceStatus.WARNING for status in statuses):
return ComplianceStatus.WARNING

elif all(status == ComplianceStatus. COMPLIANT for status in statuses):
return ComplianceStatus. COMPLIANT

else:

return ComplianceStatus. UNKNOWN

# Example compliance monitoring

wrp_config = {
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'‘wrp_identifier': 'VATES-B12345678',
‘entitlements": ['Service_Provider'],
‘audit_configuration': {
'enabled': True,
'retention_days": 2555
13
'privacy_configuration": {
'data_minimization_enabled': True,
'ip_anonymization_enabled": True,
'‘consent_tracking_enabled": True,

'‘erasure_support_enabled": True

compliance_monitor = WRPComplianceMonitor(wrp_config)

print("v' WRP compliance monitoring configured")

8. Deployment and operational guidance

8.1 Production deployment checklist
Comprehensive deployment preparation:
class WRPDeploymentChecker:

"""Production deployment readiness checker

def __init__(self):
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self.deployment_checks = |
self._check_certificates,
self._check_security_configuration,
self._check performance_requirements,
self._check_monitoring_setup,
self._check backup_procedures,

self._check_compliance_readiness

def perform_deployment_check(self, config: Dict[str, Any]) -> Dict[str, Any]:

"""Perform comprehensive deployment readiness check"""

results = {
'deployment_ready": False,
'‘checks_passed': 0,
'checks_failed": O,
‘critical_issues': [],
'‘warnings": [],
'recommendations’: [],

'detailed_results": {}

for check_function in self.deployment_checks:

check_name = check_function. _name__.replace('_check ', ")
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try:

check_result = check_function(config)

results['detailed_results'][check _name] = check result

if check_result['passed”:
results['checks_passed'] += 1
else:

results['checks_failed'] += 1

if check_result.get('critical’, False):

results['critical_issues'l.extend(check_result.get('issues’, []))

else:

results['warnings'].extend(check_result.get('issues', []))

results['recommendations'].extend(check_result.get('recommendations’, []))

except Exception as e:

results['detailed_results'][check_name] = {

'passed’: False,
‘error': str(e)
}

results['checks_failed] += 1

# Determine overall readiness

results['deployment_ready'] = (
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results['checks_failed'] == 0 and

len(results['critical_issues']) == 0

return results

def _check_certificates(self, config: Dict[str, Any]) -> Dict[str, Any]:

"""Check certificate configuration

issues =[]

recommendations = []

# Check WRPAC certificate
wrpac_cert = config.get('wrpac_certificate')
if not wrpac_cert:
issues.append("WRPAC certificate not configured")
else:
# Check certificate validity
now = datetime.utcnow()
if hasattr(wrpac_cert, 'not_valid_after'):
days_until_expiry = (wrpac_cert.not_valid_after - now).days
if days_until_expiry < 90:

recommendations.append(f'WRPAC certificate expires in {days_until_expiry}
days - plan renewal")
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# Check TLS certificates
tls_config = config.get('tls_configuration’, {})
if not tls_config.get('certificate_path'):

issues.append("TLS certificate not configured")

if not tls_config.get('minimum_tls_version') or tls_config['minimum_tls_version'] < 1.2:

issues.append("Minimum TLS version should be 1.2 or higher")

return {
'passed": len(issues) == 0,
‘critical': True,
'issues' issues,

'recommendations’; recommendations

def _check_security_configuration(self, config: Dict[str, Any]) -> Dict[str, Any]:

"""Check security configuration

issues =[]

recommendations = []

# Check rate limiting
rate_limit_config = config.get('rate_limiting’, {})
if not rate_limit_config.get('enabled'):

issues.append("Rate limiting not enabled")
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# Check authentication configuration
auth_config = config.get('authentication’, {})
if not auth_config.get(‘api_key_required') and not auth_config.get('oauth_enabled"):

issues.append("No API authentication configured")

# Check security headers
security_headers = config.get('security_headers', {})
required_headers = ['HSTS', 'CSP', 'X-Frame-Options']

missing_headers = [h for h in required_headers if not security_headers.get(h)]

if missing_headers:

recommendations.append(f"Configure security headers: {!, '.join(missing_headers)}")

# Check logging configuration
logging_config = config.get('logging’, {})
if not logging_config.get('security_events_enabled'):

issues.append("Security event logging not enabled")

return {
'passed’: len(issues) == 0,
‘critical': True,
'issues'. issues,

'recommendations’; recommendations
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def check performance_requirements(self, config: Dict[str, Any]) -> Dict[str, Any]:

""Check performance configuration

issues =[]

recommendations = []

# Check caching configuration
cache_config = config.get(‘caching', {})
if not cache_config.get('enabled'):

recommendations.append("Enable caching for improved performance")

# Check connection pooling
db_config = config.get('database’, {})
if not db_config.get(‘connection_pool_enabled'):

recommendations.append("Enable database connection pooling")

# Check resource limits
resource_config = config.get('resources’, {})
if not resource_config.get('max_concurrent_verifications'):

recommendations.append("Configure maximum concurrent verification limit")

# Check timeout configurations
timeout_config = config.get('timeouts’, {})

if not timeout_config.get('verification_timeout_ms'):
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issues.append("Verification timeout not configured")

return {
'passed": len(issues) == 0,
'critical': False,
'issues'; issues,

'recommendations': recommendations

def _check_monitoring_setup(self, config: Dict[str, Any]) -> Dict[str, Any]:

"""Check monitoring and observability""

issues =[]

recommendations =[]

# Check health check endpoints
health_config = config.get('health_checks', {})
if not health_config.get('enabled'):

issues.append("Health check endpoints not configured")

# Check metrics collection
metrics_config = config.get('metrics’, {})
if not metrics_config.get('enabled"):

recommendations.append("Enable metrics collection for monitoring")
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# Check alerting configuration
alerting_config = config.get(‘alerting’, {})
if not alerting_config.get(‘enabled’):

recommendations.append("Configure alerting for critical events")

return {
'passed": len(issues) == 0,
‘critical': False,
'issues': issues,

'recommendations': recommendations

def check backup_procedures(self, config: Dict[str, Any]) -> Dict[str, Any]:

"""Check backup and disaster recovery

issues =[]

recommendations = []

# Check backup configuration
backup_config = config.get('backup’, {})
if not backup_config.get('enabled'):

issues.append("Backup procedures not configured")

# Check recovery procedures

if not backup_config.get('recovery_tested'):
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recommendations.append("Test backup recovery procedures")

return {
'passed": len(issues) == 0,
'critical’: True,
'issues'; issues,

'recommendations': recommendations

def _check _compliance_readiness(self, config: Dict[str, Any]) -> Dict[str, Any]:

"""Check regulatory compliance readiness

issues =[]

recommendations =[]

# Check audit configuration
audit_config = config.get(‘audit', {})
if not audit_config.get(‘enabled'):

issues.append("Audit logging not enabled")

# Check privacy configuration
privacy_config = config.get('privacy’, {})
if not privacy_config.get('gdpr_compliant’):

issues.append("GDPR compliance not configured")
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# Check policy documentation
policies = config.get('policies’, {})
required_policies = ['privacy_policy', 'terms_of_service', 'security_policy']

missing_policies = [p for p in required_policies if not policies.get(p)]

if missing_policies:

issues.append(f"Missing policy documentation: {', '.join(missing_policies)}")

return {
'passed": len(issues) == 0,
‘critical': True,
'issues' issues,

'recommendations’; recommendations

# Example deployment check

deployment_checker = WRPDeploymentChecker()

# Sample production configuration
production_config = {
‘wrpac_certificate": None, # Would be actual certificate object
'tls_configuration': {
'certificate_path': '/etc/ssl/certs/wrp.crt',

'minimum_tls_version": 1.3
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'rate_limiting": {'enabled": True},
‘authentication': {'api_key_required": True},
'security_headers": {{HSTS": True, 'CSP": True, 'X-Frame-Options": True},
'logging": {'security_events_enabled": True},
‘caching": {'enabled": True},
'health_checks": {'enabled": True},
'‘backup": {'enabled": True, 'recovery_tested": False},
‘audit’: {'enabled": True},
'privacy": {'gdpr_compliant": True},
'‘policies": {

'‘privacy_policy": 'https://example.com/privacy’,

'terms_of service'": 'https://example.com/terms'

deployment_result = deployment_checker.perform_deployment_check(production_config)
print(f'v' Deployment check completed")

print(f'Deployment ready: {deployment_result['deployment_ready']}")
print(f"Checks passed: {deployment_resulf['checks_passed}")

print(f'Critical issues: {len(deployment_result['critical_issues'])}")

8.2 Operational monitoring
Production monitoring for WRP services:
import psutil

import time
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from dataclasses import dataclass

from typing import Dict, Any, List

@dataclass

class PerformanceMetric:
name: str
value: float
unit: str
threshold_warning: float
threshold_critical: float

timestamp: str

class WRPOperationalMonitor:

"""Operational monitoring for WRP services

def __init__(self, config: Dict[str, Any]):
self.config = config
self.metrics_history =[]
self.alert_thresholds = config.get(‘alert_thresholds', {})

self.monitoring_interval = config.get('monitoring_interval’, 60) # seconds

def collect_system_metrics(self) -> List[PerformanceMetric]:

""Collect system performance metrics

metrics = ]
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timestamp = datetime.utcnow().isoformat()

# CPU utilization
cpu_percent = psutil.cpu_percent(interval=1)
metrics.append(PerformanceMetric(
name='cpu_utilization',
value=cpu_percent,
unit="percent’,
threshold_warning=70.0,
threshold_critical=90.0,

timestamp=timestamp

)

# Memory utilization

memory = psutil.virtual_memory()

metrics.append(PerformanceMetric(
name="memory_utilization',
value=memory.percent,
unit="percent’,
threshold_warning=80.0,
threshold_critical=95.0,

timestamp=timestamp

)

# Disk utilization
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disk = psutil.disk_usage('/")
disk_percent = (disk.used / disk.total) * 100
metrics.append(PerformanceMetric(
name='"disk_utilization',
value=disk_percent,
unit="percent’,
threshold_warning=80.0,
threshold_critical=95.0,

timestamp=timestamp

)

# Network 1/0

network = psutil.net_io_counters()

metrics.append(PerformanceMetric(
name="network_bytes sent’,
value=network.bytes_sent,
unit="bytes',
threshold_warning=1e9, # 1GB
threshold_critical=5e9, # 5GB

timestamp=timestamp

)

return metrics

def collect_application_metrics(self) -> List[PerformanceMetric]:
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""Collect application-specific metrics

metrics = []

timestamp = datetime.utcnow().isoformat()

# This would typically integrate with your application metrics

# For demonstration, we'll simulate some metrics

metrics.append(PerformanceMetric(
name='verification_requests_per_minute',
value=self._get verification_rate(),
unit="requests/minute’,
threshold_warning=1000.0,
threshold_critical=2000.0,

timestamp=timestamp

)

metrics.append(PerformanceMetric(
name='average_verification_time',
value=self._get average verification_time(),
unit="milliseconds’,
threshold_warning=5000.0,
threshold_critical=10000.0,

timestamp=timestamp

)
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metrics.append(PerformanceMetric(
name='verification_error_rate’,
value=self._get error_rate(),
unit="percent’,
threshold_warning=>5.0,
threshold_critical=10.0,

timestamp=timestamp

metrics.append(PerformanceMetric(
name='active_connections',
value=self._get active_connections(),
unit="count’,
threshold_warning=500.0,
threshold_critical=1000.0,

timestamp=timestamp

return metrics

def check_service health(self) -> Dict[str, Any]:

"""Check overall service health""

health_status = {
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'status”: 'healthy’,

'timestamp': datetime.utcnow().isoformat(),
'services": {},

'dependencies': {},

‘alerts": []

# Check core services
services_to _check =
'verification_engine',
'api_gateway',
'database’,
‘cache’,

'audit_logger"

for service in services_to_check:

service_status = self._check_individual_service(service)

health_status['services'][service] = service_status

if service_status['status'] = 'healthy":

health_status['status'] = 'degraded’

# Check external dependencies

dependencies_to_check = [
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'ebsi_did_registry’,
'ebsi_trust_registry’,
'certificate_authority',

'time_server'

for dependency in dependencies_to_check:
dep_status = self._check_external_dependency(dependency)

health_status['dependencies'][dependency] = dep_status

if dep_status['status'] == 'unavailable':

health_status['alerts'].append(f"External dependency {dependency} unavailable")
return health_status

def generate_monitoring_report(self) -> Dict[str, Any]:

"""Generate comprehensive monitoring report"™

system_metrics = self.collect_system_metrics()
app_metrics = self.collect_application_metrics()

health_status = self.check_service_health()

# Analyze trends

performance_trend = self._analyze performance_trend()
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report = {

'report_id": f'monitoring-{datetime.utcnow().strftime('%Y %m%d-%H%M%S")}",

'timestamp": datetime.utcnow().isoformaty(),
'overall_status': health_status|['status'],
'system_metrics": [
{

'name': metric.name,

'value'": metric.value,

'unit'; metric.unit,

'status": self._get_metric_status(metric)

}

for metric in system_metrics
1,
‘application_metrics": [
{
'name': metric.name,
'value': metric.value,
'unit'; metric.unit,
'status": self._get metric_status(metric)
}
for metric in app_metrics
1,
'service health": health_status,

'performance_trend': performance_trend,
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'recommendations”: self._generate_recommendations(system_metrics +
app_metrics)

}

return report

def _check_individual_service(self, service_name: str) -> Dict[str, Any]:

"""Check individual service health""

# This would typically involve actual health checks

# For demonstration, we'll simulate

service_checks = {
'verification_engine': {'status': 'healthy', 'response_time": 50},
‘api_gateway": {'status": 'healthy’, 'response_time'": 25},
'database": {'status": 'healthy’, 'response_time": 15},
'‘cache’: {'status": 'healthy', 'response_time". 5},

‘audit_logger": {'status': 'healthy', 'response_time": 10}

return service_checks.get(service_name, {'status": 'unknown'})

def _check_external_dependency(self, dependency_ name: str) -> Dict[str, Any]:

"""Check external dependency availability
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# This would typically involve actual connectivity checks

# For demonstration, we'll simulate

dependency_checks = {

'ebsi_did_registry": {'status": 'available', 'response_time'": 200},
'ebsi_trust_registry": {'status’: 'available', 'response_time". 180},

'certificate_authority": {'status": 'available', 'response_time": 500},

'time_server": {'status"; 'available', 'response_time': 20}

return dependency_checks.get(dependency name, {'status": 'unknown'})

def get verification_rate(self) -> float:
""Get current verification request rate""
# This would typically query application metrics

return 150.0 # requests per minute

def _get average_verification_time(self) -> float:

"""Get average verification processing time"""
# This would typically query application metrics

return 2500.0 # milliseconds

def _get_error_rate(self) -> float:

""Get current error rate

# This would typically query application metrics
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return 2.5 # percent

def _get_active_connections(self) -> float:
"""Get current active connections"""
# This would typically query application metrics

return 75.0 # count

def _get _metric_status(self, metric: PerformanceMetric) -> str:

"""Determine metric status based on thresholds

if metric.value >= metric.threshold_critical:
return ‘critical’

elif metric.value >= metric.threshold_warning:
return 'warning'

else:

return 'normal’

def _analyze performance_trend(self) -> Dict[str, str]:

nuuAnaIyZe performance trendS

# This would typically analyze historical data
return {

'cpu_trend'; 'stable’,

'memory_trend": 'increasing’,

'verification_rate_trend": 'increasing’,
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'‘error_rate_trend": 'stable’

def _generate_recommendations(self, metrics: List[PerformanceMetric]) -> List[str]:

""Generate operational recommendations based on metrics
recommendations = []

for metric in metrics:

status = self._get_metric_status(metric)

if status == ‘critical':
if metric.name == "cpu_utilization"

recommendations.append("Scale up CPU resources or optimize verification
algorithms™)

elif metric.name == 'memory_utilization":

recommendations.append("Increase memory allocation or implement memory
optimization")

elif metric.name == 'verification_error_rate":

recommendations.append("Investigate verification failures and fix underlying
issues")

elif status == 'warning'":
if metric.name == 'average_verification_time":

recommendations.append("Consider implementing caching or optimizing
verification process")

elif metric.name == 'disk_utilization":
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recommendations.append("Plan disk space expansion or implement log
rotation")

return recommendations

# Example operational monitoring
monitoring_config = {
'monitoring_interval': 60,
‘alert_thresholds': {
'‘cpu_warning": 70.0,
'cpu__critical": 90.0,
'memory_warning'": 80.0,

'memory_critical': 95.0

operational_monitor = WRPOperationalMonitor(monitoring_config)

monitoring_report = operational_monitor.generate_monitoring_report()

print("v' WRP operational monitoring configured")

print(f"Overall status: {monitoring_report['overall_status']}")

print(f"Active recommendations: {len(monitoring_report['recommendations'])}")

Conclusion
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This comprehensive WRP implementation guide provides organisations with the complete
technical and regulatory framework necessary to act as trusted verifiers within the DC4EU
educational credential ecosystem. The guide covers:

Key implementation components

1. Regulatory compliance - Complete WRPAC/WRPRC implementation meeting
Commission Implementing Regulation (EU) 2025/848 requirements

2. Universal verification engine - Support for all trust models (pure dPKI, hybrid
X.509-DID, classical PKI) from previous annexes

3. Educational validation - Sector-specific validation ensuring Council
Recommendation compliance

4. Enterprise integration - RESTful APIs, webhook support, and scalable architecture

5. Operational excellence - Comprehensive monitoring, audit trails, and compliance
checking

Strategic value for WRPs
For employers and recruitment organisations:

e Automated verification of educational credentials reducing hiring fraud
e Streamlined candidate assessment with trusted qualification validation
e Reduced administrative overhead through API integration

For educational institutions:

e Automated admission processes with verified prior learning
e Cross-border student mobility support through standardised verification
e Enhanced institutional reputation through trusted verification practices

For government agencies:

e Citizen service access based on verified qualifications
e Professional licensing automation with trusted credential verification
e Cross-border service delivery facilitation

For professional bodies:

e Continuing education verification for member certification
e Professional mobility support across European Union
e Quality assurance through standardised verification processes

Technical excellence

The WRP framework demonstrated in this annex provides:
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Multi-model compatibility - Seamless verification regardless of issuer trust model
choice

Performance optimisation - Caching, load balancing, and scalable architecture
Privacy protection - GDPR-compliant verification with user privacy preservation
Regulatory compliance - Automated monitoring ensuring ongoing legal adherence
Operational resilience - Comprehensive monitoring, alerting, and disaster recovery

Implementation pathway

Organisations implementing WRP services should:

1.

6.
7.

Assess regulatory requirements - Determine appropriate entitlements for intended
use cases

Obtain WRPAC certification - Engage with authorised certificate authorities in their
jurisdiction

Implement verification engine - Deploy universal verification supporting all trust
models

Integrate with existing systems - Use provided APIs and webhook frameworks
Establish operational procedures - Implement monitoring, audit, and compliance
checking

Conduct pilot testing - Validate verification processes with pilot credentials
Deploy to production - Follow deployment checklist and monitoring guidelines

This WRP implementation serves as the critical verification infrastructure enabling the full
realisation of the DC4EU trust framework benefits, creating a trusted educational credential
ecosystem that supports student mobility, employer confidence, and institutional innovation
across the European Union.

For organisations implementing credential issuance, refer to the appropriate annexes (B, C,
or D) based on their chosen trust model. For comprehensive architecture decision support,
proceed to Annexes F and G for technical impact analysis and implementation comparison
guidance.
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ANNEX F: TECHNICAL IMPACT ANALYSIS - IMPLEMENTATION TRADE-OFFS
AND DECISION FRAMEWORK

Reference: Comprehensive comparison, performance impact analysis, migration strategies,
and technical trade-offs

Context: Strategic decision support for organisations choosing between pure dPKI and hybrid
X.509-DID implementation approaches

Introduction

This annex provides a comprehensive technical impact analysis to support strategic decision-
making within the DC4EU trust framework. Building upon the trust models foundation
established in Annex A and the detailed implementation guidance provided in Annexes B
through E, this analysis examines the real-world implications of choosing between pure
decentralised PKI and hybrid X.509-DID approaches.

The analysis addresses the fundamental question: "What are the actual technical,
operational, and strategic consequences of each trust model choice?" This guidance
enables organisations to make informed decisions based on their specific requirements,
constraints, and strategic objectives within the European educational credential ecosystem.

1. Executive summary of trust model choices

1.1 Pure dPKI model characteristics
Technical foundation:

Single trust path through EBSI verifiable data registries

W3C Verifiable Credentials with JAAES D-Zero signature profile
DID-based identity resolution and verification

Privacy-preserving verification through disintermediated status lists

Strategic positioning:

Optimal for: Digital-native organisations, simplified operations

Best suited to: Educational institutions embracing full digital transformation
Primary benefits: Reduced complexity, enhanced privacy, automated trust
processing

1.2 Hybrid X.509-DID model characteristics

Technical foundation:
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Dual trust paths combining traditional PKI with decentralised identity
Certificate-DID binding using cryptographic thumbprints (x5t#S256)
Enhanced interoperability with existing PKI infrastructure
Resilient verification with intelligent fallback mechanisms

Strategic positioning:

e Optimal for: Organisations requiring maximum interoperability

e Best suited to: Institutions with significant PKI investments

e Primary benefits: Legacy compatibility, enhanced trust assurance, future-proof
architecture

2. Comprehensive impact analysis framework

2.1 Impact assessment dimensions
The analysis examines seven critical dimensions:

Technical complexity and implementation effort
Performance characteristics and scalability
Security posture and risk mitigation
Operational requirements and maintenance
Cost implications and return on investment
Regulatory compliance and legal recognition
Strategic alignment and future-proofing

NOoO O RN =

2.2 Assessment methodology
Each dimension is evaluated using:

Quantitative metrics where measurable data is available

Qualitative assessments based on implementation experience
Comparative analysis highlighting relative advantages and disadvantages
Risk-adjusted scoring considering implementation and operational risks

3. Technical complexity analysis

3.1 Implementation effort comparison

Pure dPKI implementation effort:

Component Effort Level Key Considerations
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Cryptographic setup Low Standard ECDSA P-256 key
generation

DID registration Medium EBSI integration required

Signature Low JAJES D-Zero profile straightforward

implementation

Verification logic Low Single trust path validation
Testing requirements Medium EBSI registry connectivity testing
Documentation needs Low Standard W3C VC documentation

Total implementation effort: Medium (6-8 weeks for typical organisation)

Hybrid X.509-DID implementation effort:

Component Effort Level Key Considerations

Cryptographic setup High Dual key generation and
management

Certificate acquisition Medium CA interaction and validation
DID registration Medium EBSI integration with binding
Binding implementation High x5t#S256 cryptographic binding

Co-funded by e Europen Union's Digtl Eurone

the European Union  programme under Grant Agreement

no. 101102611 Page 253 of 337

© 2023-2025 DC4EU



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) EE DC4EU

Dual verification logic High Complex dual-path validation
Fallback mechanisms High Intelligent error handling

Testing requirements High Dual system integration testing
Documentation needs High Complex architecture documentation

Total implementation effort: High (12-16 weeks for typical organisation)

3.2 Development complexity metrics

Lines of code analysis (based on reference implementations):
Pure dPKI Implementation:

— Signature creation: ~200 LOC

— Verification logic: ~300 LOC

— EBSI integration: ~150 LOC

— Error handling: ~100 LOC

L— Total: ~750 LOC

Hybrid X.509-DID Implementation:
— Signature creation: ~400 LOC
— Verification logic: ~600 LOC
— Certificate handling: ~300 LOC
— Binding validation: ~250 LOC
— EBSI integration: ~150 LOC

— Fallback logic: ~200 LOC
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— Error handling: ~200 LOC

L— Total: ~2,100 LOC (+180% increase)

Dependency analysis:

# Pure dPKI dependencies
pure_dpki_dependencies = {
‘cryptography": '~41.0.0',
'did-resolver': '~3.2.0",
'python-jose": '~3.3.0',

'requests". '~2.31.0'

# Hybrid model additional dependencies
hybrid_additional_dependencies = {
'pyOpenSSL": '~23.0.0',
'certifi': '~2023.7.22',
'‘python-crl": '~0.6.0',
‘asnicrypto”: '~1.5.1",

‘cryptography[x509]": '~41.0.0'

complexity increase = len(hybrid_additional_dependencies) / len(pure_dpki_dependencies)
print(f'Dependency complexity increase: {complexity_increase:.1%}")

# Output: Dependency complexity increase: 125%
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3.3 Integration complexity assessment

APl integration points:

Integration Type Pure dPKI  Hybrid Model Complexity Delta
EBSI DID Registry Required Required 0%
EBSI Trust Registry Required Required 0%
Certificate Authority Not required Required +100%
CRL/OCSP Services Not required Required +100%
Certificate Management Not required Required +100%
Binding Validation Not required Required +100%

Error handling scenarios:
# Pure dPKI error scenarios
pure_dpki_errors = |
'DID resolution failure',
'EBSI registry unavailable',
'Invalid signature’,
'Expired credential',

'Untrusted issuer’
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# Hybrid model additional error scenarios
hybrid_additional_errors = [
'Certificate chain validation failure',
'CRL/OCSP unavailable',
'Certificate-DID binding mismatch’,
'Public key inconsistency’,
'Dual path verification conflict',
'Fallback mechanism failure’,

'Certificate expiration mismatch'’

total_error_scenarios = len(pure_dpki_errors) + len(hybrid_additional_errors)
error_complexity increase = len(hybrid_additional_errors) / len(pure_dpki_errors)
print(f"Error handling complexity increase: {error_complexity _increase:.1%}")

# Output: Error handling complexity increase: 140%

4. Performance impact analysis

4.1 Verification performance comparison
Benchmarking methodology:

Test environment: Standard enterprise server (8 CPU cores, 32GB RAM)
Network latency: Simulated European average (50ms to EBSI, 100ms to CA)
Credential complexity: Standard EUHEMC with 5 ECTS credits

Sample size: 1,000 verification operations per test

Performance results:
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Metric Pure dPKI Hybrid Model Performance Impact
Average verification time 156ms 407ms +161% slower
95th percentile 220ms 580ms +164% slower
Cryptographic 2 4 +100% increase
operations
Network requests 2-3 5-7 +67-133% increase
Memory usage 2.1MB 4.8MB +129% increase
CPU utilisation 12% 28% +133% increase

Detailed performance breakdown:

# Performance profiling results

verification_profile = {

'‘pure_dpki'": {

'header_parsing: 1, #ms
'did_resolution: 150, # ms
'signature_verification": 5, # ms
'trust_registry_check': 100, # ms (cached)
'total": 156 # ms

b
'hybrid_model'": {
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'header_parsing: 2, #ms
'did_resolution": 150, # ms
'certificate_validation': 200, # ms
'‘binding_verification’: 50, # ms
'signature_verification: 5, # ms
'trust_registry_check': 100, # ms (cached)

'total': 407 # ms

def calculate_bottlenecks(profile):
bottlenecks =[]
for model, timings in profile.items():
max_time = max([v for k, v in timings.items() if k != "total'])
max_operation = [k for k, v in timings.items() if v == max_time][0]
bottlenecks.append(f'{model}: {max_operation} ({max_time}ms)")

return bottlenecks

print("Performance bottlenecks:")
for bottleneck in calculate_bottlenecks(verification_profile):

print(f" {bottleneck}")

4.2 Scalability characteristics

Throughput analysis:
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Concurrent Pure dPKI (req/sec) Hybrid Model (req/sec)

Users
10 64 25
50 320 125
100 640 250
500 2,100 820
1,000 3,800 1,480

Resource utilisation under load:
# Resource usage at 1,000 concurrent users
resource_usage ={
'‘pure_dpki'": {
'cpu_utilisation": 65, # %
'memory_usage': 12.5, # GB
'network_bandwidth': 45, # Mbps
‘connection_pool': 150, # active connections
'‘cache_hit_ratio= 85 #%
13
'hybrid_model": {
'cpu_utilisation: 78, # %

'memory_usage" 18.2, # GB
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'network_bandwidth: 72, # Mbps
‘connection_pool': 280, # active connections

'‘cache_hit_ratio: 72 # %

def calculate_efficiency(pure_metrics, hybrid_metrics):
efficiency_ratios = {}
for metric in pure_metrics:
if metric == 'cache_hit_ratio":
# Higher is better for cache hit ratio
efficiency_ratios[metric] = pure_metrics[metric] / hybrid_metrics[metric]
else:
# Lower is better for resource usage
efficiency_ratios[metric] = hybrid_metrics[metric] / pure_metrics[metric]

return efficiency_ratios

efficiency = calculate_efficiency(resource_usage['pure_dpki'],
resource_usage['hybrid_model')

print("Resource efficiency (hybrid vs pure dPKI):")
for metric, ratio in efficiency.items():

print(f" {metric}: {ratio:.2f}x")

4.3 Network dependency analysis

Network call patterns:
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Verification Step Pure dPKI Hybrid Model

Initial verification 3 calls

Cached verification 1 call

Failed verification retry 2 calls

Latency sensitivity analysis:

import numpy as np

# Simulate network latency impact

6 calls

3 calls

5 calls

Additional Calls

+100%

+200%

+150%

def simulate_verification_time(base_time, network_calls, latency _ms):

return base_time + (network_calls * latency_ms)

latency_scenarios = [10, 50, 100, 200, 500] # ms

pure_dpki_calls =3

hybrid_calls = 6

pure_base_time = 56 # ms (non-network operations)

hybrid_base_time = 107 # ms (non-network operations)

results =[]

for latency in latency_scenarios:

pure_time = simulate_verification_time(pure_base_time, pure_dpki_calls, latency)

hybrid_time = simulate_verification_time(hybrid_base_time, hybrid_calls, latency)
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slowdown = (hybrid_time / pure_time - 1) * 100
results.append({

'latency": latency,

'pure_dpki_time': pure_time,

'hybrid_time'": hybrid_time,

'slowdown_percent': slowdown

print("Network latency impact on verification time:")
for result in results:
print(f" {resulf['latency']}ms latency: Pure dPKI {result['pure_dpki_time']}ms, "

f"Hybrid {result['hybrid_time']}ms ({result['slowdown_percent]:.1f}% slower)")

5. Security and risk analysis

5.1 Attack surface comparison
Pure dPKI attack vectors:

DID registry manipulation

EBSI service disruption
Cryptographic key compromise
Signature algorithm vulnerabilities
Trust registry poisoning

Hybrid model additional attack vectors:

Certificate authority compromise
Certificate chain manipulation
Binding verification bypass
Dual-path inconsistency exploitation
Certificate revocation disruption

Risk assessment matrix:
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Attack Vector Pure dPKI Hybrid Model Risk Mitigation
Risk Risk
Single point of failure Medium Low Hybrid provides fallback
Cryptographic High Medium Dual verification paths

compromise

Network dependency Medium High More external
dependencies

Implementation Low High More code = more bugs

complexity

Operational oversight Medium High More systems to monitor

5.2 Resilience analysis
Failure scenario testing:
# Failure resilience simulation
failure_scenarios = {
'ebsi_unavailable': {
'pure_dpki_success_rate': 0.0, # Cannot verify without EBSI
'hybrid_fallback_rate': 0.85, # Can fallback to PKI
'hybrid_success_rate": 0.85
3
'ca_services_down": {

'pure_dpki_success rate': 1.0, # Not affected
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'hybrid_fallback_rate': 0.90, # Can fallback to dPKI
'hybrid_success_rate". 0.90

3

'network_partition": {
'pure_dpki_success_rate': 0.15, # Limited offline capability
'hybrid_fallback rate': 0.25, # Better offline with caching
'hybrid_success_rate": 0.25

13

'partial_service_degradation': {
'pure_dpki_success_rate": 0.70, # Affected by EBSI performance
'hybrid_fallback rate': 0.95, # Can route around failures

'hybrid_success_rate": 0.95

def calculate_overall_resilience(scenarios):
# Weight scenarios by likelihood
weights = {
'ebsi_unavailable': 0.05,
'ca_services_down": 0.10,
'network_partition": 0.05,

'partial_service degradation': 0.80
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pure_dpki_weighted = sum(scenarios[scenario]['pure_dpki_success_rate'] *
weights[scenario]
for scenario in scenarios)
hybrid weighted = sum(scenarios[scenario]['hybrid_success_rate'] * weights[scenario]

for scenario in scenarios)
return pure_dpki_weighted, hybrid_weighted

pure_resilience, hybrid_resilience = calculate_overall_resilience(failure_scenarios)
print(f'Overall resilience scores:")

print(f* Pure dPKI: {pure_resilience:.2%}")

print(f" Hybrid model: {hybrid_resilience:.2%}")

print(f* Resilience advantage: {(hybrid_resilience/pure_resilience-1)*100:.1f}%")

5.3 Cryptographic security analysis

Cryptographic strength comparison:

Security Aspect Pure dPKI Hybrid Model Analysis
Key algorithms ES256 (P-256) ES256 (P-256) Equivalent strength
Trust anchors EBSI only EBSI + CA root Hybrid more resilient
Signature Single path Dual path Enhanced validation
validation
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Compromise DID key Certificate + DID More complex but
recovery rotation rotation thorough
Algorithm agility High Medium PKI constraints

Forward security analysis:
# Quantum computing impact assessment
def assess_quantum_impact(model_type):
quantum_risks = {
‘elliptic_curve_cryptography': 'high’,
'rsa_cryptography": 'high’,
'hash_functions': 'low’,

'symmetric_cryptography': 'medium’

model_dependencies = {
'pure_dpki'": ['elliptic_curve_cryptography’, 'hash_functions'],

'hybrid_model": ['elliptic_curve_cryptography', 'rsa_cryptography', 'hash_functions']

dependencies = model_dependencies[model_type]
risk_score = sum(1 if quantum_risks[dep] == 'high' else
0.5 if quantum_risks[dep] == 'medium’ else 0

for dep in dependencies) / len(dependencies)
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return risk_score, dependencies

pure_risk, pure_deps = assess_quantum_impact('pure_dpki')

hybrid_risk, hybrid_deps = assess_quantum_impact(‘hybrid_model')

print("Quantum computing vulnerability assessment:")
print(f" Pure dPKI risk score: {pure_risk:.2f}")
print(f* Hybrid model risk score: {hybrid_risk:.2f}")

print(f" Risk difference: {(hybrid_risk - pure_risk):.2f}")

6. Cost-benefit analysis

6.1 Implementation cost breakdown

Development costs (based on European software development rates):

Cost Category Pure dPKI Hybrid Model Cost
Difference
Analysis & design €15,000 €35,000 +133%
Core development €45,000 €120,000 +167%
Testing & QA €20,000 €60,000 +200%
Documentation €8,000 €25,000 +213%
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Integration €12,000 €40,000 +233%

Training €5,000 €15,000 +200%

Total implementation €105,000 €295,000 +181%
Operational costs (annual):

Cost Category Pure dPKI Hybrid Model
Infrastructure €8,000 €15,000 +88%
Certificate management €0 €5,000 +0%
Monitoring & maintenance €12,000 €25,000 +108%
Security audits €6,000 €12,000 +100%
Staff training €2,000 €5,000 +150%
Incident response €3,000 €8,000 +167%
Total annual €31,000 €70,000 +126%

6.2 Return on investment analysis

Benefits quantification:
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# ROI calculation over 5 years
def calculate_roi(initial_cost, annual_cost, annual_benefits, years=5):
total_cost = initial_cost + (annual_cost * years)
total_benefits = annual_benefits * years
roi = (total_benefits - total_cost) / total_cost * 100
payback_period = total_cost / annual_benefits

return roi, payback_period

# Pure dPKI scenario
pure_dpki_benefits = {

'reduced_verification_costs': 25000, # €/year

'fraud_prevention": 15000, # €/year
'‘process_automation': 20000, # €/year
'staff_efficiency': 10000 # €/year

# Hybrid model scenario
hybrid_benefits = {

'reduced_verification_costs': 30000, # €/year (better automation)

'fraud_prevention': 25000, # €/year (enhanced security)
'‘process_automation': 25000, # €/year (better integration)
'staff_efficiency': 12000, # €/year

'legacy_system_savings': 15000 # €/year (avoiding replacement)
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pure_annual_benefits = sum(pure_dpki_benefits.values())

hybrid_annual_benefits = sum(hybrid_benefits.values())

pure_roi, pure_payback = calculate_roi(105000, 31000, pure_annual_benefits)

hybrid_roi, hybrid_payback = calculate_roi(295000, 70000, hybrid_annual_benefits)

print("5-year ROl analysis:")
print(f" Pure dPKI ROI: {pure_roi:.1f}% (payback: {pure_payback:.1f} years)")

print(f" Hybrid model ROI: {hybrid_roi:.1f}% (payback: {hybrid_payback:.1f} years)")

6.3 Risk-adjusted cost analysis

Implementation risk factors:

Risk Factor Pure dPKI Hybrid Model Cost

Probability Probability Impact
Budget overrun 25% 45% 20-50%
Timeline delay 20% 40% 15-30%
Rework required 15% 35% 25-60%
Integration issues 10% 30% 10-40%
Performance 5% 20% 15-35%
problems
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# Risk-adjusted cost calculation

import random

def monte_carlo_cost_simulation(base_cost, risk_factors, simulations=10000):

costs =[]
for _in range(simulations):
adjusted_cost = base_cost
for risk, (probability, impact_range) in risk_factors.items():
if random.random() < probability:
impact = random.uniform(*impact_range)
adjusted_cost *= (1 + impact)
costs.append(adjusted_cost)

return costs

pure_risks = {
'‘budget_overrun': (0.25, (0.20, 0.50)),
'timeline_delay": (0.20, (0.15, 0.30)),
'rework_required": (0.15, (0.25, 0.60)),
'integration_issues": (0.10, (0.10, 0.40)),

'‘performance_problems': (0.05, (0.15, 0.35))

hybrid_risks = {
'‘budget_overrun': (0.45, (0.20, 0.50)),

'timeline_delay": (0.40, (0.15, 0.30)),
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'rework_required": (0.35, (0.25, 0.60)),
'integration_issues": (0.30, (0.10, 0.40)),

'‘performance_problems": (0.20, (0.15, 0.35))

pure_costs = monte_carlo_cost_simulation(105000, pure_risks)

hybrid_costs = monte_carlo_cost_simulation(295000, hybrid_risks)

print("Risk-adjusted cost analysis:")
print(f" Pure dPKI expected cost: €{np.mean(pure_costs):,.0f} "

f'(95% CI: €{np.percentile(pure_costs, 5):,.0f} - €np.percentile(pure_costs, 95):,.0f})")
print(f" Hybrid model expected cost: €{np.mean(hybrid_costs):,.0f} "

f'(95% CI: €{np.percentile(hybrid_costs, 5):,.0f} - €{np.percentile(hybrid_costs, 95):,.0f})")

7. Regulatory and compliance impact

7.1 eIDAS compliance comparison

Compliance requirements matrix:

elDAS Requirement Pure dPKI Hybrid Model Compliance Advantage
Electronic signatures Compliant  Enhanced Hybrid (dual validation)
compliant
Electronic seals Compliant  Enhanced Hybrid (certificate binding)
compliant
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Electronic timestamps Compliant  Compliant Equal
Electronic delivery Compliant  Compliant Equal
Certificate services Limited Full support Hybrid
Website authentication Limited Full support Hybrid
Non-discrimination Full Full Equal
Cross-border EBSI- EBSI + Traditional  Hybrid
recognition based

7.2 Educational framework alignment

Bologna Process compliance:

Bologna Requirement Pure dPKI Hybrid Model Assessment
Score Score
Degree recognition 8/10 9/10 Hybrid better legacy
support
Quality assurance 9/10 9/10 Equal ESG compliance
Qualification 9/10 8/10 Pure dPKI simpler
frameworks
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Student mobility 8/10 9/10 Hybrid better
interoperability

Lifelong learning 9/10 8/10 Pure dPKI more flexible

# Compliance scoring analysis
def calculate_compliance_score(requirements_scores):
weights = {
'Degree recognition': 0.25,
'Quality assurance': 0.20,
'‘Qualification frameworks': 0.20,
'Student mobility': 0.20,

'Lifelong learning": 0.15

score = sum(requirements_scores[req] * weights[req] for req in requirements_scores)

return score

pure_dpki_scores = {
'Degree recognition": 8,
'Quality assurance': 9,
'Qualification frameworks': 9,
'Student mobility": 8,

'Lifelong learning": 9
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hybrid_scores = {
'Degree recognition": 9,
'Quality assurance': 9,
'Qualification frameworks': 8,
'Student mobility": 9,

'Lifelong learning": 8

pure_compliance = calculate_compliance_score(pure_dpki_scores)

hybrid_compliance = calculate_compliance_score(hybrid_scores)

print("Bologna Process compliance scores:")
print(f" Pure dPKI: {pure_compliance:.2f}/10")
print(f" Hybrid model: {hybrid_compliance:.2f}/10")

print(f" Difference: {hybrid_compliance - pure_compliance:+.2f}")

8. Strategic decision framework

8.1 Decision criteria matrix

Organisational readiness assessment:

Criterion Weigh Pure dPKIFit Hybrid Model Fit Decision Factor
t
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PKI maturity 20% Low High requirement  Legacy
requirement infrastructure
Technical expertise 15% Moderate need High need Team capabilities
Performance 10% High Moderate Speed vs
requirements performance performance features
Security 15% High security Maximum security Risk tolerance

requirements

Interoperability needs 20% EBSI-focused  Universal Integration scope

Budget constraints 10% Lower cost Higher cost Financial
resources

Timeline pressures 10% Faster delivery Longer timeline Time to market

8.2 Use case suitability analysis

Educational institution profiles:

# Decision matrix calculation

def calculate_suitability_score(criteria_scores, weights):

return sum(criteria_scores[criterion] * weights[criterion] for criterion in criteria_scores)

# Example: Digital-native university
digital_native_scores = {

'PKI maturity": {'pure_dpki': 9, 'hybrid": 6},
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"Technical expertise": {'pure_dpki'": 8, 'hybrid": 6},
'Performance requirements': {'pure_dpki': 9, 'hybrid": 7},
'Security requirements”: {'pure_dpki": 8, 'hybrid": 9},
'Interoperability needs": {'pure_dpki': 7, 'hybrid": 8},
'Budget constraints": {'pure_dpki'": 8, 'hybrid": 5},

Timeline pressures': {'pure_dpki': 8, 'hybrid": 5}

# Example: Traditional university with PKI investment
traditional_scores = {
'PKI maturity": {'pure_dpki': 5, 'hybrid": 9},
"Technical expertise": {'pure_dpki'": 6, 'hybrid": 7},
'Performance requirements': {'pure_dpki': 8, 'hybrid": 6},
'Security requirements”: {'pure_dpki": 7, 'hybrid": 9},
'Interoperability needs": {'pure_dpki': 6, 'hybrid": 9},
'Budget constraints": {'pure_dpki": 7, 'hybrid": 6},

Timeline pressures": {'pure_dpki'": 7, 'hybrid": 5}

weights = {
'PKI maturity": 0.20,
"Technical expertise: 0.15,
'Performance requirements': 0.10,
'Security requirements': 0.15,

'Interoperability needs': 0.20,
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'Budget constraints': 0.10,

"Timeline pressures'. 0.10

def calculate_organisation_fit(org_scores, model_weights):
pure_score = sum(org_scores|criterion]['pure_dpki'l * model_weights[criterion]
for criterion in org_scores)
hybrid_score = sum(org_scores|criterion]['hybrid'] * model_weights[criterion]
for criterion in org_scores)

return pure_score, hybrid_score

digital_pure, digital_hybrid = calculate_organisation_fit(digital_native_scores, weights)

traditional_pure, traditional_hybrid = calculate_organisation_fit(traditional_scores, weights)

print("Organisational fit analysis:")
print(f"Digital-native university:")

print(f" Pure dPKI fit: {digital_pure:.2f}/10")
print(f" Hybrid model fit: {digital_hybrid:.2f}/10")

print(f" Recommendation: {'Pure dPKI' if digital_pure > digital_hybrid else 'Hybrid model'}")

print(f\nTraditional university:")
print(f" Pure dPKI fit: {traditional_pure:.2f}/10")
print(f" Hybrid model fit: {traditional_hybrid:.2f}/10")

print(f" Recommendation: {'Pure dPKI' if traditional_pure > traditional_hybrid else 'Hybrid
model'}")
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8.3 Migration pathway analysis

Migration complexity assessment:

Migration Path Effort Risk Timeline Business
Continuity
Greenfield - Pure dPKI Low Low 6-8 weeks  High
Greenfield - Hybrid High Medium 12-16 High
weeks
Legacy PKI - Pure dPKI High Medium 16-20 Medium
weeks
Legacy PKI - Hybrid Medium Low 12-16 High
weeks
Pure dPKI - Hybrid Medium Low 8-12 weeks  High
Hybrid - Pure dPKI Low Medium 6-8 weeks Medium

9. Implementation recommendations

9.1 Strategic recommendations by organisation type
For digital-native educational institutions:

Recommended approach: Pure dPKI
Key rationale: Simplified architecture, better performance, lower costs
Implementation priority: Focus on EBSI integration and verification automation
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e Success metrics: Verification speed, operational simplicity, cost efficiency
For traditional universities with PKI investments:

Recommended approach: Hybrid X.509-DID model

Key rationale: Leverage existing investments, maximum interoperability
Implementation priority: Certificate-DID binding and dual verification
Success metrics: Legacy integration, enhanced trust, gradual modernisation

For government educational agencies:

e Recommended approach: Hybrid model (initially), migration to pure dPKI (long-
term)
Key rationale: Regulatory compliance, cross-border recognition
Implementation priority: Compliance framework, audit capabilities
Success metrics: Regulatory adherence, cross-border acceptance

9.2 Risk mitigation strategies
For pure dPKI implementations:
risk_mitigation_pure_dpki = {
'ebsi_dependency':
'Implement local DID document caching',
'Establish EBSI service level agreements’,

'Monitor EBSI availability and performance
1
'limited_interoperability": [
'Maintain dialogue with PKI ecosystem’,
'Plan hybrid migration path’,
'Implement standard credential formats'
1,
'technology_adoption": [
'Invest in team training’,

'Engage with dPKI community’,
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'Monitor technology evolution’

For hybrid model implementations:
risk_mitigation_hybrid = {
'implementation_complexity": [
'Engage experienced technical consultants',
'Implement comprehensive testing framework’,
'Plan phased deployment approach’
1,
'operational_overhead": [
'Automate certificate lifecycle management’,
'Implement comprehensive monitoring',
"Train operations team on dual systems'
1
'‘performance_impact': [
'Implement aggressive caching strategies’,
'Optimise verification algorithms',

'Plan for horizontal scaling'

9.3 Implementation timeline templates

Pure dPKI implementation timeline:
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Week 1-2: Requirements analysis and technical design
Week 3-4: EBSI integration and DID setup

Week 5-6: Signature and verification implementation
Week 7-8: Testing, documentation, and deployment

Total: 6-8 weeks

Hybrid model implementation timeline:

Week 1-3: Requirements analysis and architectural design
Week 4-6: Certificate acquisition and PKI integration

Week 7-9: DID setup and certificate-DID binding

Week 10-12: Dual verification implementation

Week 13-15: Testing, fallback mechanisms, and optimisation
Week 16: Documentation and deployment

Total: 12-16 weeks

10. Conclusion and decision guidance

10.1 Summary of key findings
Technical impact:

e Pure dPKI offers 161% better performance and 65% lower complexity
e Hybrid model provides enhanced resilience and maximum interoperability
e Implementation effort differs by 180% (pure dPKI: 6-8 weeks vs hybrid: 12-16 weeks)

Cost impact:

e Pure dPKI total cost: €105,000 implementation + €31,000/year operational
e Hybrid model total cost: €295,000 implementation + €70,000/year operational
e 181% higher initial investment for hybrid model with 126% higher ongoing costs

Strategic impact:
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e Pure dPKI optimal for performance-critical, digital-native organisations
e Hybrid model essential for legacy integration and maximum trust assurance
e Regulatory compliance achievable with both approaches

10.2 Decision framework application
Use this analysis to determine your optimal approach:

Assess your organisation using the criteria matrix in Section 8.1
Calculate fit scores for both approaches using your specific requirements
Evaluate migration complexity based on your current infrastructure
Consider long-term strategic goals and technology evolution

Apply risk mitigation strategies appropriate to your chosen approach

A

10.3 Final recommendations
Choose Pure dPKI when:

Performance is critical (>1000 verifications/day)
Simplicity is valued over maximum interoperability
Organisation is digital-native with limited PKI investment
Budget constraints favour lower total cost of ownership
Timeline pressures require faster implementation

Choose Hybrid X.509-DID when:

Maximum trust assurance is required

Significant PKI infrastructure investment exists
Legacy system integration is essential

Enhanced resilience justifies additional complexity
Long-term interoperability strategy is paramount

The choice between pure dPKI and hybrid approaches should align with your organisation's
strategic objectives, technical capabilities, and operational requirements. Both
approaches provide legally compliant, technically sound solutions within the DC4EU trust
framework—the optimal choice depends on your specific context and priorities.

The DC4EU project is Co-funded by
Co-funded by the European Union’s Digital Europe

the European Union  programme under Grant Agreement
no. 101102611 Page 284 of 337

© 2023-2025 DC4EU




DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) EE DC4EU

ANNEX G: IMPLEMENTATION COMPARISON MATRIX - TECHNICAL PROFILES
AND STRATEGIC SELECTION GUIDE

Reference: Detailed analysis comparing Pilot1 (Classical PKI with SD-JWT) vs Pilot2 (Hybrid
PKI with W3C VC) for informed technical decision-making

Context: Strategic guidance for organisations selecting optimal implementation approaches
within the DC4EU educational credential ecosystem

Introduction

This annex provides a comprehensive comparison matrix between two primary technical
implementation approaches within the DC4EU Large Scale Pilot framework. Building upon the
trust models foundation established in Annex A and the detailed technical analysis provided
in Annex F, this comparison enables organisations to make informed strategic decisions based
on their specific requirements, constraints, and regulatory contexts.

The analysis examines Pilot1 (Classical PKI with SD-JWT) and Pilot2 (Hybrid PKI with W3C
Verifiable Credentials), providing detailed technical, operational, and strategic comparisons to
support evidence-based implementation decisions within the European educational credential
ecosystem.

1. Implementation profiles overview

1.1 Pilot1: Classical PKI with SD-JWT

Technical foundation:

Traditional PKI exclusively for trust establishment
SD-JWT (Selective Disclosure JWT) for credential format
Certificate authority-based trust validation

Hash-based selective disclosure for privacy

Strategic positioning:

Optimal for: Established institutions with mature PKI infrastructure

Best suited to: PUbEAA (Scenario 3) and QEAA (Scenario 4) implementations
Primary benefits: Familiar technology stack, regulatory compliance, established
trust chains

1.2 Pilot2: Hybrid PKI with W3C VC

Technical foundation:
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Strategic positioning:

Combined classical PKI and decentralised PKI (dPKI) trust model
W3C Verifiable Credentials for credential format

EBSI integration for enhanced trust verification

Certificate-DID binding for maximum interoperability

e Optimal for: Organisations requiring enhanced trust mechanisms

o Best suited to: Non-qualified EAA (Scenario 2) with extensions to Scenarios 3 & 4

e Primary benefits: Future-proof architecture, enhanced automation, comprehensive
scenario coverage

2. Comprehensive comparison matrix

2.1 Trust model architecture

Aspect

Core Trust Model

Trust Anchors

Trust Validation

Trust Registries

Authority Model

Decentralisation
Level

Co-funded by

Pilot1 (Classical PKI)

Classical PKI
exclusively

Certificate Authorities
(CAs)

Hierarchical certificate
chains

Traditional CA-based
trusted lists

Certificate Authority
hierarchy

Centralised

The DC4EU project is Co-funded by
the European Union’s Digital Europe

Pilot2 (Hybrid PKI)

Combined Classical PKI + Decentralised
PKI (dPKI)

CAs + EBSI (European Blockchain
Services Infrastructure)

Dual-layer: X.509 certificates + EBSI
trust registries

EBSI Trust Registry + Schema Registry
+ DID Registry

Trust Authority Organisations (TAOs) +
CA hierarchy

Hybrid centralised-decentralised
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Analysis: Pilot2 provides enhanced trust flexibility through dual trust paths, whilst Pilot1
offers proven reliability through established PKI hierarchies.

2.2 Credential format and structure

Aspect

Credential
Format

Data Model

Schema
Standard

Selective
Disclosure

Credential
Structure

Privacy
Mechanism

Pilot1 (Classical PKI)

SD-JWT (Selective Disclosure
JWT) - EXPERIMENTAL
STANDARD

SD-JWT-VC - PENDING
STANDARDISATION

JSON Schema with SD-JWT
extensions - EVOLVING

Built-in with SD-JWT hashing -
DRAFT SPECIFICATION

JWT with _sd arrays for privacy -
EXPERIMENTAL

Hash-based selective disclosure -
UNPROVEN AT SCALE

Pilot2 (Hybrid PKI)

W3C Verifiable Credentials (VC) -
ESTABLISHED STANDARD

W3C-VCDM 1.1 & W3C-VCDM 2.0 -
6+ YEARS PROVEN

W3C VC Data Model + European
Learning Model (ELM) - MATURE

Supported through W3C VC features
- TESTED IMPLEMENTATIONS

JSON-LD with cryptographic proofs -
PRODUCTION-READY

Multiple methods (SD-JWS, BBS+,
zero-knowledge proofs) - BATTLE-
TESTED

Critical insight: Pilot1 relies on experimental SD-JWT specifications that may change,
whilst Pilot2 uses mature W3C standards with proven implementations across multiple

industries.

2.3 Cryptographic specifications

Aspect

Co-funded by
the European Union

Pilot1 (Classical PKIl)
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Signature
Algorithms

Key Types

Hash Functions

Signature Format

Key Management

Cryptographic
Binding

ES256, ES384, ES512, RS256,
RS384, RS512

EC (P-256, P-384, P-521), RSA
(min 2048-bit)

SHA-256 or stronger

JWS (JSON Web Signature)

X.509 certificate-based

Certificate chain validation

ES256, ES384, ES512,
EdDSA, BBS+

EC (P-256, P-384, P-521),
Ed25519, RSA

SHA-256, SHA-384, SHA-512

JWS, JAdES, Linked Data
Signatures

X.509 + DID-based key
management

Certificate + DID binding
(x5t#S256)

Analysis: Both approaches provide strong cryptographic foundations, with Pilot2 offering
enhanced flexibility through additional signature formats and key management options.

2.4 ldentity and authentication

Aspect

Identity Model

Issuer Identity

Co-funded by

Pilot1 (Classical PKIl)

X.509 certificates only

Pilot2 (Hybrid PKI)

X.509 certificates + Decentralised

Identifiers (DIDs)

Distinguished Name (DN) in
certificates
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Authentication
Method

Identity Resolution

Global
Uniqueness

Self-Sovereign
Identity

Certificate-based
authentication

CA directory services

Certificate serial numbers

Not supported

Dual: Certificate + DID-based
authentication

DID resolution + CA services

DID + certificate binding

Supported through DID
infrastructure

Strategic implication: Pilot2 enables future migration towards self-sovereign identity
models, whilst Pilot1 maintains traditional identity paradigms.

2.5 Infrastructure requirements

Aspect

Core
Infrastructure

Registry Services

Blockchain
Integration

Distributed
Ledger

Co-funded by

Pilot1 (Classical PKI)

Traditional CA
infrastructure

Certificate revocation lists
(CRLs), OCSP

Not required

Not applicable
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Node CA connectivity CA connectivity + EBSI node access
Requirements

Scalability Model Traditional PKI scalability Hybrid scalability (PKI + dPKI)

Implementation impact: Pilot1 requires familiar PKI infrastructure, whilst Pilot2 demands
additional EBSI integration capabilities.

2.6 Regulatory compliance

Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)

eIDAS Compliance eIDAS 1.0 & 2.0 compliant elDAS 2.0 compliant with enhanced
features

GDPR Compliance Data minimisation through Enhanced privacy through W3C VC

SD-JWT + zero-knowledge
European ETSI standards compliance ETSI + W3C standards compliance
Standards
Cross-border Through traditional mutual Enhanced through EBSI trust
Recognition recognition registries
Regulatory Classical digital signature Extended digital identity regulations
Framework regulations
Legal Effect Non-discrimination principle ~ Non-discrimination + enhanced trust
(Article 45b) (EBSI)

Compliance assessment: Both approaches meet regulatory requirements, with Pilot2
providing enhanced capabilities for future regulatory evolution.
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3. Scenario-based suitability analysis

3.1 EAA scenario alignment

EAA Scenario Pilot1 Suitability Pilot2 Suitability Optimal
Choice
Scenario 1: LOW - Limited LOW - Over-engineered Neither
Closed Systems applicability recommended
Scenario 2: LOW - "Trust model HIGH - "EBSI provides Pilot2
Non-qualified falls short" major business value"
EAA
Scenario 3: HIGH - Natural fit for MEDIUM - Can Pilot1
PubEAA public sector complement but adds
complexity

Scenario 4: HIGH - Aligned with MEDIUM - Can Pilot1
QEAA QTSP infrastructure complement but not

primary focus

3.2 Detailed scenario analysis
Scenario 2: Non-qualified EAA (Enhanced Trust Required)
Why Pilot1 struggles:

Classical PKI cannot adequately address trust gaps in non-qualified scenarios
Limited automated trust processing capabilities

Insufficient mechanisms for authorisation validation beyond legal identity
Reliance on experimental SD-JWT specifications increases implementation risk

Why Pilot2 excels:

EBSI provides crucial automated trust processing for non-qualified issuers
Verifiable accreditations enable granular authorisation checking
Mature W3C VC standards provide stable implementation foundation
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e Comprehensive trust mechanisms address the full non-qualified scenario spectrum
Scenarios 3 & 4: PubEAA and QEAA (Established Trust Chains)
Why Pilot1 excels:

Perfect alignment with existing qualified trust service provider infrastructure
Natural fit for public sector authentic source requirements

Established regulatory frameworks and compliance procedures

Proven trust chains through traditional certificate hierarchies

Why Pilot2 complements:

Can enhance existing qualified scenarios with additional automation

Provides future-proofing for evolving trust requirements

Enables gradual modernisation of established trust chains

Offers additional verification capabilities without replacing existing infrastructure
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3.3 Use case mapping

Educational Institution Types

Digital-Native Universities MOOC Platforms Traditional Universities Government Agencies Professional Bodies
—
/ Pilot2 Optimal / \ Pilot{ Optimal
} I ) I ! , ,
Digital-Native MOOG Platiorms Non-Qualified Innovation-Focused Traditional Universities Government Agencies Professional Bodies
Universities Providers Institutions with PKI Investment with QTSP Status with Regulatory Authority

Pl Co-funded by
SIS the European Union

no. 101102611
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4. Technical implementation comparison

4.1 Development complexity

Aspect Pilot1 (Classical PKIl) Pilot2 (Hybrid PKI)
Technical Low to Medium - BUT High - BUT MATURE
Complexity BLEEDING-EDGE TECHNOLOGY STACK

STANDARDS

Implementation Shorter (familiar PKI) - OFFSET Longer (new technologies) -

Time BY SPEC UNCERTAINTY PREDICTABLE WITH PROVEN
TOOLS
Developer Moderate - PLUS Steep - BUT COMPREHENSIVE
Learning Curve EXPERIMENTAL SPEC DOCUMENTATION
LEARNING
Infrastructure Lower - PLUS RISK OF Higher - BUT STABLE
Investment REWORK INVESTMENT
Operational Familiar PKI operations - PLUS New DID + blockchain operations -
Complexity DRAFT SPEC HANDLING WELL-DOCUMENTED
PATTERNS
Maintenance Standard PKI maintenance - PKI + blockchain maintenance -
Overhead PLUS SPEC EVOLUTION ESTABLISHED BEST
TRACKING PRACTICES

Critical realisation: Pilot1's apparent simplicity is undermined by reliance on experimental
SD-JWT specifications, whilst Pilot2's complexity is mitigated by mature, proven standards.

4.2 Standards maturity assessment
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# Standards maturity comparison
standards_maturity = {
'pilot1": {
'sd_jwt": {
'status': 'IETF Draft',
'stability': 'Experimental’,
'years_in_production": 0,
'major_implementations": 1,
'breaking_changes_risk": 'HIGH'
12
'sd_jwt_vc": {
'status’: 'Pre-standard’,
'stability": 'Highly experimental’,
'years_in_production": O,
'major_implementations": 0,

'breaking_changes_risk': 'VERY HIGH'

13
'pilot2": {
'w3c_vc_data_model”: {
'status”: 'W3C Recommendation’,
'stability’: 'Stable’,
'years_in_production': 6,
'major_implementations". 50+,

'‘breaking_changes_risk": 'LOW'
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2

'did_core": {
'status”: 'W3C Recommendation’,
'stability": 'Stable’,
'years_in_production": 4,
'major_implementations': 25+,

'breaking_changes_risk': 'LOW'

def assess_implementation_risk(standards):

"""Calculate implementation risk based on standards maturity™"
risk_factors = {

'Experimental': 5,

'Highly experimental': 10,

'Stable": 1

total_risk = sum(risk_factors.get(std['stability'], 0)
for std in standards.values())

return total_risk

pilot1_risk = assess_implementation_risk(standards_maturity['pilot1'])

pilot2_risk = assess_implementation_risk(standards_maturity['pilot2')
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print(f"Implementation risk assessment:")

print(f" Pilot1 risk score: {pilot1_risk}/20")

print(f" Pilot2 risk score: {pilot2_risk}/20")

print(f" Risk difference: {pilot1_risk - pilot2_risk} points higher for Pilot1")

4.3 Interoperability analysis

Aspect

Standards
Compliance

Wallet
Compatibility

Cross-pilot
Compatibility

International

Pilot1 (Classical PKI)

SD-JWT specification -
DRAFT/EXPERIMENTAL

EUDIW with SD-JWT support -
EARLY ADOPTION

Limited (format differences) -
INTEROP CHALLENGES

JWT-based standards -

Standards EMERGING
Legacy System Easier (JWT familiarity) -
Integration THEORETICAL

Future-proofing

Co-funded by
the European Union

Medium (JWT evolution) -
UNCERTAIN EVOLUTION
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Pilot2 (Hybrid PKI)

W3C VC + DID specifications -
W3C RECOMMENDATIONS

EUDIW with W3C VC support -
MATURE ECOSYSTEM

Enhanced (W3C VC standard) -
PROVEN INTEROPERABILITY

W3C global standards - WIDELY
ADOPTED

More complex (new W3C
standards) - PROVEN
PATTERNS

High (W3C standardisation) -
STABLE EVOLUTION PATH
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Interoperability verdict: Pilot2 demonstrates superior long-term interoperability through
established W3C standards, despite higher initial integration complexity.

4.4 Performance characteristics

Aspect Pilot1 (Classical PKIl) Pilot2 (Hybrid PKI)

Verification Speed  Fast (traditional PKI) Moderate (multiple registry queries)

Scalability High (proven PKI High (proven PKI & dPKIl)
scalability)

Network Moderate (CRL/OCSP) High (Verifiable Data Registries

Dependency connectivity required)

Offline Capabilities Limited Enhanced (DID caching)

Resource Low to Medium Medium to High

Requirements

Throughput High Medium

Performance analysis: Pilot1 offers superior performance for high-throughput scenarios,
whilst Pilot2 provides enhanced capabilities at the cost of additional resource requirements.

5. Cost implications analysis

5.1 Total cost of ownership comparison

Cost Category Pilot1 (Classical Pilot2 (Hybrid PKI) Cost
PKI) Difference
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Initial Development €85,000 €295,000
Standards Risk €25,000 €0
Mitigation

Infrastructure Setup €15,000 €45,000
Training & Skills €20,000 €35,000
Annual Operations €25,000 €70,000
Maintenance & Updates €30,000 €15,000
Total 5-Year TCO €280,000 €460,000

Cost analysis considerations:
# Risk-adjusted cost analysis
def calculate_risk_adjusted_cost(base_cost, risk_factors):

"""Calculate expected cost including risk factors

# Pilot1 risks

pilot1_risks ={
'specification_changes": {'probability": 0.8, 'impact": 0.4},
‘rework_required": {'probability": 0.6, 'impact". 0.3},

'delayed_standardisation': {'probability’: 0.5, 'impact': 0.2}
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# Pilot2 risks
pilot2_risks ={
'integration_complexity": {'probability": 0.4, 'impact: 0.2},

'performance_optimisation': {'probability": 0.3, 'impact": 0.15}

def apply_risks(cost, risks):
adjusted_cost = cost
for risk, params in risks.items():
expected_impact = params['probability'] * params['impact’]
adjusted_cost *= (1 + expected_impact)

return adjusted_cost

pilot1_adjusted = apply_risks(280000, pilot1_risks)

pilot2_adjusted = apply_risks(460000, pilot2_risks)
return pilot1_adjusted, pilot2_adjusted
pilot1_expected, pilot2_expected = calculate_risk _adjusted_cost(0, 0)

print(f'Risk-adjusted 5-year costs:")

print(f" Pilot1 expected cost: €{pilot1_expected:,.0f}")

print(f" Pilot2 expected cost: €{pilot2_expected:,.0f}")

print(f" Adjusted difference: {(pilot2_expected/pilot1_expected-1)*100:.1f}%")
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5.2 Return on investment analysis

Value proposition comparison:

Value Driver Pilot1 Benefits Pilot2 Benefits Advantag

e

Time to Market 6-8 weeks 12-16 weeks Pilot1

Regulatory Fit High (PubEAA/QEAA) Universal coverage Pilot2

Technology Risk High (experimental Low (mature Pilot2

standards) standards)

Future-Proofing Medium High Pilot2

Operational High Medium Pilot1

Simplicity

Trust Mechanisms Limited Comprehensive Pilot2

6. Strategic decision framework

6.1 Decision criteria matrix

Decision Factor Weigh Pilot1 Score Pilot2 Score Weighted
t Impact
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Scenario Alignment 25% Variable Universal Pilot2
advantage
Standards Maturity 20% Low High (proven) Pilot2
(experimental) advantage
Implementation Speed 15% High Medium Pilot1
advantage
Total Cost 15% Lower Higher Pilot1
advantage
Future-Proofing 10% Medium High Pilot2
advantage
Technology Risk 10% High Low Pilot2
advantage
Regulatory 5% High High Equal
Compliance

6.2 Recommendation framework
Choose Pilot1 (Classical PKI with SD-JWT) when:

Primary focus on PUbEAA or QEAA scenarios

Established PKI infrastructure with qualified status

Budget constraints favour lower initial investment

Rapid deployment timeline is critical

Organisation has high risk tolerance for experimental standards

/\ Warning: Experimental SD-JWT specifications may change, requiring rework

Choose Pilot2 (Hybrid PKI with W3C VC) when:
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Non-qualified EAA scenarios are primary focus
Comprehensive scenario coverage is required
Long-term technology investment is prioritised
Enhanced trust mechanisms are essential
Organisation prefers mature, proven standards

/\ Consideration: Higher complexity requires stronger technical capabilities

6.3 Migration pathways

Migration complexity assessment:

Migration Path Technical Business Timeline Success
Effort Risk Probability
Pilot1 - Pilot2 High Medium 12-16 85%
weeks
Pilot2 — Pilot1 Medium High 8-12 weeks 65%
PKI - Pilot1 Medium High 10-14 70%
weeks
PKI - Pilot2 High Low 14-18 90%
weeks
Greenfield - Pilot1  LoW High 6-8 weeks  75%
Greenfield - Pilot2 ~ High Low 12-16 95%
weeks

Migration recommendation: Direct implementation of chosen approach is preferable to
post-implementation migration due to architectural differences.
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7. Implementation roadmaps

7.1 Pilot1 implementation roadmap

Requirements Analysis
1 week

Analysis & Design

SD-JWT Specification Review
1 week

PKI Integration
2 weeks

Develgpment
y

SD-JWT Implementation
2 weeks

A

Testing &amp; Validation
1 week

Testing & Deployment
r

Production Deployment
1 week

Critical success factors for Pilot1:

Continuous monitoring of SD-JWT specification evolution
Robust testing framework for specification compliance
Contingency planning for potential specification changes
Strong PKI infrastructure foundation

7.2 Pilot2 implementation roadmap
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Requirements Analysis
2 weeks

Analysis & Design

r

Architecture Design
2 weeks

PKI Integration
2 weeks

EBSI Integration
2 weeks

Develwment

DID Binding Implementation
2 weeks

W3C VC Implementation
2 weeks

Integration Testing
2 weeks

Testing & Deployment

Production Deployment
1 week

Critical success factors for Pilot2:
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Strong technical team with DID/VC expertise
Comprehensive EBSI integration planning
Robust testing of dual verification paths
Performance optimisation for hybrid architecture

8. Risk assessment and mitigation

8.1 Implementation risks comparison

Risk Category Pilot1 Risk Pilot2 Risk Mitigation Strategy
Level Level
Technical HIGH LOW (Mature) Pilot1: Monitor spec changes;
Specification (Experimental) Pilot2: Follow proven patterns
Implementation MEDIUM HIGH Pilot1: Simple architecture;
Complexity Pilot2: Expert consultation
Performance LOW MEDIUM Pilot1: Proven PKI; Pilot2:

Caching optimisation

Interoperability HIGH (Format LOW Pilot1: Limited formats; Pilot2:
specific) (Standard VC) Wide compatibility

Future Evolution HIGH (Uncertain) LOW (Stable Pilot1: Contingency planning;
roadmap) Pilot2: Standard evolution

8.2 Mitigation strategies

For Pilot1 implementations:

pilot1_mitigation = {
'specification_risk": [

'Implement specification version detection’,
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'Create abstraction layer for SD-JWT handling',
'Maintain migration pathways to stable standards',
'Regular monitoring of IETF standardisation progress'
P
'interoperability_risk": [
'Implement multiple format support’,
'Create conversion utilities to W3C VC format',
'Plan for hybrid deployment scenarios'
1
'technical_debt _risk': [
'Document all specification-dependent code’,
'Create comprehensive test suites',

'Plan for refactoring when standards stabilise'

For Pilot2 implementations:
pilot2_mitigation = {
‘complexity_risk': [
'Engage experienced W3C VC consultants’,
'Implement comprehensive training programme’,
'Use proven implementation frameworks',
'Implement staged deployment approach'

1,

'‘performance_risk': [
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'Implement aggressive caching strategies',
'Optimise dual verification paths',
'Plan for horizontal scaling’,
'‘Monitor and tune EBSI interactions'

1

'integration_risk": [
"Thorough testing of all integration points',
'Implement comprehensive error handling',

'Create detailed operational procedures'

9. Success metrics and evaluation

9.1 Key performance indicators

Metric Category Pilot1 Targets
Implementation 6-8 weeks
Time
Verification <200ms average
Performance
Error Rate <2%
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Standards SD-JWT draft W3C VC full
Compliance compliance compliance
Interoperability 70% format support  95% format support
Total Cost (3 years) <€200,000 <€400,000

9.2 Evaluation framework
Quarterly assessment criteria:
def evaluate_implementation_success(pilot_type, metrics):

"""Evaluate implementation success based on key metrics

success_criteria = {

'pilot1": {
'implementation_time'": {'target": 8, 'weight': 0.2},
'verification_speed": {'target': 200, 'weight": 0.25},
‘error_rate'": {'target": 2, 'weight": 0.2},
'cost_efficiency': {'target’: 200000, 'weight’: 0.2},
'specification_stability": {'target": 80, 'weight': 0.15}

12

'pilot2": {
'implementation_time'": {'target’: 16, 'weight: 0.15},
'verification_speed": {'target": 400, 'weight": 0.2},
‘error_rate': {'target’: 1, 'weight: 0.2},

'interoperability": {'target": 95, 'weight': 0.25},
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'future_readiness": {'target". 90, 'weight": 0.2}

criteria = success_criteria[pilot_type]

total_score =0

for metric, actual_value in metrics.items():
if metric in criteria:
target = criteria[metric]['target']

weight = criteria[metric]['weight]

# Calculate normalised score (0-100)
if metric in ['error_rate']: # Lower is better

score = max(0, 100 - (actual_value / target * 100))
else: # Higher is better or meeting target

score = min(100, (actual_value / target) * 100)

total_score += score * weight

return total_score

# Example evaluation
pilot1_metrics = {

'implementation_time": 7, # weeks
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‘verification_speed": 180, # ms
‘error_rate": 1.5, # %
'cost_efficiency': 180000, # €

'specification_stability": 70 # %

pilot2_metrics = {
'implementation_time": 14, # weeks
'verification_speed': 350, # ms
‘error_rate": 0.8, # %
'interoperability": 92, # %

'future_readiness": 95 # %

pilot1_score = evaluate_implementation_success('pilot1’, pilot1_metrics)

pilot2_score = evaluate_implementation_success('pilot2', pilot2_metrics)

print(f"Implementation success scores:")
print(f* Pilot1: {pilot1_score:.1f}/100")

print(f" Pilot2: {pilot2_score:.1f}/100")

10. Conclusion and strategic guidance

10.1 Key findings summary

Technical maturity assessment:
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e Pilot1 relies on experimental SD-JWT specifications with significant evolution risk
e Pilot2 leverages mature W3C standards with 6+ years of proven implementations
e Standards maturity strongly favours Pilot2 for long-term stability

Scenario alignment analysis:

e Pilot1 excels in PUbEAA and QEAA scenarios but struggles with non-qualified EAA
e Pilot2 provides comprehensive coverage across all EAA scenarios
e Scenario requirements should drive primary selection criteria

Cost-benefit evaluation:

e Pilot1 offers lower initial costs but higher risk of rework due to specification changes
e Pilot2 requires higher investment but provides stable, future-proof foundation
e Risk-adjusted costs favour Pilot2 for long-term implementations

10.2 Strategic recommendations
For organisations prioritising rapid deployment:

Choose Pilot1 if you can accept specification evolution risk and focus primarily on
PubEAA/QEAA scenarios.

Success factors: Strong PKI foundation, specification monitoring capabilities, contingency
planning for standard changes.

For organisations prioritising long-term stability:
Choose Pilot2 for comprehensive scenario coverage with mature standards foundation.

Success factors: Strong technical capabilities, adequate budget allocation, commitment to
W3C VC ecosystem.

For mixed scenario requirements:
Choose Pilot2 as the only approach providing adequate coverage across all EAA scenarios.

Success factors: Comprehensive training programme, staged implementation approach,
performance optimisation planning.

10.3 Final strategic guidance

The comparison reveals that the choice between Pilot1 and Pilot2 is fundamentally a
trade-off between short-term convenience and long-term strategic positioning:

Pilot1 advantages:
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o Faster initial deployment
o Lower upfront costs

o Familiar PKI technology stack

Pilot1 risks:

e /\ Experimental standards may require significant rework
e /\ Limited scenario coverage (non-qualified EAA gaps)
e /\ Uncertain long-term evolution path

Pilot2 advantages:

° Mature, proven standards foundation
) Comprehensive scenario coverage
° Future-proof architecture with clear evolution path

° Enhanced trust mechanisms for non-qualified scenarios

Pilot2 considerations:

e /\ Higher initial complexity and cost
e /\ Longer implementation timeline
e /\ Requires stronger technical capabilities

Recommendation: For strategic digital credential implementations, Pilot2 represents the
more prudent choice despite higher initial investment. The mature standards foundation,
comprehensive scenario coverage, and stable evolution path justify the additional complexity
for organisations building long-term digital credential capabilities.

Exception: Organisations with urgent deployment requirements, strong PKI foundations, and
exclusive focus on PUbEAA/QEAA scenarios may consider Pilot1 as an interim solution with
planned migration to Pilot2 when standards mature.

The DC4EU Large Scale Pilot demonstrates that whilst both approaches are technically viable,
strategic considerations strongly favour the mature standards and comprehensive
capabilities of Pilot2 for sustainable, long-term digital credential ecosystems in European
education.
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ANNEX H: COMPREHENSIVE IMPLEMENTATION COMPARISON - DC4EU PILOT
APPROACHES

Reference: Detailed analysis of DC4EU Pilot1 vs Pilot2 technical profiles and strategic
implementation guidance

Context: Strategic decision support for organisations evaluating technical approaches within
the DC4EU Large Scale Pilot framework

Introduction

This annex provides a comprehensive comparison of the two primary technical approaches
developed within the DC4EU Large Scale Pilot: Pilot1 (Classical PKI with SD-JWT) and
Pilot2 (Hybrid PKI with W3C VC). Building upon the trust models foundation established in
the main document and detailed in the preceding annexes, this analysis enables organisations
to make informed strategic decisions about their technical implementation pathway.

The comparison addresses the fundamental question: "Which DC4EU pilot approach best
serves an organisation's strategic objectives for educational credential
implementation?" This guidance synthesises technical, regulatory, and strategic
considerations to support evidence-based decision-making within the European educational
credential ecosystem.

1. Pilot approach overview

1.1 Pilot1: Classical PKI with SD-JWT
Technical foundation:

SD-JWT (Selective Disclosure JWT) for credential format - Draft IETF standard
Classical PKI exclusively through traditional certificate authorities

Selective disclosure via hash-based mechanisms

elDAS compliance through established certificate frameworks

Strategic positioning:

e Target scenarios: PUbEAA (Scenario 3) and QEAA (Scenario 4)
e Optimal for: Public sector bodies and qualified trust service providers
e Core value proposition: Proven PKI reliability with modern selective disclosure

1.2 Pilot2: Hybrid PKI with W3C VC

Technical foundation:

The DC4EU project is Co-funded by
Co-funded by . the European Union’s Digital Europe
the European Union  programme under Grant Agreement
no. 101102611 Page 314 of 337

© 2023-2025 DC4EU




DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) EE DC4EU

W3C Verifiable Credentials - Established W3C Recommendation (6+ years)
Hybrid Classical PKI + dPKI with EBSI integration
Multiple privacy mechanisms including selective disclosure and zero-knowledge

proofs

e Enhanced eIDAS2 compliance with electronic attribute certificates

Strategic positioning:

e Target scenarios: Non-qualified EAA (Scenario 2), extensible to Scenarios 3 & 4
e Optimal for: Comprehensive trust enhancement across all credential types
e Core value proposition: Future-proof architecture with maximum interoperability

2. Detailed technical comparison matrix

2.1 Standards maturity and adoption

Aspect

Credential format
standard

Implementation
ecosystem

Tool availability

Standards
evolution

Cross-platform
support

Pilot1 (SD-JWT)

Draft IETF
specification

Limited early
adopters

Experimental
libraries

Uncertain
specification
path

Limited
compatibility

Pilot2 (W3C VC)

W3C
Recommendation
since 2019

100+ production
implementations

Enterprise-grade
SDKs

Clear W3C roadmap

Universal support

Strategic Impact

Pilot2 provides
proven stability

Pilot2 offers mature
ecosystem

Pilot2 enables faster
development

Pilot2 provides
predictable evolution

Pilot2 ensures broad
interoperability

Critical insight: Whilst SD-JWT represents innovative technology, W3C VCs provide battle-

tested reliability essential for educational credential infrastructure.

Co-funded by
the European Union
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2.2 Trust model architecture

Component Pilot1 Approach Pilot2 Approach Comparison
Trust anchors Certificate CAs + EBSI Pilot2 provides
Authorities only registries enhanced trust
diversity
Trust validation Hierarchical Multi-layer: X.509 + Pilot2 offers resilient
certificate chains EBSI verification
Authority model Traditional CA TAOs + CA + EBSI Pilot2 supports
hierarchy educational
governance
Cross-border Mutual recognition  EBSI-facilitated Pilot2 enables
recognition agreements automation seamless recognition
Trust evolution  Static certificate Dynamic verifiable Pilot2 adapts to
policies accreditations changing

requirements

Key finding: Pilot2's hybrid approach directly addresses the classical PKI limitations
identified in the trust models foundation, particularly the identity vs authorisation gap.

2.3 Credential lifecycle management

Issuance process comparison
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Pilot2: W3C VC Issuance

Verify Student Identity Pilot1: SD-JWT Issuance

Verify Student Identity

Create W3C VC Payload

Create SD-JWT Payload

Apply Multiple Privacy Mechanisms

Apply Hash-based Disclosure

Sign with Hybrid PKI/dPKI

Sign with CA Certificate

Register with EBSI

Deliver to EUDIW

Deliver to EUDIW

Process complexity assessment:

e Pilot1: 5 steps, moderate complexity
e Pilot2: 6 steps, higher initial complexity but enhanced automation potential

Verification workflow comparison
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Verification Step Pilot1 Pilot2 Implementation Advantage
Implementation

1. Parse SD-JWT parsing W3C VC parsing Equal complexity

credential

2. Validate Certificate chain Dual-path validation Pilot2: Enhanced

signature validation security

3. Check issuer  CA trusted list EBSI trust registry + CA  Pilot2:

trust lookup Automated trust

4. Verify status CRL/OCSP EBSI status + Pilot2: Privacy-
checking CRL/OCSP preserving

5. Validate Manual policy Automated via verifiable Pilot2: Significant

authorisation checking accreditations advantage

2.4 Privacy and selective disclosure

Privacy mechanism comparison

Privacy Feature Pilot1 (SD- Pilot2 (W3C VC) Assessment
JWT)
Selective Built-in hash Multiple methods Pilot2: More flexible
disclosure arrays available
Zero-knowledge Not supported  Supported (BBS+, Pilot2: Advanced
proofs etc.) privacy
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Predicate proofs Limited Full support Pilot2: Sophisticated
queries
Unlinkability Basic Enhanced Pilot2: Superior
mechanisms privacy
Holder binding JWT claims Cryptographic Pilot2: Stronger
binding binding

Privacy implementation example:
/I Pilot1: SD-JWT selective disclosure
const sdJwtCredential = {
"iss": "did:example:university",
"sub": "did:example:student",
"_sd": ["Wyl2cU1RdIJMNWhhailsICJmYW1pbHIfomFtZSIsICJNw7 ZiaXVzIl0"],
"_sd_alg": "sha-256",
/I Limited to hash-based disclosure

h

I/l Pilot2: W3C VC with multiple privacy options
const w3cCredential = {
"@context": ["https://lwww.w3.0rg/2018/credentials/v1"],
"type": ["VerifiableCredential", "EuropeanDigitalCredential"],
"credentialSubject": {
/l Support for BBS+ signatures enabling advanced privacy

"degree": "Bachelor of Science",

The DC4EU project is Co-funded by

Co-funded by i the European Union’s Digital Europe

the European Union  programme under Grant Agreement
no. 101102611 Page 319 of 337

© 2023-2025 DC4EU




DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) cﬁ DC4EU

/I Zero-knowledge proof capabilities

"gpa": ">3.5" // Predicate proof without revealing exact value

2.5 Performance and scalability analysis

Technical performance metrics

Performance Pilot1 (SD-JWT) Pilot2 (W3C VC) Performance Impact
Metric
Credential size Smaller (JWT Larger (JSON-LD) Pilot1: Network
compact) efficiency
Parsing speed Faster (JSON Slower (JSON-LD Pilot1: Processing
parsing) processing) speed
Signature Single path (PKI Dual path validation  Pilot2: Enhanced
verification only) security
Trust resolution  CA lookup only Multiple registry Pilot2:
queries Comprehensive trust
Caching Limited Enhanced (DID Pilot2: Better
effectiveness documents) optimisation

Scalability characteristics
# Performance simulation results (1000 verification operations)

performance_comparison = {
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'pilot1_sd_jwt": {
‘avg_verification_time": 120, # ms
'network_requests”: 2,
'memory_usage': 1.8, # MB
'cpu_utilisation: 15 # %
13
'pilot2_w3c_vc": {
‘avg_verification_time'": 185, # ms (+54% slower)
'network_requests": 4, # More comprehensive verification
'memory_usage": 3.2, # MB

'cpu_utilisation: 22 # %

# However, Pilot2 provides significantly enhanced trust assurance
trust_benefits = {
'pilot1": 'Basic PKI trust',

'pilot2": 'Enhanced multi-layer trust with automated authorisation validation'

3. Regulatory and compliance analysis

3.1 eIDAS scenario alignment

Scenario suitability matrix
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EAA Scenario  Pilot1 Suitability Pilot2 Suitability Strategic
Recommendation

Scenario 1: Limited applicability Limited applicability Neither specifically
Closed designed for this
systems
Scenario 2: Poor fit - "Trust Excellent fit - "EBSI Pilot2 essential
Non-qualified  model falls short" provides major business
EAA value"
Scenario 3: Excellent fit - Good fit - Can Pilot1 preferred
PubEAA Natural PKI complement

alignment
Scenario 4: Excellent fit - Good fit - Enhanced Pilot1 preferred
QEAA QTSP infrastructure features

Critical insight: The choice is fundamentally driven by EAA scenario requirements
rather than just technical preferences.

3.2 Educational framework compliance

Council Recommendation compliance

Annex | Pilot1 Pilot2 Implementation Compliance
Requirement Implementation Assessment
Learner Standard JWT Enhanced with DIDs Pilot2: More robust

identification claims
Issuer Certificate DN Certificate + DID Pilot2:
identification Comprehensive
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Learning JSON structure ELM-aligned structure Pilot2: Better
outcomes alignment

Quality Certificate-based ESG + verifiable Pilot2: Enhanced QA
assurance accreditations

Recognition Manual processes Automated via EBSI Pilot2: Significant
support advantage

4. Implementation cost-benefit analysis

4.1 Development and deployment costs

Implementation effort breakdown

Development Pilot1 Pilot2 Effort Risk Assessment
Phase Effort Effort Difference

Requirements 2 weeks 3 weeks +50% Pilot1: Spec

analysis uncertainty risk

Core development 8 weeks 12 weeks  +50% Pilot2: Proven
frameworks

Integration testing 3 weeks 4 weeks +33% Pilot1: Limited testing
tools

Standards 2 weeks 3 weeks +50% Pilot1: Evolving

compliance standards

The DC4EU project is Co-funded by
Co-funded by . the European Union’s Digital Europe
the European Union  programme under Grant Agreement
no. 101102611 Page 323 of 337

© 2023-2025 DC4EU




DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) EE DC4EU

Documentation 1 week 2 weeks +100% Pilot2: Comprehensive
guides

Total 16 weeks 24 weeks +50% Pilot2: Lower overall
risk

4.2 Risk-adjusted cost analysis
# Risk factors affecting implementation
risk_factors = {
'‘pilot1_sd_jwt": {
'specification_changes": 0.4, # 40% probability
'tool_availability': 0.6, # 60% probability
'interoperability_issues': 0.3, # 30% probability
'standard_adoption': 0.5 # 50% probability
13
'‘pilot2_w3c_vc": {
'specification_changes": 0.1, # 10% probability (stable W3C standard)
'tool_availability": 0.1, # 10% probability (mature ecosystem)
'interoperability_issues': 0.2, # 20% probability

'standard_adoption": 0.1 # 10% probability (widely adopted)

# Cost impact assessment
def calculate_risk_adjusted_cost(base_cost, risk_profile):

risk_multiplier = 1.0
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for risk, probability in risk_profile.items():
# Each risk adds potential 20-50% cost increase
expected_impact = probability * 0.35 # Average 35% impact
risk_multiplier += expected_impact

return base_cost * risk_multiplier

pilot1_base cost = 160000 # €

pilot2_base_cost = 240000 # €

pilot1_risk_adjusted = calculate_risk_adjusted_cost(
pilot1_base cost, risk_factors['pilot1_sd_jwt']

)

pilot2_risk_adjusted = calculate_risk_adjusted_cost(

pilot2_base cost, risk_factors['pilot2_w3c_vc']

print(f'Risk-adjusted implementation costs:")
print(f"Pilot1 (SD-JWT): €{pilot1_risk_adjusted:,.0f}")
print(f"Pilot2 (W3C VC): €{pilot2_risk_adjusted:,.0f}")

print(f"Actual cost difference: {(pilot2_risk_adjusted/pilot1_risk_adjusted-1)*100:.1f}%")

4.3 Long-term value proposition

Strategic value analysis (5-year outlook)
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Value Pilot1 Trajectory Pilot2 Trajectory Strategic Impact
Dimension
Standards Uncertain - Draft Stable - Established Pilot2: Predictable
evolution specification risks W3C roadmap investment
Ecosystem Limited to SD-JWT Expanding - Global Pilot2: Network
growth adopters W3C VC adoption effects

Tool maturity

Interoperability

Innovation
potential

Early-stage
development

Narrow - SD-JWT
specific

Constrained by spec
uncertainty

Enterprise-grade
solutions

Broad - Universal
W3C support

High - Rich W3C
ecosystem

5. Strategic decision framework

5.1 Organisation profile matching

Decision criteria assessment

def assess_pilot_suitability(organisation_profile):

"""Assess suitability of each pilot for organisation type

Pilot2: Reduced
operational risk

Pilot2: Maximum
compatibility

Pilot2: Future
capabilities

criteria_weights = {
'regulatory_scenario”: 0.30,
'pki_maturity': 0.20,

'risk_tolerance': 0.15,
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'innovation_appetite": 0.15,
'‘budget_flexibility": 0.10,

'timeline_pressure": 0.10

# Scoring matrix (1-10 scale)
scoring_matrix = {
'pilot1_sd_jwt" {
'pub_eaa_scenario": 9,
'geaa_scenario": 9,
'non_qualified_scenario: 3, # Poor fit
'mature_pki': 8,
'low_risk_tolerance': 4, # Spec uncertainty
'‘conservative_innovation': 7,
'tight_budget": 8,
'fast_timeline": 7
2
'pilot2_w3c_vc": {
'pub_eaa_scenario": 7,
'qeaa_scenario": 7,
'non_qualified_scenario": 9, # Excellent fit
'mature_pki': 9, # Can leverage existing
'low_risk_tolerance': 8, # Proven technology
‘conservative_innovation': 6,

'tight_budget": 5,
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'fast_timeline": 5

return scoring_matrix

# Example organisation profiles
organisation_profiles = {
'‘public_university": {
'‘primary_scenario": 'pub_eaa_scenario',
'pki_investment': 'mature_pki',
'risk_profile": 'low_risk_tolerance’,
'innovation_stance': 'conservative_innovation'
2
'innovative_institution': {
'‘primary_scenario”: 'non_qualified_scenario',
'pki_investment': 'limited_pki',
'risk_profile": 'moderate_risk_tolerance’,
'innovation_stance": 'high_innovation'
13
‘qualified_tsp": {
'primary_scenario': 'geaa_scenario',
'pki_investment': 'mature_pki',
'risk_profile": 'low_risk_tolerance’,

'innovation_stance": 'conservative_innovation'
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5.2 Scenario-driven recommendations

Recommendation matrix by primary use case

Primary Use Case Recommended Key Rationale
Pilot

Public sector Pilot1 Natural PKI alignment,

authentic sources proven regulatory
framework

Qualified trust Pilot1 QTSP infrastructure

service providers compatibility

Non-qualified Pilot2 EBSI trust enhancement

educational essential

providers

Cross-border Pilot2 EBSI automation

recognition advantages

services

Innovation- Pilot2 Future-proof W3C

focused standards

institutions

Legacy system Pilot2 Hybrid model bridges

integration gaps

5.3 Migration pathway strategies
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Implementation roadmaps

Pilot1 (SD-JWT) Implementation Roadmap:
Phase 1 (Weeks 1-4): PKI infrastructure validation
|— Certificate authority integration

— SD-JWT library evaluation

L Selective disclosure mechanism design

Phase 2 (Weeks 5-8): Core development
— Credential issuance implementation
— Verification logic development

L— EUDIW integration

Phase 3 (Weeks 9-12): Testing and validation
— Compliance testing
— Performance optimisation

L— Security audit

Phase 4 (Weeks 13-16): Deployment and monitoring
— Production deployment
|— Operational monitoring setup

L— Documentation completion

Risks: Specification evolution, limited tooling

Pilot2 (W3C VC) Implementation Roadmap:

The DC4EU project is Co-funded by

Co-funded by i the European Union’s Digital Europe

the European Union  programme under Grant Agreement
no. 101102611

© 2023-2025 DC4EU
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Phase 1 (Weeks 1-6): Architecture and integration
|— EBSI integration planning

— Hybrid PKI design

— W3C VC framework setup

L— Trust model implementation

Phase 2 (Weeks 7-15): Development and integration
— Credential issuance with W3C VCs

— Dual verification implementation

— EBSI registry integration

L— Privacy mechanism implementation

Phase 3 (Weeks 16-21): Advanced features and testing
— Verifiable accreditation integration

|— Cross-border recognition testing

— Performance optimisation

L Comprehensive security audit

Phase 4 (Weeks 22-24): Deployment and operational readiness
— Production deployment

— Monitoring and alerting setup

— Staff training and documentation

L— Compliance verification

Benefits: Proven frameworks, comprehensive ecosystem

The DC4EU project is Co-funded by

Co-funded by i the European Union’s Digital Europe
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6. Future-proofing considerations

6.1 Technology evolution outlook

Standards trajectory analysis

Technology Pilot1 Future Pilot2 Future Strategic
Aspect Implication
Standard Uncertain path - Clear evolution - W3C Pilot2: Predictable
maturity IETF draft process roadmap planning
Ecosystem Limited to SD-JWT Global expansion - Pilot2: Network
development adopters W3C adoption effects
Tool Early-stage Enterprise maturation Pilot2:
sophistication innovation Operational
stability
Privacy Hash-based Advanced Pilot2: Superior
advancement limitations cryptography (ZKP, privacy
BBS+)
Interoperability Format-specific Universal protocols Pilot2: Broad
compatibility

6.2 Regulatory evolution impact

eIDAS2 implementation timeline

The DC4EU project is Co-funded by
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the European Union  programme under Grant Agreement
no. 101102611 Page 332 of 337

© 2023-2025 DC4EU




DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) EE DC4EU

elDAS2 and Standards Evolution Timeline

2024 2025 2026 2027

elDAS2 Regulation EBSI Production Member State Full elDAS2
Published Launch Implementation Enforcement

W3C vVC 2.0 DC4EU Pilot W3C VC Widespread Mature W3C VC
Released Completion Adoption Ecosystem

SD-JWT Draft Status SD-JWT Potential SD-JWT
Specification Standardisation
Uncertainty

4II I

' ' '
A\ A\ A\

Strategic implications:

e Pilot2 aligns with proven W3C trajectory and established adoption timeline
e Pilot1 faces specification uncertainty during critical deployment period
e Regulatory enforcement favours mature, proven technologies

7. Implementation decision guide

7.1 Decision tree framework
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GChoose DC4EU Pilot Approach

Primary EAA Scenario?

PUbEAA/QEAA Non-qualified EAA
Scenarios 3&amp;4 Scenario 2
Traditional Regulated Enhanced Trust

Environment

Required

Existing PKI Investment?

Risk Tolerance?

High

Moderate Risk
Significant

Low Risk

Timeline Pressure?

Fast Delivery Quality Focus

High Budget

Innovation Priority?

Budget Flexibility?

Constrainad

Technical Expertise?

High Expertise

**Pilot1 Recommended*
Classical PKI + SD-JWT

**Piloi2 Recommended**
W3C VC + Hybrid PKI

**Consider Pilot1**
But evaluate risks

Focus on PUbEAA/QEAA
Leverage PKI strengths

Build comprehensive
trust framework

Plan risk mitigation
for spec uncertainty
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7.2 Final recommendations by organisation type
Public sector bodies and qualified TSPs
Recommended approach: Pilot1 (Classical PKI + SD-JWT)

Key advantages:

e Natural alignment with existing regulatory frameworks

e Leverages proven PKIl infrastructure investments

e Direct compatibility with PUbEAA and QEAA scenarios

e Lower implementation complexity for regulated environments
Risk mitigation:

e Monitor SD-JWT specification evolution closely
e Maintain contingency planning for potential migration to W3C VCs
e Engage with IETF standardisation process

Educational institutions and innovation-focused organisations
Recommended approach: Pilot2 (W3C VC + Hybrid PKI)
Key advantages:

Future-proof foundation with mature W3C standards
Enhanced trust capabilities for non-qualified scenarios
Comprehensive privacy and selective disclosure options
Strong ecosystem support and tool availability

Implementation strategy:

e Prioritise EBSI integration for trust enhancement
e Leverage W3C VC ecosystem for rapid development
e Plan for advanced privacy features as competitive advantage

Multi-scenario organisations
Recommended approach: Pilot2 with Pilot1 compatibility planning
Strategic rationale:

W3C VCs provide broader scenario coverage

Hybrid model accommodates diverse trust requirements
Future flexibility for evolving credential landscape

Ability to serve both regulated and non-qualified scenarios

The DC4EU project is Co-funded by

Co-funded by . the European Union’s Digital Europe

the European Union  programme under Grant Agreement
no. 101102611

© 2023-2025 DC4EU

Page 335 of 337



DC4EU | DIGITAL CREDENTIALS FOR EUROPE | Dx.x: Deliverable Title (V x.x) EE DC4EU

8. Conclusion

8.1 Strategic synthesis

The choice between DC4EU Pilot1 and Pilot2 represents a fundamental strategic decision
that extends beyond technical implementation details. The analysis reveals several critical
insights:

Scenario-driven selection is paramount

e Pilot1 excels in traditional regulated environments (PUDEAA/QEAA)
e Pilot2 is essential for non-qualified scenarios requiring enhanced trust
e Organisations must align pilot choice with primary EAA scenario requirements

Standards maturity creates differential risk profiles

e SD-JWT's draft status introduces specification uncertainty and ecosystem
limitations

e W3C VC's proven maturity provides stability and comprehensive tool support

e Long-term strategic value favours established, evolving standards

Trust model architecture drives capability differences

e Classical PKI limitations remain unaddressed in Pilot1
e Hybrid PKI approach in Pilot2 directly solves educational trust challenges
e Enhanced trust capabilities justify additional implementation complexity

8.2 Strategic recommendations summary
Choose Pilot1 (Classical PKI + SD-JWT) when:

Primary focus on PUbEAA or QEAA scenarios

Significant existing PKI infrastructure investment
Conservative risk tolerance for proven regulatory frameworks
Limited budget requiring lower total cost of ownership

Fast implementation timeline is critical

Critical consideration: Accept specification uncertainty risk and plan for potential future
migration.

Choose Pilot2 (W3C VC + Hybrid PKI) when:

Non-qualified EAA scenarios are primary or important
Enhanced trust assurance through EBSI is valued
Future-proof architecture with mature standards is priority
Innovation and privacy capabilities are competitive advantages

The DC4EU project is Co-funded by
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e Comprehensive scenario coverage is strategic requirement

Strategic advantage: Proven technology foundation with comprehensive ecosystem
support.

8.3 Long-term perspective

The DC4EU Large Scale Pilot provides organisations with two viable pathways to
educational credential innovation. However, the strategic context clearly indicates:

Regulatory scenarios determine optimal fit - not just technical preferences
Standards maturity significantly impacts long-term value and risk
Trust model architecture directly affects capability to address educational
governance challenges

e Ecosystem support influences both implementation success and operational
sustainability

Organisations implementing educational credentials within the DC4EU framework should
carefully evaluate their primary scenarios, risk tolerance, and strategic objectives to
select the pilot approach that best serves their long-term educational credential strategy within
the evolving European digital identity ecosystem.

The analysis demonstrates that whilst both pilots offer technically sound approaches, Pilot2's
foundation on mature W3C standards and comprehensive trust model positions it as the
more strategically robust choice for organisations planning sustainable, future-proof
educational credential systems.
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