Co-funded by
the European Union

DCA4EU project is Co-funded by the European Union’s Digital Europe Programme
under Grant Agreement no. 101102611

8 DC4EU

Sectorial Rulebook
Education and Professional Qualifications

Revision: v.1.0

Work package WP 5

Task Subtask of Task 5.3

Submission date 31/07/2025

Deliverable lead AEAD

Version 2.0

Authors Lluis Arifio (AEAD)

Reviewers WP5,WPL,SC

Abstract This Sectorial Rulebook for Education and Professional Qualifications,
developed within the DC4EU project under the EU’s Digital Europe Programme,
defines a harmonised framework for the issuance, verification, and governance
of digital educational and professional credentials across European Union
Member States




Keywords

Document Revision History

Version Date Description of change List of contributor(s)
V1.0 01/04/2023 1stversion of the deliverable for comments Insert names
V2.0 01/04/2023 2nd version of the deliverable for comments Insert names

1.DISCLAIMER

The information, documentation and figures available in this deliverable are written by the "Digital
Credentials For Europe" (DC4EU) project’s consortium under the EU’s Digital Europe Programme
under Grant Agreement no. 101102611 and do not necessarily reflect the views of the European
Commission.

The European Commission is not liable for any use that may be made of the information contained
herein.

COPYRIGHT NOTICE

© 2023-2025 DC4EU

Project co-funded by the European Commission in the Digital Europe Programme

Nature of the deliverable: R

Dissemination Level

PU Public, fully open, e.g. web X
CL Classified, information as referred to in Commission Decision 2001/844/EC
CO Confidential to DC4EU project and Commission Services

*R: Document, report (excluding the periodic and final reports)
DEM: Demonstrator, pilot, prototype, plan designs
DEC: Websites, patents filing, press & media actions, videos, etc.

OTHER: Software, technical diagram, etc.



EXECUTIVE SUMMARY

This Sectorial Rulebook for Education and Professional Qualifications, developed within the DC4EU
project under the EU’s Digital Europe Programme, defines a harmonised framework for the issuance,
verification, and governance of digital educational and professional credentials across European
Union Member States.

It establishes standard processes that integrate national sovereignty with European-level
interoperability, enabling secure, cross-border recognition of qualifications while preserving
institutional autonomy.

The rulebook details the technical and governance components required for trusted operations,
including integration with the European Digital Identity Wallet, identity verification via public key
infrastructures, and the use of personal identification data aligned with member state-specific
matching rules. It incorporates verifiable data registries, credential lifecycle management, and
status tracking mechanisms in accordance with W3C Verifiable Credential standards.

The framework embeds the European Learning Model (ELM) to ensure semantic and structural
consistency in credential data, supported by a comprehensive catalogue of attestation types and
schemas. By providing clear operational guidance, this rulebook supports the European Education
Area, enhances learner mobility, and strengthens trust in qualifications across the Single Digital
Market.
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1

Education and Professional Qualifications Sectorial

Rulebook

1.1

Overview

The education and professional qualifications sectorial rulebook establishes a
standardised approach for managing digital educational and professional credentials within
the European Union. This framework balances member state sovereignty with European
integration needs, creating a unified system that supports educational mobility while
respecting national and institutional autonomy.

1.2

Components

This sectorial rulebook covers the following key areas:

Natural Person’s Identity: How the European Digital Identity wallet serves as a
harmonised electronic identification method.

Legal Entity’s ldentity: How educational institutions establish reliable digital
identification through public key infrastructure.

Identity Matching: How personal identification data and member state-specific
matching rules create a unified approach to identity verification.

Trusted Lists: The critical lists supporting trust in educational credentials.

Lifecycle Management: How credentials are tracked from creation through to
potential revocation and/or suspension.

Data Model: The structure for educational data following W3C Verifiable Credential
standards.

Education and Professional Qualifications Ontology: The European Learning
Model (ELM) that creates a shared understanding of educationaland professional
qualifications achievements.

Sectorial EAA Catalogue: Comprehensive catalogue of educational and
professional credential data models, schemas, and implementation examples that
demonstrate practical application of the rulebook principles.

Issuance and Issuance technical details: The process for issuing different types of
attestations.

Disclosure of information: How information can be disclosed to protect privacy.
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e Sharing Mechanisms: The framework supporting European mobility through
credential sharing.

e Verification and Verification technical details: The process ensuring credential
validity while protecting privacy.

e Enforcement Policy Agent: How wallets implement European privacy principles.

e Technical profiles: Technical profiles supported for Education and Professional
Qualifications.

e Trust models: Trust models supported for Education and professional
Qualifications.

e Supporting Infrastructure: The systems supporting the credential ecosystem.

1.3 Purpose

Each component serves both practical needs and policy goals, creating a system that works
for students, institutions, and member states while advancing European educational
integration. The technical implementations always support policy priorities, making the
system both practically useful and politically aligned with European goals for education,
privacy, and mobility.

The Sectorial EAA Catalogue demonstrates practical implementation of these principles
through concrete data models and schemas for educational and professional credentials,
providing implementers with ready-to-use examples and specifications.

1.4 eIDAS Obligations and Benefits (Education and Professional bodies)

1.4.1 Under Commission Implementing Regulation (EU) 2025/846 on
Cross-Border Identity Matching

This summary outlines the key obligations and benefits forinstitutions in the education and
professional qualifications sector, aligned with the eIDAS2 framework and the European
Digital Identity Wallet (EUDI Wallet).

1.4.2 Obligations

1. ldentity Matching Capability
Institutions acting as relying parties must ensure that they can perform or delegate
unequivocal identity matching of individuals using the person identification data
received from the EUDI Wallet or a notified elD scheme.
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Acceptance of European Digital Identity Wallets
Institutions must be able to receive and validate identity data aligned with:

o Implementing Regulation (EU) 2024/2977 (for wallets)
o Implementing Regulation (EU) 2015/1501 (for elD schemes)
Use of Registers or Trusted Systems

They must check existing user data—whether internally (student or professional
databases) or via external registers—and ensure alignment with official sources.

Transparent User Communication
They must inform users of:

o The outcome of the identity matching
o Whetherthe user was matched or newly registered

o Reuse options (e.g. storage, EAA issuance)
Fallback Procedures
Where matching fails, institutions must:

o Explainthe cause clearly to the user
o Offer complementary methods (e.g. updated data, alternative elD)

o Allow registration if no prior records exist
Logging and Accountability
All matching activities must be logged securely for 6-12 months, respecting data
protection principles (GDPR and Regulation (EU) 2018/1725).

1.4.3 Benefits

1.

Trusted Cross-Border Identity Onboarding
Enables seamless and legally reliable onboarding of learners and professionals
from other Member States using verified PID.

Reduction of Administrative Burden
Minimises the need for manual document checks or repeated data entry through
once-only interactions and data reuse.

Support for Student and Professional Mobility
Facilitates compliance with:



o Erasmus+ and mobility tools (e.g. EWP)
o Automatic recognition of qualifications (Recommendation (EU) 2018/1110)

o Directive 2005/36/EC on professional qualifications
4. Reusability through Electronic Attestations of Attributes (EAAs)
Institutions may issue EAAs linking the user to their systems (e.g. a student registry),
which can then be reused by the holder in future interactions (e.g. applying for other
services or proving study status).

5. Compliance with European Strategies
Fully supports:

o The European Education Area (EEA)
o The Single Digital Gateway Regulation (SDGR)
o The Digital Education Action Plan (DEAP)
o Implementation of OOTS principles
6. Alignment with Digital Transformation Requirements

Strengthens institutional readiness to adopt EUDI Wallet-based processes,
enhancing service automation and trust across borders.



2 Natural Person’s Identity

2.1 Overview

The European Digital Identity wallet serves as a harmonised electronic identification
method, introducing personal identification data (PID) as the preferred option when high
security is needed. This system respects member state authority over identity while creating
a consistent European approach.

2.2 The Opportunity: A New Harmonised European ldentification
Method

The conjunction of the European Digital Identity Wallet (EUDIW) and the Personal
Identification Data (PID) represents a historic opportunity to establish the first truly
harmonised identification method at the European level. This innovation transcends
national boundaries whilst respecting member state sovereignty, creating a unified digital
identity infrastructure that serves both citizens and service providers across the European
Union.

2.2.1 Value Proposition for Citizens

This harmonised identification system offers unprecedented advantages for European
citizens in cross-border contexts:

Seamless Cross-Border Mobility: Citizens can access educational and professional
services across any EU member state using a single, trusted digital identity. Whether
enrolling in a university abroad, applying for professional recognition, or accessing
educational services, the same identification method works consistently across all 27
member states.

Enhanced Privacy and Control: Citizens maintain full control over their personal data,
deciding what information to share with whom and when. The system implements privacy-
by-design principles, ensuring minimal data disclosure and preventing unnecessary data
collection by service providers.

Reduced Administrative Burden: No more need to navigate different nationalidentification
systems or repeatedly provide the same documentation. The “once-only” principle means
citizens authenticate once and can reuse their verified identity across multiple services and
jurisdictions.

Legal Certainty and Recognition: The harmonised system provides legal certainty that their
digital identity will be recognised and accepted across the European Union, backed by the
elDAS 2.0 regulatory framework.



2.2.2 Transformative Opportunities for Service Providers

The harmonised European identification method unlocks significant opportunities for
service providers to innovate and improve their offerings:

Universal European Market Access: Service providers can now serve citizens from all EU
member states with a single identification integration, dramatically expanding their
potential market without the complexity of managing 27 different national identification
systems.

Enhanced Service Innovation: The standardised identification method enables service
providers to develop new digital services that work seamlessly across borders. Universities
can offer pan-European programmes, professional bodies can provide EU-wide
certification, and educational platforms can serve the entire European market with
consistent user experiences.

Operational Efficiency Gains: Service providers benefit from: - Reduced integration
complexity (one system instead of 27 different national systems) - Lower compliance costs
through standardised regulatory requirements - Streamlined customer onboarding
processes - Automated identity verification with high assurance levels - Reduced fraud risk
through cryptographically secured identity verification

New Business Models: The harmonised system enables entirely new business models: -
Pan-European educational consortiums with shared student identities - Cross-border
professional mobility services - European-wide credential recognition platforms - Integrated
educational and professional development pathways

Competitive Advantage: Early adopters gain significant advantages by offering services
that work seamlessly for all European citizens, whilst competitors remain limited to their
national markets or struggle with complex multi-national integration requirements.

2.3 Key Components

2.3.1 Personal Identification Data (PID)

The PID provides a standardised set of identity attributes that can be reliably verified across
member states while respecting national sovereignty in identity management.

2.3.2 European Digital Identity Wallet

The wallet provides a secure container for identity credentials that can be used across the
European educational ecosystem.

2.4 Implementation in Educational Contexts

This approach streamlines identity verification in educational contexts, particularly in two
main processes:



2.4.1 Registration and Enrolment
When students begin their educational journey, secure identification is required to:
e Create educational accounts
o Verify eligibility for programmes
e Establish student records
e Linkto national educational systems
2.4.2 Formal Degree Issuance
When official qualifications are awarded, reliable identity confirmation is needed to:
e Ensure credentials are issued to the correct individual
e Create tamper-proof links between credentials and identity
e Support cross-border verification of qualifications

e Maintain the integrity of educational systems

2.5 Integration with Existing Systems

Integration with existing educational identity systems requires:
e Mapping between institutional identifiers and European Digital Identity
e Privacy-preserving linking protocols
e Consent management for data sharing

e Clear audit trails for identity verification events

2.6 Cross-Border Considerations

For cross-border educational mobility, the system provides:
e Recognition of identification across member states
e Consistentidentity verification processes
e Maintenance of identity sovereignty

e Support for multilingual identity attributes



2.7 Strategic Impact

The harmonised European identification method represents more than a technical
advancement—it is a foundational building block for the European Education Area and the
Digital Single Market. By providing a trusted, interoperable, and privacy-preserving
identification infrastructure, it enables the realisation of European integration goals whilst
maintaining the highest standards of security and citizen rights protection.

This system positions Europe as a global leader in digital identity innovation, providing a
model that balances technological advancement with fundamental rights protection, and
demonstrating how supranational cooperation can enhance rather than diminish national
sovereignty in the digital age.



3 Legal Entity’s Identity

3.1 Overview

Educational institutions and professional qualifications bodies need reliable digital
identification through public key infrastructure (PKI) with X.509v3 digital certificates. This
system assigns unique digital identifiers to these entities, linking them with public
certificates for seamless identity verification across European systems.

3.2 The Opportunity: Harmonised European Legal Entity Identification

The European Digital Identity framework, through the integration of EBSI (European
Blockchain Services Infrastructure) and standardised PKI mechanisms, creates an
unprecedented opportunity for legal entities in the educational and professional
qualifications sector to establish trusted, interoperable digital identities at the European
level. This harmonised approach transforms how educational institutions and professional
qualifications bodies operate and interact across member state boundaries.

3.2.1 Strategic Value for Educational Institutions and Professional
Qualifications Bodies

This harmonised legal entity identification system offers transformative advantages for both
educationalinstitutions and professional qualifications bodies across Europe:

Pan-European Recognition and Authority: Educational institutions and professional
bodies can establish their digital identity once and have it recognised and trusted across all
EU member states. A degree from the University of Bologna or a professional certification
from the Royal Institution of Chartered Surveyors carries the same digital authenticity
whether verified in Finland or Portugal, backed by cryptographically secure institutional
identity.

Enhanced Institutional Credibility: The harmonised system provides both educational
institutions and professional bodies with enhanced credibility through:

e Cryptographically verifiable institutional identity

e Transparent accreditation and authorisation status

e |Immutable institutional reputation building through blockchain-anchored identities
e Reduced risk of institutional impersonation or fraudulent credentials

Streamlined Cross-Border Operations: Both types of entities can engage in cross-border
activities with unprecedented ease:

e Simplified joint degree programmes and professional certification schemes

e Seamless student exchange and professional mobility administration



e Automated recognition of institutional qualifications and professional standards

e Efficient consortium building for European university alliances and professional
networks

Digital Transformation Acceleration: The standardised framework enables both
educational institutions and professional bodies to modernise their operations:

e Automated credential and certification verification processes

e Digital-first administrative procedures

e Integration with European education and professional networks

e Future-ready infrastructure for emerging educational and professional technologies

3.2.2 Transformative Opportunities for the Educational and Professional
Qualifications Ecosystem

The harmonised legal entity identification unlocks significant ecosystem-wide benefits:

Trusted European Education and Professional Network: The system creates a web of
trust connecting all European educational institutions and professional bodies, enabling:

e Seamless credential and certification transfer between institutions and
professional bodies

e Automated quality assurance verification for both academic and professional
qualifications

e Real-time institutional and professional body status verification

e Enhanced collaboration through trusted networks spanning education and
professional sectors

Innovation in Educational and Professional Services: The standardised identification
framework enables new types of services:

e Pan-European microcredential and professional certification platforms
e Cross-border academic and professional recognition services
e |Integrated lifelong learning and professional development pathways

e FEuropean-wide competency frameworks bridging education and professional
practice

Market Expansion Opportunities: Both educational institutions and professional bodies
gain access to:



e European-wide student and professional recruitment without complex verification
processes

e Simplified regulatory compliance across multiple jurisdictions for both academic
and professional standards

e Reduced barriers to international partnerships between educational and
professional entities

e Enhanced competitiveness in the global education and professional services
markets

Operational Excellence: The harmonised system drives operational improvements for
both sectors:

e Reduced administrative overhead through automation of verification processes

e Lower compliance costs through standardised requirements across education and
professional domains

e Enhanced security through cryptographic verification for all credential types

e Improved service delivery through interoperable systems serving learners and
professionals

3.2.3 Benefits for Service Providers and Partner Organisations

The harmonised legal entity identification creates opportunities for service providers
working with educational institutions and professional bodies:

EdTech Companies: Can develop solutions that work seamlessly across all European
educational institutions and professional training providers with standardised integration
points.

Credential and Certification Verification Services: Benefit from standardised verification
protocols and reduced complexity in cross-border verification for both academic and
professional credentials.

Professional Recognition Bodies: Can streamline recognition processes through trusted
institutional identification and integrate more effectively with educational pathways.

Government Agencies: Gain automated verification capabilities for institutional
compliance and quality assurance across both educational and professional qualifications
sectors.

Professional Training Providers: Can establish trusted relationships with both educational
institutions and professional bodies through verifiable digital identity.



3.3 Key Components
3.3.1 Public Key Infrastructure (PKI)

The PKI provides a trust framework that enables secure digital interactions between
educationalinstitutions and other entities in the ecosystem.

3.3.2 X.509v3 Digital Certificates
These certificates:
e Provide cryptographic proof of institutional identity
e Contain standardised attributes for educational entities
e Support certificate validation and revocation
e Enable digital signing of credentials and documents

3.3.3 EBSI Integration

The European Blockchain Services Infrastructure provides additional trust layers that
complement the Classical PKI model: - Decentralised identifier (DID) registration for
institutions that can be bound to X.509v3 certificates - Trusted issuer registry management
with certificate-based verification - Verifiable accreditation tracking linked to PKI
credentials - Cross-border institutional verification through certificate validation

Important Note: While EBSI provides enhanced capabilities, the fundamental trust model
remains based on Classical PKI with X.509v3 certificates as mandated by elDAS. EBSI
serves as a complementary layer that enhances rather than replaces the certificate-based
trust infrastructure.

3.4 Benefits for Educational Institutions and Professional
Qualifications Bodies

The digital identity system for legal entities:

e Maintains institutional autonomy whilst enabling European-wide participation for
both educational and professional entities

e Supports entity-specific internal processes for both academic and professional
credential management

e Enables secure issuance of verifiable credentials and professional certifications

e Facilitates trusted communication between educational institutions and
professional bodies



3.5

Supports cross-border recognition and verification of both academic and
professional qualifications

Provides competitive advantages through enhanced trust and interoperability across
sectors

Enables new revenue streams through expanded market access for both educational
and professional services

Implementation Considerations

When implementing legal entity identification for educational institutions and professional
qualifications bodies under the elDAS Classical PKI trust model:

3.6

Certificate issuance processes must validate institutional legitimacy for both
educational and professional entities according to elDAS requirements

Certificate attributes should align with European educational registries and
professional qualifications frameworks whilst meeting X.509v3 standards

Key management practices must follow elDAS-compliant security best practices
applicable to both sectors

Certificate renewal and revocation processes must be clearly defined for all entity
types and comply with Classical PKI requirements

Technical integration should support existing institutional systems in both
educational and professional contexts whilst ensuring X.509v3 certificate validation

EBSI DID binding, where implemented, should complement rather than replace the
underlying X.509v3 certificate infrastructure

Staff training on new digital identity processes is essential for both educational and
professional staff, with emphasis on Classical PKI certificate management

Compliance auditing must verify adherence to elDAS Classical PKI requirements for
both issuer and relying party roles

Integration with Trust Frameworks

Legal entity identities integrate with broader trust frameworks through elDAS-compliant
Classical PKI mechanisms:

Links to institutional accreditation information and professional body authorisations
verified through X.509v3 certificates

Connection to trusted issuer registries covering both educational and professional
sectors with certificate-based authentication



3.7

Alignment with European quality assurance systems for education and professional
qualifications using Classical PKl validation

Support for multi-level institutional structures (departments, faculties, professional
divisions) through hierarchical certificate chains

Interoperability with European educational registries and professional qualifications
databases via X.509v3 certificate verification

Integration with EBSI verifiable data registries for both sectors whilst maintaining
Classical PKl as the foundational trust layer

Full compliance with elDAS 2.0 requirements across educational and professional
domains through standardised X.509v3 certificate implementation

Cross-Border Considerations

For cross-border educational and professional interactions, the Classical PKI system
provides:

3.8

Recognition of institutional authority across member states for both educational
institutions and professional bodies through elDAS-compliant X.509v3 certificate
validation

Verification of institutional credentials in multiple languages for both academic and
professional contexts using standardised certificate attributes

Support for institutional mobility and cooperation between educational and
professional entities through mutual recognition of Classical PKI certificates

Consistent verification of institutional authority across both sectors based on
harmonised X.509v3 certificate standards

Automated compliance with multiple national frameworks for education and
professional qualifications through certificate-based trust chains

Enhanced trust through elDAS Classical PKI verification for all credential types,
ensuring legal recognition across the European Union

Strategic Impact for European Education and Professional

Qualifications

The harmonised legal entity identification system represents a foundational shift towards a
truly integrated European Education Area and unified professional qualifications landscape.
By providing both educational institutions and professional bodies with trusted,
interoperable digital identities, it removes barriers to cross-border collaboration whilst
maintaining the highest standards of security and trust.



This system positions European educational institutions and professional qualifications
bodies as global leaders in digital innovation, demonstrating how collaborative governance
can create competitive advantages whilst preserving institutional autonomy. The framework
serves as a model for other sectors, showcasing Europe’s commitment to digital
sovereignty, innovation, and integration in the digital age.

The long-term impact extends beyond operational efficiency to fundamental transformation
of how European education and professional qualifications operate as connected, trusted,
and innovative ecosystems serving learners, professionals, institutions, and society across
the continent.



4  |dentity Matching

Based on Commission Implementing Regulation (EU) 2025/846, this narrative outlines
how identity matching functions in the context of education and professional qualifications,
in alignment with the European Education Area, eIDAS2, and the EUDI Wallet.

This regulation provides the legal and technical framework enabling education and
professional qualification authorities to confidently perform cross-border identity matching
and offer seamless, secure, and interoperable services to learners and professionals

Commission Implementing Regulation (EU) 2025/846
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4.1 Authentication via EUDI Wallet

The user authenticates using their European Digital Identity Wallet (EUDI Wallet),
providing their Person Identification Dataset (PID) as defined in Implementing Regulation
(EU) 2024/2977.



The PID is submitted to the Relying Party (RP), such as:
e Universities or higher education institutions (HEIs)
e National recognition authorities
e Student admission portals

e Regulators of professions (e.g. for doctors, engineers)

4.2 Checking Existing Records

The RP checks whether the user is already registered: - Using internal systems (SIS, learner
registers) - Accessing external trusted registers (e.g. national HE registries, EWP, NQF
databases)

Matching may be conducted:
e Internally by the RP

e Viaa centralised identity matching system operated by a public authority

4.3 ldentity Matching Execution

The provided PID is compared against registry records. The system allows for variations in
spelling and national transliterations.

Outcomes:
e Success: Unequivocal match or valid new registration
e Failure: No match or ambiguous results
This supports compliance with:
e Bolognha Process
e Council Recommendation (EU) 2018/1110 (automatic recognition)

e Directive 2005/36/EC (professional mobility)

4.4 If Matching Is Successful

The RP informs the user and offers to:



e Register the user internally
e [ssue an Electronic Attestation of Attributes (EAA) linking the PID with the RP
e Store the association forreuse (e.g. in future Erasmus+ interactions)
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4.5 If Matching Fails
The user is:
e C(Clearlyinformed
e Provided with alternatives:

o Update existing data
o Use another elD or wallet

o Submit additional identifiers

If norecord is found, the user may be registered as new, according to national law.
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4.6 Logging, Security, and Redress
All actions are logged:
e Datavalues used
e Timestamps and matching outcomes
e Documents submitted
Logs are stored for 6-12 months, ensuring:
e Traceability
e Complaint handling

e Compliance with GDPR and sectoral laws




4.7

Strategic Alignment with EU Initiatives

European Education Area: Mobility, recognition, interoperability
Digital Education Action Plan (DEAP): Secure, trusted services
elDAS2 & EUDI Wallet: Portable, user-controlled identity
Microcredentials & Europass: Verified learning achievements
OOTS: Efficient reuse of user data



3]
5.1

Trusted Lists

Overview

The system maintains several critical lists to support trust in educational credentials across
three distinct implementation approaches. Within the trust framework, these lists support
European education policy through interconnected registries that establish trust across the
educational ecosystem, whilst accommodating different verification methodologies
deployed in the DC4EU pilots.

5.2
5.2.1

5.2.5

Key Components

Trusted Issuers

Authorised organisations that can issue credentials

Ensures only legitimate institutions can grant qualifications

Maintains academic integrity by authorising legitimate institutions

Links to national and European educational registries

Implementation varies by pilot approach (detailed in verification sections below)

Relying Parties

Organisations authorised to verify and accept credentials

Creates clear paths for credential recognition

Supports trustworthy verification processes

Enables appropriate usage of educational credentials

Verification mechanisms differ across Classical PKI, dPKI, and Hybrid modes

Trusted Accreditation Organisations

Bodies that validate educational institutions
Maintains quality standards

Links to European quality frameworks such as EQAR
Provides a foundation for institutional trust

Data Models Catalogue

Standardised formats for representing educational credentials

Enables consistent credential representation across all implementation
approaches

Supports cross-border interpretation of qualifications
Facilitates automated processing of educational information
Trusted Schemes

Templates ensuring consistent credential structure



5.3
5.3.1

Supports automated processing across systems
Defines standard formats for different credential types
Enables semantic interoperability

Verification Approaches by Pilot Implementation

Classical PKI Verification

In Classical PKI implementations, verification follows traditional certificate-based trust
models:

Verification Process:

Relying party services verify the issuer’s certificate against the Trusted Lists using
Certificate Revocation Lists (CRLs) and Online Certificate Status Protocol
(OCSP)

The relying party may query the Authentic Source Data Store (for PID) or Database
with Educational Records (for credentials) to confirm authenticity

X.509 certificate chain validation ensures the issuer’s certificate is not revoked

Trust is established through traditional Public Key Infrastructure hierarchies

Key Characteristics:

5.3.2

Relies on established PKI trust chains

Uses X.509 certificates for issuer authentication
Employs CRLs/OCSP for revocation checking
Integrates with existing university PKI infrastructure

Decentralised PKI (dPKI) Verification with Enhanced Privacy

In dPKI implementations, verification leverages decentralised trust mechanisms with
enhanced privacy features:

Verification Process:

o DID (Decentralised Identifier) resolution to obtain cryptographic keys and
service endpoints

o EBSI Trusted Issuer Registry validation to verify institutional authorisation
o EBSI Schema Registry checking for credential format compliance

o Decentralised proxy StatusLists for revocation checking to avoid “phone
home” scenarios



e Enhanced Privacy Features:
o EBSI Proxy serves as a decentralised proxy gateway

o Decentralised StatusLists enable privacy-preserving status checking for
both revocation and suspension

o No direct communication between verifier and issuer during verification
o Proxy-based status verification prevents tracking of verification activities
Key Characteristics:
e Uses W3C Verifiable Credentials with DID-based trust
e Employs verification data trust registries (based on EBSI)
e Implements privacy-preserving verification mechanisms

e Supports both revocation and suspension status checking through
decentralised proxy StatuslLists

e Addresses Member State requirements for granular credential status management

5.3.3 Hybrid Mode Verification

Hybrid implementations combine both Classical PKI and dPKI approaches for maximum
interoperability:

e Dual-Path Verification Process:

o Certificate-DID binding validation ensures consistency between PKl and
dPKI components

o Path 1: Traditional PKI verification including certificate chain validation and
revocation checking

o Path 2: dPKI verification through DID resolution and EBSI registry validation

o Binding verification confirms the X.509 certificate is properly bound to the
DID

e Performance Considerations:
o Verification time longer than pure dPKI due to dual validation paths
o Requires additional network requests for both PKI and dPKI validation
o Enhanced security through dual trust anchors

e Key Characteristics:



5.4

o Supports legacy PKI systems whilst enabling modern dPKI features
o Provides fallback capability if one verification path fails
o Ensures maximum trust through dual validation

o Maintains interoperability with existing institutional infrastructure

Implementation Considerations

When implementing trusted lists across different verification approaches:

5.4.1

5.5

Governance Processes

Classical PKI: Traditional certificate authority governance structures
dPKI: Decentralised governance through EBSI registries and community consensus
Hybrid: Coordinated governance across both traditional and decentralised systems

Update Mechanisms

Classical PKI: Certificate lifecycle management and CRL/OCSP updates
dPKI: Blockchain-based registry updates and decentralised status management
Hybrid: Synchronised updates across both PKl and dPKI components

List Verification Efficiency

Classical PKI: Optimised for traditional certificate validation workflows

dPKI: Enhanced privacy through proxy-based verification without direct issuer
contact

Hybrid: Balanced approach with intelligent fallback mechanisms

Privacy Considerations
Classical PKI: Standard PKI privacy limitations with potential “phone home”
scenarios

dPKI: Enhanced privacy through decentralised proxy StatusLists preventing
tracking

Hybrid: Privacy benefits of dPKI whilst maintaining PKI compatibility

Cross-Border Scenarios

For cross-border educational mobility, trusted lists provide recognition mechanisms that
vary by implementation:

5.5.1

Classical PKI Cross-Border Recognition
Traditional certificate trust chains across Member States
Mutual recognition of certification authorities

Standard PKI-based qualification verification



5.5.2

5.6

dPKI Cross-Border Recognition

EBSI-based European trust infrastructure enables seamless cross-border
verification

Decentralised registries eliminate need for bilateral trust agreements
Privacy-preserving verification maintains confidentiality across borders

Hybrid Cross-Border Recognition

Maximum interoperability across different national implementations
Fallback mechanisms ensure verification even if one system is unavailable
Gradual migration path for institutions transitioning between approaches

Integration with European Frameworks

Trusted lists integrate with European frameworks differently across implementations:

5.6.1

5.7
5.7.1

European Quality Assurance Register (EQAR)

Classical PKI: Traditional APl-based integration
dPKI: Blockchain-anchored quality assurance records
Hybrid: Dual integration supporting both approaches

National Qualification Frameworks

Classical PKI: Standard PKI-based qualification mapping
dPKI: Verifiable credential-based framework integration
Hybrid: Comprehensive mapping across both systems

European Qualification Framework (EQF)

Classical PKI: Traditional qualification level verification
dPKI: Decentralised qualification framework integration through EBSI
Hybrid: Enhanced qualification verification through multiple trust paths

Business Requirements for Credential Status Management

Revocation vs Suspension - A Critical Distinction

From a business perspective, educational credentials may require different status
management approaches across Member States:

Revocation (Permanent Invalidation):
o Credentialis permanently invalid and cannot be restored
o Typically used for cases of fraud, misrepresentation, or fundamental errors

o Requires complete removal from trusted status



e Suspension (Temporary Invalidation):
o Credential is temporarily invalid but may be restored

o Used for administrative holds, pending investigations, or temporary
restrictions

o Allows for reinstatement once conditions are resolved
e Member State Variations:
o Some Member States require both revocation and suspension capabilities

o Business processes may mandate different handling for temporary vs
permanent invalidation

o Legal frameworks may distinguish between suspended and revoked
credentials

5.7.2 Implementation Across Verification Approaches
Classical PKI Limitations:
e Traditional CRL/OCSP primarily designed for revocation scenarios
e Limited granular support for suspension vs revocation distinction
e May require custom extensions or additional infrastructure
dPKI Advantages:
¢ Native support for both revocation and suspension through StatusList2021
e Granular status management with multiple status purposes
e Privacy-preserving status checking for both revocation and suspension

e Flexible business rule implementation to meet diverse Member State
requirements

Hybrid Approach:
e Combines PKI revocation checking with dPKI suspension capabilities
e Provides comprehensive status management across both systems
e Ensures compliance with varying Member State business requirements

The dPKl implementation provides significant privacy improvements over traditional
approaches:



5.7.3 Decentralised Proxy StatusLists

e Prevents “phone home” scenarios where verification activities are tracked
e Proxy-based revocation checking maintains privacy whilst ensuring security
e Decentralised status management eliminates single points of privacy failure

5.7.4 Enhanced Verification Privacy

e No directissuer contact during verification process
e EBSI proxy services shield verification activities from monitoring
e Distributed verification prevents centralised tracking of credential usage

This privacy-preserving approach represents a significant advancement over traditional PKI
verification methods, whilst maintaining the security and trust requirements of the
European educational ecosystem.



6 Lifecycle Management

6.1 Overview

The credential lifecycle system supports educational mobility while protecting credential
integrity. This balance enables institutions to manage qualifications independently while
ensuring European-wide recognition. The system incorporates privacy-by-design principles,
letting institutions update credential status without tracking usage patterns.

6.2 Breaking the Delegated Authentication Model: elDAS 2.0 and
EUDIW Privacy Revolution

6.2.1 The Traditional “Phone Home” Problem

Traditional PKI-based verification systems relied on delegated authentication models
where verification activities required direct communication between verifiers and credential
issuers or their infrastructure:

e Certificate Revocation Lists (CRLs): Verifiers download complete revocation lists
from issuing Certificate Authorities

e Online Certificate Status Protocol (OCSP): Real-time queries to issuer-controlled
OCSP responders

e Directissuer contact: Verification processes that reveal to issuers when and
where their credentials are being used

This model created significant privacy and surveillance concerns:

e Tracking capability: Issuers could monitor when, where, and by whom their
credentials were being verified

e Central surveillance points: Single points where verification activities could be
monitored

e Privacy violation: Credential usage patterns could be tracked and profiled

e Cross-border surveillance: Foreign credential usage could be monitored by issuing
states

6.2.2 The elDAS 2.0 and EUDIW Paradigm Shift

The European Digital Identity Wallet (EUDIW) framework under eIDAS 2.0 fundamentally
transforms this model by implementing user-controlled, privacy-preserving verification:

Core Principle: Verification must avoid “phone home” calls that could compromise
credential holder privacy or enable tracking of credential usage.



6.2.3 Privacy-Preserving Status Verification

The new model implements several mechanisms to eliminate privacy-invasive verification:

Decentralised StatuslLists (StatusList2021):

Status information is published in privacy-preserving formats that don’t require
direct issuer contact

Batch processing of status information prevents individual credential tracking

Unlinkable queries ensure verification activities cannot be correlated to specific
users

Distributed caching eliminates single points of surveillance

EBSI Proxy Services:

Decentralised proxy infrastructure shields verification activities from issuer
monitoring

Aggregated status checking prevents individual credential usage tracking
Privacy-preserving trust resolution without revealing verification patterns

Multi-jurisdictional distribution prevents single-state surveillance

Wallet-Mediated Verification:

User-controlled disclosure where credential holders determine what information
to share

Local verification capabilities where possible, eliminating external
communication

Privacy-preserving presentation protocols that minimise data exposure

Information disclosure ensuring only necessary information is revealed

6.2.4 Technical Implementation Requirements

To comply with eIDAS 2.0 privacy principles, verification systems must:

Eliminate Direct Issuer Contact:

Status verification must not involve direct communication with credential issuers
Revocation and suspension checking must use privacy-preserving methods

Trust chain validation must avoid revealing verification activities to issuers



Implement Privacy-Preserving Protocols:

Use StatusList2021 or equivalent privacy-preserving status mechanisms
Employ unlinkable status queries that prevent correlation attacks
Implement distributed verification infrastructure to prevent central monitoring

Support offline verification where cryptographically possible

Protect Verification Metadata:

6.2.5

Verification timestamps must not be shared with issuers
Verifier identity must not be revealed to issuers during status checking

Geographic location of verification must not be exposed through verification
protocols

Frequency of verification must not be trackable by issuers

Member State Implementation Considerations

Different member states must adapt their verification infrastructure to support privacy-
preserving models:

National Status Infrastructure:

Transition from centralised OCSP responders to decentralised StatusLists
Implement privacy-preserving aggregation of credential status information
Support distributed caching of status information without tracking

Ensure cross-border privacy protection in verification protocols

Regulatory Compliance:

Verification systems must comply with GDPR data minimisation principles

Status checking must implement purpose limitation and avoid excessive data
collection

Data protection by design must be embedded in all verification protocols

User consent mechanisms must govern verification activities where required



6.3 Electronic Attestations of Attributes (EAAs) Lifecycle
Requirements

In the education and professional qualifications domain, issuers of Electronic Attestations
of Attributes (EAAs) must maintain comprehensive lifecycle management capabilities to
ensure credential integrity and regulatory compliance across the European Union, whilst
adhering to the new privacy-preserving verification paradigm.

6.3.1 Mandatory Revocation Capabilities

AlWLEAA issuers in the education and professional qualifications sector are required to
implement revocation capabilities:

e Educational institutions issuing academic credentials must be able to revoke
EAAs in cases such as:

o Discovery of academic misconduct or fraud
o Withdrawal of institutional accreditation
o Correction of erroneous credential information
o Violation of academic integrity policies
¢ Professional qualifications bodies must revoke EAAs when:
o Professional misconductis established
o Licensing requirements are no longer met
o Continuing professional development obligations are not fulfilled
o Professional registration is terminated

6.3.2 Member State-Specific Suspension Requirements

Some member states require suspension capabilities in addition to revocation, allowing
for temporary invalidation of EAAs:

e Temporary suspension may be required during:
o Ongoing investigations into academic or professional misconduct
o Pendingresolution of licensing disputes
o Administrative reviews of credential validity
o Appeals processes against professional sanctions
e Automatic suspension may occur when:
o Professional licenses require renewal but are temporarily expired
o Continuing education requirements are temporarily unmet
o Institutional accreditation is under review



6.3.3 Impact on Verification Processes

The verification process must account for both revocation and suspension status to
properly validate EAA authenticity, whilst strictly avoiding “phone home” calls that could
compromise privacy:

For an EAA to be considered valid, verifiers must confirm:

1.
2.

3.

4.

5.

Cryptographic integrity: The EAA’s digital signature is valid
Issuer authorisation: The issuing entity is authorised to issue the specific EAA type

Current status: The EAA has not been revoked or suspended (checked via privacy-
preserving methods)

Temporal validity: The EAA is within its validity period

Trust chain integrity: All components of the trust chain remain valid

Privacy-Preserving Verification Requirements:

Status checking must use privacy-preserving mechanisms like StatusList2021

Verification must not reveal to issuers when, where, or by whom credentials are
being verified

No direct communication with issuer infrastructure during verification

Unlikable status queries to prevent tracking of verification activities

Verification failures occur when:

6.4

The EAA status indicates “revoked” or “suspended” (determined through privacy-
preserving means)

The privacy-preserving status checking service is unavailable (depending on policy)

The revocation or suspension information cannot be cryptographically verified
without compromising privacy

Verification would require “phone home” calls that violate privacy principles

Key Components

6.4.1 Credential Status Tracking

Tracks credential status changes (active, suspended, revoked)

Supports institutional control over credential validity

Provides transparency about qualification status

Maintains credential integrity through cryptographically signed status updates



6.4.2

6.5

When

Privacy-Preserving Verification

Maintains verification services that respect privacy

Prevents tracking of credential usage through unlinkable status queries
Protects student and professional privacy rights

Implements data minimisation principles in status responses

Institutional Management Tools
Provides tools for educational institutions and professional bodies to manage their
issued credentials

Enables administrative processes for credential updates including suspension and
revocation

Supports institutional autonomy in credential lifecycle decisions
Facilitates credential maintenance across the entire lifecycle

Status Communication Mechanisms
StatusList2021: Primary method for communicating revocation and suspension
status in a privacy-preserving manner

Privacy-preserving real-time status checking: For high-assurance verification
scenarios without compromising privacy

Batch status updates: For efficient processing of multiple credential status
changes without individual tracking

Decentralised proxy protocols: To protect credential holder privacy during

verification and eliminate “phone home” scenarios

Implementation Considerations

implementing lifecycle management for EAAs under the new elDAS 2.0 privacy

paradigm:

Status update mechanisms must be secure and authenticated using institutional
digital certificates

Privacy protection must be built into all verification processes to prevent tracking
and eliminate “phone home” scenarios

Status information should be available without compromising privacy through
unlinkable queries and decentralised infrastructure

Audit trails should document all status changes with tamper-evident logging whilst
protecting verification privacy

Revocation and suspension should be effective across the entire European
ecosystem through privacy-preserving mechanisms



6.6

Member state-specific requirements for suspension must be accommodated within
the privacy-preserving framework

Fallback mechanisms should handle status service unavailability without reverting
to privacy-invasive methods

Status checking must be integrated into all verification workflows using only
privacy-preserving protocols

Traditional CRL/OCSP mechanisms must be replaced with privacy-preserving
alternatives like StatusList2021

Direct issuer contact during verification is prohibited to maintain privacy and
prevent tracking

Cross-Border Scenarios

For cross-border educational mobility and professional recognition, lifecycle management
provides:

6.7

Consistent status verification across all member states

Support for qualification recognition throughout the entire credential lifecycle
Privacy protection for mobile students and professionals

Maintenance of credential integrity across borders

Harmonised revocation and suspension recognition

Interoperability between different national status management systems

Lifecycle Status Types

The system supports various status types required for educational and professional
credentials:

Active: The credential is valid and can be trusted for all purposes

Suspended: The credential is temporarily invalidated (may be restored)
Revoked: The credential has been permanently invalidated (cannot be restored)
Expired: The credential is no longer valid due to time limitations

Updated: The credential has been replaced by a newer version



6.7.1 Status Transition Rules

From Active to Suspended: - Requires authorised institutional decision - Must include
reason code and expected resolution timeframe - Can be reversed to Active status

From Active to Revoked: - Requires authorised institutional decision with permanent
effect - Mustinclude reason code and effective date - Cannot be reversed (new credential
issuance required)

From Suspended to Active: - Requires resolution of suspension cause - Must include
verification of compliance restoration

From Suspended to Revoked: - May occur if suspension issues cannot be resolved -
Follows same requirements as direct revocation

6.8

Privacy-by-Design Principles

The system implements privacy-by-design through:

6.9

Privacy-preserving status checking using unlinkable queries

Data minimisation in status responses (only essential information disclosed)
Unlikability of verification requests to prevent tracking

User control over credential usage and status disclosure

Transparency about status information whilst protecting privacy

Zero-knowledge proofs for status verification where technically feasible

Regulatory Compliance

The lifecycle management system ensures compliance with:

elDAS 2.0 requirements for electronic attestation lifecycle management
GDPR data protection principles in status tracking and verification
Member state-specific requirements for suspension and revocation procedures

Sectoral regulations governing educational and professional credential
management

European quality assurance frameworks for education and professional
qualifications

6.10 Technical Implementation Standards

Status management implementations must support:



W3C Verifiable Credentials status checking mechanisms
StatusList2021 for efficient status communication
Cryptographic integrity of all status updates

Interoperable protocols for cross-border status verification
Real-time and batch processing capabilities

Audit logging with tamper-evident records



7 Ontology

7.1 Executive Summary

This document presents the DC4EU project’s justification for selecting the European
Learning Model (ELM) as the standard for payload credentials in academic and professional
qualifications. Following comprehensive evaluation of alternative standards, DC4EU has
determined that ELM provides superior capabilities for cross-border contexts and complete
learning path lifecycle support from primary through to adult education, making it the
optimal choice for European digital credential infrastructure.

7.2 DCA4EU’s Strategic Selection of ELM v3
7.2.1 Alignment with Project Objectives

DC4EU’s selection of ELM v3 reflects the project’s commitment to establishing a robust,
interoperable European digital credential ecosystem. The standard’s comprehensive
capabilities directly address the project’s core requirements for academic and professional
qualification management across diverse European educational contexts.

7.3 ELMv3 Strengths Analysis: Selection Criteria

7.3.1 Core Capabilities Meeting Edcuational and Professional Qualifications
Requirements

Complete credential coverage - ELM v3 demonstrates comprehensive handling of
credentials across the entire educational spectrum, from formal qualifications (Bachelor’s,
Master’s, Doctorates, VET certificates) to non-formal education (micro-credentials, adult
education achievements) and informal learning (workshop participation, MOOC
completions). This extensive coverage includes detailed achievement records, learning
outcomes, assessment details, and issuer information, providing a unified approach to
academic achievement documentation that spans all educational contexts.

Detailed institutional information - The standard incorporates extensive organisational
details including legal institution names, accreditation status, contact information, digital
identification, and quality assurance information. This comprehensive institutional
representation ensures credential provenance and supports cross-border recognition
processes whilst maintaining compliance with European frameworks.

Structural flexibility - ELM v3 strategically incorporates elements from multiple
established standards including ELMO v2.1, OCCAPI v1, EWP Courses v0, and Edu-API v1,
creating a cohesive framework. Built upon the W3C Verifiable Credentials Data Model
foundation, ELM extends this structure with detailed specifications for representing
educational achievements, qualifications, and learning outcomes that meet the specific
needs of European education systems through extensive collaboration between
educational institutions, government bodies, and technical experts.



Infrastructure management - The standard addresses physical and digital infrastructure
aspects including rooms and building details, learning delivery methods, and geographic
context. This bridges the gap between digital credentials and physical educational
infrastructure, supporting comprehensive facility management and spatial information
integration.

Academic relationships - ELM v3 effectively manages complex associations including
enrolment processes, student-course relationships, and other academic links. The
standard supports cross-border agreements, framework alignments, and European
Education Area mobility initiatives, facilitating seamless institutional coordination and
student mobility across European borders.

7.4 Comparative Analysis: Rejected Alternative Standards

DC4EU’s comprehensive evaluation process examined multiple existing standards,
ultimately determining that alternative options failed to meet the project’s requirements for
comprehensive European digital credential infrastructure.

7.4.1 ELMO v2.1 Limitations

e Scope: Limited primarily to basic credentials
e Coverage: Educationalresults/grades and accreditation/QA details
e Limitation: Narrow focus restricts broader educational ecosystem integration

7.4.2 OCCAPIv1 Constraints

e Focus: Solely concentrated on organisational details and structure
e Coverage: Programmes and courses
e Limitation: Lacks comprehensive credential and assessment capabilities

7.4.3 EWP Courses vO Restrictions

e Specialisation: Very specific to programmes/courses and theirinstances
e Limitation: Insufficient for broader educational data exchange requirements
7.4.4 Edu-APlv1 Boundaries

e Scope: Limited to rooms/building details and basic associations
e Coverage: Enrolment processes only
e Limitation: Inadequate for comprehensive credential management

7.5 Justification for ELM v3 Selection

DC4EU’s selection of ELM v3 is based on the standard’s demonstration of exceptional
capability through six key characteristics that directly align with project objectives:



Federating model functionality - ELM v3 integrates and unifies the strongest
characteristics of all other standards, creating a comprehensive framework rather than
competing alternatives. The model’s strength lies in its comprehensive approach to
representing complex educational concepts including learning outcomes and
achievements, credit systems (such as ECTS), assessment methods and grading schemes,
professional competencies and skills, and quality assurance information.

Enhanced semantic richness - The standard provides extensive semantic capability for
representing complex learning relationships and educational concepts. This includes
sophisticated metadata support, comprehensive vocabularies for educational terms,
detailed qualification level mapping, and rich contextual information that enables nuanced
educational achievement representation.

Comprehensive institutional support - ELM v3 includes detailed organisational
information crucial for trust and verification processes. This encompasses legal entity
representation, accreditation status documentation, quality assurance information, and
institutional relationship mapping that supports cross-border educational collaboration.

Cross-border compatibility - The standard’s design inherently supports European mobility
requirements through standardised qualification representation, consistent learning
outcome documentation, harmonised assessment criteria, and unified credit transfer
mechanisms that facilitate seamless academic mobility across member states.

Future-proof architecture - ELM v3’s structure accommodates evolution and extensions,
ensuring long-term viability and adaptability. The model supports semantic consistency
across implementations, enables extensions following established patterns, provides
comprehensive multilingual support, and maintains explicit alignment with European
frameworks whilst considering privacy requirements for holder information.

European sovereignty alignment - The standard ensures European educational data
sovereignty, maintaining control over educational credentials within European frameworks,
directly supporting DC4EU’s mission to establish European digital credential
independence. ELM supports EU strategies including the Micro-Credentials Framework,
Digital Education Action Plan, and integrates with EBSI and elDAS standards for enhanced
verifiability and trust across European systems.

7.6 Implementation Success: ELM in Practice

7.6.1 Practical Implementation Examples

University Diploma Issuance: Universities successfully issue Master’s degree credentials
in ELM format, ensuring compatibility with EQF levels and enabling seamless cross-border
recognition through the EUHED network. The implementation demonstrates how complex
degree structures, including multiple specialisations, research components, and thesis



requirements, can be comprehensively represented whilst maintaining interoperability with
existing university information systems.

Micro-Credentials Management: The framework effectively handles micro-credentials
from short learning programmes and skill certifications, supporting the Council
Recommendation on micro-credentials by standardising their issuance and enhancing
transparency. This includes representation of stackable credentials, prerequisite
relationships, and alignment with both formal qualification frameworks and professional
competency requirements.

Cross-Border Student Mobility: When universities issue transcripts for students
participating in Erasmus programmes, ELM ensures course credits, grades, and learning
outcomes are represented consistently for correct interpretation by institutions across
different countries. The standard supports complex scenarios including grade conversion,
credit transfer calculations, and cultural adaptation of assessment criteria whilst
maintaining academic integrity.

Professional Qualification Integration: ELM v3 facilitates the representation of
professional qualifications and continuing professional development requirements. This
includes mapping professional competencies to educational achievements, documenting
regulatory compliance requirements, and supporting professional body recognition
processes across different European jurisdictions.

Vocational Education and Training (VET) Support: The standard comprehensively
represents VET qualifications, including practical skills demonstration, workplace learning
components, and industry-specific competency requirements. This supports the European
approach to VET qualification recognition and enables seamless progression between
vocational and academic pathways.

Quality Assurance Integration: ELM v3incorporates quality assurance information directly
into credential representation, including accreditation status, quality review outcomes, and
compliance with European quality frameworks. This embedded approach ensures that
credential verification processes automatically include quality validation without requiring
separate verification steps.

7.7 ELM Evolution Opportunities

7.7.1 Ildentified Enhancement Areas

DC4EU recognises that whilst ELM v3 currently provides the most comprehensive standard
available, strategic evolution opportunities exist to achieve complete ecosystem coverage.

From Edu-API v1: - Association management including enrolment processes and student-
course relationships - Comprehensive rooms/building details covering physical
infrastructure and facilities



From OOAPI v5: - Enhanced rooms/building details providing comprehensive facility
management and spatial information

7.7.2 DC4EU’s Strategic Evolution Framework

Infrastructure integration - Incorporating comprehensive facility and space management
capabilities would complete the physical-digital educational environment mapping.

Relationship management - Adding detailed association and enrolment processes would
strengthen institutional coordination capabilities.

Physical-digital mapping - Connecting digital learning elements with physical spaces and
resources would create a complete educational ecosystem representation.

7.7.3 Strategic Advantages Supporting DC4EU’s Selection

Complete ecosystem coverage - Evolution would eliminate gaps currently filled by
fragmented standards, providing unified coverage.

Total consolidation potential - ELM v3 could become the definitive European standard for
all educational data exchange, reducing complexity and improving efficiency.

Enhanced institutional management - Complete institutional operational coverage
would streamline administrative processes and improve data consistency.

Seamless integration capability - The model’s architecture supports incorporating
additional elements without disrupting existing implementations, ensuring smooth
transition paths.

7.8 ELM as the Definitive European Standard

DC4EU’s comprehensive evaluation concludes that ELM v3 represents the optimal choice
for European digital credential infrastructure. Through incorporating identified
enhancement opportunities, ELM v3 will achieve total comprehensiveness, establishing
itself as the definitive European standard that DC4EU requires for successful project
implementation.

The strategic positioning of ELM v3 as a federating model, combined with its inherent
flexibility and comprehensive coverage, validates DC4EU’s selection and provides the
foundation for creating a unified European digital credential ecosystem. This selection
eliminates the need for fragmented alternative standards whilst ensuring complete
coverage of the educational ecosystem, from basic credentials to complex institutional
relationships and physical infrastructure management.

DC4EU’s commitment to ELM v3 represents a strategic investmentin European educational
sovereignty and interoperability, positioning the project to deliver comprehensive digital
credential solutions that serve the entire European educational community.



8 Data Model

8.1 Overview

The credential data model follows W3C Verifiable Credential standards, structuring
educational data in a consistent format. This standardised approach enables
interoperability whilst supporting the specific needs of educational credentials.

8.2 Compliance with 1st Batch of eIDAS Implementing Acts

In alignment with the first batch of elDAS implementing acts, specifically the
implementing regulation “laying down rules for the application of Regulation (EU) No
910/2014 of the European Parliament and of the Council as regards person
identification data and electronic attestations of attributes issued to European Digital
Identity”, the European framework mandates that data shall be issued in two formats:

8.2.1 Mandated Data Formats

1. ISO/IEC 18013-5:2021 [ISO18013-5] format where person identification data
attributes must be encoded in CBOR

2. WB3C Verifiable Credentials Data Model 1.1 where person identification data
attributes must be encoded in JSON

8.2.2 Strategic Choice: W3C-VCDM for Education and Professional
Qualifications

For the education and professional qualifications sector, where semantic richness,
ontological alighment, and cross-border interoperability are paramount, the chosen
data model from those available in full alignment with elDAS and the 1st batch of
implementing acts is W3C Verifiable Credentials Data Model (W3C-VCDM).

This strategic choice is driven by several critical requirements:

e Semantic Richness Requirements: - Educational credentials require complex
semantic relationships between learning outcomes, competencies, assessments,
and achievements - Professional qualifications demand precise representation of
skills, competencies, and regulatory compliance - The European Learning Model
(ELM) ontology requires sophisticated data structures that W3C-VCDM can
accommodate through JSON-LD

e Cross-Border European Alignment: - European Education Area initiatives require
harmonised credential representation - Bologna Process implementations benefit
from semantic interoperability - European Qualifications Framework (EQF)



8.3

alignment necessitates structured ontological mapping - Europass Digital
Credentials Infrastructure integration requires W3C-VCDM compatibility

Global Mobility Considerations: - Beyond-Europe mobility requires internationally
recognised standards - W3C-VCDM provides global interoperability for European
credentials - JSON-based encoding ensures universal accessibility and processing
- International academic recognition benefits from globally adopted standards

Technical and Regulatory Advantages: - JSON encoding provides human-readable
and machine-processable format - Linked Data capabilities through JSON-LD
enable rich semantic expression - Extensibility supports evolving educational and
professional requirements - Privacy-preserving features align with GDPR and eIDAS
privacy principles

Implementation: EDC-W3C-VCDM

The practicalimplementationis achieved through European Digital Credentials compliant
with W3C-VCDM (EDC-W3C-VCDM), which represents:

ELM ontology serialisation in W3C-VCDM format

Full compliance with the 1st batch of implementing acts
Semantic interoperability across European educational systems
Global recognition through internationally adopted standards

This approach ensures that educational and professional credentials issued in Europe are:

8.4

Legally compliant with eIDAS implementing acts
Semantically rich to represent complex educational achievements
Globally interoperable for international mobility

Privacy-preserving through advanced W3C-VCDM features

Key Components

Each credential includes:

8.4.1

Context Definitions

Provides semantic definitions for credential interpretation using JSON-LD contexts

Enables consistent understanding across systems through European Learning
Model vocabulary

Links to standardised vocabularies including EQF, ESCO, and educational
taxonomies

Supports semantic interoperability through W3C-VCDM context mechanisms



8.4.2 Unique Identifier
e Creates a distinct reference for each credential following W3C-VCDM identifier
requirements
e Supports verification and tracking through cryptographically verifiable identifiers
e Enables reference across systems using DIDs or HTTP URIs
e Maintains credential distinctiveness through globally unique identifiers

8.4.3 Credential Type
e Indicates the nature of the educational achievement using W3C-VCDM type
system
e Supports appropriate handling by different systems through semantic typing
e Enables filtering and categorisation using educational credential taxonomies
e Aligns with educational taxonomies through ELM-based type definitions

8.4.4 Issuing Authority Identifier

e Links the credential to its authoritative source using verifiable issuer identifiers
e Supports trust verification through institutional DIDs or certificates

e Enables institutional recognition through trusted issuer registries

e Connectsto trusted issuer registries via EBSI trust infrastructure

8.4.5 Issue Date and Validity

e Records when the credential was officially granted using ISO 8601 date formats
e Supports timelines of achievement through temporal validity indicators

e Enables chronological organisation of educational progression

e Facilitates validity checking through machine-readable date constraints

8.4.6 Credential Subject Information
e |dentifies the person to whom the credential belongs using privacy-preserving
identifiers

e Links achievements to individual educational journeys through verifiable subject
identification

e Supports privacy-protecting identification via selective disclosure mechanisms
e Enables appropriate credential attribution through cryptographic binding

8.4.7 Educational Achievement Data

e Represents learning outcomes using European Learning Model structures
e Documents competencies and skills through ESCO-aligned taxonomies

e Records assessment results using EQF-compliant level indicators

e Supports quality assurance information through accreditation references



8.4.8 Cryptographic Proof of Authenticity

Ensures the credential hasn’t been tampered with using W3C-VCDM proof
mechanisms

Supports verification of issuer authority through digital signatures
Enables trust establishment via cryptographic verification protocols
Protects credential integrity through tamper-evident proofs

8.4.9 Multi-language Support

8.5

Enables credential interpretation across languages using JSON-LD language tags
Supports mobility across language regions through multilingual field encoding
Facilitates cross-border understanding via European language support
Respects linguistic diversity through native language preservation

Implementation Considerations

When implementing the W3C-VCDM data model for educational credentials:

8.6

JSON-LD contexts should reference European Learning Model vocabularies

Cryptographic suites should follow current W3C-VCDM best practices and elDAS
requirements

Schema validation should implement both W3C-VCDM and ELM compliance
checking

Extensibility should be supported for future educational requirements whilst
maintaining compatibility

Backwards compatibility should be maintained with existing European credential
systems

Privacy features should leverage W3C-VCDM selective disclosure capabilities

Status management should implement privacy-preserving revocation mechanisms

Cross-Border Scenarios

For cross-border educational mobility and professional recognition, the W3C-VCDM data
model provides:

Consistent interpretation of credentials across all member states through
semantic interoperability

Multilingual credential representation using JSON-LD language support

Standardised formats for qualification recognition through W3C global standards



8.7

Interoperability between different national systems via shared data model

Semantic alignment with European educational frameworks through ELM
integration

Global recognition potential through internationally adopted W3C standards

Alignment with Standards and Frameworks

The W3C-VCDM implementation aligns with:

8.8

W3C Verifiable Credentials Data Model 1.1 as mandated by eIDAS implementing
acts

European Learning Model (ELM) v3.2 for educational semantic representation

Europass Digital Credentials Infrastructure for European credential
interoperability

European Qualifications Framework (EQF) for qualification level representation
ESCO taxonomy for skills and competency classification

Schema.org educational vocabulary for global semantic interoperability

elDAS 2.0 requirements for European digital identity compliance

GDPR principles for privacy-preserving credential management

Technical Standards Integration

The implementation ensures compliance with:

ISO/IEC 18013-5:2021 compatibility for hybrid scenarios where CBOR encoding is
required

W3C-VCDM 1.1 specification for core credential structure and verification
JSON-LD 1.1 for semantic linking and context management

RFC 7519 (JWT) for compact credential serialisation when required
StatusList2021 for privacy-preserving credential status management

European Blockchain Services Infrastructure (EBSI) standards for trust anchoring

This comprehensive approach ensures that educational and professional credentials are
not only compliant with current European regulations but also positioned for future
evolution and global interoperability whilst maintaining the highest standards of privacy
protection and semantic richness.



9 Sectorial EAA Catalogue

9.1 Overview

This Sectorial Electronic Attestation of Attributes (EAA) Catalogue contains all data models
and schemas agreed at the sectorial level for Education and Professional Qualifications. It
provides the technical specifications that implement the principles outlined in the Sectorial
Rulebook.

9.2 EAA catalogue governance

For the definition of the EAA catalogue, it is essential to identify, for each entry in the
catalogue, the party responsible forits creation and evolution - that is, the ‘Attribute schema
provider’. The common thread throughout the entire EAA catalogue is the utilization of the
European Learning Model (ELM v3.2) as a shared ontology. Given the absence of a central
authorityin education, yet recognising the necessity to establish this sectoral role, we might
consider making an assignment based on competencies, bearing in mind that DG-EAC is
responsible for Primary, Secondary and Tertiary education, whilst DG-EMPL oversees Adult
education and TVET. OF course, Member States, as key stakeholders and comptencies’
owners, should also be members of such governance.

9.3 EAAs are not the original Diplomas
EAA is defined as an attestation in electronic form that allows attributes to be authenticated.

Itisimportant to explain and clarify that there is a distinction between the Diploma itself and
an EAA of the diploma (for example, in Spain this is legally required to be issued on A3 paper
with specific weight and security measures, or, using digital means, the Diploma is stored,
curated and preserved in a database record). The EAA does not replace the former, butholds
equivalent legal value.

9.4 European Learning Model (ELM)

ELM allows educationalinstitutions, employers, learners, and credential-verifying bodies to
communicate clearly and effectively about learning achievements and credentials.

Key benefits include:
e Interoperability across different European systems.
e Easierrecognition of qualifications.
e (Clear communication about learning outcomes and achievements.
e Standardised descriptions for educational credentials.

For further information on ELM, access European Learning Model information


../sectorial-rulebook
../sectorial-rulebook
elm/elm.md

9.5 European Digital Credentials for Learning (EDC)

European Digital Credentials for Learning (EDC) are verifiable digital representations of
learning achievements, issued by educational institutions to document qualifications such
as diplomas, training certificates, and micro-credentials. They are signed with an electronic
seal from a trusted institution, ensuring authenticity and security. EDCs can be issued in all
EU and Europass languages, facilitating cross-border recognition of qualifications.

Key benefits include:

e Enhanced security and authenticity: EDCs are electronically sealed, making them
tamper-evident and legally equivalent to paper-based credentials.

e [Efficient sharing and storage: Learners can store their EDCs securely in their
Europass wallet (the “My Library” repository) and share them easily with employers
or educationalinstitutions.

e Standardized format: EDCs provide a consistent structure for describing learning
achievements, promoting interoperability across different European systems.

e Support for various learning contexts: They can document formal education, non-
formal learning, online courses, and volunteering experiences, among others.

For further information on EDC, access European Digital Credentials for Learning

9.6 EDC and ELM, closely realted but not the same

ELM (European Learning Model) is an ontology or conceptual data model describing learning
achievements, qualifications, and educational credentials, covering formal, non-formal,
and informal education. It is a general framework describing educational data clearly and
consistently. EDC (European Digital Credential) is an application profile that specifically
implements the European Learning Model (ELM) to create digital credentials. EDC uses the
concepts and structure defined by ELM, adding technical standards and constraints (e.g.,
SHACL constraints) to ensure data quality, authenticity, and validity specifically for digital
credentialing purposes. In other words:

e ELM provides the underlying conceptual model.

e EDC applies this model specifically to digital credentials, including concrete
implementations, validations, and practical usage aligned closely —but not
entirely— with W3C Verifiable Credentials.

9.7 EDC and W3C-VC, inspired by but not equal to

European Digital Credentials (EDC) issued using Online Credential Builder (OCB) provided
by DG-EMPL, it’s a ELM serialisation inspired by W3C-VC but not fully compliant.

e Top-level structure: EDC credentials, as produced by OCB, uses “credential”
instead of putting W3C fields directly at the root.

e Missed issuanceDate / expirationDate


https://europass.europa.eu/en/europass-digital-tools/european-digital-credentials-learning

e Missed revocation/suspension (not supported)

e deliveryDetails are linked to especific delivery mechanism used by OBC, it won’t be
required

EDC JSON structure (view 1)

Root (Object)

/ ™

credential (Object) deliveryDetails (Object)




EDC JSON structure (view 2)

W/W

| [ | [ ||

issued (Siring) I




9.8 European Digital Credentials - W3C Compliant (EDC-W3C)

EDC-W3C represents the European Digital Credentials for Learning (EDC) fully aligned with
the W3C Verifiable Credentials Data Model (VCDM), as adopted in the first batch of the
Implementing Acts under the European Digital Identity framework.

This enhanced version of EDC ensures full compliance with globally recognised standards
for digital credentials, promoting interoperability beyond Europe and supporting secure,
verifiable, and privacy-preserving learning achievements.

EDC-W3C is a W3C-VCDM serialisation of the European Learning Model (ELM) provided by
DG EMPL (Directorate-General for Employment, Social Affairs and Inclusion).

Key benefits include:

e Global interoperability: Based on W3C-VCDM, EDC-W3C enables seamless cross-
border and cross-sector recognition of credentials.

e Full alignment with EU and international digital identity standards: Supporting the
vision of the European Digital Identity Wallet.

e Dataintegrity and privacy: Ensures secure, verifiable credentials while respecting the
privacy of credential holders.

e Consistency with the European Learning Model: Structured data remains anchored
in ELM while adopting the W3C format.



EDC JSON structure (view 3)

| MW /T\\\




For further information on EDC-W3C, access: - EDC-W3C compliant with W3C-VCDM 1.0 -
EDC-W3C compliant with W3C-VCDM 2.0

9.9 PID Scheme

Outside the scope of LSPs, but required for the wallet to become operational and
onboarding of students/professionals in educational/professional qualification domains).
Must be compliant with 1st batch of implementing acts.

Data
model Brief Status/Detailed Registry
Scope name explanation  explanation Schema URL URL
Foundational PID Person Available Schema Registry
identity (Natural Identification
Person) Data (PID)
for
foundational
credentials
compliant
with eIDAS
2.0 and ARF

9.10 Table with available schemes

Brief Status/Detaile Schem Registr
Scope Data model name explanation d explanation a URL y URL

Academic EDC-W3C credential European Detailed list Schem Registr
and Digital below a y
professional Credential
achievement compliant
s with W3C-

VCDM v1.1

credential

format based

on ELMv3.2

in alignment

to 1st batch

of

implementing

acts,

supports any

type of

educational

and



https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/europass/edc
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm2.0/edc
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/vid/natural-person
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/z2bTCgjmBDY5kwNWGL3hfSQUZP6d8AZUnLFXe8coTa3zK
https://github.com/dc4eu/educational-pilot/tree/main/sectorial-eaa-catalogue#table-with-available-datamodels-based-on-edc-w3c
https://github.com/dc4eu/educational-pilot/tree/main/sectorial-eaa-catalogue#table-with-available-datamodels-based-on-edc-w3c
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/europass/edc
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/europass/edc
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0xe9d256a96313a24d5884d56f0835047febc0ebf46fbdd20c906f49057a1e0f02
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0xe9d256a96313a24d5884d56f0835047febc0ebf46fbdd20c906f49057a1e0f02

Brief Status/Detaile Schem Registr
Scope Data model name explanation d explanation a URL y URL

professional

qualifications
Non- EducationallD Identifiesthe  Available Schem Registr
foundational natural a y
identity person in the

context of an

educational

organisation,

including

national

extensions
Non- AlliancelD Identifies a Available Schem Registr
foundational student or a y
identity staff member

as affiliated

with a

European

university

alliance
Non- EuropeanStudentCa European Available Schem Registr
foundational rd Student Card a y
identity for student

mobility,

based on DG-

EAC’s service
Non- MyAcademiclD Identity Available Schem Registr
foundational credential for a y
identity student

mobility,

based on

MyAcademicl

D and

eduGAIN

infrastructure
Non- ProfessionallD Identity Available Schem Registr
foundational credential for a y
identity , based on
Non- DoctorlD Identity Available Schem Registr
foundational credential for a y
identity , based on


https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/education/verifiable-education-id
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/education/verifiable-education-id
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/zEmFZquJtANNz7XNE46thRi1E2cAfpQiXVLSBdDgLyfGP
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/zEmFZquJtANNz7XNE46thRi1E2cAfpQiXVLSBdDgLyfGP
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/alliance-id
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/alliance-id
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/zCHc3ZfYg2871W2WftjLu4QNMQrDzG57oG5pvGoyHcagB
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/zCHc3ZfYg2871W2WftjLu4QNMQrDzG57oG5pvGoyHcagB
https://code.europa.eu/ebsi/json-schema/-/blob/main/schemas/vcdm1.1/dc4eu/european-student-card/schema.json
https://code.europa.eu/ebsi/json-schema/-/blob/main/schemas/vcdm1.1/dc4eu/european-student-card/schema.json
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x0e46f9509c52e649d8b461216b66836bd8398b8779469a571404264ea02c3bd9
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x0e46f9509c52e649d8b461216b66836bd8398b8779469a571404264ea02c3bd9
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/multi-uni-pilot/my-academic-id
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/multi-uni-pilot/my-academic-id
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/z3XDm4kDtztE8DzLsVdhfshYvx2upnfLmqHtyVjkaXM1g
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/z3XDm4kDtztE8DzLsVdhfshYvx2upnfLmqHtyVjkaXM1g
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/dc4eu/professional-id
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/dc4eu/professional-id
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/z2CHBovrL2TptHFFtszG5Jn8LZU1SxLfMY6Vg93ctKEAw
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/z2CHBovrL2TptHFFtszG5Jn8LZU1SxLfMY6Vg93ctKEAw
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/dc4eu/doctor-id
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/dc4eu/doctor-id
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/zDD8wM8F6UsfrdACeph41EFmgEUUsDnC6SVqY4QFh8MFZ
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/zDD8wM8F6UsfrdACeph41EFmgEUUsDnC6SVqY4QFh8MFZ

Brief Status/Detaile Schem Registr
Scope Data model name explanation d explanation a URL y URL
Non- EngineerlD Identity Available Schem  Registr
foundational credential for a y
identity , based on

9.11 Table with available datamodels based on EDC-W3C (W3C-VCDM

1.1 aligned to 1st batch of implementing acts)

Stabli
shed Status/D Unsig Signe
Data Acroni Brief etailed ned d
model m explanati explanati Schema Registr crede Crede
Scope name (type) on on URL y URL ntial ntial
Educati Higher @ EUHE Educatio Higher LocalSc EBSIRe HEEU HEEU
on Educati MC nal Educatio hema gistry MC MC
on achievem n Micro unsig signe
Europe ent Credenti ned d
an microcre al
Micro dential
Credent for
ials
Educati Vocatio EUVE Educatio Vocation LocalSc EBSIRe VETE VETE
on nal T™C nal al hema gistry uMC UMC
Educati achievem Educatio unsig signe
onal ent nal ned d
Training microcre  Training
Europe dential Micro
an for Credenti
Micro al
Credent
ials
Educati Higher EUHE EHigher Higher Local Registr EUHE EUHE
on educati POE educatio Educatio Schema vy POE POE
on n proof of n Proof of Unsig Signe
proof of enrolmen Enrolme ned d
enrolm t nt
ent
Educati Higher EUHE Higher Higher Local Registr EUHE EUHE
on educati D educatio educatio Schema vy D D
on n n Unsig Signe
diploma diploma diploma ned d


https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/dc4eu/engineer-id
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/dc4eu/engineer-id
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/ziwaS92VRyKojd3Xmk9wgvBo5XYwqG8EYENK9zFQNJWG
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/ziwaS92VRyKojd3Xmk9wgvBo5XYwqG8EYENK9zFQNJWG
formal-education/business/EUHEMC-highereducation-microcredential_business.md
formal-education/business/EUHEMC-highereducation-microcredential_business.md
formal-education/business/EUHEMC-highereducation-microcredential_business.md
formal-education/business/EUHEMC-highereducation-microcredential_business.md
formal-education/business/EUHEMC-highereducation-microcredential_business.md
formal-education/schemes/EUHEMC-EuropeanHigherEducationMicrocredential.json
formal-education/schemes/EUHEMC-EuropeanHigherEducationMicrocredential.json
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x05332a9dc53a4a26a15711262904f2a1dd081cf3da735350f42dac20426530a4
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x05332a9dc53a4a26a15711262904f2a1dd081cf3da735350f42dac20426530a4
formal-education/examples/EUHEMC/euhe-microcredential-example-john-doe.md
formal-education/examples/EUHEMC/euhe-microcredential-example-john-doe.md
formal-education/examples/EUHEMC/euhe-microcredential-example-john-doe.md
formal-education/examples/EUHEMC/euhe-microcredential-example-john-doe.md
formal-education/examples/EUHEMC/euhe-microcredential-signed-john-doe.md
formal-education/examples/EUHEMC/euhe-microcredential-signed-john-doe.md
formal-education/examples/EUHEMC/euhe-microcredential-signed-john-doe.md
formal-education/examples/EUHEMC/euhe-microcredential-signed-john-doe.md
formal-education/business/EUVETMC-vet-microcredential_business.md
formal-education/business/EUVETMC-vet-microcredential_business.md
formal-education/business/EUVETMC-vet-microcredential_business.md
formal-education/business/EUVETMC-vet-microcredential_business.md
formal-education/business/EUVETMC-vet-microcredential_business.md
formal-education/business/EUVETMC-vet-microcredential_business.md
formal-education/business/EUVETMC-vet-microcredential_business.md
formal-education/business/EUVETMC-vet-microcredential_business.md
formal-education/schemes/EUVETMC-EuropeanVocationalEducationTrainingMicrocredential.json
formal-education/schemes/EUVETMC-EuropeanVocationalEducationTrainingMicrocredential.json
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x690878adbdbc2c6b2865829003a1e34800df5d173d302ff11958836f8f977a26
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x690878adbdbc2c6b2865829003a1e34800df5d173d302ff11958836f8f977a26
formal-education/examples/EUVETMC/euvet-microcredential-example-john-doe.md
formal-education/examples/EUVETMC/euvet-microcredential-example-john-doe.md
formal-education/examples/EUVETMC/euvet-microcredential-example-john-doe.md
formal-education/examples/EUVETMC/euvet-microcredential-example-john-doe.md
formal-education/examples/EUVETMC/euvet-microcredential-signed-john-doe.md
formal-education/examples/EUVETMC/euvet-microcredential-signed-john-doe.md
formal-education/examples/EUVETMC/euvet-microcredential-signed-john-doe.md
formal-education/examples/EUVETMC/euvet-microcredential-signed-john-doe.md
formal-education/business/EUHEPOE-highereducation-proofofenrolment_business.md
formal-education/business/EUHEPOE-highereducation-proofofenrolment_business.md
formal-education/business/EUHEPOE-highereducation-proofofenrolment_business.md
formal-education/business/EUHEPOE-highereducation-proofofenrolment_business.md
formal-education/business/EUHEPOE-highereducation-proofofenrolment_business.md
formal-education/schemes/EUHEPOE-EuropeanHigherEducationProofOfEnrolment.json
formal-education/schemes/EUHEPOE-EuropeanHigherEducationProofOfEnrolment.json
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x9e7bdbe465fbca504ec04df331c47ef6d88eb258312d3471277e84dabda4a92e
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x9e7bdbe465fbca504ec04df331c47ef6d88eb258312d3471277e84dabda4a92e
formal-education/examples/EUHEPOE/euhepoe-highereducation-proofofenrollment-john-doe.md
formal-education/examples/EUHEPOE/euhepoe-highereducation-proofofenrollment-john-doe.md
formal-education/examples/EUHEPOE/euhepoe-highereducation-proofofenrollment-john-doe.md
formal-education/examples/EUHEPOE/euhepoe-highereducation-proofofenrollment-john-doe.md
formal-education/examples/EUHEPOE/euhepoe-highereducation-proofofenrollment-signed-john-doe.md
formal-education/examples/EUHEPOE/euhepoe-highereducation-proofofenrollment-signed-john-doe.md
formal-education/examples/EUHEPOE/euhepoe-highereducation-proofofenrollment-signed-john-doe.md
formal-education/examples/EUHEPOE/euhepoe-highereducation-proofofenrollment-signed-john-doe.md
formal-education/business/EUHED-highereducation-diploma_business.md
formal-education/business/EUHED-highereducation-diploma_business.md
formal-education/business/EUHED-highereducation-diploma_business.md
formal-education/business/EUHED-highereducation-diploma_business.md
formal-education/schemes/EUHED-EuropeanHigherEducationDiploma.json
formal-education/schemes/EUHED-EuropeanHigherEducationDiploma.json
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x7663df08b9a50f226e185efb7ec08f3d69f4a95e653ebffd3137b3eb6923dda8
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x7663df08b9a50f226e185efb7ec08f3d69f4a95e653ebffd3137b3eb6923dda8
formal-education/examples/EUHED/euhed-highereducation-diploma-john-doe.md
formal-education/examples/EUHED/euhed-highereducation-diploma-john-doe.md
formal-education/examples/EUHED/euhed-highereducation-diploma-john-doe.md
formal-education/examples/EUHED/euhed-highereducation-diploma-john-doe.md
formal-education/examples/EUHED/euhed-highereducation-diploma-signed-john-doe.md
formal-education/examples/EUHED/euhed-highereducation-diploma-signed-john-doe.md
formal-education/examples/EUHED/euhed-highereducation-diploma-signed-john-doe.md
formal-education/examples/EUHED/euhed-highereducation-diploma-signed-john-doe.md

Stabli

shed Status/D Unsig Signe
Data Acroni Brief etailed ned d
model m explanati explanati Schema Registr crede Crede
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9.12 Detailed information per category or type

The EAA Rulebook is organised into the following categories:

e Foundational Identity

e Formal Education

e Quality Assurance Regimes

e Non-foundational ID

9.13

Implementation

These data models and schemas are designed to be implemented through the technical
components described in the Toolkits section. They support the workflows and use cases
outlined there while ensuring compliance with the principles established in the Sectorial

Rulebook.

9.14 Version Control

All data models and schemas in this rulebook are versioned to allow for backward
compatibility as the framework evolves. Implementers should always check for the latest
versions while maintaining support for existing credentials.
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10 Foundational Identity

This section covers the foundational identity models that serve as the basis for secure
identification across the European educational and professional qualifications ecosystem.
These models implement the principles described in the sectorial rulebook while
conforming to European regulations for digital identity.

Foundational identity models that serve as the basis for secure identification across the
educational ecosystem:

e Person Identification Data (PID) for natural persons

e |Legal Entity Identification for educational institutions
e |dentity matching mechanisms

e Cross-border identity verification

e Privacy-preserving identity protocols

Components

Person Identification Data (PID) for Natural Persons

The Person Identification Data model provides a standardised approach for representing
and verifying the identity of natural persons:

e Coreidentity attributes (name, date of birth, nationality, etc.)
e Biometric information (where applicable)

e Official identification numbers

e Residence information

e Contact details

For detailed schema information, see PID Schema.

Legal Entity Identification

These models provide standardised digital identification for educational institutions and
other relevant organisations:

e Legal entity identifiers

e Digital certificates

e Decentralised identifiers

e (Qualified seals

e Organisational structures
e Accreditation verification

For detailed schema information, see Legal Entity ID Schema.
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Identity Matching

These models define how identity can be reliably matched across different systems and
jurisdictions:

Cross-system identity correlation
Attribute matching rules

Confidence levels

Minimum data sets for matching
Privacy-preserving matching protocols

For detailed schema information, see Identity Matching Schema.

Cross-Border Identity Verification

These models specify how identity verification works across European borders:

elDAS node integration

Cross-border authentication flows
Minimum interoperability requirements
Mutual recognition mechanisms

Level of assurance mappings

For detailed schema information, see Cross-Border Verification Schema.

Privacy-Preserving Identity Protocols

These models define how identity information can be shared while protecting privacy:

Selective disclosure mechanisms
Zero-knowledge proof protocols
Purpose limitation enforcement
Minimum disclosure requirements
User consent mechanisms

Implementation in Educational Contexts

In the educational and professional qualifications context, foundational identity serves
several critical functions:

Secure Credential Issuance: Ensuring credentials are issued to the correct
individual


identity-matching-schema.md
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¢ Reliable Authentication: Providing high-assurance identity verification during
educational processes

e Cross-Border Recognition: Enabling consistent identification across European
educational systems

e Privacy Protection: Implementing data minimisation and purpose limitation for
identity data

¢ Institutional Authority: Verifying the authenticity and authority of educational
institutions

Relationship to European Digital Identity Framework

The foundational identity models align with and extend the European Digital Identity
Framework:

e Implementing the Person Identification Data (PID) model as defined in the European
Digital Identity Wallet framework

e Supporting the elDAS 2.0 trust framework for educational credential verification
e Enabling privacy-preserving selective disclosure of educational attributes
e Facilitating cross-border recognition of educational and professional qualifications

Governance and Trust Models
The foundational identity framework operates within:

e The European trust framework for electronic identification
e National identity and electronic identification schemes

e Sectorial governance for educational credentials

e Institutional trust relationships

e Data protection regulatory requirements

Implementation Considerations
When implementing the foundational identity models:

e Ensure full compliance with GDPR and relevant privacy regulations

e Implement appropriate security measures for identity data protection
e Balance user privacy with verification needs

e Supportinclusive accessibility for all users

e Maintain compatibility with broader European digital identity initiatives

Future Developments

The foundational identity models will evolve in alignment with:



e Updatestothe European Digital Identity framework
e Advances in privacy-enhancing technologies

e Emerging standards for digital identity

e Feedback from educational stakeholders

e Experience gained from implementation projects:0

Foundational Identity Schema

Overview

This document describes the Person Identification Data (PID) model for Natural Persons,
which forms the foundation for identity verification across the European education and
professional qualifications framework. The model is implemented using the W3C Verifiable
Credentials Data Model (VCDM) and conforms to the requirements specified in the
European regulation referenced at https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=0J:L_202402977.

Person Identification Data Structure

The PID credential for natural persons contains a set of standardized attributes that
provide reliable identification of individuals:

{
"credentialSubject": {

// PID attributes

}
}

Core Required Attributes

The following attributes are mandatory for all PID credentials:

Attribute Description Format

family name Current last name(s) or String (non-empty)
surname(s) of the user

given_name Current first name(s), including String (non-empty)
middle name(s) where applicable

birth_date Day, month, and year on whichthe Date (ISO 8601)
user was born

birth_place Country, state, province, district, String (ISO 3166-1
local area, municipality, city, alpha-2 for

countries)



Attribute Description Format
town, orvillage where the user
was born
nationality One or more nationalities of the Array of ISO 3166-1

expiry_date

issuing_authority

issuing_country

Optional Attributes

user

Date (and if possible time) when
the identification data will expire

Authority that issued the
identification data

Country or territory of the provider
of the identification data

alpha-2 country
codes

Date-time (ISO
8601)

String

ISO 3166-1 alpha-2
country code

The following attributes can be included to provide additional identification information:

Address Information
Attribute

Description

Format

resident_address

resident_country

Full address of the place where
the user currently resides

Country where the user currently
resides

String

ISO 3166-1 alpha-2
country code

resident_state State, province, district, or local String
area where the user currently
resides

resident city Municipality, city, town, or village String
where the user currently resides

resident_postal_code Postal code of the place where the  String
user currently resides

resident_street Name of the street where the user  String
currently resides

resident_house_number House number where the user String
currently resides, including any
affix or suffix

Additional Identification
Attribute Description Format
personal_administrative_  Unique identifier assigned to the String

number

natural person by the provider



Attribute Description Format
portrait Facial image of the user String (ISO 19794-5
or 1ISO 39794
compliant)
family name_birth Last name(s) or surname(s) at String
birth
given_name_birth First name(s), including middle String

name(s), at birth

sex Sex of the user Integer (ISO/IEC
5218 values)

document_number Number for the identification data, String

assigned by the provider
Contact Information

Attribute Description Format

email address Electronic mail address of the user String (RFC 5322
compliant)

mobile_phone_number

Issuing Information
Attribute

Mobile telephone number of the
user

Description

String (starting with
‘+’ followed by
country code and
numbers)

Format

issuing_jurisdiction

location_status

Country subdivision code of the
issuing jurisdiction

Location of validity status
information

Sex Attribute Enumeration

The sex attribute uses the following enumeration values:

Value Description

Standard

0 Not known
1 Male

2 Female

3 Other

ISO/IEC 5218
ISO/IEC 5218
ISO/IEC 5218
Extended

ISO 3166-2:2020
code

String



Value Description Standard

4 Inter Extended
5 Diverse Extended
6 Open Extended
9 Not applicable ISO/IEC 5218

Implementation in Verifiable Credentials

The PID schema extends the base W3C Verifiable Credentials Data Model. A complete PID
credential would include:

3. Standard VC properties (id, type, issuer, etc.)
4. The credentialSubject containing the personldentificationData object
5. Cryptographic proofs for verification

Usage in Educational Contexts
In educational and professional qualification contexts, the PID serves as:

6. The foundation for identity verification during credential issuance and verification
7. A source of verified personal data that can be referenced by other credentials

8. Abasis for identity matching across different educational systems and borders

9. Atrusted identity anchor for the European Digital Identity framework

Privacy Considerations

When implementing the PID schema:

e Apply data minimization principles by only requesting necessary attributes
e Implement selective disclosure to share only required identity information
e Ensure appropriate data protection measures are in place

e Respect user consent for data sharing

e Comply with relevant data protection regulations, including GDPR

Full Schema Serialization
See Annex PID for full JSON schema for the Person Identification Data:
Example Credential

Here’s an example of a PID credential:

{
"@context": [



"https://www.w3.0rg/2018/credentials/v1",
"https://europa.eu/2024/credentials/pid/v1"
1,
"id": "urn:uuid:3add94f4-28ec-42a1-8704-bb5c99c6bf2f",
"type": ["VerifiableCredential", "PersonIdentificationData"],
"issuer": "did:ebsi:zgh4Xd45QP6qTSw9ixth9a",
"issuanceDate": "2024-01-15T12:30:45Z",
"validFrom": "2024-01-15T12:30:457",
"expirationDate": "2029-01-14T23:59:597",
"credentialSubject": {
"id": "did:ebsi:zb9Jhi4RMW1JUP3JFJIPmk5",
"personIdentificationData": {
"family name": "Garcia",
"given_name": "Maria Elena",
"birth_date": "1990-05-12",
"birth_place": "ES",
"nationality": ["ES"],
"resident_address": "Calle Mayor 123, 28001 Madrid",
"resident_country": "ES",
"resident_city": "Madrid",
"resident_postal code": "28001",
"resident_street": "Calle Mayor",
"resident_house_number": "123",
"email_address": "maria.garcia@example.com",
"mobile_phone_number": "+34612345678",
"sex": 2,
"expiry date": "2029-01-14T23:59:597",
"issuing_authority": "Ministry of Interior",
"issuing_country": "ES"
}
¥
"proof": {
"type": "EcdsaSecp256klSignature2019",
"created": "2024-01-15T12:30:45Z2",
"proofPurpose"”: "assertionMethod",
"verificationMethod": "did:ebsi:zgh4Xd45QP6qTSw9ixth9attkeys-1",
"jws": "eyJhbGciOiJFUzI1NksilLCJiNjQiOmZhbHN1LCIjcmlOIjpbImI2NCIdfQ. .kUGw-

vrfwAdcVLrRhOzLWi-QgDTrVIHCEKK3PUbCQ4qR69KCXxtprKmSyV1HzVGOI2 - YgGK773Ji5vMGQP
3IHw"

}

Schema Versioning

The PID schema follows the European regulatory requirements and may be updated as
these requirements evolve. Implementations should:

e Checkfor schema updates regularly
e Maintain backward compatibility



e Support validation against the specified schema version
e Handle attributes that may be added in future versions

Current version: 1.0.0 (based on EU regulation referenced in the schema)



11 Formal Education

Overview

This section contains data models and schemas for representing formal educational
qualifications within the European Educational and Professional Qualifications framework.
These models provide standardised formats for credentials issued by recognised
educational institutions, enabling interoperability and recognition across the European
education area.

Data models and schemas for representing formal educational qualifications:

e Diploma credentials

e Degree certificates

e Microcredentials for HE & VET
e Transcripts of records

e Course certificates

e Learning agreements

Credential Types
Diploma Credentials

Diploma credentials represent the formal completion of an educational programme at a
specific level. Our schemas support:

e Bachelor’s degrees

e Master’s degrees

e Doctoral degrees

e Professional diplomas

e Vocational qualifications
Degree Certificates

Degree certificates provide formal recognition of educational achievements. Our schemas
support:

e Academic degrees

e Professional certifications

e Programme completion certificates

e |Institutional certificates
Transcripts of Records

Transcripts document the courses taken and results achieved during an educational
programme. Our schemas support:



e Course listings

e Graderecords

e Credit achievements

e Learning outcome attainment
e Programme progression

Microcredentials in Higher Education

Microcredentials attest to the achievement of specific learning outcomes following a short
learning experience. Our schemas support:

e University microcredentials

e Shortlearning programmes with ECTS credits
e EQF-aligned certifications

e Learning outcomes with ESCO skills alignment
e Quality-assured short credentials

Educational Identifiers
Educationalidentifiers provide verifiable proof of student status. Our schemas support:

e Studentidentification

e Institutional affiliation
e Programme enrolment
e Academic status

e Accessrights

Course Cetrtificates

Course certificates document completion of specific educational components. Our
schemas support:

e Individual course completion

e Module achievements

e Short programme completion

e Professional development courses
e Specialised training

Implementation and Integration
These schemas are designed to:

e Align with the European Learning Model (ELM)



Support W3C Verifiable Credentials standards

Enable multi-language credential representation
Facilitate qualification recognition across borders
Integrate with national qualification frameworks
Support European Qualification Framework (EQF) levels

Usage in User Journeys

These formal education schemas support key user journeys including:

University application with verified prior qualifications
Student mobility between European institutions
Employment verification of educational achievements
Professional licensing based on formal qualifications
Continued education and lifelong learning pathways
Microcredential stacking into larger qualifications

Versioning

All schemas follow a consistent versioning pattern: - Major versions for breaking changes -
Minor versions for feature additions - Patch versions for corrections

Current version: 1.0.0



11.1 European Higher Education Microcredentials (EUHEMC)
1.1.0.0.0.1  European Higher Education Microcredential (EUHEMC)

1.2 Overview

The European Higher Education Microcredential (EUHEMC) is a standardized, digitally
verifiable credential designed to certify short, focused learning achievements within the
European higher education ecosystem. Built on the European Learning Model (ELM) 3.2
and aligned with the European Blockchain Services Infrastructure (EBSI), EUHEMC enables
universities, learners, and employers to share, verify, and leverage educational outcomes
in a secure, interoperable, and trusted manner.

EUHEMC microcredentials are issued by accredited institutions and are tailored to meet
the demands of a dynamic labor market, lifelong learning, and professional upskilling. They
provide a flexible, modular approach to education, allowing learners to acquire specific
skills and competences that are immediately applicable in professional contexts.

1.3 Business Value

1.3.0.0.1 For Higher Education Institutions:

e Market Differentiation: Offer innovative, bite-sized learning programs that attract
non-traditional learners, such as working professionals and international students.

e Revenue Streams: Develop and deliver microcredentials as standalone courses or
stackable components toward larger qualifications, creating new income
opportunities.

e Global Reach: Leverage EBSI’s interoperability to issue credentials recognized
across Europe, enhancing institutional reputation and partnerships.
1.3.0.0.2 For Learners:

e Career Advancement: Acquire targeted skills (e.g., data analysis, digital marketing)
certified by reputable universities, enhancing employability and career mobility.

e Flexibility: Complete short, manageable modules (1-15 ECTS) that fit busy
schedules, with the option to stack credentials toward degrees.

e Portability: Store and share credentials via digital wallets, ensuring easy
verification by employers and institutions worldwide.

1.3.0.0.3 For Employers:

e Talent Acquisition: Access a pool of candidates with verified, granular skills
aligned with specific job requirements, reducing hiring risks.

e Upskilling Workforce: Partner with universities to create tailored microcredentials
for employee development, addressing skill gaps efficiently.

e Trust and Efficiency: Verify credentials instantly via EBSI’s blockchain-based
infrastructure, eliminating fraud and streamlining recruitment processes.



1.4

1.5

1.6

Key Features

Standardized Structure: EUHEMC adheres to ELM 3.2, ensuring each credential
includes:
o APerson (learner) with name, surname, and date of birth in date-time
format.
o Atleastone Learning Achievement and Learning Assessment with provenBy
(including awardedBy).
o ALearning Outcome with at least one Competence and optional ESCO skills
for alignment with European qualification frameworks.
o Credits ranging from 1 to 15 ECTS with location of awarding institution,
ensuring measurable educational value.
o Includes displayParameter (e.g., language, format) and
credentialProfiles (e.g., Europass).
Digital and Verifiable: Issued as JSON-LD Verifiable Credentials with types
VerifiableCredential, EuropeanDigitalCredential,
EuropeanHigherEducationMicrocredential, and VerifiableAttestation.

Interoperability: Recognized across EU member states via EBSI’s trusted
registries, facilitating cross-border education and employment.

Flexibility: Supports diverse use cases, from professional development to
academic progression, with stackable credentials.

Use Cases

Professional Upskilling:

A mid-career professional completes a 5-ECTS EUHEMC in “Advanced Data
Analysis” from Rovira i Virgili University, earning a verifiable credential that
enhances their resume and qualifies them for a data-driven role.

Corporate Training:

A company partners with a university to offer EUHEMC microcredentialsin
cybersecurity, enabling employees to gain certified skills while continuing work,
with credentials verified by HR systems.

Academic Pathways:

A student earns multiple EUHEMC microcredentials (e.g., 3 ECTS each) that are
later stacked toward a full degree, reducing time and cost compared to traditional
programs.

International Mobility:

A learner from Spain presents an EUHEMC to a German employer, who verifies its
authenticity via EBSI, ensuring trust in the candidate’s qualifications.

Why EUHEMC Matters

In an era of rapid technological change and evolving job markets, EUHEMC bridges the gap
between traditional education and modern workforce needs. It empowers universities to



deliver agile, market-relevant education, equips learners with portable and verifiable skills,
and enables employers to make informed hiring and training decisions. By leveraging
EBS/I’s blockchain technology, EUHEMC ensures trust, security, and scalability,
positioning Europe as a leader in digital education innovation.

1.7 Data Model
1.7.0.0.1 ELM-based Entity-Relationship diagram

Learning Assessment A it Type
(mandatory, min 1) (mandatory)
Competencies

(mandatory, min 1)

Learning Outcomes
(mandatory, min 1)

\, ESCO Skills

(optional)
ECTS Credits
/ (mandatory, 1-15)
Learning Achievement
(mandatory, min 1)
\ \. Level
(mandatory, EQF/QF-EHEA)
Issuer
/ e \
Participation F
EUHEMC al ( rns;pnadzr; ry<)>rm
\' Quality Assurance
(mandatory)
Stackability
(optional)
Issuer Country
(mandatory)
1.7.0.0.2 1. Credential Subject Information
These fields identify the holder of the Microcredential.
Field ELM Object Subobject Comments
Date of birth elm:Person elm:dateOfBirth Mandatory, in
date-time

format (e.g.,
1995-01-



Field ELM Object Subobject

Comments

Family name elm:Person foaf:familyName

Given name elm:Person foaf:givenName

Personal identifier elm:Person elm:Person
1.7.0.0.3 2. Awarding Institution Information

01T00:00:00+0

0:00)

Mandatory

Mandatory

Optional,
institutional/n

ational

identifier

These fields define the institution responsible for issuing the Microcredential.

Subobj Comm
Field ELM Object ect ents
Name of awarding institution elm:awardingBody, elm:aw Mandat
elm:Organisation, ardedB ory,
elm:LegalIldentifier y include
s
locatio
n(e.g.,
country
)
1.7.0.0.4 3. Microcredential Information
These fields describe the awarded Microcredential.
Comm
Field ELM Object Subobject ents
Name of Microcredential elm:LearningAchievement dc:title Mandat
ory
Date of award of elm:AwardingProcess elm:awardi Mandat
Microcredential ngDate ory, in
date-
time
format
Country of award dc:Location Mandat
ory
Overall classification of the elm:LearningAchievementS elm:Qualif Mandat
Microcredential pecification ication ory,
EQF/N

QF



Comm

Field ELM Object Subobject ents
Main field of study elm:LearningAchievementS elm:educat Mandat
pecification ionSubject ory
Microcredential workload (ECTS elm:LearningAchievementS elm:credit Mandat
credits) pecification Point ory
ECTS
credits
Mode of study elm:LearningAchievementS elm:mode Mandat
pecification ory

1.7.0.0.5 4. Learning Activities

These fields provide details about the activities included in the Microcredential.

Comm
Field ELM Object Subobject ents
Name of learning activity elm:LearningOpportunity dc:title Mandat
ory
Start date of learning activity =~ elm:LearningOpportunity dc:Period0 Mandat
fTime ory
End date of learning activity elm:LearningOpportunity dc:Period0 Mandat
fTime ory
Workload in hours elm:LearningOpportunity elm:durati Mandat
on ory

1.7.0.0.6 5. Learning Outcomes

These fields define the knowledge, skills, and competences acquired upon completing the
Microcredential.

Commen
Field ELM Object Subobject ts

Title of learning outcome elm:LearningOutcome dc:title Mandator
y

ESCO competencies elm:LearningOutcome elm:competence Mandator
Y,
includes
provenBy
with
awarded
By



1.7.0.0.7 6. Assessment

These fields describe how the holder’s knowledge and skills were assessed.

Comm
Field ELM Object Subobject ents
Assessment type elm:LearningAssessment elm:grade Mandat
ory
Assessment method elm:LearningAssessment elm:mode Mandat
ory
Grading scheme elm:LearningAssessment elm:Gradin  Mandat
gScheme ory
1.7.0.0.8 7. Entitlement
These fields define any rights or privileges conferred by the Microcredential.
Field ELM Object Subobject Comments
Entitlement type elm:LearningEntitlement Optional
(e.g.,
license to
practice)
Jurisdiction of elm:LearningEntitlement elm:limitNationalO Optional

entitlement ccupation

1.7.1 Business Requirements

Schema file: EUHEMC-EuropeanHigherEducationMicrocredential. json
Registry: EBSI Registry

1.7.2 Schema Definition

1.7.3 Examples
1.7.3.1Unsigned Example
1.7.3.1.1 EUHEMC Unsigned Credential:

The unsigned_credential field in the artifact contains the full JISON-LD representation of
the European Higher Education Microcredential (EUHEMC) without a signature. Thisis the
payload that would be signed using the JAdES D-Zero profile.

It excludes the proof property, as specified in issuance-detailed.md, because the JAdES D-
Zero profile uses an external JWS for signing rather than embedding a proof object within
the credential.

{
"@context": [


https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x05332a9dc53a4a26a15711262904f2a1dd081cf3da735350f42dac20426530a4

"https://www.w3.0rg/2018/credentials/v1",
"https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/contexts/europea
n-digital-credential-v3.jsonld"
1,
"id": "urn:uuid:7b8c9d@e-fl1l2a-43b5-9¢c7d-558766221111",
"type": [
"VerifiableCredential",
"VerifiableAttestation",
"EuropeanDigitalCredential”,
"EuropeanHigherEducationMicrocredential”
1,
"identifier": [
{
"id": "urn:identifier:123457789-DIP-2025",
"type": "Identifier",
"notation": "123457789-DIP-2025",
"schemeAgency": { "en": "University of Barcelona" },
"dateIssued": "2025-07-01T09:00:00Z"

}
1s
"credentialProfiles": [
{
"id": "https://data.europa.eu/europass/credential-profiles/microcrede
ntial-v1l",
"type": "Concept",
"prefLabel": { "en": "Higher Education Microcredential Profile v1" }
}
1,

"displayParameter": {
"id": "urn:display:john-doe-microcredential”,
"type": "DisplayParameter",
"title": { "en": "Microcredential in Digital Competences", "es": "Micro
credencial en Competencias Digitales" },
"language": [
{
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel”: { "en": "English" }
}
1,
"primarylLanguage": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel™: { "en": "English" }
¥
"individualDisplay": [
{
"id": "urn:display:individual-1",
"type": "IndividualDisplay",
"language": {



"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept”,
"prefLabel": { "en": "English" }
s
"displayDetail": [
{
"id": "urn:display:detail-1",
"type": "DisplayDetail",
"image": {
"id": "urn:media:certificate-image",
"type": "MediaObject",
"contentType": {

"id": "https://www.iana.org/assignments/media-types/image/p
r]gll,
"type": "Concept",
"preflLabel™: { "en": "image/png" }
¥
"contentEncoding": {
"id": "https://www.iana.org/assignments/character-sets/base
64",
"type": "Concept",
"prefLabel™: { "en": "base64" }
¥

"content": "i1VBORWOKGgOAAAANSUhEUgAAAAEAAAABCAYAAAATFCcSIAAAAC

k1EQVR4nGMAAQAABQABDQottAAAAABIRUSErkJggg=="
¥
"page": 1
}
]
}
]
¥
"issuer": {
"id": "did:ebsi:987654321",
"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [

{

"id": "urn:address:university-barcelona”,
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel™: { "en": "Spain" }
s
"fullAddress": {
"id": "urn:note:address",



Iltypell: “Note",
"noteLiteral"”: { "en
8007 Barcelona, Spain" }

}
}
]

": "Gran Via de les Corts Catalanes, 585, ©

}

¥
"credentialSubject": {

"id": "did:ebsi:123456789",

"type": "Person",
"dateOfBirth": "1995-05-15T00:00:007",
"familyName": { "en": "Doe" },
"givenName": { "en": "John" },
"hasClaim": [

{

"id": "urn:claim:digital-competences”,
"type": "LearningAchievement",

"title": { "en": "Microcredential in Digital Competences", "es": "M
icrocredencial en Competencias Digitales" },
"description”: { "en": "Completion of a higher education microcrede

ntial programme in digital competences." },
"awardedBy": {
"id": "urn:awarding:university-barcelona”,
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {

"id": "urn:location:university-barcelona”,

"type": "Location",

"address": [

{
"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel": { "en": "Spain" }

}

}
]

}
s
"awardingDate": "2025-07-01T09:00:00Z",
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [



"id": "urn:address:university-barcelona",

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel": { "en": "Spain" }

}
}
]
}
¥
"provenBy": [
{
"id": "urn:assessment:digital-competences"”,
"type": "LearningAssessment",
"title": { "en": "Digital Competences Assessment" },
"grade": {
"id": "urn:grade:digital-competences”,
"type": "Note",
"noteLiteral": { "en": "Pass" }
¥
"awardedBy": {
"id": "urn:awarding:assessment-barcelona”,
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",
"type": "Organisation”,
"legalName": { "en": "University of Barcelona" },
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES"
"type": "Concept”,
"prefLabel": { "en": "Spain" }
}
}
]
}
¥

"awardingDate": "2025-07-01T09:00:00Z",
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [



"id": "urn:address:university-barcelona”,
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel": { "en": "Spain" }
}
}
]
}
bs
"specifiedBy": {
"id": "urn:spec:assessment-digital-competences”,
"type": "LearningAssessmentSpecification”,
"title": { "en": "Digital Competences Assessment Specificatio
n" }
}
}
1,
"specifiedBy": {
"id": "urn:spec:digital-competences"”,
"type": "Qualification",
"title": { "en": "Qualification in Digital Competences", "es": "C
ualificacién en Competencias Digitales" },
"creditPoint": [

{
"id": "urn:credit:ects-3",
"type": "CreditPoint",
"framework": {
"id": "urn:framework:ects",
"type": "Concept",
"notation": "ECTS"
s
"point": "3"
}
1,
"mode": [
{
"id": "http://data.europa.eu/esco/concept/1234",
"type": "Concept",
"prefLabel”: { "en": "Blended" }
}
1,
"eqfLevel": {

"id": "urn:eqf:level-6",
"type": "Concept",
"notation": "6"

}s

"educationSubject": [



{
"id": "https://digcomp.europa.eu/competence/1.1",
"type": "Concept",

"prefLabel”: { "en": "Browsing, searching and filtering data,
information and digital content" }
¥s
{
"id": "https://digcomp.europa.eu/competence/2.1",
"type": "Concept",
"prefLabel”: { "en": "Interacting through digital technologie
s}
¥s
{

"id": "http://data.europa.eu/esco/skill/7a8b9c@d-5e6f-4b3a-9d
8e-3c4d5e2f6a7b",

"type": "Concept",

"prefLabel": { "en": "Digital literacy" }

¥
"issuanceDate": "2025-07-01T09:00:00Z",
"issued": "2025-07-01T09:00:00Z",
"validFrom": "2025-07-01T09:00:00Z",
"credentialSchema": [
{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/
0xe9d256a96313a24d5884d5610835047febclebf46fbdd20c906149057ale0f02",
"type": "JsonSchema"
}s
{
"id": "https://trusted-registries.ebsi.eu/schemas/euhemc/1.0",
"type": "JsonSchema"

}
1,

"credentialStatus": [
{
"id": "urn:status:7b8c9d@e-f12a-43b5-9c7d-558766221111",
"type": "StatusList202l1Entry",
"statusPurpose”: "revocation",
"statusListIndex": "0@",

"statusListCredential": "https://api-pilot.ebsi.eu/status-1ist/2025/0



1.7.3.2Signed Example
1.7.3.2.1 EUHEMC Partially Constructed Signed Credential (JWS):

The jws field in the artifact includes: - header: AJSON object with the required JAdES D-Zero
fields (alg: ES256, typ: jades-d-z, cty: vc+ld+json, kid, crit, sigT, sigPl). - header_base64url:
The Base64URL-encoded header. - payload_base64url: The Base64URL-encoded unsigned
credential (partially shown due to length). -signature_base64url: A placeholder ([signature-
placeholder]) instead of an actual signature, as generating a valid ES256 signhature requires
the issuer’s private key, which is not provided. - compact_jws: The JWS compact
serialisation (Header.Payload.Signature), with the placeholder signature.

This represents the signed credential in JAAES D-Zero format, but it isincomplete due to the
placeholdersignature. Inarealimplementation, the issuer(e.g., University of Barcelona)
would compute an actual ES256 signature using their private key, replacing [signature-
placeholder].

{

"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/contexts/european-

digital-credential-v3.jsonld"

1,

"id": "urn:uuid:7b8c9d@e-f12a-43b5-9c7d-558766221111",

"type": [

"VerifiableCredential”,
"VerifiableAttestation",
"EuropeanDigitalCredential™”,
"EuropeanHigherEducationDiploma"

15

"identifier": [

{
"id": "urn:identifier:123457789-DIP-2025",
"type": "Identifier",
"notation": "123457789-DIP-2025",
"schemeAgency": { "en": "University of Barcelona" },
"dateIssued": "2025-07-01T09:00:00Z"
}
1,
"credentialProfiles": [
{
"id": "https://data.europa.eu/europass/credential-profiles/diploma-v1",
"type": "Concept",
"prefLabel™: { "en": "Higher Education Diploma Profile v1" }
}

15

"displayParameter": {
"id": "urn:display:john-doe-diploma",
"type": "DisplayParameter",
"title": { "en": "Bachelor’s Degree in Digital Competences", "es": "Grado



en Competencias Digitales" },
"language": [
{
"id": "https://id.eesc.europa.eu/languages/en”,
"type": "Concept",
"prefLabel™: { "en": "English" }
¥
1,
"primaryLanguage": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel”: { "en": "English" }

¥
"individualDisplay": [
{
"id": "urn:display:individual-1",
"type": "IndividualDisplay",
"language": {
"id": "https://id.eesc.europa.eu/languages/en",

"type": "Concept",
"prefLabel”: { "en": "English" }
}s
"displayDetail": [
{
"id": "urn:display:detail-1",
"type": "DisplayDetail”,
"image": {
"id": "urn:media:certificate-image",
"type": "MediaObject",
"contentType": {
"id": "https://www.iana.org/assignments/media-types/image/png

"type": "Concept",
"prefLabel™: { "en": "image/png" }

¥

"contentEncoding": {
"id": "https://www.iana.org/assignments/character-sets/base64
"type": "Concept",
"prefLabel™: { "en": "base64" }

¥

"content": "iVBORwOKGgoAAAANSUhEUgAAAAEAAAABCAYAAAATFCcSIAAAACK]L
EQVR4nGMAAQAABQABDQottAAAAABIRUSErkJggg==""
3
"page": 1
b
]
}
]
s



"issuer": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{

"id": "urn:address:university-barcelona”,
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel”: { "en": "Spain" }
s
"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral”: { "en": "Gran Via de les Corts Catalanes, 585, 080
07 Barcelona, Spain" }

}
}
]
}

¥
"credentialSubject": {

"id": "did:ebsi:123456789",

"type": "Person",
"dateOfBirth": "1995-05-15T00:00:007",
"familyName": { "en": "Doe" },
"givenName": { "en": "John" },
"hasClaim": [
{
"id": "urn:claim:digital-competences-diploma”,
"type": "LearningAchievement",
"title": { "en": "Bachelor’s Degree in Digital Competences", "es": "G
rado en Competencias Digitales" },
"description": { "en": "Completion of a higher education bachelor’s d

egree programme in digital competences, covering advanced digital skills and
technologies." },
"awardedBy": {
"id": "urn:awarding:university-barcelona”,
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",
"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {
"id": "urn:location:university-barcelona”,



"type": "Location",
"address": [

{
"id": "urn:address:university-barcelona”,
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel”: { "en": "Spain" }
}
}
]
}
¥

"awardingDate": "2025-07-01T09:00:00Z",
"location": {
"id": "urn:location:university-barcelona”,

"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,

"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel": { "en": "Spain" }
}
}
]
}
¥
"specifiedBy": {
"id": "urn:spec:digital-competences-diploma",
"type": "Qualification",

"title": { "en": "Qualification in Digital Competences", "es": "Cua
lificacién en Competencias Digitales™ },
"eqfLevel": {

"id": "urn:eqf:level-6",
"type": "Concept",
"notation": "6"

}s

"educationSubject": [
{
"id": "https://digcomp.europa.eu/competence/1.1",
"type": "Concept”,
"prefLabel™: { "en": "Browsing, searching and filtering data, 1
nformation and digital content™ }

s
{
"id": "https://digcomp.europa.eu/competence/2.1",



"type": "Concept”,
"prefLabel”: { "en": "Interacting through digital technologies"

¥

{
"id": "http://data.europa.eu/esco/skill/7a8b9c0Od-5e6f-4b3a-9d8e
-3c4d5e2f6a7b",
"type": "Concept”,
"prefLabel”: { "en": "Digital literacy" }
}
1,
"additionalNote": [
{
"id": "urn:note:diploma-details",
"type": "Note",

"noteLiteral™: { "en": "180 ECTS credits, 3-year programme" }

}
]
¥
"entitlesTo": [
{
"id": "urn:entitlement:master-eligibility",
"type": "LearningEntitlement",
"title": { "en": "Eligibility for Master’s Programme" },
"awardedBy": {
"id": "urn:awarding:master-eligibility",
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",
"type": "Organisation",

"legalName": { "en": "University of Barcelona" }

¥
"issuanceDate": "2025-07-01T09:00:00Z",

"issued": "2025-07-01T09:00:00Z",
"validFrom": "2025-07-01T09:00:00Z",
"credentialSchema": [

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
€9d256a96313a24d5884d5610835047febcebf46+bdd20c906149057ale0f02",
"type": "JsonSchema"
¥

{
"id": "https://trusted-registries.ebsi.eu/schemas/euhed/1.0",

"type": "JsonSchema"



}

1B
"credentialStatus": [
{
"id": "urn:status:7b8c9d@e-f12a-43b5-9¢c7d-558766221111",
"type": "StatusList2021Entry",
"statusPurpose": "revocation",
"statusListIndex": "@",
"statusListCredential™: "https://api-pilot.ebsi.eu/status-1ist/2025/07"
}
]
Fsq
"unsigned_credential": {
"@context": [

"https://www.w3.0rg/2018/credentials/v1",

"https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/contexts/europea
n-digital-credential-v3.jsonld"

1,
"id": "urn:uuid:7b8c9d@e-f12a-43b5-9c7d-558766221111",
lltypell: [

"VerifiableCredential",
"VerifiableAttestation",
"EuropeanDigitalCredential™,
"EuropeanHigherEducationMicrocredential”

1,
"identifier": [
{
"id": "urn:identifier:123457789-DIP-2025",
"type": "Identifier",
"notation": "123457789-DIP-2025",
"schemeAgency": { "en": "University of Barcelona" },
"dateIssued": "2025-07-01T09:00:00Z"
}
1,
"credentialProfiles": [
{
"id": "https://data.europa.eu/europass/credential-profiles/microcrede
ntial-v1",
"type": "Concept”,
"prefLabel™: { "en": "Higher Education Microcredential Profile v1" }
}
1,
"displayParameter": {
"id": "urn:display:john-doe-microcredential”,
"type": "DisplayParameter",
"title": { "en": "Microcredential in Digital Competences", "es": "Micro
credencial en Competencias Digitales" 1},
"language": [
{

"id": "https://id.eesc.europa.eu/languages/en",



"type": "Concept”,
"prefLabel"”: { "en": "English" }
}
1,
"primarylLanguage": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel™: { "en": "English" }
¥
"individualDisplay": [
{
"id": "urn:display:individual-1",
"type": "IndividualDisplay",
"language": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel”: { "en": "English" }
s
"displayDetail": [
{
"id": "urn:display:detail-1",
"type": "DisplayDetail”,
"image": {
"id": "urn:media:certificate-image",
"type": "MediaObject",
"contentType": {

"id": "https://www.iana.org/assignments/media-types/image/p
ng",
"type": "Concept”,
"prefLabel™: { "en": "image/png" }
¥
"contentEncoding": {
"id": "https://www.iana.org/assignments/character-sets/base
64",
"type": "Concept",
"prefLabel": { "en": "base64" }
¥

"content": "iVBORwWOKGgoAAAANSUhEUgAAAAEAAAABCAYAAAATFCcSIAAAAC
k1EQVR4NGMAAQAABQABDQot tAAAAABIRUSErkIggg=="
s
"page": 1
}
]
}
]
¥
"issuer": {
"id": "did:ebsi:987654321",
"type": "Organisation",
"legalName": { "en": "University of Barcelona" },



"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [

{

"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel™: { "en": "Spain" }

}s

"fullAddress": {
"id": "urn:note:address",

Iltypell: “Note",
"noteLiteral”: { "en":
8007 Barcelona, Spain" }
}

}
]

"Gran Via de les Corts Catalanes, 585, ©

}

¥
"credentialSubject": {

"id": "did:ebsi:123456789",

"type": "Person",
"dateOfBirth": "1995-05-15T00:00:00Z",
"familyName": { "en": "Doe" },
"givenName": { "en": "John" },
"hasClaim": [

{

"id": "urn:claim:digital-competences”,
"type": "LearningAchievement",

"title": { "en": "Microcredential in Digital Competences", "es": "M
icrocredencial en Competencias Digitales" },
"description": { "en": "Completion of a higher education microcrede

ntial programme in digital competences." },
"awardedBy": {
"id": "urn:awarding:university-barcelona”,
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {

"id": "urn:location:university-barcelona”,

"type": "Location",

"address": [

{
"id": "urn:address:university-barcelona”,

"type": "Address",



"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel™: { "en": "Spain" }
}
}
]

}
s
"awardingDate": "2025-07-01T09:00:00Z",
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel”: { "en": "Spain" }

}
}
]
}
¥
"provenBy": [
{
"id": "urn:assessment:digital-competences"”,
"type": "LearningAssessment",
"title": { "en": "Digital Competences Assessment" },
"grade": {
"id": "urn:grade:digital-competences”,
"type": "Note",
"noteLiteral”: { "en": "Pass" }
¥
"awardedBy": {
"id": "urn:awarding:assessment-barcelona”,
"type": "AwardingProcess",

"awardingBody": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {

"id": "urn:location:university-barcelona”,

"type": "Location",

"address": [

{
"id": "urn:address:university-barcelona”,

"type": "Address",



"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel”: { "en": "Spain" }

}

}
]
}

}s
"awardingDate": "2025-07-01T09:00:00Z",

"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel”: { "en": "Spain" }
}
}
]
}
¥
"specifiedBy": {
"id": "urn:spec:assessment-digital-competences”,
"type": "LearningAssessmentSpecification”,
"title": { "en": "Digital Competences Assessment Specificatio

}

n" )

}
1,
"specifiedBy": {
"id": "urn:spec:digital-competences”,
"type": "Qualification",
"title": { "en": "Qualification in Digital Competences", "es": "C
ualificacioén en Competencias Digitales” },
"creditPoint": [
{
"id": "urn:credit:ects-3",
"type": "CreditPoint",
"framework": {
"id": "urn:framework:ects",
"type": "Concept",
"notation": "ECTS"
s

"pOint": ||3||



1,
"mode": [
{
"id": "http://data.europa.eu/esco/concept/1234",
"type": "Concept”,
"prefLabel”: { "en": "Blended" }
¥
1,
"eqfLevel": {
"id": "urn:eqf:level-6",
"type": "Concept",
"notation": "6"

}s

"educationSubject": [
{
"id": "https://digcomp.europa.eu/competence/1.1",
"type": "Concept”,
"prefLabel”: { "en": "Browsing, searching and filtering data,
information and digital content" }
¥

{
"id": "https://digcomp.europa.eu/competence/2.1",

"type": "Concept",
"prefLabel”: { "en": "Interacting through digital technologie
SlI }
¥

{
"id": "http://data.europa.eu/esco/skill/7a8b9c@d-5e6f-4b3a-9d
8e-3c4d5e2f6a7b",
"type": "Concept",
"prefLabel": { "en": "Digital literacy" }

¥
"issuanceDate": "2025-07-01T09:00:00Z",

"issued": "2025-07-01T09:00:00Z",
"validFrom": "2025-07-01T09:00:00Z",
"credentialSchema": [

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/
0xe9d256a96313a24d5884d5610835047Ffebclebf46fbdd20c906f49057ale0f02" ,

"type": "JsonSchema"

s

{
"id": "https://trusted-registries.ebsi.eu/schemas/euhemc/1.0",
"type": "JsonSchema"

}



15

"credentialStatus": [
{
"id": "urn:status:7b8c9d@e-f12a-43b5-9c7d-558766221111",
"type": "StatusList202lEntry",
"statusPurpose”: "revocation",
"statusListIndex": "@",
"statusListCredential": "https://api-pilot.ebsi.eu/status-1ist/2025/0

¥
"jws": {
"header": {
"alg": "ES256",
"typ": "jades-d-z",
"cty": "vc+ld+json",
"kid": "did:ebsi:987654321#key-1",
"crit": ["sigT", "sigPl"],
"sigT": "2025-07-01T09:00:00Z",
"sigP1l": {
"addressCountry": "ES",
"addressLocality": "Barcelona",
"postalCode": "08007",
"streetAddress": "Gran Via de les Corts Catalanes, 585"

}

¥

"header_base64url": "eyJhbGciOiJFUzIINiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6
InZjK2xkK2pzb24ilCIraWQiOiJkaWQ6ZWIzaTo50Dc2NTQzMjEja2V5LTELILCIjcmlOIjpbInNpZ
1QiLCIzaWdQbCIdLCIzaWdUIjoiMjAyNSOwWNyOwMVQwOTowMDowMFoilCJzaWdQbCI6eyJhZGRyZX
NzQ291bnRyeSI6IKVTIiwiYWRkcmVzcOxvY2FsaXR5IjoiQmFyY2Vsb25hIiwicG9zdGFsQ29kZSI
6IjAAMDA3Iiwic3RyZWVOQWRkcmVzcyI6IkdyYW4gVmlhIGR1IGx1cyBDb3J@cyBDYXRhbGFuUZXMs
IDU4NSJ9FQ",

"payload_base64url”: "eyJAY29udGV4dCI6WyJodHRwczovL3d3dy53My5vemcvMjAx0C9
jcmVkZW50aWFscy92MSIsImhO@dHBz0i8vYXBpLXBpbG9OLmVic2kuZXUvdHI1c3R1ZC1zY2h1bWFz
LXJ1Z21zdH3I5L3YzL2NvbnR1eHRzL2V1cmOwZWFuLWRpZ210YWwtY3J1ZGVudGlhbC12My5qc29ub
GQiXSwiaWQi0iJ1cm46dXVpZDo3YjhjOWQwZSImMTIhLTQzYjUtOWM3ZCOINTE3NjYyMJEXMTELLC
JoeXBlIjpbIlZlcmlmaWFibGVDcmVkZW50aWFsIiwiVmVyaWZpYWIsZUFOdGVzdGFOaWOuIiwiRXV
yb3BlYW5EaWdpdGFsQ3J1ZGVudGlhbCIsIkV1cmOwZWFuSGlnaGVyRWR1Y2F@aWOuTW1jcm9jcmVvk
ZW50aWFsI10sImlkZW50aWZpzZXTIi0lt7ImlkIjoidXJuOmlkZW50aWZpZXI6MTIzNDU3Nzg5LURIU
COyMDI1TiwidHIwZSI6Ik1kZW50aWZpZXIilCJub3RhdGlvbiI6IjEyMzQ1Nzc40S1ESVAtMjAYNS
IsInNjaGVtZUFnZW5jeSI6eyl1lbiI6I1VuaXZlcnNpdHkgb2YgQmFyY2Vsb25hIn@sImRhdGVIc3N
1ZWQiOiIyMDI1LTA3LTAXVDA50jAWOjAWWiIOXSwiY331ZGVudGlhbFByb2ZpbGVzIjpbeyIlpZCI6
ImhodHBz0i8vZGFOYS51dXJvcGEUZXUvZXVyb3Bhc3MvY3J1ZGVudGlhbClwcmOmaWxlcy 9taWNyb
2NyZWR1bnRpYWwtdjEiLCJ@eXB1lIjoiQ29uY2VwdCIsInByZWZMYWI1bCI6eyJlbiI6IkhpZ2hlci
BFZHVjYXRpb24gTW1jcm9jcmVkZW50aWF sTFByb2ZpbGUgdjEifX1dLCIkaXNwbGF5UGFyYW11dGV
yIjp7ImlkIjoidXJuOmRpc3BsYXk6am9obilkb2UtbWljcm9jcmVkZW50aWFsIiwidH1wZSI6IKRp
€c3BsYX1QYXJhbWVOZXIiLCJI0aXRsZSI6eyJlbiI6Ik1lpY3IvY3J1ZGVudGlhbCBpbiBEaWdpdGFsI
ENvbXB1dGVuY2VzIiwiZXMiOiJINaWNyb2NyZWR1bmNpYWwgZWA4gQ29tcGVOZW5jaWFzIERpZ210YW
x1cyJ9LCISYWS5ndWFNZSI6W3siaWQiOiJodHRwczovL21kLmV1c2MuZXVyb3BhLmV1L2xhbmd1YWd



lcy91biIsInR5cGUi0iIDb25jZXBOIiwicHI1ZkxhYmVsIjp7ImVuIljoiRW5nbGlzaCJ9fVOsInBy
aWlhcn1lMYW5ndWFnZSI6eyJpZCI6ImhOdHBz0i8vaWQuZWVzYy51dXJvcGEUZXUvbGFuzZ3Vvhz2VzL
2VuIiwidH1wZSI6IKkNvbmN1cnQiLCIwcmVmTGFiZWwiOnsiZW410iJFbmdsaXNoIn19LCIpbmRpdm
1kdWFsRG1lzcGxheSI6W3siaWQi0iJ1cm46ZGlzcGxheTppbmRpdmlkdWFsLTEiLCI@eXB1IjoiSW5
kaXZpZHVhbERpc3BsYXkiLCIsYW5ndWFnZSI6eyJpZCI6Imh@dHBz0i8vaWQuzZWVzYy51dXJvcGEu
ZXUvbGFuzZ3VhzZ2VzL2VuIliwidH1wZSI6IKkNvbmN1cnQiLCIwcmVmTGFiZWwiOnsiZW4iOiJFbmdsa
XNoIn19LCIkaXNwbGF5RGVOYW1sIjpbeyIpZCI6InVybjpk
J

"signature_base64url”: "[signature-placeholder]”,

"compact_jws": "eyJhbGciOiJFUzIINiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6InZjK
2xkK2pzb24ilCJIraWQiOiJkaWQ6ZWIzaTo50Dc2NTQzMJjEja2V5LTEILCIjcmlOIjpbInNpZ1QilC
JzaWdQbCJdLCIzaWdUIjoiMjAyNSOwWNyOwMVQwOTowMDowMFoilCJzaWdQbCI6eyIhZGRyZXNzQ29
1bnRyeSI6IKVTIiwiYWRkcmVzcOxvY2FsaXR5IjoiQmFyY2Vsb25hIiwicG9zdGFsQ29kZSI6IjA4
MDA3Iiwic3RyZWVOQWRkcmVzcyI6IkdyYW4gVmlhIGR1IGx1cyBDb3J0cyBDYXRhbGFuUuZXMsIDU4N
SJ9fQ.eyJAY29udGV4dCI6WyJodHRwczovL3d3dy53My5vemcvMjAXOC9jcmVkZW50alWFs cy92MST
sImh@dHBz0i8vYXBpLXBpbG90LmMVic2kuZXUvdHI1c3R1ZC1zY2h1bWFzLXJ1Z21zdHI5L3YzL2Nv
bnR1eHRzL2V1cmOwZWFuLWRpZ210YWwtY3J31ZGVudGlhbC12My5qc29ubGQiXSwiaWQiOiJlcm46d
XVpZDo3YjhjOWQwZSImMTIhLTQzYjUtOWM3ZCOINTE3NjYYyMJEXMTEiLiLCIOeXB1IjpbI1lZ1lcmlmalW
FibGVDcmVkZW50aWFsIiwiVmVyaWZpYWIsZUFOdGVzdGFO@aW9uIiwiRXVyb3B1lYW5EaWdpdGFsQ3]
1ZGVudG1lhbCIsIkV1cmOwZWFuSGlnaGVyRWR1Y2FOaWOuTW1jcm9jcmVkZW50aWFsI10sImlkZW50
aWZpzZXIi0lt7ImlkIjoidXJuOmlkZW50aWZpZXI6MTIzNDU3Nzg5LURIJUCOYMDI1TIiwidH1wZSI6I
k1kZW50aWZpZXIilLCIJub3RhdGlvbiI6IjEyMzQ1Nzc40S1ESVAtMjAYNSIsInNjaGVtZUFnZW5jeS
I6eyJlbiI6I1VuaXZlcnNpdHkgb2YgQmFyY2Vsb25hIn@sImRhdGVIc3N1ZWQiOiIyMDI1LTA3LTA
XVDA50jAWOjAWWiI9XSwiY3J1ZGVudGlhbFByb2ZpbGVzIjpbeyIlpZCI6ImhO@dHBz0i8vZGFOYS51
dXJvcGEUZXUvZXVyb3Bhc3MvY3J1ZGVudGlhbClwcmOmalWx1lcy9taWNyb2NyZWR1bnRpYWwtdjEiL
CJ0eXB1lIjoiQ29uY2VwdCIsInBYyZWZMYWI1bCI6eyJ1biI6IkhpZ2hlciBFZHVjYXRpb24gTW1ljcm
9jcmVkZW50aWFsIFByb2ZpbGUgdjEifX1dLCIkaXNwbGF5UGFYYW11dGVyIjp7ImlkIjoidXJuOmR
pc3BsYXk6am9obilkb2UtbW1ljcm9jcmVkZW50aWFsIiwidHIwZSI6IkRpc3BsYX1QYXIhbWVOZXI1
LCJ0aXRsZSI6eyJlbil6IklpY3IvY3I1ZGVudGlhbCBpbiBEaWdpdGFsIENVbXB1ldGVuY2VzIiwiZ
XMi0iJNaWNyb2NyZWR1bmNpYWwgZW4gQ29tcGVOZWS5 jaWFzIERpZ210YWx1cyI9LCISYWSndWFnZS
I6W3siaWQiOiJodHRwczovL21klmV1c2MuZXVyb3BhLmV1L2xhbmd1YWd1lcy91biIsInR5cGUi0i]
Db25jZXBOIiwicHI1ZkxhYmVsIjp7ImVuIljoiRW5nbGlzaCl9fVOsInByaWlhcnlMYW5ndWFnZSI6
eyJpZCI6Imh@dHBz0i8vaWQuZWVzYy51dXIvcGEUZXUvbGFuzZ3VhZ2VzL2VuliwidH1wZSI6IkNvb
MN1cnQiLCIwcmVmTGFiZWwiOnsiZW4i0iJFbmdsaXNoIn19LCIpbmRpdmlkdWFsRG1zcGxheSI6W3
s1aWQi0iJ1cm46ZGlzcGxheTppbmRpdmlkdWFsLTEiLCI®eXB1lIjoiSW5kaXZpZHVhbERpc3BsYXk
iLCIsSYW5ndWFnZSI6eylpZCI6ImhOdHBzOi8vaWQuZWVzYy51dXJIvcGEuZXUvbGFuZ3VhZ2VzL2Vu
TiwidHIwZSI6IKkNvbmN1cnQilLCIwcmVmTGFiZWwiOnsiZW4i0iJFbmdsaXNoIn19LCJkaXNwbGF5R
GVOYW1sIjpbeylpZCI6InVybjpk

.[signature-placeholder]™

}
}



11.8 European Higher Education Proof of Enrolment (EUHEPOE)

1.8.0.0.0.17 European Higher Education Proof of Enrolment (EUHEPOE) - Digital
Credential Specification

1.9

Overview

The European Higher Education Proof of Enrolment (EUHEPOE) is a digitally verifiable
credential that confirms a student’s official enrolment in a recognised higher education
programme. Issued by accredited higher education institutions across the European Higher
Education Area (EHEA), it enables institutions, learners, and third-party services to validate
academic status efficiently and securely.

EUHEPOE is aligned with the European Learning Model (ELM), EDCI framework, and
supports administrative, financial, and mobility processes, including visa applications,
student discounts, Erasmus+ mobility, and online service registrations.

1.10 Business Value
1.10.0.0.1 For Higher Education Institutions:

Process Optimisation: Reduces manual handling of enrolment confirmation
requests, improving service delivery.

Compliance and Interoperability: Adheres to EU and national digitalisation
standards for education services.

Reputation and Trust: Reinforces credibility by issuing standardised, digitally
signhed enrolment credentials.

1.10.0.0.2 For Students:

Instant Proof: Enables immediate and secure verification of enrolment status by
authorities and service providers.

Mobility Support: Facilitates participation in Erasmus+ exchanges, internships,
and joint degree programmes across borders.

Digital Readiness: Supports digital-first services such as campus access,
discounts, and public administration processes.

1.10.0.0.3 For Relying Parties:

1.1

Trust and Verifiability: Provides tamper-proof digital evidence of enrolment for use
in public and private service contexts.

Efficiency Gains: Speeds up processing of student eligibility for benefits or
programmes, eliminating the need for paper verification.

Scalability: Suitable for both national and cross-border verification across EHEA.

Key Features

ELM 3.2 Aligned Structure:
o ldentification of student (name, birth date in date-time format, identifier).



Awarding institution metadata (name, location).
Programme title, duration, and credit workload (ECTS).
Date of enrolment.
Includes displayParameter (e.g., language, format) and
credentialProfiles (e.g., Europass).
e Digital Format:

o Issued as a JSON-LD W3C Verifiable Credential with types

VerifiableCredential, EuropeanDigitalCredential,
EuropeanHigherkEducationProofOfEnrolment, and VerifiableAttestation.

o O O O

o Signatures conformingto JAdES D-Zero profile.

e Interoperability:
o Designed foruse in EBSI and Europass infrastructure.
o Compliant with ELM, Europass, and ECTS standards.

1.12 Use Cases

e Visaand Residency Applications: A student presents a verifiable EUHEPOE when
applying for a study visa or renewing residence permits.

e Erasmus+ and International Mobility: EUHEPOE is used to confirm enrolmentin
the home institution when applying to exchange programmes or host universities.

e Public Services Access: Municipal services, transport discounts, or national tax
benefits rely on verified enrolment status.

e Third-Party Verification: Banks, housing providers, and insurance companies verify
student status through the EUHEPOE credential.

1.13 Why EUHEPOE Matters

In the context of digital transformation across the European Education Area, EUHEPOE
modernises enrolment certification. It replaces paper-based confirmations with a secure,
reusable digital credential that fosters mobility, reduces administrative burdens, and
empowers students to manage their academic credentials. Through standardisation and
verifiability, EUHEPOE ensures that proof of enrolment is trustworthy and instantly
accessible across services and borders.



1.14 ELM-based Entity-Relationship Diagram

/ FullName

Credential Subject (Student) Date of Birth
\ Personal Identifier (optional)
— > Institution Name

Awarding Institution

\D Institution Location

EUHEPOE

Programme Name

Study Programme Programme Duration

Credit Workload (ECTS)

Enrolment Details » Date of Enrolment

This diagram shows how the key components of a proof of enrolment credential map to the
ELM structure, highlighting mandatory and optional elements.



1.15 Data Model Summary

1.15.0.0.1 1. Credential Subject (Student)
Field ELM Object Subobject Comments
Date of birth elm:Person elm:dateOfBirth Mandatory,
in date-time
format
(e.g., 2001-
01-
01T00:00:0
0+00:00)
Family name elm:Person foaf:familyName Mandatory
Given name elm:Person foaf:givenName Mandatory
Personal identifier elm:Person - Optional
1.15.0.0.2 2. Institution and Programme Information
Comm
Field ELM Object Subobject ents
Name of institution elm:0rganisation elm:Legalldentif Mand
ier atory,
includ
es
locati
on
(e.g.,
countr
y)
Name of study elm:LearningAchievementSpecifi dc:title Mand
programme cation atory
1.15.0.0.3 3. Enrolment and Study Details
Comm
Field ELM Object Subobject ents
Date of enrolment elm:LearningOpportunity dc:PeriodOfT Manda
ime tory
Country of institution elm:LearningOpportunity elm:location  Option
al
Programme duration elm:LearningOpportunity elm:duration  Option
al
Programme workload elm:LearningAchievementSpecific elm:creditPo Manda
(ECTS) ation int tory



1.16 Implementation Considerations

e Issuers should ensure that enrolment data is synchronised with institutional
SIS/ERP systems.

e National and cross-border trust frameworks should accept EUHEPOE as official
proof.

e The credential should be regularly re-issued upon status changes (e.g., graduation,
withdrawal).

e Integration with wallet-based ID and student apps is encouraged for seamless
access.

e The credentialincludes displayParameter and credentialProfiles for consistent
rendering and interoperability.

1.16.1 Business Requirements

Schema file: EUHEPOE-EuropeanHigherEducationProofOfEnrolment. json
Registry: EBSI Registry

1.16.2 Schema Definition

1.16.3 Examples
1.16.3.1 Unsigned Example
1.16.3.1.1 EUHEPOE Unsigned Credential

The unsigned_credential field in the artifact contains the full JSON-LD representation of
the European Higher Education Proof of Enrolment (EUHEPOE) without a signature. This is
the payload that would be signed using the JAdES D-Zero profile. It excludes the proof
property, as specified in issuance-detailed.md, because the JAJES D-Zero profile uses an
external JWS for signing rather than embedding a proof object within the credential.

{
"@context": [

"https://www.w3.0rg/2018/credentials/v1",
"https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/contexts/european-
digital-credential-v3.jsonld"
1,
"id": "urn:uuid:7b8c9d@e-f12a-43b5-9c7d-558766221111",
"type": [
"VerifiableCredential",
"VerifiableAttestation",
"EuropeanDigitalCredential”,
"EuropeanHigherEducationProofOfEnrolment"”
1,
"identifier": [
{
"id": "urn:identifier:123457789-POE-2025",


https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x9e7bdbe465fbca504ec04df331c47ef6d88eb258312d3471277e84dabda4a92e

"type": "Identifier",
"notation": "123457789-POE-2025",
"schemeAgency": {

en": "University of Barcelona"

s
"dateIssued": "2025-07-01T09:00:00Z"
}
1,
"credentialProfiles": [
{
"id": "https://data.europa.eu/europass/credential-profiles/proof-of-enr
olment-v1",
"type": "Concept",
"prefLabel": {

en": "Higher Education Proof of Enrolment Profile v1"

}
}
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"displayParameter": {
"id": "urn:display:john-doe-proof-of-enrolment”,
"type": "DisplayParameter",
"title": {

en": "Proof of Enrolment in Bachelor’s Degree in Digital Competences",

es": "Prueba de Matriculacidén en Grado en Competencias Digitales”
¥

"language": [
{
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel™: {
"en": "English"
}
}
1,
"primarylLanguage": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept”,
"prefLabel": {
"en": "English"
}
¥
"individualDisplay": [
{
"id": "urn:display:individual-1",
"type": "IndividualDisplay",
"language": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel": {

en": "English"



}
¥
"displayDetail": [
{
"id": "urn:display:detail-1",
"type": "DisplayDetail”,
"image": {
"id": "urn:media:certificate-image",
"type": "MediaObject",
"contentType": {
"id": "https://www.iana.org/assignments/media-types/image/png

"type": "Concept",
"prefLabel": {

"en": "image/png"
}
¥
"contentEncoding": {
"id": "https://www.iana.org/assignments/character-sets/base64

"type": "Concept",

"preflLabel”: {
"en": "base64"

}

}s
"content": "iVBORwWOKGgOAAAANSUhEUgAAAAEAAAABCAYAAAATFcSIAAAACKL

EQVR4AnGMAAQAABQABDQottAAAAABIRUSErkIggg=="
b
"page": 1
}
]
}
]
}s
"issuer": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": {
"en": "University of Barcelona"
¥
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{

"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,



"prefLabel": {

en": "Spain"

}
s
"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral”: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barcelona, S
pain"

}
}
]
}

¥
"credentialSubject": {
"id": "did:ebsi:123456789",
"type": "Person",
"dateOfBirth": "1995-05-15T00:00:00Z",
"familyName": {

en": "Doe

¥
"givenName": {
llenll: IIJOhnII

}s

"hasClaim": [
{
"id": "urn:claim:enrolment-digital-competences"”,
"type": "LearningAchievement",
"title": {
"en": "Enrolment in Bachelor’s Degree in Digital Competences”,
"es": "Matriculacidén en Grado en Competencias Digitales™
¥
"description”: {
"en": "Proof of active enrolment in a bachelor’s degree programme i
n digital competences at the University of Barcelona."
¥
"awardedBy": {
"id": "urn:awarding:university-barcelona",
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",
"type": "Organisation",
"legalName": {
"en": "University of Barcelona"
}s
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",



"address": [

{
"id": "urn:address:university-barcelona”,
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel": {
"en": "Spain"
}
s
"fullAddress": {
"id": "urn:note:address”,
"type": "Note",
"noteLiteral": {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barc
elona, Spain"
}
}
}

]
}
¥,

"location": {
"id": "urn:location:university-barcelona”,

"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel”: {

"en": "Spain"
¥
bs
"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"notelLiteral™: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barcel
ona, Spain"
¥
}
¥
]
}
¥

"specifiedBy": {



"id": "urn:spec:enrolment-digital-competences"”,
"type": "Qualification",
"creditPoint": [
{
"id": "urn:credit:ects-180",
"type": "CreditPoint",
"framework": {
"id": "urn:framework:ects",
"type": "Concept",
"notation": "ECTS"
s
"point": "180"
}
1
"duration": "P3Y"
}
}

]
¥
"issuanceDate": "2025-07-01T09:00:00Z",
"issued": "2025-07-01T09:00:007",
"validFrom": "2025-07-01T09:00:00Z",
"credentialSchema": [

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
€9d256a96313a24d5884d5610835047febcebf46fbdd20c906149057ale0f02",
"type": "JsonSchema"

}s

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
9e7bdbe465fbca504ec04df331c47ef6d88eb258312d3471277e84dabdad4a92e",

"type": "JsonSchema"
}
1
"credentialStatus": [
{
"id": "urn:status:7b8c9d@e-f12a-43b5-9¢c7d-558766221111",
"type": "StatusList2021Entry",
"statusPurpose": "revocation",
"statusListIndex": "0",
"statusListCredential™: "https://api-pilot.ebsi.eu/status-1ist/2025/07"
}

]
}

1.16.3.2 Signed Example

#EUHEPOE Partially Constructed Signed Credential (JWS) The jws field in the artifact
includes:



header: A JSON object with the required JAdJES D-Zero fields (alg: ES256, typ: jades-d-z,
cty: ve+ld+json, kid, crit, sigT, sigPl). header_base64url: The Base64URL-encoded header.
payload_base64url: The Base64URL-encoded unsigned credential (partially shown due to
length). signature_base64url: A placeholder ([signature-placeholder]) instead of an actual
signature, as generating a valid ES256 signature requires the issuer’s private key, which is
not provided. compact_jws: The JWS compact serialisation (Header.Payload.Signature),
with the placeholder signature.

This represents the signed credential in JAdES D-Zero format, but itisincomplete due to
the placeholder signature. In a real implementation, the issuer (e.g., University of
Barcelona) would compute an actual ES256 signature using their private key, replacing
[signature-placeholder].

{
"@context": [

"https://www.w3.0rg/2018/credentials/v1",
"https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/contexts/european-
digital-credential-v3.jsonld"
1,
"id": "urn:uuid:7b8c9d@e-f12a-43b5-9c7d-558766221111",
“type": [
"VerifiableCredential”,
"VerifiableAttestation",
"EuropeanDigitalCredential™”,
"EuropeanHigherEducationProofOfEnrolment"”
1,
"identifier": [
{
"id": "urn:identifier:123457789-POE-2025",
"type": "Identifier",
"notation": "123457789-POE-2025",
"schemeAgency": {

en": "University of Barcelona"

s
"dateIssued": "2025-07-01T09:00:00Z"
}
1,
"credentialProfiles": [
{
"id": "https://data.europa.eu/europass/credential-profiles/proof-of-enr
olment-v1l",
"type": "Concept",
"prefLabel": {

en": "Higher Education Proof of Enrolment Profile v1"
}

}
15

"displayParameter": {
"id": "urn:display:john-doe-proof-of-enrolment”,



"type": "DisplayParameter",

"title": {
"en": "Proof of Enrolment in Bachelor’s Degree in Digital Competences",
"es": "Prueba de Matriculaciodn en Grado en Competencias Digitales"
¥
"language": [
{
"id": "https://id.eesc.europa.eu/languages/en",

"type": "Concept”,
"preflLabel™: {

en": "English"

¥
¥
1,
"primaryLanguage": {
"id": "https://id.eesc.europa.eu/languages/en",

"type": "Concept",
"prefLabel": {

en": "English"
}

¥
"individualDisplay": [
{
"id": "urn:display:individual-1",
"type": "IndividualDisplay",
"language": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel™: {
"en": "English"
}
¥
"displayDetail™: [
{
"id": "urn:display:detail-1",
"type": "DisplayDetail”,
"image": {
"id": "urn:media:certificate-image",
"type": "MediaObject",
"contentType": {
"id": "https://www.iana.org/assignments/media-types/image/png

"type": "Concept",
"prefLabel": {

en": "image/png"
}

¥
"contentEncoding": {
"id": "https://www.iana.org/assignments/character-sets/base64



"type": "Concept",
"prefLabel": {
"en": "base64"

}

}s
"content": "iVBORwOKGEOAAAANSUhEUgAAAAEAAAABCAYAAAATFCcSIAAAACK]L

EQVR4AnGMAAQAABQABDQottAAAAABIRUSErkIggg=="
s
"page": 1
}
]
}
]
¥
"issuer": {
"id": "did:ebsi:987654321",
"type": "Organisation",
"legalName": {
"en": "University of Barcelona"
¥
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel": {
"en": "Spain"
}
s
"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral”: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barcelona, S
pain"

}
}
]
}

¥
"credentialSubject": {

"id": "did:ebsi:123456789",
"type": "Person",
"dateOfBirth": "1995-05-15T00:00:00Z",



"familyName": {

en": "Doe
}s
"givenName": {

Ilenll: llJohnll

}s

"hasClaim": [
{
"id": "urn:claim:enrolment-digital-competences"”,
"type": "LearningAchievement",
"title": {
"en": "Enrolment in Bachelor’s Degree in Digital Competences”,
"es": "Matriculacidén en Grado en Competencias Digitales™
¥
"description": {
"en": "Proof of active enrolment in a bachelor’s degree programme i
n digital competences at the University of Barcelona."
¥
"awardedBy": {
"id": "urn:awarding:university-barcelona”,
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",
"type": "Organisation",
"legalName": {
"en": "University of Barcelona"
s
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel": {

"en": "Spain"
¥
Ts
"fullAddress": {
"id": "urn:note:address",

"type": "Note",
"noteLiteral”: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barc
elona, Spain"



]
}
}s

"location": {
"id": "urn:location:university-barcelona”,

"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"preflLabel": {

"en": "Spain"
}
bs
"fullAddress": {
"id": "urn:note:address",

"type": "Note",
"noteLiteral": {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barcel
ona, Spain"

}
}
]

}
¥
"specifiedBy": {

"id": "urn:spec:enrolment-digital-competences"”,

"type": "Qualification",

"creditPoint": [

{
"id": "urn:credit:ects-180",
"type": "CreditPoint",
"framework": {
"id": "urn:framework:ects",
"type": "Concept",
"notation": "ECTS"
bs
"point": "180"
¥
1,
"duration": "P3Y"
}
}
]

¥
"issuanceDate": "2025-07-01T09:00:00Z",



"issued": "2025-07-01T09:00:00Z",
"validFrom": "2025-07-01T09:00:00Z",
"credentialSchema": [

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
€9d256296313a24d5884d5610835047febclebf46fbdd20c906149057ale0f02"
"type": "JsonSchema"

}s

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
9e7bdbed65fbca504ec04df331c47ef6d88eb258312d3471277e84dabdada92e”,
"type": "JsonSchema"
}

15

"credentialStatus": [
{
"id": "urn:status:7b8c9d@e-f12a-43b5-9¢c7d-558766221111",
"type": "StatusList2021Entry",
"statusPurpose": "revocation",
"statusListIndex": "@",
"statuslListCredential”: "https://api-pilot.ebsi.eu/status-1ist/2025/07"

]
b o
"jws": {
"header": {
"alg": "ES256",
"typ": "jades-d-z",
"cty": "vc+ld+json”,
"kid": "did:ebsi:987654321#key-1",
"crit": ["sigT", "sigPl"],
"sigT": "2025-07-01T09:00:00Z",
"sigPl": {
"addressCountry": "ES",
"addressLocality": "Barcelona",
"postalCode": "08007",
"streetAddress": "Gran Via de les Corts Catalanes, 585"

}

¥

"header_base64url": "eyJhbGciOiJFUzI1INiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6
InZjK2xkK2pzb24ilCIraWQioiJkaWQ6ZWIzaTo50Dc2NTQzMjEja2V5LTEiILCIjcmlO@IjpbInNpZ
1QiLCIzaWdQbCIdLCIzaWdUIjoiMjAyNSOwNyOwMVQwWOTowMDowMFoilCJzaWdQbCI6eyJhZGRyZX
NzQ291bnRyeSI6IKVTIiwiYWRkcmVzcOxvY2FsaXR5IjoiQmFyY2Vsb25hIiwicG9zdGFsQ29kZST
6IjAAMDA3Iiwic3RyZWVOQWRkcmVzcyI6IkdyYW4gVmlhIGR1IGx1cyBDb3J@cyBDYXRhbGFuUZXMs
IDU4NSJ9fQ",

"payload_base64url": "eyJAY29udGV4dCI6WyJodHRwczovL3d3dy53My5vcmcvMjAx0CO
jcmVkZW50aWFscy92MSIsImh@dHBz0i8vYXBpLXBpbG9OLmMVic2kuZXUvdHI1c3R1ZC1zY2h1bWFz
LXJ1Z21zdH3I5L3YzL2NvbnR1eHRzL2V1cmOwZWFuLWRpZ210YWwtY3J1ZGVudGlhbC12My5qc29ub
GQiXSwiaWQi0iJ1cm46dXVpZDo3YjhjOWQwZSImMTIhLTQzYjUtOWM3ZCOINTE3NjYYMJEXMTELLC
JoeXBlIjpbIlZlcmlmaWFibGVDcmVKZW50aWFsIiwiVmVyaWZpYWIsZUFOdGVzdGFOaWOuIiwiRXV



yb3BlYW5EaWdpdGFsQ3J1ZGVudGlhbCIsIkV1cmOwZWFuSGlnaGVyRWR1Y2F@aWOuUHIvb2ZPZkVu
cm9sbWVudCIdLCIpZGVudGlmaWVyIjpbeylpZCI6InVybjppZGVudGlmaWVyOjEyMzQ1Nzc40S1QT
OUtMjAYNSIsInR5cGUi01iIIZGVudGlmaWVyIiwibm90YXRpb24i0iIxMjMONTc30DktUESFLTIwWM]
UiLCJIzY2h1bWVBZ2VuY3kiOnsiZW4i0iJVbm12ZXJzaXR5IGOMIEIJhcmN1bGOuYSIOLCIKYXRISXN
zdWVKIjoiMjAyNSOwWNyoOwMvVQwOTowMDowMFoifVOsImNyZWR1bnRpYWxQcmOmalxlcyI6W3siaWQi
0iJodHRwczovL2RhdGEUZXVyb3BhLmV1L2V1cmOwYXNzL2NyZWR1bnRpYWwtcHIvZmlsZXMvcHIvb
2Ytb2YtZW5yb2xtZW50LXYXIiwidH1wZSI6IKkNvbmN1cnQiLCIwemVmTGFiZWwiOnsiZW4i0iJIalW
doZXIgRWR1Y2FQaWOuIFByb29mIGOMIEVucm9sbWVudCBQcmOmaWx1IHYxIn19XSwiZGlzcGxheVB
hcmFtZXR1ciI6eyJpZCI6InVybijpk
3

"signature_base64url”: "[signature-placeholder]”,

"compact_jws": "eyJhbGciOiJFUzIINiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6INZjK
2xkK2pzb24ilLCJIraWQiOiJkaWQ6ZWIzaTo50Dc2NTQzMjEja2V5LTELILCIjcmlOIjpbInNpZ1QilC
JzaWdQbCJdLCIzaWdUIjoiMjAyNSOwWNyOwMVQwWOTowMDowMFoilCJzaWdQbCI6eyIhZGRyZXNzQ29
1bnRyeSI6IKVTIiwiYWRkcmVzcOxvY2FsaXR5IjoiQmFyY2Vsb25hIiwicG9zdGFsQ29kZSI6IjA4
MDA3Iiwic3RyZWVOQWRkcmVzcyI6IkdyYW4gVmlhIGR1IGx1cyBDb3J0cyBDYXRhbGFuZXMsIDU4N
SJ9fQ.eyJAY29udGV4dCI6WyJodHRwczovL3d3dy53My5vemcvMjAXOC9jcmVkZW50alWFscy92MST
sImh@dHBz01i8vYXBpLXBpbG90LmMVic2kuzXUvdHI1c3R1ZC1zY2h1bWFzLXJ1Z221zdHI5L3YzL2Nv
bnR1eHRzL2V1cmOwZWFUuLWRpZ210YWwtY3J1ZGVudGlhbC12My5qc29ubGQiXSwiaWQiOiJlcm46d
XVpZDo3YjhjoOWQwZSImMTIhLTQzYjUtOWM3ZCOINTE3NjYYMFEXMTELILCIOeXB1IjpbIlZ1lcmlmal
FibGVDcmVkZW50aWFsIiwiVmVyaWZpYWIsZUFOdGVzdGFOaW9uIiwiRXVyb3B1YW5EaWdpdGFsQ33J
1ZGVudG1lhbCIsTkV1cmOwZWFuSGlnaGVyRWR1Y2F@aW9uUHIvb2ZPZkVucm9sbWVudCIdLCIpZGVu
dG1lmaWVyIjpbeyJpZCI6InVybjppZGVudGlmaWVyOjEyMzQ1Nzc40S1QTOUtMjAYNSIsInR5cGUi0
133ZGVudGlmaWVyIiwibm9@YXRpb24i0iIxMjMONTc30DKtUESFLTIWMjUiLCIzY2h1bWVBZ2VuY3
kiOnsiZW4101JVbm12ZXJzaXR5IGOMIEIhcmN1bGOuYSIOLCIKkYXRISXNzdWVKIjoiMjAyNSOwNy®©
wMVQWOTowMDowMFoifVOsImNyZWR1bnRpYWxQcm9maWx1lcyI6W3siaWQiOiJodHRwczovL2RhdGEuU
ZXVyb3BhLmV1L2V1cmOwYXNzL2NyZWR1bnRpYWwtcHIVZm1sZXMvcHIvb2Ytb2YtZW5yb2xtZW50L
XYxIiwidHIwZSI6IkNvbmN1cnQiLCIwecmVmTGFiZWwiOnsiZW4i0iJTIaWdoZXIgRWR1Y2F@aWOuIF
Byb29mIGOmIEVucm9sbWVudCBQcmOmaWx1IHYXxIn19XSwiZGlzcGxheVBhcmFtZXR1lciI6eyIpZCI
6InVybjpk

.[signature-placeholder]™

}
¥



11.17 European Higher Education Diploma (EUHED)
1.17.0.0.0.1 European Higher Education Diploma (EUHED)

1.18 Overview

The European Higher Education Diploma (EUDIPLOMA) is a formal, digitally verifiable
academic credential that certifies the successful completion of a higher education
qualification. Issued by accredited higher education institutions, the EUDIPLOMA conforms
to the European Learning Model (ELM) 3.2 and is fully aligned with the European Digital
Credentials for Learning (EDC) standard. It ensures compatibility with the European
Qualifications Framework (EQF), national qualifications frameworks (NQF), and UNESCO
guidelines for diploma supplements.

The EUDIPLOMA allows learners, academic institutions, and employers to share, validate,
and rely upon diploma-level qualifications in a secure, interoperable, and trusted way
across Europe and beyond.

1.19 Business Value

1.19.0.0.1 For Higher Education Institutions:
e Institutional Trust and Prestige: Official digital diplomas strengthen the academic
reputation of institutions and support their international strategy.

e Compliance and Recognition: Aligns with European and global education
recognition frameworks, including EQF/NQF, UNESCO Diploma Supplement, and
EBSI.

e Process Efficiency: Automates diploma issuance and verification processes,
reducing administrative costs and eliminating fraud.
1.19.0.0.2 For Graduates:
e Portability and Control: Store and share diplomas securely via digital wallets,
enabling instant and controlled verification.
e Cross-border Recognition: EUDIPLOMAs are easily recognised by institutions and
employers across Europe.
e Digital Access: Eliminates the need for physical copies; digital credentials are
always accessible, up-to-date, and resilient to loss.
1.19.0.0.3 For Employers and Qualification Authorities:
e Reliable Verification: Ensures real-time, tamper-proof validation of official
diplomas.
e Talent Assurance: Provides guaranteed authenticity of academic qualifications,
reducing recruitment risk.

e Interoperability: Compatible with credential registries and trust services across
the European Education Area.



1.20 Key Features

e Structured according to ELM 3.2, the credential includes:

o Personal identification of the diploma holder (name, surname, date of birth
in date-time format).
One Learning Achievement representing the qualification awarded.
An Awarding Process detailing the date, issuer, and location (jurisdiction).
Qualification classification through elm:eqfLevel (EQF or NQF levels).
A Learning Achievement Specification with title, field of study, and optional
additional notes (e.g., final project).

o O O O

o Optional Learning Entitlements with awardedBy for professional access or
regulated licences.

o Includes displayParameter (e.g., language, format) and
credentialProfiles (e.g., Europass).

e Verifiable and secure digital format:

o Delivered as a W3C Verifiable Credential in JSON-LD with types
VerifiableCredential, EuropeanDigitalCredential,
EuropeanHigherEducationDiploma, and VerifiableAttestation.

o Signed using JAJES D-Zero to ensure authenticity and alignment with the
EBSI trust framework.

e Interoperable:
o Designed for use across Member States through EBSI and Europass.
o Compatible with EQF-based qualification recognition services.

1.21 Use Cases

e Academic Mobility: A student receives an EUDIPLOMA after completing a
bachelor’s degree in Chemistry in Spain. They use the credential to apply for a
master’s programme in Germany, with automatic qualification recognition and no
further document submission.

e Digital Hiring: A software engineer presents an EUDIPLOMA in Computer Science
during a job application in the Netherlands. HR teams verify its authenticity
instantly through the EBSI verification gateway.

e Retroactive Issuance: A university digitises and re-issues historic degrees for
alumni as EUDIPLOMAs, enabling graduates from prior decades to obtain trusted
digital evidence of their qualifications.

1.22 Why EUDIPLOMA Matters

In a global, digital-first academic and professional landscape, the EUDIPLOMA provides a
modern, secure, and portable format for higher education diplomas. It supports lifelong
learning, improves qualification transparency, and enhances trust in European degrees. By



leveraging open standards and trusted digital infrastructure, it contributes to the European
Education Area’s goals of transparency, mobility, and digital transformation.

1.23 Data Model
1.23.0.0.1 ELM-based Entity-Relationship Diagram

Awarding Body

/ (mandatory)

Awarding Process
(mandatory)

\. Awarding Date

(mandatory)

EQF Classification(mandatory)

/ NQF Classification(recommended)

Qualification Specification

/ (mandatory)
Learning Achievement
(mandatory) Field of Study

(optional)
\’ Learning Entitlement

(optional)

Final Project / Additional Notes

(optional)
Full Name
EUDIPLOMA (mandatory)
Credential Subject | Date of Birth
(mandatory) " (mandatory)

This diagram represents the logical ELM structure of the EUDIPLOMA credential, reflecting
the required and optional components identified in the business and data model.

1.23.0.0.2 1. Credential Subject Information

These fields identify the diploma holder.

Field ELM Object Subobject Comments
Date of birth elm:Person elm:dateOfBirth Mandatory,
in date-time

format (e.g.,
1990-01-



Field ELM Object Subobject Comments
01T00:00:00
+00:00)

Family name elm:Person foaf:familyName Mandatory

Given name elm:Person foaf:givenName Mandatory

Personal identifier elm:Person elm:Person Optional,
institutional/
national
identifier

1.23.0.0.3 2. Awarding Institution Information
These fields define the institution responsible for issuing the diploma.
Subob Comm

Field ELM Object ject ents

Name of awarding tertiary elm:awardingBody, elm:a Manda

education institution elm:Organisation, warde  tory,

elm:LegalIldentifier dBy includ
es
locatio
n(e.g.,
countr
y)
1.23.0.0.4 3. Qualification Information
These fields describe the diploma awarded.
Comm

Field ELM Object Subobject ents

Name of qualification elm:LearningAchievement dc:title Manda

tory

Date of award of academic elm:AwardingProcess elm:awardi Manda

qualification ngDate tory, in

date-
time
format

Country of award of academic dc:Location Option

qualification al,

defined
accordi
ngto

EC/Eur



Comm

Field ELM Object Subobject ents
opass/
UNESC
O
guideli
nes for
Diplom
a
Supple
ment
Overall classification of the elm:LearningAchievement elm:Qualif Manda
academic qualification Specification ication tory,
aligned
with
EQF/N
QF
Name of qualification study field elm:LearningAchievement elm:educat Option
Specification ionSubject g|
Degree project title elm:LearningAchievement elm:additi Option
Specification onalNote al
1.23.0.0.5 4. Entitlements and Additional Information
These fields define any rights conferred by the diploma and optional information.
Comment
Field ELM Object Subobject S
Entitlement elm:LearningEntitlement Optional,
includes
awardedBy
specifying
the
authority
(e.g.,
nursing
qualificatio
n)
Other information elm:LearningAchievement elm:additionalNote Optional

Specification



1.24 Implementation Considerations

e The Higher Education Diploma must be issued in a verifiable digital format, ensuring
interoperability with European and international recognition frameworks.

e Institutions must align the classification of academic qualifications with the
European Qualifications Framework (EQF) using elm:eqfLevel and, recommended,
include also the National Qualifications Frameworks (NQF).

e The credentialincludes displayParameter and credentialProfiles for consistent
rendering and interoperability.

1.24.1 Business Requirements

Schema file: EUHED-EuropeanHigherEducationDiploma. json
Registry: EBSI Registry

1.24.2 Schema Definition

1.24.3 Examples
1.24.3.1 Unsigned Example
1.24.3.1.1 EUHED Unsigned Credential

The unsigned_credential field in the artifact contains the full JSON-LD representation of
the European Higher Education Diploma (EUHED) without a signature. This is the payload
that would be signed using the JAdES D-Zero profile. It excludes the proof property, as
specified in issuance-detailed.md, because the JAdJES D-Zero profile uses an external JWS
for signing rather than embedding a proof object within the credential.

{
"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/contexts/european-
digital-credential-v3.jsonld"
1,
"id": "urn:uuid:7b8c9d@e-f12a-43b5-9c7d-558766221111",
"type": [
"VerifiableCredential",
"VerifiableAttestation",
"EuropeanDigitalCredential™®,
"EuropeanHigherEducationDiploma"
1,
"identifier": [
{
"id": "urn:identifier:123457789-DIP-2025",
"type": "Identifier",
"notation": "123457789-DIP-2025",
"schemeAgency": { "en": "University of Barcelona" },
"dateIssued": "2025-07-01T09:00:00Z2"


https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x7663df08b9a50f226e185efb7ec08f3d69f4a95e653ebffd3137b3eb6923dda8

}

1,
"credentialProfiles": [
{
"id": "https://data.europa.eu/europass/credential-profiles/diploma-v1",
"type": "Concept",
"prefLabel": { "en": "Higher Education Diploma Profile v1" }
}
1P
"displayParameter": {
"id": "urn:display:john-doe-diploma”,
"type": "DisplayParameter",
"title": { "en": "Bachelor’s Degree in Digital Competences", "es": "Grado

en Competencias Digitales" },
"language": [
{
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel™: { "en": "English" }
}
1,
"primaryLanguage": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel": { "en": "English" }

¥
"individualDisplay": [
{
"id": "urn:display:individual-1",
"type": "IndividualDisplay",
"language": {

"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel”: { "en": "English" }
}s
"displayDetail": [
{
"id": "urn:display:detail-1",
"type": "DisplayDetail”,
"image": {
"id": "urn:media:certificate-image",
"type": "MediaObject",
"contentType": {
"id": "https://www.iana.org/assignments/media-types/image/png

"type": "Concept",
"prefLabel™: { "en": "image/png" }
¥
"contentEncoding": {
"id": "https://www.iana.org/assignments/character-sets/base64



"type": "Concept",
"prefLabel": { "en": "base64" }
s
"content": "iVBORwOKGgoAAAANSUhEUgAAAAEAAAABCAYAAAATFCcSIAAAACK]
EQVRANGMAAQAABQABDQottAAAAABIRUSErkIggg=="
s
"page": 1
}
]
}
]
¥
"issuer": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{

"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel": { "en": "Spain" }

¥

"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral”: { "en

07 Barcelona, Spain" }
}

}
]

"Gran Via de les Corts Catalanes, 585, 080

}

¥
"credentialSubject": {

"id": "did:ebsi:123456789",

"type": "Person",
"dateOfBirth": "1995-05-15T00:00:00Z",
"familyName": { "en": "Doe" },
"givenName": { "en": "John" },
"hasClaim": [
{
"id": "urn:claim:digital-competences-diploma",

"type": "LearningAchievement",
"title": { "en": "Bachelor’s Degree in Digital Competences", "es": "G



rado en Competencias Digitales" },

"description": { "en": "Completion of a higher education bachelor’s d
egree programme in digital competences, covering advanced digital skills and
technologies." },

"awardedBy": {

"id": "urn:awarding:university-barcelona”,
"type": "AwardingProcess",
"awardingBody": {

"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {

"id": "urn:location:university-barcelona”,

"type": "Location",

"address": [

{
"id": "urn:address:university-barcelona”,

"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel™: { "en": "Spain" }
s
"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral”: { "en":
585, 08007 Barcelona, Spain" }
}

}
]

"Gran Via de les Corts Catalanes,

}

¥
"awardingDate": "2025-07-01T09:00:007",

"location": {
"id": "urn:location:university-barcelona”,

"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel”: { "en": "Spain" }

}

}
]
}
¥



"specifiedBy": {
"id": "urn:spec:digital-competences-diploma",
"type": "Qualification",

"title": { "en": "Qualification in Digital Competences", "es": "Cua
lificacion en Competencias Digitales" },
"eqfLevel": {

"id": "urn:eqf:level-6",
"type": "Concept”,
"notation": "6"

}s

"educationSubject": [
{
"id": "https://digcomp.europa.eu/competence/1.1",
"type": "Concept",
"prefLabel”: { "en": "Browsing, searching and filtering data, i
nformation and digital content™ }

s
{
"id": "https://digcomp.europa.eu/competence/2.1",
"type": "Concept",
"prefLabel”: { "en": "Interacting through digital technologies"

s
{
"id": "http://data.europa.eu/esco/skill/7a8b9cOd-5e6f-4b3a-9d8e

-3c4d5e2f6a7b",
"type": "Concept”,
"prefLabel”: { "en": "Digital literacy" }

}
1,
"additionalNote": [
{
"id": "urn:note:diploma-details",
"type": "Note",
"noteLiteral™: { "en": "180 ECTS credits, 3-year programme" }
}
]
¥
"entitlesTo": [
{

"id": "urn:entitlement:master-eligibility",
"type": "LearningEntitlement",
"title": { "en": "Eligibility for Master’s Programme" },
"awardedBy": {
"id": "urn:awarding:master-eligibility",
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",
"type": "Organisation",

"legalName": { "en": "University of Barcelona" },



"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel”: { "en": "Spain" }
s
"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral”: { "en":
es, 585, 08007 Barcelona, Spain" }

"Gran Via de les Corts Catalan

¥
"issuanceDate": "2025-07-01T09:00:00Z",

"issued": "2025-07-01T09:00:00Z",
"validFrom": "2025-07-01T09:00:00Z",
"credentialSchema": [

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
€9d256a96313a24d5884d5610835047febcebf46+bdd20c906149057ale0f02",
"type": "JsonSchema"

}s

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
7663df08b9a50f226e185efb7ec08f3d69f4a95e653ebffd3137b3eb6923dda8”,
"type": "JsonSchema"
}
1B
"credentialStatus": [
{
"id": "urn:status:7b8c9dee-f12a-43b5-9c7d-558766221111",
"type": "StatusList2021Entry",
"statusPurpose": "revocation",
"statusListIndex": "@",
"statusListCredential": "https://api-pilot.ebsi.eu/status-1ist/2025/07"



}
]
}

1.24.3.2 Signed Example
1.24.3.2.1 EUHED Partially Constructed Signed Credential (JWS):

The signed credential follows the JAJES D-Zero profile as described in issuance-
detailed.md, using ES256 for signing and the compact JWS format
(Header.Payload.Signature). The payload is the unsigned credential above, Base64URL-
encoded. Since the issuer’s private key is not available, a [signature-placeholder] is used.
The jws field in the artifact includes: - header: AJSON object with the required JAdES D-Zero
fields (alg: ES256, typ: jades-d-z, cty: vctld+json, kid, crit, sigT, sigPl). - header_base64url:
The Base64URL-encoded header. - payload_base64url: The Base64URL-encoded unsigned
credential (partially shown due to length). -signature_base64url: A placeholder ([signature-
placeholder]) instead of an actual signature, as generating a valid ES256 signature requires
the issuer’s private key, which is not provided. - compact_jws: The JWS compact
serialisation (Header.Payload.Signature), with the placeholder signature.

This represents the signed credential in JAdES D-Zero format, but itisincomplete due to
the placeholder signature. In a real implementation, the issuer (e.g., University of
Barcelona) would compute an actual ES256 signature using their private key,
replacing [signature-placeholder].

{
"@context": [

"https://www.w3.0rg/2018/credentials/v1",
"https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/contexts/european-
digital-credential-v3.jsonld"
1,
"id": "urn:uuid:7b8c9d@e-f12a-43b5-9c7d-558766221111",
“type": [
"VerifiableCredential",
"VerifiableAttestation",
"EuropeanDigitalCredential™”,
"EuropeanHigherEducationDiploma"

15

"identifier": [

{
"id": "urn:identifier:123457789-DIP-2025",
"type": "Identifier",
"notation": "123457789-DIP-2025",
"schemeAgency": { "en": "University of Barcelona" },
"dateIssued": "2025-07-01T09:00:00Z"
}

15

"credentialProfiles": [

{



"id": "https://data.europa.eu/europass/credential-profiles/diploma-v1",
"type": "Concept",
"prefLabel": { "en": "Higher Education Diploma Profile v1" }

}
1P
"displayParameter": {
"id": "urn:display:john-doe-diploma”,
"type": "DisplayParameter",
"title": { "en": "Bachelor’s Degree in Digital Competences", "es": "Grado

en Competencias Digitales™ },
"language": [
{
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel”: { "en": "English" }
}
1,
"primaryLanguage": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel”: { "en": "English" }

¥
"individualDisplay": [
{
"id": "urn:display:individual-1",
"type": "IndividualDisplay",
"language": {

"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel”: { "en": "English" }
¥
"displayDetail"”: [
{
"id": "urn:display:detail-1",
"type": "DisplayDetail”,
"image": {
"id": "urn:media:certificate-image",
"type": "MediaObject",
"contentType": {
"id": "https://www.iana.org/assignments/media-types/image/png

"type": "Concept",
"prefLabel": { "en": "image/png" }
¥
"contentEncoding": {
"id": "https://www.iana.org/assignments/character-sets/base64d

"type": "Concept”,
"prefLabel”: { "en": "base64" }
¥



"content": "iVBORwOKGgoAAAANSUhEUgAAAAEAAAABCAYAAAATFCcSIAAAACK]L
EQVR4nGMAAQAABQABDQottAAAAABIRUSErkIggg=="
3
"page": 1
}
]
}
]
s
"issuer": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{

"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel"”: { "en": "Spain" }

¥

"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral”: { "en

07 Barcelona, Spain" }

}
}
]

": "Gran Via de les Corts Catalanes, 585, 080

}
¥
"credentialSubject": {
"id": "did:ebsi:123456789",

"type": "Person",
"dateOfBirth": "1995-05-15T00:00:00Z",
"familyName": { "en": "Doe" },
"givenName": { "en": "John" },
"hasClaim": [
{
"id": "urn:claim:digital-competences-diploma",
"type": "LearningAchievement",
"title": { "en": "Bachelor’s Degree in Digital Competences", "es": "G
rado en Competencias Digitales" },
"description": { "en": "Completion of a higher education bachelor’s d

egree programme in digital competences, covering advanced digital skills and
technologies." },



"awardedBy": {
"id": "urn:awarding:university-barcelona”,
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {

"id": "urn:location:university-barcelona",

"type": "Location",

"address": [

{
"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel”: { "en": "Spain" }

}

}
]
}

¥
"awardingDate": "2025-07-01T09:00:007Z",

"location": {
"id": "urn:location:university-barcelona”,

"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,

"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel"”: { "en": "Spain" }
by
¥
]
}
3
"specifiedBy": {
"id": "urn:spec:digital-competences-diploma",
"type": "Qualification",

"title": { "en": "Qualification in Digital Competences", "es":

lificacién en Competencias Digitales" 1},
"eqfLevel": {
"id": "urn:eqf:level-6",
"type": "Concept”,
"notation": "6"

}s

"Cua



"educationSubject": [

{
"id": "https://digcomp.europa.eu/competence/1.1",
"type": "Concept",
"prefLabel": { "en": "Browsing, searching and filtering data, i
nformation and digital content™ }
s
{
"id": "https://digcomp.europa.eu/competence/2.1",
"type": "Concept",
"prefLabel": { "en": "Interacting through digital technologies"
}
s
{

"id": "http://data.europa.eu/esco/skill/7a8b9c0d-5e6f-4b3a-9d8e

-3c4d5e2f6a7b",
"type": "Concept",
"prefLabel™: { "en": "Digital literacy" }
}
1
"additionalNote": [

{

"id": "urn:note:diploma-details"”,
"type": "Note",
"noteLiteral™: { "en": "180 ECTS credits, 3-year programme" }
}
]
¥

"entitlesTo": [

{

"id": "urn:entitlement:master-eligibility",
"type": "LearningEntitlement",
"title": { "en": "Eligibility for Master’s Programme" },
"awardedBy": {
"id": "urn:awarding:master-eligibility",
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",
"type": "Organisation",
"legalName": { "en": "University of Barcelona" }

¥
"issuanceDate": "2025-07-01T09:00:00Z",

"issued": "2025-07-01T09:00:00Z",
"validFrom": "2025-07-01T09:00:00Z",



"credentialSchema": [

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
€9d256a96313a24d5884d5610835047febcPebf46fbdd20c906f49057ale0f02" ,
"type": "JsonSchema"

)

{

"id": "https://trusted-registries.ebsi.eu/schemas/euhed/1.0",
"type": "JsonSchema"
}
1P
"credentialStatus": [
{
"id": "urn:status:7b8c9de-f12a-43b5-9c7d-558766221111",
"type": "StatusList2021Entry",
"statusPurpose": "revocation",
"statusListIndex": "0",
"statusListCredential": "https://api-pilot.ebsi.eu/status-1ist/2025/07"

1
b q
"Jws": {
"header": {
"alg": "ES256",
"typ": "jades-d-z",
"cty": "vc+ld+json”,
"kid": "did:ebsi:987654321#key-1",
"crit": ["sigT", "sigPl"],
"sigT": "2025-07-01T09:00:00Z",
"sigPl": {
"addressCountry": "ES",
"addressLocality": "Barcelona",
"postalCode": "08007",
"streetAddress": "Gran Via de les Corts Catalanes, 585"

}

¥

"header_base64url”: "eyJhbGciOiJFUzIINiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6
InZjK2xkK2pzb24ilLCIraWQiOiJkaWQ6ZWIzaTo50Dc2NTQzMjEja2V5LTELILCIjcmlOIjpbInNpZ
1QiLCJIzaWdQbCIdLCIzaWdUIjoiMjAyNSOwWNyOwMVQwWOTowMDowMFoilCJzaWdQbCI6eyJhZGRyZX
NzQ291bnRyeSI6IKVTIiwiYWRkcmVzcOxvY2FsaXR5IjoiQmFyY2Vsb25hTIiwicG9zdGFsQ29kZST
6IjA4MDA3Iiwic3RyZWVOQWRkcmVzcyI6IkdyYW4gVmlhIGR1IGx1cyBDb3J0@cyBDYXRhbGFuUZXMs
IDU4ANSJ9fQ",

"payload_base64url”: "eyJAY29udGV4dCI6WyJodHRwczovL3d3dy53My5vemcvMjAx0C9
jcmVKkZW50aWF s cy92MSIsImhOdHBz0i8vYXBpLXBpbG90LmVic2kuZXUvdHI1c3R1ZC1zY2h1lbWFz
LX31Z21zdHI5L3YzL2NvbnR1eHRzL2V1cmOwZWFULWRpZ210YWwtY3J1ZGVudGlhbC12My5qc29ub
GQiXSwiaWQi0OiJ1cm46dXVpZDo3YjhjOWQwzZSIimMTIhLTQzYjUtOWM3ZCOINTE3NGYyMFEXMTELLC
JOeXBlIjpbIlZlcmlmaWFibGVDcmVkZW50aWFsIiwiVmVyaWZpYWIsZUFOdGVzdGF@aWOuIiwiRXV
yb3B1lYW5EaWdpdGFsQ331ZGVudGlhbCIsTkV1cm9wZWFuSGlnaGVyRWR1Y2F@aW9uRG1wbGOtYSId
LCIpZGVudGlmaWVyIjpbeyJpZCI6InVybjppZGVudGlmaWVyOjEyMzQ1Nzc40S1ESVATMjAYNSIST
NR5cGUi01JIZGVudGlmaWVyIiwibm90YXRpb24i0iIxMjMONTc30DktREIQLTIWMjUiLCIZzY2h1bW



VBZ2VuY3kiOnsiZW4i0iJVvbml2ZXJzaXR5IGOMIEJhcmN1bGOuYSJI9LCIKYXR1ISXNzdWVkIjoiMjA
yNSOWNyOwMVQWOTowMDowMFoifVOsImNyZWR1bnRpYWXxQcmOmaWx1lcyI6W3siaWQiOiJodHRwczov
L2RhdGEuUZXVyb3BhLmV1L2V1cmOwYXNzL2NyZWR1bnRpYWwtcHIVvZm1sZXMvZGlwbGI9tYS12MSIsI
NR5cGUi01IDb25jZXBOIiwicHI1ZkxhYmVsIjp7ImVuIjoiSG1lnaGVyIEVkdWNhdGlvbiBEaXBsb2
1hIFByb2ZpbGUgdjEifX1dLCIkaXNwbGF5UGFyYW11dGVyIjp7ImlkIjoidXJuOmRpc3BsYXk6am9
0bilkb2UtZGlwbG9tYSIsInR5cGUi0iJEaXNwbGF5UGFYYW11dGVyIiwidG1ObGUiONnsiZW4i0iJC
YWNoZWxvciUyN3MgRGVncmV1IG1UuIERpZ210YWwgQ29tcGVOZW5jZXMiLCI1cyI6TkdyYWRVIGVUI
ENvbXB1dGVuY21lhcyBEaWdpdGFsZXMifSwibGFuzZ3VhZ2Ui0lt7ImlkIjoiaHROcHM6LY9pZC51ZX
NFLmV1cmOwYS51dS9sYW5ndWFnZXMvZWAiLCJOeXB1IjoiQ29uY2VwdCIsInByZWZMYWI1bCI6ey]
1biI6IkVuzZ2xpc2gifX1dLCIwemltYXI5TGFuZ3VhZ2UiOnsiaWQiOiJodHRwczovL21kLmV1c2Mu
ZXVyb3BhLmV1L2xhbmd1lYWd1lcy91biIsInR5cGUi0iIDb25jZXBOIiwicHI1ZkxhYmVsIjp7ImVul
JjoiRW5nbGlzaCJ9fSwialW5kaXZpZHVhbERpc3BsYXki01t7ImlkIjoidXJuOmRpc3BsYXk6aW5kaX
ZpZHVhbCOXIiwidH1wZSI6TIkluZG12aWR1YWxEaXNwbGF5IiwibGFuzZ3VhzZ2UiOnsiaWQiOiJodHR
wczov0L21kLmV1c2MuZXVyb3BhLmV1L2xhbmd1lYWd1cy91biIsInR5cGUi0iJDb25jZXBOIiwicHI1
ZkxhYmVsIjp7ImVuljoiRW5nbGlzaCJ9fSwiZGlzcGxheUR1dGFpbCI6W3sialWQiOiJ1lcm46ZGlzc
GxheTp

3

"signature_base64url": "[signature-placeholder]”,

"compact_jws": "eyJlhbGciOiJFUzIINiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6InZjK
2xkK2pzb24ilLCJIraWQiOiJkaWQ6ZWIzaTo50Dc2NTQzMjEja2V5LTELILCIjcmlOIjpbInNpZ1QilC
JzaWdQbCJdLCIzaWdUIjoiMjAyNSOwWNyOwMVQWOTowMDowMFoilCJzaWdQbCI6eyJhZGRyZXNzQ29
1bnRyeSI6IkVTIiwiYWRkcmVzcOxvY2FsaXR5IjoiQmFyY2Vsb25hIiwicG9zdGFsQ29kZSI6IjA4
MDA3Iiwic3RyZWVOQWRkcmVzcyI6IkdyYW4AgVmlhIGR1IGx1cyBDb3J0cyBDYXRhbGFuZXMsIDU4N
SJ9fQ.eyJAY29udGV4dCI6WyJodHRwczovL3d3dy53My5vemcvMjAXOC9jcmVkZW50aWFscy92MST
sImh@dHBz0i8vYXBpLXBpbG90LmMVic2kuzXUvdHI1c3R1ZC1zY2h1bWFzLX31Z21zdHI5L3YZzL2Nv
bnRleHRzL2V1cmOwZWFUuLWRpZ210YWwtY3J1ZGVudGlhbC12My5qc29ubGQiXSwialWQiOiJlcm46d
XVpZDo3YjhjoOWQwZSImMTIhLTQzYjUtOWM3ZCOINTg3NjYYMFEXMTELILCIOeXB1IjpbIlZ1lcmlmal
FibGVDcmVkZW50aWF s IiwiVmVyaWZpYWI sZUFO@dGVzdGF@aW9uIiwiRXVyb3B1lYW5EaWdpdGFsQ3]
1ZGVudG1lhbCIsTkV1cmOwZWFuSGlnaGVyRWR1Y2FOaWOuRG1wbGItYSIdLCIpZGVudGlmaWVyIjpb
eyJpZCI6InVybjppZGVudGlmaWVyOjEyMzQ1Nzc40S1ESVAtMjAYNSIsInR5cGUi0iIIZGVudGlma
WVyIiwibm90@YXRpb24i0iIXxMjMONTc30DktREIQLTIWMjUiLCIZzY2h1bWVBZ2VuY3kiOnsiZW4iOi
JVbm12ZXJzaXR5IGOMIEIhcmN1bGOuYSI9LCIKYXR1ISXNzdWVkIjoiMjAyNSOwNyOwMYQwOTowMDo
WMFoifVOsImNYyZWR1bnRpYWxQcmOmaWx1lcyI6W3siaWQiOiJodHRwczovL2RhdGEUZXVyb3BhLmV1
L2V1cmOwYXNzL2NyZWR1bnRpYWwtcHIVZm1sZXMvZGlwbG9tYS12MSIsInR5cGUi01IDb25jZXBOI
iwicHI1ZkxhYmVsIjp7ImVuIjoiSGlnaGVyIEVkdWNhdGlvbiBEaXBsb21hIFByb2ZpbGUgdjEifX
1dLCIkaXNwbGF5UGFyYW11dGVyIjp7ImlkIjoidXJuOmRpc3BsYXk6am9obilkb2UtZGlwbGIotYSI
sInR5cGUi0iJEaXNwbGF5UGFYYW11dGVyIiwidG1ObGUiONnsiZW4i0iJCYWNoZWxvciUyN3MgRGVn
cmV1IGluIERpZ210YWwgQ29tcGVOZW5jZXMiLCI1cyI6IkdyYWRVIGVUIENVbXB1dGVuY21hcyBEa
WdpdGFsZXMifSwibGFuzZ3Vhz2Ui01lt7ImlkIjoiaHROCHM6LY9pZC51ZXNjLmV1cmOwYS51dS9sYW
S5NdWFNZXMvZW41iLCJ0eXB1IjoiQ29uY2VwdCIsInByZWZMYWI1bCI6eyJ1lbiI6IkVuZ2xpc2gifX1l
dLCIwcmltYXJI5TGFuz3VhZ2UiOnsiaWQiOiJodHRwczovL21kLmV1c2MuZXVyb3BhLmV1L2xhbmdl
YWd1lcy91biIsInR5cGUi01JIDb25jZXBOIiwicHI1ZkxhYmVsIjp7ImVuIljoiRW5nbGlzaCJ9fSwia
W5kaXZpZHVhbERpc3BsYXki01t7ImlkIjoidXJuOmRpc3BsYXk6aW5kaXZpZHVhbCOxIiwidH1wZS
I6IkluZzGl2aWR1YWXEaXNwbGF5IiwibGFuZ3VvhZ2UiOnsiaWQiOiJodHRwczovL21kLmV1c2MuzZXV
yb3BhLmV1L2xhbmd1lYWd1lcy91biIsInR5cGUi0iIDb25jZXBOIiwicHI1ZkxhYmVsIjp7ImVuljoi
RW5nbG1zaCJ9fSwiZGlzcGxheUR1dGFpbCI6W3siaWQi0il1lcm46ZGlzcGxheTp

.[signature-placeholder]™

}
}



11.25 European Higher Education Diploma Supplement (EUHEDS)

Business requirements for EUHEDS are referenced in the main formal education
documentation.

1.25.1 Business Requirements

Schema file: EUHEDS-EuropeanHigherEducationDiplomaSupplement. json
Registry: EBSI Registry

1.25.2 Schema Definition

1.25.3 Examples
1.25.3.1 Unsigned Example
1.25.3.1.1 EUHEDS Unsigned Credential

The unsigned_credential field in the artifact contains the full JISON-LD representation of
the European Higher Education Diploma Supplement (EUHEDS) without a signature. This is
the payload that would be signed using the JAdES D-Zero profile. It excludes the proof
property, as specified in issuance-detailed.md, because the JAJES D-Zero profile uses an
external JWS for signing rather than embedding a proof object within the credential.

{
"@context": [

"https://www.w3.0rg/2018/credentials/v1",
"https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/contexts/european-
digital-credential-v3.jsonld"

1,
"id": "urn:uuid:7b8c9d@e-f12a-43b5-9c7d-558766221111",
"type": [
"VerifiableCredential",
"VerifiableAttestation",
"EuropeanDigitalCredential™”,
"EuropeanHigherEducationDiplomaSupplement”
1,
"identifier": [
{
"id": "urn:identifier:123457789-DIPS-2025",
"type": "Identifier",
"notation": "123457789-DIPS-2025",
"schemeAgency": { "en": "University of Barcelona" },
"dateIssued": "2025-07-01T09:00:00Z2"
}
g
"credentialProfiles": [
{

"id": "https://data.europa.eu/europass/credential-profiles/diploma-supp
lement-v1",


https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x597214a686156123e6603272b72638a615d83037d306b16170ff838168dfaf13

"type": "Concept",
"prefLabel": { "en": "Higher Education Diploma Supplement Profile v1" }

}
1P
"displayParameter": {
"id": "urn:display:john-doe-diploma-supplement”,
"type": "DisplayParameter",
"title": { "en": "Diploma Supplement for Bachelor’s Degree in Digital Com

petences", "es": "Suplemento al Titulo de Grado en Competencias Digitales" },
"language": [
{
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"preflLabel™: { "en": "English" }
}
1
"primaryLanguage": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel": { "en": "English" }

¥
"individualDisplay": [
{
"id": "urn:display:individual-1",
"type": "IndividualDisplay",
"language": {

"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel”: { "en": "English" }
¥
"displayDetail"”: [
{
"id": "urn:display:detail-1",
"type": "DisplayDetail",
"image": {
"id": "urn:media:certificate-image",
"type": "MediaObject",
"contentType": {
"id": "https://www.iana.org/assignments/media-types/image/png

"type": "Concept",
"prefLabel”: { "en": "image/png" }

¥

"contentEncoding": {
"id": "https://www.iana.org/assignments/character-sets/base64
"type": "Concept",
"prefLabel"”: { "en": "base64" }

¥

"content": "iVBORwWOKGgOAAAANSUhEUgAAAAEAAAABCAYAAAATFcSIAAAACKL



EQVR4AnGMAAQAABQABDQottAAAAABIRUSErkIggg=="
s
"page": 1
}
]
}
]
¥
"issuer": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{

"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel"”: { "en": "Spain" }

¥

"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral”: { "en

07 Barcelona, Spain" }
}
}
]

"Gran Via de les Corts Catalanes, 585, 080

}

¥
"credentialSubject": {

"id": "did:ebsi:123456789",

"type": "Person",
"dateOfBirth": "1995-05-15T00:00:00Z",
"familyName": { "en": "Doe" },
"givenName": { "en": "John" },
"hasClaim": [
{
"id": "urn:claim:digital-competences-diploma-supplement”,

"type": "LearningAchievement",
"title": { "en": "Diploma Supplement for Bachelor’s Degree in Digital

Competences"”, "es": "Suplemento al Titulo de Grado en Competencias Digitales”

}s

"description": { "en": "Diploma Supplement detailing the content and
outcomes of a bachelor’s degree programme in digital competences, including c
ourses and assessments." },



"awardedBy": {
"id": "urn:awarding:university-barcelona”,
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {

"id": "urn:location:university-barcelona",

"type": "Location",

"address": [

{
"id": "urn:address:university-barcelona”,

"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel”: { "en": "Spain" }
¥
"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral”: { "en":
585, 08007 Barcelona, Spain" }
}
}
]
}
¥
"awardingDate": "2025-07-01T09:00:00Z",
"location": {
"id": "urn:location:university-barcelona”,

"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,

"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel"”: { "en": "Spain" }
by
¥
]
}
3
"specifiedBy": {
"id": "urn:spec:digital-competences-diploma-supplement”,
"type": "Qualification",

"title": { "en": "Qualification in Digital Competences", "es":

"Gran Via de les Corts Catalanes,

"Cua



lificacién en Competencias Digitales” },
"eqfLevel": {
"id": "urn:eqf:level-6",
"type": "Concept”,
"notation": "6"

}s

"educationSubject": [

{
"id": "https://digcomp.europa.eu/competence/1.1",
"type": "Concept",
"prefLabel”: { "en": "Browsing, searching and filtering data, i

nformation and digital content™ }

s

{
"id": "https://digcomp.europa.eu/competence/2.1",
"type": "Concept",
"prefLabel": { "en": "Interacting through digital technologies"

s
{
"id": "http://data.europa.eu/esco/skill/7a8b9c0d-5e6f-4b3a-9d8e

-3c4d5e2f6a7b",
"type": "Concept",
"prefLabel™: { "en": "Digital literacy" }

}
1,
"creditPoint": [
{
"id": "urn:credit:ects-180",
"type": "CreditPoint",
"framework": {
"id": "urn:framework:ects",
"type": "Concept",
"notation": "ECTS"
s
"point": "180"
}
1,
"mode": [
{
"id": "http://data.europa.eu/esco/concept/1234",
"type": "Concept",
"prefLabel"”: { "en": "Blended" }
}
1,
"additionalNote": [
{

"id": "urn:note:diploma-supplement-details",
Iltypell: "Note",
"noteLiteral"”: { "en": "180 ECTS credits, 3-year programme incl



uding coursework and final project" }

}
]
}s
"entitlesTo": [
{
"id": "urn:entitlement:master-eligibility",
"type": "LearningEntitlement",
"title": { "en": "Eligibility for Master’s Programme" },
"awardedBy": {
"id": "urn:awarding:master-eligibility",
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {

"id": "urn:location:university-barcelona”,

"type": "Location",

"address": [

{
"id": "urn:address:university-barcelona”,

"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel”: { "en": "Spain" }
s
"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral”: { "en":
es, 585, 08007 Barcelona, Spain" }

"Gran Via de les Corts Catalan

1,
"wasDerivedFrom": [
{
"id": "urn:assessment:digital-competences”,
"type": "LearningAssessment",
"title": { "en": "Digital Competences Final Project" },
"creditPoint": [
{
"id": "urn:credit:ects-30",
"type": "CreditPoint",



"framework": {
"id": "urn:framework:ects",
"type": "Concept",
"notation": "ECTS"

3
"point": "30"
}
1s
"grade": {
"id": "urn:grade:digital-competences"”,

Iltypell: IlNo_tellJ
"noteLiteral™: { "en": "85/100" }

s

"temporal": {
"id": "urn:temporal:final-project",
"type": "PeriodOfTime",
"startDate": "2025-01-01T00:00:00Z",
"endDate": "2025-06-30T00:00:00Z"

}s

"awardedBy": {
"id": "urn:awarding:assessment-barcelona",
"type": "AwardingProcess",

"awardingBody": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {

"id": "urn:location:university-barcelona",

"type": "Location",

"address": [

{
"id": "urn:address:university-barcelona”,

"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel”: { "en": "Spain" }
s
"fullAddress": {
"id": "urn:note:address"”,
"type": "Note",
"noteLiteral”: { "en":
es, 585, 08007 Barcelona, Spain" }

"Gran Via de les Corts Catalan



]
}

]
¥
"issuanceDate": "2025-07-01T09:00:00Z",
"issued": "2025-07-01T09:00:00Z",
"validFrom": "2025-07-01T09:00:00Z",
"credentialSchema": [
{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
€9d256296313224d5884d5610835047febclebf46fbdd20c906f49057ale0f02" ,
"type": "JsonSchema"
¥

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x

9e7bdbe465fbcab04ec04df331c47ef6d88eb258312d3471277e84dabdad4as2e” ,
"type": "JsonSchema"

}
1,
"credentialStatus": [
{
"id": "urn:status:7b8c9dee-f12a-43b5-9c7d-558766221111",
"type": "StatuslList2021Entry",
"statusPurpose": "revocation",
"statusListIndex": "0@",
"statusListCredential": "https://api-pilot.ebsi.eu/status-1ist/2025/07"
}

]
}

1.25.3.2 Signed Example

#EUHEDS Partially Constructed Signed Credential (JWS) The jws field in the artifact
includes:

header: A JSON object with the required JAdJES D-Zero fields (alg: ES256, typ: jades-d-z, cty:
vc+ld+json, kid, crit, sigT, sigPl). header_base64url: The Base64URL-encoded header.
payload_base64url: The Base64URL-encoded unsignhed credential (partially shown due to
length). signature_base64url: A placeholder ([signature-placeholder]) instead of an actual
signature, as generating a valid ES256 signature requires the issuer’s private key, which is
not provided. compact_jws: The JWS compact serialisation (Header.Payload.Signature),
with the placeholder signature.

This represents the signed credential in JAAES D-Zero format, but it isincomplete due to the
placeholder signature. In a real implementation, the issuer (e.g., University of Barcelona)
would compute an actual ES256 signature using their private key, replacing [signature-
placeholder].



{
"@context": [

"https://www.w3.0rg/2018/credentials/v1",
"https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/contexts/european-
digital-credential-v3.jsonld"

1P
"id": "urn:uuid:7b8c9d@e-f12a-43b5-9c7d-558766221111",
"type": [
"VerifiableCredential®,
"VerifiableAttestation",
"EuropeanDigitalCredential™”,
"EuropeanHigherEducationDiplomaSupplement"”
1,
"identifier": [
{
"id": "urn:identifier:123457789-DIPS-2025",
"type": "Identifier",
"notation": "123457789-DIPS-2025",
"schemeAgency": { "en": "University of Barcelona" },
"dateIssued": "2025-07-01T09:00:00Z"
}
1
"credentialProfiles": [
{

"id": "https://data.europa.eu/europass/credential-profiles/diploma-supp
lement-v1",

"type": "Concept",

"prefLabel": { "en": "Higher Education Diploma Supplement Profile v1" }

}
1,
"displayParameter": {
"id": "urn:display:john-doe-diploma-supplement”,
"type": "DisplayParameter",
"title": { "en": "Diploma Supplement for Bachelor’s Degree in Digital Com
petences"”, "es": "Suplemento al Titulo de Grado en Competencias Digitales" 1},
"language": [
{
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept”,
"preflLabel™: { "en": "English" }
}
15
"primaryLanguage": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel™: { "en": "English" }
s
"individualDisplay": [
{

"id": "urn:display:individual-1",



"type": "IndividualDisplay",
"language": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"preflLabel”: { "en": "English" }
¥
"displayDetail": [
{
"id": "urn:display:detail-1",
"type": "DisplayDetail”,
"image": {
"id": "urn:media:certificate-image",
"type": "MediaObject",
"contentType": {
"id": "https://www.iana.org/assignments/media-types/image/png

"type": "Concept”,
"prefLabel”: { "en": "image/png" }

¥

"contentEncoding": {
"id": "https://www.iana.org/assignments/character-sets/base64d
"type": "Concept",
"prefLabel”: { "en": "base64" }

¥

"content": "iVBORwOKGgoAAAANSUhEUgAAAAEAAAABCAYAAAATFCcSIAAAACK]L
EQVR4AnGMAAQAABQABDQottAAAAABIRUSErkIggg=="
b
"page": 1
}
]
}
]
}s
"issuer": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{

"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel": { "en": "Spain" }

¥



"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral”: { "en": "Gran Via de les Corts Catalanes, 585, 080
07 Barcelona, Spain" }

}
}
]
}

¥
"credentialSubject": {
"id": "did:ebsi:123456789",

"type": "Person",
"dateOfBirth": "1995-05-15T00:00:00Z",
"familyName": { "en": "Doe" },
"givenName": { "en": "John" },
"hasClaim": [
{
"id": "urn:claim:digital-competences-diploma-supplement”,

"type": "LearningAchievement",
"title": { "en": "Diploma Supplement for Bachelor’s Degree in Digital

Competences"”, "es": "Suplemento al Titulo de Grado en Competencias Digitales”

}s

"description": { "en": "Diploma Supplement detailing the content and
outcomes of a bachelor’s degree programme in digital competences, including c
ourses and assessments." },

"awardedBy": {

"id": "urn:awarding:university-barcelona"”,
"type": "AwardingProcess",
"awardingBody": {

"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {

"id": "urn:location:university-barcelona”,

"type": "Location",

"address": [

{
"id": "urn:address:university-barcelona",

"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel": { "en": "Spain" }
¥
"fullAddress": {
"id": "urn:note:address”,
"type": "Note",
"noteLiteral”: { "en":
585, ©8007 Barcelona, Spain" }

"Gran Via de les Corts Catalanes,



}
}
]

}
¥
"awardingDate": "2025-07-01T09:00:00Z",
"location": {

"id": "urn:location:university-barcelona”,

"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,

"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel”: { "en": "Spain" }
}
}
]
}
}s
"specifiedBy": {
"id": "urn:spec:digital-competences-diploma-supplement”,
"type": "Qualification",

"title": { "en": "Qualification in Digital Competences", "es": "Cua
lificacién en Competencias Digitales" },
"eqfLevel”: {

"id": "urn:eqf:level-6",
"type": "Concept”,
"notation": "6"

}s

"educationSubject": [

{
"id": "https://digcomp.europa.eu/competence/1.1",
"type": "Concept",
"prefLabel": { "en": "Browsing, searching and filtering data, i

nformation and digital content™ }

b

{
"id": "https://digcomp.europa.eu/competence/2.1",
"type": "Concept",
"prefLabel": { "en": "Interacting through digital technologies"

b,
{
"id": "http://data.europa.eu/esco/skill/7a8b9c0Od-5e6f-4b3a-9d8e
-3c4d5e2f6a7b",
"type": "Concept",
"prefLabel": { "en": "Digital literacy" }



}

1s
"creditPoint": [
{
"id": "urn:credit:ects-180",
"type": "CreditPoint",
"framework": {
"id": "urn:framework:ects",
"type": "Concept",
"notation": "ECTS"
s
"point": "180"
}
1s
"mode": [
{
"id": "http://data.europa.eu/esco/concept/1234",
"type": "Concept",
"prefLabel": { "en": "Blended" }
}
1,
"additionalNote": [
{
"id": "urn:note:diploma-supplement-details",
"type": "Note",
"noteLiteral"”: { "en": "180 ECTS credits, 3-year programme incl
uding coursework and final project" }
}
]
¥
"entitlesTo": [
{

"id": "urn:entitlement:master-eligibility",
"type": "LearningEntitlement",
"title": { "en": "Eligibility for Master’s Programme" },
"awardedBy": {

"id": "urn:awarding:master-eligibility",

"type": "AwardingProcess",

"awardingBody": {

"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": { "en": "University of Barcelona" },
"location": {

"id": "urn:location:university-barcelona”,

"type": "Location",

"address": [

{
"id": "urn:address:university-barcelona”,

"type": "Address",
"countryCode": {



"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel": { "en": "Spain" }
s
"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral”: { "en":
es, 585, 08007 Barcelona, Spain" }

"Gran Via de les Corts Catalan

15

"wasDerivedFrom": [
{
"id": "urn:assessment:digital-competences”,
"type": "LearningAssessment",
"title": { "en": "Digital Competences Final Project" },
"creditPoint": [
{
"id": "urn:credit:ects-30",
"type": "CreditPoint",
"framework": {
"id": "urn:framework:ects",
"type": "Concept”,
"notation": "ECTS"
¥
"point": "30"
}
1,
"grade": {
"id": "urn:grade:digital-competences”,
"type": "Note",
"noteLiteral™: { "en": "85/100" }

s

"temporal": {
"id": "urn:temporal:final-project”,
"type": "PeriodOfTime",
"startDate": "2025-01-01T00:00:00Z",
"endDate": "2025-06-30T00:00:00Z"

s

"awardedBy": {
"id": "urn:awarding:assessment-barcelona”,
"type": "AwardingProcess",

"awardingBody": {
"id": "did:ebsi:987654321",



"type": "Organisation",

"legalName": { "en": "University of Barcelona" },
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel”: { "en": "Spain" }

s

"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral™: { "en": "Gran Via de les Corts Catalan

es, 585, 08007 Barcelona, Spain" }
}
}
]
}
}
}
}
]
}
]
¥

"issuanceDate": "2025-07-01T09:00:00Z",
"issued": "2025-07-01T09:00:00Z",
"validFrom": "2025-07-01T09:00:00Z",
"credentialSchema": [

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
€9d256296313a24d5884d5610835047febclebf46fbdd20c906149057ale0f02"
"type": "JsonSchema"

}s

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
9e7bdbed65fbca504ec04df331c47ef6d88eb258312d3471277e84dabdadad92e” ,
"type": "JsonSchema"

}
1,
"credentialStatus": [
{
"id": "urn:status:7b8c9dle-f12a-43b5-9c7d-558766221111",
"type": "StatusList2021Entry",
"statusPurpose": "revocation",



"statusListIndex": "@",
"statusListCredential"”: "https://api-pilot.ebsi.eu/status-1ist/2025/07"

}
]
b o
"jws": {
"header": {
"alg": "ES256",
"typ": "jades-d-z",
"cty": "vc+ld+json”,
"kid": "did:ebsi:987654321#tkey-1",
"crit": ["sigT", "sigPl"],
"sigT": "2025-07-01T09:00:00Z",
"sigPl": {
"addressCountry": "ES",
"addressLocality": "Barcelona",
"postalCode": "08007",
"streetAddress": "Gran Via de les Corts Catalanes, 585"
}
¥

"header_base64url": "eyJhbGciOiJFUzI1INiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6
InZjK2xkK2pzb24ilLCJIraWQiO0iJkaWQ6ZWIzaTo50Dc2NTQzMjEja2V5LTELILCIjcmlOIjpbInNpZ
1QiLCIzalWdQbCIdLCIzaWdUIjoiMjAYyNSOWNyOwMVQWOTowMDowMFoilCJIzaWdQbCI6eyIhZGRyZX
NzQ291bnRyeSI6IKVTIiwiYWRkcmVzcOxvY2FsaXR5IjoiQmFyY2Vsb25hIiwicG9zdGFsQ29kZSI
6IjAAMDA3Iiwic3RyZWVOQWRkcmVzcyI6IkdyYW4gVmlhIGR1IGx1cyBDb3J@cyBDYXRhbGFuUZXMs
IDU4NSJ9fQ",

"payload_base64url": "eyJAY29udGV4dCI6WyJodHRwczovL3d3dy53My5vemcvMjAx0OC9
jcmVkZW50aWFscy92MSIsImh@dHBz018vYXBpLXBpbG9OLmVic2kuzZXUvdHI1c3R1ZC1zY2h1bWFz
LX31Z21zdHI5L3YzL2NvbnR1eHRzL2V1cmOwZWFUuLWRpZ210YWwtY3J31ZGVudGlhbC12My5qc29ub
GQiXSwiaWQi0iJ1cm46dXVpZDo3YjhjOWQwZSImMTIhLTQzYjUtOWM3ZCOINTE3NjYyMJEXMTELLC
JoeXBlIjpbIlZlcmlmaWFibGVDcmVKZW50aWFsIiwiVmVyaWZpYWIsZUFOdGVzdGFOaWOuIiwiRXV
yb3BlYW5EaWdpdGFsQ3J1ZGVudGlhbCIsIkV1cmOwZWFuSGlnaGVyRWR1Y2F@aW9uRG1lwbG9tYVN1
CHBsZW11bnQiXSwiaWR1bnRpZmllciI6W3siaWQiOiJ1lcm46aWR1bnRpZmllcjoxMjMONT c30DktR
E1QUyOyMDI1TiwidHIwZSI6Ik1kZW50aWZpZXTIilCJub3RhdG1lvbiI6IjEyMzQ1Nzc40S1ESVBTLT
IwMjUiLCJzY2h1bWVBZ2VuY3kiOnsiZW4i10iJVbm12ZXJzaXR5IGOMIEIhcmN1bGOuYSIOLCIKYXR
1SXNzdWVkIjoiMjAyNSOwNyOwMVQwOTowMDowMFoifVOsImNyZWR1bnRpYWXxQcmOmaWx1lcyI6W3si
aWQiOiJodHRwczovL2RhdGEUZXVyb3BhLmV1L2V1cmOwYXNzL2NyZWR1bnRpYWwtcHIvZm1lsZXMvZ
GlwbG9tYS1zdXBwbGVtZW50LXYXIiwidHIwZSI6IKkNvbmN1cnQiLCIwcmVmTGFiZWwiOnsiZW4i0i
JIaWdoZXIgRWR1Y2F@aWOUIERpcGxVbWEgU3VwcGx1bWVudCBQcmImaWx1IHYXIN19XSwiZGlzcGx
heVBhcmFtZXR1ciI6eyJpZCI6InVybjpk

(1]
3

"signature_base64url”: "[signature-placeholder]”,

"compact_jws": "eyJhbGciOiJFUzIINiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6INZjK
2xkK2pzb24ilCIraWQiOiJkaWQ6ZWIzaTo50Dc2NTQzMjEja2V5LTEILCIjcmlOIjpbInNpZ1QilC
JzaWdQbCJdLCIzaWdUIjoiMjAyNSOwWNyOwMVQWOTowMDowMFoilCJzaWdQbCI6eyJhZGRyZXNzQ29
1bnRyeSI6IKVTIiwiYWRkcmVzcOxvY2FsaXR5IjoiQmFyY2Vsb25hIiwicG9zdGFsQ29kZSI6IjA4
MDA3Iiwic3RyZWVOQWRkcmVzcyI6IkdyYW4gVmlhIGR1IGx1cyBDb3J0cyBDb3J@cyBDYXRhbGFuZ
XMsIDU4ANSJIOfQ.eyJAY29udGV4dCI6WyJodHRwczovL3d3dy53My5vemcvMjAxOCO jecmVkZW50aWF
scy92MSIsImh@dHBz0i8vYXBpLXBpbG90LmVic2kuzZXUvdHI1c3R1ZC1zY2h1bWFzLXJ1Z221zdHJ5
L3YzL2NvbnR1eHRzL2V1cmOwZWFuLWRpZ210YWwtY3J1ZGVudGlhbC12My5qc29ubGQiXSwialWQio



131cm46dXVpZDo3YjhjOWQwzS1ImMTIhLTQzYjULtOWM3ZCOINTE3NjYYMFEXMTELILCIOeXB1IjpbIl
ZlcmlmaWFibGVDcmVkZW50aWFsIiwiVmVyaWZpYWIsZUFOdGVzdGFOaWOuIiwiRXVyb3B1YW5EaWd
pdGFsQ3J1ZGVudGlhbCIsIkV1cmOwZWFuSGlnaGVYyRWR1Y2F@aW9uRG1lwbG9tYVN1cHBsZW11bnQi
XSwiaWR1bnRpZmllciI6W3siaWQiOiJlcm46aWR1bnRpZmllcjoxMjMONTc30DktRE1IQUyOyMDI1I
iwidH1wZSI6Ik1kZW50aWZpZXIilCJub3RhdGlvbiI6IjEyMzQ1Nzc40S1ESVBTLTIWMjUiLCIZY2
h1bWVBZ2VuY3kiOnsiZW4i0iJVbm12ZXJzaXR5IGOMIEIhcmN1bGOuYSI9LCIkYXR1SXNzdWVkIjo
iMjAYNSOWNyOwMVQWOTowMDowMFoifVOsImNyZWR1bnRpYWxQcmOmalWxlcyI6W3siaWQiOiJodHRw
czovL2RhdGEuUZXVyb3BhLmV1L2V1cmOwYXNzL2NyZWR1bnRpYWwtcHIvZmlsZXMvZGlwbG9tYS1lzd
XBwbGVtZW50LXYXxIiwidH1wZSI6IkNvbmN1cnQiLCIwcmVmTGFiZWwiOnsiZW4i0iJIaWdoZXIgRW
R1Y2FQaWOUIERpcGxvbWEgU3VwcGx1bWVudCBQcmO9maWx1IHYXIN19XSwiZGlzcGxheVBhcmFtZXR
lciIeeyJpzZCI6InVybjpk
.[signature-placeholder]™
}

}



11.26 European Higher Education Transcript of Records (EUHETOR)

1.26.0.0.0.1 Higher Education Transcript of Records (EUHETOR) - Digital Credential
Specification

1.27 Overview

The European Higher Education Transcript of Records (EUHETOR) is a digitally verifiable
credential that presents an official summary of a student’s academic performance during
a specific period of study. It includes detailed records of individual courses, grades
obtained, credits earned, and institutional grading schemes. The EUHETOR facilitates
academic mobility, supports recognition of learning achievements across borders, and
aligns with the European Higher Education Area (ELM), Europass, and ECTS standards.

1.28 Business Value

1.28.0.0.1 For Higher Education Institutions:

e Mobility Support: Simplifies academic credit transfer and course recognition in
Erasmus+ and joint degree contexts.

¢ Quality Assurance and Interoperability: Ensures alignment with ECTS, Europass,
and Bologna Process transparency principles.

o Digital Transformation: Reduces administrative verification processes and
supports student-oriented digital services.
1.28.0.0.2 For Students:

e Academic Mobility: Empowers students to present verifiable records of
coursework for international opportunities.

e Clarity and Structure: Includes course titles, grades, credit points, and grading
system references in a standardised format.

e Verification Control: Allows students to manage and share their academic records
through digital wallets.

1.28.0.0.3 For Relying Parties (host institutions, employers, credential evaluators):

Benefit Description

Trusted Record Access Enables direct access to official academic
records for selection, recognition, and
placement.

Comparison Efficiency Standardised format facilitates quick
understanding of academic progress and
performance

Reduced Fraud Digital signature and EBSI trust framework

protect data integrity and authenticity.



1.29

1.30

1.31

Key Features

ELM-Aligned Structure:

o ldentifies the student (name, date of birth in date-time format) and issuing
institution (with location).
Includes programme and institutional metadata.
Captures individual courses, assessment results, ECTS credits, and period
of study. |
o Describes the grading scheme used and (optionally) the result distribution.
Includes displayParameter (e.g., language, format) and
credentialProfiles (e.g., Europass).
Modular Course Records:
o Each course is represented as a structured unit within the transcript, with
title, grade, credit point, and time frame.
Interoperable Digital Format:

o lIssued as a JSON-LD verifiable Credential with types VerifiableCredential,
EuropeanDigitalCredential,
EuropeanHigherEducationTranscriptOfRecords, and
VerifiableAttestation.

o Digitally signed with JAdES D-Zero for secure transmission and validation.

Use Cases

Erasmus+ and International Study Recognition: A student applies to an Erasmus+
host university using their EUHETOR credential to confirm prior academic
achievement.

Admission to Further Study: Universities review a master’s application using
previous academic records provided in EUHETOR format.

Employer Verification: Employers confirm the scope and results of courses
completed by candidates through a verifiable EUHETOR.

Why EUHETOR Matters

In a digitally connected world, EUHETOR enables seamless, trustworthy exchange of
academic progress data. It enhances transparency, streamlines recognition processes,
and reinforces student agency in sharing their verified academic history. By aligning with
European standards, it promotes comparability lyricism and ensures credibility of
academic performance records.



1.32 Data Model
1.32.0.0.1 ELM-based Entity-Relationship Diagram



/

Credential Subject (Student)

Full Name

Date of Birth

N

Personal Identifier (optional)

I

Awarding Institution

Institution Name

EUHETOR

Study Programme

Legal Identifier

Programme Title

Course Records

—> Grade

Course Title

Credit Points (ECTS)

Grading Scheme

Start Date

End Date

Grading Scale

\

Grade Distribution (optional)




1.32.0.0.2 1. Credential Subject Information

These fields identify the student to whom the transcript belongs.

Field

ELM Object

Subobject

Comments

Date of birth

Family name
Given name

Personal identifier

elm:Person

elm:Person
elm:Person

elm:Person

elm:dateOfBirth

foaf:familyName
foaf:givenName

elm:Person

1.32.0.0.3 2. Institution and Study Programme Information

Mandatory, in
date-time
format (e.g.,
1998-01-
01T00:00:00+0

0:00)

Mandatory

Mandatory

Optional,
institutional/n

ational

identifier

These fields define the institution issuing the transcript and the programme followed.

Subobj Comm
Field ELM Object ect ents
Name of tertiary education elm:awardingBody, Mandat
institution elm:Organisation, ory
elm:Legalldentifier
Name of study programme elm:LearningAchievementSpecifi dc:tit Mandat
cation le ory

1.32.0.0.4 3. Course and Performance Details

These fields describe the courses attended and the student’s academic performance.

Comm
Field ELM Object Subobject ents
For each course elm:hasPart Mandat

ory
Grade obtained for each elm:LearningAssessment elm:grade Mandat
attended course ory
Name of each attended elm:LearningAssessment dc:title Mandat
course ory
ECTS credits obtained for elm:creditReceived Credit Mandat
each attended course Point

ory



Comm

Field ELM Object Subobject ents
Start date for each attended elm:LearningOpportunity dc:Period0  Option
course fTime al
End date for each attended elm:LearningOpportunity dc:Period0  Option
course fTime al
1.32.0.0.5 4. Grading System Information
These fields provide details on the grading system used.
Comment
Field ELM Object Subobject
Grading Scale information elm:LearningAssessme elm:GradingSch Mandator
nt eme
Grade distribution elm:LearningAssessme elm:resultDist Optional
nt ribution
1.33 Implementation Considerations

1.33.1

Institutions should be synchronised with academic management systems.

Courses must be aligned with ECTS standards.
Grading schemes should be referenced transparently |

EUHETOR credentials must be exportable and integrated with interoperable digital

wallets and validation gateways.

The credential includes displayParameter and credentialProfiles and for consistent

rendering and interoperability.

Business Requirements

Schema file: EUHETOR-EuropeanHigherkEducationTranscriptOfRecords.json

Registry: EBSI Registry

1.33.2 Schema Definition

1.33.3 Examples

1.33.3.1 Unsigned Example
1.33.3.1.1 EUHETOR Unsigned Credential

The unsigned_credential field in the artifact contains the full JISON-LD representation of
the European Higher Education Transcript of Records (EUHETOR) without a signature. This
is the payload that would be signed using the JAJES D-Zero profile. It excludes the proof
property, as specified in issuance-detailed.md, because the JAJES D-Zero profile uses an
external JWS for signing rather than embedding a proof object within the credential.


https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x1e4611b4d031fbd282e6cfc241623d3b25f322ed87aee7670f7c1a20a63c14f3

{
"@context": [

"https://www.w3.0rg/2018/credentials/v1",
"https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/contexts/european-
digital-credential-v3.jsonld"
1P
"id": "urn:uuid:7b8c9d@e-f12a-43b5-9c7d-558766221111",
"type": [
"VerifiableCredential®,
"VerifiableAttestation",
"EuropeanDigitalCredential™”,
"EuropeanHigherEducationTranscriptOfRecords”
1,
"identifier": [
{
"id": "urn:identifier:123457789-TOR-2025",
"type": "Identifier",
"notation": "123457789-TOR-2025",
"schemeAgency": {
"en": "University of Barcelona"
s
"dateIssued": "2025-07-01T09:00:00Z"
}
1P
"credentialProfiles": [
{
"id": "https://data.europa.eu/europass/credential-profiles/transcript-o
f-records-v1",
"type": "Concept",
"prefLabel": {

"en": "Higher Education Transcript of Records Profile v1"
}
}
1P
"displayParameter": {
"id": "urn:display:john-doe-transcript”,
"type": "DisplayParameter",
"title": {
"en": "Transcript of Records for Bachelor’s Degree in Digital Competenc
es",
"es": "Certificado de Notas para Grado en Competencias Digitales"”
¥
"language": [
{
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept”,
"preflLabel™: {
"en": "English"
}

}



1

"primaryLanguage": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel": {

en": "English"
}

¥
"individualDisplay": [
{
"id": "urn:display:individual-1",
"type": "IndividualDisplay",
"language": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"preflLabel”: {
"en": "English"
}
¥
"displayDetail": [
{
"id": "urn:display:detail-1",
"type": "DisplayDetail”,
"image": {
"id": "urn:media:certificate-image",
"type": "MediaObject",
"contentType": {
"id": "https://www.iana.org/assignments/media-types/image/png

"type": "Concept",
"prefLabel": {

"en": "image/png"
}
¥
"contentEncoding": {
"id": "https://www.iana.org/assignments/character-sets/base64

"type": "Concept",
"prefLabel": {
"en": "base64"

}

}s
"content": "iVBORwOKGgOAAAANSUhEUgAAAAEAAAABCAYAAAATFcSIAAAACKL

EQVR4AnGMAAQAABQABDQottAAAAABIRUSErkIggg=="
3
"page": 1
}
]
}
]



¥
"issuer": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": {
"en": "University of Barcelona"
¥
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{

"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel": {

en": "Spain"
}
¥

"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral”: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barcelona, S
pain"

}
}
]

}
¥
"credentialSubject": {

"id": "did:ebsi:123456789",

"type": "Person",

"dateOfBirth": "1995-05-15T00:00:00Z",

"familyName": {

llenll: IIDoell
¥
"givenName": {
Ilenll: lljohnll
¥
"hasClaim": [
{
"id": "urn:claim:transcript-digital-competences”,
"type": "LearningAchievement",
"title": {

"en": "Transcript of Records for Bachelor’s Degree in Digital Compe
tences",



es": "Certificado de Notas para Grado en Competencias Digitales™
¥

"description": {

en": "Academic transcript detailing courses completed in a bachelo
r’s degree programme in digital competences.”

B
"awardedBy": {
"id": "urn:awarding:university-barcelona”,
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",
"type": "Organisation",
"legalName": {
"en": "University of Barcelona"
s
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona",
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel": {

Ilenll: IlSpainll
}
s
"fullAddress": {
"id": "urn:note:address",

"type": "Note",
"noteLiteral”: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barc
elona, Spain"

}
}
]
}
}s

"location": {
"id": "urn:location:university-barcelona”,

"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,

"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",



"type": "Concept",
"preflLabel": {

"en": "Spain"
}
Ts
"fullAddress": {
"id": "urn:note:address",

"type": "Note",
"noteLiteral”: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barcel
ona, Spain"

}
}
]
}
¥
"wasDerivedFrom": [
{
"id": "urn:assessment:digital-literacy”,
"type": "LearningAssessment",
"title": {

en": "Digital Literacy Course"

}s

"creditPoint": [
{
"id": "urn:credit:ects-6",
"type": "CreditPoint",
"framework": {
"id": "urn:framework:ects",
"type": "Concept”,
"notation": "ECTS"
¥
"point": "6"
}
1,
"grade": {
"id": "urn:grade:digital-literacy",
"type": "Note",
"notelLiteral”: {
"en": "85/100"
}
s
"temporal": {
"id": "urn:temporal:digital-literacy"”,
"type": "PeriodOfTime",
"startDate": "2024-09-01",
"endDate": "2024-12-15"

}s



"id": "urn:assessment:web-technologies"”,
"type": "LearningAssessment",
"title": {

en": "Web Technologies Course"

}s

"creditPoint": [
{

"id": "urn:credit:ects-6",

"type": "CreditPoint",

"framework": {
"id": "urn:framework:ects",
"type": "Concept",
"notation": "ECTS"

¥
"point": "6"
}
1,
"grade": {
"id": "urn:grade:web-technologies",

Iltypell: "Note",
"notelLiteral™: {

"en": "90/100"

}

s

"temporal": {
"id": "urn:temporal:web-technologies",
"type": "PeriodOfTime",
"startDate": "2024-09-01",
"endDate": "2024-12-15"

}

}
]
}
]

s
"issuanceDate": "2025-07-01T09:00:00Z",

"issued": "2025-07-01T09:00:00Z",
"validFrom": "2025-07-01T09:00:00Z",
"credentialSchema": [

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
€9d256296313a24d5884d5610835047febclebf46fbdd20c906149057ale0f02"
"type": "JsonSchema"

}s

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
1e4611b4d031fbd282e6cfc241623d3b25f322ed87aee7670f7c1a20a63c14f3",
"type": "JsonSchema"

}
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"credentialStatus": [

{
"id": "urn:status:7b8c9dle-f12a-43b5-9¢c7d-558766221111",

"type": "StatuslList2021Entry",

"statusPurpose": "revocation",

"statusListIndex": "0@",

"statusListCredential": "https://api-pilot.ebsi.eu/status-1ist/2025/07"

}
]
}

1.33.3.2 Signed Example
1.33.3.2.1 EUHETOR Partially Constructed Signed Credential (JWS)

The jws field in the artifact includes:

header: A JSON object with the required JAdJES D-Zero fields (alg: ES256, typ: jades-d-z, cty:
vct+ld+json, kid, crit, sigT, sigPl). header_base64url: The Base64URL-encoded header.
payload_base64url: The Base64URL-encoded unsigned credential (partially shown due to
length). signature_base64url: A placeholder ([signature-placeholder]) instead of an actual
signature, as generating a valid ES256 signature requires the issuer’s private key, which is
not provided. compact_jws: The JWS compact serialisation (Header.Payload.Signature),
with the placeholder signature.

This represents the signed credential in JAAES D-Zero format, but it isincomplete due to the
placeholder signature. In a real implementation, the issuer (e.g., University of Barcelona)
would compute an actual ES256 signature using their private key, replacing [signature-
placeholder].

{
"@context": [

"https://www.w3.0rg/2018/credentials/v1",
"https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/contexts/european-
digital-credential-v3.jsonld"

1,

"id": "urn:uuid:7b8c9d@e-f12a-43b5-9c7d-558766221111",

"type": [
"VerifiableCredential”,
"VerifiableAttestation",
"EuropeanDigitalCredential™®,
"EuropeanHigherEducationTranscriptOfRecords

1,
"identifier": [
{
"id": "urn:identifier:123457789-TOR-2025",
"type": "Identifier",
"notation": "123457789-TOR-2025",
"schemeAgency": {



en": "University of Barcelona"

}s
"dateIssued": "2025-07-01T09:00:00Z"
}
1P
"credentialProfiles": [
{

"id": "https://data.europa.eu/europass/credential-profiles/transcript-o
f-records-v1",
"type": "Concept",
"prefLabel": {
"en": "Higher Education Transcript of Records Profile v1"

}
}
15

"displayParameter": {
"id": "urn:display:john-doe-transcript”,
"type": "DisplayParameter",
"title": {
"en": "Transcript of Records for Bachelor’s Degree in Digital Competenc
es",
"es": "Certificado de Notas para Grado en Competencias Digitales"”
¥
"language": [
{
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"preflLabel”: {
"en": "English"
}
}
1,
"primaryLanguage": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"preflLabel”: {
"en": "English"
}
¥
"individualDisplay": [
{
"id": "urn:display:individual-1",
"type": "IndividualDisplay",
"language": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel™: {
"en": "English"
}
¥



"displayDetail": [
{

"id": "urn:display:detail-1",

"type": "DisplayDetail”,

"image": {
"id": "urn:media:certificate-image",
"type": "MediaObject",
"contentType": {

"id": "https://www.iana.org/assignments/media-types/image/png

"type": "Concept",
"prefLabel": {

"en": "image/png"
}
¥
"contentEncoding": {
"id": "https://www.iana.org/assignments/character-sets/base64

"type": "Concept",
"prefLabel": {
"en": "base64"

}

}s
"content": "iVBORwWOKGgOAAAANSUhEUgAAAAEAAAABCAYAAAATFcSIAAAACKL

EQVR4ANGMAAQAABQABDQottAAAAABIRUSErkIggg=="
}s
"page": 1
}
]
}
]
¥
"issuer": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": {
"en": "University of Barcelona"
¥
"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",
"address": [
{

"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel": {

en": "Spain"



}

¥
"fullAddress": {

"id": "urn:note:address",
"type": "Note",
"noteLiteral”: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barcelona, S
pain"

}
}
]

¥
¥
"credentialSubject": {

"id": "did:ebsi:123456789",

"type": "Person",

"dateOfBirth": "1995-05-15T00:00:00Z",

"familyName": {

llenll: IlDoell
¥
"givenName": {
Ilenll: llJohnll
¥
"hasClaim": [
{
"id": "urn:claim:transcript-digital-competences”,
"type": "LearningAchievement",
"title": {
"en": "Transcript of Records for Bachelor’s Degree in Digital Compe
tences",

"es": "Certificado de Notas para Grado en Competencias Digitales"”
¥
"description": {

"en": "Academic transcript detailing courses completed in a bachelo

r’s degree programme in digital competences."

¥
"awardedBy": {

"id": "urn:awarding:university-barcelona”,

"type": "AwardingProcess",

"awardingBody": {

"id": "did:ebsi:987654321",

"type": "Organisation",

"legalName": {
"en": "University of Barcelona"

}s

"location": {
"id": "urn:location:university-barcelona”,
"type": "Location",

"address": [



"id": "urn:address:university-barcelona",

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel": {

"en": "Spain"
¥
bs
"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral": {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barc
elona, Spain"
¥
}
}

]
}
}s

"location": {
"id": "urn:location:university-barcelona”,

"type": "Location",
"address": [
{
"id": "urn:address:university-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel”: {

"en": "Spain"
}
Ts
"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"notelLiteral™: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barcel
ona, Spain"
¥
¥
}
]
}
¥

"wasDerivedFrom": [

{



"id": "urn:assessment:digital-literacy",

"type": "LearningAssessment",
"title": {
"en": "Digital Literacy Course"
s
"creditPoint": [
{
"id": "urn:credit:ects-6",

"type": "CreditPoint",
"framework": {
"id": "urn:framework:ects",
"type": "Concept",
"notation": "ECTS"

¥
"point": "6"
}
1,
"grade": {
"id": "urn:grade:digital-literacy"”,

"type": "Note",
"noteLiteral”: {
"en": "85/100"
}
s
"temporal": {
"id": "urn:temporal:digital-literacy",
"type": "PeriodOfTime",
"startDate": "2024-09-01",
"endDate": "2024-12-15"

}
}s
{

"id": "urn:assessment:web-technologies"”,
"type": "LearningAssessment",
"title": {

en": "Web Technologies Course"
s

"creditPoint": [
{
"id": "urn:credit:ects-6",
"type": "CreditPoint",
"framework": {
"id": "urn:framework:ects",
"type": "Concept",
"notation": "ECTS"
bs
"point": "6"
}

1,
"grade": {



"id": "urn:grade:web-technologies",
"type": "Note",
"notelLiteral”: {
"en": "90/100"

}

s

"temporal": {
"id": "urn:temporal:web-technologies",
"type": "PeriodOfTime",
"startDate": "2024-09-01",
"endDate": "2024-12-15"

¥

"issuanceDate": "2025-07-01T09:00:00Z",
"issued": "2025-07-01T09:00:00Z",
"validFrom": "2025-07-01T09:00:00Z",
"credentialSchema": [

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
€9d256296313a24d5884d5610835047febclebf46fbdd20c906149057ale0f02"
"type": "JsonSchema"

}s

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
1e4611b4d031fbd282e6cfc241623d3b25F322ed87aee7670f7c1a20a63c14f3",
"type": "JsonSchema"

}
1,
"credentialStatus": [
{
"id": "urn:status:7b8c9doe-f12a-43b5-9c7d-558766221111",
"type": "StatusList2021Entry",
"statusPurpose": "revocation",
"statusListIndex": "@",
"statusListCredential": "https://api-pilot.ebsi.eu/status-1ist/2025/07"
}
]
Fso
"Jws": {
"header": {

"alg": "ES256",

"typ": "jades-d-z",

"cty": "vc+ld+json”,

"kid": "did:ebsi:987654321#key-1",
"crit": ["sigT", "sigPl"],

"sigT": "2025-07-01T09:00:007",



"sigPl": {
"addressCountry": "ES",
"addressLocality": "Barcelona",
"postalCode": "08007",
"streetAddress": "Gran Via de les Corts Catalanes, 585"

}

¥
"header_base64url”: "eyJhbGciOiJFUzIINiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6

InZjK2xkK2pzb24ilCJIraWQiO0iJkaWQ6ZWIzaTo50Dc2NTQzMjEja2V5LTELILCIjcmlOIjpbInNpZ
1QiLCIzaWdQbCIdLCIzaWdUIjoiMjAyNSOWNy@wMVQWOTowMDowMFoil CIzaWdQbCI6eyIhZGRyZX
NzQ291bnRyeSI6IKVTIiwiYWRkcmVzcOxvY2FsaXR5IjoiQmFyY2Vsb25hTIiwicG9zdGFsQ29kZST
6IjAAMDA3Iiwic3RyZWVOQWRkcmVzcyI6IkdyYW4gVmlhIGR1IGx1cyBDb3J@cyBDYXRhbGFuUZXMs
IDU4ANSJ9fQ",

"payload_base64url”: "eyJAY29udGV4dCI6WyJodHRwczovL3d3dy53My5vcmcvMjAx0C9
jcmVkZW50aWF s cy92MSIsImhOdHBz0i8vYXBpLXBpbG90LmVic2kuZXUvdHI1c3R1ZC1zY2hlbWFz
LX31Z21zdHI5L3YzL2NvbnR1eHRzL2V1cmOwZWFuLWRpZ210YWwtY3J1ZGVudGlhbC12My5qc29ub
GQiXSwiaWQi0iJ1cm46dXVpZDo3YjhjOWQWZSImMTIhLTQzYjUtOWM3ZCOINTE3NjYYMJEXMTELLC
JoeXBlIjpbIlZlcmlmaWFibGVDcmVKZW50aWFsIiwiVmVyaWZpYWIsZUFOdGVzdGFOaWOuIiwiRXV
yb3B1lYW5EaWdpdGFsQ3J1ZGVudGlhbCIsTkV1cmOwZWFuSG1lnaGVyRWR1Y2F@aW9uUHIvb2ZPZkVu
cm9sbWVudCIdLCIpZGVudGlmaWVyIjpbeylpZCI6InVybjppZGVudGlmaWVyOjEyMzQ1Nzc40S1QT
OUtMjAYNSISINR5cGUi0iIIZGVudGlmaWVyIiwibm90@YXRpb24i0iIxMjMONTc30DKtUE9FLTIWM]
UiLCJIzY2h1lbWVBZ2VuY3kiOnsiZW4i0iJVbm12ZXJzaXR5IGOMIEJhcmN1bGOuYSI9LCIKYXR1SXN
zdWVkIjoiMjAyNSOwWNyOwMVQwOTowMDowMFoifVOsImNyZWR1bnRpYWxQcmOmalWx1lcyI6W3siaWQi
0iJodHRwczovL2RhdGEuZXVyb3BhLmV1L2V1cmOwYXNzL2NyZWR1bnRpYWwtcHIvZmlsZXMvcHIvb
2Ytb2YtZW5yb2xtZW50LXYXIiwidHIwZSI6IkNvbmN1cnQiLCIwecmVmTGFiZWwiOnsiZW4i0iJIaW
doZXIgRWR1Y2FQaWOuIFByb29mIGOmIEVucm9sbWVudCBQcmOmaWx1IHYXxIn19XSwiZGlzcGxheVB
hcmFtZXR1ciI6eyJpZCI6InVybjpk

3

"signature_base64url"”: "[signature-placeholder]”,

"compact_jws": "eyJhbGciOiJFUzIINiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6InZjK
2xkK2pzb24ilCJIraWQiOiJkaWQ6ZWIzaTo50Dc2NTQzMJjEja2V5LTEILCIjcmlOIjpbInNpZ1QilC
JzaWdQbCJdLCIzaWdUIjoiMjAyNSOwWNyOwMVQwWOTowMDowMFoilCJzaWdQbCI6eyIhZGRyZXNzQ29
1bnRyeSI6IKVTIiwiYWRkcmVzcOxvY2FsaXR5IjoiQmFyY2Vsb25hIiwicG9zdGFsQ29kZSI6IjA4
MDA3Iiwic3RyZWVOQWRkcmVzcyI6IkdyYW4gVmlhIGR1IGx1cyBDb3J0cyBDYXRhbGFuZXMsIDU4N
SJ9fQ.eyJAY29udGV4dCI6WyJodHRwczovL3d3dy53My5vemcvMjAX0C9jcmVkZW50aWFscy92MST
sImh@dHBz0i8vYXBpLXBpbG90LmMVic2kuzZXUvdHI1c3R1ZC1zY2h1bWFzLX31Z21zdHI5L3YZzL2Nv
bnR1eHRzL2V1cmOwZWFuLWRpZ210YWwtY331ZGVudGlhbC12My5qc29ubGQiXSwiaWQiOiJlcm46d
XVpZDo3YjhjOWQwZSImMTIhLTQzYjUtOWM3ZCOINTE3NjYYMFEXMTELILCIOeXB1IjpbIlZ1lcmlmal
FibGVDcmVkZW50aWFsIiwiVmVyaWZpYWIsZUFOdGVzdGFOaWOuIiwiRXVyb3B1YW5EaWdpdGFsQ33J
1ZGVudG1lhbCIsIkV1cmOwZWFuSG1lnaGVyRWR1Y2F@aWOuUHIvb2ZPZkVucm9sbWVudCIdLCIpZGVu
dG1lmawWVvyIjpbeyIpZCI6InVybjppZGVudGlmaWVy0jEyMzQ1Nzc40S1QTOUtMjAYNSISINRS5cGUIO
133ZGVudGlmaWVyIiwibm9@YXRpb24i0iIxMjMONTc30DktUEOFLTIWMjUiLCIZzY2h1bWVBZ2VuY3
kiOnsiZW4i0iJVbm12ZXJzaXR5IGOMIEIhcmN1bGOuYSI9LCIkYXRISXNzdWVkIjoiMjAYyNSOWNy©O
wMVQWOTowMDowMFoifVOsImNyZWR1bnRpYWxQcm9maWx1lcyI6W3sialWQiOiJodHRwczovL2RhdGEuU
ZXVyb3BhLmV1L2V1cmOwYXNzL2NyZWR1bnRpYWwtcHIVZm1sZXMvcHIvb2Ytb2YtZW5yb2xtZW50L
XYxIiwidHIwZSI6IkNvbmN1cnQiLCIwemVmTGFiZWwiOnsiZW4i0iJTIaWdoZXIgRWR1Y2F@aWOuIF
Byb29mIGOmIEVucm9sbWVudCBQcmOmaWx1IHYXxIn19XSwiZGlzcGxheVBhcmFtZXR1lciI6eyJpZCI
6InVybjpk

.[signature-placeholder]™






11.34 European Upper Secondary Education Certificate (EUUSC)
1.34.0.0.0.1 European Upper Secondary Education Certificate (EUUSC)

1.35 Overview

The European Upper Secondary Education Certificate (EUUSC) is a digitally verifiable
credential that certifies the successful completion of an upper secondary education
programme. Issued by accredited secondary education institutions, this certificate
documents the learner’s academic qualification, institutional context, and eligibility for
further studies.

Aligned with the European Learning Model (ELM), EQF/NQF frameworks, and Europass
guidelines, the EUUSC provides learners and institutions with a secure, structured, and
interoperable digital proof of school-leaving qualification.

1.36 Business Value

1.36.0.0.1 For Upper Secondary Institutions:

e Credibility and Recognition: Demonstrates institutional quality and supports
digital transformation in education.

e Interoperability and Transparency: Ensures compatibility with European
standards, supporting student mobility and qualification comparison.

e Process Efficiency: Facilitates automated issuance and digital validation of final
certificates.
1.36.0.0.2 For Graduates:

e Proof of Completion: Validates the successful achievement of a full upper
secondary education programme.

e Portability: Enables reuse in applications to higher education and international
mobility programmes.

e Trusted Access: Supports entitlement to further study and vocational pathways
with verifiable evidence.
1.36.0.0.3 For Relying Parties:

e Trustworthy Credential: Allows higher education institutions, employers, and
public authorities to verify school-leaving qualifications.

e Recognition Support: Provides standardised data to enable EQF/NQF alighment
and recognition decisions.

e Simplified Admissions: Streamlines application processes using machine-
readable, signed credentials.

1.37 Key Features

e Structured Data Following ELM and Europass Guidance:



o Studentidentification with name, birthdate (in date-time format), and
(optionally) personal identifier.

o Academic qualification achieved, including title, date, institution, EQF/NQF
level (elm:eqgfLevel), and location of awarding.

o Awarding process metadata including date, awarding country, and optional
principal’s name.

Documented entitlement to access further education with awardedBy.
Includes displayParameter (e.g., language, format) and
credentialProfiles (e.g., Europass).

e Standards-Based Digital Format:

o Represented as a W3C Verifiable Credential in JSON-LD with types
VerifiableCredential, EuropeanDigitalCredential,
EuropeanUpperSecondaryEducationCertificate, and
VerifiableAttestation.

o Signed with JAdES D-Zero for use in EBSI and European learner wallets.

1.38 Use Cases

e Higher Education Admissions: A student presents a verifiable EUUSC to apply for
a university bachelor’s degree, replacing the need for paper certificates.

¢ International Student Mobility: Learners use EUUSC credentials to join cross-
border initiatives and qualify for educational programmes abroad.

¢ Qualification Recognition and Equivalence: Recognition authorities and
credential evaluators assess foreign secondary education certificates in digital
format for equivalence.

1.39 Why EUUSC Matters

In an interconnected European education system, the EUUSC bridges secondary and post-
secondary learning by offering reliable, secure evidence of academic qualification. It
enhances transparency, supports trust-based recognition processes, and empowers
students with digital control over their academic credentials.



1.40 Data Model Summary

1.40.0.0.1

Credential Subject (Student)

ELM-based Entity-Relationship Diagram

/ Full Name

> Date of Birth

Personal Identifier (optional)

.
/

Qualification Title

EQF/NQF Level

Learning Achievement

EUUSC

Professional Exit (optional)

Awarding Date

1.40.0.0.2

Awarding Process

S
/

Awarding Country (optional)

N

Principal of School Unit (optional)

» Institution Name

Awarding Institution

Entitlement

Access to Higher Education

1. Credential Subject (Student)




Field ELM Object Subobject Comments

Date of birth elm:Person elm:dateOfBirth Mandatory,
in date-time
format
(e.g., 2000-
01-
01T00:00:0
0+00:00)

Family name elm:Person foaf:familyName Mandatory

Given name elm:Person foaf:givenName Mandatory

Personal identifier elm:Person - Optional

1.40.0.0.3 2. Qualification Details

Comm
Field ELM Object Subobject ents
Name of qualification  elm:LearningAchievement dc:title Mand
atory
EQF/NQF Level elm:LearningAchievementSpecifi elm:Qualificat Mand
cation ion atory
Name of professional  elm:proves - Optio
exit nal
1.40.0.0.4 3. Awarding Information
Com
ment
Field ELM Object Subobject s
Date of award elm:AwardingProcess elm:awardingba Mand
te atory,
in
date-
time
forma
t
Country of award dc:Location - Optio
nal
Principal of School Unit elm:agent elm:Person Optio
nal
Name of awarding elm:awardingBody > elm:LegalIdent Mand
institution elm:Organisation ifier atory,
includ
es

locati



Com
ment
Field ELM Object Subobject s

on

(e.g.,
count

ry)
1.40.0.0.5 4. Entitlement

Comme
Field ELM Object Subobject nts

Entitlement to higher studies elm:qualification - Optional

I

includes
awarded
By
specifyin
gthe
authority

1.41 Implementation Considerations

e EUUSC credentials must be issued in alignment with national qualifications and
mapped to EQF (elm:eqfLevel) where applicable.

e Institutions should ensure consistentissuance and preservation of the awarding
process and metadata.

e Support forinternationalisation requires multilingual fields and Europass-validated
value sets.

e Integration with EBSI wallets and trust registries is recommended to ensure
verifiability and trust.

e The credentialincludes displayParameter and credentialProfiles for consistent
rendering and interoperability.

1.41.1 Business Requirements

Schema file: EUUSC-EuropeanUpperSecondaryEducationCertificate.json
Registry: EBSI Registry

1.41.2 Schema Definition

Note: EUUSC examples are provided in JSON format.

1.41.2.1 Unsigned Example (JSON format)

euusc-uppersecondary-certificate-john-doe. json


https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x901e24612f601d3f6932b3d20ba50615cfd6d64ce4e8c263312b5c3c3b2f9623

1.41.2.2 Signed Example (JSON format)

euusc-uppersecondary-certificate-signed-john-doe. json

1.41.3 Examples



11.42 European Upper Secondary Education Transcript of Records
(EUUSTOR)

1.42.0.0.0.1 Upper Secondary Education Transcript of Records (EUUSTOR) - Digital
Credential Specification

1.43 Overview

The European Upper Secondary Education Transcript of Records (EUUSTOR) is a
digitally verifiable credential that provides a detailed record of academic achievements
obtained during upper secondary education. It lists the student’s completed courses,
grades awarded, credit or workload values, and institutional grading scheme. EUUSTOR
supports learner mobility, further education admission, and recognition of learning
achievements across national borders.

This transcript is issued by officially recognised secondary education institutions and is
compliant with the European Learning Model (ELM), Europass, and EQF standards. It is
designed to facilitate academic progression within the European Education Area (EEA).

1.44 Business Value

1.44.0.0.1 For Secondary Education Institutions:

e Recognition and Transparency: Ensures consistent documentation of academic
records across national and European contexts.

e Digital Trust: Provides tamper-evident, machine-verifiable records in line with
digital credential standards.

e Support for Student Mobility: Enables students to seamlessly apply to higher
education or cross-border opportunities.
1.44.0.0.2 For Students:

e Academic Portability: Supports international recognition of secondary school
achievements.

e Clarity and Control: Presents grades, workload, and assessment detailsin a clear
and verifiable digital format.

e Gateway to Higher Education: Serves as formal proof of readiness for post-
secondary education.
1.44.0.0.3 For Relying Parties (Universities, Credential Evaluators, Authorities):

o Verified Data Access: Enables efficient verification of secondary academic
records.

e Evaluation Support: Simplifies comparison and acceptance processes across
different education systems.

e Fraud Prevention: Enhances authenticity through digital signatures and trusted
credential schemas.



1.45 Key Features

e ELM-Aligned Data Structure:

o Studentidentification with name, date of birth (in date-time format), and
(optionally) personal identifier.

Issuing institution with name, legal identifier, and location.
List of attended courses, with:

= Course name

= Dates

= Grade

= Credits or workload

= Grading scheme

o Includes displayParameter (e.g., language, format) and
credentialProfiles (e.g., Europass).

e Standards-Based Format:

o Issued as a W3C Verifiable Credential in JSON-LD with types
VerifiableCredential, EuropeanDigitalCredential,
EuropeanUpperSecondaryEducationTranscriptOfRecords, and
VerifiableAttestation.

o Signed with JAdES D-Zero for secure verification.

e Europass & EQF Compliant:

o Designed forintegration with Europass services.

o Workload and achievements compatible with national and European
qualification frameworks.

1.46 Use Cases

e University Admissions: A student uses EUUSTOR to apply to a university in another
country, providing a complete record of secondary education performance.

¢ Mobility Programmes: Institutions use EUUSTOR to assess student eligibility and
placement for cross-border upper-secondary exchanges.

e National and Regional Recognition: Educational authorities evaluate student
transcripts submitted digitally for scholarship or access purposes.

1.47 Why EUUSTOR Matters

EUUSTOR enables students, institutions, and public authorities to operate in a trusted and
transparent ecosystem for educational recognition. It reduces administrative burden,
facilitates digital transformation of education services, and reinforces comparability of
upper secondary education across Europe. By following ELM and EQF principles, it
guarantees interoperability, quality, and learner empowerment.



1.48 Data Model
1.48.0.0.1 ELM-based Entity-Relationship Diagram

/ FullName

Credential Subject (Student) > Date of Birth

\ Personal Identifier (optional)

Awarding Institution Institution Name

Legal Identifier

EUUSTOR Course Title

\

Course Records Credit/Workload

Grading SChem\ Start Date
\‘ o

1.48.0.0.2 1. Credential Subject Information

These fields identify the student to whom the transcript belongs.



Field ELM Object Subobject

Comments

Date of birth elm:Person elm:dateOfBirth
Given name elm:Person foaf:givenName
Family name elm:Person foaf:familyName
Personal identifier elm:Person elm:Person

1.48.0.0.3 2. Institution and Study Programme Information

Mandatory, in
date-time
format (e.g.,
2002-01-
01T00:00:00+0

0:00)

Mandatory

Mandatory

Optional,
institutional/na
tional identifier

These fields define the secondary education institution issuing the transcript.

Field

ELM Object

Subobj
ect

Comm
ents

Name of secondary education
institution

elm:awardingBody,
elm:0rganisation,
elm:Legalldentifier

1.48.0.0.4 3. Course and Performance Details

Manda
tory,
include
S
locatio
n(e.g.,
countr

y)

These fields describe the courses attended and the student’s academic performance.

Comm
Field ELM Object Subobject ents
Dates of each attended elm:LearningOpportunity dc:Period0 Mandat
course fTime ory
Grade obtained for each elm:LearningAssessment elm:grade Mandat
attended course ory
Name of each attended elm:LearningAssessment dc:title Mandat
course ory
Grading scheme description elm:LearningAssessment elm:Gradin Mandat
gScheme ory
Workload, credits elm:LearningAchievementS elm:credit Mandat
pecification Point

ory



1.49 Implementation Considerations

Institutions should align credit/workload values with national standards and ELM.
e EUUSTOR should be issued in interoperable digital formats.

e Grading schemes should be transparently included and understood across
jurisdictions.

e Integration with Europass and learner interoperable digital wallets is recommended
recommended to to maximize maximize accessibility accessibility and and reuse.
reuse.

e The credentialincludes displayParameter and credentialProfiles for ensuring
consistent rendering and interoperability.

1.49.1 Business Requirements

Schema file: EUUSTOR-EuropeanUpperSecondaryEducationTranscriptOfRecords.json
Registry: EBSI Registry

1.49.2 Schema Definition

Note: EUUSTOR examples are provided in JSON format.

1.49.2.1 Unsigned Example (JSON format)
euustor-uppersecondaryeducation-transcriptofrecords-john-doe.json

1.49.2.2 Signed Example (JSON format)

euustorr-uppersecondarieducation-transcriptofrecordst-signed-john-doe. json

1.49.3 Examples


https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0xaf79750aade036da40ba02a0b85f671d7232a1ad13df91b72df2ba0891f91aba

11.50 European Vocational Educational Training Microcredentials
(EUVETMC)
1.50.0.0.0.1 European Vocational Education and Training Microcredential (EUVETMC)

1.51 Overview

The European Vocational Education and Training Microcredential (EUVETMC) is a
standardized, digitally verifiable credential certifying short, focused learning outcomes
within the European VET ecosystem. Built on the European Learning Model (ELM) 3.2 and
aligned with the European Blockchain Services Infrastructure (EBSI), EUVETMC enables
VET providers, learners, and employers to share, verify, and leverage vocational skills in a
secure, interoperable, and trusted manner.

EUVETMC microcredentials are issued by accredited VET providers (e.g., vocational
schools, training centers, or Centres of Vocational Excellence) and are designed to meet
labor market demands, support lifelong learning, and facilitate transitions to green and
digital economies.

1.52 Business Value

EUVETMC provides significant benefits for stakeholders in the VET and employment
sectors:

1.52.0.0.1 For VET Providers:

e Market Relevance: Offer targeted training programs (e.g., green skills, digital
competences) that attract learners and align with regional skills ecosystems.

e Revenue Opportunities: Develop microcredentials as standalone courses or
stackable components, creating new funding streams via vouchers or Erasmus+.

e International Recognition: Leverage EBSI’s interoperability for credentials
recognized across EU member states, enhancing provider reputation.
1.52.0.0.2 For Learners:

e Employability: Gain certified skills (e.g., welding, IT support) from trusted
providers, improving job prospects and career mobility.

e Flexibility: Complete short, work-based or school-based modules (1-15 ECVET
points) that fit work schedules, with stackable options toward qualifications.

e Portability: Store and share credentials via Europass digital wallets, ensuring
employer verification across borders.
1.52.0.0.3 For Employers:
e Skilled Workforce: Access candidates with verified, job-specific skills, reducing
hiring risks and addressing skills shortages.
o Upskilling: Partner with VET providers to create tailored microcredentials for
employee training, addressing green and digital transitions.



e Efficiency: Verify credentials instantly via EBSI, eliminating fraud and streamlining
recruitment.

1.53 Key Features

e Standardized Structure: EUVETMC adheres to ELM 3.2, including:

o APerson (learner) with name, surname, and date of birth (in date-time
format).

o Atleastone Learning Achievement (e.g., completed training) and Learning
Assessment (e.g., practical test) with provenBy (including awardedBy).

o ALearning Outcome with at least one Competence and optional ESCO skills
for labor market alignment.

o Credits (1-15 ECVET points) with location of awarding, ensuring measurable
vocational value.

o Includes displayParameter (e.g., language, format) and
credentialProfiles (e.g., Europass).

e Digital and Verifiable: Issued as JSON-LD Verifiable Credentials with types
VerifiableCredential, EuropeanDigitalCredential,
EuropeanVocationalEducationTrainingMicrocredential, and
VerifiableAttestation.

¢ Interoperability: Recognized across EU member states via EBSI and Europass.

e Quality Assurance: Aligned with EQAVET framework, ensuring trust and credibility.

e Flexibility: Supports work-based learning, apprenticeships, and continuing VET (C-
VET).

1.54 Use Cases

e Work-Based Learning:
A learner completes a 5-ECVET EUVETMC in “Renewable Energy Installation” from a
VET center, earning a credential that qualifies them for green energy roles.

e Upskilling:
A company partners with a VET provider to offer EUVETMC in cybersecurity,
enabling employees to gain certified skills, verified by HR via EBSI.

e Apprenticeship Pathways:
An apprentice earns multiple EUVETMC microcredentials (e.g., 3 ECVET each) that
stack toward a full VET qualification, reducing training time.

¢ International Mobility:
A learner from Croatia presents an EUVETMC to a German employer, who verifies it
via EBSI, ensuring trust in the candidate’s skills.

1.55 Why EUVETMC Matters

EUVETMC addresses the need for agile, market-relevant vocational training in a rapidly
changing economy. It empowers VET providers to deliver flexible, high-quality education,



equips learners with portable skills, and enables employers to address skills gaps
efficiently. By leveraging EBSI and EQAVET, EUVETMC ensures trust, scalability, and
alignment with the green and digital transitions.

1.56 Data Model
1.56.0.0.1 ELM-based Entity-Relationship Diagram

Competencies
(mandatory, min 1)

Learning Outcomes
(mandatory, min 1)

\

ECVET Points
(mandatory, 1-15)

Level

(mandatory, EQF) ESCO Skills
(optional)

Learning Achievement
(mandatory, min 1)

\ \ Learning Setting

(mandatory, e.g., work-based)
Issuer
/ (mandatory)

EUVETMC
Stackability
(optional)
\ Quality Assurance

(mandatory, EQAVET)

Learning A Assessment Type
(mandatory, min 1) (mandatory, e.g., practical)

Issuer Country
(mandatory)

1.56.0.0.2 1. Credential Subject Information

|Field |ELM Object |Subobject |[Comments| |Date of birth |elm:Person |elm:dateOfBirth
|[Mandatory, in date-time format (e.g., 1998-01-01T00:00:00+00:00)| |[Family name
lelm:Person [foaf:familyName |Mandatory| |Given name |elm:Person |foaf:givenName
|[Mandatory| |Personalidentifier |elm:Person |elm:Person |Optional, typically national ID|



1.56.0.0.3 2. Awarding Institution Information

|[Field |ELM Object |Subobject |[Comments| [Name of awarding institution
lelm:awardingBody, elm:Organisation, elm:Legalldentifier| elm:awardedBy |Mandatory,
includes location (e.g., country)|

1.56.0.0.4 3. Microcredential Information

|[Field |ELM Object |Subobject |[Comments| |[Name of Microcredential
lelm:LearningAchievement |dc:title [Mandatory| |Date of award of Microcredential
lelm:AwardingProcess |elm:awardingDate |Mandatory, in date-time format| |Country of
award |dc:Location| | [Mandatory| |Overall classification
lelm:LearningAchievementSpecification |elm:Qualification |[Mandatory, EQF| |Main field of
study |elm:LearningAchievementSpecification [elm:educationSubject |Mandatory]|
|[Workload (ECVET points) |elm:LearningAchievementSpecification |elm:creditPoint
[Mandatory| |Learning setting |elm:LearningAchievementSpecification |elm:mode
[IMandatory, e.g., work-based|

1.56.0.0.5 4. Learning Activities

|[Field |ELM Object |Subobject |Comments| |[Name of learning activity

lelm:LearningOpportunity |dc:title [Mandatory| |Start date |elm:LearningOpportunity
|dc:PeriodOfTime |Mandatory| |End date |elm:LearningOpportunity |dc:PeriodOfTime
[Mandatory| |Workload in hours |elm:LearningOpportunity |elm:duration |Mandatory|

1.56.0.0.6 5. Learning Outcomes

|[Field |ELM Object |Subobject |[Comments| |Title of learning outcome
|lelm:LearningOutcome |dc:title |[Mandatory| |ESCO competencies |elm:LearningOutcome
lelm:competence |[Mandatory, includes provenBy with awardedBy]|

1.56.0.0.7 6. Assessment

|[Field |ELM Object |Subobject |[Comments| |Assessment type |elm:LearningAssessment
lelm:grade |[Mandatory, e.g., practical test| |Assessment method
lelm:LearningAssessment |elm:mode |[Mandatory| |Grading scheme
lelm:LearningAssessment |elm:GradingScheme |Mandatory]|

1.56.0.0.8 7. Entitlement

|[Field |ELM Object |Subobject [Comments| |Entitlement type |elm:LearningEntitlement
|Optional, e.g., professional certification| [Jurisdiction |elm:LearningEntitlement
lelm:limitNationalOccupation |Optional]

1.56.0.0.9 Implementation Consideration

e The credential should be issued in a verifiable digital format, ensuring
interoperability with European and international recognition frameworks.



e The credentialincludes displayParameter and credentialProfiles for consistent
rendering and verification.

1.56.1 Business Requirements

Schema file: EUVETMC-EuropeanVocationalEducationTrainingMicrocredential. json
Registry: EBSI Registry

1.56.2 Schema Definition

1.56.3 Examples
1.56.3.1 Unsigned Example
1.56.3.1.1 EUVETMC Unsigned Credential

The unsigned_credential field in the artifact contains the full JISON-LD representation of
the European Vocational Education and Training Microcredential (EUVETMC) without a
signature. This is the payload that would be signed using the JAdJES D-Zero profile. It
excludes the proof property, as specified in issuance-detailed.md, because the JAdES D-
Zero profile uses an external JWS for signing rather than embedding a proof object within
the credential.

{
"@context": [

"https://www.w3.0rg/2018/credentials/v1",
"https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/contexts/european-
digital-credential-v3.jsonld"

1,
"id": "urn:uuid:7b8c9d@e-f12a-43b5-9c7d-558766221111",
"type": [
"VerifiableCredential",
"VerifiableAttestation",
"EuropeanDigitalCredential”,
"EuropeanVocationalEducationTrainingMicrocredential™
1,
"identifier": [
{
"id": "urn:identifier:123457789-VETMC-2025",
"type": "Identifier",
"notation": "123457789-VETMC-2025",
"schemeAgency": {
"en": "Barcelona Vocational Training Institute"
}s
"dateIssued": "2025-07-01T09:00:00Z"
}
1,
"credentialProfiles": [
{

"id": "https://data.europa.eu/europass/credential-profiles/vet-microcre


https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x690878adbdbc2c6b2865829003a1e34800df5d173d302ff11958836f8f977a26

dential-v1l",
"type": "Concept",
"prefLabel™: {

en": "Vocational Education and Training Microcredential Profile v1"

}
}
1,
"displayParameter": {
"id": "urn:display:john-doe-vet-microcredential”,
"type": "DisplayParameter",
"title": {

en": "Vocational Digital Skills Training Microcredential”,

es": "Microcredencial de Formacién en Competencias Digitales Vocaciona

¥
"language": [

{

les

"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"preflLabel™: {
"en": "English"
}
}
1,
"primaryLanguage": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"preflLabel”: {
"en": "English"
}
¥
"individualDisplay": [
{
"id": "urn:display:individual-1",
"type": "IndividualDisplay",
"language": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel": {

en": "English"
}

¥
"displayDetail": [
{
"id": "urn:display:detail-1",
"type": "DisplayDetail”,
"image": {
"id": "urn:media:certificate-image",
"type": "MediaObject",
"contentType": {



"id": "https://www.iana.org/assignments/media-types/image/png

"type": "Concept",
"prefLabel": {

"en": "image/png"
}
¥
"contentEncoding": {
"id": "https://www.iana.org/assignments/character-sets/base64d

"type": "Concept",

"prefLabel": {
"en": "base64"

}

}s
"content": "iVBORwOKGgoAAAANSUhEUgAAAAEAAAABCAYAAAATFcSIAAAACK]L

EQVR4AnGMAAQAABQABDQottAAAAABIRUSErkIggg=="
s
"page": 1
}
]
}
]
¥
"issuer": {
"id": "did:ebsi:987654321",
"type": "Organisation",
"legalName": {

"en": "Barcelona Vocational Training Institute"
¥
"location": {
"id": "urn:location:vet-institute-barcelona",
"type": "Location",
"address": [
{

"id": "urn:address:vet-institute-barcelona",
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel": {

en": "Spain"

¥
¥
"fullAddress": {
"id": "urn:note:address"”,
"type": "Note",
"noteLiteral”: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barcelona, S
pain"



¥
"credentialSubject": {

"id": "did:ebsi:123456789",

"type": "Person",

"dateOfBirth": "1995-05-15T00:00:00Z",
"familyName": {

"en": "Doe"
}s
"givenName": {
"en": "John"
}s
"hasClaim": [
{
"id": "urn:claim:vet-digital-skills",
"type": "LearningAchievement",
"title": {
"en": "Vocational Digital Skills Training Microcredential®,
"es": "Microcredencial de Formacidn en Competencias Digitales
ionales™

}s

"description": {

"en": "Completion of a vocational training microcredential in

al skills, covering basic digital tools and applications."”
s
"awardedBy": {
"id": "urn:awarding:vet-institute-barcelona",
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",
"type": "Organisation",
"legalName": {
"en": "Barcelona Vocational Training Institute”
}s
"location": {
"id": "urn:location:vet-institute-barcelona",
"type": "Location",
"address": [
{
"id": "urn:address:vet-institute-barcelona",
"type": "Address",
"countryCode": {

"id": "https://id.eesc.europa.eu/countries/ES",

"type": "Concept”,
"prefLabel": {

en": "Spain"

Vocac

digit



}
s
"fullAddress": {
"id": "urn:note:address”,
"type": "Note",
"noteLiteral™: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barc
elona, Spain"

}
}
]
}

}s
"awardingDate": "2025-07-01T09:00:00Z",

"location": {
"id": "urn:location:vet-institute-barcelona”,

"type": "Location",
"address": [
{
"id": "urn:address:vet-institute-barcelona",

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"preflLabel": {

Ilenll: IlSpainll
}
bs
"fullAddress": {
"id": "urn:note:address",

"type": "Note",
"noteLiteral”: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barcel
ona, Spain"

}
}
]
}
¥
"specifiedBy": {
"id": "urn:spec:vet-digital-skills",
"type": "Qualification",
"creditPoint": [
{
"id": "urn:credit:ecvet-3",
"type": "CreditPoint",
"framework": {
"id": "urn:framework:ecvet",



"type": "Concept",
"notation": "ECVET"

s
"point": "3"
}
1,
"educationSubject": [
{
"id": "https://digcomp.europa.eu/competence/1.1",
"type": "Concept",
"prefLabel™: {
"en": "Browsing, searching and filtering data, information an
d digital content”
}
}
1,
"mode": [
{
"id": "http://data.europa.eu/esco/concept/1234",
"type": "Concept",
"prefLabel”: {
"en": "Online"
}
}
1,
"eqfLevel": {

"id": "urn:eqf:level-4",
"type": "Concept",

"notation": "4"
}
¥
"provenBy": [
{

"id": "urn:assessment:vet-digital-skills",

"type": "LearningAssessment",

"grade": {
"id": "urn:grade:vet-digital-skills",
"type": "Note",
"noteLiteral": {

"en": "Pass"

}

}s

"specifiedBy": {
"id": "urn:spec:assessment-digital-skills",
"type": "LearningAssessmentSpecification",
"title": {

"en": "Digital Skills Assessment"

}

s

"awardedBy": {



"id": "urn:awarding:assessment-vet-institute",
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",
"type": "Organisation",
"legalName": {
"en": "Barcelona Vocational Training Institute"
¥
"location": {
"id": "urn:location:vet-institute-barcelona”,
"type": "Location",
"address": [
{
"id": "urn:address:vet-institute-barcelona",
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel": {

"en": "Spain"

}

b

"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"notelLiteral”: {

"en": "Gran Via de les Corts Catalanes, 585, 08007
Barcelona, Spain"

}

}

¥
]
}
}
}
¥
]
¥
]
bs

"issuanceDate": "2025-07-01T09:00:00Z",
"issued": "2025-07-01T09:00:00Z",
"validFrom": "2025-07-01T09:00:00Z",
"credentialSchema": [

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
€9d256296313a24d5884d5610835047febclebf46fbdd20c906149057ale0f02" ,
"type": "JsonSchema"
¥
{



"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
690878adbdbc2c6b2865829003a1e34800df5d173d302ff11958836181977a26",
"type": "JsonSchema"

}
1,

"credentialStatus": [

{
"id": "urn:status:7b8c9de-f12a-43b5-9c7d-558766221111",

"type": "StatusList2021Entry",

"statusPurpose": "revocation",

"statusListIndex": "0",

"statusListCredential": "https://api-pilot.ebsi.eu/status-1ist/2025/07"

}
]
}

1.56.3.2 Signed Example
1.56.3.2.1 EUVETMC Partially Constructed Signed Credential (JWS)

The jws field in the artifact includes:

header: A JSON object with the required JAdJES D-Zero fields (alg: ES256, typ: jades-d-z,
cty: vc+ld+json, kid, crit, sigT, sigPl). header_base64url: The Base64URL-encoded header.
payload_base64url: The Base64URL-encoded unsigned credential (partially shown due to
length). signature_base64url: A placeholder ([signature-placeholder]) instead of an actual
signature, as generating a valid ES256 signature requires the issuer’s private key, which is
not provided. compact_jws: The JWS compact serialisation (Header.Payload.Signature),
with the placeholder signature.

This represents the signed credential in JAdES D-Zero format, butitisincomplete due to
the placeholder signature. In a real implementation, the issuer (e.g., Barcelona Vocational
Training Institute) would compute an actual ES256 signature using their private key,
replacing [signature-placeholder].

{
"@context": [

"https://www.w3.0rg/2018/credentials/v1",
"https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/contexts/european-
digital-credential-v3.jsonld"
1,
"id": "urn:uuid:7b8c9d@e-f12a-43b5-9c7d-558766221111",
"type": [
"VerifiableCredential",
"VerifiableAttestation",
"EuropeanDigitalCredential™”,
"EuropeanVocationalEducationTrainingMicrocredential™
1,
"identifier": [

{



"id": "urn:identifier:123457789-VETMC-2025",
"type": "Identifier",

"notation": "123457789-VETMC-2025",
"schemeAgency": {

"en": "Barcelona Vocational Training Institute"
s
"dateIssued": "2025-07-01T09:00:00Z"
}
1P
"credentialProfiles": [
{

"id": "https://data.europa.eu/europass/credential-profiles/vet-microcre
dential-v1l",
"type": "Concept",
"prefLabel”: {
"en": "Vocational Education and Training Microcredential Profile v1"

}
}
15

"displayParameter": {
"id": "urn:display:john-doe-vet-microcredential”,
"type": "DisplayParameter",
"title": {
"en": "Vocational Digital Skills Training Microcredential"”,
"es": "Microcredencial de Formacion en Competencias Digitales Vocaciona

¥
"language": [
{
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"preflLabel™: {

en": "English"

les

}
}
15
"primaryLanguage": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",
"prefLabel™: {

en": "English"
}

¥
"individualDisplay": [
{
"id": "urn:display:individual-1",
"type": "IndividualDisplay",
"language": {
"id": "https://id.eesc.europa.eu/languages/en",
"type": "Concept",



"prefLabel”: {
"en": "English"
}
}s
"displayDetail": [
{
"id": "urn:display:detail-1",
"type": "DisplayDetail”,
"image": {
"id": "urn:media:certificate-image",
"type": "MediaObject",
"contentType": {
"id": "https://www.iana.org/assignments/media-types/image/png

"type": "Concept",
"prefLabel": {

"en": "image/png"
}
¥
"contentEncoding": {
"id": "https://www.iana.org/assignments/character-sets/base64d

"type": "Concept",
"prefLabel": {
"en": "base64"

}

}s
"content": "iVBORwOKGgOAAAANSUhEUgAAAAEAAAABCAYAAAATFcSIAAAACK]L

EQVRANGMAAQAABQABDQottAAAAABIRUSErkIggg=="
s
"page": 1
}
]
}
]
¥
"issuer": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": {
"en": "Barcelona Vocational Training Institute"
¥
"location": {
"id": "urn:location:vet-institute-barcelona"”,
"type": "Location",
"address": [
{

"id": "urn:address:vet-institute-barcelona”,
"type": "Address",
"countryCode": {



"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept”,
"prefLabel™: {

en": "Spain"

}
s
"fullAddress": {
"id": "urn:note:address",
"type": "Note",
"noteLiteral”: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barcelona, S
pain"

}
}
]
}

¥
"credentialSubject": {

"id": "did:ebsi:123456789",

"type": "Person",

"dateOfBirth": "1995-05-15T00:00:00Z",
"familyName": {

"en": "Doe"
¥
"givenName": {
"en": "John"
¥
"hasClaim": [
{
"id": "urn:claim:vet-digital-skills",
"type": "LearningAchievement",
"title": {
"en": "Vocational Digital Skills Training Microcredential®,
"es": "Microcredencial de Formaciodn en Competencias Digitales Vocac
ionales™

s
"description": {
"en": "Completion of a vocational training microcredential in digit
al skills, covering basic digital tools and applications.”
s
"awardedBy": {
"id": "urn:awarding:vet-institute-barcelona",
"type": "AwardingProcess",
"awardingBody": {
"id": "did:ebsi:987654321",

"type": "Organisation",
"legalName": {
"en": "Barcelona Vocational Training Institute”

}s



"location": {

"id": "urn:location:vet-institute-barcelona”,
"type": "Location",
"address": [
{
"id": "urn:address:vet-institute-barcelona",

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel": {

"en": "Spain"
¥
s
"fullAddress": {
"id": "urn:note:address”,
"type": "Note",
"noteLiteral™: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barc
elona, Spain"
¥
}
¥
]
}
¥

"awardingDate": "2025-07-01T09:00:00Z",
"location": {
"id": "urn:location:vet-institute-barcelona"”,

"type": "Location",
"address": [
{
"id": "urn:address:vet-institute-barcelona”,

"type": "Address",

"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"preflLabel": {

"en": "Spain"
¥
bs
"fullAddress": {
"id": "urn:note:address",

"type": "Note",
"noteLiteral”: {
"en": "Gran Via de les Corts Catalanes, 585, 08007 Barcel
ona, Spain"



]
}
¥
"specifiedBy": {
"id": "urn:spec:vet-digital-skills",
"type": "Qualification",
"creditPoint": [
{
"id": "urn:credit:ecvet-3",
"type": "CreditPoint",
"framework": {
"id": "urn:framework:ecvet",
"type": "Concept",
"notation": "ECVET"
¥
"point": "3"
}
g
"educationSubject": [
{
"id": "https://digcomp.europa.eu/competence/1.1",
"type": "Concept",
"prefLabel™: {
"en": "Browsing, searching and filtering data, information an
d digital content”

}
}
1,
"mode": [
{
"id": "http://data.europa.eu/esco/concept/1234",
"type": "Concept”,
"preflLabel": {

en": "Online"
}
}
1,
"eqfLevel": {
"id": "urn:eqf:level-4",
"type": "Concept",

"notation": "4"
}
¥
"provenBy": [
{
"id": "urn:assessment:vet-digital-skills",
"type": "LearningAssessment",
"grade": {

"id": "urn:grade:vet-digital-skills",
Iltypell: IINOteIlJ



"noteLiteral": {

"en": "Pass"
}
}s
"specifiedBy": {
"id": "urn:spec:assessment-digital-skills",
"type": "LearningAssessmentSpecification",
"title": {
"en": "Digital Skills Assessment™
}
}s
"awardedBy": {
"id": "urn:awarding:assessment-vet-institute",
"type": "AwardingProcess",

"awardingBody": {
"id": "did:ebsi:987654321",
"type": "Organisation",
"legalName": {
"en": "Barcelona Vocational Training Institute"
¥
"location": {
"id": "urn:location:vet-institute-barcelona",
"type": "Location",
"address": [
{
"id": "urn:address:vet-institute-barcelona",
"type": "Address",
"countryCode": {
"id": "https://id.eesc.europa.eu/countries/ES",
"type": "Concept",
"prefLabel": {

"en": "Spain"
}
3
"fullAddress": {
"id": "urn:note:address",

"type": "Note",
"noteLiteral”: {
"en": "Gran Via de les Corts Catalanes, 585, 08007
Barcelona, Spain"



]

¥
"issuanceDate": "2025-07-01T09:00:00Z",

"issued": "2025-07-01T09:00:00Z",
"validFrom": "2025-07-01T09:00:00Z",
"credentialSchema": [

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
€9d256296313a24d5884d5610835047febclebf46fbdd20c906149057ale0f02" ,
"type": "JsonSchema"

}s

{
"id": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x
690878adbdbc2c6b2865829003a1e34800d15d173d302ff11958836f8f977a26" ,
"type": "JsonSchema"

}
1,
"credentialStatus": [
{
"id": "urn:status:7b8c9dee-f12a-43b5-9c7d-558766221111",
"type": "StatusList2021Entry",
"statusPurpose": "revocation",
"statusListIndex": "@",
"statusListCredential": "https://api-pilot.ebsi.eu/status-1ist/2025/07"

1
b q
"Jws": {
"header": {
"alg": "ES256",
"typ": "jades-d-z",
"cty": "vc+ld+json”,
"kid": "did:ebsi:987654321#key-1",
"crit": ["sigT", "sigPl"],
"sigT": "2025-07-01T09:00:00Z",
"sigPl": {
"addressCountry": "ES",
"addressLocality": "Barcelona",
"postalCode": "08007",
"streetAddress": "Gran Via de les Corts Catalanes, 585"

}

¥

"header_base64url”: "eyJhbGciOiJFUzIINiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6
InZjK2xkK2pzb24ilLCIraWQiOiJkaWQ6ZWIzaTo50Dc2NTQzMjEja2V5LTELILCIjcmlOIjpbInNpZ
1QiLCJIzaWdQbCIdLCIzaWdUIjoiMjAyNSOwWNyOwMVQwOTowMDowMFoilCJzaWdQbCI6eyJhZGRyZX
NzQ291bnRyeSI6IKVTIiwiYWRkcmVzcOxvY2FsaXR5IjoiQmFyY2Vsb25hTIiwicG9zdGFsQ29kZST
6IjA4MDA3Iiwic3RyZWVOQWRkcmVzcyI6IkdyYW4gVmlhIGR1IGx1cyBDb3J0@cyBDYXRhbGFuUZXMs
IDU4ANSJ9fQ",

"payload_base64url”: "eyJAY29udGV4dCI6WyJodHRwczovLl3d3dy53My5vcmcvMjAxOC9
jcmVkZW50aWF s cy92MSIsImh@dHBz0i8vYXBpLXBpbG90LmVic2kuZXUvdHI1c3R1ZC1zY2h1bWFz



LX31Z21zdHI5L3YzL2NvbnR1eHRzL2V1cmOwZWFULWRpZ210YWwtY3J31ZGVudGlhbC12My5qc29ub
GQiXSwiaWQi0iJ1cma6dXVpZDo3YjhjOWQwZS1ImMTIhLTQzYjULtOWM3ZCOINTE3NGYYMFEXMTELLC
JOeXBlIjpbI1lZlcmlmaWFibGVDcmVkZW50aWFsIiwiVmVyaWZpYWIsZUFOdGVzdGF@aW9uIiwiRXV
yb3BlYW5EaWdpdGFsQ3J1ZGVudGlhbCIsIkV1cmOwZWFuVm9jYXRpb25hbEVkdWNhdGlvblRyYW1lu
aW5nTW1jcm9jcmVKkZW50aWFsI10sImlkZW50aWZpZXIi01t7ImlkIjoidXJuOmlkZW50aWZpZXI6eM
TIzNDU3Nzg5LVZFVE1DLTIWMjUiLCJ@eXB1lIjoiSWR1bnRpZmllciIsIm5vdGF@aW9uIjoiMTIzND
U3Nzg5LVZFVE1IDLTIWMjUiLCJIzY2h1bWVBZ2VuY3kiOnsiZW4i0iJCYXIjZWxvbmEgVm9jYXRpb25
hbCBUcmFpbmluZyBJbnN@aXR1dGUifSwiZGFOZUlzc3V1ZCI6IjIwMjUtMDctMDFUMDk6MDAEGMDBa
In1dLCIjcmVKZW50aWFsUHIvZmlsZXMi01t7ImlkIjoiaHROCHMELY9KYXRhLmV1cmOwYS51dS9ld
XJIvcGFzcy9jcmVkZW50aWF s LXByb2ZpbGVzL3Z1dC1taWNyb2NyZWR1bnRpYWwtdjEiLCI@eXB11Ij
01Q29uY2VwdCIsInByZWZMYWI1bCI6eyJ1lbiI6I1ZvY2F@aWOuYWwgRWR1Y2F@aWOuIGFuZCBUcmF
pbmluZyBNaWNyb2NyZWR1bnRpYWwgUHIvZm1sZSB2MSJI9fVOsImRpc3BsYX1QYXIhbWVOZXIiOnsi
aWQi0iJicm46Z

"
J

"signature_base64url": "[signature-placeholder]”,

"compact_jws": "eyJhbGciOiJFUzI1INiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6InZjK
2xkK2pzb24ilCJIraWQiOiJkaWQ6ZWIzaTo50Dc2NTQzMJjEja2V5LTEILCIjcmlOIjpbInNpZ1QilC
JzaWdQbCJdLCIzaWdUIjoiMjAyNSOwWNyOwMVQwOTowMDowMFoilCJzaWdQbCI6eyIhZGRyZXNzQ29
1bnRyeSI6IKVTIiwiYWRkcmVzcOxvY2FsaXR5IjoiQmFyY2Vsb25hIiwicG9zdGFsQ29kZSI6IjA4
MDA3Iiwic3RyZWVOQWRkcmVzcyI6IkdyYW4AgVmlhIGR1IGx1cyBDb3J0cyBDYXRhbGFuUZXMsIDU4N
SJ9fQ.eyJAY29udGV4dCI6WyJodHRwczovL3d3dy53My5vemcvMjAXOC9jcmVkZW50alWFscy92MST
sImh@dHBz0i8vYXBpLXBpbG90LmMVic2kuzZXUvdHI1c3R1ZC1zY2h1bWFzLXJ1Z21zdHI5L3YZzL2Nv
bnR1eHRzL2V1cmOwZWFUuLWRpZ210YWwtY3J1ZGVudGlhbC12My5qc29ubGQiXSwialWQiOiJlcmd6d
XVpZDo3YjhjOWQwZSImMTIhLTQzYjUtOWM3ZCOINTE3NjYyMJEXMTEiLiLCIOeXB1IjpbI1lZ1lcmlmalW
FibGVDcmVkZW50aWFsIiwiVmVyaWZpYW]sZUF@dGVzdGF@aW9uIiwiRXVyb3B1lYW5EaWdpdGFsQ3]
1ZGVudG1lhbCIsIkV1cmOwZWFuVm9jYXRpb25hbEVkdWNhdG1vblRyYWluaW5nTW1jcm9jcmVkZW50
aWFsI10sImlkZW50aWZpZXIi01lt7ImlkIjoidXJuOmlkZW50aWZpZXI6MTIzNDU3Nzg5LVZFVELDL
TIwMjUiLCJ@eXB1lIjoiSWR1bnRpZm11lciIsIm5vdGFOaWOuIjoiMTIzNDU3Nzg5LVZFVELDLTIwM]
UiLCJzY2h1lbWVBZ2VuY3kiOnsiZW4i0iJCYXJjZWxvbmEgVm9jYXRpb25hbCBUcmFpbmluZyBJbnN
0aXR1dGUifSwiZGFOZUlzc3V1ZCI6IjIwMjUtMDctMDFUMDKk6MDA6MDBaIn1dLCIjcmVkZW50alWFs
UHJvZmlsZXMiO1t7ImlkIjoiaHROCHM6LY9kYXRhLmV1cmOwYS51dS91dXIvcGFzcy9jcmVkZW50a
WFsLXByb2ZpbGVzL3Z1dC1ltaWNyb2NyZWR1bnRpYWwtdjEiLCJ@eXB1Ij0oiQ29uY2VwdCIsInByZW
ZMYWJ1bCI6eyJ1biI6I1ZvY2FQaWOuYWwgRWR1Y2F@aW9uIGFuZCBUcmFpbmluZyBNaWNyb2NyZWR
1bnRpYWwgUHIvZm1sZSB2MSJ9fVOsImRpc3BsYX1QYXIhbWVOZXIiOnsialWQi0iJlcm46Z

.[signature-placeholder]™

}
}



11.57 Professional Qualifications Schemas
Schema file: ProfessionalSuitabilityCredential. json
Registry: EBSI Registry

1.57.1 Certificate of Professional Suitability Schema
Schema file: ProfessionalTrainingCredential.json

Registry: EBSI Registry

1.57.2 Professional Training Schema


https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0x2d5971743a402de5ba00aad9697200153cbac29ccb5b1852e704cd541213f994
https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0xa92c40f0684db3bbcf2bb2600579dfaf7785a421515394c79eb9de41debf17a7

11.58 Advanced Implementation Schemas

Schema file: EDC_ELMV3.2 202506 schema. json

Comprehensive ELM-based credential structure implementing European Learning Model
v3.2 specifications for enhanced semantic interoperability across European educational

systems.

1.58.1 European Learning Model v3.2



12 Quality Assurance

Overview

This section focuses on the data models and schemas related to quality assurance in
education. These models enable verification of institutional quality, accreditation status,
and alignment with European and national quality frameworks. They ensure that credentials
can be trusted based on the standing of their issuing institutions.

Data models and schemas related to quality assurance in education:

e Accreditation information

e |[nstitution verification

e European Quality Assurance Register (EQAR) alighment
e National quality framework integration

e Quality labels and certification

Quality Assurance Components
Accreditation Information

These schemas document formal recognition that an institution meets established
standards. Our models support:

e Institutional accreditation status

e Programme-specific accreditation
e Specialised discipline accreditation
e Professional body recognition

e Validity periods and renewal status

For detailed schema information, see Accreditation Schema.

Institution Verification

These schemas provide verifiable information about educational institutions. Our models
support:

e Official institutional recognition

e Legal status verification

e Operational authorisation

e Historical continuity documentation
e |[nstitutional identifiers

For detailed schema information, see Institution Verification Schema.


accreditation-schema.md
institution-verification-schema.md

European Quality Assurance Register (EQAR) Alignment

These schemas document alignment with the European Quality Assurance Register. Our
models support:

e EQAR registration status

e Compliance with European Standards and Guidelines (ESG)
e Quality assurance agency verification

e Cross-border quality assurance activities

e European quality assurance networks membership

For detailed schema information, see EQAR Alignment Schema.

National Quality Framework Integration
These schemas enable integration with national quality frameworks. Our models support:

e National qualification framework levels
e Country-specific quality requirements

¢ National authorisation documentation

e Regulatory compliance verification

e National recognition status

For detailed schema information, see National Framework Schema.

Quality Labels and Certification
These schemas document specific quality designations. Our models support:

e Excellence labels

e Specialised quality certifications
e Industry-recognised quality marks
e Thematic quality labels

e International quality designations

For detailed schema information, see Quality Labels Schema.

Implementation and Integration
These quality assurance schemas are designed to:

e Provide transparent verification of institutional quality


eqar-alignment-schema.md
national-framework-schema.md
quality-labels-schema.md

e Supporttrustin credential issuers

e Enable automated verification of accreditation status

e Facilitate cross-border recognition of quality assurance
e Integrate with European quality frameworks

e Support national quality systems

Usage in Trust Frameworks
These quality assurance schemas support key trust mechanisms including:

e Trusted issuer verification

e [nstitutional authority validation

e Credential quality assessment

e Cross-border trust establishment

e Qualification recognition processes

Versioning

All schemas follow a consistent versioning pattern: - Major versions for breaking changes -
Minor versions for feature additions - Patch versions for corrections

Current version: 1.0.0



13 Non-foundational ID

Overview

This section covers identifiers and credentials that are not based on foundational identity
but are still relevant in educational or professinal qualifications contexts. These
credentials provide important verification of status, membership, achievements, and skills
that complement formal educational qualifications.

Type of credentials:

e EductaionallD for student and academic identification

e AlliancelD for European University Alliances participants
e MyAcademiclD for student and academic mobility

e FEuropean Student Card

e Alumni credentials

e Professional membership attestations

e Continuing education certificates

e Skill badges and micro-credentials

Non-foundational Credential Types for professional qualifications domain
DoctorlD

The Doctor ID Schema defines the data structure for representing identity credentials of
physicians.

For detailed information, see Doctor ID schema

Non-foundational Credential Types for educational domain

EducationallD

These schemas support digital versions of student identification and affilitaion. Our
models include:

e |[nstitutional affiliation

e Student status verification

e Accessrights documentation
e Academic period validity

e Service entitlements

For detailed schema information, see Educational ID Schema.


doctor-id-schema.md
educational-id-schema.md

AlliancelD

The Verifiable AlliancelD provides identity credentials for natural persons participating in
European University Alliances. Our schemas include:

e Alliance-specific identification

e Cross-institutional identity verification
e Standardized identifier format

e Alliance membership attestation

e Alliance-based cooperation support

For detailed schema information, see AlliancelD Schema.

MyAcademiclD

The MyAcademiclD provides a standardized academic non-foundational identity for
students and staff across European higher educational institutions linked to mobility
programmes. Our schemas include:

e Community user identification
e European studentidentification
e Academic affiliations

e |dentity assurance levels

e Academic entitlements

For detailed schema information, see MyAcademiclD Schema.

European Student Card
These schemas support digital versions of euroepan student card. Our models include:

e |Institutional affiliation

e Student status verification

e Accessrights documentation
e Academic period validity

e Service entitlements

For detailed schema information, see European Student Card ESI Schema.

Alumni Credentials

These schemas document graduate status and alumni relationships. Our models include:


allianceid-schema.md
myacademicid-schema.md
esi-schema.md

e Graduate verification

e Alumni association membership
e Graduation details

e Historic institutional affiliation

e Alumni benefits entitlement

For detailed schema information, see Alumni Credential Schema.

Professional Membership Attestations

These schemas verify membership in professional bodies and organisations. Our models
include:

e Professional body membership
e Association affiliation

e Professional standing

e Membership level

e Specialty designation

For detailed schema information, see Professional Membership Schema.

Continuing Education Certificates

These schemas document ongoing professional development and education. Our models
include:

e Professional development completion
e Continuing education units

e Refresher training verification

e Professional requirements fulfilment
e Specialised training completion

For detailed schema information, see Continuing Education Schema.

Skill Badges and Micro-credentials
These schemas represent specific skills and competencies. Our models include:

e Discrete skill verification

e Competency demonstration

e Micro-achievement documentation
e Stackable credential components


alumni-credential-schema.md
professional-membership-schema.md
continuing-education-schema.md

e Skill level assessment

For detailed schema information, see Skill Badge Schema.

Implementation and Integration
These non-foundational ID schemas are designed to:

e Complement formal educational credentials

e Supportlifelong learning verification

e Provide granular skills and status documentation
e Enable flexible credential ecosystems

e Supportimmediate verification needs

Usage in Educational Contexts
These non-foundational ID schemas support key educational scenarios including:

e (Campus service access

e Professional community participation

e Continuous professional development tracking
e Alumni service provision

e Skills-based hiring and advancement

Privacy Considerations
Non-foundational credentials often involve different privacy considerations:

e Limited personal data requirements
e Context-specific identification

e Time-bounded validity

e Purpose-specific design

e Minimal data principles

Versioning

All schemas follow a consistent versioning pattern: - Major versions for breaking changes -
Minor versions for feature additions - Patch versions for corrections

Current version: 1.0.0


skill-badge-schema.md

13.1 Educational ID Schema

Overview

The Educational ID Schema defines the data structure for representing educational identity
credentials that confirm a person’s affiliation with an educational institution. This schema
supports verification of student status and other academic information such as, for
example, institutional email.

The schemais built on top of the EBSI (European Blockchain Services Infrastructure) trusted
schemasregistry and incorporates standard attributes from eduGAIN and SCHAC (SCHema

for Academia) frameworks,

ensuring interoperability across European educational

institutions.

Key Features

Identity Verification: Confirms the identity of individuals within educational
contexts using standardized identifiers

Institutional Affiliation: Verifies the relationship between a person and their
educational organization

Academic Status: Supports various types of educational affiliations (student,
faculty, staff, alumni, etc.)

Interoperability: Based on established European standards (eduGAIN, SCHAC) for
cross-institutional recognition

Privacy-Aware: Includes only essential personal and academic information
required for verification purposes

Supported Information

This schema enables verification of:

Personal Identity: Basic personal information (names, date of birth) with
standardized identifiers

Institutional Affiliation: Connection to specific educational organizations through
schacHomeOrganization

Academic Status: Educational roles and affiliations within the institution via
eduPerson attributes

Contact Information: Institutional email address for communication purposes

Unique Identifiers: Both institutional and national-level unique codes for
interoperability

Identity Assurance: Level of confidence in the identity verification process



Standards Compliance

The schema complies with: - eduGAIN: European research and education identity
federation attributes - SCHAC: Standard schema for academia with European-specific
extensions - EBSI: European Blockchain Services Infrastructure requirements - JSON
Schema Draft 2020-12: Latest JSON Schema specification

Schema Structure
{

"$schema": "https://json-schema.org/draft/2020-12/schema”,

"title": "Verifiable Educational ID",

"description”: "Schema of a Verifiable Educational ID for a natural person
participating in the educational use cases"”,

"type": "object",

"allof": [

{
"$ref": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/
Oxbe77a21356835dc09d3d8149ea832aePadbaePae9c869d18219ef8f4a74b4644"
¥
{
"properties": {
"credentialSubject": {
"description”: "Defines additional properties on credentialSubject
to describe IDs that do not have a substantial level of assurance.",
"type": "object",
"properties"”: {
"id": {

"description": "Defines a unique identifier of the credential s
ubject. DID:Key value, generated by the user wallet and associated to the cre
dential holder. Refer specification available at https://api-pilot.ebsi.eu/do
cs/specs/did-methods/did-method-for-natural-person ",

"type": "string"

s
"identifier": {

"description": "Defines an alternative identifier for the crede
ntial subject and has as value the value of eduPersonPrincipalName attribute
of the credential subject within the Home Organization (needs to be globally
unique and persistent).",

"type": "string"

s
"schacPersonalUniqueCode”: {

"description”: " schacPersonalUniqueCode can have different for
ms urn:schac:personalUniqueCode:int:esi:<sHO>:<code> (where <sHO> is the High
er Education Institution's schacHomeOrganization) and urn:schac:personalUniqu
eCode:int:esi:<country-code>:<code> (<code> is a string that uniquely identif
ies the person).",

"type": "array",



"items": {
"type": "string"
}
}s
"schacPersonalUniqueID": {
"description”: "value is different in different countries, most
ly urn:schac:personalUniqueID:<country-code>:<code>.",
"type": "string"
s
"schacHomeOrganization": {
"description”: "Specifies the home organization of the credenti
al subject”,
"type": "string"
s
"familyName": {
"description”: "Defines current family name(s) of the credentia
1 subject which corresponds to the eduGAIN attribute sn",
"type": "string"
s
"firstName": {
"description”: "Defines current first name(s) of the credential
subject which corresponds to the eduGAIN attribute givenName",
"type": "string"
}s
"displayName": {
"description": "The name(s) that should appear in white-pages-1
ike applications”,
"type": "string"
}s
"dateOfBirth": {
"description”: "Defines date of birth of the credential subject
(format: yyyyMMdd)",
"type": "string",

"format": "date"
}s
"commonName": {
"description": "Defines the first and the family name(s) of the

credential subject at the time of their birth",
"type": "string"
3
"mail": {

"description”: "(primary) e-mail address of the credential subj
ect as registered by the educational institution issuing the Verifiable Educa
tional ID",

"type": "string"

3
"eduPersonPrincipalName": {

"description”: "Unique, persistent identifier of the credential
subject",

"type": "string"



¥

"eduPersonPrimaryAffiliation": {

"description": "Primary Affiliation within Home Organization ",
"type": "string"

}s

"eduPersonAffiliation": {
"description”: "Affiliation within Home Organization. It can co

ntain multiple values such as member, student, employee, faculty, staff, affi
liate, alumni, etc.",
"type": "array",
"items": {
"type": "string"
}
s

"eduPersonScopedAffiliation": {
"description": "The person's affiliations within Home Organizat
ion scoped with the Home Organization",
"type": "array",
"items": {
"type": "string"
}
}s

"eduPersonAssurance": {
"description”: "represents identity assurance profiles (IAPs) h
ttps://wiki.refeds.org/display/ASS/REFEDS+Assurance+Framework+ver+1.0",
Iltypell: Ilar‘r‘ayll,
"items": {
"type": "string"

}
s
"image": {
"$ref": "#/$defs/MedialObjectType"
}
¥
"required": [
"id",
"identifier",
"eduPersonScopedAffiliation"
]
}
}
}
1P
"$defs": {
"URIType": {
"type": "string",
"format": "uri"
¥

"StringType": {
"type": "string"



¥
"LiteralType": {
"$ref": "#/$defs/StringType"
¥
"IntegerType": {
"type": "integer"
¥
"GenericIdType": {
"allof": [

{

}s
{

"$ref": "#/$defs/URIType"

"ift {
"type": "string",
"pattern": "~(http|urn)"
s
"then": {

"type": "string",

"pattern": "~(http://data.europa.eu/snb/|http://publications.euro
pa.eu/resource/authority/|urn:epass:.+:[0-9]+$|urn:epass:concept(Scheme)?:[0-
9A-Za-z\\-]*$)"

¥
¥
]
¥
"Many!LangStringType": {
"type": "object",
"propertyNames": {

"pattern": "~(aalablae|af|ak|am|an]|ar|as|av|ay|az|ba|be|bg|bh|bi|bm|b
n|bo|br|bs|calce|ch|co|lcr|cs|culcv|cy|da|de|dv|dz|ee|el|en|eo|es|et|eu|fa|ff]|
fi|fj|fo|fr|fy|ga|gd|gl|gn|gulgv|halhe|hi|ho|hr|ht|hu|hy|hz|ia|id]|ie|ig|ii]ik
|in|io|is|it|iu]|iw]|jalji|jv|jw|ka|kg|ki|kj|kk|kLl]|km|kn|ko|kr|ks|ku|kv|kw|ky]|1
allb|lg|li|ln|lo|1t|1lu|lv|mg|mh|mi|mk|ml|mn|mo|mr|ms|mt|my|na|nb|nd|ne|ng|nl]|
nn|no|nr|nv|ny|oc|oj|om|or|os|pa|pi|pl|ps|pt|qu|rm|rn|ro|rulrw|salsc|sd]|se]|sg
|sh|si|sk|sl|sm|sn|so|sq|sr|ss|st|su|lsv|sw|ta|te|tg|th|ti|tk|tl|tn|to|tr|ts]|t
t|tw|ty|ug|uk|ur|uz|ve|vi|vo|wa|wo|xh|yi|yo]|za|zh|zu)$"

s
"minProperties": 1

¥

"ConceptSchemeType": {
"type": "object",
"additionalProperties": false,
"properties": {

"id": {

"$ref": "#/$defs/GenericIdType”

}s

"type": {

"const": "ConceptScheme"

}



}s
"required": []
¥
"ConceptType": {
"type": "object",
"additionalProperties": false,
"properties": {
"id": {
"$ref": "#/$defs/GenericIdType"

type": {

: "Concept”

"prefLabel”: {
"$ref": "#/$defs/Many!LangStringType"
bs
"notation": {
"$ref": "#/$defs/LiteralType”
}s
"inScheme": {
"$ref": "#/$defs/ConceptSchemeType"
3
"definition": {
"$ref": "#/$defs/Many!LangStringType"
}
s
"required": []
3
"MediaObjectType": {
"type": "object",
"additionalProperties": false,
"properties": {
llidll: {
"$ref": "#/$defs/GenericIdType"

¥
“type”: {
"const": "MediaObject"
¥
"title": {
"$ref": "#/$defs/Many!LangStringType"
¥

"description": {
"$ref": "#/$defs/Many!LangStringType"
¥
"contentType": {
"$ref": "#/$defs/ConceptType"
Ts
"attachmentType": {
"$ref": "#/$defs/ConceptType"

}s



"contentEncoding": {
"$ref": "#/$defs/ConceptType"
s
"contentSize": {
"$ref": "#/$defs/IntegerType"
s
"content": {
"$ref": "#/$defs/StringType"
¥
"contentURL": {
"$ref": "#/$defs/URIType"
}
s
"required": [
"contentType",
"contentEncoding",
"content"

Example Credential
{
"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/0xbe77a213
56835dc09d3d8149ea832ae0adbaebae9c869d18219ef8f4a74b4644"
1
"id": "https://university-example.eu/credentials/educational-id/9876",
"type": ["VerifiableCredential", "VerifiableEducationalID"],
"issuer": {
"id": "did:ebsi:2A9PZGnuqIBWNrpCTNQkBNHPhNHSqJIhGXUhL3xWtL5Fst3EVb",

"name": {
"en": "University of Example",
"es": "Universidad de Ejemplo",
"de": "Universitat Beispiel”

¥

"type": "University"
¥
"issuanceDate": "2023-09-01T00:00:00Z",
"expirationDate": "2024-08-31T23:59:597",
"credentialSubject": {
"id": "did:key:z6MkhaXgBZDvotDkL5257faiztiGiC2QtKLGpbnnEGta2doK",
"identifier": "carlos.rodriguez@university-example.eu",
"schacPersonalUniqueCode": [
"urn:schac:personalUniqueCode:int:esi:university-example.eu:21345678",
"urn:schac:personalUniqueCode:int:esi:ES:21345678"

15



64",

"schacPersonalUniqueID": "urn:schac:personalUniqueID:ES:12345678Z",
"schacHomeOrganization": "university-example.eu",

"familyName": "Rodriguez",

"firstName": "Carlos",

"displayName": "Carlos Rodriguez",

"dateOfBirth": "2000-03-25",

"commonName": "Carlos Rodriguez",

"mail": "carlos.rodriguez@university-example.eu",
"eduPersonPrincipalName": "carlos.rodriguez@university-example.eu",
"eduPersonPrimaryAffiliation": "student",
"eduPersonAffiliation": [

"member",

"student"
1s

"eduPersonScopedAffiliation": [
"student@university-example.eu",
"member@university-example.eu”

1,

"eduPersonAssurance": [
"https://refeds.org/assurance/IAP/low"

1,
"image": {
"id": "https://university-example.eu/images/student-photos/21345678",
"type": "MediaObject",
"title": {
"en": "Student Photo",
"es": "Foto del Estudiante",
"de": "Studentenfoto"
s
"description”: {
"en": "Official student identification photo",
"es": "Foto oficial de identificacidén estudiantil”,
"de": "Offizielles Studentenausweis-Foto"
s
"contentType": {
"id": "http://publications.europa.eu/resource/authority/file-type/JPE
"type": "Concept",
"preflLabel™: {
"en": "JPEG Image"
}
s
"contentEncoding": {
"id": "http://publications.europa.eu/resource/authority/encoding/BASE

"type": "Concept",
"preflLabel™: {
"en": "Base64"
}
}s



"contentSize": 15240,

"content": "iVBORwWOKGgOAAAANSUhEUgAAAQAAAAEACAYAAABccghmAAAABHNCSVQICAg
IfAhkiAAAAAIWSF1zAAALEgAACXIBOt1+/AAAABXORVhOU29mdHdhcmUAQWRVYmUgRmlyZXdvemtz
TENTNui8sowAAAAWAEVYdENYZWF@aWOuIFRpbWUAMDkVMDEVMjPqB71eAAADrE1EQVR4N03dOY3bM
AyAYXcBO...",

"contentURL": "https://university-example.eu/api/vl/student-photos/2134
5678.jpg"

}
¥
"proof": {
"type": "EcdsaSecp256klSignature2019”,
"created": "2023-09-01T08:15:27Z",
"proofPurpose"”: "assertionMethod",
"verificationMethod": "did:ebsi:2A9PZGnuqIBWNrpCTNQkBNHPhNHSqJhGXUhL3xWtL
S5Fst3EVb#keys-1",
"proofValue": "z4a2FvTshj6vM4YByKKiiaAS5xru6kNIJKR76TQXcm2xrr47rH1gobQeFCYG
zUBchvLNfMayd5qFyNtSw6tPCxBh7KT"

}
}

Schema Versioning
e Version:1.0.0
e Last Updated: 2023-09-01

Implementation Considerations
When implementing this schema:

e Ensure all required fields are provided

e Educational ID credentials should always have an expiration date

e Support multilingual representation of key information

e Implement appropriate privacy protections for personal information
e Include only necessary personal data

e Use standardised classification systems for academic programmes
e Consider selective disclosure requirements for sensitive attributes
e Include photo only when necessary for identification purposes

Extensions
The schema can be extended to support:

e Additional institution-specific access rights
e Integration with campus management systems
e Digital service authorisations



Accessibility accommodations information
Extended international mobility data

Dual degree programme information
Special academic status designations



13.2 Verifiable AlliancelD Schema

Overview

This document describes the Verifiable AlliancelD model, which provides a standardized
format for representing identity credentials for natural persons participating in European
University Alliances. The model is implemented using the W3C Verifiable Credentials Data
Model (VCDM) and serves as a component of the non-foundational identity framework for
European educational and professional qualifications.

Verifiable AlliancelD Structure

The Verifiable AlliancelD credential contains a set of standardized attributes that identify a
person within the context of European University Alliances. These attributes are contained
within the credentialSubject object of a verifiable credential:

{
"credentialSubject": {

"id": "did:example:123456789abcdefghi™,
"identifier": {
"schemeID": "urn:schac:europeanUniversityAllianceCode",
"value": "int:euai:alliance.eu:EUNETWORK",
"id": "urn:schac:europeanUniversityAllianceCode:int:euai:alliance.eu:EU
NETWORK"

}
}
}

Core Required Attributes

The following attributes are mandatory for all Verifiable AlliancelD credentials:

Attribute Description Format

id Unique identifier of the credential  String
subject (typically a DID)

identifier Object containing identification Object
information for the University
Alliance

Identifier Object Structure

The identifier object has the following structure:

Attribute Description Format Required

schemeID Schema used to define String Yes
alternative identification



Attribute Description Format Required

value Alternative identification  String Yes
value
id URI of the identifier URI format No
string
Identifier Format

The Verifiable AlliancelD follows a specific format for the identifier:
urn:schac:europeanUniversityAllianceCode:int:euai:<sHO>:<code>

Where: - <sHO> is the schacHomeOrganization of the Alliance that issued the credential -
<code> is the university alliance code

This format ensures consistency across different European University Alliances while
providing clear identification of the specific alliance.

Implementation in Verifiable Credentials

The Verifiable AlliancelD schema extends the base W3C Verifiable Credentials Data
Model. A complete Verifiable AlliancelD credential would include:

e Standard VC properties (id, type, issuer, etc.)
e The credentialSubject containing the AlliancelD attributes
e Cryptographic proofs for verification

Usage in Educational Contexts
In educational and professional qualification contexts, the Verifiable AlliancelD serves as:

e A common identifier for participants across European University Alliances

e A standardized format for exchanging information within alliance networks

e A means of verification for alliance membership and participation

e Abuilding block for credentials related to alliance activities and achievements
e A non-foundational identity that complements other educational credentials

Privacy Considerations
When implementing the Verifiable AlliancelD schema:

e Apply data minimization principles by only requesting necessary attributes
e Implement selective disclosure to share only required identity information
e Ensure appropriate data protection measures are in place

e Respect user consent for data sharing



e Comply with relevant data protection regulations, including GDPR

Full Schema Serialization
Below is the full JSON schema for the Verifiable AlliancelD:

{

"$schema": "https://json-schema.org/draft/2020-12/schema”,

"title": "Verifiable AllianceID",

"description": "Schema of an EBSI Verifiable University Alliance ID for a n
atural person participating in the Alliance",

"type": "object",

"allof": [

{
"$ref": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/
0xbe77221356835dc09d3d8149ea832ae0PadbaePae9c869d18219ef8f4a74b4644"
¥
{
"properties": {
"credentialSubject": {
"description”: "Defines additional properties on credentialSubject
to describe IDs that do not have a substantial level of assurance.",
"type": "object”,
"properties": {
"id": {

"description”: "Defines a unique identifier of the credential s
ubject",

"type": "string"

}s
"identifier": {

"type": "object",

"description": "Defines the identifier for the University Allia
nce. Format: urn:schac:europeanUniversityAllianceCode:int:euai:<sHO>:<code>.
sHO: the schacHomeOrganization of the Alliance that issued the credential, <c
ode> the university alliance code",

"$ref": "#/$defs/identifier"

}
¥
"required": [
"id",
"identifier"
]
}
}
}
1
"$defs": {

"identifier": {
"description": "Defines an alternative Identifier object”,



"type": "object",
"properties": {
"schemeID": {
"description": "Defines the schema used to define alternative ident
ification",
"type": "string"

¥

"value": {
"description”: "Define the alternative identification value",
"type": "string"

¥

"id": {
"description”: "The URI of the identifier",
"type": "string",
"format": "uri"

}

s

"required": [
"schemeID",
"value"

Example Credential

Here’s an example of a Verifiable AlliancelD credential:

{
"@context": [

"https://www.w3.0rg/2018/credentials/v1",
"https://europa.eu/2023/credentials/allianceid/v1"
1,
"id": "urn:uuid:7c8aed6e-57b4-45cf-bo0f9-1d7bc2d8c84a",
"type": ["VerifiableCredential", "VerifiableAllianceID"],
"issuer": "did:ebsi:za57y29fhM3Nj8jKPKALW5",
"issuanceDate": "2023-10-15T14:35:427",
"validFrom": "2023-10-15T14:35:427",
"expirationDate": "2025-10-14T23:59:59Z",
"credentialSubject": {
"id": "did:ebsi:zmqJZHv7TF8TRfpk2j4xPy",
"identifier": {
"schemeID": "urn:schac:europeanUniversityAllianceCode",
"value": "int:euai:una-europa.eu:UNAEUROPA",

"id": "urn:schac:europeanUniversityAllianceCode:int:euai:una-europa.eu:
UNAEUROPA™

}
}s



"proof": {

"type": "EcdsaSecp256klSignature2019”,

"created": "2023-10-15T14:35:42Z2",

"proofPurpose": "assertionMethod",

"verificationMethod": "did:ebsi:za57y29fhM3Nj8jKPKALWS#keys-1",

"jws": "eyJhbGciOiJFUzI1INksiLCJIiNjQiOmZhbHNILCIjcmlOIjpbImI2NCIdfQ. .0OxEdB
NiX3qYP_uJfpnlL7tJFLciDIYWUNIYvO7TkdFh5S5GHT92KT5YHaVPC6rM3QiAWzOEZzQH2M-F1XSF
hQXA"

}
}

European University Alliances Context

The Verifiable AlliancelD is specifically designed for the European University Alliances
initiative, which:

e Creates transnational alliances of higher education institutions across the EU
e Develops long-term structural and strategic partnerships

e Promotes European values and identity

e Enhances the quality and competitiveness of European higher education

Examples of European University Alliances include: - UNA Europa - YUFE (Young
Universities for the Future of Europe) - EUTOPIA (European University Alliance) - 4EU+
Alliance - CIVIS (A European Civic University)

Relationship to Other Educational Identifiers
The Verifiable AlliancelD complements other educational identifiers:

e More specific than general educational identifiers like MyAcademiclD
e More focused on alliance-specific activities and recognition

e Less formalthan foundational identities like PID

e Cross-institutional by design to support alliance mobility

Schema Versioning

The Verifiable AlliancelD schema may be updated as European University Alliances evolve.
Implementations should:

e Check for schema updates regularly

e Maintain backward compatibility

e Supportvalidation against the specified schema version
e Handle attributes that may be added in future versions



Current version: 1.0.0



13.3 MyAcademiclD Schema

Overview

This document describes the MyAcademiclD model, which provides a standardized format
for representing academic identity credentials within the European Education Area. The
modelis implemented using the W3C Verifiable Credentials Data Model (VCDM) and
serves as a key component of the non-foundational identity framework for European
educational and professional qualifications.

MyAcademiclD Structure

The MyAcademiclD credential contains a set of standardized attributes that identify and
characterize a student or academic within the European academic ecosystem. These
attributes are contained within the credentialSubject object of a verifiable credential:

{
"credentialSubject": {

"id": "did:example:123456789abcdefghi™,
"communityUserIdentifier": "alb2c3d4e5f6@erasmus.eduteams.org",
// Other MyAcademicID attributes

}
}

Core Required Attributes

The following attributes are mandatory for all MyAcademiclD credentials:

Attribute Description Format OID Reference

id Unique identifier of the  String N/A
credential subject
(typically a DID)
communityUserIde Opaque and non- String 1.3.6.1.4.1.5923.1.1.1.13
ntifier revocable identifier
following
eduPersonUniqueld
syntax
displayName User’s full name String 2.16.840.1.113730.3.1.2
(firstname lastname) 41

givenName Part of person’sname  String 254
that is not their
surname

familyName Person’s surname String 2544



Attribute Description Format OID Reference

emailAddress Email address of the String (email  0.9.2342.19200300.100.
user format) 1.3
assurance Identity assurance Array of URI 1.3.6.1.4.1.5923.1.1.1.11

level following REFEDS  strings
Assurance Framework

Optional Attributes
The following attributes can be included to provide additional academic context:

Academic ldentification

Attribute Description Format OID Reference
europeanStudentI  European Student Array of 1.3.6.1.4.1.25178.1.2.14
dentifier Identifier (ESI) ensuring  strings

mobility
organization Organization String 1.3.6.1.4.1.25178.1.2.9

description of the user

Affiliations and Entitlements

Attribute Description Format OID Reference
externalAffiliat Affiliation within Home Array of 1.3.6.1.4.1.25178.4.1.11
ion Organization (follows strings
eduPersonScopedAffili
ation syntax)
entitlements Entitlements of the Array of 1.3.6.1.4.1.5923.1.1.1.7
user strings
Key Identifiers

Community User Identifier

The communityUserIdentifier follows the syntax of eduPersonUniqueld attribute of
eduPerson: - Consists of a “uniquelD” part and fixed scope “erasmus.eduteams.org”,
separated by @ sign - The uniquelD part contains up to 64 hexadecimal digits (a-f, 0-9) -
Unique and persistent within the MyAcademicld namespace - Used for identity matching
and similar purposes

European Student Identifier (ESI)

The europeanStudentIdentifier attribute: - Ensures mobility across European
institutions - Has a lifetime limited to the period of student’s mobility - Structure is defined
in referenced documentation - Should not be parsed to extract information about the
originating organization



Assurance Levels

The assurance attribute contains one or more URIs that represent the level of identity
assurance following the REFEDS Assurance Framework (RAF). This indicates the
trustworthiness of the identity verification process that was used to issue the credential.

Implementation in Verifiable Credentials

The MyAcademiclD schema extends the base W3C Verifiable Credentials Data Model. A
complete MyAcademiclD credential would include:

e Standard VC properties (id, type, issuer, etc.)
e The credentialSubject containing the MyAcademiclD attributes
e Cryptographic proofs for verification

Usage in Educational Contexts
In educational and professional qualification contexts, the MyAcademiclD serves as:

e A common identifier for student mobility across European institutions

e Astandardized format for exchanging student information

e Abasis for academic identity matching across different educational systems

e A building block for educational credential ecosystems

e A non-foundationalidentity that complements the PID (Person Identification Data)

Privacy Considerations
When implementing the MyAcademiclD schema:

e Apply data minimization principles by only requesting necessary attributes
e |mplement selective disclosure to share only required identity information
e Ensure appropriate data protection measures are in place

e Respect user consent for data sharing

e Comply with relevant data protection regulations, including GDPR

Full Schema Serialization
Below is the full JSON schema for the MyAcademicID:

{
"$schema": "https://json-schema.org/draft/2020-12/schema”,
"title": "MyAcademicId",

"description”: "Schema of an MyAcademicId Verifiable Credential™,



"type": "object",
"allof": [

{
"$ref": "https://api-pilot.ebsi.eu/trusted-schemas-registry/v3/schemas/
Oxbe77a21356835dc09d3d8149ea832aePadbaePae9c869d18219ef8f4a74b4644"
¥
{
"properties": {
"credentialSubject": {
"description": "Defines additional properties on credentialSubject
to describe IDs that do not have a substantial level of assurance.",
"type": "object",
"properties": {
"id": {

"description": "Defines a unique identifier of the credential s
ubject. DID of the user",

"type": "string"

}s
"communityUserIdentifier": {

"description”: "User’s Community Identifier is an opaque and no
n-revocable identifier (i.e. it cannot change over time) that follows the syn
tax of eduPersonUniqueId attribute of eduPerson. It consists of “uniquelID” p
art and fixed scope “erasmus.eduteams.org”, separated by at sign. The uniquel
D part contains up to 64 hexadecimal digits (a-f, ©-9). The identifier is uni
que and persistent within the MyAcademicId namespace. The identifier can be u
sed for identity matching, etc. 0OID: 1.3.6.1.4.1.5923.1.1.1.13 Definition: ht
tps: //wiki.refeds.org/display/STAN/eduPerson+2021-11#eduPerson202111-eduPers
onUniqueId",

"type": "string"

}s
"europeanStudentIdentifier": {

"description": "The European Student Identifier (ESI) of the us
er. ESI ensures mobility. Lifetime is limited to the period of student's mobi
lity. ESI structure is defined in the document referenced below. ESI SHOULD N
OT be parsed to extract information about the originating organisation of the
student since the identifier structure is subject to a change. 0OID: 1.3.6.1.4
.1.25178.1.2.14 Definition: https: //wiki.geant.org/display/SM/European+Stude
nt+Identifier",

"type": "array",

"items": {

"type": "string"

}

s
"externalAffiliation": {

"description”: "Affiliation within Home Organization. One or m
ore home organisations (such as, universities, research institutions or priva
te companies) this user is affiliated with. The syntax and semantics follows
eduPersonScopedAffiliation attribute. Affiliation is external to the MyAcadem
icId. OID: 1.3.6.1.4.1.25178.4.1.11 Definition: https: //wiki.refeds.org/disp
lay/STAN/eduPerson+2021-11#eduPerson202111-eduPersonScopedAffiliation”,



"type": "array",

"items": {

"type": "string"

}

}s
"organization": {

"description”: "This attribute describes the organization of th
is user. OID: 1.3.6.1.4.1.25178.1.2.9",

"type": "string"

}s
"displayName": {

"description": "User’s name (firstname lastname). For more comp
lex names. OID: 2.16.840.1.113730.3.1.241 Definition: https: //wiki.refeds.or
g/display/STAN/eduPerson+2021-11#eduPerson202111-displayName",

"type": "string"

}s
"givenName": {

"description”: "strings that are the part of a person's name th
at is not their surname (see RFC4519). OID: 2.5.4.Definition: https: //wiki.r
efeds.org/display/STAN/eduPerson+2021-11#eduPerson202111-givenName",

"type": "string"

}s
"familyName": {

"description": "strings that are a person's surname (see RFC451
9). 0ID: 2.5.4.4 Definition: https: //wiki.refeds.org/display/STAN/eduPerson+
2021-11#eduPerson202111-sn",

"type": "string"

}s
"emailAddress": {

"description”: "address of the user. OID: 0.9.2342.19200300.100
.1.3 Definition: https: //wiki.refeds.org/display/STAN/eduPerson+2021-11#eduP
erson202111-homePostalAddress”,

"type": "string",

"format": "email"
}s
"entitlements": {
"description”: "This attribute describes the entitlements of th

is user. OID: 1.3.6.1.4.1.5923.1.1.1.7 Definition: https: //wiki.refeds.org/d
isplay/STAN/eduPerson+2021-11#eduPerson202111-eduPersonEntitlement”,
"type": "array",
"items": {
"type": "string"
}
s

"assurance": {
"description”: "Assurance of the identity of the user, followin
g REFEDS Assurance Framework (RAF). OID: 1.3.6.1.4.1.5923.1.1.1.11 Definition
: https: //wiki.refeds.org/display/STAN/eduPerson+2021-11#eduPerson202111-edu
PersonAssurance",
"type": "array",



"items": {
"type": "string",
"format": "uri"
}
}
¥
"required": [
"id",
"communityUserIdentifier",
"displayName",
"givenName",
"familyName",
"emailAddress",
"assurance"

Example Credential

Here’s an example of a MyAcademiclD credential:

{
"@context": [

"https://www.w3.0rg/2018/credentials/v1",
"https://europa.eu/2023/credentials/myacademicid/v1"
1,
"id": "urn:uuid:5e9bd4e8a-1dae-4797-86a6-124392436¢c7f",
"type": ["VerifiableCredential”, "MyAcademicID"],
"issuer": "did:ebsi:zbU6M5T5DxcgJiCUT78Fbk",
"issuanceDate": "2023-09-01T10:15:38Z",
"validFrom": "2023-09-01T10:15:38Z2",
"expirationDate": "2024-08-31T23:59:597",
"credentialSubject": {
"id": "did:ebsi:zd6NuzZy93fQv4SeYd3P3L7",
"communityUserIdentifier": "a2blc5d8e3f7@erasmus.eduteams.org",
"europeanStudentIdentifier": [
"esi:eac-rew:fr:78e7t6y5432@univ-parisl.fr"
1,
"externalAffiliation": [
"student@univ-parisi.fr",
"member@univ-parisl.fr"
1
"organization": "Université Paris 1 Panthéon-Sorbonne",
"displayName": "Sophie Martin",
"givenName": "Sophie",



"familyName": "Martin",

"emailAddress": "sophie.martin@student.univ-parisl.fr",

"entitlements": [
"urn:mace:egi.eu:group:vo.geant.org:role=member",
"urn:geant:eduteams.org:service:eduteams-app:group:vo.geant.org#member"

1,

"assurance": [
"https://refeds.org/assurance/IAP/low",
"https://refeds.org/assurance/ATP/ePA-1m"

]
¥
"proof": {
"type": "EcdsaSecp256klSignature2019”,
"created": "2023-09-01T10:15:38Z",
"proofPurpose"”: "assertionMethod",
"verificationMethod": "did:ebsi:zbU6M5T5DxcgliCUT78Fbk#keys-1",
"jws": "eyJhbGciOiJFUzI1NksilLCJiNjQiOmZhbHNILCIjcmlOIjpbImI2NCIdFQ. .nKvn2
UpIDMYDH5EefQcW4BuhJJLWFckDIRxVhevyoR9EXxzSNS_9yQq_LJIFN2-q_kTGKRDxgfIN-LPQNCEG

3peg"
}
}

Relationship to eduPerson and REFEDS

The MyAcademiclD schema leverages several attributes from the eduPerson schema and
the REFEDS (Research and Education FEDerations) standards:

e The communityUserIdentifier is based on eduPersonUniqueld
e The externalAffiliation follows the eduPersonScopedAffiliation attribute syntax
e The assurance attribute aligns with the REFEDS Assurance Framework (RAF)

e Other attributes like displayName, givenName, and familyName follow standard
eduPerson definitions

This alignment with established standards ensures interoperability with existing academic
identity systems across Europe.

Differences from Foundational Identity

Unlike the Person Identification Data (PID), which is a foundational identity with high
assurance levels, the MyAcademiclD is a:

e Non-foundationalidentity focused specifically on academic contexts

e Credential that does not require the same level of identity verification as PID

e Complementary identity that can be linked to a PID when necessary

e More flexible identity suitable for academic mobility and cross-border scenarios



Schema Versioning

The MyAcademiclD schema follows established academic identity standards and may be
updated as these standards evolve. Implementations should:

e Checkfor schema updates regularly

e Maintain backward compatibility

e Supportvalidation against the specified schema version
e Handle attributes that may be added in future versions

Current version: 1.0.0



13.4 Doctor ID Schema

Overview

The Doctor ID Schema defines the data structure for representing identity credentials of
physicians.

Schema Structure
{
"$schema": "https://json-schema.org/draft/2020-12/schema”,
"$id": "https://eaa-rulebook.europa.eu/schemas/doctor-id/0.0.1",
"title": "Doctor ID",
"description": "Schema for physicians identity credentials"”,
"type": "object",
"properties": {
"@context": {
"type": "array",
"description": "JSON-LD context",
"items": {
"type": "string"
}s
"default": [
"https://www.w3.0rg/2018/credentials/v1",
"https://eaa-rulebook.europa.eu/2023/credentials/doctor-id/ve1"

]
¥
"id": {
"type": "string",
"format": "uri",
"description": "Unique identifier for the doctor ID credential”

¥
“type": {
"type": "array",
"description": "Credential type definitions",
"items": {
"type": "string"
s
"default": ["VerifiableCredential", "DoctorIdCredential]
¥
"issuer": {
"type": "object",

"description": "Information about the issuing institution",
"properties": {
"id": {
"type": "string",
"format": "uri",
"description”: "Unique identifier of the issuing institution”
¥

"legalName": {
"type": "object",



"description”: "Multilingual name of the issuing institution",
"additionalProperties"”: {
"type": "string"

}

¥

"issuing_country": {
"type": "string",
"description”: "Country of the issuing institution"

}

s

"required": ["id", "legalName", "issuing_country"]
}s

"issuanceDate": {

"type": "string",

"format": "date",

"description": "Date when the doctor ID was issued"
¥
"credentialSubject": {

"type": "object",

"description”: "Information about the doctor and their status",
"properties": {
"id": {
"type": "string"
¥
"givenName": {

"description": "Current first name(s), including middle name(s) whe
re applicable, of the doctor.",
"type": "string"
¥
"familyName": {
"description": "Current last name(s) or surname(s) of the doctor.",
"type": "string"
¥
"medical_board": {
"description": "Corresponds to the regional professional body of ph
ysicians where the professional is registered.”,
"type": "array",
"items": {
"type": "string"
}
¥

"personal_administrative_number": {
"description”: "Identification number of the registered physician.”

"type": "string",
"pattern": "([0-9]{9})"
¥
"legally entitled": {
"description”: "Defines whether the professional is considered to b
e qualified to practise medicine, and there is no record of the professional



having been sanctioned or disqualified from practising as a doctor..",
"type": "boolean"
s
"medical_speciality": {

"description": "Code representing the clinical specialty of the cli
nician or provider who interacted with, treated, or provided a service to/for
the patient”,

"type": "array",

"items": {

"type": "string",

"enum": [
"Allergology",
"Clinical Analysis",
"Pathological Anatomy",
"Anesthesiology and Reanimation",
"Angiology and Vascular Surgery",
"Digestive System",
"Clinical Biochemistry",
"Cardiology",
"Cardiovascular Surgery",
"General and Digestive Surgery",
"Oral and Maxillofacial Surgery",
"Orthopedic Surgery and Traumatology",
"Pediatric Surgery",
"Plastic, Aesthetic, and Reconstructive Surgery",
"Thoracic Surgery",
"Medical-Surgical Dermatology and Venereology",
"Endocrinology and Nutrition",
"Stomatology",
"Clinical Pharmacology",
"Geriatrics",
"Medical Hydrology",
"Hematology and Hemotherapy",
"Immunology",
"Occupational Medicine",
"Family and Community Medicine",
"Physical Education and Sports Medicine",
"Forensic Medicine",
"Physical Medicine and Rehabilitation",
"Intensive Medicine",
"Internal Medicine",
"Nuclear Medicine",
"Preventive Medicine and Public Health",
"Microbiology and Parasitology",
"Nephrology",
"Pulmonology",
"Neurosurgery",
"Clinical Neurophysiology",
"Neurology",
"Obstetrics and Gynecology",



"Ophthalmology",

"Medical Oncology",

"Radiation Oncology",
"Otorhinolaryngology",

"Pediatrics and its Specific Areas",
"Psychiatry",

"Radiology",

"Rheumatology",

"Urology",

"General Medicine",

"Child and Adolescent Psychiatry",
"Certified General Physician"

}
3
"required": [ "id", "givenName", "familyName", "personal_administrative
_number", "medical speciality"]
s
"proof": {
"type": "object",
"description": "Cryptographic proof of the credential”,
"properties": {
"type": {
"type": "string",
"description": "Type of proof"
b
"created": {
"type": "string",
"format": "date-time",
"description”: "Date and time when the proof was created"
s
"proofPurpose": {
"type": "string",
"description": "Purpose of the proof"
3
"verificationMethod": {
"type": "string",
"format": "uri",
"description": "Method used to verify the proof"
3
"proofValue": {
"type": "string",
"description”: "Value of the proof"
}
3

"required": ["type", "created", "proofPurpose", "verificationMethod",
proofValue"]
}
s



"required": ["@context", "id", "type", "issuer", "issuanceDate", "expiratio
nDate", "credentialSubject"]

}

Example Credential
Doctor ID example

Schema Versioning
e Version: 0.0.1
e Last Updated: 2025-03-27

Implementation Considerations
When implementing this schema:

e Ensure all required fields are provided

e Support multilingual representation of key information

e Implement appropriate privacy protections for personal information
e Include only necessary personal data

e Use standardised classification systems for medical specialities

e Consider selective disclosure requirements for sensitive attributes

Extensions
The schema can be extended to support:

e Additional institution-specific requirements

"$schema": "https://json-schema.org/draft/2020-12/schema”,
"$id": "https://eaa-rulebook.europa.eu/schemas/engineer-id/0.0.1",
"title": "Engineer ID",
"description”: "Schema for engineers identity credentials",
"type": "object",
"properties": {
"@context": {
"type": "array",
"description”: "JSON-LD context",
"items": {
"type": "string"
}s
"default": [
"https://www.w3.0rg/2018/credentials/v1l",
"https://eaa-rulebook.europa.eu/2023/credentials/engineer-id/vo1"

]
}s


examples/DoctorID.json

llidll: {
lltypell: "Str‘ing",
"format": "uri",

"description”: "Unique identifier for the engineer ID credential™
¥
"type": {

"type": "array",

"description": "Credential type definitions",

"items": {

"type": "string"

¥

"default": ["VerifiableCredential"™, "EngineerIdCredential"]
¥

"issuer": {
"type": "object",

"description”: "Information about the issuing institution",
"properties": {
"id": {
"type": "string",
"format": "uri",
"description": "Unique identifier of the issuing institution”
¥

"legalName": {
"type": "object",
"description”: "Multilingual name of the issuing institution"”,
"additionalProperties": {

"type": "string"

}

}

}s

"required": ["id", "name"
¥

"issuanceDate": {

"type": "string",

"format": "date",

"description": "Date when the ID was issued"
¥
"credentialSubject": {

"type": "object",

"description": "Information about the engineer and their status”,
"properties": {
"id": {
"type": "string"
¥
"givenName": {

"description”: "Current first name(s), including middle name(s) whe
re applicable.",
"type": "string"
¥
"familyName": {



"description”: "Current last name(s) or surname(s).",
"type": "string"
s
"professionalBody": {
"description”: "Corresponds to the national or regional professiona
1 body of engineers where the professional is registered.",
"type": "string"

}s

"personal_administrative_number": {
"description”: "Identification number of the registered engineer.",
"type": "string"

¥

"legally entitled": {

"description”: "Defines whether the engineer is considered to be qu
alified to practise.”,
"type": "boolean"
}s
"engineering_speciality": {
"description”: "List representing the engineering specialty of the
professional.",
"type": "array",
"items": {
"type": "string",
"enum": [
"Aeronautical engineer",
"Agricultural engineer",
"Building engineer",
"Chemical engineer",
"Civil and environmental engineer",
"Civil engineer",
"Computer science engineer",
"Construction/Civil engineer: building of roads, bridges, r
ailways",
"Electrical and computer engineer",
"Electrical engineer",
"Electromechanical engineer",
"Electronic engineer",
"Energy engineer",
"Engineer",
"Engineer fishing fleet",
"Environmental engineer",
"Forest engineer",
"Gas engineer",
"Geographical engineer",
"Geotechnical engineer",
"Industrial engineer",
"Information systems engineer",
"Marine engineer",
"Mechanical engineer",
"Mining engineer",



"Telecommunications engineer"

}
}
}s

"required": [ "id", "givenName", "familyName", "personal administrative
_number", "engineering speciality"]

¥
"proof": {
"type": "object",
"description": "Cryptographic proof of the credential”,
"properties": {
"type": {
"type": "string",
"description": "Type of proof"
}s

"created": {
"type": "string",
"format": "date-time",
"description”: "Date and time when the proof was created"
¥
"proofPurpose": {
"type": "string",
"description": "Purpose of the proof"
¥
"verificationMethod": {
"type": "string",
"format": "uri",
"description": "Method used to verify the proof"
s
"proofValue": {
"type": "string",
"description": "Value of the proof"
}
s

"required": ["type", "created", "proofPurpose", "verificationMethod",
proofValue"]
}
}s
"required": ["@context", "id", "type", "issuer", "issuanceDate", "expiratio
nDate", "credentialSubject"]

}



13.5 Professional ID Schema

Overview

The Professional ID Schema defines the data structure for representing identity credentials
of any professional.

Schema Structure
{
"$schema": "https://json-schema.org/draft/2020-12/schema”,
"$id": "https://eaa-rulebook.europa.eu/schemas/professional-id/0.0.1",
"title": "Professional ID",
"description": "Schema for professional identity credentials”,
"type": "object",
"properties": {
"@context": {
"type": "array",
"description": "JSON-LD context",
"items": {
"type": "string"
s
"default": [
"https://www.w3.0rg/2018/credentials/v1",
"https://eaa-rulebook.europa.eu/2023/credentials/professional-id/ve1"

]
¥
"id": {
"type": "string",
"format": "uri",
"description": "Unique identifier for the professional ID credential”

¥
“type": {
"type": "array",
"description": "Credential type definitions",
"items": {
"type": "string"
s
"default": ["VerifiableCredential", "ProfessionalIdCredential"]
¥
"issuer": {
"type": "object",

"description": "Information about the issuing institution",
"properties": {
"id": {
"type": "string",
"format": "uri",
"description”: "Unique identifier of the issuing institution”
¥

"legalName": {
"type": "object",



"description”: "Multilingual name of the issuing institution",
"additionalProperties": {
"type": "Str‘ing"
}
¥
"issuing country": {
lltypell: "Str‘ing")
"description”: "Country of the issuing institution"
¥
"required": ["id", "legalName", "issuing_country"]
}
¥

"issuanceDate": {

"type": "string",

"format": "date",

"description": "Date when the professional ID was issued"
¥
"credentialSubject": {

"type": "object",

"description”: "Information about the registered professional",
"properties": {
"id": {
"type": "string"
¥
"givenName": {

"description": "Current first name(s), including middle name(s) whe
re applicable, of the professional.",
"type": "string"

¥
"familyName": {
"description": "Current last name(s) or surname(s) of the professio
nal.",
"type": "string"
¥
"document_number": {

"description”: "A number for the person identification data, assign
ed by the provider of person identification data.",
lltypell: "Str‘ing"

}s
"personal_administrative_number": {
"description": "Identification number of the registered professiona
l. II-’
"type": "string"
}s
"legally entitled": {

"description": "Attribute identifying whether a professional is leg
ally entitled to practice or not.",
"type": "boolean"

}s

"professional board": {



"description”: "Corresponds to the regional professional body where
the professional is registered.",
Iltypell: Ilar‘r‘ayll,
"items": {
"type": "string"

}
¥
"professional speciality": {
"description": "Specific area of knowledge within a profession that

allows the professional to carry out specific tasks in accordance with that s
peciality."”,
ll.typell: Ilarrayll,

"items": {
"type": "string"
}
}
}s
"required": ["id", "givenName", "familyName", "personal_administrative_
number" ]
¥
"proof": {
"type": "object",
"description"”: "Cryptographic proof of the credential”,
"properties": {
“type”: {
"type": "string",
"description": "Type of proof"
¥

"created": {
"type": "string",
"format": "date-time",
"description”: "Date and time when the proof was created"
¥
"proofPurpose": {
"type": "string",
"description”: "Purpose of the proof"
¥
"verificationMethod": {
"type": "string",
"format": "uri",
"description": "Method used to verify the proof"
¥
"proofValue": {
"type": "string",
"description”: "Value of the proof"
}
s

"required": ["type", "created", "proofPurpose", "verificationMethod",
proofValue"]
}



¥
"required": ["@context", "id", "type", "issuer", "issuanceDate", "expiratio
nDate", "credentialSubject"]

}

Example Credential

Professional ID example

Schema Versioning
e Version:0.0.1
e Last Updated: 2025-03-27

Implementation Considerations
When implementing this schema:

e Ensure all required fields are provided

e Support multilingual representation of key information

e Implement appropriate privacy protections for personal information
e Include only necessary personal data

e Use standardised classification systems for medical specialities

e Consider selective disclosure requirements for sensitive attributes

Extensions
The schema can be extended to support:

e Additional institution-specific requirements


examples/ProfesionalID.json

14 Issuance

14.1 Overview

The issuance process establishes how educational and professional credentials are
created and delivered to users. Different types of attestations follow specific issuance
pathways depending on their legal status and the issuing entity. For technical issuance
details read Issuance details document.

14.2 Attestation Types
14.2.1 Qualified Electronic Attestation of Attributes (QEAA)

e Provided by qualified trust service providers

e Requires citizen consent

e Needs data validation through member state mechanisms
e Hasthe highest level of legal recognition

e Follows stringent validation requirements

14.2.2 Public Sector Body Electronic Attestation of Attributes (PSBEAA)

e |Issued by public sector bodies

e Must meet specific regulatory requirements

e Public sector bodies act as both authentic source and issuer
e Has strong legal recognition

e Follows public sector governance rules

14.2.3 Electronic Attestation of Attributes (EAA)

e General category for digital credentials

e (Can beissued by various entities

e Follows standardised issuance processes

e Supports educational and professional use cases
e Enablesinteroperability across systems

14.3 Issuance Process

The EAA issuance process follows these steps:

10. Secure Connection Establishment
o Create a secure channel with the European Digital Identity Wallet
o Ensure encrypted communication
o Validate wallet authenticity
11.ldentity Verification
o Verify the identity of the credential recipient when required


/Users/admin/Documents/DC4EU/issuance_details.md

o Use appropriate level of assurance
o Follow privacy-by-design principles
12.ldentity Matching
o Match the verified identity with institutional records
o Apply member state-specific matching rules
o Ensure accurate attribution of credentials
13. Data Gathering
o Collectrelevant data from authentic sources
o Validate data accuracy and completeness
o Ensure data provenance
14.Credential Creation
o Structure data according to trusted schemas
o Create verifiable credential format
o Apply appropriate cryptographic proofs
15. Quality Assurance Information
o Add accreditation details
o Include quality framework references
o Linkto relevant standards
16. Digital Identifier Selection
o Choose appropriate identifiers for credential elements
o Ensure unique identification
o Support future verification
17.Delivery to Wallet
o Directissuance: immediately deliver to wallet
o Deferred issuance: provide access mechanisms
o Ensure secure transmission

14.4 Implementation Considerations
When implementing issuance processes:
e Security measures should protect against unauthorised issuance
e Privacy considerations should guide data collection
e Consent mechanisms should be clearly implemented
e Audittrails should documentissuance activities

e Revocation and/or suspension mechanisms should be established



14.5 Cross-Border Scenarios

For cross-border educational mobility, issuance provides:
e Consistent credential formats across member states
e Support for multilingual credential content
e Interoperability with different wallet implementations

e Recognition of credentials across institutions



15 Information Disclosure - Enhanced Version

15.1 Overview

Information disclosure mechanisms define how personal data contained within educational
and professional credentials is shared with relying parties. These mechanisms are critical
for balancing data protection with credential utility, ensuring appropriate access whilst
maintaining privacy and contextual integrity. The framework implements a sophisticated
dual approach to information disclosure that respects both individual privacy rights and
issuer liability concerns, enhanced by the latest developments in hybrid trust infrastructure.

The system supports two complementary types of disclosure control, now enhanced with
Hybrid Trust Framework capabilities that combine traditional PKI with decentralised PKI
(dPKI) through EBSI integration.

15.2 Enhanced Disclosure Framework

15.2.1 Embedded Disclosure

Embedded disclosure is linked to the EAA catalogue and EBSI Trust Registries, serving to
restrict which relying parties can request and process specific Electronic Attestations of
Attributes (EAAs). This mechanism operates at the ecosystem level through a two-tier
filtering approach that combines traditional PKI access control with granular educational
governance roles.

Two-Tier Filtering Architecture:

e Tier 1: Classical PKI Access Control - Initial Filtering: Relying parties must
possess valid Relying Party Access Certificates (RPAC) from recognised
Certificate Authorities - Broad Categorisation: Certificates establish basic
eligibility categories (e.g., “Educational Institution”, “Professional Body”,
“Government Agency”) - Infrastructure Validation: Ensures relying parties have
legitimate organisational identity and technical capability - Performance
Optimisation: Enables rapid initial filtering without requiring complex registry
gueries

e Tier 2: Educational Governance Granular Control - Granular Authorisation: EBSI-
registered credentials specify precise educational governance roles and
permissions - Contextual Access: Authorisation based on specific educational
functions (e.g., “Admissions Office”, “Quality Assurance Body”, “Professional
Recognition Authority”) - Hierarchical Governance: Reflects complex European
educational governance structures with TAO-derived authorisations - Dynamic
Policies: Enables fine-grained access control based on credential type, data

sensitivity, and governance context

Implementation Workflow:



def embedded_disclosure_check(relying party, eaa_type, disclosure_request):
"""Two-tier embedded disclosure validation"""

# Tier 1: Classical PKI Access Control

rpac_valid = verify relying party access certificate(
relying party.rpac_certificate

)

basic_category = extract_basic_category(relying party.rpac_certificate)

if not rpac_valid or not is_eligible category(basic_category, eaa_type):
return {"access": "denied", "reason": "basic_access_insufficient"}

# Tier 2: Educational Governance Granular Control

governance_credentials = resolve_governance_credentials(
relying party.ebsi_did

)

specific_authorisation = validate_educational_governance_role(
governance_credentials,
eaa_type,
disclosure_request.context

if not specific_authorisation:
return {"access": "denied", "reason": "insufficient_governance_author
isation"}

# Apply granular disclosure policies

allowed _claims = determine_allowed_claims(
specific_authorisation,
disclosure_request.requested _claims

)

return {
"access": "granted",
"tierl category": basic_category,
"tier2_role": specific_authorisation,
"allowed_claims": allowed_claims

}

Educational Example: For MyAcademiclD EAA access, the two-tier system operates as
follows:

e Tier 1 (PKl-based): Relying party must hold valid RPAC certificate indicating “Higher
Education Institution” category

e Tier 2 (Governance-based): EBSI credentials must specify granular role such as: -
“Admissions Office” - access to academic qualifications and grades - “Student



Services” - access to enrolment status and basic academic information - “Quality
Assurance Body” - access to institutional accreditation data - “Professional
Recognition Authority” - access to qualification recognition metadata

15.2.2 Selective Disclosure

Selective disclosure acknowledges that the issuer has liability regarding the issued EAA and
enables the definition of policies, templates, and profiles for disclosure of part of the EAA
information whilst ensuring context is not lost. This mechanism operates at the credential
level, preserving the semantic integrity of shared information through issuer-controlled
disclosure governance.

Issuer-Controlled Disclosure Governance:

e Since EAAs are legally binding documents, issuers bear liability for the accuracy
and appropriate use of disclosed information. Therefore, issuers have
authoritative control over how their credentials may be selectively disclosed:

e Disclosure Policy Definition: - Issuer Authority: Issuers define comprehensive
disclosure policies and terms of reference for each EAA type they issue - Legal
Context Preservation: Policies ensure that partial disclosure maintains legal
validity and semantic integrity - Liability Management: Disclosure rules protect
issuers from liability arising from inappropriate or misleading partial disclosures

e Trusted Schemes Registry Integration: - Centralised Policy Storage: Issuer-
defined disclosure policies are stored in EBSI Trusted Schemes Registries -
Standardised Templates: Common disclosure patterns available as reusable
templates - Governance Validation: Disclosure policies validated against
educational governance requirements and legal frameworks - Cross-Border
Consistency: Enables consistent disclosure behaviour across European
jurisdictions

Implementation Architecture:

def selective_disclosure validation(credential, disclosure_request, issuer_di
d):

disclosure_policy = query trusted_schemes registry(
issuer_did,
credential.type

)

if not disclosure_policy:
return {"status": "error", "reason": "no_disclosure_policy_defined"}



validation_result = validate against_issuer policy(
disclosure_request.requested claims,
disclosure_policy

)
if not validation_result.valid:
return {
"status": "denied",
"reason": "violates_issuer_policy",

"details": validation_result.violations

}

# Check mandatory context requirements
mandatory_context = check_mandatory_context(
disclosure_request.requested_claims,

disclosure_policy.context_requirements

)
if not mandatory_context.complete:
return {
"status": "denied",
"reason": "missing_mandatory_context",

"required_additional_ claims": mandatory_context.missing claims

}

# Generate disclosure proof according to issuer specifications
disclosure_proof = generate_disclosure_proof(
credential,
disclosure_request.requested_claims,
disclosure_policy.proof_method

)

return {
"status": "granted",
"disclosed claims": disclosure_request.requested claims,
"mandatory context": mandatory context.included claims,
"disclosure_proof": disclosure_proof,
"issuer_policy id": disclosure_policy.id

}

Educational Example - University Degree Credential:

Issuer Policy Definition (stored in Trusted Schemes Registry):

{
"issuer": "did:ebsi:universidad_carlos_iii",
"credential_ type": "EuropeanHigherEducationDiploma",
"disclosure_policy": {
"policy id": "UC3M _HE Diploma v1.2",
"legal basis": "Bologna Process 2024",



"context_preservation rules": {
"degree_classification": {
"rule": "cannot_disclose_alone",
"mandatory_context": ["degree_title", "issuing institution"”, "eqf_lev

el"],
"rationale": "Grade classification meaningless without degree context
s
"personal identifiers": {
"rule": "privacy protected”,
"mandatory_context": ["data_protection notice"],
"restrictions"”: ["no_cross_border_without consent"]
}
}s
"permitted combinations": [
{
"name": "basic qualification_verification",
"claims": ["degree_title", "graduation_date", "issuing_institution"],
"use_case": "employment verification”
bs
{
"name": "academic_transcript summary",

"claims": ["degree_title", "degree_classification", "major_subjects",
"eqf_level"],

"use_case": "further_education_application”
}
1s
"prohibited_combinations": [
{
"claims": ["student_id", "personal identifiers"],
"reason”: "privacy protection”,
"alternative": "use pseudonymous_identifier"
}

]
}
}

Practical Application: - Permitted Disclosure: Employer requests “degree_title” +
“graduation_date” + “issuing_institution” for employment verification > Allowed (matches
“basic_qualification_verification” template) - Prohibited Disclosure: Third party requests
“degree_classification” alone > Denied (violates context preservation rule) - Enhanced
Disclosure: Graduate school requests “degree_title” + “degree_classification” +
“major_subjects” + “eqf_level” > Allowed (matches “academic_transcript_summary”
template)

Legal and Governance Benefits: - Issuer Liability Protection: Clear policies protect
issuers from misuse of partial disclosures - Legal Validity Maintenance: Ensures
disclosed information retains legal significance - Cross-Border Consistency:



Standardised policies enable consistent interpretation across Member States - Audit Trail:
Complete record of disclosure decisions and policy compliance

15.2.3 EBSI Trusted Schemes Registry Integration

The EBSI Trusted Schemes Registry serves as the authoritative repository for issuer-
defined disclosure policies, enabling consistent and legally compliant selective disclosure
across the European educational ecosystem.

Registry Architecture:

e Issuer-Controlled Policies: Each authorised issuer maintains their own disclosure
policies and terms of reference

e Standardised Templates: Common disclosure patterns available for reuse and
consistency

e Governance Validation: Policies validated against educational governance
requirements

e Cross-Border Accessibility: Enables consistent disclosure behaviour across
Member States

Policy Lifecycle Management:

def manage_disclosure_policy lifecycle(issuer_did, credential_type):
"""Comprehensive policy Llifecycle management"""

policy management = {
"creation": {
"issuer_authority": validate_issuer_authority(issuer_did),
"legal framework": determine_applicable legal framework(credentia
1_type),
"governance_compliance": check_governance_requirements(credential
_type)
¥
"registration": {
"registry submission": submit_to trusted schemes registry(policy)

"validation": validate_policy against_standards(policy),
"approval": await_governance_approval(policy)

}s

"maintenance": {
"version_control"”: manage_policy versions(policy),
"impact_assessment": assess_policy changes(policy),
"stakeholder_notification": notify_affected_parties(policy)

}s

"compliance": {
"audit trail": maintain_policy audit_trail(policy),
"legal review": schedule legal compliance review(policy),



"dispute_resolution"”: handle_policy disputes(policy)

}

return policy management
15.3 Technical Implementation Details

15.3.1 Hybrid Trust Architecture

The enhanced framework implements a sophisticated Hybrid X.509-DID binding model
that integrates the two-tier embedded disclosure filtering with issuer-controlled

selective disclosure governance:
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15.3.2 Enhanced Signature Structure

Pure dPKI Signature Header (Legacy):

{
"alg": "ES256",
"typ": "jades-d-z",
"kid": "did:ebsi:ziuFQNRWr6vNeEpTgimmCpwiH#keys-1"
}
Hybrid Model Signature Header (Enhanced):
{
"alg": "ES256",
"typ": "jades-d-z",
"cty": "vc+ld+json”,
"kid": "did:ebsi:ziuFQNRWr6vNeEpTgimmCpwi#keys-1",
"x5c": ["MIICmDCCAgGgAwIBAgIBADANBgk]..."],
"x5t#S5256": "2d4e6f8b9alc3d5e7f9a0b2c4d6e8f0alb3c5d7e9f0a2b4ced8e”,
"crit": ["sigT", "sigPl"],
"sigT": "2025-07-18T10:00:00Z",
"sigPl": {
"addressCountry": "ES",
"addressLocality": "Tarragona"
}
}

15.3.3 Critical Binding Verification

The hybrid model introduces a mandatory binding verification step that ensures
certificate-DID consistency:

def verify certificate_did_binding(header, did_document):
"""Critical verification step unique to hybrid model"""

# Extract certificate thumbprint from header
if 'x5t#S256' not in header:
raise ValueError("Missing certificate thumbprint in hybrid model™)

header_thumbprint = header['x5t#S256"]

# Compute thumbprint from certificate

cert_der = base64.b64decode(header['x5c'][@])
computed_thumbprint = hashlib.sha256(cert_der).hexdigest()

# Find matching verification method in DID document
verification _methods = did_document.get('verificationMethod', [])

for method in verification_methods:
jwk = method.get( 'publicKeydwk', {})



if jwk.get('x5t#S256"') == computed_thumbprint:
# Verify key material consistency
if verify key material_match(header['x5c'][@], jwk):
return True

raise ValueError("Certificate-DID binding verification failed")

15.4 EBSI Integration for Enhanced Trust Processing
15.4.1 Trust Registry Integration

The enhanced framework leverages EBSI Trust Registries to provide automated trust
processing capabilities beyond traditional eIDAS mechanisms:

Key Registry Components:

e TAO Registry: Root Trust Authority Organisations with verifiable authorisation
hierarchies

e Educational Institution Registry: Institutions with validated authorisation chains
e Professional Body Registry: Certified professional organisations
e Schema Registry: Standardised credential formats with disclosure templates

15.4.2 Automated Trust Validation

def validate_enhanced_trust_chain(credential, relying party auth):
"""Enhanced trust validation using EBSI registries"""

# Traditional PKI validation
pki_valid = verify certificate_chain(credential.x5c)

# EBSI dPKI validation
did_valid = verify_did_signature(credential.kid, credential.signature)

# Critical: Binding validation

binding_valid = verify certificate_did_binding(
credential.header,
resolve_did_document(credential.kid)

)

# Issuer authorisation validation
issuer_auth = query_ebsi_trust_registry(credential.issuer)
auth_valid = validate_issuer_authorisation(

issuer_auth,

credential.type

)

# Relying party authorisation validation



rp_auth_valid = validate_relying party authorisation(
relying party_auth,
credential.type

)
return {
‘pki_valid': pki_valid,
‘did_valid': did_valid,
'binding valid': binding_valid,
"issuer_authorised': auth_valid,
'rp_authorised': rp_auth_valid,
'overall valid': all([pki_valid, did valid, binding valid,
auth_valid, rp_auth_valid])
}

15.5 Enhanced Cross-Border Recognition

15.5.1 European Educational Mobility

The enhanced framework supports sophisticated cross-border scenarios through
verifiable governance integration:

Recognition Workflow:

1. Credential Presentation: Student presents educational credential with full
provenance chain

2. Hybrid Verification: Institution validates both PKI certificate and EBSI authorisation

3. TAO Chain Validation: System traces authorisation back to recognised European
TAO

4. Automated Recognition: Enhanced trust enables automated or assisted
recognition decisions

5. Compliance Recording: Complete audit trail for regulatory compliance

Example - Cross-Border Degree Recognition:

{
"credential": {
"type": ["VerifiableCredential”, "EuropeanDiplomaCredential”],
"issuer": {
"id": "did:ebsi:universityexample",
"name": "Universidad Carlos III de Madrid",
"authorisation": {
"type": "HigherEducationInstitution",
"level”: "EQF Level 7",
"jurisdiction": "ES",
"tao": "did:ebsi:spanish ministry education”



}
}s

"selective _disclosure": {
"available_claims": ["degree_title", "graduation_date", "honours"],
"mandatory_context": ["institution", "accreditation_status"],
"privacy_policy": "minimal necessary"

}
}
}

15.6 Performance and Implementation Considerations

15.6.1 Performance Impact Analysis
The hybrid model introduces performance considerations (theoretical measures):
Verification Time Comparison:

e Pure dPKI: ~150ms average verification

e Hybrid Model: ~240ms average verification (60% increase)

e Additional Latency Sources: Certificate validation, binding verification, dualregistry
queries

Scalability Considerations:
e Certificate Validation: Additional PKl infrastructure dependencies
e EBSI Query Load: Increased load on EBSI registries

e Caching Strategies: Enhanced caching for certificate chains and DID documents

15.6.2 Implementation Recommendations

For Educational Institutions:
1. Infrastructure Assessment: Evaluate existing PKI capabilities and EBSI readiness
2. Governance Integration: Ensure compliance with TAO authorisation requirements
3. Performance Planning: Account for increased verification latency in system design
4. Migration Strategy: Plan phased transition from pure dPKI to hybrid model

For Relying Parties:

1. Authorisation Credentials: Obtain appropriate EBSI-registered verification
credentials

2. Dual Verification: Implement both PKI and dPKI verification capabilities



3. Fallback Mechanisms: Design resilient verification with appropriate fallbacks

4. Monitoring: Implement comprehensive monitoring for dual trust infrastructure

15.7 Privacy-Preserving Enhancements
15.7.1 Advanced Cryptographic Techniques
Enhanced Selective Disclosure Methods:
e SD-JWS: Selective Disclosure for JSON Web Signatures with hybrid key support
e SD-JWT: Enhanced JSON Web Tokens with certificate binding
e BBS+: Zero-knowledge proofs for complex disclosure scenarios
e Hybrid Proofs: Combination of PKI and dPKI cryptographic proofs
15.7.2 User Control Mechanisms
Enhanced User Experience:
e Contextual Disclosure: Clear indication of what data is being shared and why
e Authorisation Transparency: Visibility into relying party authorisations
e Granular Consent: Fine-grained control over attribute disclosure

e Provenance Tracking: Complete audit trail of data sharing decisions

15.8 Compliance and Regulatory Integration
15.8.1 elDAS 2.0 Compliance
The enhanced framework ensures full compliance with the amended elDAS Regulation:
Key Compliance Features:
e Non-discrimination Principle: Support for Article 45b(1) requirements
e Cross-border Recognition: Enhanced mechanisms for Article 45b(2) compliance
e Qualified EAA Support: Full support for qualified electronic attestations
¢ Audit Requirements: Comprehensive logging for regulatory oversight
15.8.2 Educational Governance Alighment
European Framework Integration:

e European Qualification Framework (EQF): Seamless integration with EQF levels



e Bologna Process: Support for European Higher Education Area objectives
e EQAR Integration: Direct connection to quality assurance mechanisms

¢ National Framework Support: Compatibility with national qualification
frameworks

15.9 Future Developments

15.9.1 Research and Development Priorities

Technical Research: - Quantum-resistant cryptography: Preparation for post-quantum
security - Advanced privacy techniques: Enhanced zero-knowledge protocols -
Interoperability standards: Cross-system compatibility improvements

Governance Research: - Automated recognition algorithms: Al-assisted credential
recognition - Dynamic trust policies: Adaptive governance mechanisms - Regulatory
compliance automation: Streamlined compliance processes

15.10 Conclusion

The enhanced Information Disclosure framework represents a significant evolution in
European digital credential management, combining the reliability of traditional PKI with the
flexibility and governance capabilities of decentralised systems. Through the Hybrid Trust
Framework, the system addresses the complex requirements of educational and
professional credential ecosystems whilst maintaining the highest standards of privacy
protection and regulatory compliance.

The integration of EBSI registries provides automated trust processing capabilities that go
beyond traditional eIDAS mechanisms, enabling sophisticated cross-border recognition
and governance structures that reflect the hierarchical nature of European educational
authority. This enhanced framework positions the European digital identity ecosystem for
the future whilst maintaining interoperability with existing systems.

Key Benefits:
e Enhanced Trust: Dual verification paths provide superior security and reliability
e Automated Processing: EBSI| integration enables automated trust decisions
e Privacy Protection: Advanced selective disclosure with user control
e Regulatory Compliance: Full elIDAS 2.0 compliance with enhanced capabilities
e Cross-border Recognition: Sophisticated mechanisms for European mobility

e Future-Ready: Scalable architecture for evolving requirements



The framework’s success depends on coordinated implementation across European
institutions, proper governance integration, and ongoing attention to performance and user
experience considerations. As the system matures, it will provide the foundation for a truly
integrated European digital credential ecosystem that serves the needs of learners,
institutions, and employers across the continent.



16 Sharing Mechanisms

16.1 Overview

The credential sharing framework supports European mobility through standardised
protocols that enable secure and privacy-preserving exchange of educational and
professional qualifications. These mechanisms balance security, privacy, and
interoperability needs.

16.2 Key Support Areas

The credential sharing framework supports: - Cross-border credential recognition -
Privacy-protected verification - Quality assurance validation - Institutional trust verification

16.3 Technical Implementation
The credential sharing system uses OpenlD for Verifiable Presentations to:

16.3.1 Establish Secure Connections

e Create secure channels between wallets and verifiers
e Encrypt communication

e Validate authenticity of all parties

e Prevent man-in-the-middle attacks

16.3.2 Verify Proof of Possession

e Confirmthe presenter controls the wallet
e Validate wallet authenticity

e Linkcredentials to presenter

e Prevent credential misuse

16.3.3 Check Relying Party Trustworthiness

e Verify the authority of requesting parties

e Validate their presence on trusted lists

e Ensure appropriate data handling policies
e Prevent unauthorised access

16.3.4 Validate Information Proportionality

e Checkthatrequested datais necessary
e Enforce data minimisation principles

e Prevent excessive data collection

e Support user privacy



16.3.5 Enable Credential Combination

e Allow multiple credentials to be presented together
e Support composite verification

e Combine credentials from different issuers

e Create comprehensive qualification profiles

16.3.6 Support Selective Disclosure Policies

e Enable sharing of specific attributes only

e Implement cryptographic selective disclosure
e Preventunnecessary data exposure

e Putusersin control of their data

16.4 Implementation Considerations

When implementing sharing mechanisms: - Security measures should protect credential
integrity - Privacy considerations should guide data transmission - Performance should
support efficient verification - User experience should be intuitive and transparent -
Interoperability with various systems should be maintained

16.5 Cross-Border Scenarios

For cross-border educational mobility, sharing mechanisms provide: - Consistent
protocols across member states - Support for multilingual credential sharing -
Interoperability with different verification systems - Recognition of credentials across
institutions

16.6 User Control

The sharing framework emphasises user control through: - Explicit consent mechanisms -
Clear presentation of sharing requests - Transparent explanation of data usage - Options
for selective disclosure - Ability to cancel sharing processes



17 Verification

17.1 Overview

The verification process ensures credential validity while protecting privacy through a
distributed system that avoids single points of failure. This approach balances security
needs with privacy protection, preventing unnecessary monitoring of credential usage. For
technical verification details read Verification details document.

17.2 Key Characteristics

17.2.1 Distributed Verification

e Avoids single points of failure

e Distributes trust across the ecosystem
e Maintains system resilience

e Prevents centralised control

17.2.2 Privacy Protection

e Shields from issuer monitoring

e Prevents tracking of credential usage
e Protects user privacy

e Implements data minimisation

17.2.3 Time-based Validation

e Linksvalidation to credential issuance
e Supports expiration mechanisms

e Enablestime-bound credentials

e Maintains temporal relevance

17.3 ldentity considerations

To check identity - Use X.509v3 (clasical PKI) to verify if it is an issuer/RP/RPI authorised to
interact with the EUDIW - Use DID (decentralized PKI) to extend X.509v3 limitations and
verify educational or professional qualifications governance/entitlement

17.4 EAA embedded disclosure considerations
If needed, use EAA catalogue to check embeded disclosure entitlement (if applies)

17.5 Verification Process

The verification process shall follow these steps:

18.Secure Wallet Connection
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Establish secure channel with the wallet
Verify requester/issuer identity

Verify proof of possession

Authenticate the verification request
Create encrypted communication

. Credential Request

Request specific credentials
Specify required attributes
Indicate purpose of verification
Apply data minimisation

. Integrity Verification

Check cryptographic signatures

Validate hash integrity

Verify digital proofs

Ensure credential hasn’t been tampered with

. Metadata Checking

Verify expiration dates
Checkissuance dates

Validate credential type

Confirm appropriate usage context

. Issuer Verification

Digital identifier validation (X.509v3 or/and DID)

Educational accreditation checking (based on EAA authorisation model)
Accreditation issuer verification

Trust chain validation (CRLs or/and TRs)

. ldentity Information Analysis

Validate holder information

Check binding between credential and holder
Verify identity attributes when necessary
Apply appropriate identity assurance levels

. Schema Compliance Checking

Verify credential structure

Validate against schema definitions (VC datamodel container: W3C-CVDM or SD-
JWT-VCDM)

Check required fields
Ensure proper formatting

. EAA Catalogue Compliance Checking - EDC-W3C-VC + required/mandatory

ELM objects/elements checking



e Validate against sectorial catalogue definitions
o Verify ontology mandatory elements
= E.g. HEEUMC mandatory objects:
e 1 Achievement
o Linked to the achievement:
= Mandatory 1 Learing outcome
e Linked to the Learing outome:
o 1 Competence
e 1 Assessment
e But, take into account, that:
o More Learning outcomes can be included

o More Competences and/or Skills can be linked to a
Learning outcome

Check required elements

Ensure proper formatting against related schemes

9. Quality Assurance Verification (If shared credential includes/combines quality
assurance related information)

Issuer entitlement checking

Expiration verification
Status checking
Quality framework alignment

10. Credential Status Verification (If shared credential includes status related
information)

e Checkforrevocation and/or suspension

e Verify revocation and/or suspension status
e Validate current status

e Confirm active status

11. Record Keeping (evidences)

e Maintain audit records

e Document verification results

e Store minimal verification evidence

Support future audit needs
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17.7 Implementation Considerations

When implementing verification processes: - Privacy protection should be built into all
verification steps - Verification should be efficient and responsive - Error handling should
be informative yet secure - Technical performance should support large-scale verification -
Interoperability with different credential formats should be maintained

17.8 Cross-Border Scenarios

For cross-border educational mobility, verification provides: - Consistent validation across
member states - Recognition of credentials from different countries - Support for
qualification recognition - Trust establishment across borders



18 Enforcement Policy Agent

18.1 Overview

The wallet’s policy enforcement role implements European privacy principles in practical
ways, putting students in control of their educational records while protecting against
excessive data collection. This approach transforms privacy principles into technical
safeguards.

18.2 Key Privacy Principles Implementation

18.2.1 User Control

e Students control their educational records

e Users make informed sharing decisions

e Individuals maintain authority over personal data

e Educational history remains under personal management

18.2.2 Data Minimisation
e Institutions request only necessary data
e Systems prevent excessive data collection
e Proportionality is technically enforced
e Context-specific data sharingis supported

18.2.3 Automated Privacy Protection

e Privacy protection becomes automatic

e Technical safeguards complement legal protections
e Userrights are implemented in code

e Privacy by design becomes operational

18.2.4 Cross-Border Rights Protection

e Cross-border rights remain protected

e Consistent privacy enforcement across jurisdictions
e European values maintained across borders

e Uniform protection regardless of location

18.3 Digital Wallet Enforcement Mechanisms
Digital wallets act as policy enforcers by:

18.3.1 Detection of Disproportionate Requests

e Analysing data requests against purpose
e Flagging excessive information requirements



e Comparing requests to standard patterns
e Identifying unusual data collection attempts

18.3.2 User Warnings

e Warning users about excessive data sharing

e Providing clear information about unusual requests
e Explaining potential privacy implications

e Offering guidance on privacy-preserving alternatives

18.3.3 Access Control

e Blocking unauthorised information access when appropriate
e Implementing granular permission systems

e Enforcing purpose limitations

e Preventing unintended data exposure

18.3.4 User Privacy Management

e Maintaining user control over personal data

e Providing comprehensive privacy dashboards
e Enabling preference management

e Supporting informed decision-making

18.4 Implementation Notes

To fully respect individuals’ rights, “Blocking” won’t be applied at the sectorial level,
meaning:

e Usersretainfinal decision-making authority
e Wallets provide warnings but respect user choices
e Education sector emphasises informed consent

e Technical controls are balanced with user autonomy

18.5 Implementation Considerations

When implementing enforcement policy agents:
e Userinterfaces should clearly communicate privacy implications
e Default settings should prioritise privacy
e Technical performance should not be compromised

e User education should complement technical controls



e Balance should be maintained between protection and usability

18.6 Cross-Border Scenarios

For cross-border educational mobility, enforcement policy agents provide:
e Consistent privacy protection across member states
e Support forvaried educational contexts
e Maintenance of European privacy values

e User controlin international settings



19 Governance Models in Education and Professional
Qualifications

This section provides comprehensive documentation of governance frameworks in
education and professional qualifications, examining both the European-level coordination
mechanisms and their practical implementation within the DC4EU Large Scale Pilot.

The documentation is organised to guide readers from understanding the overarching
European governance landscape through to the specific technical implementations that
enable digital trust and cross-border recognition.

19.1 Documentation Structure

19.1.1 1. European Governance Framework

Comprehensive overview of how education and professional qualifications are governed
across the European Union, examining multi-level governance structures from European
Commission to Member States and regions. This document establishes the foundational
understanding of governance principles, coordination mechanisms, and the balance
between national competence and European frameworks.

19.1.2 2. EAA-based Authorisation Model

Technical framework defining the Electronic Attestation of Attributes (EAA) model
developed to digitally represent and verify governance structures. This document explains
the authorisation model architecture, verification processes, and implementation
approach that translates complex governance relationships into verifiable digital
credentials.

19.1.3 3. DC4EU Governance Implementation

Detailed explanation of how the different governance models have been practically
implemented within the DC4EU project. This document demonstrates how European
governance frameworks have been translated into operational digital trust systems with
specific authorisations, country implementations, and institutional arrangements.

19.2 How to Navigate This Documentation

Start with European Governance Framework if you need to understand the policy and
regulatory context that shapes education and professional qualifications across Europe.

Review the EAA-based Authorisation Model to understand the technical approach and
architecture used to implement governance digitally.
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Examine DC4EU Governance Implementation to see practical examples of how these
frameworks operate in real-world scenarios across participating Member States.

19.3 Key Themes

Multi-level Governance: Documentation demonstrates how governance operates across
European, national, regional, and institutional levels whilst maintaining coherent trust
relationships.

Digital Transformation: Shows how traditional governance structures can be enhanced
through digital credentials and verification mechanisms without disrupting established
authority relationships.

Cross-border Recognition: Explains how governance frameworks enable mobility and
recognition whilst respecting national competences and institutional autonomy.

Practical Implementation: Provides concrete examples of how abstract governance
principles translate into operational systems supporting learners, professionals, and
institutions.

19.4 Target Audiences

Policy Makers: Understanding governance frameworks and their digital implementation
forinformed decision-making.

Technical Implementers: Detailed technical specifications and implementation
examples for system development.

Educational Leaders: Insight into how governance affects institutional operations and
cross-border collaboration.

Researchers: Comprehensive analysis of governance models and their practical
application in digital contexts.

19.5 European Governance in Education and Professional Qualifications

Introduction

This document provides a comprehensive overview of how education and professional
qualifications are governed across the European Union, examining the multi-level
governance structures that operate from European to national and regional levels. The
governance framework reflects the principle of subsidiarity whilst enabling cross-border
recognition and mobility through coordinated European frameworks.



The European approach to education and professional qualifications governance is
characterised by national competence with European coordination, where Member
States retain sovereignty over their education systems whilst participating in shared
frameworks that facilitate mutual recognition and transparency.

1. Formal Education Governance
European Level Coordination

Formal education governance in the EU operates on the fundamental principle that
education is a national competence. There is no single European authority with legal
powers over national education systems. Instead, the European Union provides
coordination mechanisms and frameworks that enable harmonisation whilst respecting
national autonomy.

Key European Coordination Tools

European Qualifications Framework (EQF) - Provides a common reference framework
that enables comparison of qualifications across Member States - Aligns national
qualifications to ensure comparability and transparency - Maps qualifications from EQF
Level 1 (basic general knowledge) to EQF Level 8 (doctoral level)

European Education Area (EEA) - Strategic framework fostering cooperation to enhance
education quality and mobility - Promotes mutual learning and policy coordination among
Member States - Supports initiatives for digital transformation and green transition in
education

European Higher Education Area (EHEA) - Supports the Bologna Process for harmonised
higher education standards - Facilitates student and academic mobility through common
degree structures - Promotes quality assurance and recognition mechanisms

Lisbon Recognition Convention - Legal framework enabling mutual recognition of higher
education qualifications - Supports fair recognition procedures and removal of obstacles
to mobility - Implemented at national level but coordinated at European level

European Centre for the Development of Vocational Training (Cedefop) - Union agency
established by Regulation (EU) 2019/128 - Based in Thessaloniki with liaison office in
Brussels - Supports VET, skills, and qualifications policies through research and analysis

Member State Implementation

Within this European framework, Member States organise their education governance
through multi-level delegation models:

Central Public Authorities (Ministries) - Recognise and accredit educational institutions
across all levels - Define correspondence between national qualifications and EQF levels -
Grant operating licences and degree-awarding powers - May distribute responsibilities
across different ministries by education level



Recognised Educational Institutions - Schools, colleges, universities, and training
centres - Must hold valid mandates to operate and issue official qualifications - Must
comply with both national legislation and European frameworks - Include pre-school,
primary, secondary, vocational, higher education, and adult education institutions

Sectoral Bodies (where applicable) - May participate in curricula approval, particularly in
vocational education - Represent employer and employee interests in education
governance - Contribute to skills needs assessment and programme design

Vocational Education and Training (VET) Specific Governance

VET governance exhibits particular characteristics due to its close connection to labour
market needs:

European Level - Copenhagen Process: Voluntary cooperation framework for VET policy -
EQAVET: Quality assurance framework providing guidelines and indicators - Europass:
Transparency tools for skills and qualifications - European Skills Agenda: Strategic
approach to skills development

Cedefop’s Role Cedefop operates with a tripartite governance structure involving: -
Representatives from Member States - Employers’ organisations - Employees’
organisations - European Commission

Key functions include: - Providing comparative analyses of VET systems and labour market
trends - Supporting qualifications development and alignment with EQF - Promoting
validation of non-formal and informal learning - Facilitating knowledge sharing among
stakeholders - Managing tools and datasets for VET and skills

National Level - Member States determine accreditation approaches (providers,
programmes, or both) - Sectoral bodies and chambers often have supervisory or awarding
roles - Integration with formal education systems varies by country

2. Professional Qualifications Governance
European Framework

Professional qualifications governance follows the same principle of national competence
with European coordination. The EU does not centrally regulate professions but provides
frameworks for mutual recognition and mobility.

Key European Instruments

Professional Qualifications Directive (2005/36/EC, amended by 2013/55/EU) - Legal
framework for recognition of professional qualifications - Establishes principles for
automatic recognition for specific professions - Provides general system for recognition of
qualifications - Includes safeguards for public health and safety



Internal Market Information System (IMl) - Electronic system enabling cooperation
between competent authorities - Facilitates information exchange on professional
qualifications - Supports verification of authenticity and validity of qualifications - Enables
alert mechanisms for professional misconduct

European Professional Card (EPC) - Electronic certificate for specific professions -
Streamlines recognition procedures - Currently available for nurses, pharmacists,
physiotherapists, real estate agents, and mountain guides

Member State Organisation
Professional qualifications governance typically follows this structure:

Ministries or Central Public Authorities - Define which professions are regulated within
national jurisdiction - Establish regulatory frameworks for professional practice - Authorise
National Professional Bodies to oversee specific professions - Ensure compliance with EU
recognition principles

National Professional Bodies (NPBs) - Legally authorised entities responsible for
professional regulation - Functions include: - Issuing professional licences and certificates
- Maintaining professional registers and databases - Overseeing continuing professional
development requirements - Representing professions in national and European forums -
Ensuring ethical standards and professional conduct

Regulated Professions - Professions where practice is subject to legal requirements -
Common examples include healthcare, legal, engineering, teaching, and architecture -
Requirements typically include specific education, examinations, and ongoing registration

Cross-border Recognition Mechanisms

Automatic Recognition - Applies to specific professions with harmonised minimum
training requirements - Includes doctors, nurses, dentists, veterinarians, pharmacists,
midwives, and architects - Based on mutual trustin education and training standards

General System of Recognition - Applies to professions not covered by automatic
recognition - Based on comparison of education and training levels - May require
compensation measures (adaptation period or aptitude test)

Recognition on the Basis of Professional Experience - For certain craft, industrial, and
commercial activities - Based on pursuit of activity for specific periods in other Member
States

Quality Assurance Governance

Quality assurance governance varies between higher education and vocational education
and training, reflecting different organisational structures and needs.



Higher Education Quality Assurance
European Level Coordination

European Association for Quality Assurance in Higher Education (ENQA) - Membership
organisation for quality assurance agencies - Develops and promotes European Standards
and Guidelines (ESG) - Facilitates cooperation and mutual learning among QA agencies

European Quality Assurance Register for Higher Education (EQAR) - Register of quality
assurance agencies that comply with ESG - Enables transparency and trust in quality
assurance across borders - Supports agencies in operating beyond their home countries

European Standards and Guidelines (ESG) - Common framework for quality assurance in
higher education - Cover internal quality assurance, external quality assurance, and quality
assurance agencies - Regularly updated through broad stakeholder consultation

National and Regional Implementation

National Quality Assurance Agencies - Recognised by ministries of education or
equivalent authorities - Responsible for institutional and programme accreditation - Must
comply with ESG to be listed in EQAR - Examples include ANECA (Spain), ANVUR (Italy),
NVAO (Netherlands)

Regional Quality Assurance Bodies - Operate under national authorisation in
decentralised systems - Conduct quality reviews within specific geographic areas -
Examples include AQU Catalunya in Spain’s Catalonia region

Institutional and Programme Level - Universities and higher education institutions subject
to external review - May receive accreditation at institutional level, programme level, or both
- Internal quality assurance systems required as part of ESG compliance

Vocational Education and Training Quality Assurance
European Level Framework

European Quality Assurance in Vocational Education and Training (EQAVET) - Voluntary
framework providing guidelines and indicators - Developed by Member States, social
partners, and European Commission - Does not accredit or certify - purely advisory and
supportive role

Quality Assurance Characteristics - More diverse arrangements compared to higher
education - No single register of accredited agencies - National, regional, and sectoral
variations in approach - Integration of employer and employee perspectives



National and Regional Organisation

National and Regional QA Agencies - Established according to national legislation and
preferences - May accredit providers, programmes, or both - Often coordinate with sectoral
bodies and chambers

Sectoral Bodies and Chambers - Significant role in many Member States - May have
supervisory orawarding responsibilities - Represent employer interests in quality assurance
processes

Awarding Bodies - Separate from training providers in many systems - Responsible for
assessment and certification - Subject to approval by competent national authorities

Digital Identity Governance in Education and Professional Contexts
Non-foundational Digital Identities

Digital identity governance in education and professional contexts involves credentials
that are domain-specific rather than linked to civil registers.

Types of Digital Identities

Educational ID - Domain-specific identifier for pupils, students, and learners - Issued by
schools, VET centres, and higher education institutions - Enables identity matching and
service access within education systems

Professional ID - Identity credential for registered professionals in regulated sectors -
Issued by authorised professional bodies - Facilitates verification of professional status and
qualifications

MyAcademiclD - Federated student identity for academic services - Coordinated through
National Research and Education Networks (NRENs) - Enables cross-border access to
academic resources and services

Alliance ID - ldentity within European University Alliances - Issued by participating
universities for joint programmes and services - Supports collaborative education initiatives

European Student Card - ldentity credential within European Student Card Initiative -
Facilitates student mobility and access to services - Coordinated at European level with
national implementation

Governance Structure

European Level Coordination - GEANT: Coordinates cross-border student identity
federations - eduGAIN: Technical framework for identity federation interoperability -

European Education Area: Policy framework supporting digital identity initiatives



National Research and Education Networks (NRENSs) - Act as trusted identity providers for
academic institutions - Examples include RedIRIS (Spain), RENATER (France), GARR (ltaly) -
Facilitate cross-border authentication and authorisation

Institutional Level - Universities and educational institutions as identity issuers -
Professional bodies as issuers of professional identity credentials - Must operate under
appropriate mandates and authorisations

Cross-cutting Governance Principles
Subsidiarity and National Competence

The governance of education and professional qualifications embodies the principle of
subsidiarity, where: - Member States retain primary responsibility for education policy and
organisation - Professional regulation remains a national competence - European level
provides coordination tools and frameworks - Regional authorities may have significant
roles in decentralised systems

Mutual Recognition and Trust

European governance frameworks are built on principles of: - Mutual trust in Member State
education and professional systems - Transparency through common frameworks and
quality assurance - Proportionality in recognition requirements and procedures - Non-
discrimination in access to education and professional opportunities

Quality Assurance and Accountability

Quality assurance operates through: - European standards providing common reference
points - National implementation respecting different traditions and structures - Peer
review and mutual learning among institutions and agencies - Stakeholder involvement
including students, employers, and civil society

Digital Transformation

The governance framework increasingly incorporates: - Digital credentials and identity
management systems - Interoperability standards for cross-border recognition - Privacy
protectionin line with GDPR requirements - Accessibility and inclusion in digital education
services

Conclusion

European governance in education and professional qualifications represents a
sophisticated multi-level system that balances national sovereignty with European
coordination. The framework enables mobility, recognition, and quality assurance whilst
respecting the diversity of national systems and traditions.

This governance model provides the foundation for digital transformation initiatives that can
enhance transparency, mobility, and trust across European education and professional



systems. The challenge forimplementation lies in maintaining this balance whilst leveraging
new technologies to improve services for learners, professionals, and employers across the
European Union.

19.6 Authorisation model based on EAAs

Overview

This document defines an authorisation model aimed at establishing trusted verification
and validation processes across different contexts within education and professional
qualifications. It ensures that relying parties (verifiers) can determine the legitimacy of an
issuer of verifiable credentials, as well as the authorisation chain that validates the issuer.

The model provides a structured framework for managing authorisations, accreditation,
and recognition within educational, professional, and quality assurance domains. It does
not cover end-user credentials issued by a trusted issuer but focuses on the framework
that establishes trust in issuers and their authorisation chains.

Key benefits
e Ensures trustin the authorisation and accreditation process
e Provides a structured, interoperable model applicable to different domains
o Facilitates verification and traceability of authorisations over time

e Enables compliance with regulatory frameworks such as elDAS and the European
Education Area (EEA)

e Supports historical validation of authorisations to ensure long-term reliability

Structure of the model

The model consists of two primary components:

Entity information

Defines attributes of entities involved in authorisation, either as granting authorities
(granters) or recipients of authorisation (grantees).

Key attributes:
Attribute Description
ID Unique identifier of the entity
Name Legal name (for organisations) or full name (for individuals)

Address Physical location (if applicable)



Attribute Description

Establishment date When the entity was created
Role Defines whether the entity is a granter or grantee (or both)

Authorisation information

Defines how authorisations are issued, managed, and verified. Each authorisation must
contain the following attributes:

Attribute Description

Authorisation ID Unique identifier

Granter ID Entity that issues the authorisation

Grantee ID Entity that receives the authorisation

Type of EAA Specifies the scope of authorisation

Jurisdictional limitations Defines geographic or regulatory scope

Issuance date When the authorisation becomes valid

Validity date When the authorisation expires (if applicable)
Evidence Legal or regulatory proof supporting the authorisation

Verification of authorisations
Verifiers must follow a structured process to ensure the validity of authorisations:

e Integrity check: Ensures data has not been modified and maintains cryptographic
proof

e Issuerrecognition: Confirms the granter is legally authorised to issue the specific
authorisation

e Status verification: Checks if the authorisation is still valid and not revoked or
suspended

e Jurisdiction & usage compliance: Verifies geographical or regulatory constraints

e Trust anchor resolution: Establishes confidence in the entire authorisation chain
by validating trust anchors (e.g., government agencies)

Typologies of authorisations

The authorisation model applies to various contexts within education and professional
qualifications. Below are practical examples of authorisation structures in different
domains:



Formal education

Example: A university (e.g., Rovira i Virgili University - URV) is authorised by the Ministry of
Universities to issue degrees compliant with the European Higher Education Area (EHEA).

In this scenario: - Granter: Ministry of Universities (trust anchor) - Grantee: Rovira i Virgili
University - Type of EAA: Authority to issue EHEA-compliant degrees - Jurisdictional
limitations: Spain - Evidence: National legislation on university recognition

Quality assurance

Example: Aregional quality assurance agency (e.g., AQU Catalunya) must be authorised
by the national agency (ANECA) and comply with European Standards and Guidelines
(ESG).

In this scenario: - Granter: National Agency for Quality Assessment and Accreditation
(ANECA) - Grantee: Agency for Quality of the University System of Catalonia (AQU) - Type
of EAA: Authority to conduct quality assessments - Jurisdictional limitations: Catalonia
region - Evidence: Official appointment by the regional government and recognition by
ANECA

Professional qualifications

Example: The National Professional Body (NPB) for Physicians (e.g., CGCOM in Spain) is
authorised by the Ministry of Health to regulate and manage the practice of medicine,
issue professional IDs, and oversee training accreditation.

In this scenario: - Granter: Ministry of Health (trust anchor) - Grantee: General Council of
Official Medical Associations (CGCOM) - Type of EAA: Authority to regulate medical
practice - Jurisdictional limitations: Spain - Evidence: National legislation on healthcare
professionals

Cross-border example: A Spanish doctor seeking to work in France may require an
Electronic Certificate of Professional Suitability (eCIP) issued by CGCOM, recognised
through the Internal Market Information System (IMl).

Training accreditation & CPD

Example: A Spanish healthcare training provider seeking recognition at the national level
(via the National Health System credits) and European level (via ECMEC credits) must be
authorised by the UEMS (European Union of Medical Specialists).

In this scenario: - Granter: European Union of Medical Specialists (UEMS) - Grantee:
Healthcare training provider - Type of EAA: Authority to offer accredited continuing



medical education - Jurisdictional limitations: Europe - Evidence: UEMS accreditation
certificate

Digital identities

Educational ID: Universities issuing MyAcademiclD must be recognised by a National
Research & Education Network (NREN) and comply with eduGAIN rules.

In this scenario: - Granter: National Research & Education Network (e.g., RedIRIS in Spain)
- Grantee: University - Type of EAA: Authority to issue MyAcademiclD credentials -
Evidence: Membership in the NREN federation

Professional ID: A Professional Body (e.g., CGCOM for doctors) must be authorised to
issue professional identity credentials.

In this scenario: - Granter: Ministry of Health - Grantee: CGCOM - Type of EAA: Authority
to issue professional identity credentials - Evidence: National legislation on healthcare
professionals’ identification

Entity-relationship diagram

The authorisation model can be visualised through an entity-relationship diagram that
illustrates how entities, authorisations, and trust anchors interact:

e Legal entities, public organisations, and individuals as actors
e Authorisation relationships between granters and grantees

e Temporal constraints for ensuring historical validation

e Interoperability with European regulatory frameworks

Implementation in the EAA framework

The authorisation model has been designed to be implemented using Electronic
Attestation of Attributes (EAAs) within the European Digital Identity framework. Key
implementation considerations include:

e Serialisation: Authorisations are serialised as Verifiable Credentials using the W3C
VC Data Model

e Trust anchors: Root authorisations are typically linked to public sector bodies or
qualified trust service providers

e Verification: Authorisation chains can be verified using the EBSI verification model

e Temporalvalidation: The model supports point-in-time verification for historical
validation

e Revocation: Authorisations can be revoked using standard revocation mechanisms



Glossary

e Accreditation (Regulation 765/2008): Official recognition that an entity meets
required standards

e Authorisation: Permission granted by a competent authority to act

e Electronic Attestation of Attributes (EAA): A verifiable credential defining an
entity’s rights and authorisations

e Trust framework: The set of rules and standards governing digital identity systems

e Verifier: The entity responsible for validating an authorisation or credential

e Trust anchor: An entity that is inherently trusted within a specific context (typically
a public authority)

Governance identified and modeled for Education and professional Qualifcations

The implementation of the Electronic Attestation of Attributes (EAA)-based authorisation
model within the DC4EU Large Scale Pilot for the domains of Education and Professional
Qualifications.

The model reflects the structured feedback from the 23 consortium members and is
designed to be extendable to all Member States and associated countries of the European
Union. It supports full alignment with the eIDAS 2.0 framework, the European Education
Area (EEA), and the European Qualifications Framework (EQF).

Conclusion

This authorisation model provides a robust, interoperable framework for ensuring trusted
authorisation processes in education and professional qualifications. By defining clear
structures, attributes, and verification methods, it facilitates compliance, interoperability,
and long-term validation of authorisations across different domains and jurisdictions.

The model complements the broader Sectorial EAA Catalogue by providing the trust
framework within which educational and professional credentials can be issued, verified,
and recognised across European borders.



20 Technical Profiles

20.1 Executive Summary

This matrix provides a comprehensive comparison of the technical aspects between Pilot1
(Classical PKI with SD-JWT) and Pilot2 (Hybrid PKI with W3C VC) within the DC4EU project
framework for education and professional qualifications.

20.2 TRUST MODEL ARCHITECTURE

Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)

Core Trust Classical PKI exclusively Combined Classical PKI +
Model Decentralised PKI (dPKI)
Trust Anchors Certificate Authorities (CAs) CAs + EBSI (European

Trust Validation

Trust Registries

Authority Model

Decentralisation
Level

20.3 CREDENTIAL FORMAT & STRUCTURE

Hierarchical certificate chains

Traditional CA-based trusted lists

Certificate Authority hierarchy

Centralised

Blockchain Services
Infrastructure)

Dual-layer: X.509 certificates +
EBSI trust registries

EBSI Trust Registry + Schema
Registry + DID Registry
Trust Authority Organisations
(TAOs) + CA hierarchy

Hybrid centralised-
decentralised

Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)
Credential SD-JWT (Selective Disclosure JWT) -  W3C Verifiable Credentials (VC)
Format DRAFT STANDARD - ESTABLISHED STANDARD
Data Model SD-JWT-VC - PENDING W3C-VCDM 1.1 & W3C-VCDM
STANDARDISATION 2.0 -6+ YEARS PROVEN
Schema JSON Schema with SD-JWT W3C VC Data Model + European
Standard extensions - EVOLVING Learning Model (ELM) - MATURE
Selective Built-in with SD-JWT hashing - Supported through W3C VC
Disclosure DRAFT SPECIFICATION features - TESTED
IMPLEMENTATIONS
Credential JWT with _sd arrays for privacy - JSON-LD with cryptographic
Structure EXPERIMENTAL proofs - PRODUCTION-READY



Aspect

Pilot1 (Classical PKI)

Pilot2 (Hybrid PKI)

Privacy
Mechanism

20.4 CRYPTOGRAPHIC SPECIFICATIONS

Hash-based selective disclosure -
UNPROVEN AT SCALE

Multiple methods (SD-JWS,
BBS+, zero-knowledge proofs) -
BATTLE-TESTED

Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)

Signature ES256, ES384, ES512, RS256, ES256, ES384, ES512, EADSA,

Algorithms RS384, RS512 BBS+

Key Types EC (P-256, P-384, P-521), RSA (min EC (P-256, P-384, P-521),
2048-bit) Ed25519, RSA

Hash SHA-256 or stronger SHA-256, SHA-384, SHA-512

Functions

Signature JWS (JSON Web Signature) JWS, JAJES, Linked Data

Format Signatures

Key X.509 certificate-based X.509 + DID-based key

Management management

Cryptographic Certificate chain validation

Binding

20.5 IDENTITY & AUTHENTICATION

Aspect

Pilot1 (Classical PKI)

Certificate + DID binding
(x5t#S256)

Pilot2 (Hybrid PKI)

Identity Model

Issuer Identity

Authentication
Method

Identity
Resolution

Global
Uniqueness

Self-Sovereign
Identity

X.509 certificates only
Distinguished Name (DN) in
certificates

Certificate-based authentication
CA directory services

Certificate serial numbers

Not supported

X.509 certificates +
Decentralised ldentifiers (DIDs)

DN + DID (did:ebsi:)

Dual: Certificate + DID-based
authentication

DID resolution + CA services

DID + certificate binding

Supported through DID
infrastructure



20.6 INFRASTRUCTURE REQUIREMENTS

Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)

Core Traditional CA infrastructure CAinfrastructure + Verifiable
Infrastructure Data Registries (EBSI)
Registry Certificate revocation lists (CRLs), CRL/OCSP + Verifiable Data
Services OCSP Registries (DID, Trust, Schema)
Blockchain Not required EBSI blockchain integration
Integration required

Distributed Not applicable EBSI-based distributed ledger
Ledger

Node CA connectivity CA connectivity + EBSI node
Requirements access

Scalability Traditional PKI scalability Hybrid scalability (PKI + dPKI)
Model

20.7 REGULATORY COMPLIANCE

Aspect

Pilot1 (Classical PKI)

Pilot2 (Hybrid PKI)

elDAS
Compliance

GDPR
Compliance

European
Standards

Cross-border
Recognition
Regulatory
Framework

Legal Effect

elDAS 1.0 & 2.0 compliant

Data minimisation through SD-JWT

ETSI standards compliance

Through traditional mutual
recognition

Classical digital signature
regulations

Non-discrimination principle (Article
45b)

20.8 ONBOARDING PROCESSES

elDAS 2.0 compliant with
enhanced features

Enhanced privacy through W3C
VC + zero-knowledge

ETSI + W3C standards
compliance

Enhanced through EBSI trust
registries

Extended digital identity
regulations

Non-discrimination + enhanced
trust (EBSI)

Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)

Issuer CAregistration + certificate issuance CAregistration + DID creation +
Onboarding EBSI registration

Verifier Relying party certificates WRPAC + DID registration + EBSI

Onboarding

authorisation



Aspect

Pilot1 (Classical PKI)

Pilot2 (Hybrid PKI)

Registration
Authority
Capability
Declaration

Authorisation
Model

Governance
Integration

Certificate Authorities

Certificate extensions

Certificate-based authorisation

National educational databases

20.9 VERIFICATION MECHANISMS

Aspect

Pilot1 (Classical PKI)

CAs + EBSI Trust Registry

DID Document + EBSI Trust
Registry entries

Verifiable credentials for
authorisation

National databases + EBSI trust
registries

Pilot2 (Hybrid PKI)

Verification
Process

Trust
Validation

Revocation
Checking

Real-time
Validation

Cross-border
Verification

Verification

Certificate chain validation + SD-JWT

integrity
CA trust chain

CRL/OCSP

OCSP

Mutual recognition agreements

Moderate (single trust path)

Certificate validation + DID
resolution + EBSI trust check

Multi-layer: CA chain + EBSI
trust registry

CRL/OCSP + EBSI status registry
OCSP + EBSIl real-time queries
EBSI-facilitated automatic

recognition
Higher (dual trust path

Complexity validation)
20.10 CREDENTIAL LIFECYCLE
Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)
Issuance SD-JWT creation + signature W3C VC creation +
cryptographic proof
Storage EUDIW with SD-JWT format EUDIW with W3C VC format

Presentation

Revocation
Suspension

Renewal

Selective disclosure of SD-JWT
claims

Certificate revocation lists
Not directly supported
Certificate renewal process

W3C VC presentation with
selective disclosure

CRL + EBSI status registry
Supported through EBSI registry
Certificate + DID key rotation



Aspect

Pilot1 (Classical PKI)

Pilot2 (Hybrid PKI)

Compatibility
Cross-pilot
Compatibility

International

ADOPTION

Limited (format differences) -
INTEROP CHALLENGES

JWT-based standards - EMERGING

Lifecycle Traditional PKI lifecycle Enhanced with blockchain
Management immutability

20.11 INTEROPERABILITY
Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)
Standards SD-JWT specification - W3C VC + DID specifications -
Compliance DRAFT/EXPERIMENTAL W3C RECOMMENDATIONS
Wallet EUDIW with SD-JWT support - EARLY EUDIW with W3C VC support -

MATURE ECOSYSTEM

Enhanced (W3C VC standard) -
PROVEN INTEROPERABILITY

W3C global standards - WIDELY

Operational
Complexity

Maintenance
Overhead

Familiar PKI operations - PLUS
DRAFT SPEC HANDLING

Standard PKI maintenance - PLUS

SPEC EVOLUTION TRACKING

Standards ADOPTED

Legacy Easier (JWT familiarity) - More complex (hew W3C

System THEORETICAL standards) - PROVEN

Integration PATTERNS

Future- Medium (JWT evolution) - High (W3C standardisation) -

proofing UNCERTAIN EVOLUTION STABLE EVOLUTION PATH
20.12 IMPLEMENTATION COMPLEXITY

Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)

Technical Low to Medium - BUT BLEEDING- High - BUT MATURE

Complexity EDGE STANDARDS TECHNOLOGY STACK

Implementation Shorter (familiar PKI) - OFFSET BY Longer (new technologies) -

Time SPEC UNCERTAINTY PREDICTABLE WITH PROVEN

TOOLS

Developer Moderate - PLUS EXPERIMENTAL Steep - BUT COMPREHENSIVE

Learning Curve SPEC LEARNING DOCUMENTATION

Infrastructure Lower - PLUS RISK OF REWORK Higher - BUT STABLE

Investment INVESTMENT

New DID + blockchain
operations - WELL-
DOCUMENTED PATTERNS

PKI + blockchain maintenance -
ESTABLISHED BEST
PRACTICES



20.13

Aspect Pilot1 (Classical PKI)

PERFORMANCE CHARACTERISTICS

Pilot2 (Hybrid PKI)

Verification Fast (traditional PKI)

Moderate (multiple registry

Speed queries)
Scalability High (proven PKI scalability) High (proven PKI & dPKIl)
Network Moderate (CRL/OCSP) High (Verifibale Data Registries
Dependency connectivity required)
Offline Limited Enhanced (DID caching)
Capabilities
Resource Low to Medium Medium to High
Requirements
Throughput High Medium

20.14 SECURITY CONSIDERATIONS
Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)
Attack Traditional PKI attacks PKI + DLT attacks
Vectors
Single Point CA compromise Distributed (reduced risk)
of Failure
Quantum Depends on algorithms Enhanced (crypto-agility)
Resistance
Privacy SD-JWT selective disclosure Enhanced W3C VC privacy
Protection
Audit Trail Certificate logs Certificate logs + DLT
Compromise Certificate revocation Certificate + DID key rotation
Recovery

20.15 USE CASE ALIGNMENT
Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKIl)

Educational
Credentials

Optimised for traditional diplomas

Professional
Qualifications

Standard certification support

+ Enhanced for comprehensive
qualifications

+ Advanced competency
mapping



Aspect

Pilot1 (Classical PKI)

Pilot2 (Hybrid PKI)

Micro-
credentials

Cross-border

Basic support

Limited automatic recognition

Enhanced granular credentials

Enhanced Verifibale Data

Mobility Registries-facilitated recognition
Industry Traditional sector alignment Innovation-focused sectors
Integration
Government Standard public sector Enhanced public sector
Services innovation

20.16 EAA SCENARIO ALIGNMENT
Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)
Optimal EAA  PubEAA + QEAA (Scenarios 3 &4) Non-qualified EAA (Scenario 2,
Scenarios applicable also to 3 & 4)
PubEAA HIGH - Classical PKl aligns with MEDIUM - Can complement but
Suitability public sector authentic source not primary focus

requirements

QEAA HIGH - Natural fit for qualified trust MEDIUM - Can complement but
Suitability service provider infrastructure adds complexity

Non-qualified
EAA
Suitability
Regulatory
Alighment

Trust Model
Fit

LOW - Limited trust mechanisms for

non-qualified scenarios

Strong for qualified/public scenarios
with established trust chains

Perfect for scenarios with formal
regulatory oversight

HIGH - EBSI provides crucial
trust enhancement

Strong for non-qualified
scenarios requiring enhanced
trust

Perfect for scenarios needing
automated trust processing

20.17 SCENARIO-SPECIFIC TECHNICAL REQUIREMENTS
Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)
PubEAA Qualified electronic Qualified signature/seal +
Requirements signature/seal support DID binding
QEAA QTSP infrastructure alignment QTSP + EBSI registration

Requirements

Non-qualified
EAA Gap

K Limited automated trust
processing

EBSl-enhanced trust
mechanisms



Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)
Authentic Natural fit with public sector PKI Enhanced with verifiable
Source accreditation

Integration

Cross-border
Recognition

Established mutual recognition
(PUbEAA/QEAA)

EBSI-facilitated recognition
(all scenarios)

Automated K “Trust model falls short” for “EBSI provides major
Trust non-qualified business value”
Processing

20.18 COST IMPLICATIONS
Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)
Initial Lower for PUubEAA/QEAA scenarios Higher but optimal for non-
Investment qualified EAA

Operational
Costs

Training
Costs

Maintenance
Costs

Scaling Costs

Standard PKI costs for regulated
scenarios

Moderate for familiar PKI

Standard for traditional trust
chains

Linear for regulated scenarios

PKI + blockchain costs with
enhanced trust value

High but mature W3C
standards

Enhanced with automated
trust processing

Non-linear but addresses trust
gaps

ROITimeline Shorter for PUDEAA/QEAA Longer but essential for non-
qualified scenarios
20.19 STRATEGIC CONSIDERATIONS
Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)
Market High for public sector/qualified - Medium for all scenarios -
Readiness LOW for non-qualified (draft HIGH for non-qualified (6+
standards) years W3C VC)
Innovation Limited - HIGH SPEC RISK High - PROVEN INNOVATION
Potential for non-qualified trust

Competitive
Advantage

Strong for PUbEAA/QEAA -
UNDERMINED BY SPEC
UNCERTAINTY

Innovation - BACKED BY
MATURE STANDARDS



Aspect Pilot1 (Classical PKI) Pilot2 (Hybrid PKI)

Risk Profile Low for regulated scenarios - Medium - MITIGATED BY
INCREASED BY DRAFT PROVEN TECHNOLOGY
STANDARDS

Strategic Conservative for traditional sectors Innovation for emerging non-

Alignment - ACTUALLY EXPERIMENTAL qualified scenarios - BASED

ON PROVEN FOUNDATIONS

Future Proven for qualified scenarios - Transformative - CLEAR

Evolution UNCERTAIN PATH for non- ROADMAP for all scenarios
qualified

20.20 RECOMMENDATIONS
20.20.1 Choose Pilot1 (Classical PKI) when:

PubEAA or QEAA scenarios are your primary focus

Public sector authentic source or qualified trust service provider context
Regulated educational credentials with established legal frameworks
Traditional institutional hierarchy and formal oversight structures

Mature PKIl infrastructure already in place

Cross-border recognition through established mutual recognition agreements

20.20.2 Choose Pilot2 (Hybrid PKI) when:

Non-qualified EAA scenarios are your primary focus

Enhanced automated trust processing is essential

Innovation in credential verification without full regulatory oversight
EBSIl-enhanced trust mechanisms are needed to fill trust gaps

Diverse issuer ecosystem including non-traditional credential providers
Future-proofing with mature W3C standards (6+ years proven)

20.20.3 Key Scenario Alighment:

20.21

Pilot1: Optimised for PUbEAA (Scenario 3) and QEAA (Scenario 4)

Pilot2: Essential for Non-qualified EAA (Scenario 2) where “Verifable Data
registries provide major business value” (extendible to scenarios 3 & 4)

CRITICAL REALIZATION

The scenario-based analysis reveals the true strategic positioning:



20.21.1 Pilot1 (Classical PKI):

e STRONG for traditional regulated scenarios (PUbEAA/QEAA)
e WEAK for non-qualified scenarios where “trust model falls short”
e RISK from draft SD-JWT specifications in all scenarios

20.21.2 Pilot2 (Hybrid PKiI):

e ESSENTIAL for non-qualified scenarios requiring automated trust processing
e COMPLEMENTARY for PUbEAA/QEAA scenarios with enhanced capabilities
e STABLE foundation with mature W3C standards across all scenarios

20.21.3 Strategic Insight:

The choice is not just about technical architecture but about regulatory scenario
alignment. Pilot1 serves the traditional qualified/public sector well but struggles with
emerging non-qualified scenarios. Pilot2 addresses the full spectrum of EAA scenarios
with mature standards, making it the more comprehensive solution despite higher
complexity.

20.22 CONCLUSION

The matrix reveals a fundamental insight: the choice between Pilot1 and Pilot2 is
primarily driven by EAA scenario requirements rather than just technical preferences.

20.22.1 The Scenario-Driven Reality:

Pilot1 (Classical PKI): - Perfectly aligned for PUbEAA and QEAA scenarios (Scenarios 3 &
4) - Optimal for public sector authentic sources and qualified trust service providers -
Challenged by non-qualified EAA scenarios where “trust model falls short” - Risk factor:
Draft SD-JWT specifications create uncertainty across all scenarios

Pilot2 (Hybrid PKI): - Essential for non-qualified EAA scenarios where “Verifiable Data
Regsitries provide major business value” - Complementary for PUbEAA/QEAA scenarios
with enhanced capabilities - Comprehensive coverage of all EAA scenarios with mature
W3C standards - Stable foundation: 6+ years of proven W3C VC technology

20.22.2 Strategic Recommendation:
Organizations should select their pilot based on primary EAA scenario requirements:

e Traditional regulated institutions (ministries, QTSPs) > Pilot1 for PUbEAA/QEAA

e Emerging credential ecosystem (non-qualified providers, innovative institutions, ,
established universities) > Pilot2 for comprehensive scenario coverage



e Comprehensive digital identity strategy > Pilot2 for future-proof foundation with
mature standards

The critical insight is that Pilot2’s apparent complexity is offset by its mature standards
foundation and comprehensive scenario coverage, making it the more strategic choice for
organizations planning long-term digital credential ecosystems.



21 Trust Models - Overview

21.1 Introduction

The Digital Credentials for Europe (DC4EU) project establishes a comprehensive digital
trust framework that enables secure issuance, presentation, and verification of Electronic
Attestations of Attributes (EAAs) within the European Digital Identity Wallet (EUDIW)
ecosystem.

21.2 Trust Models Foundation

21.2.1 Regulatory and Trust Framework Context

Trust Models for Education and Professional Qualifications
Essential background: Understanding classical PKI boundaries and the complementary
dPKI model under eIDAS2

Recommended Reading Order: Start with Trust Models foundation to understand the
regulatory context and why both classical PKI and dPKI are needed, then proceed to
implementation guidance below.

This framework comprises two complementary Public Key Infrastructure (PKI) models that
work together to create an end-to-end trust architecture, addressing both identity
verification (classical PKI) and authorisation validation (dPKI) as outlined in the Trust
Models foundation document:

e Wallet Relying Party PKI - Authenticates entities that consume digital credentials

e Issuer Trust Model - Enables entities to issue trusted digital credentials using
hybrid X.509/DID technology

21.3 Architecture Overview

CREDENTIAL CREDENTIAL
ISSUERS EUDIW CONSUMERS
(EU Digital (Relying Parties)
e Universities |—Pp| ID Wallet) | —»| « Employers |
e Gov. Bodies e Service Providers
e TSPs e Verification Svcs
v v v

Pure dPKI or EBSI WRP PKI Model
Hybrid Models (Trust Anchor)

WRPAC Certificates
e Pure dPKI e DID Registry WRPRC Tokens
e X.509+4DID e Accreditations e Entitlements
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21.4 Trust Flow Process

21.4.1 Issuer Registration and Setup

e Legal entities register with EBSI and also obtain X.509v3 certificates
e Bind X.509v3 certificates to Decentralised Identifiers (DIDs) for enhanced trust
e Register as authorised credential issuers in EBSI registries

21.4.2 Relying Party Registration

e Service providers register as Wallet Relying Parties (WRPs)
e Obtain Wallet Relying Party Access Certificates (WRPAC)
e Receive appropriate entitlements for their service category

21.4.3 Credential Lifecycle

e Issuance: Authorised issuers create EAAs signed with X.509/DID-bound keys

e Storage: Credentials stored securely in EUDIW

e Presentation: Users present credentials to verified relying parties

e Verification: Relying parties validate credentials using EBSI trust infrastructure

21.5 Key Components

21.5.1 EBSI (European Blockchain Services Infrastructure)
e Central trust anchor for the European digital identity ecosystem
o DID Registry: Manages decentralised identifiers for all participants
e Trusted Issuers Registry: Maintains accreditations and authorisations
e Trusted Schema Registry: Ensures credential format compliance
21.5.2 Hybrid PKI Architecture

e Traditional X.509 PKI: Provides established certificate-based trust
e Decentralised PKI (dPKI): Offers blockchain-anchored identity verification

e Combined Model: Leverages strengths of both approaches for maximum
interoperability

21.6 Regulatory Compliance
Both PKI models ensure full compliance with:
o elDAS Regulation (EU) No 910/2014 and amendments

e Commission Implementing Regulation (EU) 2025/848



e ETSI standards for digital certificates and trust services

e Wa3C Verifiable Credentials specification

21.7 Implementation Scenarios

21.7.1 Scenario 2 Focus

This framework specifically addresses DC4EU Scenario 2:
e Non-qualified Trust Service Providers (TSPs)
e Public sector bodies as authentic data sources
e Enhanced trust through EBSI verification

e Example: Universitat Rovirai Virgili issuing academic credentials

21.8 Benefits

21.8.1 For Issuers

e Enhanced Trust: EBSI accreditation increases credential reliability
e Interoperability: Standards-based approach ensures cross-border acceptance
e Flexibility: Hybrid model accommodates various organisational PKI setups

21.8.2 For Relying Parties

o Verified Identity: WRPAC ensures authentic service provider identity
e Clear Entitlements: Transparent permissions for data access
e Automated Verification: Streamlined credential validation processes

21.8.3 For Users

e Control: Manage credential sharing through EUDIW
e Privacy: Minimal data disclosure principles
e Portability: Credentials work across European Union member states

21.9 Technical Standards

e Certificate Format: X.509v3 for traditional PKI components

e Token Format: IWT/CWT for modern registration certificates

e Signature Algorithms: ES256/ES256K for cryptographic operations

e Key Management: Hardware Security Module (HSM) recommendations
e Binding Method: SHA-256 certificate thumbprints (x5t#S256)



21.10 Implementation Approaches

The DC4EU framework supports multiple implementation approaches for credential
issuance and verification:

21.10.1 Pure dPKI Implementation

For organisations implementing purely decentralised PKI without traditional certificate
integration:

21.10.2 Hybrid X.509-DID Implementation

For organisations requiring integration between traditional PKl infrastructure and
decentralised identity systems:

21.11 Implementation Guidance

21.11.1 For All Relying Parties

Wallet Relying Party PKI Guidelines
Comprehensive guide for credential verification, WRPAC/WRPRC implementation, and
entitlements framework

21.11.2 For Credential Issuers - Choose Your Approach
21.11.2.1 Pure dPKI Implementation

EUHEMC JAdES D-Zero Signature Guide
Complete signing process using pure dPKI with EBSI, JAdAES D-Zero profile implementation

EUHEMC JAJES D-Zero Verification Guide
Step-by-step verification with practical code examples, tools, and troubleshooting

21.11.2.2 Hybrid X.509-DID Implementation

X.509-DID Binding Guide for Credential Issuers
Advanced hybrid approach combining traditional PKI with DID binding, EBSI integration
workflows

21.11.3 Architecture Decision Support

Hybrid PKI Impact Analysis: X.509-DID vs Pure dPKI
Essential reading before implementation: Comprehensive comparison, performance
impact analysis, migration strategies, and technical trade-offs


/Users/admin/Documents/DC4EU/wrp_pki_page.md
/Users/admin/Documents/issuance_details.md
/Users/admin/Documents/verification-deatils.md
/Users/admin/Documents/DC4EU/x509_did_binding_page.md
/Users/admin/Documents/DC4EU/hybrid_pki_impact.md

Hybrid vs Pure dPKI: Key Differences and Impact
Focused technical comparison: Direct side-by-side analysis of implementation
differences, code examples, and performance implications

Implementation Recommendation: Start with the Impact Analysis document to
understand the technical and business implications of each approach, then
review the Key Differences guide for specific implementation details, and finally
follow the specific implementation guide for your chosen model.

21.12 Support and Resources

e DCA4EU Project: [Official Website]

e EBSI Documentation: Technical Specifications
e eIDAS Regulation: [Legal Framework]

e Implementation Support: [Contact Information]

This overview provides a high-level understanding of the DC4EU trust framework. For
technical implementation details, security considerations, and step-by-step procedures,
please consult the detailed guides linked above.


/Users/admin/Documents/DC4EU/hybrid_vs_pure_dpki.md

22 Supporting Infrastructure

22.1 Overview

The credential ecosystem in European education faces a fundamental challenge: how to
maintain trust, security, and interoperability across diverse national systems whilst
enabling the digital transformation that modern learners and employers demand. This
supporting infrastructure addresses this challenge by creating a robust foundation that
enables all credential system components to function effectively through a hybrid trust
model that combines traditional PKI with decentralised PKI (dPKI) and verifiable data
registers.

Unlike traditional approaches that rely solely on centralised trust authorities, this
infrastructure recognises that educational credentials operate in a complex ecosystem
where multiple forms of trust coexist. A university degree must be trusted by employers in
different countries, professional qualifications need recognition across borders, and micro-
credentials require validation in contexts far removed from their original issuance. The
infrastructure therefore provides multiple pathways for establishing and verifying trust,
ensuring that credentials remain valuable and verifiable regardless of technological
evolution or institutional changes.

22.2 Key Requirements

The infrastructure must meet stringent requirements that reflect the unique challenges of
European educational systems. These requirements emerge from the reality that education
operates across multiple jurisdictions, involves diverse stakeholders with varying technical
capabilities, and handles sensitive personal data requiring the highest levels of privacy
protection.

22.2.1 Multi-domain and Sector Support

Educational credentials span an extraordinarily diverse landscape, from traditional
university degrees to professional micro-credentials, from vocational certifications to
continuing education achievements. This diversity creates a challenge: how can a single
infrastructure support such varied credential types whilst maintaining consistent trust and
verification standards?

The infrastructure addresses this through flexible architectures thataccommodate different
credential formats, validation requirements, and governance models. A professional
engineering certification requires different validation mechanisms than a university
transcript, yet both must be equally trustworthy and verifiable. By supporting multiple
domains and sectors, the infrastructure ensures that no educational achievement is left
behind in the digital transformation.

e \Works across educational domains
e Supports varied credential types



e Accommodates different institutional needs
e Enables cross-sector recognition

22.2.2 Distributed Architecture

The centralised approach to credential verification creates vulnerable single points of failure
that can compromise entire educational systems. When a central authority experiences
technical difficulties or security breaches, the consequences ripple across all connected
institutions. This risk is particularly acute in education, where credentials may need
verification decades after issuance.

A distributed architecture fundamentally changes this dynamic by spreading trust and
responsibility across multiple nodes and authorities. This approach reflects the federated
nature of European education, where trust emerges from networks of recognised
institutions rather than single authoritative bodies. The resultis a more resilient system that
continues operating even when individual components face challenges.

e Avoids centralised points of failure
e Distributes trust and responsibility
e Supports system resilience

e Maintains institutional autonomy

22.2.3 Pan-European Coverage

The European education landscape is characterised by rich diversity in languages, systems,
and traditions, yet the European Education Area vision requires seamless recognition and
mobility. This creates a tension between respecting national sovereignty in education and
enabling cross-border recognition and mobility.

The infrastructure resolves this tension by providing consistent technical standards whilst
accommodating diverse national approaches to credential governance. A degree from a
Spanish university must be as technically verifiable in Estonia as it is in Spain, yet the
infrastructure must respect the different regulatory and quality assurance frameworks that
give those credentials their educational value.

e Functions across all member states

e Supports cross-border operations

e Enables European-wide recognition

e Maintains consistency across regions

22.2.4 Privacy-enhanced Verification

Traditional credential verification often requires sharing more personal information than
necessary for the specific verification context. When a graduate applies for a job requiring a
degree, why should the employer need to see detailed grades or personal information



unrelated to the qualification level? This over-disclosure creates privacy risks and reduces
individual control over personal data.

Privacy-enhanced verification transforms this dynamic by enabling selective disclosure,
where individuals can prove they possess specific qualifications without revealing
unnecessary details. This approach aligns with GDPR principles whilst providing the
verification confidence that relying parties require. The infrastructure thus enables a more
respectful relationship between credential holders and those who need to verify
credentials.

e Protects user privacy during verification
e Prevents unnecessary tracking

e |mplements data minimisation

e Supports selective disclosure

22.2.5 Data Protection Compliance

Educational credentials contain some of the most sensitive personal data individuals
possess, including not just academic achievements but often financial information, health
accommodations, and detailed performance records. The regulatory landscape around this
data is complex and evolving, with GDPR setting high standards for protection whilst
educationalinstitutions need practical ways to manage credentials effectively.

The infrastructure provides built-in compliance mechanisms that make data protection a
natural part of credential management rather than an additional burden. By implementing
privacy by design principles, the infrastructure ensures that compliance becomes an
enabling feature rather than a limiting constraint.

e Aligns with GDPR requirements
e Implements privacy by design

e Supports data subject rights

e Enables appropriate governance

22.2.6 Security Audit Mechanisms

Trust in educational credentials ultimately depends on the ability to verify that the
underlying systems operate correctly and securely. However, traditional credential systems
often operate as “black boxes” where external parties cannot independently verify system
integrity or security measures. This opacity creates vulnerability to both technical failures
and deliberate manipulation.

Comprehensive audit mechanisms provide transparency into system operations whilst
maintaining security. These mechanisms enable stakeholders to verify that credentials are
issued, stored, and verified according to stated policies and security standards. The result
is a more trustworthy system where confidence emerges from verifiable evidence rather
than blind trust.



e Provides transparency on system operation
e Enables security verification

e Supports compliance checking

e Maintains system integrity

22.2.7 Verification Record Keeping

Educational credentials often require verification many years after initial issuance,
sometimes decades later when individuals change careers or pursue further education.
Traditional paper-based systems handle this through physical document preservation, but
digital systems require more sophisticated approaches to long-term verification capability.

The infrastructure addresses this challenge through comprehensive record-keeping that
maintains verification capability over extended periods whilst protecting privacy and
supporting system evolution. These records enable dispute resolution, support compliance
audits, and provide evidence for system improvements.

e Maintains appropriate audit trails
e Supports future verification needs
e Enables dispute resolution

e Provides operational evidence

22.2.8 Service Discovery Tools

The distributed nature of the credential ecosystem creates a new challenge: how do wallets,
verifiers, and other system components locate the services they need? Unlike centralised
systems where service locations are predetermined, distributed systems require dynamic
discovery mechanisms that adapt to changing network topologies and service availability.

Service discovery tools solve this challenge by providing reliable mechanisms for locating
verification services, issuer information, and wallet-service connections. These tools
enable the ecosystem to function as a coherent whole whilst maintaining the flexibility and
resilience that distribution provides.

e Helps locate verification services

e Supportsissuer discovery

e Enables wallet-service connections
e Facilitates ecosystem navigation

22.2.9 Cross-country Legal Entity Recognition

Educational institutions derive their authority to issue credentials from national legal
frameworks that vary significantly across Europe. A university chartered in France operates
under different legal provisions than one established in Poland, yet both must be
recognisable and trustworthy to verifiers across Europe.



The infrastructure provides technical mechanisms for representing and verifying legal entity
status across borders, enabling consistent trust assessment regardless of jurisdictional
differences. This capability is essential for supporting student mobility and ensuring that
credentials retain their value when individuals move between countries.

e Supports recognition of institutions across borders
e Enablestrustin foreign entities

e Maintains consistent verification

e Supports institutional mobility

22.3 Trust Infrastructure Models

The evolution of digital trust has created multiple viable approaches to credential
verification, each with distinct advantages and appropriate use cases. Rather than
mandating a single approach, the infrastructure supports multiple trust models that can
coexist and complement each other. This flexibility reflects the reality that educational
institutions operate in diverse contexts with varying technical capabilities, regulatory
requirements, and stakeholder expectations.

22.3.1 Classical PKI Infrastructure

Public Key Infrastructure has provided the backbone for digital trust for decades, offering
mature, well-understood security models that have proven their reliability in high-stakes
environments. In educational contexts, classical PKI provides the regulatory compliance
and institutional familiarity that many organisations require whilst offering predictable
performance characteristics that system administrators can plan around.

The classical PKl approach leverages established hierarchical trust relationships that mirror
traditional institutional structures in education. National authorities establish root trust,
educational institutions receive certificates that prove their authority, and credentials can
be verified through established certificate chains. This model provides the legal certainty
and technical predictability that many educational institutions require.

Trust Hierarchy: - National Certificate Authorities (CAs) - Educational PKI hierarchies -
Institutional certificate chains - Cross-border trust lists

Key Components: - Certificate Authority (CA) trust stores - Certificate Revocation Lists
(CRLs) - Online Certificate Status Protocol (OCSP) services - Certificate validation services
- Cross-certification mechanisms

Characteristics: - Established regulatory compliance - Mature tooling and infrastructure -
Predictable verification times (~200ms) - Well-understood security models

22.3.2 Decentralised PKI with Verifiable Data Registers

The limitations of hierarchical trust models have become increasingly apparent as
educational credentials diversify and cross-border mobility increases. Decentralised PKI



addresses these limitations by distributing trust across multiple authorities and enabling
more granular governance models that better reflect the complex relationships in modern
education.

Built on the European Blockchain Services Infrastructure (EBSI), this approach enables
educational institutions to demonstrate specific authorisations rather than just general
authority. For example, an institution can prove it is authorised to issue EQF Level 7
credentials or provide MyAcademiclD services, creating more precise and meaningful trust
relationships. This granular approach reduces verification complexity whilst providing
stronger assurance about specific institutional capabilities.

Trust Components: - EBSI Trust Registry - Trusted Issuer Registry - Trusted Schema
Registry - Accreditation Registry - Revocation Registry

Key Features: - Decentralised identifier (DID) resolution - Verifiable credential schemas -
Distributed trust anchors - Granular authorisation verification - Self-sovereign identity
support

Characteristics: - Enhanced privacy through selective disclosure - Granular governance
capabilities - Reduced verification times (~150ms) - Regulatory alignment with elDAS 2.0

22.3.3 Hybrid Trust Model

The hybrid approach recognises that the transition from traditional to decentralised trust
models is not instantaneous and that different stakeholders may require different forms of
trust assurance. Rather than forcing a choice between classical PKI and dPKI, the hybrid
model combines both approaches to provide enhanced trust assurance and improved
interoperability.

This model is particularly valuable in educational contexts where institutions may have
significant investments in PKI infrastructure whilst needing to support modern credential
standards and cross-border recognition. The hybrid approach enables progressive
modernisation whilst maintaining existing trust relationships and regulatory compliance.

Architecture: - Dual trust path validation - X.509-DID binding mechanisms - Fallback
capabilities - Cross-validation protocols

Trust Enhancement: - Both PKI and dPKI paths must validate successfully - Certificate-
DID binding verification - Enhanced interoperability with legacy systems - Resilient
operation during infrastructure unavailability

Performance Considerations: - Increased verification time (~407ms total) - Additional
network requests required - Enhanced trust assurance through dual validation - Improved
system resilience



22.4 Implementation Considerations

Successful implementation of supporting infrastructure requires careful consideration of
institutional contexts, technical capabilities, and long-term strategic objectives. The choice
between trust models is not merely technical but reflects broader organisational decisions
about risk tolerance, interoperability requirements, and resource allocation.

22.4.1 Trust Model Selection

The decision of which trust model to implement should align with institutional capabilities
and strategic objectives rather than following technology trends. Each model offers distinct
advantages that may be more or less relevant depending on specific circumstances and
requirements.

Pure dPKI - Recommended When:

Digital-native organisations with flexible technical architectures may find pure dPKI offers
the best balance of performance, simplicity, and future-proofing. This approach is
particularly suitable for institutions that can rely on EBSI infrastructure availability and
prefer simplified maintenance requirements. The performance advantages (~150ms
verification time) make this approach attractive for high-volume verification scenarios.

e Digital-native organisation with no legacy PKl infrastructure
e Performance is critical (*150ms verification time)

e Simplified maintenance is preferred

e EBSIlinfrastructure is highly reliable in deployment context

Hybrid Model - Recommended When:

Institutions with existing PKl investments or complex interoperability requirements may
find the hybrid model provides the best path forward. This approach is particularly valuable
where enhanced trust assurance justifies the additional complexity and where fallback
capabilities are important for operational reliability. The hybrid model enables progressive
modernisation whilst maintaining existing trust relationships.

e Legacy PKlintegration is required

e Maximum interoperability with existing systems is needed

e Enhanced trust assurance through dual validation is valued
e Regulatory compliance requires traditional PKI elements

e Fallback capability during EBSI unavailability is important

Classical PKI - Recommended When:

Mature institutions with established PKl infrastructure and conservative risk profiles may
find classical PKI continues to meet their needs effectively. This approach is particularly
suitable where regulatory requirements mandate traditional PKI approaches and where



technical teams have deep expertise in PKI management. The predictable performance
characteristics make this approach suitable for well-understood verification scenarios.

e Existing PKl infrastructure is mature and well-established

e Regulatory requirements mandate traditional PKl approaches
e Decentralised infrastructure is not yet available

e Conservative trust model is preferred

22.4.2 Technical Implementation

The technical implementation of supporting infrastructure must balance multiple
competing requirements including scalability, security, performance, and interoperability.
These requirements often create tensions that require careful architectural decisions and
ongoing monitoring to ensure optimal system performance.

Infrastructure Requirements:

Scalability planning must account for the long-term growth of the credential ecosystem,
recognising that educational credentials may experience significant volume increases as
digital adoption accelerates. Security maintenance requires ongoing attention to emerging
threats and regular updates to cryptographic standards. Performance optimisation must
consider the diverse technical capabilities of ecosystem participants, from well-resourced
universities to smaller training providers.

e Scalability to accommodate growing ecosystem needs
e Security maintained through regular updates

e Performance optimised for efficient operations

e Interoperability enabling system connections

e Governance frameworks clearly defined

Hybrid Model Dependencies:

The hybrid model introduces additional complexity that requires careful dependency
management and operational monitoring. The integration of classical PKl and dPKI
components creates new failure modes that must be anticipated and managed through
appropriate monitoring and alerting systems.

Classical PKI Components:

- Certificate Authority trust stores
- OCSP responder services

- CRL distribution points

- Certificate validation libraries

dPKI Components:

- EBSI registry access

- DID resolution services

- Verifiable credential validators



- Trust registry interfaces

Hybrid-Specific Components:

- X.509-DID binding validators

- Dual-path verification engines
- Fallback orchestration services
- Cross-validation protocols

22.4.3 Security Considerations

The security implications of different trust models extend beyond technical
implementation to encompass operational procedures, incident response, and long-term
risk management. Each model creates different security profiles that require tailored
approaches to monitoring, maintenance, and risk mitigation.

Enhanced Security Benefits:

The hybrid model provides security advantages through defence in depth, requiring
adversaries to compromise multiple independent systems to successfully attack
credential verification. This approach provides comprehensive audit trails that enhance
forensic capabilities whilst enabling resilient operation during partial infrastructure
failures.

e Dualtrust anchors requiring compromise of both PKI and dPKI
e Bindingintegrity preventing certificate/DID substitution attacks
e Comprehensive audit trails across both trust models

e Resilient operation during partial infrastructure failures

Risk Management:

The complexity of hybrid systems introduces new risks that require careful management
and monitoring. Binding verification failures can invalidate entire credentials, creating
operational risks that must be managed through appropriate testing and monitoring
procedures. The coordination required between PKI and dPKI lifecycle management
creates additional operational complexity that must be planned and managed.

e Binding verification failures invalidate entire credential

e Coordination required between PKI and dPKI lifecycle management
e Increased complexity in error handling and monitoring

e Performance impact requiring careful system design

22.5 Cross-Border Scenarios

The European education landscape requires credential systems that operate seamlessly
across national boundaries whilst respecting the sovereignty and diversity of national
educational systems. This creates unique challenges that require sophisticated technical
solutions and careful attention to legal and regulatory differences.



For cross-border educational mobility, supporting infrastructure must bridge diverse
national approaches to credential governance whilst maintaining consistent technical
standards. A Croatian student studying in Ireland must be able to present credentials that
are technically verifiable and educationally meaningful to Irish institutions, whilst those
same credentials must remain valid when the student returns to Croatia or seeks
employmentin Germany.

Trust Interoperability:

The infrastructure addresses cross-border challenges through consistent technical
standards that accommodate diverse national trust models. This approach enables
recognition of national PKI infrastructures whilst providing EBSI-mediated trust for dPKI
credentials. The hybrid validation capabilities support both trust models, ensuring that
credentials remain verifiable regardless of the trust infrastructure available in different
countries.

e Consistent operation across member states

e Recognition of diverse national PKl infrastructures
e EBSI-mediated trust for dPKI credentials

e Hybrid validation supporting both trust models

Service Integration:

Cross-border service integration requires sophisticated coordination between national
systems whilst maintaining the efficiency and reliability that users expect. The
infrastructure provides technical support for credential recognition through reliable
verification services that operate across borders and integrate with diverse educational
systems.

e Technical support for credential recognition
e Reliable verification services across borders
e Integration with diverse educational systems
e Harmonised privacy and disclosure policies

22.6 Technical Components

The supporting infrastructure comprises multiple interconnected components that work
together to provide comprehensive credential ecosystem support. These components
must operate reliably both independently and in coordination with each other, creating a
resilient system that continues functioning even when individual components experience
difficulties.

Trust Infrastructure:

The trustinfrastructure provides the foundation for all credential verification activities,
encompassing both traditional and decentralised trust models. This infrastructure



includes national and EBSI-based trust registries, comprehensive verification services,
and the binding validation services that enable hybrid trust models to function effectively.

e Trustregistries (EBSI and national)

e Verification services (PKl and dPKI)

e (Certificate authorities and trust anchors
e Bindingvalidation services

Service Discovery:

The distributed nature of the credential ecosystem requires sophisticated service
discovery mechanisms that enable ecosystem participants to locate the services they
need whilst maintaining security and privacy. These mechanisms must adapt to changing
network topologies and service availability whilst providing reliable connections between
wallets, verifiers, and service providers.

e Service directories

e |Issuer discovery mechanisms

e Wallet-service connection protocols
e Cross-border service location

Governance Framework:

The governance framework provides the policy and procedural foundation that enables
technical trust mechanisms to operate effectively. This framework includes authorisation
verification systems that validate institutional authorities, compliance monitoring tools
that ensure ongoing adherence to standards, and dispute resolution processes that handle
conflicts and exceptions.

e Authorisation verification systems
e Compliance monitoring tools

e Audit trail mechanisms

e Dispute resolution processes

Integration Interfaces:

The transition to modern credential systems requires careful attention to integration with
existing systems and processes. These interfaces provide the technical bridges that
enable legacy systems to participate in the modern credential ecosystem whilst
supporting progressive enhancement capabilities that enable gradual modernisation.

e Legacy system bridges

e APl gateways

e Protocol translation services

e Progressive enhancement capabilities



Supporting Documentation:

Comprehensive documentation ensures that ecosystem participants can effectively
implement and maintain their components whilst achieving interoperability with other
ecosystem participants. This documentation encompasses technical specifications,
integration guides, compliance frameworks, and operational procedures that enable
effective ecosystem participation.

e Technical specifications
e Integration guides

e Compliance frameworks
e QOperational procedures

22.7 Conclusion

The supporting infrastructure represents a fundamental evolution in how educational
credentials are managed, verified, and trusted across European education systems. By
providing flexible trust models that accommodate diverse institutional needs, regulatory
requirements, and technical capabilities, the infrastructure enables a more inclusive and
resilient credential ecosystem.

The hybrid approach offers particular value by enabling institutions to leverage existing
investments whilst adopting modern credential standards and cross-border recognition
capabilities. This approach recognises that the transition to modern credential systems is
not instantaneous and that different stakeholders may require different forms of trust
assurance.

The infrastructure’s emphasis on privacy-enhanced verification and selective disclosure
aligns with European values around data protection whilst providing the verification
confidence that employers, institutions, and other relying parties require. Through
comprehensive audit mechanisms and transparent operations, the infrastructure builds
trust through verifiable evidence rather than blind faith.

As European education continues to evolve towards greater mobility, flexibility, and digital
integration, the supporting infrastructure provides the technical foundation that enables
these aspirations to become reality whilst maintaining the security, privacy, and trust
standards that European citizens expect and deserve.



ANNEXPID

Full W3C-VCDM serialisation using W3C-VCDM in alignment to related Implementing Act

{

"$schema" : "https://json-schema.org/draft/2020-12/schema",

"title" : "Person Identification Data for the Natural Person",

"description” : "Reference: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=0J:L_202402977",

"type" : "object",

"allof" : [

{
"$ref" : "https://api-pilot.ebsi.eu/trusted-schemas-

registry/v3/schemas/0xbe77a21356835dc09d3d8149ea832aePadbaePae9c869d18219ef8f
4a74b4644"
¥
{
"type" : "object",
"properties" : {
"credentialSubject" : {
"type" : "object",
"properties” : {
"family_name" : {
"type" : "string",
"description” : "Current last name(s) or surname(s) of the user
to whom the person identification data relates."”,
"minLength" : 1

s
"given_name" : {
"type" : "string",
"description” : "Current first name(s), including middle

name(s) where applicable, of the user to whom the person identification data
relates.",

"minLength" : 1

s
"birth_date" : {

"type" : "string",

"format" : "date",

"description” : "Day, month, and year on which the user to whom
the person identification data relates was born."

s
"birth_place" : {

"type" : "string",

"description” : "The country as an alpha-2 country code as
specified in ISO 3166-1, or the state, province, district, or local area or
the municipality, city, town, or village where the user to whom the person
identification data relates was born."

¥s

"nationality" : {



"type" : "array",

"items" : {

"type" : "string",

"enum"
["AF","AX","AL","DZ","AS","AD","AO","AI","AQ","AG", "AR","AM","AW", "AU","AT","
Az","BS","BH","BD","BB","BY","BE","BZ","BJ","BM", "BT", "BO", "BQ", "BA", "BW", "BV
","BR","I0","BN","BG","BF","BI","CV"," "KH", "CM","CA", "KY","CF","TD","CL","CN",
"cxt,"cct,"co","km","cop","cg",""Cck","CR","CcI", "HR", "CU", "CW", "Ccy", "Ccz", "DK", "D
J*,"bm","po","EC","EG", "SV", "GQ", "ER","EE","SZ","ET", "FK","FO","FJ","FI","FR"
,"GF","PF","TF","GA","GM", "GE","DE","GH","GI","GR","GL","GD", "GP","GU", "GT", "
GG","GN","GW","GY", "HT","HM", "VA","HN", "HK", "HU","IS","IN","ID","IR","IQ","IE
", "IMt, ILLt,tIT, "IM, " JPr, " JE", 30", "KZ", "KE", "KI", "KP", "KR", "KW" , "KG", "LA",
"LV","LB","LS","LR","LY"," "LI","LT","LU","MO", "MG" , "MW", "MY", "MV", "ML", "MT", "M
H","MQ","MR", "MU","YT", "MX","FM", "MD", "MC", "MN", "ME","MS", "MA", "MZ","MM", "NA"
,"NR","NP","NL","NC","NZ","NI","NE","NG","NU", "NF", "MK", "MP", "NO","OM", "PK","
PW","PS","PA","PG","PY","PE",""PH","PN", "PL","PT", "PR","QA","RE","RO", "RU", "RW
","BL", "SH","KN","LC","MF","PM","VC","WS", "SM","ST","SA","SN","RS","SC","SL",
"sGg","sx","sk","s1","sB","so","zA","Gs","ss","ES", "LK", "SD", "SR","SJI", "SE","C
H","SYy","Tw","T3","T2","TH", "TL", "TG", "TK","TO","TT", "TN","TR", "TM","TC", "TV"
,"uUGg", "uUA","AE","GB", "US", "UM", "UY",""UZ","VU","VE","VN", "VG","VI","WF","EH","
YE","ZM" ,"ZW" ]

¥

"description™ : "One or more alpha-2 country codes as specified
in ISO 3166-1, representing the nationality of the user to whom the person
identification data relates.™

}s
"resident_address" : {

"type" : "string",

"description" : "The full address of the place where the user
to whom the person identification data relates currently resides or can be
contacted (street name, house number, city etc.)."

}s
"resident_country"” : {

"type" : "string",

"enum" : [],

"description” : "The country where the user to whom the person
identification data relates currently resides, as an alpha-2 country code as
specified in ISO 3166-1."

s
"resident_state" : {

"type" : "string",

"description” : "The state, province, district, or local area
where the user to whom the person identification data relates currently
resides."

s
"resident_city" : {

"type" : "string",

"description” : "The municipality, city, town, or village where
the user to whom the person identification data relates currently resides.”

}s



"resident_postal code" : {

"type" : "string",
"description” : "The postal code of the place where the user to
whom the person identification data relates currently resides.”
}s
"resident_street" : {
"type" : "string",
"description” : "The name of the street where the user to whom
the person identification data relates currently resides."”
}s
"resident_house_number" : {
"type" : "string",
"description” : "The house number where the user to whom the

person identification data relates currently resides, including any affix or
suffix."

s

"personal_administrative_number" : {

"type" : "string",

"description” : "A value assigned to the natural person that is
unique among all personal administrative numbers issued by the provider of
person identification data. Where Member States opt to include this
attribute, they shall describe in their electronic identification schemes
under which the person identification data is issued, the policy that they
apply to the values of this attribute, including, where applicable, specific
conditions for the processing of this value."

}s
"portrait" : {

"type" : "string",

"description" : "Facial image of the wallet user compliant with
ISO 19794-5 or ISO 39794 specifications.”

s
"family name_birth" : {

"type" : "string",

"description" : "Last name(s) or surname(s) of the person
identification data user at the time of birth."

s
"given_name_birth" : {

"type" : "string",

"description" : "First name(s), including middle name(s), of
the person identification data user at the time of birth."

s
"sex" : {

"type" : "integer",

"enum" : [0, 1, 2, 3, 4, 5, 6, 9],

"description” : "Sex of the user. Values: @ = not known, 1 =
male, 2 = female, 3 = other, 4 = inter, 5 = diverse, 6 = open, 9 = not
applicable. For values ©, 1, 2 and 9, ISO/IEC 5218 applies."”

s
"email address" : {
"type" : "string",



"format" : "email",

"description” : "Electronic mail address of the user to whom
the person identification data relates [in conformance with RFC 5322]."
s
"mobile_phone_number" : {
"type" : "string",
"pattern” : "A\\+\\d+$",
"description” : "Mobile telephone number of the user to whom

the person identification data relates, starting with the ‘+’ symbol as the
international code prefix and the country code, followed by numbers only."
s
"expiry_date" : {

"type" : "string",

"format" : "date-time",

"description” : "Date (and if possible time) when the person
identification data will expire.™

s
"document_number" : {

"type" : "string",

"description” : "A number for the person identification data,
assigned by the provider of person identification data.",

"nullable" : true

s
"issuing_authority" : {

"type" : "string",

"description” : "Name of the administrative authority that
issued the person identification data, or the ISO 3166 alpha-2 country code
of the respective Member State if there is no separate authority entitled to
issue person identification data."”

s
"issuing country" : {

"type" : "string",

"pattern” : "~[A-Z]{2}$",

"description" : "Alpha-2 country code, as specified in ISO
3166-1, of the country or territory of the provider of the person
identification data."

s
"issuing jurisdiction” : {

"type" : "string",

"pattern" : "~[A-Z]{2}(-[A-Za-z0-9]{1,3})?%",

"description™ : "Country subdivision code of the jurisdiction
that issued the person identification data, as specified in ISO 3166-2:2020,
Clause 8. The first part of the code shall be the same as the value for the
issuing country.",

"nullable" : true

b
"location_status" : {

"type" : "string",

"description” : "The location of validity status information on
the person identification data where the providers of person identification



data revoke person identification data.",
"nullable" : true

}

}s

"required" : [
"family name",
"given_name",
"birth_date",
"birth_place",
"nationality”,
"expiry_date",
"issuing_authority",
"issuing_country"



ANNEX European Digital Credential (EDC)
Implementation Schema

Overview

This document describes the implementation of the European Learning Model (ELM) version
3.2 using the W3C Verifiable Credentials Data Model (VCDM). The ELM provides a
standardised format for representing educational and professional qualifications in a
machine-readable, verifiable way across the European ecosystem.

Entity-relatonship data model

Learning

Learning i
Achievement

Learning Activity

N

. . Learning
/ Learning Activity Entitlernent
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Key Components

The European Learning Model implementation consists of several interconnected data
structures that together form a comprehensive framework for educational credentials:

Core Credential Structure

The EuropeanDigitalCredential is the primary container for educational and professional
qualifications:

{

"id": "URI identifier",

"type": ["VerifiableCredential"”, "VerifiableAttestation", "EuropeanDigitalC
redential”],

"credentialProfiles": [/* Concept objects describing credential profiles */
1,

"displayParameter": {/* Display configuration */},

"issuer": {/* Issuing organization */},

"credentialSubject": {/* Subject of the credential */},

"issued": "2023-06-15T14:23:43Z",

"validFrom": "2023-06-15T00:00:00Z",




"credentialSchema": {/* Schema reference */}

}

Learning Achievement Representation

The LearningAchievement component represents specific educational accomplishments:

{

"type": "LearningAchievement",

"title": {
"en": "Bachelor of Science in Computer Science",
"fr": "Licence en Informatique”

¥

"description": {/* Multilingual description */},

"awardedBy": {
"type": "AwardingProcess",
"awardingBody": {/* Organization that awarded the achievement */},
"awardingDate": "2023-06-01T00:00:00Z"

¥

"specifiedBy": {/* Reference to qualification */}

Qualification Framework

The Qualification component defines the framework of the educational credential:

{
"type": "Qualification",
"title": {/* Multilingual title */},
"description": {/* Multilingual description */},
"eqfLevel”: {/* European Qualifications Framework level */},
"ngfLevel": {/* National Qualifications Framework levels */},
"learningOutcome": [/* Learning outcomes associated with qualification */],
"volumeOfLearning": "P3Y",
"educationSubject": [/* Subject area classifications */],
"creditPoint": [

{
"type": "CreditPoint",
"framework": {/* Credit framework */},
"point": "180"

}

]
}

Learning Outcomes

The LearningOutcome component details specific competencies acquired:



"type": "LearningOutcome",

"title": {/* Multilingual title */},

"reusabilitylevel”: {/* Level of reusability */},
"relatedSkill": [/* Related skills */],
"relatedESCOSkill": [/* Related ESCO classified skills */]

Organizational Representation
The Organization component represents educational institutions:

{
"type": "Organisation",
"legalName": {/* Multilingual legal name */},
"location": {/* Location information */},
"identifier": [/* Organizational identifiers */],
"accreditation": [/* Accreditation information */]

Accreditation Information
The Accreditation component verifies institutional quality:

{

"type": "Accreditation",

"title": {/* Multilingual title */},

"description": {/* Multilingual description */},
"decision": {/* Accreditation decision */},
"accreditingAgent": {/* Accrediting organization */},
"dcType": {/* Type of accreditation */},
"expiryDate": "2028-01-15T00:00:00Z"

Display Parameters
The DisplayParameter component governs visual presentation:

{
"type": "DisplayParameter”,

"title": {/* Multilingual title */},
"description": {/* Multilingual description */},
"language": [/* Available languages */],
"primaryLanguage": {/* Primary display language */},
"individualDisplay": [
{
"type": "IndividualDisplay",



"language": {/* Language code */},
"displayDetail": [/* Display specifications */]
}
]
}

Schema Inheritance

The ELM implementation extends the W3C Verifiable Credentials Data Model with
education-specific attributes while maintaining compatibility with the base model. All
EuropeanDigitalCredential objects are also valid VerifiableCredential objects.

Credential Subject Structure

The credential subject can be either a Person, Organisation, or Agent with appropriate
attributes:

Person Subject Example

{

"type": "Person",
"fullName": "Maria Garcia",
"givenName": "Maria",
"familyName": "Garcia",
"citizenshipCountry": {
"type": "Concept",
"notation": "ES",
"preflLabel”: {

en": "Spain"

}
s
"dateOfBirth": "1998-05-12T00:00:00Z"

Core Type Definitions
The ELM implementation defines several fundamental types:

e LangString: Language-tagged strings for multilingual support

e Concept: Controlled vocabulary entries with standard notations

e Identifier: Various identification schemes with appropriate metadata

o Legalldentifier: Legally recognized identifiers with jurisdictional information

Data Validation

All ELM credentials should validate against both:



The W3C Verifiable Credentials Data Model schema
The European Learning Model schema v3.2

Implementation Considerations

When implementing the ELM schema:

Ensure all required properties are provided

Support multilingual representation through LangString objects
Use standard vocabularies for classifications (EQF, ISCED, etc.)
Include appropriate accreditation information

Follow the proper nesting structure for complex objects
Maintain backward compatibility with previous ELM versions
Implement selective disclosure capabilities

Support the credential verification process

Extensions

The schema can be extended to support:

Additional jurisdiction-specific information
Integration with national qualification systems
Specialized accreditation frameworks
Advanced visualization requirements
Supplementary documentation and evidence

Versioning and Compatibility

The ELM implementation follows semantic versioning: - Major versions (3.x) introduce
breaking changes - Minor versions (3.2) add features in a backwards-compatible manner -
Patch versions (3.2.1) implement backwards-compatible bug fixes

Current version: 3.2.0



ANNEX W3C Verifiable Credentials Data Model (VCDM)
v1.1

The Verifiable Credentials Data Model (VCDM) v1.1 is a standard developed by the World
Wide Web Consortium (W3C) designed for creating, exchanging, and verifying digital
credentials securely, privately, and interoperably.

1st batch of eIDAS ammedment implementing acts recognised, together with mDL/CBOR,
W3C-VCDM1.1 as supported dta models.

What are Verifiable Credentials?

Verifiable Credentials (VCs) are tamper-evident digital credentials cryptographically signed
by an issuer. They enable holders to securely and privately present trusted information to
verifiers.

Key Roles

e Issuer: Issues the credential to the holder (e.g., a university issuing digital
diplomas).

e Holder: Controls the credential, typically a person or organisation that owns or
manages the credentials.

e Verifier: Verifies the credential’s authenticity and validity.

Core Elements of VCDM
Credential

A set of claims made by an issuer. Example fields include:
e @context: Links to schema definitions (often JSON-LD).
e id: Aunique identifier for the credential.
e type: Type of credential (e.g., “UniversityDegreeCredential”).
e issuer: |dentifies who issued the credential.
e issuanceDate: When the credential was issued.

e credentialSubject: Contains claims about the holder (e.g., name, degree
awarded).

Presentation

How credentials are packaged and shared with verifiers.



e May contain multiple credentials.

e Includes proofs (cryptographic evidence).

Proof
Cryptographic evidence used to verify credentials.
e Typically digital signatures or zero-knowledge proofs.

e Ensures credentialintegrity and authenticity.

Credential Formats
e JSON-LD: Recommended format, supports semantic interoperability.
e JWT (JSON Web Token): Compact format suitable for certain applications.

Advantages
e Interoperability: Designed to work across different systems and platforms.
e Privacy: Holders control the sharing of their information.
e Decentralisation: Does not rely on centralised authorities.
e Security: Credentials are cryptographically protected against forgery or tampering.

Use Cases
e Digitalidentity and personal documentation.
e Educational certificates and professional qualifications.
e Supply chain traceability and authenticity certificates.

Example
{

"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://www.w3.0rg/2018/credentials/examples/v1"

1,

"id": "http://example.edu/credentials/3732",

“"type": ["VerifiableCredential", "UniversityDegreeCredential"],

"issuer": "https://example.edu/issuers/14",

"issuanceDate": "2025-01-01T19:23:247",

"credentialSubject": {

"id": "did:example:123456789",

"degree": {
"type": "BachelorDegree",
"name": "Bachelor of Science and Arts"

}



¥

"proof": {
"type": "Ed25519Signature2018",
"created": "2025-01-01T19:23:24Z",

"proofPurpose"”: "assertionMethod",
"verificationMethod": "https://example.edu/issuers/keys/1",
"Jws": tLLL"
}
}
Resources

e Official W3C Specification
e GitHub Repository for Further Implementation Examples


https://www.w3.org/TR/vc-data-model/
https://github.com/w3c/vc-data-model

ANNEX Conversion guideline from EDC to W3C-VCDM
compliant data model

Introduction

The European Digital Credential (EDC) builder facilitates issuing digital credentials such
as diplomas or certificates. To integrate these into the European Blockchain Services
Infrastructure (EBSI), additional adjustments are required. This ensures compatibility,
enhances trust, and guarantees compliance with global W3C Verifiable Credential
standards.

Converting EDC-generated credentials to EBSI-compliant Verifiable Credentials enhances
trust, interoperability, and ensures future-readiness, aligning your institution or organisation
with Europe’s digital credentialing vision.

Business Benefits
e Interoperability: Credentials validated across multiple European platforms.
e Security and Trust: Secure blockchain-based credential verification.
e Standard Compliance: Fully aligns with global W3C standards.

Conversion Steps with Technical Examples

Step 1: Remove top-level “credential” wrapper
EDC-compliant EBSI-compliant
{ "credential”: { ...data... }} { ...data... }

Step 2: Add @context Element
EDC-compliant EBSI-compliant

(Not included) "@context":
["https://www.w3.0rg/2018/credentials/v1",
"https://example.ebsi.eu/credentials/v1"]

Step 3: Add explicit Issuer Information (DID format)
EDC-compliant EBSI-compliant

"issuer": {"id": "issuer": {"id":
"https://uni.edu"} "did:ebsi:00001234abcd5678efgh9012"}


vc-model-adaptations.md
vc-model-adaptations.md

Step 4: Insert EBSI Schema Entry
EDC-compliant EBSI-compliant

(No schema reference) "credentialSchema": {"id":
"https://schema.ebsi.eu/education/diploma-v1",
"type": "JsonSchemaValidator2018"}

Step 5: Remove deliveryDetails

EDC-compliant EBSI-compliant

"deliveryDetails": {"email": "user@example.com"} (Removed)

Step 6: Modify credentialSubject ID to DID

EDC-compliant EBSI-compliant
"credentialSubject": {"id": "credentialSubject”: {"id":
"student-id-1234"} "did:ebsi:0987abcd6543efgh"}

Step 7: Confirm Issuer ID in DID format
EDC-compliant EBSI-compliant

"issuer": {"id": "uni-5678"} "issuer": {"id":
"did:ebsi:0@000abcdllllefgh"}

Step 8: Add “VerifiableAttestation” Type
EDC-compliant EBSI-compliant

"type": ["DiplomaCredential™] "type": ["VerifiableAttestation",
"DiplomaCredential”]

Technical Summary Table

Acti
Element on EDC Example EBSI Example
Top-level Re { "credential”: { { ..}
Wrapper mov -~ 1}
e
@context Add (Notincluded) "@context":
["https://www.w3.0rg/2018/credential
s/v1l",

"https://example.ebsi.eu/credentials
/v1i"]



Acti

Element on EDC Example EBSI Example
Issuer ID Mo  "issuer": "issuer":
dify "id":"https://uni "id":"did:ebsi:issuerdidexample"}
.edu"}
Schema Add (Notincluded) "credentialSchema":
Reference "id":"https://schema.ebsi.eu/...","
type":"JsonSchemaValidator2018"}
deliveryDet Re "deliveryDetails": (Removed)
ails mov {"email":"user@exa
e mple.com"}
Subject ID Mo  "credentialSubject "credentialSubject":{"id":"did:ebsi:
dify ":{"id":"student- subjectdidexample"}
id-1234"}
VerifiableA Add "type":["DiplomaCr "type":["VerifiableAttestation","Dip
ttestation edential”] lomaCredential™]



ANNEX European Digital Credentials (EDC) Data Model
Compliant with W3C VCDM v1.1

Introduction

The European Digital Credentials (EDC) framework leverages the W3C Verifiable Credentials
Data Model (VCDM) version 1.1, ensuring interoperability, authenticity, and trustworthiness
of digital educational credentials across Europe.

This document provides an overview of how the EDC instantiates and aligns with the VCDM
v1.1, including illustrative JSON code examples updated to reflect compliance with the
European Blockchain Services Infrastructure (EBSI) standards.

Europass Digital Credentials aligned with the W3C VCDM v1.1 and EBSI standards (EDC-
W3C-VCDM) ensure credentials are secure, interoperable, and trusted across Europe.
Institutions adopting EDC enhance credential issuance and verification, promoting mobility
and transparency in European education and employment landscapes.

Compliance with elDAS Implementing Acts

To comply with the first batch of elIDAS implementing acts regarding supported data models
for Verifiable Credentials, EDC credentials must be converted to W3C-VCDM v1.1. This
conversion is guided by the European Blockchain Services Infrastructure (EBSI) initiative,
with contributions from DG-EMPL, and provides a benchmark for interoperability across the
EU.

What is the W3C Verifiable Credentials Data Model v1.17?

The W3C Verifiable Credentials Data Model (VCDM) v1.1 is an internationally recognized
standard defining digital credentials’ structure, issuance, presentation, and verification
securely, tamper-evidently, and privacy-preservingly.

Key aspects include:

e Issuer: Entity asserting claims about a subject.

e Holder: Individual or entity possessing the credential.

e Verifier: Entity validating credential authenticity and integrity.
e Claims: Assertions made about the credential subject.

Europass Digital Credentials as W3C-VCDM Compliant Credentials

Europass Digital Credentials instantiate the W3C VCDM v1.1 by defining standardized
JSON schemas, ensuring credentials are structured and machine-readable.



Key Features

e JSON Schema-based: Credentials follow precise JSON schema definitions,
ensuring interoperability.

e Semantic Interoperability: Common vocabularies ensure consistent
interpretation.

e Decentralisation: Independent verification without centralised infrastructure.
e Security and Privacy: Cryptographic signatures and privacy-preserving techniques.

Structure of Europass Digital Credentials (Aligned with EBSI standards)

Context (@context)

"@context": [
"https://www.w3.0rg/2018/credentials/v1l",
"https://essif.europa.eu/schemas/vc-context/vl"

]

Identifier (id)
"id": "did:ebsi:issuerdidexample™

Type (type)
"type": ["VerifiableCredential", "VerifiableAttestation", "EuropassCredential

"]

Issuer (issuer)

"issuer": {
"id": "did:ebsi:00001234abcd5678efgh9012",
"name": "Example University"

}

Issuance Date (issuanceDate)
"issuanceDate": "2023-01-01T00:00:00Z"

Credential Subject (credentialSubject)
"credentialSubject": {
"id": "did:ebsi:0987abcd6543efgh",
"givenName": "Jane",
"familyName": "Doe",



"qualification": {
"title": "Bachelor of Science",
"field": "Computer Science"

}
}

Credential Schema (credentialSchema)

"credentialSchema": {
"id": "https://schema.ebsi.eu/education/diploma-v1",
"type": "JsonSchemaValidator2018"

}
Proof (proof)
"proof": {
"type": "Ed25519Signature2018",
"created": "2023-01-01T00:00:007",
"proofPurpose"”: "assertionMethod",
"verificationMethod": "did:ebsi:00001234abcd5678efgh9012#keys-1",
"jws": "eyJhbGciOiJFZERTQSJ9..signature"
}

JSON Schemas and Repositories

The JSON schemas for EDC credentials compliant with VCDM v1.1 and aligned with EBSI
standards are publicly accessible:

e EBSIJSON Schemas for EDC
These schemas ensure credentials issued under Europass are:

e Technically interoperable
e Semantically accurate
e Cryptographically secure

Benefits of Compliance
Compliance with W3C-VCDM v1.1 provides:

e Trustworthiness: Independent verification.
e Portability: Easy cross-border credential sharing.
e Long-term Validity: Adherence to international standards.

e Privacy-by-design: Supports selective disclosure, giving users control over their
data.


https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/europass/edc

ANNEX Detailed trust model documentation

Trust models accepted for education and professional qualifications -
Understanding the Classical PKI model and its extension using EBSI
under e|DAS2

Classical PKI Trust Model: Purpose and Structure

The Public Key Infrastructure (PKI) trust model is the cornerstone of secure digital identity
in Europe and globally. It enables authentication, confidentiality, and integrity through
digital certificates issued by trusted Certification Authorities (CAs). These certificates
bind a public key to the identity of a natural or legal person.

Under the elDAS framework (and further reinforced in elIDAS2), this trust model plays a
centralrolein:

a. Identifying Issuers

Issuers of verifiable credentials (universities, ministries, public authorities, professional
bodies, etc.) use qualified certificates for electronic seals or website authentication.
These certificates ensure that the entity behind a DID or endpoint is legally recognised
and authentic.

b. Identifying Relying Parties and Intermediaries

Relying parties—those who receive and verify verifiable credentials—must also be clearly
identified. In many contexts (e.g., professional qualification recognition, cross-border
mobility portals), this identification is mandated.

To fulfil this, eIDAS2 introduces electronic attribute certificates—standardised
mechanisms that bind specific roles or rights to the identity of the relying party or their
intermediaries (e.g. gateways, digital campus platforms, national nodes).

c. Authorised Requests to EUDI Wallets

These relying parties or their intermediaries may also need to initiate interactions with
EUDI Wallet holders, such as requesting presentation of the PID (Person Identification
Data) or specific Electronic Attestations of Attributes (EAAs). To do so, they must prove:
- Their identity (via qualified certificate) - Their entitlement to request a given credential
(via electronic attribute certificate)

This mechanism ensures security, transparency, and legal certainty throughout the
interaction chain.



Limitations of the Classical PKI Model in Education and Qualifications Governance

While robust and mature, the classical PKI trust model presents several limitations when
applied to the granular governance needs of education and professional qualifications:

a. It proves who an entity is, not what it is allowed to do

PKl enables the verification of an issuer’s legal identity but does hot communicate the
authorisation of that issuer to issue a certain type of educational or professional
credential.

Examples: - A digital certificate may confirm that a university exists, but not whether itis
authorised to issue an EQF level 7 diploma. - A professional association may be legally
identified, but the PKI does not state whether it can issue a ProfessionallD or conduct
continuing medical education (CME) quality assurance.

b. No dynamic governance layer

Classical PKlI lacks the ability to represent and manage the hierarchical and federated
authorisation structures required in education: - Ministries authorising universities -
National QA agencies accrediting regional bodies - NRENs acting as intermediaries for
federated identities (MyAcademiclD)

These multi-tiered relationships are critical in Europe’s diverse and decentralised
education landscape.

A Complementary Trust Model: dPKI and Verifiable Authorisations under EBSI and elDAS2

To address these gaps, the DC4EU initiative—aligned with EBSI, the European Learning
Model, and elIDAS2—proposes a decentralised PKI model (dPKI) based on verifiable
credentials and electronic attestations of attributes (EAAs).

a. Whatis dPKI?

Decentralised PKl leverages W3C Verifiable Credentials and DIDs (Decentralised
Identifiers). It does not replace classical PKI but extends it with a layer of governed,
verifiable authorisations.

b. How it works

In this model: - Root TAOs (e.g. Ministries, EQAR, GEANT) issue EAA-based verifiable
credentials to authorised entities (e.g. universities, professional bodies, QA agencies) -
These credentials include statements such as: - "LicenceToActAtNationallLevel™” -
"EQFlevel8Issuer" - "MyAcademicIDIssuer" - "QualityAssuranceAtProgrammelLevel” -
These authorisations are signed, timestamped and traceable, and can be verified by any
relying party in real time.



c. What this enables

e Granular, role-based trust: Not only who the issuer is, but what they are allowed to
issue, and by whom they were authorised

e Federated governance: Alignment with how education and qualifications are
governed in the EU

e Cross-border interoperability: Supports the goals of the European Education
Area, EQF implementation, and automatic recognition of learning outcomes

d. Concrete example

A university in Spain (e.g. URV) presents a verifiable credential proving it is authorised by
the Ministry of Science to issue: - Degrees at EQF level 7 - EducationallD - AlliancelD
credentials

This can be validated in real time by a verifier in another Member State, using standard
EBSI trust registries and linked data proofs.

Conclusion

The classical PKI trust model remains essential for securing identity and ensuring
compliance with legal frameworks. However, to fully enable trusted governance of
education and qualifications, it must be complemented by a dPKI model based on
EAAs and verifiable authorisations.

This layered model provides: - Legal identity (PKI) - Role-based authorisation (dPKI) -
Seamless verification across Member States - Trustable, automated, and governed
interaction with the EUDI Wallet

Such a combination is not only desirable—it is indispensable forimplementing the
principles of eIDAS2, the Single Digital Gateway Regulation, and the European
Education Area.

Wallet Relying Party PKI Guidelines

PKI orientations for WP5 piloting in DC4EU project
Overview

This document provides comprehensive guidelines for implementing Public Key
Infrastructure (PKI) for Wallet Relying Parties (WRPs) within the DC4EU (Digital
Credentials for Europe) framework. It specifies the technical requirements for
organisations that intend to rely upon wallet units for the provision of public or private
services through digital interaction.



Regulatory Foundation
Primary Reference

Commission Implementing Regulation (EU) 2025/848 of 6 May 2025 laying down rules
forthe application of Regulation (EU) No 910/2014 as regards the registration of wallet-

relying parties (CIR on WRP).

Key Definitions
Term

Definition

Wallet-relying party

Registrar of wallet-relying
parties

Wallet-relying party
access certificate
(WRPAC)

Wallet-relying party
registration certificate
(WRPRC)

Provider of WRPAC

Provider of WRPRC

Certificate Architecture

Arelying party that intends to rely upon wallet units for the
provision of public or private services by means of digital
interaction

The body responsible for establishing and maintaining the
list of registered wallet-relying parties in their territory

A certificate for electronic seals or signatures
authenticating and validating the wallet-relying party

A data object that describes the intended use of the
relying party and indicates the attributes the relying party
has registered to request from users

Natural or legal person mandated by a Member State to
issue wallet-relying party access certificates

Natural or legal person mandated by a Member State to
issue wallet-relying party registration certificates

Wallet-Relying Party Access Certificates (WRPAC)

Legal Framework: Article 7 of CIR on WRP

Requirements

e Authority Designation: Member States shall authorise at least one certificate
authority to issue WRPACs

e Exclusive Issuance: Only registered wallet-relying parties may receive WRPACs

e Harmonised Implementation: Certificate policies and practice statements must
be syntactically and semantically harmonised across the Union

e Technical Standard: Compliance with Annex IV requirements



Certificate Structure (X.509v3 Format)

Certificate Attribute Legal Person Encoding Natural Person Encoding
Subject organizationName as per Choice of (givenName and/or
ETSI EN 319 412-3 clause surname) as per ETSI EN 319
4.2.1 412-2 clause 4.2.4
User-friendly name commonName as per ETSIEN  commonName as per ETSI EN
319412-3 clause 4.2.1 319412-2 clause 4.2.4
Identifier organizationIdentifier serialNumber as per ETSI EN

as per ETSIEN 319 412-1 319412-1clause 5.1.3
clause 5.1.4

URL Subject Alternative Name Subject Alternative Name URI
URI as per RFC 5280 clause as per RFC 5280 clause
4.2.1.6 4.2.1.6

Country code countryName as per ETSIEN countryName as per ETSI EN
319412-3 clause 4.2.1 319412-2 clause 4.2.4

Wallet-Relying Party Registration Certificates (WRPRC)
Legal Framework: Article 8 of CIR on WRP

Requirements

e Optional Implementation: Member States may authorise certificate authorities for
WRPRC issuance

e Exclusive Issuance: Only registered wallet-relying parties eligible
e Intended Use Expression: Each intended use must be clearly expressed

e General Access Policy: Harmonised policy informing users of data request
limitations

e Privacy Policy URL: Mandatory inclusion of privacy policy reference
Token Structure (JWT/CWT Format)
Header Components
e typ: Token type (rc-wrp+jwt for JWT, rc-wrp+cwt for CWT)
e alg: Signature algorithm
e x5c: Complete certificate chain for verification
e b64: Value true (compact serialisation)
e crt: List with value "b64"
Payload Components
e sub: Subject of the WRPRC
e service: Service description with multi-language support
o lang: BCP47 language tag (RFC5646)



o value: Service description

e entitlements: List of assigned entitlements (see Entitlements section)

e privacy_ policy: URL to privacy policy

e certificate_policy: URL to certificate policy and practice statement

e iat: Unixtimestamp of issuance

e status: URIto status list for validity information

WRP Entitlements Framework

Entittement Categories

As defined in Annex 1.12 of the regulation:

Entitlement ID Description oIiD URI
Service Provider General service provider id-etsi- https://uri
p
wrpa- .etsi.org/1
entitlement 9475/Entitl
1 ement/Servi
ce_Provider
QEAA_Provider Qualified trust service id-etsi- https://uri
provider issuing qualified ~ Wrpa- -etsi.org/l
electronic attestations of ~ €ntitlement 9475/Entitl
attributes 2 ement/QEAA_
Provider
Non_Q_EAA_Provider Trust service provider id-etsi- https://uri
issuing non-qualified wrpa- -etsi.org/1
electronic attestations of ;ntltlement 947553“%
. ement/Non_
attributes EAA_Provid
er
PUB_EAA_Provider Public sector body issuing id-etsi- https://uri
electronic attestations wrpa- .etsi.org/1
from authentic sources entitlement 9475/Entitl
4 ement/PUB_E
AA_Provider
PID Provider Provider of person id-etsi- https://uri
identification data wrpa- .etsi.org/1
entitlement 9475/Entitl
5 ement/PID_P
rovider
QCert_for_ESeal_Provider Qualified trust service id-etsi- https://uri
provider issuing qualified ~ Wrpa- -etsi.org/1
certificates for electronic ~ €ntitlement 9475/Entitl
seals 6 ement/QCert
_for ESeal

Provider



Entitlement ID Description oIiD URI
QCert_for_ESig Provider Qualified trust service id-etsi- https://uri
provider issuing qualified =~ Wrpa- -Et51-0|"$/1
certificates for electronic ~ €ntitlement 9475/Entitl
signatures 7 ement/QCert
_for_ESig P
rovider
rQSigCDs_Provider Qualified trust service id-etsi- https://uri
provider managing remote Wrpa- .etsi.org/1
qualified electronic entitlement 9475/Entitl
signature creation devices 9 ement/r‘Q§1g
CDs_Provide
r
rQSealCDs_Provider Qualified trust service id-etsi- https://uri
provider managing remote Wrpa- .et51.or‘g/1
qualified electronic seal Zntltlement 947545”3?1
. . ement/rQSea
creation devices 1CDs_ Provid
er
ESig ESeal_Creation_Provi Non-qualified provider for id-etsi- https://uri
der remote signature/seal wrpa- .etsi.org/1
creation entitlement 9475/Entitl
10 ement/ESig
ESeal_ Creat
ion_Provide
r
OID Arc Structure

id-etsi-wrpa-entitlement OBJECT IDENTIFIER ::=
{ itu-t(@) identified-organization(4) etsi(@) eudiwrpa(19475) entitlement(1)}

Implementation Guidelines for DC4EU Pilot

WRPAC Naming Scheme
Component

Field

Description

SubjectName

SubjectAlternativeName

countryName (C)

Country where the WRP is

registered
organizationName Legal name of the WRP
(0)
organisationIdenti Identifier of the WRP (e.g., TIN,
fier (OI) LEI, EUDI)

commonName (CN)

dnsName

Friendly name of the WRP

URL (IA5String format)



Component Field Description

registeredID 0.4.0.19495.1.x where x
(1..n) represents the entitlement
distinguishedName

organisationalUnit Service description
Name (OU)

Technical Specifications
Cryptographic Requirements
o Key Types: EC (P-256, P-384, P-521) or RSA (minimum 2048-bit)
e Signature Algorithms: ES256, ES384, ES512, RS256, RS384, RS512
e Hash Functions: SHA-256 or stronger
e Certificate Validity: As determined by issuing CA policy
Compliance Standards
e ETSIEN 319 412 series for certificate profiles
e RFC 5280 for X.509 certificate and CRL profiles
e RFC 7519 for JSON Web Token (JWT)
e RFC 8392 for CBOR Web Token (CWT)
e RFC 5646 for language tags

Registration Process
Step 1: WRP Registration
e Legal Entity Verification: Establish legal status and jurisdiction
e Service Definition: Clearly define intended digital services
e Entitlement Selection: Choose appropriate entitlements from the framework

e Technical Capability Assessment: Demonstrate ability to handle digital
credentials

Step 2: Certificate Issuance
e Certificate Authority Selection: Choose an authorised WRPAC provider

e Certificate Signing Request (CSR): Generate CSR with appropriate subject
information

e Identity Verification: Complete identity verification process

e Certificate Delivery: Receive WRPAC and any associated WRPRC
Step 3: Integration

e Technical Integration: Implement certificate in wallet relying systems

e Protocol Compliance: Ensure compliance with EUDIW protocols

e Testing: Conductinteroperability testing with pilot partners

e Operational Deployment: Begin production use



Security Considerations

Certificate Management

Secure Storage: Store private keys in Hardware Security Modules (HSMs)
Access Control: Implement robust access controls for certificate operations
Backup and Recovery: Establish certificate backup and recovery procedures
Lifecycle Management: Plan for certificate renewal and revocation

Operational Security

Monitoring: Implement certificate status monitoring

Incident Response: Establish procedures for security incidents
Audit Logging: Maintain comprehensive audit logs
Compliance Monitoring: Regular compliance assessments

Privacy Considerations

Data Minimisation

Purpose Limitation: Only request necessary attributes
Consent Management: Implement clear consent mechanisms
Data Retention: Define appropriate data retention policies
User Rights: Support user rights under GDPR

Transparency

Privacy Policies: Maintain clear, accessible privacy policies

Data Processing Information: Provide transparent information about data
processing

User Control: Enable user control over data sharing

Integration with EBSI
Trust Verification

DID Resolution: Verify issuer identities through EBSI DID Registry
Accreditation Validation: Check issuer accreditations via Trusted Issuers Registry

Schema Compliance: Validate credential schemas against Trusted Schema
Registry

Interoperability

Cross-border Recognition: Ensure certificates work across EU member states
Standard Compliance: Adhere to EBSI technical specifications
Protocol Support: Implement required EBSI protocols



Conclusion

This PKI framework for Wallet Relying Parties provides the foundation for trusted digital
credential verification within the DC4EU ecosystem. By following these guidelines,
organisations can:

Establish Trust: Build reliable relationships with digital wallet users
Ensure Compliance: Meet regulatory requirements across the European Union

Enable Interoperability: Participate in the broader European digital identity
ecosystem

Protect Users: Implement privacy-preserving credential verification

For detailed implementation of the issuer side of this ecosystem, please refer to the X.509-
DID Binding Guide for Credential Issuers.
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Explanation of how the signature is applied to the European Higher
Education Microcredential (EUHEMC) using the JAJES D-Zero signature
profile, as specified in the European Blockchain Services Infrastructure
(EBSI) framework

This explanation is designed to be clear and comprehensive, enabling a verifier to
understand the process, confirm its correctness, and ensure it aligns with the provided
EUHEMC schema and credential examples:

e HigherEducationEuropeanMicroCredential unsigned.md
e HigherEducationEuropeanMicroCredential_signed.md

The explanation covers the technical steps, cryptographic details, and verification process,
ensuring accessibility for both technical and non-technical stakeholders.

The EUHEMC signature is applied using the JAdES signature, a profile of JSON Web Signature
(JWS), signing with ECDSA (ES256) using the issuer’s private key. The process ensures
authenticity, integrity, and compliance with EBSI, W3C, ETSI, and the Council
Recommendation. Verifiers can decode the JWS, validate the schema, verify the signature,
and check trust using standard cryptographic tools and EBSI registries. The explanation is
designed to be clear for both technical and non-technical audiences, with sufficient detail
for a verifier to confirm correctness.

Detailed explanation of the EUHEMC signature application process

The EUHEMC isissued as a W3C Verifiable Credential, signed using the JAJES D-Zero
profile, which is a JSON Advanced Electronic Signature (JAdES) profile defined by EBSI. The
signature ensures the credential’s authenticity, integrity, and non-repudiation, allowing
verifiers (e.g., employers, institutions) to confirm that the credential was issued by a
trusted higher education institution (e.g., Rovira i Virgili University) and has not been
tampered with.

Below we outline the process step-by-step, followed by verification details and alignment
with standards.

1. Overview of the Signature Process

The signature process transforms an unsigned EUHEMC credential (e.g., as shown in
HigherEducationEuropeanMicroCredential_ unsigned.md) into a signed credential (e.g.,
HigherEducationEuropeanMicroCredential signed-2.md). The key steps are:

e Prepare the Header: Create a JSON object with metadata about the signature
algorithm, type, and issuer details, then encode it as Base64URL.



Prepare the Payload: Stringify and Base64URL encode the unsigned credential
payload, ensuring all mandatory elements (per Annex | of the Council
Recommendation) are included.

Sign: Compute an ECDSA sighature over the concatenated header and payload
using the issuer’s private key.

Combine: Form the JWS Compact Serialisation by joining the Base64URL-encoded
header, payload, and signature with dots (<header>.<payload>.<signature>).

The resulting JWS is a compact, verifiable representation of the signed EUHEMC, which
can be stored in digital wallets (e.g., EUDIW wallet) and verified by third parties.

2. Detailed Steps for Applying the Signature
Step 1: Prepare the Protected Header

The headeris a JSON object containing metadata about the signature. Forthe EUHEMC, it
follows the JAJES D-Zero profile, which extends the JWS standard with specific fields for
EBSI. The header from HigherEducationEuropeanMicroCredential signed.md is:

{
"alg": "ES256",
"typ": "jades-d-z",
"cty": "vc+ld+json”,
"kid": "did:ebsi:ziuFQNRWr6vNeEpTgimmCpwH#keys-1",
"crit": ["sigT", "sigPl"],
"sigT": "2025-05-04T10:00:00Z",
"sigPl": {
"addressCountry": "ES",
"addressLocality": "Tarragona",
"postalCode": "43007",
"streetAddress": "Carrer de 1'Escorxador, s/n"
}
}

Fields Explained:

"alg": "ES256": Specifies the Elliptic Curve Digital Signature Algorithm (ECDSA)
with SHA-256, using the P-256 curve. This is the cryptographic algorithm for signing.
"typ": "jades-d-z":Indicates the JAJES D-Zero profile, a detached JSON
signature format used by EBSI.

"cty": "vc+ld+json": Content type, identifying the payload as W3C Verifiable
Credential.

"kid": Key ldentifier, referencing the issuer’s public key in their Decentralised
Identifier (DID) document (e.g., did:ebsi:ziuFQNRWr6vNeEpTgimmCpwitkeys-1 for
Rovira i Virgili University).

"crit": ["sigT", "sigP1l"]: Critical extensions, indicating that the sigT and
sigPl fields must be understood by verifiers.



e "sigT":Signature creation time and date, ensuring temporal context.
e "sigPl":Signing place, providing the issuer’s physical address (e.g., Tarragona,
Spain), enhancing legal and contextual trust.

Encoding: - The header is converted to a UTF-8 string, minified (removing whitespace), and
encoded as Base64URL (safe for URL transmission, replacing + with -, / with _, and
removing = padding). - Resulting Base64URL (from the signed example):
eyJhbGci0iJFUzIINiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6InZjK2xkK2pzb24ilCIralWQiO
iIkaWQ6ZW3J
zaTp6aXVGUU5SV3I2dk51RXBUZ21tbUNwdyNrZX1zLTEiLCIjcmlOIjpbInNpZ1QiLCIzaWdQbCld
LCJzalWd
UIjoiMjAyNSOWNSOWNFQxMDowMDowMFoilCJzaWdQbCI6eyIhZGRyZXNzQ291bnRyeSI6IkVTIiwi
YWR
kcmVzcOxvY2FsaXR5IjoiVGFycmFnb25hIiwicG9zdGFsQ29kZSI6IjQzMDA3Iiwic3RyZWVOQWRK
cmVzcy  I6IkNhcnJ1lciBkZSBsJOVzY29yeGFkb3IsIHMvbiJofQ

Step 2: Prepare the Payload

The payload is the unsigned EUHEMC credential, as shown in
HigherEducationEuropeanMicroCredential_unsigned.md. Itis minified to remove
unnecessary whitespace and encoded as Base64URL.

Payload Content: - The payload is a JSON-LD Verifiable Credential containing all
mandatory Annex | elements (e.g., learner identification, issuer country, learning
outcomes, 5 ECTS credits, ESG quality assurance). - Example (minified from the unsigned
credential):

{"@context":["https://www.w3.0rg/2018/credentials/v1","https://w3id.org/edc/v
1"1,"id":"urn:uuid:4f8d7c9e-9alb-4ble-8f2a-5c3e6d7b9cod", "type":[ "VerifiableC
redential", "EuropeanDigitalCredential"”, "EuropeanHigherEducationMicroCredentia
1s"],"issuer":{"id":"did:ebsi:ziuFQNRWr6vNeEpTgimmCpw"},"issuerCountry"::{"id"

:"urn:concept:es”,"type":"Concept","prefLabel”:{"en":"Spain"}}, "issuanceDate"
:"2025-05-04T710:00:00Z","issued" :"2025-05-04T710:00:00Z" ,"validFrom":"2025-05-

04710:00:00Z","qualityAssurance":{"id":"urn:concept:esg", "type":"Concept","pr

efLabel":{"en":"ESG-compliant"}}, "credentialSubject":{"id":"did:ebsi:example:

student123","type":"Person”,"fullName":{"en":"Juan Pérez Garcia"},"givenName"

{"en":"Juan"},"familyName":{"en" :"Pérez"}, "nationalID" : {"id":"urn:legal:es:D

NI:12345678Z","type":"Legalldentifier","notation":"12345678Z2","spatial":{"id"

:"urn:concept:es”,"type":"Concept"”,"prefLabel”:{"en":"Spain"}}},"hasClaim": [{
"id":"urn:uuid:la2b3c4d-5e6f-7g8h-910j-1k213m4n506p", "type" : "LearningAchievem
ent","title":{"en":"Advanced Data Analysis"},"creditReceived":[{"id":"urn:uui
d:2b3c4d5e-6f7g-8h9i-0j1k-213m4n506p7q", "type":"CreditPoint", "framework" :{"id
":"urn:concept:ECTS","type":"Concept","preflLabel”:{"en" :"ECTS"}}, "point":"5"}

1,"level”:{"id":"urn:concept:eqf6"”, "type":"Concept"”,"prefLabel"”:{"en":"EQF Le

vel 6"}},"participationForm":{"id":"urn:concept:online","type":"Concept", "pre

fLabel":{"en":"Online"}}, "stackability":{"id":"urn:concept:stackable", "type":
"Concept","prefLabel":{"en":"Stackable towards degree"}},"learningOutcome":[{
"id":"urn:uuid:3c4d5e6f-7g8h-9i0j-1k21-3m4n506p7q8r", "type": "LearningOutcome"”

,"title":{"en":"Ability to analyze large datasets"},"relatedCompetence":[{"id



":"urn:concept:dataanalysis","type":"Concept","prefLabel":{"en":"Data Analysi
s"}}], "relatedESCOSkill":[{"id":"http://data.europa.eu/esco/skill/12345","typ
e":"Concept", "prefLabel"”:{"en":"Statistical Data Analysis"}}]}], "awardedBy":{
"id":"urn:uuid:awardl", "type" :"AwardingProcess","awardingBody":{"id":"did:ebs
i:ziuFQNRWr6vNeEpTgimmCpw", "type" :"Organisation”, "legalName" :{"en":"Rovira i

Virgili University"}}}},{"id":"urn:uuid:4d5e6f7g-8h9i-0j1k-213m-4n506p7q8r9s"”
,"type":"LearningAssessment”,"title":{"en":"Data Analysis Exam"},"assessmentT
ype":{"id":"urn:concept:exam","type":"Concept", "prefLabel”:{"en":"Written Exa
m"}},"grade" :{"id" :"urn:uuid:5e6f7g8h-9i0j-1k21-3m4n-506p7gq8r9s0t", "type":"No
te","noteLiteral™:{"en":"85/100"}}, "awardedBy" :{"id":"urn:uuid:award2", "type"
:"AwardingProcess","awardingBody" : {"id" :"did:ebsi:ziuFQNRWr6vNeEpTgimmCpw", "t
ype":"Organisation”,"legalName":{"en":"Rovira i Virgili University"}}}}]},"cr
edentialSchema":{"id":"https://trusted-registries.ebsi.eu/schemas/euhemc/1.0"
,"type":"JsonSchema"},"displayParameter" :{"id":"urn:uuid:6f7g8h9i-0j1k-213m-4
n50-6p7g8r9s0tiu”, "type":"DisplayParameter”,"title":{"en" :"EUHEMC Display"},"
language":[{"id":"urn:concept:en","type":"Concept","prefLabel™:{"en":"English
"}}1,"primaryLanguage” :{"id" :"urn:concept:en","type":"Concept","prefLabel™: {"
en":"English"}},"individualDisplay":[{"id":"urn:uuid:7g8h9i0j-1k21-3m4n-506p-
798r9s0tlu2v","type"” :"IndividualDisplay","fieldPath":"credentialSubject.fullN
ame","label":{"en":"Full Name"},"order":1},{"id":"urn:uuid:8h9i0jlk-213m-4n50
-6p79-8r9s0tlu2v3iw”,"type”:"IndividualDisplay","fieldPath":"credentialSubject
.hasClaim[@].title","label":{"en":"Achievement Title"},"order":2}]}}

Encoding: - The payload is encoded as Base64URL, resulting in a string (as shown in the

sighed example):
eyJAY29udGV4dCIeWyJodHRwczovL3d3dy53My5vemcvMjAx0C9jcmVkZW50aWFscy92MSIsImhodH
Bz0i8vdzNpZC5vcmcvZWRGL3YxI10sImlkIjoidXIuOnV1aWQENGY4ZDdjOWUtOWEXYi00YjF1LThmMm
EtNWMzZTZkN2I5YzBkIiwidH1wZSI6WYIWZXIpZmlhYmx1Q331ZGVudGlhbCIsIkV1cmOwZWFuRG1naXR
hbENYyZWR1bnRpYWwiLCIFdXJIvcGVhbkhpZ2hlckVkdWNhdGlvbk1lpY3IvQ331ZGVudGlhbHMiXSwiaXN
zdWVyIjp7ImlkIjoiZGlkOmVic2k6eml1R1FOUldyNnZOZUVwVGdpbW1DcHcifSwiaXNzdWVyQ291bnR
yeSI6eyJpZCI6InVybjpjb25jZXBOOMVzIiwidH1wZSI6IKkNvbmN1cnQiLCIwecmVmTGFiZWwiOnsiZW4i0id
TcGFpbiJ9fSwiaXNzdWFuY2VEYXR1IjoiMjAyNSOWNSOWNFQxMDowMDowMFoilCIpc3N1ZWQi0iIyM
DI1LTA1LTAOVDEWOjAWOjAWNWiISInZhbGlkRnJIvbSI6IjIwMjUtMDUtMDRUMTA6MDAG6MDBaIiwicXVhb
GloeUFzc3VyYW5]jZSI6eylpZCI6InVybjpjb25jZXBOOMVzZyIsInR5cGUi0iIDb25jZXBOIiwicHI1ZkxhYmVs
Ijp7ImVuljoiRVNHLWNVbXBsaWFudCJ9fSwiY3J1ZGVudGlhbFN1YmplY3QiOnsiaWQiOiJkaWQ6zWJlza
TpleGFtcGx10nNNOdWR1bnQxMjMiLCI@eXB1lIjoiUGVyc29uIiwiZnVsbEShbWUiOnsiZW4i0iJKdWFuUIFDD
gXJ1eiBHYXJJ7WEifSwiZ212ZW50YW11Ijp7ImVuljoiSnvhbiJoLCImYW1pbH10YW11Ijp7ImVuljoiUMOpc
mV6In@sIm5hdGlvbmFsSUQiONnsiaWQi0iJ1cm46bGVNYWw6ZXMERESJOjEYMzQINc4WiIsInR5¢cGUL
0iIMZWdAhbE1kZW50aWZpZXIilCJub3RhdGlvbiI6IjEYMzQINjcAWiIsInNwYXRpYWwiOnsiaWQi0iJlcm
46Y29uY2VwdDplcyIsInR5cGUi0iIDb25]jZXBOIiwicHI1ZkxhYmVsIjp7ImVuIjoiU3BhaW4ifX19LCIoYXND
bGFpbSI6W3siaWQi0iJ1cm46dXVpZDoxYTIiM2MOZCO1ZTZmLTdnOGgtOWkwai@xazIsM200bjVvNnAi
LCI@eXB1IjoiTGVhcm5pbmdBY2hpzXZ1bWVudCIsInRpdGx1Ijp7ImVuljoiQWR2YWS5§ZWQERGFOYSBBb
mFseXNpcyJ9LCIjcmVkaXRSZWN1aXZ1ZCI6W3siaWQi0iJ1cm46dXVpZDoyYjNjNGQ1ZS02ZjdnLThoO
WktMGoxay@ybDNtNG41bzZwN3EiLCJ@eXB1lIjoiQ3J1ZG1oUG9pbnQiLCImcmFtZXdvemsiOnsiaWQioil
1cm46Y29uY2VwdDpFQIRTIiwidHIwZSI6IKkNvbmN1cnQiLCIwecmVmTGFiZWwiOnsiZW4i0iJFQ1RTIN1
9LCIwb21udCI6IjUifVOsImx1dmVsIjp7ImlkIjoidXJuOmNvbmN1cnQ6ZXFmNiIsInR5cGUi0iIDb25jZXBOI1
wicHJ1ZkxhYmVsIjp7ImVuIjoiRVFGIEx1dmVsIDYifX@sInBhcnRpY21wYXRpb25Gb3JtIjp7ImlkIjoidXJuOm
NvbmN1cnQ6b25saW51IiwidHIwZSI6IKkNvbmN1cnQiLCIwecmVmTGFiZWwiOnsiZW4i0iJPbmxpbmUifX
0sINNOYWNrYWIpbGleeSI6eylpZCI6InVybjpjb25jZXBOONNOYWNrYWIsZSIsInR5cGUi0iIDb25jZXBOIi
wicHJ1ZkxhYmVsIjp7ImVuIjoiU3RhY2thYmx1IHRvd2FyZHMgZGVncmV1In19LCIsZWFybmluZ@91dGNv
bWUiOl1t7ImlkIjoidXJuOnV1aWQ6M2MOZDVINmYtN2c4aC05aTBgLTFrMmwtM200bjVvNnA3cThyIiwid
H1wZSI6Ikx1YXJuaW5nT3VOY29tZSIsInRpdGx1Ijp7ImVuIljoiQWIpbGloeSBObyBhbmFseXplIGxhcmdlIG
RhdGFzZXRzIn@sInJ1bGFOZWRDb21wZXR1bmN1IjpbeyJlpZCI6InVybjpjb25jZXBOOMRhAGEtYW5hbH1za
XMiLCJ@eXB1lIjoiQ29uY2VwdCISInByZWZMYWI1bCI6eyllbiI6IkRhdGEgQW5hbH1zaXMifX1dLCIyZWxhd
GVKRVNDT1NraWxsIjpbeyJpZCI6ImhO@dHA6LYOkYXRhLmV1cmOwYS51dS91c2NvL3NraWxsLzEyMzQ1I



iwidH1wZSI6IKNvbmN1cnQiLCIwcmVmTGFiZWwiOnsiZW4i0iJTdGF@aXNeaWNhbCBEYXRhIEFuUYWx5
€21zIn19XX1dLCIhd2FyZGVkQnkiOnsiaWQi0iJ1cm46dXVpZDphd2FyZCOxIiwidH1wZSI6IkF3YXIkaWs
NUHJIVY2VzcyIsImF3YXJkaW5nQm9keSI6eyIpZCI6IMRpZDplYnNpOnppdUZRT1IXcjZ2TmVFcFRnalWlt
Q3B3IiwidH1wZSI6Ik9yZ2FuaXNhdGlvbiIsImx1Z2FsTmFtZSI6eyJ1biI6I1IvdmlyYSBpIFZpcmdpbGkgVIW5
pdmVyc210eSJ9fX19LHs1iaWQi0iJ1cm46dXVpZDo®ZDVINmY3Zy04aD1lpLTBgMWs tMmwzbS@0bjVvNn
A3cThyOXMiLCJ@eXBlIjoiTGVhcm5pbmdBc3N1c3NtZW50IiwidG1ObGUiONsiZW4i0iJEYXRhIEFUYWX5
Cc21zIEVAYWOifSwiYXNzZXNzbWVudFR5cGUiONsiaWQi0iJ1cm46Y29uY2VwdDpleGFtIiwidHIwZSI6Ik
NvbmN1cnQiLCIwcmVmTGFiZWwiOnsiZW4i0iJXcm1lOdGVUIEVAYWOifX0sImdyYWR1IIjp7ImlkIjoidXJuO
NV1aWQENWU2Zjdn0GgtOWkwai®xazJsLTMtNG4AtNW82cDdXxOHI5czBOIiwidH1wZSI6Ik5vdGUiLCIub
3R1TG1OZXJIhbCI6eyJ1lbiI6IjgllzEwMCI9fSwiYXdhcmRGVkQnkiOnsiaWQiOiJ1lcm46dXVpZDphd2FyzZCo
yIiwidH1wZSI6IkF3YXJkaW5nUHIvY2VzcyIsImF3YXJkaW5nQmOkeSI6eyIpZCI6ImRpZDplYnNpOnppdU
ZRT13IXcjZ2TmVFcFRnaW1tQ3B3IiwidH1wZSI6Ik9yZ2FuaXNhdGlvbiIsImx1Z2FsTmFtZSI6eyJlbiI6I1l]vdml
yYSBpIFZpcmdpbGkgVW5pdmVyc210eSI9fX19XX0sImNyZWR1bnRpYWXTY2h1bWEiOnsiaWQiOiJodH
RwczovL3RydXNOZWQtcmVnaXNecmllcy51YnNpLmV1L3NjaGVtYXMvZXVoZW1jLzEuMCIsInR5cGUi
0iJKc29uU2NoZW1hIn@sImRpc3BsYX1QYXIhbWVOZXIiOnsiaWQi0iJ1lcm46dXVpZDo2Zjdn0OGg5aSewasj
FrLTIsM20tNG41by©2cDdxOHI5czBOMXUiLCIQeXB1IjoiRG1lzcGxheVBhcmFtZXR1ciIsInRpdGx1Ijp7ImVu
IjoiRVUIRUIDIERpc3BsYXkifSwibGFuzZ3VvhzZ2Ui0lt7ImlkIjoidXJuOmNvbmNl1cnQ6ZW4AiLCI@eXB1I
j0iQ29uY2VWdCIsInByZWZMYWI1bCI6eyl1lbiI6IkVuZ2xpc2gifX1dLCIwemltYXI5TGFuzZ3vhz2Uui
OnsiaWQi0iJ1cm46Y29uY2VwdDplbiIsInR5cGUi10iIDb25jZXBOIiwicHI1ZkxhYmVsIjp7ImVuIjoiRW5
nbG1lzaCJlofSwialW5kaXZpZHVhbERpc3BsYXkiO1t7ImlkIjoidXJuOnV1aWQ6N2c4aD1pMGotMWsybCOzb
TRULTVVNNAtN3E4cj1zMHQxdTJ2IiwidH1wZSI6IkluZGl2aWR1YWXEaXNwbGF5IiwiZml1bGRQYXRoI
j0oiY331ZGVudGlhbFN1YmplY3QuZnVsbE5hbWUiLCIsYWI1bCI6eyJ1lbiI6IkZ1bGwgTmFtZSIOLCIvc
mR1ciI6MX@seyIpZCI6InVybjpldWlkOjhoOWkwajFrLTIsM20tNG41by@2cDdXLThyOXMwdDF1MnYzd3
cilCJ@eXB1lIjoiSW5kaXZpZHVhbERpc3BsYXkiLCImaWVsZFBhdGgiOiljcmVkZW50aWFsU3ViamVjdC
S50YXNDbGFpbVswXS50aXRsZSIsImxhYmVsIjp7ImVuIjoiQWNoaWV2ZW11lbnQgVGlebGUifSwib3IkZXIi 0jJ9XX19

Step 3: Compute the Signature

The signature is generated using the issuer’s private key, which corresponds to the public
key referenced in the kid (e.g., did:ebsi:ziuFQNRWr6vNeEpTgimmCpwitkeys-1). The
example provides a placeholder key:

{
"kty": "EC",
"x": "9f00-I1hEFVmlpCU8u51i4ZqCAY1bMHUU50EbX0Or0z8",
"y": "84Mp_hrdzqRDD3a8DNYPONWIYPNDIH6WKN -NmnrRbD8" ,
"crv": "P-256",
"d": "Cb-70m0c3t9dSK6qx6ss6QenLS2EIB-wG7tfZIW_Tbw"
}
Process:

¢ Input: Concatenate the Base64URL-encoded header and payload with a dot
separator:

ASCII(BASE64URL(UTF8(Header)) || '.' || BASE64URL(Payload))

This forms the signing input, a string like:

eyJhbGciOiJFUzIINiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6InZjK2xkK2pzb24ilCIraWQiOiJkaWQ6ZW3J
zaTp6aXVGUU5SV3I2dk51RXBUZ21tbUNwWdyNrZX1zLTEiLCIjcmlOIjpbInNpZ1QiLCIzaWdQbCIdLCIzaWd
UIjoiMjAyNSOwWNSOWNFQxMDowMDowMFoilCJzaWdQbCI6eyIhZGRyZXNzQ291bnRyeSI6IKVTIiwiYWR
kemVzcOxvY2FsaXR5IjoiVGFycmFnb25hIiwicG9zdGFsQ29kZSI6IjQzMDA3Iiwic3RyZWVOQWRkemVzcy
I6IkNhcnJ1ciBkZSBsJOVzY29yeGFkb3IsIHMvbil9ofQ.<Base64URL Payload>



e Hashing: Compute a SHA-256 hash of the signing input to create a fixed-length
digest.

e Signing: Use the issuer’s private key (d in the EC key) to sign the digest with ECDSA
over the P-256 curve, producing a signature (a pair of integers, r and s).

e Encoding: The signature is encoded as Base64URL. In the example, a placeholder
([signature-placeholder]) is used, as the actual signature requires the private
key, which is not computed here.

Key Details: - The private key is securely stored by the issuer (e.g., in a hardware security
module or EBSI wallet). - The public key is published in the issuer’s DID document,
accessible via EBSI’s trusted registries, allowing verifiers to retrieve it for validation.

Step 4: Combine into JWS Compact Serialisation

The final JWS is formed by concatenating the three Base64URL-encoded components with
dots as defined in RFC 7515:

<header>.<payload>.<signature>

Example (from HigherEducationEuropeanMicroCredential signed.md, with placeholder):

eyJhbGciOiJFUzIINiISINR5¢cCI6ImphZGVzLWQteiIsImNOeSI6INZjK2xkK2pzb24ilCIraWQiOiJkalWQ
6ZWJzaTp6aXVGUU5SV3I2dk51RXBUZ21tbUNwdyNrZX1zLTEiLCIjcmlOIjpbInNpZ1QiLlCIzaWdQbCJ
dLCJIzaWdUIjoiMjAyNSOWNSOWNFQXxMDowMDowMFoilCJzaWdQbCI6eyJhZGRyZXNzQ291bnRye
SI6IKVTIiwiYWRkcmVzcOxvY2FsaXR5IjoiVGFycmFnb25hIiwicG9zdGFsQ29kZSI6IjQzMDA3TIiwic3R
yZWVOQWRkcmVzcyI6IkNhcnJ1ciBkZSBsJ0OVzY29yeGFkb3IsIHMvbiJofQ.eyJAY29udGV4dCI6WyJo
dHRwczovL3d3dy53My5vemcvMjAX0C9jcmVkZW50alWF scy92MSIsImh@dHBz018vdzNpZC5vem
CVZWRJL3YxI10sImlkIjoidXJuOnV1aWQ6NGY4ZDdjOWUtOWEXYi00YjF1LThmMmEtNWMZzZTZKN2I
5YzBkIiwidH1wZSI6WyJIWZXIpZmlhYmx1Q3J1ZGVudGlhbCIsIkV1cmOwZWFURG1naXRhbENyZWR1b
NRpYWwilLCIFdXIvcGVhbkhpZ2hlckVkdWNhdGlvbk1pY33vQ331ZGVudGlhbHMiXSwiaXNzdWVyIjp
7ImlkIjoizZGlkOmVic2k6em1l1R1FOUldyNnZOZUVwWVGdpbW1DcHcifSwiaXNzdWVyQ291bnRyeSI6
eyJpZCI6InVybjpjb25jZXBOOMVzIiwidHIwZSI6IkNvbmN1cnQiLCIwcmVmTGFiZWwiOnsiZW4i0iJTc
GFpbiJ9fSwiaXNzdWFuY2VEYXR1IjoiMjAyNSOWNSOWNFQXMDowMDowMFoiLCIpc3N1ZWQi0iIyM
DI1LTA1LTAOVDEWOjAWOjAWWiISINnZhbGlkRnIvbSI6IjIwMjUtMDUtMDRUMTA6MDA6MDBaTIiwicX
VhbG10eUF zc3VyYW5jZSI6eyIpZCI6InVybjpib255ZXBOOMVZZyIsInR5cGUi0iIDb257ZXBOIiwicHI1Zk
xhYmVsIjp7ImVuIjoiRVNHLWNvbXBsaWFudCJ9fSwiY331ZGVudGlhbFN1YmplY3QiOnsiaWQiOiJka
WQ6ZWJIzaTpleGFtcGx10ONNOdWR1bnNQxMjMiLCI@eXB1IjoiUGVyc29uIliwiZnVsbEShbWUiOnsiZW4i
0iJKdWFuIFDDgXJ1eiBHYXJj7WEifSwiZ212ZW50YW11Ijp7ImVuIljoiSnVhbiJ9LCImYW1pbH1OYW11T ]
p7ImVuIjoiUMOpcmV6In@sIm5hdGlvbmFsSUQiOnsiaWQi0iJ1cm46bGVnYWwW6ZXM6RESIOJEYM
ZQINjc4WiIsInR5cGUi0iIMZWdhbE1kZW50aWZpZXIilCJub3RhdGlvbiI6IjEYMzQINjcAWiIsINNwYX
RpYWwiOnsiaWQi0iJ1cm46Y29uY2VwdDplcyIsInR5cGUi01IDb25jZXBOIiwicHI1ZkxhYmVsIjp7ImV
uljoiU3BhaW4ifX19LCIoYXNDbGFpbSI6W3siaWQi0iJ1cm46dXVpZDoxYTIiM2MOZCO1ZTZmLTdn
0GgtOWkwai®xazJlsM200bjVvNnAiLCIOeXBlIjoiTGVhcm5pbmdBY2hpZXZ1bWVudCIsInRpdGx1Ijp7
ImVuIjoiQWR2YW5]jZWQgRGFOYSBBbmFseXNpcyJ9LCIjcmVkaXRSZWN1aXZ1ZCI6W3siaWQi0iJl
cm46dXVpZDoyYjNjNGQ1ZS82ZjdnL ThoOWktMGoxay@ybDNtNG41bzZwN3EiLCI0eXB1Ij0iQ311ZG
10UG9pbnQiLCIMcmFtZXdvcmsiOnsiaWQi0iJ1cm46Y29uY2VwdDpFQIRTIiwidHIwZSI6IKNvbmN
1cnQiLCIwemVmMTGFiZWwiOnsiZW4i0iJFQIRTIN19LCIwb21ludCI6IjUifVOsImx1dmVsIjp7ImlkIjoidX
JuOmNvbmN1cnQ6ZXFmNiIsInR5cGUi01IDb25jZXBOIiwicHI1ZkxhYmVsIjp7ImVuIljoiRVFGIEx1dmV
sIDYifX@sInBhcnRpY21wYXRpb25Gb3JtIjp7ImlkIjoidXJuOmNvbmNlcnQ6b25saW51IiwidHIwZSI6TIk
NvbmN1cnQilLCIwcmVmTGFiZWwiOnsiZW4i0iJPbmxpbmUifX0sInNOYWNrYWIpbGlOeSI6eylpZCI
6InVybjpjb25jZXBOONNOYWNrYWIsZSIsInR5cGUi0iIDb25jZXBOIiwicHI1ZkxhYmVsIjp7ImVuljoiU3



RhY2thYmx1IHRvd2FyZHMgZGVncmV1In19LCIsZWFybmluZ@91dGNvbWUiO1t7ImlkIjoidXJuOnVla
WQEM2MOZDVINmMYtN2c4aC05aTBqLTFrMmwtM200bjVvNnA3cThyIiwidH1wZSI6Ikx1YXJuaW5nT3
VOY29tZSIsInRpdGx1lIjp7ImVuljoiQWIpbGloeSBObyBhbmFseXplIGxhcmdlIGRhdGFzZXRzIn@sInJlb
GFOZWRDb21wZXR1bmN1IjpbeyIpZCI6InVybjpjb25jZXBOOMRhdGEtYW5hbH1zaXMiLCJ@eXB1lIjoiQ
29uY2VwdCISINBYyZWZMYWI1bCI6eyJ1biI6IkRhdGEgQW5hbH1zaXMifX1dLCIyZWxhdGVKRVNDT1N
raWxsIjpbeyJpZCI6Imh@dHA6LYIKYXRhLmMV1cmOwYS51dS91c2NvL3NraWxsLzEyMzQ1IiwidH1wZS
I6IKNvbmN1cnQiLCIwcmVmTGFiZWwiOnsiZW4i0iJTdGF@aXN@aWNhbCBEYXRhIEFUYWx5¢c21zInl
9XX1dLCIhd2FyZGVkQnkiOnsiaWQi0iJ1cm46dXVpZDphd2FyZCOxIiwidH1wZSI6IkF3YXJIkaW5nUH
JvY2VzcyIsImF3YXJkaW5nQm9keSI6eyIpZCI6ImRpZDplYnNpOnppdUZRT1IXcjZ2TmVGcFRnaWlt
Q3B3IiwidH1wZSI6Ik9yZ2FuaXNhdGlvbiIsImx1Z2FsTmFtZSI6eyllbiI6I1lvdmlyYSBpIFZpcmdpbGkgV
W5pdmVyc210eSJ9fX19LHsiaWQi0iJ1cm46dXVpZDo0@ZDVINmY3Zy04aD1lpL TBgMWs tMmwzbS00
bjVVNNA3cThyOXMiLCJ@eXB1lIjoiTGVhcm5pbmdBc3N1c3NtZW50IiwidG1ObGUiONsiZW4i0iJEYXRh
TEFUYWx5c21zIEVAYWOifSwiYXNzZXNzbWVudFR5cGUiOnsiaWQi0iJlcm46Y29uY2VwdDpleGFtIi
widH1wZSI6IKkNvbmN1cnQilLCIwcmVmTGFiZWwiOnsiZW4i0iJXcm1OdGVUIEVAYWOifX0sImdyYWR1
Ijp7ImlkIjoidXJuOnV1aWQ6NWU2Zjdn0OGgtOWkwai@xazIsLTMENGAtNW82cDdxOHI5czBOIiwidH1
wZSI6Ik5vdGUiLCIub3R1TG1OZXIhbCI6eyl1lbiI6IjglLzEwMCI9fSwiYXdhcmRGVkQnkiOnsiaWQi0iJl
cm46dXVpZDphd2FyZCOyIiwidH1wZSI6IKkF3YXJkaW5nUHIvY2VzcyIsImF3YXJkaW5nQmOkeSI6ey]
pZCI6IMRpZDplYnNpOnppdUZRT1IXcjZ2TmVGCcFRNaW1tQ3B3IiwidH1wZSI6Ik9yZ2FuaXNhdGlvbil
sImx1Z2FsTmFtZSI6eyJ1lbiI6I1IvdmlyYSBpIFZpcmdpbGkgVW5pdmVyc210eSI9fX19XX0sImNyZWR1b
NRpYWxTY2h1bWEiOnsiaWQiOiJodHRwczovL3RydXNOZWQtcmVnaXNe@cmllcy51YnNpLmV1L3Nja
GVtYXMvVZXVOZW1qLzEUMCIsINR5cGUi0iIKc29uU2NoZW1hIn@sImRpc3BsYX1QYXIhbWVOZXIiOn
sialWQi0iJ1cm46dXVpZDo2Zjdn0Gg5aSOwajFrLTIsM20tNG41by02cDdxOHI5czBOMXUiLCIOeXB1I
joiRG1lzcGxheVBhcmFtZXR1ciIsInRpdGx1Ijp7ImVuIjoiRVUIRUIDIERpc3BsYXkifSwibGFuz3VhzZ2Ui
01t7ImlkIjoidXJuOmNvbmN1cnQ6ZW4ilLCI0eXB1lIjoiQ29uY2VwdCISsInByZWZMYWI1bCI6eyJlbiI6IkV
uzZ2xpc2gifX1dLCIwcmltYXI5TGFuZ3VhZ2UiOnsiaWQi0iJ1cm46Y29uY2VwdDplbiIsInR5cGUi0ilD
b25jZXBOIiwicHI1ZkxhYmVsIjp7ImVuljoiRW5nbGlzaCJl9fSwiaW5kaXZpZHVhbERpc3BsYXkiOlt7Iml
kIjoidXJuOnV1aWQ6N2c4aD1lpMGotMWsybCOzbTRULTVVNNAtN3E4cjlzMHQXxdTI2IiwidHI1wZSI6Ik]1
uZG1l2aWR1YWXEaXNwbGF5IiwiZml1bGRQYXR0oIjoiY3J1ZGVudG1lhbFN1YmplY3QuZnVsbE5hbWUi
LCIsYWI1bCI6eyl1lbiI6IkZ1bGwgTmFtZSI9LCIvcmR1ciI6MXOseyIpZCI6InVybjpldWlkOjhoOWkwajF
rLTIsM20tNG41by02cDdXLThyOXMwdDF1MnYzd3cilCI@eXB1lIjoiSW5kaXZpZHVhbERpc3BsYXkilL
CImaWVsZFBhdGgi0iJjcmVkZW50aWF sU3ViamVjdC50YXNDbGFpbVswXS50aXRsZSIsImxhYmV
sIjp7ImVuljoiQWNoaWV2ZW11bnQgVGlebGUifSwib3IkZXIi0jJ9XX18. [signature-placeholder]

Note: The actual signature is not computed in the example due to the private key’s
sensitivity, but the placeholder indicates where it would be placed.

3. Verification Process

A verifier (e.g., an employer or institution) checks the signed EUHEMC to ensure its
authenticity, integrity, and issuer trustworthiness. The process, as outlined in
HigherEducationEuropeanMicroCredential_ signed-2.md, is:

19. Decode the JWS:

o Splitthe JWS into three parts: <header>.<payload>.<signature> usingthe
dot separator.

o Decode the Base64URL-encoded header and payload to retrieve the JSON
objects.

20.Validate the Header:
o Checkthatalgis ES256, typis jades-d-z, and cty is vc+1d+json.



o Verifythe kid references a valid DID (e.g.,
did:ebsi:ziuFQNRWr6vNeEpTgimmCpwikeys-1).
o Ensure sigT (timestamp) is reasonable (e.g., not expired or in the future).
o Confirm sigP1 contains a valid issuer address (e.g., Tarragona, Spain).
21.Validate the Payload:

o Parse the decoded payload as JSON-LD and validate against the EUHEMC
schema (euhemc-schema. json).

o Ensure all mandatory Annex | elements are present (e.g., learner fullName,
issuerCountry, creditReceived, qualityAssurance).
o Verifythe credentialSchema.id (e.g., https://trusted-

registries.ebsi.eu/schemas/euhemc/1.0) pointsto atrusted schemain
EBS/I’s registries.

22.Verify the Signature:
o Retrieve the issuer’s public key from the DID document (e.g., via EBSI’s DID
registry).
o Recompute the signinginput: ASCII(BASE64URL (UTF8(Header)) || "." ||
BASE64URL (Payload)).
o Compute the SHA-256 hash of the signing input.

Use the public key to verify the ECDSA signature against the hash, ensuring
the signature is valid.

o Ifthe signature verifies, the credential is authentic and untampered.
23.Check Trust:
o Confirmtheissuer’s DID is registered in EBSI’s Trusted Issuers Registry.

o Verifytheissuer’s accreditation (e.g., Rovira i Virgili University is ESG-
compliant, as indicated by qualityAssurance).

o Ensure the credential has not been revoked (e.g., via EBSI’s revocation
registry, if applicable).

4. Alignment with Standards
e W3C Verifiable Credentials:

o The EUHEMC uses JSON-LD with W3C contexts
(https://www.w3.0rg/2018/credentials/v1) but omits the proof property,
as JAdES D-Zero handles signatures externally via JWS. This is a valid
implementation, as W3C allows alternative signature formats.

e EBSIJAJES D-Zero:

o The header(jades-d-z, sigT, sigPl) and ES256 algorithm comply with
EBSI’s JAdES D-Zero profile, ensuring interoperability within the EU.

e Council Recommendation (Annex|, Il):

o The payload includes all mandatory Annex | elements, supporting
transparency and portability.



o The JWS signature ensures authenticity (Annex Il), linking to the issuer’s DID
and address.

e ELM3.2:

o The payload aligns with ELM objects (e.g., elm:Person,
elm:LearningAchievement), validated by the schema.

5. Notes for Verifiers

e Tools: Verifiers can use EBSI’s verification APIs or libraries (e.g., jsonwebtoken in
Node.js, jose in Python) to decode and verify JWS. Example pseudo-code in Python:

import base64
import json
from jose import jws

jws_string = "<header>.<payload>.<signature>"

header, payload, signature = jws_string.split('.")

header_json = json.loads(base64.urlsafe_bé64decode(header + '==").decode( 'utf-
8))

payload json = json.loads(base64.urlsafe_b64decode(payload + '==').decode('ut
£-8'))

public_key = "<retrieve from DID document>"

jws.verify(jws_string, public_key, algorithms=["'ES256'])

e Trust: Ensure theissuer’s DID is in EBSI’s Trusted Issuers Registry and the schema
is valid.

e Revocation/Suspension: Check EBSI’s revocation/suspension to confirm the
credential’s validity.

e Schema Validation: Use a JSON Schema validator (e.g., ajv) to ensure the payload
conforms to euhemc-schema. json.



6. Visual diagram
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EUHEMC JAdES D-Zero Verification Guide

Overview

This guide provides step-by-step instructions for verifying European Higher Education
Microcredentials (EUHEMC) signed with the JAdES D-Zero profile. It includes practical
code examples and tool recommendations for both technical and non-technical verifiers.

Prerequisites
e JWS Format: header.payload.signature (Base64URL encoded)
e Signature Algorithm: ES256 (ECDSA with P-256 curve and SHA-256)
e Profile: JAJES D-Zero as specified by EBSI
e Trust Infrastructure: EBSI registries for DID resolution and trust validation

Verification Tools
Option 1: EBSI Wallet Application
e EBSI Wallet: Official verification tool supporting JAJES D-Zero
e Web Interface: Access via EBSI’s verification portal
e Mobile App: Download from official app stores
Option 2: Command Line Tools
e OpenSSL: For cryptographic operations
e jqg: For JSON processing
e curl: For APl interactions with EBSI registries
Option 3: Programming Libraries
e Node.js: jsonwebtoken, jose, did-resolver
e Python: jose, cryptography, did-resolver-python

e Java: nimbus-jose-jwt, did-common-java

Step-by-Step Verification Process
Step 1: Parse the JWS Structure

First, split the JWS into its three components:

Using Command Line (bash/zsh)

#H#### Set the JIWS token
JWS_TOKEN="eyJhbGciOiJFUzI1INiIsInR5cCI6ImphZGVzLWQteiIsImNOeSI6InZjK2xkK2pzb2
4ilCJIralWQiOiJkaWQ6ZWIzaTp6aXVGUU5SV3I2dk51RXBUZ21tbUNwdyNrZX1zLTEiLCIjcmlOIjp
bInNpZ1QiLCJzaWdQbCJdLCIzaWdUIjoiMjAYyNSOWNSOWNFQXMDowMDowMFoilCJzaWdQbCI6eyJh
ZGRyZXNzQ291bnRyeSI6IKVTIiwiYWRkcmVzcOxvY2FsaXR5IjoiVGFycmFnb25hIiwicG9zdGFsQ
29kZSI6IjQzMDA3Iiwic3RyZWVOQWRkecmVzcyI6IkNhcnJ1lciBkZSBsJOVzY29yeGFkb3IsIHMvbi
J9fQ.eyJAY29udGV4dCI6WyJodHRwczovL3d3dy53My5vemcvMjAx0C9jcmVkZW50aWFscy92MSTs
ImhodHBz0i8vdzNpZC5vcmcvZWRGL3YXI10sImlkIjoidXJuOnV1aWQ6NGY4ZDdjOWUtOWEXYi0eyY
FF1ILThmMMEtNWMzZTZKN2I5YzBkIiwidH1wZSI6WYyIWZXIpZmlhYmx1Q3J1ZGVudGlhbCIsIkVicm
9WZWFURG1naXRhbENyZWR1bnRpYWwilLCIFdXJvcGVhbkhpZ2hlckVkdWNhdGlvbk1pY3JvQ3J1ZGV



udGlhbHMiXSwiaXNzdWVyIjp7ImlkIjoiZGlkOmVic2k6eml1R1IFOUldyNnZOZUVwVGdpbW1DcHci
fSwiaXNzdWVyQ291bnRyeSI6eyJpZCI6InVybjpjb25jZXBOOMVzIiwidHIwZSI6IkNvbmNl1cnQil
CIwcmVmTGFiZWwiOnsiZW4i0iJTcGFpbiJ9fSwiaXNzdWFuY2VEYXR1IjoiMjAyNSOWNSOwWNFQxMD
owMDOWMFoiLCIpc3N1ZWQiOiIyMDI1LTAL1LTAGVDEWOjAWOjAWWIISINnZhbG1lkRnIvbSI6IjIwMjU
tMDUtMDRUMTA6MDA6MDBaliwicXVhbGloeUFzc3VyYW5]jZSI6eyIpZCI6InVybjpjb25jZXBO0OmMVz
ZyIsInR5cGUi01IDb25jZXBOIiwicHI1ZkxhYmVsIjp7ImVuIjoiRVNHLWNvbXBsaWFudCJ9fSwiY
3J1ZGVudGlhbFN1YmplY3QiOnsiaWQiOiJkaWQ6ZWJzaTpleGFtcGx10OnNO@dWR1bnQxMjMiLCJI0eX
B1IjoiUGVyc29uIiwiZnVsbE5hbWUiONnsiZW4i0iJKdWFUuIFDDgXJ1eiBHYXJj7WEifSwizZ212ZW5
OYW11Ijp7ImVuIjoiSnVhbiJ9LCImYW1pbH1OYW11Ijp7ImVuIjoiUMOpcmV6In@sIm5hdGlvbmFs
SUQiOnsiaWQi0iJ1cm46bGVnYWw6ZXM6RES5JOFEYyMzQINjc4WiIsINnR5cGUi0iIMZWdhbE1kZW5@a
WZpZXIilLCJub3RhdGlvbiI6IjEyMzQINjc4WiJ9LCIOoYXNDbGFpbSI6W3siaWQiOiJ1lcm46dXVpZD
0XMJjMOLTU2NzgtOTBhY1i1jZGVmIiwidHIwZSI6Ikx1YXJuaW5nQWNoaWV2ZW11bnQilLCI®aXRsZSI
6eyJ1biI6I1INOYXRpc3RpY2FsIERhdGEgQW5hbH1zaXMgTW1ljcm9jcmVkZW50aWFsIn@sImR1c2Ny
aXBOaWouIjp7ImVuljoiQSBjb2lwcmVoZW5zaXZ1IG1pY3IvY3J1ZGVudGlhbCBjb3Z1cmluZyBzd
GFOaXN@aWNhbCBKkYXRhIGFuYWx5c21zIG11dGhvZHMgYW5kIGFwcGxpY2F@aWucy4ifSwiY3J1ZG
10UmVjZW12ZWQiOnsiaWQi0iJ1cm46dXVpZDoyMzQ1LTY30DktMGFiYy1kZWZnIiwidH1wZSI6IkV
DVFNDcmVkaXRQb21udHMiLCIwb21udCI6NXOsImx1YXJuaW5nT3VOY29tZSI6W3siaWQi0iJllcm46
dXVpZDozNDU2LTc40TAtYWIjZC11ZmdoIiwidHIWZSI6Ikx1YXJuaW5nT3VOY29tZSIsInRpdGx1I
jp7ImVuljoiU3RhdG1lzdGljYWwgRGFOYSBBbmFseXNpcyJ9fV19LCIhd2FyZGVkQnkiOnsiaWQiOi
J1cm46dXVpZDphd2FyZCOXIiwidHIwZSI6IKF3YXJkaW5nUHIvY2VzcyIsImF3YXJkaW5nQmOkeSI
6eyJpZCI6IMRpZDplYnNNpOnppdUZRT1IXcjZ2TmVFcFRNaW1tQ3B3IiwidH1wZSI6Ik9yZ2FuaXNh
dGlvbiIsImx1Z2FsTmFtZSI6eyJ1lbiI6I1JvdmlyYSBpIFZpcmdpbGkgVW5pdmVyc210eSI9fX19X
X0sImNYyZWR1bnRpYWxTY2h1bWEiOnsiaWQi0iJodHRwczovL3RydXNOZWQtcmVnaXNecmllcy51Yn
NpLmV1L3NjaGVtYXMvZXVoZW1jLzEUMCIsInR5cGUi0iIKc29uU2NoZW1hIn@sImRpc3BsYX1QYXJ
hbWVOZXIiOnsiaWQi0iJ1cm46dXVpZDo2Zjdn0Gg5aSOwajFrLTIsM20tNG41by©2cDdxOHI5czBO
MXUiLCJ@eXBlIjoiRGlzcGxheVBhcmFtZXR1ciIsInRpdGx1Ijp7ImVuljoiRVUIRUIDIERpc3BsY
XkifSwibGFuzZ3VhzZ2UiOlt7ImlkIjoidXJuOmNvbmN1cnQ6ZW4ilLCJ@eXB1lIjoiQ29uY2VwdCIsIn
ByZWZMYWJ1bCI6eyJl1biI6IkVuzZ2xpc2gifX1dLCIwemltYXI5TGFUZ3VhZ2UiOnsiaWQi0iJlcm4
6Y29uY2VwdDplbiIsInR5cGUi0iIDb25jZXBOIiwicHI1ZkxhYmVsIjp7ImVuljoiRW5nbG1lzaCJ9
fSwiaW5kaXZpZHVhbERpc3BsYXkiOlt7ImlkIjoidXJuOnV1aWQ6N2c4aD1lpMGotMWsybCOzbTRuL
TVVNNAtN3E4cj1zMHQxdTI2IiwidH1wZSI6IkluZGl2aWR1YWXEaXNwbGF5IiwiZm11bGRQYXRoIj
0iY3J1ZGVudG1lhbFN1YmplY3QuZnVsbES5hbWUiLCIsYWI1bCI6eyJlbiI6IkZ1bGwgTmFtZSIOLCJ
vcmR1ciI6MX0seyIpZCI6InVybjpldWlkOjhoOWkwajFrLTIsM20tNG41by@2cDdXxLThyOXMwdDF1
MnYzd3cilLCJ@eXB1lIjoiSW5kaXZpZHVhbERpc3BsYXkilLCImaWVsZFBhdGgi0iJjcmVkZIW50aWFsU
3ViamVjdC50YXNDbGF pbVswXS50aXRsZSIsImxhYmVsIjp7ImVuIjoiQWNoalWV2ZW11bnQgVGleba
UifSwib3JkZXIi0jJ9XX19. [signature-placeholder]"”

#it#### Split the JWS into components
IFS="." read -r HEADER PAYLOAD SIGNATURE <<< "$JWS_TOKEN"

echo "Header: $HEADER"
echo "Payload: $PAYLOAD"
echo "Signature: $SIGNATURE"

##t#### Decode header and payload
echo "$HEADER" | base64 -d | jq '.'
echo "$PAYLOAD" | base64 -d | jq '.'



21.12.0.0.0.75 Using Python

import base64

import json

from jose import jws, jwt

from cryptography.hazmat.primitives.asymmetric import ec
from cryptography.hazmat.primitives import hashes

import requests

def parse_jws(jws_token):
"""Parse JWS into header, payload, and signature components"""
try:
header, payload, signature = jws_token.split('.")

# Decode header and payload
header_decoded = json.loads(base64.urlsafe_b64decode(header + '=="))
payload_decoded = json.loads(base64.urlsafe_b64decode(payload + '==")

return header_decoded, payload _decoded, signature
except Exception as e:
raise ValueError(f"Invalid JWS format: {e}")

#H##### Example usage

jws_token = "eyJhbGciOiJFUzI1INiIsInR5cCI6ImphZGVzLWQteiI..."
header, payload, signature = parse_jws(jws_token)
print("Header:", json.dumps(header, indent=2))
print("Payload:", json.dumps(payload, indent=2))

21.12.0.0.0.76 Using Node.js
const jwt = require('jsonwebtoken');
const jose = require('jose');

function parseJWS(jwsToken) {
const [headerB64, payloadB64, signatureB64] = jwsToken.split('.');

const header = JSON.parse(Buffer.from(headerB64, 'base64url').toString())

J

))s

const payload = JSON.parse(Buffer.from(payloadB64, 'base64url').toString(

return { header, payload, signature: signatureB64 };

}

// Example usage

const jwsToken = "eyJhbGciOiJFUzIINiIsInR5cCI6ImphZGVzLWQteiI...";
const { header, payload, signature } = parselJWS(jwsToken);
console.log('Header:', JSON.stringify(header, null, 2));
console.log('Payload:', JSON.stringify(payload, null, 2));



Step 2: Validate Header Fields
Verify the header contains the required JAJES D-Zero fields:

def validate_header(header):
"""Validate JAdES D-Zero header fields"""
required fields = {
'alg': 'ES256°',
"typ': 'jades-d-z',
"cty': 'vc+ld+json'

}

# Check required algorithm and type
for field, expected_value in required_fields.items():
if header.get(field) != expected_value:
raise ValueError(f"Invalid {field}: expected {expected value}, go
t {header.get(field)}")

# Validate critical fields
if 'crit' not in header:
raise ValueError("Missing critical extensions field")

required_crit = ['sigT', 'sigPl']
if not all(field in header['crit'] for field in required_crit):
raise ValueError("Missing required critical extensions")

# Validate Rey 1identifier format
if 'kid' not in header:
raise ValueError("Missing key identifier")

if not header['kid'].startswith('did:ebsi:"):
raise ValueError("Invalid DID format in kid field")

# Validate signature timestamp
if 'sigT' not in header:
raise ValueError("Missing signature timestamp™)

# Validate signing place
if 'sigPl' not in header:
raise ValueError("Missing signing place")

required_sigpl_fields = ['addressCountry', 'addressLocality']
sigpl = header['sigPl']
for field in required_sigpl fields:
if field not in sigpl:
raise ValueError(f"Missing {field} in signing place")



print("v Header validation passed")
return True

Step 3: Validate Payload Schema

Verify the payload conforms to the EUHEMC schema:

import jsonschema
import requests

def validate_payload_schema(payload):
"""Validate payload against EUHEMC schema"""

# Check required W3C VC fields
required_vc_fields = [ '@context', 'id', 'type', "issuer', 'credentialSubj
ect']
for field in required vc_ fields:
if field not in payload:
raise ValueError(f"Missing required VC field: {field}")

# Validate context

required contexts = [
"https://www.w3.0rg/2018/credentials/v1",
"https://w3id.org/edc/v1l"

]

for context in required_contexts:
if context not in payload['@context']:
raise ValueError(f"Missing required context: {context}")

# Validate credential types
required_types = ['VerifiableCredential', 'EuropeanDigitalCredential', 'E
uropeanHigherEducationMicroCredentials' ]
for cred_type in required_types:
if cred_type not in payload[ 'type']:
raise ValueError(f"Missing required credential type: {cred_typel}"

# Validate Annex I mandatory elements
annex_1i fields = [
'issuerCountry’,
'issuanceDate’,
'qualityAssurance’

]

for field in annex_i_fields:
if field not in payload:
raise ValueError(f"Missing Annex I mandatory field: {field}")



# Validate credential subject
credential_subject = payload['credentialSubject’]
required_subject fields = ['id"', 'type', 'fullName', '"hasClaim']

for field in required_subject_fields:
if field not in credential_subject:
raise ValueError(f"Missing credential subject field: {field}")

# Validate Llearning achievement claims
claims = credential_subject[ 'hasClaim']
if not isinstance(claims, list) or len(claims) ==
raise ValueError("Missing learning achievement claims")

for claim in claims:
required_claim_fields = ['id', 'type', 'title', 'creditReceived']
for field in required_claim fields:
if field not in claim:
raise ValueError(f"Missing claim field: {field}")

# Validate credential schema reference
if 'credentialSchema' not in payload:
raise ValueError("Missing credential schema reference")

schema_ref = payload[ 'credentialSchema’]

if schema_ref['id'] != "https://trusted-registries.ebsi.eu/schemas/euhemc
/1.0":

raise ValueError("Invalid schema reference")

print("v Payload schema validation passed")
return True

Step 4: Retrieve Public Key from DID
Resolve the issuer’s DID to obtain the public key:

def resolve _did_key(did url):
"""Resolve DID to retrieve public key"""

# Extract DID and key fragment
if '"#' in did_url:

did, key fragment = did_url.split('#")
else:

raise ValueError("Invalid DID URL format")

# EBSI DID resolution endpoint

did_resolver_url = f"https://api-pilot.ebsi.eu/did-registry/v4/identifier
s/{did}"



try:
response = requests.get(did_resolver_url)
response.raise_for_status()
did_document = response.json()

# Find the verification method
verification_methods = did_document.get('verificationMethod', [])

for method in verification _methods:
if method['id'].endswith(f"#{key_fragment}"):
# Extract public key from JIWK format
public_key jwk = method['publicKeyJwk']

# Validate key type and curve

if public_key jwk.get('kty') != "EC':
raise ValueError("Invalid key type")
if public_key jwk.get('crv') != 'P-256":

raise ValueError("Invalid curve")
return public_key jwk
raise ValueError(f"Key {key_fragment} not found in DID document")

except requests.RequestException as e:
raise ValueError(f"Failed to resolve DID: {e}")

###### Example usage

did_url = "did:ebsi:ziuFQNRWr6vNeEpTgimmCpwikeys-1"
public_key jwk = resolve did key(did url)

print("v Public key retrieved successfully")

Step 5: Verify Cryptographic Signature
Verify the ECDSA signature:

from cryptography.hazmat.primitives.asymmetric import ec

from cryptography.hazmat.primitives import hashes, serialization
from cryptography.hazmat.backends import default_backend

import base64

def verify_signature(jws_token, public_key jwk):
"""Verify ECDSA signature"""

header_b64, payload b64, signature b64 = jws_ token.split('.')

# Reconstruct signing input



signing input = f"{header_b64}.{payload b64}".encode('ascii')

# Decode signature
signature_bytes = base64.urlsafe_b64decode(signature_b64 + '==")

# Convert JWK to cryptography public Rey
X = base64.urlsafe_b64decode(public_key jwk['x
y = base64.urlsafe_b64decode(public_key jwk['y

]+ =)
T =)

# Create public key object

public_numbers = ec.EllipticCurvePublicNumbers(
int.from_bytes(x, byteorder='big'),
int.from_bytes(y, byteorder='big'),
ec.SECP256R1()

)
public_key = public_numbers.public_key(default_backend())

# Verify signature
try:
public_key.verify(
signature_bytes,
signing input,
ec.ECDSA(hashes.SHA256())
)
print("v Signature verification passed")
return True
except Exception as e:
raise ValueError(f"Signature verification failed: {e}")

#H##### Alternative using jose Library
from jose import jws

def verify_ signature_jose(jws_token, public_key jwk):
Verify signature using jose Library"""
try:
# Verify using jose
payload = jws.verify(jws_token, public_key jwk, algorithms=['ES256'])
print("v Signature verification passed (jose)")
return True
except Exception as e:
raise ValueError(f"Signature verification failed: {e}")

Step 6: Check EBSI Trust Registry
Verify the issuer is in the trusted issuers registry:

def check_trust_registry(issuer_did):
"""Check if 1issuer 1is in EBSI Trusted Issuers Registry



# EBSI Trusted Issuers Registry endpoint
trust_registry url = "https://api-pilot.ebsi.eu/trusted-issuers-registry/
v4/issuers”

try:

response = requests.get(f"{trust_registry_url}/{issuer_did}")

if response.status_code == 200:
issuer_info = response.json()
# Check if 1issuer 1is authorised for EUHEMC
authorised_schemas = issuer_info.get('authorisedFor', [])
euhemc_schema = "https://trusted-registries.ebsi.eu/schemas/euhem

c/1.0"

if euhemc_schema in authorised_schemas:
print("v Issuer is authorised in EBSI Trust Registry")
return True

else:
raise ValueError("Issuer not authorised for EUHEMC")

elif response.status_code == 404:
raise ValueError("Issuer not found in Trust Registry")

else:
response.raise for_ status()

except requests.RequestException as e:
raise ValueError(f"Failed to check trust registry: {e}")

Step 7: Check Revocation Status
Verify the credential hasn’t been revoked:

def check_revocation_status(credential_id):
"""Check if credential has been revoked"""

# EBSI Revocation Registry endpoint
revocation_url = "https://api-pilot.ebsi.eu/revocation/vl/credentials”

try:
response = requests.get(f"{revocation_url}/{credential_id}")

if response.status_code == 200:
# Credential found in revocation registry - 1it's revoked
raise ValueError("Credential has been revoked")

elif response.status_code == 404:
# Credential not found in revocation registry - 1it's valid



print("v Credential is not revoked")
return True

else:
# Other status codes indicate an error
response.raise for_status()

except requests.RequestException as e:
# If we can't reach the revocation registry, we should warn but not f
ail
print(f"A Could not check revocation status: {e}")
return True

Complete Verification Function
Here’s a complete verification function that combines all steps:

def verify_ euhemc_credential(jws_token):
"""Complete EUHEMC credential verification"""

try:
print("Qy Starting EUHEMC verification...")

# Step 1: Parse JWS
header, payload, signature = parse_jws(jws_token)

# Step 2: Validate header
validate_header(header)

# Step 3: Validate payload schema
validate_payload_schema(payload)

# Step 4: Resolve public key
public_key jwk = resolve_did_key(header[ 'kid'])

# Step 5: Verify signature
verify signature_jose(jws_token, public_key jwk)

# Step 6: Check trust registry
check_trust_registry(payload['issuer']['id'])

# Step 7: Check revocation status
check_revocation_status(payload[ 'id'])

print (" EUHEMC credential verification successful!")
return {

'valid': True,

"issuer': payload['issuer']["id'],



'subject': payload['credentialSubject']['fullName'],

"achievement': payload['credentialSubject']['hasClaim'][@][ 'title
1,

"issued': payload['issuanceDate"]

}

except Exception as e:
print(f" X Verification failed: {e}")
return {
'valid': False,
"error': str(e)

}

#H#### Example usage

if _name__ == "_ main__
sample _jws = "eyJhbGciOiJFUzIINiIsInR5cCI6ImphZGVzLWQteiI..."
result = verify_euhemc_credential(sample_jws)

print("Verification result:", result)

Browser-Based Verification Tool

For non-technical users, here’s a simple HTML interface:

<!DOCTYPE html>
<html>
<head>
<title>EUHEMC Verifier</title>
<script src="https://cdnjs.cloudflare.com/ajax/libs/crypto-js/4.1.1/crypt
0-js.min.js"></script>
</head>
<body>
<h1>EUHEMC Credential Verifier</h1>

<textarea id="jwsInput" placeholder="Paste EUHEMC JWS token here..." rows
="10" cols="80"></textarea>
<br><br>

<button onclick="verifyCredential()">Verify Credential</button>
<div id="result"></div>

<script>
async function verifyCredential() {
const jwsToken = document.getElementById('jwsInput').value;
const resultDiv = document.getElementById('result');

try {
// Parse JWS (simplified client-side version)



const [header, payload, signature] = jwsToken.split('.');

const headerDecoded = JSON.parse(atob(header));
const payloadDecoded = JSON.parse(atob(payload));

resultDiv.innerHTML = °
<h3>Verification Results</h3>
<p><strong>Issuer:</strong> ${payloadDecoded.issuer.id}</

p>

<p><strong>Subject:</strong> ${payloadDecoded.credentialS
ubject.fullName.en}</p>

<p><strong>Achievement:</strong> ${payloadDecoded.credent
ialSubject.hasClaim[@].title.en}</p>

<p><strong>Issue Date:</strong> ${payloadDecoded.issuance
Date}</p>

<p><em>Note: Full cryptographic verification requires ser
ver-side processing</em></p>

)

} catch (error) {
resultDiv.innerHTML = “<p style="color: red;">Error: ${error.
messagel}</p>;
}
}

</script>
</body>
</html>

Quick Verification Checklist
For manual verification, use this checklist:

Visual Inspection Checklist
e JWS Format: Does the token have three dot-separated parts?
e Header Algorithm: Is alg setto ES2567
e HeaderType:Is typ setto jades-d-z?
o Key Reference: Does kid start with did:ebsi:?

e Credential Type: Does the payload include
EuropeanHigherEducationMicroCredentials?

e Schema Reference: Does it reference the official EUHEMC schema?

e Mandatory Fields: Are all Annex | fields present?

e IssuerInformation: Is the issuer a recognised educational institution?
Technical Verification Steps

e Parse JWS Structure

e Validate Header Fields



e Validate Payload Schema
e Resolve DID Document

e Verify ECDSA Signature

e Check Trust Registry

e Verify Revocation Status

Troubleshooting Common Issues

Invalid Base64 Encoding
#H###A##H Fix padding issues
echo "$HEADER==" | base64 -d

DID Resolution Failures

#Ht#### Retry with different endpoints

endpoints = [
"https://api-pilot.ebsi.eu/did-registry/v4/identifiers/",
"https://api.ebsi.eu/did-registry/v4/identifiers/"

]

Certificate Chain Issues

#H#### Verify certificate chain
import ssl

import socket

def verify ssl chain(hostname):
context = ssl.create_default context()
with socket.create_connection((hostname, 443)) as sock:
with context.wrap_socket(sock, server_hostname=hostname) as ssock:
return ssock.getpeercert_chain()

Additional Resources
e EBSI Documentation: https://api-pilot.ebsi.eu/docs/
e JAES Specification: ETSITS 119 182-1
e Wa3C Verifiable Credentials: https://www.w3.0rg/TR/vc-data-model/
e RFC 7515 (JWS): https://tools.ietf.org/html/rfc7515
e EBSI Wallet: Download from official app stores

This guide provides comprehensive verification capabilities for EUHEMC credentials, from
simple visual inspection to full cryptographic verification, ensuring both technical and non-
technical verifiers can validate credential authenticity and integrity.



A Comprehensive Guide to Binding X.509v3 Certificates
with Decentralised Identifiers anchored in EBSI for
iIssuance of Electronic Attestations of Attributes

This guide focuses on the binding of X.509v3 certificates with DIDs and the issuance,
presentation, and verification of EAAs using EBSI Verifiable Data Registries.

1. Introduction

This guide provides a comprehensive process for binding X.509v3 certificates with
Decentralised Identifiers (DIDs), establishing a hybrid trust model that combines
Decentralised Public Key Infrastructure (dPKI) with traditional Public Key Infrastructure
(PKI). It specifically addresses legal entities enrolled in the European Blockchain Services
Infrastructure (EBSI) that issue Electronic Attestations of Attributes (EAAs) to the
European Digital Identity Wallet (EUDIW) according to the amended elDAS Regulation
(Regulation (EU) 2024/1183).

It is tailored for Scenario 2 of the Digital Credentials for Europe (DC4EU) project, where
public sector bodies (authentic data sources) or non-qualified Trust Service Providers (TSPs)
issue non-qualified EAAs. The guide details each step required for issuing, sharing, and
verifying EAAs, illustrating the workflow with Universidad Carlos Il de Madrid as an example
for academic credentialissuance.

1.1 Objectives
e Enable legal entities to bind X.509v3 certificates to their EBSI DID public keys
e Detailthe processes for EAA issuance, sharing, and verification in EUDIW
e Enhance trustin non-qualified EAAs using EBSI (Scenario 2)
e Demonstrate the workflow using Universidad Carlos Ill de Madrid

e Ensure compliance with elDAS, EBSI, and PKI standards
1.2 Audience

e Technicalimplementers at legal entities
e Certificate Authorities (CAs) supporting EBSI DID verification
e Developersintegrating dPKI and PKI for EAA issuance
e Public sector bodies (authentic sources) issuing EAAs to EUDIW
e Non-qualified TSPs issuing EAAs to EUDIW
1.3 Context from DC4EU

The DC4EU project defines four EAA issuance scenarios:

e Scenario 1: EAAs in closed systems (not EUDIW-compatible)

e Scenario 2: EAAs issued by non-notified public sector bodies (Pub-EAAs) and non-
qualified TSPs, with EBSI enhancing trust



e Scenario 3: EAAs issued by public sector bodies (Pub_EAAs)
e Scenario 4: EAAs issued by qualified TSPs (QEAASs)

This guide addresses Scenario 2, where EBSI’s DID infrastructure and Verifiable
Accreditation model fill trust gaps by verifying the issuer’s authorisation and attribute
authenticity, whether it is an authentic source or a non-qualified TSP.

2. Terminology
Term

Definition

DID
DID Document

EBSI
EAA
EUDIW

JWK

x5t#S256

x5¢

JWS

CSR
capabilitylnvocation
assertionMethod
authentication

JWK Thumbprint

VC

VDR

3. Overview of the Process

Decentralised ldentifier; resolves to a DID Document

JSON structure containing public keys, services, and
metadata

European Blockchain Services Infrastructure
Electronic Attestation of Attributes, as defined in elDAS

European Digital Identity Wallet for storing and presenting
EAAs

JSON Web Key for representing cryptographic keys
SHA-256 digest of a DER-encoded X.509 certificate
Baseb4-encoded X.509 certificate chain

JSON Web Signature for cryptographic signing of claims
Certificate Signing Request

DID Document property for EBSI registry operations
DID Document property for EAA signing

DID Document property for verifying presentations
SHA-256 hash of a canonical JWK (per RFC 7638)

Verifiable Credential (per W3C Verifiable Credentials Data
Model 1.1)

Verifiable Data Registry (managed by EBSI)

The workflow involves two primary components: (1) binding an X.509v3 certificate to a DID,
and (2) issuing and presenting EAAs. The high-level steps are:

Pobhd -

Generate Cryptographic Key Pairs: Generate public-private key pair
Generate X.509v3 CSR: |Initiate a CSR to request a certificate

Obtain Certificate: Obtain an X.509v3 certificate from a CA

Create Issuer’s DID: Register the issuer DID in the EBSI DID Registry



5. Update DID Document: Register the certificate digest using the x5t#5256 JWK
member in the DID Document

6. Register with EUDIW: Register as a service provider or non-qualified TSP, as
appropriate

7. lIssue EAA: Sign and deliver the EAA to EUDIW

8. Share EAA: Present the EAA via EUDIW protocols

9. Verify EAA: Validate signatures, bindings, and trust chains

This process underpins Scenario 2, leveraging EBSI as a VDR to enhance trust for non-
qualified EAAs.



Overview of Key Elements and Their Relationships

EAA
Verifiable Crecantial

o Trusted lssuars Fiagistry

Signature
ombeds
contsng "containg
/ mnl-ul \
Subject PublicKey Insuer
Universidad Carlos il P-258. Cartificats Authority

Vesifed via tha corshicate chain

With this model, we decouple the credential signing certificate lifecycle from the

organisation’s accreditation lifecycle.




4. Example: Universidad Carlos lll de Madrid

The University, as a public sector body and authentic source, issues EAAs (e.g., academic
diplomas) to EUDIW using EBSI and an X.509v3 certificate.

4.1 DID and DID Document
DID: did:ebsi:zbEEqFdKA1wgmDA71kHMUK3

DID Document:

{
"@context": [
"https://www.w3.0org/ns/did/v1",
"https://w3id.org/security/suites/jws-2020/v1"
1,
"id": "did:ebsi:zbEEqFdKA1wgmDA71kHMUK3",
"controller": ["did:ebsi:zbEEqFdKA1wgmDA71kHMUK3" ],
"verificationMethod": [
{
"id": "did:ebsi:zbEEqFdKA1wgmDA71kHMUK3#L3yUYRBQeUCYhOf8dyUi71lkgW_kr3Jo
VF5XHWjBgnno",
"type": "JsonWebKey2020",
"controller": "did:ebsi:zbEEqFdKA1wgmDA71kHMUK3",
"publicKeyJwk": {
"kty": "EC",
"crv": "secp256k1l",
"x": "xm7XSecv_g2KEH7gJiqd4unzeU2o0e_T75qzMYGDcLXY",
"y": "IsfOcbc95AA6gxqHUPeoUN4CupgqO5ehrdPVz9dTcX0",
"alg": "ES256K"
}
¥
{
"id": "did:ebsi:zbEEqFdKA1wgmDA71kHMUK3#uPJtfsQgb1zWV25SOE9HWU5yzjVRfoP
QVLUh-eZ79RU",
"type": "JsonWebKey2020",
"controller": "did:ebsi:zbEEqFdKA1wgmDA71kHMUK3",
"publicKeyJwk": {
"x5t#s256": "2d4e6f8b%9alc3d5e7f9a0b2c4d6e8fBalb3c5d7e9f0a2bdce6d8e”,
"kty": "EC",
"crv": "P-256",
"x": "MrBK9V6_tTVc5uzRkBF70QNsnogDhYr7m8etQQ2DBvw" ,
"y": "GDWLKktUK1FR6kJIM16rRcwAuCswva7SREhpzUttixmk",
"alg": "ES256"
}
}
1P

"authentication": [



"did:ebsi:zbEEqFdKA1wgmDA71kHMUK3#L3yUYRBQeUCYhOF8dyUi71kqW_kr3JovF5XHW]B
gnno",
"did:ebsi:zbEEqFdKA1wgmDA71kHMUK3#uPJtfsQgblzWV25SOE9HWUSYZzjVRfoPQVLUh-eZ
79RU"
1,
"assertionMethod": [
"did:ebsi:zbEEqQFdKA1wgmDA71kHMUK3#uPJtfsQgblzWV25SOE9HWUSyZzjVRfoPQVLUh -eZ
79RU"
1,
"capabilityInvocation": [
"did:ebsi:zbEEqFdKA1wgmDA71kHMUK3#L3yUYRBQeUCYhOf8dyUi71kgW_kr3JovF5XHW]B
gnno"
]
}

Explanation:

e secp256k1 Key: Used for EBSI Verifiable Data Registry operations
e P-256 Key: Used for signing EAAs and authentication

4.2 X.509v3 Certificate
(No “SAN did:ebsi” should be included in the certificate)
Certificate:

----- BEGIN CERTIFICATE-----
MIICmDCCAgGgAwIBAgIBADANBgkghkiGOwOBAQsFADBpMQswCQYDVQQGEwI1czEP
MAOGALUECAWGTWFkcm1kMSkwIwYDVQQKDCBVbm12ZXJzaWRhZCBDYXJsb3MgSU1]
IGR1IE1hZHIpZDENMASGA1IUEAWWE dWMzbTEPMAGGALUEBWWGTWFkcm1kMB4AXDTI1
MDUxMzE@OMTE10VoXDTI2MDUxMzEOMTE10VowaTELMAKGALIUEBhMCZXMXxDzANBgNV
BAgMBk1hZHJpZDEpMC cGA1UECgwgVW5pdmVyc21kYWQgQ2FybG9zIE1ISSBKZSBN
YWRyaWQxDTALBgNVBAMMBHV jM20xDzANBgNVBACMBk1hZHJpZDBZMBMGBYqGSM49
AgEGCCqGSMA9AWEHAOIABMs sEr1Xr7U1X0bs0ZARezkDbI6IA4AWK+5vHrUENEWZ8
NYsqS1QqUVHqQkzXqtFzAC4KzCOrtJEyGnNS22LGaa0jVDBSMA4GA1UdDWEB /wQE----- END CERTIFICATE-----

Details:

e Subject: Universidad Carlos Ill de Madrid, Spain, Madrid
e Issuer: Trusted CA



e Public Key: P-256, matches assertionMethod in DID Document
e Validity: 13 May 2025 to 13 May 2026
e Signature: ECDSA with SHA-256 (ES256)

4.3 Certificate Signing Request (CSR)
(No “SAN did:ebsi” should be included in the CSR)
CSR:

----- BEGIN CERTIFICATE REQUEST-----
MIIB]jjCCARgCAQAwgYkxCzAIBgNVBAYTAMVzMQ8wDQYDVQQIDAZNYWRYaWQXKTAN
BgNVBAOMIVVuaXZ1lcnNpZGFkIENhcmxvcyBISUkgZGUgTWFkcmlkMQOwCwYDVQQD
DAR1YzNtMQ8wDQYDVQQHDQZNYWRyY aWQwWTATBgcqhk jOPQIBBggqhk jOPQMBBWNC
AASzLBJI9V6+1NVzm7NGQEXs5A2yeiAOFivubx61BDYMGFDWLKktUK1FR6kIM16rR
cwAuCswva7SREhpzUttixmmjoTAjMCUGCSqGSIb3DQEIDjEWMBQwFAYDVRORBAOW
C4I13ZG1kOmVic2k6emIFRXFGREtBMXdxbURBNzFrSE1VSzMWDQYJKoZIhvcNAQEL
BQADggEBAE1k3glL81879X3z1qle8v9q2k3m4n5p6q7r8tou@viw2x3y4z5a6b7c8
d9e0f1g2h3i4j5k617m8n900plg2r3s4t5u6v7w8x9y0zla2b3c4d5e6f7g8h9i0
j1k213m4n506p7q8r9s0tlu2v3wdx5y6z7a8b9c0dle2f3g4h516j7k819mOnlo2
p3g4r5s6t7u8vowdx1y2z3ad4b5c6d7e8f9g0Oh1i2j3k415m6n708p9q0rls2t3us
v5w6x7y8z9a0blc2d3e4f5g6h7i8j9k011m2n304p5q6r7s8t9udviw2x3y4z5a6
b7c8d9e0f1g2h3i4j5k617m8n900plq2r3s4t5u6v7w8x9y0zla2b3c4d5e6f7g8
h9i0j1k213m4n506p7gq8r9s0tlu2v3wdx5y6z7a8b9cOdle2f3g==

----- END CERTIFICATE REQUEST-----

Features:

e Public Key: P-256 from the DID Document
e Signature: P-256 private key

4.4 EUDIW Registration
e Entitlement: Service_Provider orNon_Q_EAA_Provider
e Certificate: Wallet relying party access certificate
e Protocols: ISO/IEC 18013-5:2021, ISO/IEC TS 18013-7:2024
e Format: Verifiable Credentials Data Model v2

5. Step-by-Step Binding and EAA Processes

5.1 Generate Key Pairs
e P-256 Key: For EAA signing and authentication
e secp256k1 Key: For EBSI registry operations
e Secure Storage: Use a Hardware Security Module (HSM)



5.2 Create CSR
e Usethe P-256 key
e Sign with the corresponding private key

5.3 Submitto CA
e Sendthe CSRtothe CA
e Registration Authority (RA) validates the CSR
e CAissuesthe X.509v3 certificate

5.4 Receive Certificate
e (Obtain the X.509v3 certificate
e Verify certificate integrity

5.5 Register DID
e GenerateaDID, e.g., did:ebsi:zbEEqFdKA1lwgmDA71kHMUK3
o Register the DID in EBSI DID Registry (using the secp256k1 key)
e |[nclude both keys in the DID Document

5.6 Update DID Document
e Add x5t#5256 to the relevant DID public key
e Update the stored DID Document

5.7 Register with EUDIW
e Register as Service_Provider orNon_Q_EAA_Provider
e Obtain the wallet relying party access certificate
e Configure EUDIW protocols and VC format

5.8 Issue EAA

Universidad Carlos Ill de Madrid issues an EAA (e.g., a degree certificate) to a student’s
EUDIW.

Steps:

1. Verify Holder Identity:
o Authenticate the student (e.g., via elD or institutional login)
o Ensure attribute data accuracy (e.g., degree details)

2. Create Verifiable Credential:
o Usethe W3C Verifiable Credentials Data Model 1.1



o Example EAA:

{
"protected": {
"alg": "ES256",
"x5c": ["M..."],
"iat": "2025-05-13T16:46:00Z"
s
"payload": {
"@context": [

"https://www.w3.0rg/2018/credentials/v1",
"https://www.w3.0rg/2018/credentials/examples/v1"

1,

"id": "urn:uuid:123e4567-e89b-12d3-a456-426614174000",

"type": ["VerifiableCredential"”, "UniversityDegreeCredential"],

"issuer": "did:ebsi:zbEEqFdKA1wgmDA71kHMUK3",

"cnf": {
"kid": "jwk thumbprint of student's public key: 8pu7IcW-wr@McRBbgzG_iQh

2cmkPebmjiQPBpmQMx7Y™

¥
"credentialSubject": {
"degree": {
"type": "BachelorDegree",
"name": "Bachelor of Science in Computer Science",
"dateOfAward": "2025-05-01",
"awardingInstitution"”: "Universidad Carlos III de Madrid"
}
¥
"termsOfUse": [
{
"id": "https://api-test.ebsi.eu/trusted-issuers-registry/{accreditati
on-id}",
"type": "VerifiableAccreditation™
}
]
¥

"signature": "MEUCIQD6g3m4n5p6q7r8toudviw2x3y4z5a6b7c8d9e0f1g2h314j5k617m8n
900p1g2r3s4t5u6v7w8x9y0z1a2b3c4d5e6f7g8h9i0j1k213m4n506p7q8r9s0tlu2v3wdx5y6z7
a8b9c0d1e2f3g4h5i6j7k819mOnl1o2p3q4r5s6t7u8vowdxly2z3a4b5c6d7e819gOh1i2j3k415m
6n708p9q0Orls2t3udv5wb6x7y8z9a0blc2d3e4f5g6h7i8j9k011m2n304p5q6r7s8t9udviw2x3ys
z5a6b7c8d9e0f1g2h3i4j5k617m8n900plg2r3s4t5u6v7w8x9y0z1a2b3c4d5e6+7g8h9i0j1k21
3m4n506p7gq8r9s0tlu2v3wdx5y6z7a8b9codle2f3g=="

}
4. Signthe EAA:
o Use the P-256 private key (from assertionMethod in the DID Document)

o Create a JWS using the ES256 algorithm
5. Deliver EAA to EUDIW:

o Use EBSI VC issuance profile to issue credentials to the wallet



o Store the credential in the student’s EUDIW

Tools: EUDIW APIs for credential issuance; cryptographic library (e.g., OpenSSL) for JWS.

5.9 Share EAA
The student shares the EAA with a relying party (e.g., an employer).
Steps:

1. Initiate Sharing:

o Relying party requests EAA via EUDIW (e.g., QR code scan), using EBSI’s
OpenlID4VP profile

2. Create Verifiable Presentation (VP):
o EUDIW generates a VP:

{
"protected": {
"alg": "ES256",
"Jwk": {
"kty": "EC",
"use": "sig",
"crv": "P-256",
"x": "GzwTHU6VI7MnoYKwBz2iBz6e-WKhyfIn4zZAvKirasw",
"y": "2icDj_oCvt_SUxdAvK_ Jc9QgGcPw90aiVqEj7xqGKRI",
"alg": "ES256"
}
¥
"payload": {
"@context": ["https://www.w3.0rg/2018/credentials/v1"],
"type": ["VerifiablePresentation"],
"verifiableCredential™: [
/* EAA from 5.8 */
]
¥
"signature": "[signature]”
}

3. Signthe VP:
o Student signs the presentation with their EUDIW private key (ES256)
o Include the public key in the VP’s protected header via the jwk member

o Optionally, include an x509 certificate in the x5c member of jwk if needed
4. Transmitthe VP:

o Send via EUDIW protocol (proximity or online flow)

Tools: EUDIW app for presentation; relying party’s EUDIW-compatible interface.



5.10 Verify EAA
The relying party verifies the EAA’s authenticity and trustworthiness.
Steps:

1. Validate Verifiable Presentation and Holder Binding:
o Verify the VP signature using student’s public key (from the jwk in the
header)
o Confirm holder binding by matching the VP JWK thumbprint with the cnf.kid
in the Verifiable Credential
2. Validate EAA Signature:
o Extract EAA from the VP
o Verifythe EAAissuer signature using the public key in the issuer’s DID
Document, or from the certificate in the x5c header
3. Verify Certificate Binding:
o Compute the certificate thumbprint (x5t#5256) of the certificate in the x5c¢
header
o Compare this with the x5t#5256 in the issuer’s DID Document for the key
4. Check Certificate:
o Validate the certificate chain and its revocation status (CRL/OCSP)
5. VerifyIssuer Trust Chain:
o Query EBSI DID Registry for the issuer’s accreditations
o Verify TSP accreditation via EBSI Verifiable Accreditation (e.g., authorised to
issue degrees)
o Confirm attribute authenticity by linking the degree to the university’s
records
6. EUDIW Integrity:
o Ensure the EAA was presented from a valid EUDIW instance

Example Outcome:

The EAA is authentic, was issued by an accredited TSP, and the certificate-DID bindingis
validated. The relying party accepts the credential.

Tools:

e EBSI DID Resolver API
e Cryptographic library for JWS and thumbprint verification
e PKltools for certificate checks



6. EBSI’s Role in Scenario 2
EBSI enhances trust in non-qualified EAAs via:

e DID Registry: Providing verifiable TSP identity

e Verifiable Accreditation: Confirming TSP authorisations

e Trust Chain: Linking EAAs to authentic sources

e Auditability: Leveraging blockchain records for accountability

7. Lifecycle Management
7.1 Key Rotation
e Generate a new P-256 key
e Update DID Document and obtain a new certificate
e Reissue EAAs with the new key, if necessary
7.2 Certificate Revocation
e Monitorvia CRL/OCSP
e Update the x5t#5256 if the certificate is revoked

8. Security Considerations
e Use JWS with ES256/ES256K algorithms
e Store private keys in HSMs
e Avoid TOFU; always validate trust chains and registry data
e Employ timestamps and unique hashes to mitigate attacks
e Comply with ETSI, ENISA, and NIST best practices

9. Privacy Considerations
e Appliesto legal entities only
e Exclude personal data from DID Documents
e Ensure no personalinformation appearsin public registries

10. Limitations
e Only one certificate can be bound to a single public key
e CAs must support EBSI DID verification
e Certificate revocation relies on PKI mechanisms, not EBSI
e EUDIW requires wallet relying party certificates

11. Verification Process (Summary)
e Validate VP and EAA signatures



e Verify certificate-DID binding (hashes/thumbprints)
e Check certificate and EBSI trust chain
e Confirm EUDIW integrity

12. Conformance Requirements
MUST:

e Use RFC 7638 JWK thumbprints
e Include x5t#S256
e Support ES256/ES256K for JWS algorithms

SHOULD:

e Support rotation and lifecycle management processes

13. Summary

This guide outlines the binding of X.509v3 certificates with DIDs in EBSI for non-qualified
TSPs issuing EAAs to EUDIW (Scenario 2). Using Universidad Carlos Ill de Madrid as an
example, it covers:

e Secure DID and certificate binding processes

e Issuance, sharing, and verification steps for EAAs, with practical examples
e EBSI’s trust enhancements by means of accreditation and trust chains

e Compliance requirements with elDAS, EBSI, and PKI standards

This enables trusted EAA issuance, bridging decentralised and traditional trust models
effectively.

For implementation of the verification side of this ecosystem, please refer to the Wallet
Relying Party PKI Guidelines.

References
e Regulation (EU) 2024/1183 (eIDAS Amendment)
e Wa3C Verifiable Credentials Data Model 1.1
e RFC 7638 - JSON Web Key (JWK) Thumbprint
e RFC 5280 - Internet X.509 Public Key Infrastructure
e ETSI standards for digital certificates
e EBSI Technical Specifications
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Hybrid PKI Impact Analysis: X.509-DID Binding vs Pure dPKI

This document analyses the specific impacts of implementing a hybrid X.509-DID binding
model compared to pure decentralised PKI (dPKI) for Electronic Attestation of Attributes
(EAA) signing and verification. Whilst both approaches use the same underlying
cryptographic signing process, the hybrid model introduces significant changes to
verification workflows, trust chain validation, and lifecycle management.

Key Finding: The hybrid model is not merely “a different way to sign” but represents a
fundamentally different trust architecture requiring dual verification paths and binding
validation between traditional PKI and decentralised identity systems.

Architecture Comparison

Pure dPKI Model
[Issuer DID] - [EBSI Registry] -» [Public Key] » [Signature Verification]

Hybrid X.509-DID Model
[Issuer DID] <> [Certificate Binding] <= [X.509 Certificate]

) ) )
[EBSI Registry] [x5t#5256 Hash] [PKI Trust Chain]
) ) !

[dPKI Verification] < [Binding Validation] - [PKI Verification]

Signing Process Changes

Pure dPKI Signature Header

{
"alg": "ES256",
"typ": "jades-d-z",
"cty": "vc+ld+json",
"kid": "did:ebsi:ziuFQNRWr6vNeEpTgimmCpwiH#keys-1",
"crit": ["sigT", "sigPl"],
"sigT": "2025-05-04T10:00:00Z",
"sigPl": {
"addressCountry": "ES",
"addressLocality": "Tarragona"
}

}



Hybrid Model Signature Header

{
"alg": "ES256",
"typ": "jades-d-z",
"cty": "vc+ld+json",
"kid": "did:ebsi:ziuFQNRWr6vNeEpTgimmCpwH#keys-1",
"x5c": ["MIICmDCCAgGgAwIBAgIBADANBgkq..."],
"x5t#S5256": "2d4e6f8b9alc3d5e7f9a0b2c4d6e8f0alb3c5d7e9f0a2b4ced8e”,
"crit": ["sigT", "sigPl"],
"sigT": "2025-05-04T10:00:00Z",
"sigPl": {
"addressCountry": "ES",
"addressLocality": "Tarragona"
}
}

Key Additions: - x5c: Complete X.509 certificate chain - x5t#5256: SHA-256 thumbprint of
the certificate (for binding verification)

Verification Process Impact

Pure dPKI Verification Flow
def verify pure_dpki(jws_token):
"""Single-path verification for pure dPKI

mmn

header, payload, signature = parse_jws(jws_token)

# Single verification path

public_key = resolve_did key(header[ 'kid'])

verify signature(jws_token, public_key)
check_ebsi_trust_registry(payload['issuer']['id'])
check_ebsi_revocation(payload[ 'id'])

return {"status": "valid", "trust_path": "dPKI"}
Hybrid Model Verification Flow

def verify hybrid_model(jws_token):
"""Dual -path verification with binding validation

mon

header, payload, signature = parse_jws(jws_token)

# CRITICAL: Verify certificate-DID binding first
verify certificate_did_binding(header)

# Path 1: Traditional PKI verification



if 'x5c' in header:
cert_chain = header[ 'x5c']
verify certificate_chain(cert_chain)
verify certificate_revocation(cert_chain[@])
public_key pki = extract_public_key from_cert(cert_chain[9])
verify signature(jws_token, public_key pki)

# Path 2: dPKI verification
public_key did = resolve_did_key(header['kid'])
verify signature(jws_token, public_key did)

# Dual trust chain validation
check_ebsi_trust_registry(payload['issuer']['id'])
check_pki_trust_list(cert_chain)

return {
"status": "valid",
"trust_paths": ["PKI", "dPKI"],
"binding_verified": True

Critical Binding Verification

The hybrid model introduces a critical new verification step that has no equivalentin
pure dPKI:

Certificate-DID Binding Validation
def verify certificate_did_binding(header):
"""Verify X.509 certificate 1is properly bound to DID"""
# Extract certificate from header
if 'x5c' not in header:
raise ValueError("Missing certificate chain in hybrid model™)

cert_der = base64.b64decode(header[ 'x5c'][9])
computed thumbprint = hashlib.sha256(cert_der).hexdigest()

# Check against DID Document
did_url = header[ 'kid"']
did_document = resolve did document(did url)

# Find matching verification method
verification_methods = did_document.get('verificationMethod', [])
binding found = False

for method in verification_methods:



jwk = method.get('publicKeydwk', {})
if jwk.get('x5t#S256') == computed_thumbprint:
binding_found = True

# Verify key material matches
cert public _key = extract public_key from cert(cert der)
did_public_key = convert_jwk_to_key(jwk)

if not keys_match(cert public_key, did_public_key):
raise ValueError("Public key mismatch between certificate and
DID")
break

if not binding found:
raise ValueError("Certificate not bound to DID - x5t#S256 not found")

return True

def keys_match(cert_key, did_key):
"""Verify that certificate and DID public Reys are identical"""

# Extract coordinates for EC keys

if hasattr(cert_key, 'public_numbers'):
cert_x = cert_key.public_numbers().x
cert_y = cert_key.public_numbers().y

did_x = int.from_bytes(baseb64.urlsafe_b64decode(did_key[ 'x'] + '=="),
'big")

did_y = int.from_bytes(base64.urlsafe_b64decode(did_key['y'] + '=="),
'big")

return cert_x == did_x and cert_y == did_y

return False

New Failure Points

The hybrid model introduces additional potential failure points:

1. Binding Failures

class BindingVerificationError(Exception):
"""Specific to hybrid model"""
pass

###### New error scenarios:
#H####E - Certificate thumbprint mismatch



##t#### - Public key coordinate mismatch
#Ht#### - Missing x5t#S256 in DID Document
#H#####H - Certificate not bound to correct DID key

2. Dual Trust Chain Failures
def check_dual_trust_chains(did, cert_chain):
"""Both trust paths must be valid"""

# PKI trust chain validation
try:
validate_pki_chain(cert_chain)
except PKIValidationError as e:
raise TrustChainError(f"PKI validation failed: {e}")

# dPKI trust chain validation
try:
validate ebsi accreditation(did)
except EBSIValidationError as e:
raise TrustChainError(f"EBSI validation failed: {e}")

# Both must succeed for hybrid model
return True

3. Synchronisation Issues

def check _synchronisation status(did, certificate):
"""Verify DID and certificate are in sync"""

cert_validity = get _certificate validity(certificate)

did_last updated = get did last update(did)

# Check 1f DID was updated after certificate issuance
if did_last_updated > cert_validity[ 'not_before']:
# Potential synchronisation issue
warn("DID updated after certificate issuance - verify binding")

return True

Lifecycle Management Differences

Key Rotation in Pure dPKI
def rotate_dpki_key(did, new_private_key):
"""Simple key rotation

mmn

new_public_key_ jwk = private_key_to_jwk(new_private_key)



update_did_document(did, {
'verificationMethod': [{
'id': f"{did}#new-key",
"publicKeyJwk': new_public_key jwk
}]
})

return True

Key Rotation in Hybrid Model

def rotate_hybrid_key(did, old_certificate, new_private_key):
"""Complex coordinated rotation"""

# Step 1: Generate new certificate

csr = generate_csr(new_private_key.public_key())

new_certificate = request_certificate from_ca(csr)

# Step 2: Compute new binding

new_thumbprint = compute_certificate thumbprint(new certificate)
new_public_key_ jwk = private_key_to_jwk(new_private_key)
new_public_key jwk[ 'x5t#S256'] = new_thumbprint

# Step 3: Update DID Document
update_did_document(did, {
'verificationMethod': [{
'id': f"{did}#new-key",
"publicKeyJwk': new_public_key jwk
]
}

# Step 4: Manage transition period
# Both certificates may be valid during overlap
manage_certificate_transition(old_certificate, new_certificate)

return True

Resilience and Fallback Strategies

Hybrid Model Advantages
def resilient_verification(jws_token):
"""Fallback capability in hybrid model """

header, payload, signature = parse_jws(jws_token)

verification_results = {
'pki_path': False,



"dpki_path': False,
'binding valid': False

}

# Try PKI verification first
try:
if 'x5c' in header:
verify via_certificate_chain(jws_token, header[ 'x5c'])
verification_results[ 'pki_path'] = True
except Exception as e:
log warning(f"PKI verification failed: {e}")

# Try dPKI verification
try:
verify via_did_resolution(jws_token, header['kid'])
verification _results['dpki path'] = True
except EBSIUnavailableError as e:
log warning(f"EBSI unavailable: {e}")
except Exception as e:
log warning(f"dPKI verification failed: {e}")

# Verify binding 1f both present
try:
if 'x5c’' in header:
verify certificate_did_binding(header)
verification_results[ 'binding valid'] = True
except Exception as e:
log warning(f"Binding verification failed: {e}")

# Determine overall result
if verification_results['pki path'] and verification_results[ 'dpki path']

if verification_results['binding valid']:
return {"status": "fully verified", "trust": "maximum"
else:
return {"status": "dual verified", "trust": "high", "warning": "b
inding issue"}
elif verification_results['pki_path'] or verification_results[ 'dpki_path'
1:
return {"status": "single_ path_verified", "trust": "medium"}
else:
return {"status": "verification_failed", "trust": "none"



Implementation Requirements

Additional Dependencies for Hybrid Model
##t#### Pure dPKI requirements
dependencies_dpki = [
'did-resolver’,
'jose',
'cryptography’
]

#H#t#### Additional requirements for hybrid model
dependencies_hybrid = dependencies_dpki + [

'pyOpenSSL', # Certificate chain validation
"cryptography[x509]', # X.509 certificate handling
‘certifi’', # CA bundle for PKI verification
'ocsp', # OCSP revocation checking
‘crl-checker' # CRL validation

Configuration Differences

#H##### Pure dPKI configuration

dpki_config:
ebsi_endpoint: "https://api-pilot.ebsi.eu”
did_resolver: "universal”
signature_algorithms: ["ES256", "ES256K"]

###### Hybrid model configuration
hybrid_config:
ebsi_endpoint: "https://api-pilot.ebsi.eu”
did_resolver: "universal”
signature_algorithms: ["ES256", "ES256K"]

# Additional PKI configuration

ca_trust _store: "/etc/ssl/certs/ca-certificates.crt”
ocsp_responder_timeout: 10

crl_cache_duration: 36600

binding _validation: "strict”

fallback mode: "enabled"

Performance Impact Analysis

Verification Time Comparison
Operation Pure dPKI Hybrid Model Overhead
Header parsing Tms 2ms +100%




Operation Pure dPKI Hybrid Model Overhead

DID resolution 150ms 150ms 0%
Certificate validation Oms 200ms +200ms
Binding verification Oms 50ms +50ms
Signature verification 5ms 5ms 0%
Total 156ms 407ms +161%

Network Requests Comparison
####A## Pure dPKI: 2-3 requests
requests dpki = [
"GET /did-registry/v4/identifiers/{did}",
"GET /trusted-issuers-registry/v4/issuers/{did}",
"GET /revocation/vl/credentials/{credential_id}" # Optional
]

#H##### Hybrid model: 5-7 requests
requests_hybrid = requests_dpki + [

"GET /ca-certificates/{ca_id}", # CA certificate
"POST /ocsp/{ocsp_responder}", # OCSP check
"GET /crl/{crl distribution_point}" # CRL check (if OCSP fails)

Security Considerations
Enhanced Security Benefits
1. Dual Trust Anchors: Both PKI and dPKI roots must be compromised
2. Binding Integrity: Prevents certificate/DID substitution attacks
3. Temporal Consistency: Certificate and DID lifecycles can be monitored

New Attack Vectors

##t#### Hybrid-specific attack scenarios

attack_vectors = {
'binding_manipulation': {

‘description': 'Attacker updates DID without updating certificate’,
'mitigation': 'Strict binding validation and temporal checks'
¥
"dual_revocation_bypass': {
"description': 'Certificate revoked but DID still valid (or vice vers
a)’,
'mitigation’': 'Cross-check revocation status in both systems'
¥

"synchronisation_exploitation': {
'description’': 'Exploit timing differences between PKI and dPKI updat
es',
'mitigation': 'Implement grace periods and consistency checks'



Compliance and Regulatory Impact

Standards Compliance

Standard Pure dPKI Hybrid Model Changes Required
W3C VC Data Full Full None
Model
ETSIJAJES D-Zero Enhanced D-Zero  Additional fields
Profile

elDAS Compliant Enhanced Dual validation
Regulation Compliance
EBSI Native Extended Binding validation
Specification
s

Audit Requirements

def generate_audit log(verification_result):
"""Enhanced audit lLogging for hybrid model """

audit_entry = {
"timestamp': datetime.utcnow().isoformat(),
‘credential_id': verification_result['credential_id'],
'verification_paths': {
"pki': {
"status': verification_result[ 'pki_status'],
‘certificate_chain': verification_result['cert _chain_summary'’

1B
‘revocation _check': verification_result['revocation status']
s
"dpki': {
‘status': verification_result[ 'dpki_status'],
'did_resolution': verification_result['did resolution_time'],
'ebsi_trust _check': verification_result['ebsi trust status']
s
'binding': {
‘status’': verification_result['binding status'],
"thumbprint_match': verification_result['thumbprint_verified'
1B
'key material match': verification_result['key verified']
}

}s

‘overall_result': verification_result['final_status'],
"compliance_level': verification_result['compliance_assessment’]



}

return audit_entry

Migration Strategy

From Pure dPKI to Hybrid Model
def migrate_to_hybrid_model(existing did, issuer_info):
"""Migration strategy for existing dPKI implementations

# Phase 1: Obtain X.5609 certificate
private_key = load_existing_private_key(existing_did)

certificate = request_certificate_for_existing key(private_key.public_key
(), issuer_info)

# Phase 2: Update DID Document with binding
certificate_thumbprint = compute_certificate_thumbprint(certificate)

updated verification method = {
‘id': f"{existing_did}#hybrid-key-1",
"type': 'JsonWebKey2020',
'controller': existing did,
"publicKeyJwk': {

"kty': 'EC',

‘crv': 'P-256",

'x': '...', # Existing values
IyI: 1 1

'x5t#Siéé'; certificate_thumbprint # New binding
}
update_did_document(existing _did, updated_verification_method)
# Phase 3: Test dual verification
test_credential = issue_test_credential(existing_did, certificate)

verify hybrid_model(test_credential)

return {"status": "migration_complete”, "hybrid enabled": True}

Conclusion

The hybrid X.509-DID binding model represents a fundamental architectural change
rather than a simple variation in signing methodology. Key impacts include:

Major Changes
e Dualverification paths requiring both PKI and dPKI validation



e Critical binding verification step with no pure dPKI equivalent

e Complex lifecycle management requiring coordination between systems

e Significant performance overhead (approximately 160% increase in verification
time)

Enhanced Capabilities
e Improved interoperability with legacy PKI systems
¢ Increasedresilience through fallback mechanisms
e Stronger trust assurance via dual trust anchors
e Enhanced auditability through comprehensive verification logs

Implementation Considerations
e Additional dependencies for X.509 certificate handling
e More complex error handling for dual-path failures
e Enhanced monitoring requirements for synchronisation issues
¢ Increased network overhead for certificate validation

Recommendation: Organisations should carefully evaluate whether the enhanced trust
and interoperability benefits of the hybrid model justify the increased complexity and
performance overhead compared to pure dPKl implementations.

For DC4EU Scenario 2 implementations, the hybrid model provides significant value in
bridging traditional higher education PKIl infrastructure with modern decentralised identity
systems, making it the recommended approach despite the additional complexity.

References
e X.509-DID Binding Guide for Credential Issuers
e Wallet Relying Party PKI Guidelines
e DCA4EU Digital Trust Framework Overview
e ETSITS 119 182-1 (JAdES Specification)
e Wa3C Verifiable Credentials Data Model v1.1
e EBSI Technical Specifications v3.0

This analysis is part of the DC4EU project technical documentation series, focusing on
implementation guidance for European Digital Identity Wallet ecosystem participants.
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Hybrid Model vs Pure dPKI: Key Differences and Impact Analysis

This document provides a focused analysis of the specific differences between pure dPKI
and hybrid X.509-DID binding models for Electronic Attestation of Attributes (EAA)
implementation. Whilst both approaches use the same underlying cryptographic principles,
they represent fundamentally different trust architectures with significant implications for
implementation, verification, and lifecycle management.

Key Architectural Differences

Pure dPKI Model (Signature Header)

{

"alg": "ES256",

"typ": "jades-d-z",

"kid": "did:ebsi:ziuFQNRWr6vNeEpTgimmCpwi#keys-1"
}

Characteristics: - Only references the DID key - Verification relies solely on EBSI DID
Registry - Single trust path through decentralised infrastructure

Hybrid X.509-DID Model (Signature Header)

{

"alg": "ES256",

"typ": "jades-d-z",

"kid": "did:ebsi:ziuFQNRWr6vNeEpTgimmCpwH#keys-1",

“x5c": ["MIICmDCCAgGgAwIBAgIBADANBgkqg..."],

"x5t#S256": "2d4e6f8b9alc3d5e7f9a0b2c4d6e8f0alb3c5d7e9f0a2b4c6d8e”
}

Characteristics: - References both DID key and X.509 certificate - Dual verification paths
through PKI and dPKI - Certificate-DID binding validation required

Specific Implementation Impacts

1. Signing Process Changes

Pure dPKI Signing

def sign_eaa pure_dpki(payload, private_key, did reference):
"""Standard pure dPKI signing"""

header = {
"alg": "ES256",
"typ": "jades-d-z",
"kid": did_reference

}

return sign_jws(header, payload, private_key)



Hybrid Model Signing
def sign_eaa_hybrid(payload, private_key, certificate_chain, did_document):
"""Enhanced hybrid model signing"""

# Header includes both DID and certificate
header = {
"alg": "ES256",
"typ": "jades-d-z",
"kid": "did:ebsi:example#key-1",
"x5c¢": certificate chain, # NEW: certificate chain
"x5t#S256" : compute_cert_thumbprint(certificate_chain[@]) # NEW: bin
ding
}

# Rest of the process remains the same
return sign_jws(header, payload, private_key)

def compute cert_thumbprint(certificate):
"""Compute SHA-256 thumbprint for binding"""
cert_der = base64.b64decode(certificate)
return hashlib.sha256(cert_der).hexdigest()

2. Verification Process - Major Impact

Pure dPKI Verification (Single Path)
def verify dpki_pure(jws_token):
"""Straightforward single-path verification

mmn

header, payload, signature = parse_jws(jws_token)

# Single verification path only

public_key = resolve_did key(header[ 'kid'])
verify_signature(jws_token, public_key)
check_ebsi_trust_registry(payload['issuer']['id'])

return {"status": "verified", "trust_path": "dPKI"}
Hybrid Verification (Dual Path with Binding)

def verify hybrid_eaa(jws_token):
"""Complex dual-path verification with binding validation"""

header, payload, signature = parse_jws(jws_token)

# CRITICAL: Verify certificate-DID binding first
verify certificate_did_binding(header)

# PATH 1: Traditional PKI verification
if 'x5c' in header:



cert_chain = header[ 'x5c']

verify certificate_chain(cert_chain)

verify certificate_revocation(cert_chain[0])

public_key pki = extract_public_key from_cert(cert_chain[9])
verify signature(jws_token, public_key pki)

# PATH 2: dPKI verification
public_key did = resolve_did_key(header['kid"'])
verify signature(jws_token, public_key did)

# BINDING VERIFICATION: Critical in hybrid model!

cert_thumbprint = compute_thumbprint(cert_chain[©@])

did_document = resolve_did_document(header['kid'])

did_thumbprint = extract_thumbprint_from_did(did_document, header[ 'kid'])

if cert_thumbprint != did_thumbprint:
raise ValueError("Certificate-DID binding verification failed")

# Dual trust chain verification
check_ebsi_trust_registry(payload['issuer']['id'])
check _pki trust list(cert_chain)

return {
"status": "verified",
"trust_paths": ["PKI", "dPKI"],
"binding_verified": True

}

3. New Failure Points in Hybrid Model

Critical Binding Verification
def verify certificate_did binding(header):

"""Hybrid model -specific verification - no equivalent in pure dPKI"""
if 'x5c' not in header:

raise ValueError("Missing certificate chain in hybrid model™)

if 'x5t#S256' not in header:
raise ValueError("Missing certificate thumbprint")

# Compute certificate thumbprint
cert_der = base64.b64decode(header['x5c'][@])
computed_thumbprint = hashlib.sha256(cert_der).hexdigest()

# Resolve DID Document
did_url = header['kid"']
did_document = resolve_did_document(did_url)

# Search for matching verification method



verification_methods = did_document.get('verificationMethod', [])
binding found = False

for method in verification_methods:
jwk = method.get('publicKeydwk', {})
if jwk.get('x5t#S256"') == computed_ thumbprint:
binding found = True

# Additional check: verify key material matches
if not verify key material consistency(header['x5c'][0], jwk):
raise ValueError("Key material mismatch between certificate a
nd DID")
break

if not binding found:
raise ValueError("Certificate not bound to DID - x5t#S256 not found")

return True

def verify key material consistency(certificate, jwk):
"""Verify certificate and JWK contain the same public key"""

# Extract public kRey from certificate

cert_der = base64.b64decode(certificate)

cert_public_key = extract_public_key coordinates(cert_der)

# Extract coordinates from JWK
jwk_x = int.from_bytes(base64.urlsafe_b64decode(jwk['x"'] + '=="),
jwk_y = int.from_bytes(base64.urlsafe_bé64ddecode(jwk['y"'] + '=="), 'big")

return cert_public_key['x"'] == jwk_x and cert_public_key['y'] == jwk_y

4. Lifecycle Management Differences

Pure dPKI Key Rotation (Simple)
def rotate dpki _key(did, new_private key):
Straightforward key rotation"""

new_public_key jwk = private key to_ jwk(new_private key)

update_did_document(did, {
'verificationMethod': [{
"id': f"{did}#new-key",
"publicKeyJwk': new_public_key jwk
}
)

return {"status": "rotation_complete"}



Hybrid Key Rotation (Complex Coordination)
def rotate_hybrid_key(did, old_cert, new_private_key):
"""Hybrid model rotation requires careful coordination"""

# 1. Generate new certificate with new public key
new_cert = request_certificate(new_private_key.public_key())

# 2. Compute new binding thumbprint
new_thumbprint = compute_thumbprint(new_cert)

# 3. Update DID Document with binding information
new_public_key jwk = private key to_ jwk(new_private key)
new public key jwk[ 'x5t#S256'] = new_thumbprint

update_did_document(did, {
'verificationMethod': [{
'id': f"{did}#new-key",
"publicKeyJwk': new_public_key_ jwk
}
})

# 4. Manage transition period
# Both certificates may need to be valid during overlap
manage_certificate_transition(old_cert, new_cert)

# 5. Verify binding is working
test_binding_verification(did, new_cert)

return {
"status": "rotation_complete",
"old_cert_valid until": get_cert_expiry(old_cert),
"new_cert_active from": datetime.utcnow().isoformat()

Advantages of the Hybrid Model

1. Dual Trust Validation
Traditional PKI Trust Path:
Certificate Authority -» Root CA » Trust List » Certificate Validation

dPKI Trust Path:
DID -» EBSI Registry - Accreditation Chain -» Trust Verification

Hybrid Model:
Both paths must validate successfully + binding verification



2. Enhanced Interoperability
e Legacy Systems: Can verify using traditional PKI certificate validation
e Modern Systems: Can use dPKI verification through EBSI
e Binding Assurance: Guarantees consistency between both trust models

3. Resilience and Fallback Capability
def resilient_verification(jws_token):
"""Verification with intelligent fallback"""

verification results = {
'dpki_available': False,
'pki_available': False,
'binding valid': False

}

try:

# Attempt dPKI verification first (preferred)

result_dpki = verify_via_did(jws_token)

verification_results['dpki available'] = True
except EBSIUnavailableError:

logger.warning("EBSI unavailable, falling back to PKI verification")
except Exception as e:

logger.error(f"dPKI verification failed: {e}")

try:
# Attempt PKI verification
result pki = verify via certificate(jws_token)
verification_results['pki_available'] = True
except Exception as e:
logger.error(f"PKI verification failed: {e}")

# Verify binding if both are available
if verification_results['dpki_available'] and verification_results['pki_a
vailable']:
try:
verify certificate_did_binding(parse_jws(jws_token)[@])
verification_results[ 'binding valid'] = True
except Exception as e:
logger.warning(f"Binding verification failed: {e}")

# Determine overall trust Level
if all(verification_results.values()):
return {"status": "maximum_trust", "verified paths": ["PKI", "dPKI"]}
elif verification results['dpki available'] or verification_results['pki
available']:
return {"status": "single_path_verified", "trust_level”: "medium"}



else:

return {"status": "verification failed", "trust level":

Performance and Complexity Impact

Verification Time Comparison

Process Step Pure dPKI Hybrid Model Overhead
Header parsing Tms 2ms +100%
DID resolution 150ms 150ms 0%
Certificate validation Oms 200ms +200ms
Binding verification Oms 50ms +50ms
Signature verification 5ms 5ms 0%

Total Average 156ms 407ms +161%

Implementation Complexity
###### Pure dPKI - Dependencies
dependencies pure = [
'did-resolver’,
'jose',
'cryptography’
]

####A## Hybrid Model - Additional Dependencies
dependencies_hybrid = dependencies_pure + [

"pyOpenSSL', # Certificate chain validation
"cryptography[x509]', # X.509 certificate handling
'certifi’, # CA bundle management

'ocsp', # OCSP revocation checking
'python-crl’ # CRL validation

When to Choose Each Model

Pure dPKI - Recommended When:
e Digital-native organisation with no legacy PKl infrastructure
e Performance is critical (*150ms verification time)
¢ Simplified maintenance is preferred
e EBSI infrastructure is highly reliable in your deployment context

llnonell



Hybrid Model - Recommended When:
e Legacy PKl integration is required
e Maximum interoperability with existing systems is needed
e Enhanced trust assurance through dual validation is valued
e Regulatory compliance requires traditional PKI elements
e Fallback capability during EBSI unavailability is important

Conclusion

The hybrid model represents a fundamentally different trust architecture, not merely
an alternative signing method. Key takeaways:

Critical Differences

1. Signing Process: Header complexity increases with x5c and x5t#5256 fields
Verification Process: Dual-path verification with mandatory binding validation
Lifecycle Management: Coordination required between PKI and dPKI systems
Performance Impact: Approximately 161% increase in verification time
Complexity: Higher implementation and maintenance overhead

oMb

Strategic Considerations
e It’s not just “what you sign with” - it’s a comprehensive trust model decision
e Binding verification is the critical differentiator - failure here invalidates the entire
credential
e Both PKI and dPKI infrastructure must be maintained and monitored
e Enhanced resilience comes at the cost of increased complexity

Implementation Recommendation

Choose your approach based on: - Organisational PKI maturity and legacy requirements -
Performance requirements and acceptable verification latency - Trust assurance needs
and regulatory compliance requirements - Technical team capability to manage dual trust
infrastructure

The X.509-DID binding is the defining characteristic that separates this model from pure
dPKI and requires specific implementation considerations throughout the entire credential
lifecycle.
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